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(7) ABSTRACT

A semiconductor integrated circuit including one or a plu-
rality of external functional blocks; a nonvolatile memory
having a logical content as to whether to validate or invali-
date the external functional blocks; and a logical circuit
validating or invalidating an input and an output to each
external functional block in accordance with the logical
content of the memory, wherein a user is allowed to validate
use of a necessary external functional block and to invalidate
use of an unnecessary external functional block.
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FIG.5

mov #$55,@security Adr
mov #3$23,@security Adr
mov #S$FE,@security_Adr

[ mov #336,@security_Adr

mov #3CD,@security_Adr

FI1G.6

mov #355,@security Adr

cmp d0,d1

mov #3$12,d0

mov #3$23.@security Adr
mov #$FE @security Adr

add #3$24,d0
mov d0,@security_Adr

il

mov #$CD,@security_Adr
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1
SEMICONDUCTOR INTEGRATED CIRCUIT

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a semiconductor inte-
grated circuit (system LSI) incorporating therein a plurality
of functional blocks and particularly relates to a semicon-
ductor integrated circuit capable of validating or invalidating
a plurality of functional blocks.

2. Description of the Related Art

In recent years, as circuits are increasingly made smaller
in size or larger scaled, it becomes a mainstream in circuit
design to use functional blocks.

As for functional blocks, when semiconductor integrated
circuits are developed, not only internal functional blocks
which can be freely used but also external functional blocks
which require royalties are increasingly introduced.

With reference to FIG. 8, a semiconductor integrated
circuit employing conventional functional blocks will be
described. Reference numeral 7 denotes a semiconductor
integrated circuit. The semiconductor integrated circuit 7 is
comprised of a central processing unit (CPU) 1, a memory
2 for storing programs, a peripheral circuit 3, an internal
functional block 4 held inside the circuit and freely usable,
and external functional blocks 5 and 6 introduced from
externally and requiring royalties.

The specification of the semiconductor integrated circuit
7 is determined in advance. The semiconductor integrated
circuit 7 incorporates therein the necessary external func-
tional blocks § and 6 depending on the specification of the
circuit 7.

Necessary external functional blocks differ depending on
each user. Accordingly, semiconductor integrated circuits 7
incorporating therein different external functional blocks are
developed and manufactured, respectively.

That is, on the one hand, semiconductor integrated cir-
cuits each incorporating therein only the external functional
block 5 are developed and manufactured independently.

On the other hand, semiconductor integrated circuits each
incorporating therein only the external functional block 6 are
developed and manufactured independently of the former
semiconductor integrated circuits.

In some cases, semiconductor integrated circuits each
incorporating therein both of the external functional blocks
5 and 6 are developed and manufactured.

In other words, various types of semiconductor integrated
circuits are developed and manufactured.

In case of the conventional integrated circuits as stated
above, it is necessary to develop and manufacture semicon-
ductor integrated circuits having a plurality of types of
specifications and different numbers of external functional
blocks independent from one another.

For example, if a specification including both of the
external functional blocks 5 and 6 is standard and a certain
system does not require either one of the external functional
blocks, it has been necessary to develop and manufacture a
different semiconductor integrated circuit, or a semiconduc-
tor integrated circuit incorporating therein the unnecessary
external functional block is manufactured and a user is
charged for a royalty on the unnecessary external functional
block.

As can be seen, it has been conventionally difficult to
sufficiently satisty both of the requirements of ensuring the
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2

versatility of semiconductor integrated circuits and optimiz-
ing royalty payments.

SUMMARY OF THE INVENTION

It is, therefore, a main object of the present invention to
provide a semiconductor integrated circuit capable of ensur-
ing the enhancement of versatility and the optimization of
royalties.

The other objects, features and advantages of the present
invention will be readily apparent from the description
which follows.

A semiconductor integrated circuit according to the
present invention comprises: one or a plurality of external
functional blocks; switching means having a logical content
as to whether to validate or invalidate each external func-
tional block; and validating and invalidating means for
validating or invalidating an input and an output to each
external functional block in accordance with the logical
content of the switching means.

According to the present invention, the validating and
invalidating means can validate or invalidate the input and
the output to each external functional block according to the
logical content of the switching means.

Therefore, if a semiconductor integrated circuit manufac-
turer incorporates one or a plurality of external functional
blocks in the semiconductor integrated circuit, a user can
deal with a necessary external functional block by validating
the use of the block and deal with an unnecessary external
functional block by invalidating the use of the block.

As a result, if royalties on external functional blocks are
charged, the user is charged the royalty on the external
functional block set valid but not charged the royalty on the
external functional block set invalid.

Consequently, the present invention can provide a semi-
conductor integrated circuit satisfying both a requirement to
enhance versatility and to optimize royalty payment.

It is noted that the presence or absence of royalties is not
necessarily essential in the present invention. If royalty
payment is obligatory on users, the present invention can
properly deal with it.

According to the present invention, the switching means
preferably includes a memory for storing the logical content
as to whether to validate or invalidate the input and the
output to each external functional block.

According to the present invention, the memory is pref-
erably a nonvolatile memory.

According to the present invention, the validating and
invalidating means preferably includes a logical circuit for
invalidating the input and the output to each external func-
tional block if the logical content of the switching means is
a content of invalidating the input and the output to each
external functional block.

According to the present invention, the logical circuit
preferably includes an AND gate for obtaining a logical
product of the logical content and an input signal, and
inputting the logical product into each external functional
block.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects as well as advantages of the
invention will be become clear by the following description
of preferred embodiments of the invention with reference to
the accompanying drawings, wherein:

FIG. 1 is a block diagram of a semiconductor integrated
circuit in one preferred embodiment according to the present
invention;
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FIG. 2 is a block diagram of a validating and invalidating
means in a semiconductor integrated circuit in another
preferred embodiment according to the present invention;

FIG. 3 is a block diagram of a semiconductor integrated
circuit in yet another preferred embodiment according to the
present invention;

FIG. 4 is a block diagram of a cryptanalytic circuit shown
in FIG. 3;

FIG. § is an explanatory view for a decryption program in
the cryptanalytic circuit shown in FIG. 3;

FIG. 6 is an explanatory view for another decryption
program in the cryptanalytic circuit shown in FIG. 3;

FIG. 7 is a block diagram of a semiconductor integrated
circuit in yet another preferred embodiment according to the
present invention; and

FIG. 8 is a block diagram of a conventional semiconduc-
tor integrated circuit.

In all these figures, like components are indicated by the
same numerals.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will be described hereinafter based
on the embodiments shown in the drawings in detail.

Referring to FIG. 1, a semiconductor integrated circuit 7
in a preferred embodiment according to the present inven-
tion includes two external functional blocks 5 and 6, a
nonvolatile memory 8 serving as switching means, and AND
gates 53 and 54 serving as validating/invalidating means.
The switching means can be replaced by a memory other
than the nonvolatile memory 8.

An input signal 52 inputted into the external functional
block 5 is controlled by the logical content 81 of the
nonvolatile memory 8 through the AND gate 54. If the
logical content 81 of the nonvolatile memory 8 is, for
example, “07, the input 56 of the external functional block
5 is fixed to “07, irrespectively of the value of the input
signal 52. Namely, the input into the external functional
block 5 is invalidated.

If the logical content 81 of the nonvolatile memory 8 is,
for example, “17, the value of the input signal 52 is inputted
into the input 56 of the external functional block 5. Namely,
the input into the external functional block § is validated.

An output signal 51 is controlled by the logical content 81
of the nonvolatile memory 8 through the AND gate 53
serving as a logical circuit. If the logical content 81 of the
nonvolatile memory 8 is, for example, “0”, the output signal
51 is fixed to “0”. Namely, the output from the external
functional block 5 is invalidated.

If the logical content 81 of the nonvolatile memory 8 is,
for example, “17, the value of the output 55 of the external
functional block 5 is outputted to the output signal 51.
Namely, the output from the external functional block 5 is
validated.

As can be seen from the above, the input/output of the
external functional block 5 can be made valid or invalid in
a hardware depending on the logical content 81 of the
nonvolatile memory 8.

As for the power supply of the external functional block
5, a GND is connected to a ground potential and a VDD is
connected to a power supply potential through a switch 57.
If the logical content 81 of the nonvolatile memory 8 is “17,
then the switch 57 is turned ON and the external functional
block 5 is supplied with power and activated.
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If the logical content 81 of the nonvolatile memory 8 is
“07, the switch 57 is turned OFF and no power is supplied
to the external functional block 5. The output 55 of the
external functional block § becomes a floating potential,
however, since the logical content 81 of the nonvolatile
memory 8 is “0” in the AND gate 53, an unnecessary
through current does not flow in the AND gate 53.

Since the input 56 of the external functional block 5 is set
at “0” by the AND gate 54 serving as the logical circuit, the
ground potential is outputted. In addition, since the internal
potential of the external block § is also fixed to the ground
potential, an unnecessary through current does not flow in
the external functional block 5. As a result, the consumption
power of the external functional block 5 becomes zero and
the consumption power of the semiconductor integrated
circuit 7 can be suppressed as a whole.

The same thing is true for the external functional block 6.
The input/output of the external functional block 6 can be
made valid or invalid, depending on the logical content 82
of the nonvolatile memory 8.

As is obvious from the above, after manufacturing the
semiconductor integrated circuit 7, it is possible to deter-
mine whether to validate or invalidate the external func-
tional blocks 5 and 6, respectively. Due to this, it is possible
that after a semiconductor integrated circuit incorporating
therein a plurality of external functional blocks for general
purposes is manufactured, only the external functional
blocks which a user needs can be validated. In other words,
at the time of shipping semiconductor integrated circuits
from a factory, a logical content as to whether or not the
external functional blocks 5 and 6 are validated is written to
each nonvolatile memory 8. Further, the semiconductor
integrated circuits are shipped to users after user information
as to whom the semiconductor integrated circuits are
shipped to, quantity and a validated external functional
block are recorded. By doing so, a manufacturer can manage
how many semiconductor integrated circuits are shipped to
which user and which external block is validated before
shipment and, therefore, manage royalties, as well.

Accordingly, while general purpose semiconductor inte-
grated circuits can be mass-produced, it is possible to avoid
paying a royalty on an unused external functional block.

It is noted that the nonvolatile memory 8 may be replaced
by a fuse assembled into the semiconductor integrated
circuit 7. This fuse is used as switching means and discon-
nected or connected without being molten depending on
whether to invalidate or validate the input/output of the
external functional blocks.

Further, the switching means may be constituted out of a
mask option, such as a mask ROM, capable of setting a
logical content to invalidate/validate the external functional
blocks using a mask in a manufacturing phase.

The mask option, if applied, can completely prevent the
logical content from being illegally rewritten and the exter-
nal functional blocks from being illegally used while the
nonvolatile memory cannot completely prevent these illegal
actions.

With reference to FIG. 2, description will be given to an
external functional block in a semiconductor integrated
circuit in another preferred embodiment according to the
present invention.

In FIG. 2, reference numeral 79 denotes an external
functional block. The external functional block 79 consists
of gates and a flip-flop. Instead of the flip-flop, a latch circuit
may be used. The flip-flop, the latch or the like is generally
referred to as latch means.
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In this embodiment, the gate consists of an AND gate 75,
a NOR gate 76, a NOT gate 78 and a flip-flop 77.

The flip-flop 77 is supplied with a clock (CK) from an
input signal 72 if a control signal 74 is “1”. The flip-flop 77
is supplied with data (D) through the AND gate 75 and the
NOR gate 76 in accordance with input signals 70 and 71.

In addition, the flip-flop 77 outputs an output signal 73
from an output (Q) through the NOT gate 78.

That is, the flip-flop 77 operates in accordance with the
input signals 70, 71 and 72 and obtains the output signal 73.

Here, if the control signal 74 is “0”, the output (Q) of the
flip-flop 77 is fixed to “0”. The value “0” of the output (Q)
is outputted as a fixed value “1” to the output signal 73
through the NOT gate 78. That is, the fixed value “1” is
given to the output signal 73 irrespectively of the input
signals 70, 71 and 72. As a result, the external functional
block 79 is invalidated.

With reference to FIGS. 3 to 5, description will be given
to a semiconductor integrated circuit in yet another embodi-
ment according to the present invention. A semiconductor
integrated circuit 15 shown therein includes a memory 10, a
CPU 11, a cryptanalytic circuit 12, a register 13 and an
external block § as well as two AND gates 53 and 54
validating or invalidating the external block 5 depending on
the logical content of the register 13. The initial value of the
register 13 is “0” in a disable output state and the external
functional block 5 is set invalid.

After releasing the reset of the semiconductor integrated
circuit 15, the CPU 11 reads and executes a program stored
in the memory 10 through a bus 14. The memory 10 stores
programs including a cryptanalytic program shown in FIG.
5. These programs are sequentially executed by the CPU 11.

If receiving instructions “$557, “$23”, “SFE”, “$36” and
“8$CD” in this order, the cryptanalytic circuit 12 sets the
register 13 at “1”.

FIG. 4 shows the internal constitution of the cryptanalytic
circuit 12. Shift registers 121 to 125 store values when data
is written at “@security__Adr” which is the address of the
register. Comparators 126 to 130 compare values with those
of the corresponding shift registers, respectively. If the value
of the shift register is coincident with a preset fixed value of
the corresponding comparator, the comparator outputs “1”.
If all the outputs of the comparators 126 to 130 are “1”, an
AND gate 131 sets the logical content of the register 13 at
“17.

The CPU 11 reads and decrypts an instruction “mov#$55,
@security__Adr” from the memory 10 and transmits an
instruction “$55” to the cryptanalytic circuit 12 through the
bus 14. The instruction “$55” is stored in the shift register
121. Next, the CPU 11 reads and decrypts an instruction
“movi#$23,@security_ Adr” from the memory 10 and trans-
mits an instruction “$23” to the cryptanalytic circuit 12
through the bus 14. The instruction “$55” is stored in the
shift register 122 and the instruction “$23” is stored in the
shift register 121. Likewise, instructions “$FE”, “$36” and
“$CD” are transmitted to the cryptanalytic circuit 12. The
shift register 125 stores the instruction “$55”, the shift
register 124 stores the instruction “$23”, the shift register
123 stores the instruction “$FE”, the shift register 122 stores
the instruction “$36” and the shift register 121 stores the
instruction “$CD”.

It is assumed herein that the comparators 126 to 130 store
“$55, $23, $SFE, $36 and $CD” as fixed values in advance.
If so, the comparison results of the comparators 126 to 130
are that all the values are coincident with those of the
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corresponding shift registers. Due to this, the AND gate 131
outputs a register set signal and the register 13 is thereby set
at “1”. Consequently, the external functional block § is
validated.

With reference to FIG. 6, another decryption program will
be described.

The decryption program shown in FIG. 5 is a simple
enumeration of ordinary mov instructions with “@security__
Adr” arranged regularly. Due to this, it is relatively easy for
the third party to find out a decryption program part shown
in FIG. 5 from main body programs and to cryptanalyze the
decryption program.

To make it difficult for the third party to cryptanalyze the
decryption program, instructions irrespective of decryption
are purposely added to this regularly arranged program to so
as to put the program into disorder.

To be specific, as shown in FIG. 6, an instruction 22, i.e.,
“cmp d0,d1” irrespective of the decryption program shown
in FIG. 5§ is added to the decryption program. Also, an
instruction 21, i.e., “mov#$36,@security Adr” is parsed to
a string 23 of a plurality of instructions. From “mov#$12,
d0” and “add#$24,d0”, “$36” is formed in “d0” and this
value is inputted into the cryptanalytic circuit 12 at “movd0,
@security__Ard”. Thus, even if the decryption program
shown in FIG. 6 is inserted into the main body programs
generated by a user, it is difficult to discern which part
corresponds to the decryption part.

Namely, in the cryptanalytic circuit 12, the regularly
arranged decryption program shown in FIG. 5 and the
irregularly arranged decryption program shown in FIG. 6
difficult to decrypt provide an equivalent advantage.
However, the difficulty of decryption as shown in the
decryption program of FIG. 6 helps enhance a security
effect.

Accordingly, a combination of the hardware-basis secu-
rity given by the cryptanalytic circuit 12 and the software-
basis security given by the decryption program shown in
FIG. 6 greatly enhances the security effect.

Accordingly, it is possible to determine whether to vali-
date or invalidate the external functional block 5 using the
decryption program in the memory 10 after manufacturing
the semiconductor integrated circuit 7. It is, therefore, pos-
sible to validate only the external functional block which the
user needs after manufacturing the semiconductor integrated
circuit incorporating therein a plurality of external func-
tional blocks for general purposes.

An individual decryption program is issued to each user
and managed by a manufacturer. In other words, user or
shipment information, quantity and validated external func-
tional blocks are recorded on a program and the program is
shipped to each user before the reception of ROM data if the
memory 10 is a mask ROM and after selling if the memory
10 is a nonvolatile memory. By doing so, the manufacturer
can manage the quantities of semiconductor integrated cir-
cuits with respect to the respective users to who the semi-
conductor integrated circuits are shipped with information as
to which external functional block is set valid, thereby
making it possible for the manufacturer to rationally manage
royalties. Hence, while semiconductor integrated circuits
can be mass-produced for general purposes, it is possible to
avoid paying royalties for unused external functional blocks.

With reference to FIG. 7, description will be given to a
semiconductor integrated circuit in yet another preferred
embodiment according to the present invention.

A semiconductor integrated circuit 38 shown in FIG. 7
includes an external functional block 5 as well as AND gates
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53 and 54 switching the external functional block 5 to be
valid or invalid depending on the logical content of a flash
memory 31. The initial value of the flash memory 31 is set
at “0” in a disable output state and the external functional
block 5 is set invalid. If the semiconductor integrated circuit
38 is left as it is, the external functional block 5 in the
semiconductor integrated circuit 38 cannot be used.

It is assumed herein that a serial number for specifying the
semiconductor integrated circuit 38, e.g., “000982” is writ-
ten to a storage device 36 serving as discrimination infor-
mation storage means for storing discrimination information
for specifying the semiconductor integrated circuit.

After purchasing the semiconductor integrated circuit 38,
a user purchases a validating program for validating the
external functional block 5 of this semiconductor integrated
circuit 38 through the first dedicated terminal 41. The first
dedicated terminal 41 is connectable to a master server 42
through communication means. The user inputs, as input
information, user information, serial number information on,
for example, 100 semiconductor integrated circuits 38 which
the user purchased, e.g., “000901-001000” and discrimina-
tion information on the external functional block 5 which the
user wants to be validated. The master server 42 calculates
a selling price from the quantity of the semiconductor
integrated circuits based on the inputted serial numbers of
the circuits and the information on the external functional
block 5 to be validated, and displays the calculated selling
price on the first dedicated terminal 41. The user checks the
selling-price displayed and, if deciding to purchase the
external functional block, inputs an order from the first
dedicated terminal 41. The master server 42 settles the user
information and the selling price and records the user
information, the serial numbers, the quantity and informa-
tion on the external functional block. Further, the master
server 42 issues a validating program including a program
having information ciphered according to the above-stated
input information to the first dedicated terminal 41. The first
dedicated terminal 41 downloads the validating program.

The user transfers the validating program thus down-
loaded to the second dedicated terminal 43 and connects the
terminal 43 to the semiconductor integrated circuit 38.

In the semiconductor integrated circuit 38, the validating
program is stored in the memory 35 as a result of the
communication of the semiconductor integrated circuit 38
with the second dedicated terminal 43 and the CPU 33 reads
and executes the validating program through a bus 34. First,
the CPU 33 holds communication with the second dedicated
terminal 43 through the communication circuit 37 serving as
communication means for receiving the validating program
ciphered using the SSL (Secure Socket Layer) and validating
the functional block from the dedicated terminal 43. Then,
the CPU 33 cryptanalyzes the serial number information and
the information on the external functional block to be
validated and obtains the serial number information
“000901-00100” and the information on the external func-
tional block 5 to be validated. The CPU 33 reads the serial
number “000982” of the storage device 36 through the bus
34 and checks the serial number thus read with the externally
obtained serial number information. If the serial number
does not coincide with the conditions of the externally
obtained serial number information, the CPU 33 finishes the
program. If coincident, the CPU 33 actuates the control
circuit 32 in accordance with the information on the external
functional block to be validated. In this case, since the serial
number “000982” coincides with the conditions of the serial
number information “000901-001000”, the control circuit
32 rewrites the flash memory 31 from “0” to “1” in accor-
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dance with information for validating the external functional
block 5. As a result, the external functional block 5 can be
validated.

As can be understood from the above, the external func-
tional block 5§ can be validated after manufacturing the
semiconductor integrated circuit 38. Due to this, it is pos-
sible to manufacture the semiconductor integrated circuit 38
while incorporating therein a plurality of external functional
blocks for general purposes and then to set only the external
functional block which the user needs, valid.

An individual validating program is issued to each user
from a manufacturer and managed by the master server 42.
That is, by recording shipment or user information, quantity
and information on the external functional block which has
been set valid after purchase, the manufacturer can mange
these pieces of information and, therefore, avoid paying
royalties on unused external functional blocks.

The present invention can impart advantages to functional
block providers designing functional blocks, silicon venders
designing semiconductor integrated circuits using functional
blocks and semiconductor integrated circuit users, respec-
tively. For example, by manufacturing semiconductor inte-
grated circuits each of which incorporates therein functional
blocks A, B and C provided by functional block providers
Company A, Company B and Company C, respectively, a
silicon vender can develop high versatile semiconductor
integrated circuits and greatly reduce the number of devel-
opers.

That is to say, if there are a user Ul who needs a
semiconductor integrated circuit incorporating the func-
tional blocks A and B therein and a user U2 who needs a
semiconductor integrated circuit incorporating therein the
functional blocks B and C, semiconductor integrated circuits
satisfying the requirements of both the users U1l and U2 can
be developed compared with a case where only the semi-
conductor integrated circuit can be developed for either the
user Ul or U2 according to conventional development
resources. This advantageously increases the profit of the
silicon vender. Further, compared with the conventional case
where the remaining one semiconductor integrated circuit
cannot be developed and the vender cannot do business with
one of the user, the present invention ensure that the vender
can get such a business chance.

Moreover, only royalties on the functional blocks A and B
are conventionally paid to the respective functional block
providers by the user Ul. According to the present
invention, royalties on the functional blocks B and C are
paid to the functional block providers by the user U2 besides
the user Ul. Hence, the present invention offers enormous
practical advantages.

While there has been described what is at present con-
sidered to be preferred embodiments of this invention, it will
be understood that various modifications may be made
therein, and it is intended to cover in the appended claims all
such modifications as fall within the true spirit and scope of
this invention.

What is claimed is:

1. A semiconductor integrated circuit comprising:

one or a plurality of external functional blocks;

switching means having a logical content as to whether to

validate or invalidate each external functional block;
and

validating and invalidating means for validating or invali-

dating an input and an output to each external func-
tional block in accordance with the logical content of
said switching means.
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2. The semiconductor integrated circuit according to
claim 1, wherein said switching means includes a memory
storing the logical content as to whether to validate or
invalidate the input and the output to each external func-
tional block.

3. The semiconductor integrated circuit according to
claim 2, wherein said memory is a nonvolatile memory.

4. The semiconductor integrated circuit according to
claim 1, wherein said validating and invalidating means
includes a logical circuit for invalidating the input and the
output to each external functional block if the logical content
of said switching means is a content of invalidating the input
and the output to each external functional block.

5. The semiconductor integrated circuit according to
claim 4, wherein said logical circuit includes an AND gate
obtaining a logical product of said logical content and an
input signal, and inputting the logical product into each
external functional block.

6. The semiconductor integrated circuit according to
claim 1, wherein

said switching means includes a memory storing the
logical content as to whether to validate or invalidate
the input and the output to each external functional
block;

said validating and invalidating means includes a logical
circuit for invalidating the input and the output to each
external functional block if the logical content of said
switching means is a content of invalidating the input
and the output of each external functional block.

7. The semiconductor integrated circuit according to
claim 1, wherein each external functional block requires
royalties.

8. The semiconductor integrated circuit according to
claim 1, wherein said switching means includes a fuse
turned into a state according to the logical content as to
whether to validate or invalidate each external functional
block.

9. The semiconductor integrated circuit according to
claim 1, wherein said switching means is constituted out of
a mask option capable of setting the logical content as to
whether to validate or invalidate each external functional
block using a mask.

10. The semiconductor integrated circuit according to
claim 1, wherein

said switching means includes:
a memory storing a decryption program;
a central processing unit executing said decryption
program;
cryptanalyzing means for conducting cryptanalysis fol-
lowing execution of said decryption program by said
central processing unit; and
a register holding a cryptanalyzing result of said cryp-
tanalyzing means, and outputting a switching control
signal to said validating and invalidating means.
11. The semiconductor integrated circuit according to
claim 10, wherein said decryption program is prohibited
from being read to a unit external of the semiconductor
integrated circuit.
12. The semiconductor integrated circuit according to
claim 10, wherein said decryption program decrypts a cipher
by setting values to a plurality of registers.
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13. The semiconductor integrated circuit according to
claim 12, wherein values for decrypting the cipher are
generated by execution of said decryption program.

14. The semiconductor integrated circuit according to
claim 10, wherein said decryption program is constituted to
include a program for decryption to validate each external
functional block and a redundant program irrespective of the
decryption.

15. The semiconductor integrated circuit according to
claim 14, wherein values for decrypting the cipher are
generated by execution of said decryption program.

16. The semiconductor integrated circuit according to
claim 1, wherein said validating and invalidating means is a
power supply switch for each functional block, and consti-
tuted to invalidate said external functional block by turning
off said power supply switch.

17. The semiconductor integrated circuit according to
claim 1, wherein said validating and invalidating means is a
power supply switch for each functional block, and consti-
tuted to validate said external functional block by turning on
said power supply switch.

18. The semiconductor integrated circuit according to
claim 1, wherein said validating and invalidating means is
constituted by interposing latch means between the input
and output to each external functional block, and constituted
to invalidate said external functional block even if the input
to said external functional block is changed by constantly
applying a reset signal to said latch means.

19. The semiconductor integrated circuit according to
claim 1, further comprising:

discrimination information storage means for storing dis-

crimination information for specifying the semiconduc-
tor integrated circuit; and

communication means for receiving a validating program

validating each external functional block from a dedi-

cated terminal, and wherein

said validating and invalidating means is constituted to
invalidate each external functional block based on
said validating program received by said communi-
cation means from said dedicated terminal if dis-
crimination information included in said validating
program received by said communication means is
consistent with the discrimination information stored
in said discrimination information storage means.

20. The semiconductor integrated circuit according to
claim 1, further comprising:

discrimination information storage means for storing dis-

crimination information for specifying the semiconduc-
tor integrated circuit; and

communication means for receiving a validating program

validating each external functional block from a dedi-

cated terminal, and wherein

said validating and invalidating means is constituted to
validate each functional block based on said validat-
ing program received by said communication means
from said dedicated terminal if discrimination infor-
mation included in said validating program received
by said communication means is consistent with the
discrimination information stored in said discrimi-
nation information storage means.
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