wo 20187017231 A1 | 0000 OO0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
25 January 2018 (25.01.2018)

(10) International Publication Number

WO 2018/017231 Al

WIPO I PCT

(5D

2D

22)

(25)

(26)

(30$)

an

a2

International Patent Classification:

GO6K 9/00 (2006.01)
International Application Number:
PCT/US2017/038156

International Filing Date:

19 June 2017 (19.06.2017)
Filing Language: English
Publication Language: English
Priority Data:
62/364,684 20 July 2016 (20.07.2016) Us
62/419,769 09 November 2016 (09.11.2016) US
62/420,327 10 November 2016 (10.11.2016) US
15/466,670 22 March 2017 (22.03.2017) Us

Applicant: CYPRESS SEMICONDUCTOR CORPO-
RATION [US/US]; 198 Champion Court, San Jose, Cali-
fornia 95134 (US).

Inventors: RYSHTUN, Andriy; Yavorivska str. 9,
app.8, Lviv, 79039 (UA). KREMIN, Viktor; Kerchen-
ska str. 9-44, Lviv, 79035 (UA). ROHOZIN, Oleksan-
dr; Paraschuka str., 7, ap. 7, Lviv, 79057 (UA). PIRO-
GOV, Oleksandr; Chervona Kalyna Ave 123/19, Lviv,
79049 (UA). KREKHOVETSKYY, Mykhaylo; Sadova

62y

(84)

str. 27/132, Lviv, 79021 (UA). BIHDAY, Volodymyr; Ze-
lena str. 20 ap. 11, Lviv, 79005 (UA). OGIRKQO, Roman,;
Naukova Str., 24-68, Lviv, 79060 (UA).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH,CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM,KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

(54) Title: ANTI-SPOOFING PROTECTION FOR FINGERPRINT CONTROLLERS

calirale sensor
1401

capture a lirst image ol the
©

surface patlern of the objeet
1411

41

calculating a mean intensity
value for raultiple portions
ol the mage

utermir e whether any
‘mean intensity valuc
exceeds any ofhicr mean
intensity value hy mare
thun @ threshold amount
5

support (he f7
sensor on £ m
!

rprini

activale the mechanical
seeor

patiem
of the nbject
1425

Compare litst image with
sccond image to delermine
change m contrast
1427

ecaleulate a factor scorc for
subdermal compliance
hasid on camparison of
mean intensity values
1417

calculate a factor score for
subdermal compliance
hased an change in inage
contrasl
1429

spoo. deleetion
¥ process
1400

prior fo temoval of the
object from the flngerprint
sensor, measure force
applied by the object while
capturing an imege of the
surface pattern
1431

litting of
objeet delecled?
1433

yos

calculate factor scare for
E hase

om conlris. al lea:
two of the images
1435

FIGURE 14A

(57) Abstract: A method for detecting fingerprint spoof objects in-
cludes detecting a presence of the object at a fingerprint sensor and,
in response to detecting the presence of the object, measuring a set of
physical properties of the object based on one or more signals from
a set of electrodes of the fingerprint sensor. The set of physical prop-
erties includes at least one of a subdermal compliance of the object
and a surface adhesiveness of the object. The method further includes
distinguishing the object as an actual finger or a spoot based on the
one or more physical properties.
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ANTI-SPOOFING PROTECTION FOR FINGERPRINT CONTROLLERS

RELATED APPLICATIONS

[0001]  This application is an International Application of U.S. Non-
Provisional Application No. 15/466,670, filed on March 22, 2017, which claims
priority to U.S. Provisional Application No. 62/420,327, tiled on November 10,
2016, to U.S. Provisional Application No. 62/419,769, filed on November 9, 2016,
and to U.S. Provisional Application No. 62/364,684, filed on July 20, 2016, all of

which are incorporated by reference herein in their entirety.

TECHNICAL FIELD
[0002]  This disclosure relates to the field of fingerprint sensors and, in

particular, to spoof detection techniques for fingerprint sensors.

BACKGROUND

[0003]  Capacitance sensing systems function by sensing electrical signals
generated on electrodes that reflect changes in capacitance. Such changes in
capacitance can indicate a touch event or the presence of ridges and valleys of a
fingerprint. Fingerprint sensing may be used for security and validation
applications for a variety of user interface devices, such as mobile handsets,

personal computers, and tablets. The use of capacitance sensing for fingerprint
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detection may allow for a sensor to be placed in the surface of a user interface
device with a great degree of configurability. That is, a sensor is not constrained
to a single location for all devices. Rather, a fingerprint sensor may be disposed
in a location on the device that is convenient for a particular industrial design, or
to optimize a user’s experience.

[0004]  Capacitance-based fingerprint sensors function by measuring the
capacitance of a capacitive sense element, such as a sensor electrode, and
detecting a change in capacitance indicating a presence or absence of a
fingerprint ridge (or valley). Ridges and valleys at identifiable locations on an
array of sense elements may be used to reconstruct the image of the fingerprint
for use in enrollment, validation, and security applications. When a fingerprint
ridge comes into contact with a sense element, the capacitance change caused by
the fingerprint ridge is detected. The capacitance change of the sense elements
can be measured by an electrical circuit that converts the capacitances measured

from the capacitive sense elements into digital values.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005]  The present disclosure is illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings.

[0006]  Figure 1is a block diagram illustrating an embodiment of a fingerprint
sensing system.

[0007]  Figure 2 is a block diagram illustrating an embodiment of a fingerprint
sensor controller.

[0008]  Figure 3A illustrates an embodiment of a fingerprint sensor with an
electrostatic discharge (ESD) guard ring.

[0009]  Figure 3B illustrates subareas of a fingerprint image, according to an
embodiment.

[0010]  Figure 4 illustrates cross-sectional views of a fingerprint sensor and
button assembly, according to an embodiment.

[0011]  Figure 5 illustrates results of testing various materials using an area
coverage test for spoof detection, according to an embodiment.

[0012]  Figure 6 illustrates sequential samples of contrast values recorded for
various materials, according to an embodiment.

[0013]  Figure 7A illustrates a circuit diagram of a force sensor, according to
an embodiment.

[0014]  Figure 7B illustrates signals generated during operation of a force
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sensor, according to an embodiment.

[0015]  Figure 8A illustrates a cross-sectional view of a fingerprint sensor
module, according to an embodiment.

[0016]  Figure 8B illustrates a cross-sectional view of a fingerprint sensor
module, according to an embodiment.

[0017]  Figure 9 illustrates relationships between directly measured force and
image contrast for different fingers, according to an embodiment.

[0018]  Figure 10 illustrates relationships between directly measured force and
image contrast for various spoof materials, according to an embodiment.

[0019]  Figure 11 illustrates an embodiment of a fingerprint sensor.

[0020]  Figure 12 illustrates an embodiment of an impedance sensing circuit.
[0021]  Figure 13 illustrates an embodiment of an impedance sensing circuit.
[0022]  Figures 14A and 14B illustrate a process for detecting a spoof object,
according to an embodiment.

[0023]  Figure 15 illustrates a process for calibrating a baseline for an
impedance sensing circuit, according to an embodiment.

[0024]  Figure 16 illustrates a force measurement process, according to an
embodiment.

[0025]  Figures 17A and 17B illustrate processes for measuring complex

conductivity of an object, according to an embodiment.
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DETAILED DESCRIPTION

[0026]  The following description sets forth numerous specific details such as
examples of specific systems, components, methods, and so forth, in order to
provide a good understanding of several embodiments of the claimed subject
matter. It will be apparent to one skilled in the art, however, that at least some
embodiments may be practiced without these specific details. In other instances,
well-known components or methods are not described in detail or are presented
in a simple block diagram format in order to avoid unnecessarily obscuring the
claimed subject matter. Thus, the specific details set forth are merely exemplary.
Particular implementations may vary from these exemplary details and still be
contemplated to be within the spirit and scope of the claimed subject matter.
[0027]  One technique for illicitly gaining access to a system that is secured by
a fingerprint authentication scheme is spoofing. A spoof is an artificial object
that imitates a real human finger. In particular, the spoof replicates a fingerprint
pattern of a user who is authorized to access the secured system, and can be
placed on a fingerprint sensor in order to deceive the secured system into
granting access. Fingerprint spoofs can be made from fingerprints left by the
targeted authorized user; for example, the fingerprints can be collected from a
surface without the cooperation of the targeted user. Spoofs can be created using

a variety of techniques and materials, including but not limited to casts (e.g.,
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gelatin, glycerin suppository, wood glue, graphite spray, latex, and silicon) and
molds (e.g., laser printed transparencies, printed circuit boards (PCBs), laser
etched, acrylic, Play-Doh™, moldable plastic, and silicon). In order to prevent
spoofing attacks, a fingerprint sensing system should pass real human
fingerprints to matching or enrollment algorithms while rejecting spoof objects to
prevent the spoofs from being matched with fingerprint data of authorized users
or enrolled as real fingerprints.

[0028]  One embodiment of a fingerprint sensing system prevents fingerprint
spoofing attacks by measuring one or more mechanical or electrical properties of
fingers or spoof objects placed on the fingerprint sensor. The mechanical or
electrical properties can then be used to distinguish between actual fingers and
spoof objects. In one embodiment, the fingerprint sensing system implements a
multi-factor scoring system that generates a spoof detection result based on a
sum of weighted factors each corresponding to one of a number of measurable
mechanical or electrical properties.

[0029]  One mechanical property that can be used to distinguish an actual
finger from a spoof object is the subdermal compliance. A human finger has a
rigid external skin surface that carries the features of the fingerprint (e.g., arches,
loops, whorls, etc.) and that is supported underneath by soft elastic tissue and

rigid bone. The subdermal compliance is the degree of elasticity of the soft tissue
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under the skin. Since this property is difficult to replicate in a spoof object, the
subdermal compliance can be measured and used to distinguish between real
fingers and spoof objects.

[0030] In some embodiments, the subdermal compliance property can be
measured by observing the ability of a purported finger to uniformly cover the
sensing area of a fingerprint sensor that is recessed or bounded by raised edges.
In one example embodiment, the fingerprint sensor is bounded by an
electrostatic discharge (ESD) guard ring that is raised relative to the sensing
surface of the fingerprint sensor. Since spoof objects typically do not have the
same subdermal compliance properties as a real finger, it is difficult to apply a
spoof object to a recessed fingerprint sensor to achieve the full and uniform
coverage of the sensing surface that can be readily achieved by a finger. The
coverage of the sensing surface can be determined from a change in contrast
across the image captured by the fingerprint sensor. Thus, contrast differences
between different areas of the image can be used to differentiate between fingers
and spoofs.

[0031] In one embodiment, the subdermal compliance of an object can also be
measured by a fingerprint sensor that is located on a mechanical button. The
mechanical button facilitates capturing images of the surface of the purported

finger at different levels of applied force, with images being captured prior to
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and during a button press. The contrast change between these images
corresponds to the subdermal compliance property of the object, and can thus be
used to distinguish between fingers and spoofs.

[0032]  In one embodiment, the dynamic range of the contrast for an image
captured during a button press is used to distinguish between fingers and spoof
objects. For an actual finger, the maximum image contrast detected over the
course of a button press is typically higher than for a spoof object, particularly for
non-elastic spoofs. Some spoof materials, such as polyvinyl alcohol (PVA),
exhibit a negative contrast change in response to increasing applied force and
can be distinguished accordingly.

[0033] One embodiment of a fingerprint sensing system distinguishes
between real fingers and spoof objects based on surface adhesiveness. Such a
system employs a force sensor to measure the force applied by the object to the
fingerprint sensor while simultaneously measuring the contrast change. The
surface adhesiveness of a finger results in no decrease in contrast after a decrease
in applied force due to adhesion of the skin surface to the fingerprint sensor. The
system can thus distinguish fingers from spoof objects that do not exhibit this
property.

[0034]  In one embodiment, the fingerprint sensing system determines

whether an object is a finger or a spoof by measuring the complex conductivity
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of the object. In particular, the system tests the object’s ability to couple signals
between different sets of electrodes. The system drives a first set of electrodes
with a transmit (TX) signal and a second set of electrodes with an antiphase
version of the TX signal. The TX and antiphase TX signals are coupled to a
receive (RX) listener electrode via dissimilar signal paths.

[0035]  Spoof materials having low conductivity (e.g., silicone, wood glue,
plastic, etc.) are rejected by small TX-RX coupling by the object. Highly
conductive spoof materials (e.g., etched or laser-cut printed circuit boards,
flexible printed circuits (FPCs), metal foil, etc.) are rejected based on a small
resulting amplitude of the TX-RX coupling, since the positive TX signal is
compensated by the antiphase TX signal through coupling by the object.

[0036] In one embodiment, the fingerprint sensing system calculates a factor
score for each of the measured mechanical and electrical properties, where the
factor score indicates the likelihood that the object is an actual finger, as
evaluated based on the corresponding property. The system further calculates
an overall authenticity score based on a sum of the weighted factor scores. The
authenticity score can be compared to a threshold to determine whether the
object is ultimately distinguished as a finger or a spoof.

[0037]  Figure 1 illustrates an embodiment of a fingerprint sensing system 100

which distinguishes fingers from spoof objects based on measured physical and
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electrical properties. The fingerprint sensing system 100 includes a host device
110 coupled to a fingerprint sensor controller 120 via a serial peripheral interface
(SPI) 111. The fingerprint sensor controller is coupled to a fingerprint sensor 130.
The fingerprint sensor 130 includes an array of capacitive sensor electrodes for
imaging the surface of an object placed on the sensing surface of the fingerprint
sensor 130.

[0038] Among other functions, the fingerprint sensor controller 120 transmits
and receives signals to and from the fingerprint sensor 130 in order to acquire an
image of the surface pattern of an object (e.g., a fingerprint of a user’s finger) on
the fingerprint sensor 130. The fingerprint sensor controller 120 can then securely
transmit the acquired image to the host device 110 via SPI 111 to initiate
authentication of the user in the host device 110. The host device 110
authenticates the user based on matching the acquired image with fingerprint
data associated with the user in a database. Upon authenticating the user, the
host device 110 grants access to a resource; for example, the host device 110 may
be a mobile device, such as a phone or laptop computer that unlocks and grants
access to a user interface or filesystem in response to a successful authentication.
[0039]  The fingerprint sensor controller 120 also provides spoof detection
functionality. In one embodiment, the fingerprint sensor controller 120

distinguishes an object on the fingerprint sensor 130 as a finger or as a spoof

-10-
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object based on measured physical or electrical properties of the object, then
transmits an image of the surface pattern of the object only when the object is
distinguished as a finger. In an alternative configuration, the fingerprint sensor
controller 120 transmits the physical or electrical property measurements or
factor scores based on the measurements to the host device 110 so the host device
110 can perform the spoof detection calculations in addition to the fingerprint
image matching.

[0040]  Figure 2 illustrates the fingerprint sensing circuitry in the controller
120, according to an embodiment. The fingerprint sensor controller 120 includes
several circuit modules and logic components that facilitate functions such as
fingerprint imaging, finger presence detection, spoof detection, and
communication with the host device 110.

[0041]  One of these modules is the hardware scan engine 201, which includes
multiple sensing channels that can be connected to the electrodes of the
fingerprint sensor 130. The sensing channels perform mutual capacitance or self-
capacitance sensing using the electrodes in order to acquire fingerprint images
from the fingerprint sensor 130. In one embodiment, the capacitance values may
be measured as count values, with increasing count values corresponding to

increasing capacitances. A high count value for a pixel in the fingerprint image
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thus indicates the presence of a conductive feature of the fingerprint, such as a
ridge.

[0042]  The state machine 204 defines the sequence in which other modules in
the fingerprint sensor controller 120 are activated. Transitions between states as
defined by the state machine 204 may be initiated by inputs from other modules,
such as finger detector 203, spoof detection 208, etc.

[0043]  The finger detection scan module 202 invokes the hardware scan
engine 201 to detect the presence of a finger or other object at the fingerprint
sensor 130. The finger detector 203 processes capacitance data acquired by the
scan engine 201 to determine whether an object is present at the fingerprint
sensor 130.

[0044] Inresponse to detecting the presence of a finger or other object at the
fingerprint sensor 130, the normal image scan module 205 invokes the hardware
scan engine 201 to perform a normal full scan of the fingerprint sensor 130 to
acquire an image of the surface pattern of the finger or other object. The acquired
image is stored in the image buffer 206.

[0045]  The spoof detection logic 208 performs anti-spoofing calculations
based on image data acquired from the fingerprint sensor 130 and sensor data
from other sources, such as a force sensor (via force sensor scan module 207) in

order to determine whether an object at the fingerprint sensor 130 is a real finger

-12-
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or a spoof. In one embodiment, the spoof detection logic 208 operates in response
to the finger detector 203 detecting the presence of a finger or other object on the
fingerprint sensor 130.

[0046]  Upon receiving notification that an object is present at the sensor 130,
the spoof detection logic 208 determines whether the object is a finger or a spoof
object by initiating the measurement of a set of physical or electrical properties of
the object. The physical and electrical properties of the object are measured based
on signals from the electrodes of the fingerprint sensor and from other sensors,
such as a force sensor. In one embodiment, the set of physical properties includes
the subdermal compliance of the object and/or a surface adhesiveness of the
object. The spoof detection logic 208 generates a spoof detection result by
distinguishing the object as an actual finger or a spoof based on the measured set
of physical properties.

[0047]  In one embodiment, the spoof detection logic 208 calculates an
authenticity score based on a sum of weighted factors each corresponding to one
of the physical properties. The spoof detection logic 208 then distinguishes the
object as an actual finger in response to the authenticity score exceeding a
predetermined threshold, or distinguishes the object as a spoof in response to the

authenticity score failing to exceed the predetermined threshold.

-13-
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[0048] In one embodiment, when the spoof detection logic 208 distinguishes
the object as an actual finger, the fingerprint image is transmitted to the host
device 110. The fingerprint image from the image buffer 206 is prepared for
transmission by communication layer 209 and encrypted by the cryptography
module 210 prior to being transmitted in encrypted form over SPI1 111 to the host
device 110.

[0049] In one embodiment, when the object is detected as a spoof, the spoof
detection logic 208 notifies the host device 110 that a spoof has been attempted.
In an alternative configuration, the spoof detection logic 208 transmits surface
pattern images or other measures of the physical or electrical properties of the
object to the host device 110 so that the host device 110 can perform the
calculations for distinguishing the object as a finger or a spoof.

[0050] In addition to the above-described functions, embodiments of the
fingerprint sensor controller 120 also include additional circuit modules and
logic (omitted for clarity) for performing such functions as low-power finger
detection, false finger filtering, navigation (i.e., reporting of finger movement),
touch pressure detection, tap gesture recognition, built-in manufacturing and
self-tests, and firmware upgrades.

[0051]  Figure 3A illustrates a fingerprint sensor 302 that is surrounded by a

raised ESD guard ring 301, according to an embodiment. The fingerprint sensor

-14-
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302 with ESD guard ring 301 is used to measure the subdermal compliance of a
finger or other object on the fingerprint sensor 302 by performing an area
coverage test. For this test, the fingerprint sensor 302 captures an image of the
surface pattern of the finger or other object; then, a mean intensity value (or other
calculated intensity value) is determined for each of a set of five small subareas
of the image: top left (TL), top right (TR), bottom left (BL), bottom right (BR), and
center (C). Figure 3B illustrates the locations of subareas TL, TR, BL, BR, and C
on a fingerprint pattern of an actual finger. For a real finger, the mean intensity
values for these areas are substantially similar. For a spoof object, the mean
values differ from each other by a greater amount, and/or have a smaller
magnitude overall. In alternative embodiments, areas of the sensor other than the
illustrated TL, TR, BL, BR, and C areas can be used for the calculation.

[0052]  Asillustrated in Figure 3A, the raised ESD guard ring 301 surrounds
the fingerprint sensor 302, thus creating a recess in which the fingerprint sensor
302 is located. In one embodiment, the height of the ESD guard ring 301 is 0.2
millimeters above the surface of the sensor 302. The raised edges of the ESD
guard ring 301 make it difficult to place a flat rigid object, such as a spoof, on the
fingerprint sensor 302 so that the sensing surface of the sensor 302. As a result,
the surface of a rigid spoof object placed on the sensor 302 does not uniformly

contact all portions of the sensing surface. In particular, the surface of the spoof
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object contacts the fingerprint sensor 302 surface with a greater applied force at
the center area C than at the corner areas TL, TR, BL, and BR because the force
applied at the corners is partially borne by the raised edges of the ESD guard
ring 301.

[0053]  As aresult, the mean intensity values from each of the corner areas TL,
TR, BL, and BR can be compared to the mean intensity value from the center area
C to distinguish a finger from a spoof. In one embodiment, the size of each of the
areas TL, TR, BL, BR, and Cis 10 x 10 pixels, where each pixel represents a sensor
element of the fingerprint sensor (e.g., such as an intersection of a RX electrode
and a TX electrode) for which a discrete count can be determined. For each
subarea, the mean intensity value is calculated by averaging the intensity values
of the 100 pixels in the subarea. In one embodiment, the object is distinguished as
a real finger if all five of the mean intensity values are within a certain number of
counts of each other. In addition, the absolute value of the mean intensity for the
entire image can be checked in order to detect spoof materials having low
conductivity. By this method, an object would be rejected as a spoof if the
absolute value of the mean intensity over the entire image is less than a threshold
intensity value.

[0054]  Figure 4 illustrates cross sectional views of a finger 410 and a spoof 420

on a fingerprint sensor 130. An ESD guard ring 301 provides edges that are
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raised above the surface of the fingerprint sensor 130. Further, the fingerprint
sensor 130 is supported on a mechanical button 414. The mechanical button 414
is configured to activate in response to an activation force applied to in a
downward direction to the upper surface of the fingerprint sensor 130.
Activation of the button 414 causes an electrical connection to be established or a
signal to be generated that can be detected by the fingerprint sensor controller
120 or the host device 110.

[0055]  The finger 410 includes a rigid outer skin 413 that is supported by soft
tissue 412 and bone 411, and is positioned on the surface of the fingerprint sensor
130 so that the rigid skin 413 conforms to the surface of the fingerprint sensor
130. The rigid skin 413 carries the features of the fingerprint, such as ridges and
valleys, that are to be imaged by the fingerprint sensor 130. The elasticity of the
soft tissue 412 allows the rigid skin 413 to conform against the surface of sensor
130, even near the raised edges of the ESD guard ring 301. As a result, the
fingerprint image captured by the sensor 130 is characterized by uniform mean
intensities across the subareas TL, TR, BL, BR, and C.

[0056]  In comparison, the spoof 420 is made from a uniform material 421 that
does not conform to the surface of the fingerprint sensor 130 as uniformly as the
finger 410. In particular, the spoof 420 requires more pressure to make the

portions of the spoof 420 near the ESD guard ring 301 conform to the surface of
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the sensor 130 because the uniform material is less compliant than the subdermal
soft tissue 412 of the finger 410.

[0057]  Figure 5 illustrates results of area coverage tests for a finger, a silicone
and bronze powder spoof, and a laser etched conductive rubber spoof. Bar graph
511 illustrates the mean intensity values in counts for the entire image ("Mean")
and for the TL, TR, BL, BR, and C areas of finger image 510 acquired from
fingerprint sensor 130. Similarly, bar graph 521 illustrates the mean intensity
values for these same areas in the silicon and bronze powder spoof image 520
and bar graph 531 illustrates the mean intensity values for these areas in the
conductive rubber and laser spoof image 530.

[0058]  In the graph 511 for the real finger, the count values representing the
mean intensities for the TL, TR, BL, BR, and C areas are all within 20 counts of
each other. Furthermore, the mean intensity for the image 510 is greater than 100
counts. In the graph 521 for the silicone and bronze powder spoof, the mean
intensities for the tested subareas are also within 20 counts of each other;
however, the mean intensity over the entire image 520 is less than 10 counts.

This spoof can therefore be rejected using a threshold value of 50 counts for the
mean intensity over the entire image.

[0059]  In the graph 531, the mean intensity over the entire image 530 is

greater than the 50 count threshold; however, the mean intensity for area C
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exceeds any of the other mean intensity values by at least 30 counts. In contrast,
the mean intensity values for a real finger are within 20 counts of each other. The
conductive rubber spoof can therefore be detected based on a 20 count threshold
for the difference between any two mean intensity values for the TL, TR, BL, BR,
and C areas.

[0060] In theory, a spoof object having the same dimensions as the recessed
portion of the fingerprint sensor 130 would be able to achieve uniform coverage
of the sensor 130; however, this is difficult to achieve in practice. A spoof that is
even slightly smaller than the recess would result in an image that is smaller than
expected and would be easily detected as a spoof. Furthermore, an embodiment
of the fingerprint sensor controller 120 implements a timer to ensure that the
image of the object is captured within a predetermined time limit from the time
the object is detected at the sensor 130. This limits the amount of time available
for an attacker to rotate or otherwise reposition the spoof object until the sensor
130 surface is uniformly covered.

[0061]  For some spoof materials, applying enough pressure to cause the
corners of the spoof to conform to the corner areas TL, TR, BL, and BR causes the
spoof to fail for other reasons. For example, thin film silicone spoofs provide an
adequate image only when applied to the sensor 130 with only a small applied

force. When the applied force is increased to fill the corners of the sensor 130, the
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ridges and valleys of the spoof stick together and are obscured due to
compression. Therefore, even if a silicone spoof passes the mean intensity value
based anti-spoofing tests, it will still fail to match as a real fingerprint.

[0062]  In one embodiment, the calculations for the area coverage test for
subdermal compliance of an object is performed by the spoof detection logic 208.
Thus, the spoof detection logic 208 measures the subdermal compliance of the
object by comparing two or more portions (e.g., TR, TL, BR, BL, and C) of an
image of the surface pattern of the object. In general, the two or more portions of
the image are captured from an subarea of the fingerprint sensor near the center
(e.g., area C) and from subareas of the fingerprint sensor that are each closer to a
raised edge of the ESD guard ring 301 (e.g., areas TR, TL, BR, and BL) than the
center subarea. The spoof detection logic 208 distinguishes the object as a finger
or a spoof based on determining whether the mean intensity value for the entire
image exceeds a threshold and/or whether a mean intensity value of any of the
subareas TR, TL, BR, BL, and C differs by at least a threshold amount from a
mean intensity value of any other one of the subareas.

[0063] In one embodiment, the fingerprint sensor 130 and mechanical button
414 assembly as illustrated in Figure 4 is used to measure subdermal compliance
of an object on the fingerprint sensor 130. In Figure 4, the fingerprint sensor 130

is positioned on top of the mechanical button 414, so that the mechanical button
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414 can be activated when the force applied to the fingerprint sensor 130 exceeds
an activation force of the mechanical button 414. Activation of the mechanical
button 414 thus increases and decreases the force applied by the object to the
fingerprint sensor 130 in a controlled manner. The spoof detection logic 208
determines a difference in contrast between surface pattern images captured
during the application of high force and low force to measure the subdermal
compliance property of the object. An image of the object that is captured when
the button 414 is not activated is associated with a low force that is less than the
activation force of the button 414. An image of the object that is captured when
the button 414 is activated is associated with a high force that is at least the
activation force of the button 414.

[0064]  In order to capture these images associated with different levels of
applied force, the image capture is triggered by signals from the fingerprint
sensor 130 and the mechanical button 414. A first image of the surface pattern of
the object is captured in response to the finger detector 203 detecting the
presence of the object at the sensing surface of sensor 130 prior to activation of
the mechanical button 414. In one embodiment, the image capture is initiated
after a certain amount of the fingerprint sensor 130 is covered or after a
minimum level of force is applied by the object to the sensor 130. Since the

button 414 is not activated at the time of the image capture, the first image is
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captured at a time when the force applied by the object to the sensor 130 is less
than an activation force of the button 414.

[0065] A second image is captured in response to activation of the mechanical
button 414. Since this image capture occurs during activation of the button 414,
the second image is captured when the force applied by the object to the sensor
130 is at least the activation force of the button 414. The spoof detection logic 208
distinguishes the object as either a finger or a spoof based on comparing the first
image of the surface pattern of the object and the second image of the surface
pattern. In particular, the spoof detection logic 208 compares characteristics such
as the change in contrast or the change in area coverage between the first and
second images. For example, certain spoof materials exhibit a reduction in image
contrast when more force is applied, which is not observed for actual fingers.
[0066]  Another technique for measuring the subdermal compliance of an
object is based on observing the dynamic range of the image intensity over the
course of a button press or click. The dynamic range is a difference between fixed
threshold value and the maximum contrast value observed during the button
press or click.

[0067]  Figure 6 illustrates 100 sequential samples of contrast values recorded
for each of a finger, a PVA with wood glue spoof, and a silicone spoof over the

course of a button press gesture. The contrast values (measured in counts) in the
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graphs 601, 602, and 603 represent the contrast calculated over the entire image.
For this test, the dynamic range of the image is defined as a difference between a
fixed threshold contrast value 600 having a value of 80 counts and a maximum
contrast recorded during the button press gesture.

[0068]  For areal finger, the dynamic range is typically more than 90 counts;
for example the index finger graph 601 indicates a dynamic range of
approximately 160 counts. In contrast, a spoof object typically has a dynamic
range of 30-50 counts. For example, the PVA (wood glue) graph 602 indicates a
dynamic range of approximately 40 counts. The silicone spoof graph 603
indicates a maximum contrast value that does not exceed the threshold 600.
Thus, the spoof detection logic 208 can identify the PVA and silicone materials as
spoofs because their respective dynamic ranges do not fall within the expected
range for a real finger.

[0069] In addition, certain spoof materials, such as silicone, exhibit negative
peaks in the image contrast over the course of the button press. As illustrated in
Figure 6, a midsection of the silicone spoof graph 603 indicates a decrease in
contrast followed by an increase in contrast. Accordingly, an embodiment of the
spoof detection logic 208 detects the negative peak and rejects the spoof on this

basis.
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[0070] In alternative embodiments, the button press or click gesture can be
implemented in different ways to increase or decrease the force applied by the
object to the sensor 130 over the sampling period, or shift the applied force from
one part of the object to another. For example, the dynamic range can be
measured over a double click, rotation, or other gesture for manipulating the
button 414.

[0071]  Another property of an object that can be measured to determine
whether the object is a finger or a spoof is the surface adhesiveness of the object.
For a real finger, the image contrast does not decrease when the applied force of
the finger against the surface of the fingerprint sensor 130 decreases after a hard
press (e.g., approximately 1kg) due to adhesion of the skin surface of the finger
to the surface of the sensor 130. For spoof materials, the image contrast can vary
in several different ways in response to changes in the applied force. For flexible
spoof materials (e.g., rubber), the image contrast and applied force both change
in the same way. For rigid spoof materials (e.g., copper based spoofs), the image
contrast does not change for different force levels. In one embodiment,
differences in the surface adhesiveness property between fingers and spoof
materials are discerned using a force sensor that records the force applied by the
object to the fingerprint sensor surface. These force values are then correlated to

contrast values calculated from captured images of the object.
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[0072]  Figure 7A illustrates a force sensor 701 that is connected to the
fingerprint sensor controller 120, according to an embodiment. The force sensor
701 is operated by the force sensor scan module 207, which is further connected
to provide force measurements to the spoof detection logic 208 for use in
detecting spoofs. The force sensor 701 includes a capacitance 703 and a variable
resistance 702 that changes in response to applied force. The variable resistor 702
is connected to a general purpose input/output (GPIO) pin 704 of the fingerprint
sensor controller 120. The force sensor scan module 207 drives the GPIO pin 704
with a signal by selectively connecting the H and L switches to VDD or ground
(GND), respectively.

[0073]  Figure 7B illustrates the voltage at the GPIO pin 704 (top graph) and
the voltage across the capacitor 703 (bottom graph) resulting from operation of
the switches H and L, according to an embodiment. The force sensor scan
module 207 charges the capacitor 703 by closing the H switch to connect the
GPIO pin 704 to VDD. The capacitor 703 is then discharged over the time period
N1 as the force sensor scan module 207 operates the L switch to alternately
switch the GPIO pin 704 between a high-impedance (Z) state and ground. Once
the voltage at GPIO 704 falls below the threshold 751 during a high-impedance
period, the force sensor scan module 207 discharges the capacitor 703 to ground,

then recharges the capacitor 703 over the time period N2 by alternately switching
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the GPIO pin 704 between a high-impedance state and VDD. When the GPIO
voltage exceeds the threshold 751 during a high-impedance period, the total
number of switching cycles for both the N1 and N2 durations is recorded as the
force output. Since the charge and discharge rate of the capacitance 703 depends
on the value of variable resistor 702, the total number of switching cycles for
periods N1 and N2 (i.e., the force output) corresponds to the force applied to the
variable resistor 702. In alternative embodiments, the resistance 702 is held
constant while the capacitance 703 varies with the applied force.

[0074]  Figure 8A illustrates a cross-sectional view of a sensor module 810 that
includes a fingerprint sensor 812 and a force sensor 815 for measuring a force
due to finger pressure 811, according to an embodiment. The fingerprint sensor
812 is supported by a stiffener 814 and flexible material 813. The force sensor 815
is a separate component located between the stiffener 814 and the bottom of the
sensor module 810. Different types of force sensors can be used in place of force
sensor 815, such as piezoelectric, inductive, optical and others.

[0075]  Figure 8B illustrates a cross-sectional view of a sensor module 820 that
includes a fingerprint sensor 822 and a capacitive force sensor formed from the
flexible material 823, elastic material 824, and stiffener 825. The elastic material
824 has a thickness of 0.1 millimeters to 0.3 millimeters, and separates the

conductive flexible material 823 and stiffener 825 layers, which act as two plates
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of a variable capacitor. Finger pressure 821 causes the distance between the
flexible material 823 and stiffener 825 to decrease; thus, the capacitance increases
in response to the applied force.

[0076]  In one embodiment utilizing a sensor module 810 connected to a
fingerprint sensor controller 120, in order to determine a correlation between the
applied force and the image contrast, the fingerprint sensor controller 120
continuously scans the force sensor 815. When an object touches the fingerprint
sensor 812, the image scan module 205 implements a fast scan of a small subarea
of the fingerprint sensor 812 to quickly determine a baseline image contrast for
the object. The baseline contrast value is used to compensate for contrast
variations between different fingers; thus, contrast changes resulting from
changes in the applied force are calculated relative to the baseline for the finger.
[0077]  To measure a change in the image contrast for an object that results
from a change in the applied force of the object to the fingerprint sensor, the
fingerprint sensor controller 120 acquires a minimum of two force measurements
and two corresponding image contrast measurements. Thus, the controller 120
measures a first force applied by the object to the fingerprint sensor during
capturing of a first image of a surface pattern of the object. After measuring the

tirst force, the controller 120 measures a second force applied by the object to the
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fingerprint sensor during the capturing of a second image of the surface pattern
of the object.

[0078]  For detecting the surface adhesiveness property of the object, the
fingerprint sensor controller 120 measures the first and second forces such that
the second force occurs after the first force and is less than the first force. In other
words, the force applied by the object under test decreases from the first force
measurement to the second force measurement. The corresponding image
contrast values are compensated by the baseline contrast, and then compared to
determine whether the object adheres to the fingerprint sensor surface. The
object is thus distinguished as a finger or a spoof object based on the difference in
contrast between the first and second images.

[0079]  In one embodiment, the fingerprint sensor controller 120 acquires
more than two force and image contrast measurement pairs in order to more
fully characterize the relationship between the applied force and the image
contrast for the object.

[0080]  Figure 9 includes four graphs showing the relationship between
directly measured force and image contrast for an index finger tip 901, thumb tip
902, index finger pad 903, and thumb pad 904. For these graphs, the image
contrast is represented by curves 911, 912, 913, and 914, while the corresponding

direct force measurements are represented by curves 921, 922, 923, and 924. As
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illustrated in Figure 9, the image contrast values for these fingers do not decrease
in response to the applied force of the finger against the surface of the fingerprint
sensor 130 decreasing after a hard press (e.g., approximately 1kg). This behavior
is due to adhesion of the skin surface of the finger to the surface of the
fingerprint sensor 130.

[0081]  Figure 10 includes six graphs showing the relationship between
directly measured force and image contrast for PVA (wood glue) 1001,
conductive rubber 1002, silicone 1003, thin PVA 1004, PCB 1005, and FPC 1006
spoofs. For these graphs, the image contrast is represented by curves 1011, 1012,
1013, 1014, 1015, and 1016, while the corresponding direct force measurements
are represented by curves 1021, 1022, 1023, 1024, 1025, and 1026. As illustrated in
Figure 10, the image contrast values for these spoofs vary in different ways
relative to the direct force measurements.

[0082]  The graph 1001 for the PVA spoof shows that for this type of spoof
material, the image contrast decreases with increasing applied force. This
characteristic allows for rejection of PVA spoofs based on this negative peak
characteristic of the image contrast, even if corresponding force measurements
are not acquired.

[0083]  The graph 1002 for the rubber spoof material shows an image contrast

curve 1012 that corresponds relatively closely to the measured force curve 1022.
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Thus, a rubber spoof can be distinguished from a real finger because the image
contrast does not remain high after the applied force is decreased following a
hard press.

[0084]  The graph 1004 for the thin (approximately 0.1 millimeter) PVA spoof
indicates a surface adhesiveness property more similar to that of an actual finger.
In some embodiments, one or more of the other spoof detection techniques
disclosed herein may be used in conjunction with the surface adhesiveness test
for detecting thin PV A spoof objects.

[0085]  In alternative embodiments, values other than the image contrast can
be correlated with the applied force, such as changes between ridge and valley
intensities, maximum or minimum values over the image, or other values
derived from the captured image.

[0086]  In one embodiment, the fingerprint sensor controller 120 implements
an impedance based spoof detection technique by measuring the ability of a
purported finger to couple various signals between two groups of TX electrodes
and an RX listener electrode in the fingerprint sensor 130. Analyzing the
amplitudes and amplitude ratios of the complex conductivity measured for the
signal generated at the RX listener electrode is then used to detect spoof
materials having medium conductivity, such as silicone mixed with metal

powder, spoofs covered with graphite film, conductive rubber spoofs, etc.
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[0087]  Figure 11 illustrates a fingerprint sensor 1100 that includes electrodes
arranged for performing impedance based spoof detection. The set of electrodes
in the fingerprint sensor 1100 include an RX listener electrode 1101, a first set of
TX electrodes 1110, and a second set of TX electrodes 1120. The electrodes in the
tirst set of TX electrodes 1110 are electrically connected to each other by a low
resistance conductive path, and the electrodes in the second set of TX electrodes
1120 are similarly connected to each other. The electrode sets 1110 and 1120 are
each connected to the RX listener electrode 1101 via different signal propagation
paths. Electrode set 1110 is connected to RX listener electrode 1101 via a shorter
signal propagation path having an impedance Zp. Electrode set 1120 is
connected to RX listener electrode 1101 via a longer signal propagation path
having an impedance Zn, which differs from Zp. The differences in the signal
propagation paths allow the circuit to obtain more information about the
electrical properties of the object under test.

[0088]  Accordingly, the electrodes in set 1120 are adjacent to each other and
are located on the opposite side of the fingerprint sensor 1100 from the RX
listener electrode 1101. The electrodes in set 1110 are adjacent to each other and
are located on the same side of the fingerprint sensor 1100 as the RX listener
electrode 1101. The number of electrodes in electrode sets 1110 is equal to the

number of electrodes in set 1120, and the electrodes in both sets 1110 and 1120 do
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not intersect with each other. As illustrated in Figure 11, each set includes four
electrodes. Electrodes that are not included in either set 1110 or 1120 are
grounded via ground node 1102.

[0089]  In one embodiment, the hardware scan engine 201 drives the TX
electrode set 1110 with an in-phase TX signal (TX-P) while driving the TX
electrode set 1120 with an antiphase version (TX-N) of the TX signal. The
antiphase signal TX-P is phase shifted by 180 degrees relative to the in-phase TX-
N signal. The electrode sets 1110 and 1120 of the fingerprint sensor 1100 are thus
driven while an object is present at the surface of the fingerprint sensor 1100.

The object couples the TX-P and TX-N signals to the RX listener electrode 1101,
with the resulting RX signal varying depending on the electrical characteristics of
the object.

[0090] In an alternative embodiment, the two TX electrode groups 1110 and
1120 driven in opposite phases can instead be replaced with a single TX group.
Such an embodiment additionally includes a hardware baseline compensation
circuit to prevent channel saturation.

[0091] In one embodiment, the hardware scan engine 201 applies the in-phase
TX-P and antiphase TX-N signals to their respective electrode groups at multiple
different frequencies. Thus, while the object under test is on the fingerprint

sensor 1100, the scan engine 201 generates a first RX signal at the RX listener
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electrode 1101 by applying an in-phase TX-P signal at a first frequency FO to the
TX electrode set 1110 while applying the antiphase TX-N signal at frequency FO
to the TX electrode set 1120. The scan engine 201 subsequently generates a
second RX signal at the RX listener electrode 1101 by applying an in-phase TX-P
signal at a second frequency F1 to the TX electrode set 1110 while applying the
antiphase TX-N signal at frequency F1 to the TX electrode set 1120.

[0092]  In one embodiment, a simple approach is used where the frequency
sweep includes only two corner frequencies FO and F1. In one embodiment, FO is
equal to 1.5 MHz and F1 is equal to 9 MHz. In other embodiments, the scan
engine 201 performs a sweep of the TX frequency, repeating the above process
with more than two frequencies while measuring and processing the resulting
coupling amplitudes and phases for each frequency.

[0093]  Figure 12 illustrates an impedance sensing circuit 1200 with a
quadrature demodulator 1203 for measuring the complex conductivity of an
object 1201 for spoof detection. The impedance sensing circuit 1200 includes the
TX electrode sets 1110 and 1120 and the RX listener electrode 1101. As previously
described, the TX-P and TX-N signals used to drive the electrode sets 1110 and
1120, respectively, are coupled to the RX listener electrode 1101 through the
object 1201. The resulting RX signal is amplified by amplifier 1202 and passed to

the quadrature demodulator 1203. The resulting I and Q components from the
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quadrature demodulator 1203 are converted by the analog-to-digital converters
(ADCs) 1204 and 1205, respectively. The quadrature sensing channel 1203 thus
provides not only amplitude but also phase information. For detecting whether
the object 1201 is a spoof, the spoof detection logic 208 can determine whether
the measured phase is in the predefined phase range typical for a real finger. In
alternative embodiments, the spoof detection logic 208 performs other analyses
on the individual I and Q components from the quadrature demodulator 1203.
[0094] In one embodiment, the impedance sensing circuit 1200 is subjected to
a baseline calibration procedure to compensate for ADC offsets and parasitic
open air coupling. According to a baseline calibration process, I and Q
components are repeatedly captured during open air conditions (i.e., when no
object is present at the fingerprint sensor 1100). Averaged values of the captured
I and Q components are then subtracted from the (I, Q) result of the anti-
spoofing scan.

[0095] In one embodiment, the impedance sensing circuit 1200 tests the object
1201 using only a single frequency FO. In this case, the spoof detection logic 208
determines whether resulting measured amplitude and phase are in a predefined
range typical for a real finger. The spoof detection logic 208 distinguishes the
object 1201 as a spoof if the measured amplitude and/or phase fall outside of the

expected range.
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[0096]  In one embodiment in which the impedance sensing circuit 1200 tests
the object 1201 using multiple frequencies, the spoof detection logic 208
distinguishes the object 1201 as a spoof or a real finger by calculating an
amplitude of the complex conductivity for each frequency based on the I and Q
components generated for that frequency, then determining whether the
amplitude for any of the frequencies falls outside an expected range for a real
finger. The spoof detection logic 208 additionally calculates one or more
amplitude ratios using the calculated amplitudes and determines whether any
amplitude ratio falls outside an expected range for a real finger.

[0097]  Spoof materials having low conductivity are rejected as a result of
small TX-RX coupling by the object, which leads to an amplitude that falls
outside the expected range for a real finger. Highly conductive spoof materials
are rejected based on a small resulting amplitude of the TX-RX coupling, since
the in-phase TX-P signal is compensated by the antiphase TX-N signal through
coupling by the object. The small resulting amplitude falls below the expected
range for a real finger. Most spoof materials having medium conductivity can be
rejected based on measuring the conductivity amplitudes at different frequencies
and analyzing the amplitudes and amplitude ratios to determine whether these

values fall within an expected range for a real finger.
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[0098]  Figure 13 illustrates an impedance sensing circuit 1300 with a
synchronous detector 1303 coupled to ADC 1304 for measuring the complex
conductivity of an object 1201 for spoof detection. For each operation frequency,
the phase delay of the reference signal is swept to find the maximum amplitude.
The spoof detection logic 208 then distinguishes the object 1201 as a spoof or a
finger by determining whether the resulting amplitude falls in the expected
range for a real finger.

[0099]  Figures 14A and 14B are flow diagrams illustrating a process 1400 for
detecting a spoof object at a fingerprint sensor. Operations in process 1400 are
performed by components in the fingerprint sensing system 100, such as the
fingerprint sensor 130, the fingerprint sensor controller 120, and the host device
110, or are performed by similar components.

[0100]  The process 1400 begins at block 1401. At block 1401, the fingerprint
sensing system 100 calibrates the fingerprint sensor 130 and other sensors
connected to the system 100, such as a force sensor. For example, the system
performs baseline calibration for the fingerprint sensor 130 by recording
measurements during open air conditions, with no object on the sensor 130.
[0101] At block 1403, the finger detection scan 202 and finger detector 203
modules in the fingerprint sensor controller 120 detect the presence of an object

at the fingerprint sensor 130. The finger detection scan module 202 periodically
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collects capacitance measurements from the sensor 130 and the finger detector
203 analyzes the data to determine whether an object is present at the sensor 130.
[0102]  Inresponse to detecting the presence of the object at the sensor 130 at
block 1403, the fingerprint sensor controller 120 measures a set of physical and/or
electrical properties of the object based on signals from the set of electrodes in the
fingerprint sensor 103. These properties include the subdermal compliance,
surface adhesiveness, and conductivity characteristics of the object.

[0103] At blocks 1411-1417, the fingerprint sensing system 100 performs a
process for measuring the subdermal compliance of the object. The subdermal
compliance of a finger is the elasticity of the soft tissue under the skin. For a
spoof object, the subdermal compliance test measures the elasticity of the
material supporting the surface layer of the spoof that carries the spoofed
fingerprint pattern.

[0104]  Atblock 1411, the system 100 captures a first image of the surface
pattern of the object using the set of electrodes of the fingerprint sensor 130. In
one embodiment, the capturing of the first image is performed within a preset
time limit after detecting the presence of the object on the fingerprint sensor. This
limits the amount of time available for a malicious user to attempt to defeat spoof

detection by repositioning a spoof object on the sensor 130.
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[0105] At block 1413, the spoof detection logic 208 calculates a mean intensity
value for multiple portions of the captured image. In particular, the spoof
detection logic 208 calculates a mean intensity value for each of the subareas TL,
TR, BL, BR, and C, as illustrated in Figures 3A and 3B, by averaging the intensity
values for pixels in the same subarea. In alternative embodiments, different
calculated intensity values are used instead of or in addition to the mean
intensity, such as the median intensity value, etc.

[0106] At block 1415, the spoof detection logic 208 compares two or more of
the portions of the captured image. In particular, the spoof detection logic 208
compares the subareas TL, TR, BL, BR, and C by comparing the mean intensity
values that were calculated for these subareas. The spoof detection logic 208 then
calculates a factor score for subdermal compliance of the object based on
determining whether the mean intensity value of any of the two or more portions
differs by at least a threshold amount from a mean intensity value of any other
portion of the two or more portions. Referring to Figure 5, for example, the factor
score is based on determining whether the mean intensity value for subarea C is
more than a threshold of 20 counts different from the mean intensity value for
any of the other subareas TL, TR, BL, and BR. The factor score is also based on
whether a mean intensity for the entire image differs from any mean intensity

value for any of the subareas TL, TR, BL, BR, and C by more than a threshold

-38-



WO 2018/017231 PCT/US2017/038156

amount. At block 1417, the spoof detection logic 208 calculates a factor score that
can be used for distinguishing the object as a spoof based on the comparisons
and calculations performed at block 1415.

[0107] A simple factor score may be recorded as a Boolean variable,
indicating whether the object passed or failed the test. For example, a TRUE
value indicates that the subdermal compliance property of the object at the
fingerprint sensor 130 is in the expected range for a real finger. In alternative
embodiments, the factor score is represented as an integer or float value
indicating how closely the measured property, such as subdermal compliance,
matches a real finger.

[0108] At blocks 1421-1429, the fingerprint sensing system 100 measures the
subdermal compliance of the object at the fingerprint sensor 130 using a button
press or click gesture. By this process, the system 100 is able to correlate contrast
values for the imaged surface of the object with the forces applied by the object to
the sensor 130 at the time the images are captured.

[0109]  Atblock 1421, the fingerprint sensor 130 is supported on a mechanical
button. In one embodiment, the fingerprint sensor 130 is supported by a
mechanical button 414 as illustrated in Figure 4.

[0110] At block 1423, if no force is applied to the button 414 that exceeds the

activation force of the button 414, the button 414 continues supporting the
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fingerprint sensor in the unactivated (e.g., raised) state. If a force exceeding the
activation force of the button 414 is applied to the button 414, the button 414 is
activated as provided at block 1425. Activation of the button 414 results in the
button 414 being depressed and also causes an electrical connection to be made
or a signal to be generated that can be detected by the fingerprint sensor
controller 120. The controller 120 detects the activation and captures a second
image of the surface pattern of the object while the button 414 is activated.

[0111] At block 1427, the spoof detection logic 208 compares the first image
with the second image to determine a change in contrast between the images.
Since the first image (captured at block 1411) is captured prior to activation of the
button 414, the applied force associated with the first image is less than the
activation force of the button 414. The second image is captured while the button
414 is activated and is therefore associated with an applied force that is at least as
much as the activation force for the button 414. The spoof detection logic 208
compares the first and second images to determine the amount of change in the
image contrast resulting from the change in applied force.

[0112] At block 1429, the spoof detection logic 208 calculates a second factor
score for the subdermal compliance property of the object based on the
comparison performed at block 1427. In one embodiment, the factor score is a

Boolean value indicating whether the subdermal compliance property for the
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object adequately matches that of a real finger; alternatively, the factor score may
be an integer, float, or other value that indicates how well the measured
subdermal compliance matches the expected value for a real finger.

[0113] At blocks 1431-1435, the fingerprint sensing system 100 measures the
surface adhesiveness of the object at the fingerprint sensor 130. The surface
adhesiveness is measured using a force sensor to detect a decrease in the force
applied by the object to the fingerprint sensor 130 and determine the change in
image contrast, if any, resulting from the decrease in the applied force. For a
finger, the image contrast does not decrease after a decrease in the applied force
due to adhesion of the skin surface to the fingerprint sensor; however, many
spoof materials do not exhibit this behavior.

[0114] At block 1431, prior to removal of the object from the fingerprint
sensor, the force sensor scan module 207 in the fingerprint sensor controller 120
measures the force applied by the object while capturing an image of the surface
pattern. In one embodiment, applied force and image contrast measurements are
performed continuously and repeatedly until the object is removed from the
fingerprint sensor 130.

[0115] At block 1433, the fingerprint sensor controller 120 detects whether the
object has been lifted from the fingerprint sensor 130. In one embodiment, the

removal of the object from the sensor 130 is determined based on one or both of
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the capacitance measurements from the fingerprint sensor 130 and
measurements from the force sensor. If the object has not been lifted from the
sensor 130, the force and image contrast measurements continue at block 1431. If
the object has been lifted from the sensor 130, the process continues at block 1435.
[0116] At block 1435, the spoof detection logic 208 calculates a factor score for
the surface adhesiveness of the object at the fingerprint sensor 130 based on a
change in image contrast between at least two of the images captured at block
1431. In one embodiment, the spoof detection logic 208 identifies force and image
contrast samples that indicate a decrease in applied force after a hard press of the
object against the fingerprint sensor. Accordingly, the spoof detection logic 208
identifies a first force measurement having a high magnitude followed by a
second force measurement that is measured after the first force and has a smaller
magnitude than the first force, and then compares the image contrast values
corresponding to the first and second force measurements.

[0117] In one embodiment, the factor score for the surface adhesiveness
property is recorded as a Boolean value that indicates whether the change in
contrast is within an expected range for a real finger. Alternatively, the factor
score may be an integer or float value that indicates how closely the change in

image contrast matches the expected contrast change for a real finger.
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[0118]  The flow diagram illustrating the spoof detection process 1400
continues at Figure 4B. In Figure 4B, blocks 1441-1451 represent a process for
measuring the complex conductivity of an object at the fingerprint sensor 130.
The conductivity measurement process is performed using an impedance
measurement circuit 1200 that includes a fingerprint sensor 1100.

[0119] At block 1441, the fingerprint sensor controller 120 connects a first
subset of TX electrodes to each other and connects as second subset of TX
electrodes to each other. With reference to fingerprint sensor 1100 in Figure 11,
the connected sets of electrodes are electrode sets 1110 and 1120. During a
normal image scan, each of the TX electrodes in these sets 1110 and 1120 are
driven independently. Thus, switching from the normal scan mode to the
conductivity measurement mode entails connecting the electrodes to form these
sets 1110 and 1120. In one embodiment, the connections are made by operating
one or more sets of switches.

[0120] At block 1443, the sets of TX electrodes 1110 and 1120 are connected to
an RX listener electrode 1101 via different signal paths. Electrode set 1110 is
connected to the RX listener electrode 1101 via a signal propagation path having
impedance Zp, while electrode set 1120 is connected to the RX listener electrode

1101 via a longer signal propagation path having a different impedance Zn.
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[0121] At block 1445, the begins a frequency sweep of the impedance sensing
circuit 1200 by applying an in-phase TX-P signal and an antiphase TX-N signal to
the TX electrode sets 1110 and 1120, respectively, at the next frequency in the
frequency sweep range. In one embodiment, at the start of the frequency sweep,
the initial frequency FO has a value of 1.5 MHz.

[0122] At block 1447, the RX signal generated at the RX listener electrode 1101
due to application of the TX-P and TX-N signals is amplified by an amplifier 1202
and passed to a quadrature demodulator 1203 in the impedance sensing circuit
1200. The quadrature demodulator 1203 demodulates the amplified version of
the RX signal to generate I and Q components, which are converted to digital
values by ADC 1204 and ADC 1205, respectively. The values for I and Q are used
to calculate amplitude and phase values for the frequency FO.

[0123] At block 1449, if the frequency sweep has not completed, the process
1400 returns to perform the operations of block 1445 for a second TX-P signal and
a second TX-N signal for the next frequency in the sweep. The I and Q
components are similarly obtained and the amplitude and phase values
calculated for this new frequency. In one embodiment, the second frequency F1
has a value of 9 MHz. Thus, the blocks 1445, 1447, and 1449 repeat to obtain I and
Q values for each of two or more frequencies included in the frequency sweep.

When the frequency sweep is complete, the process 1400 continues at block 1451.
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[0124] At block 1451, the spoof detection logic 208 calculates a factor score for
the measured complex conductivity based on determining whether any of the
measured amplitudes falls outside an expected range for an amplitude of a real
finger. The factor score is also based on whether a ratio between two of the
measured amplitudes falls outside an expected range for an amplitude ratio of a
real finger. If any of the amplitudes or amplitude ratios are outside the expected
ranges, the spoof detection logic 208 sets the factor score to indicate that the
object is a spoof based on the complex conductivity test. If the amplitudes and
amplitude ratios are all within the expected range, the logic 208 sets the factor
score to indicate that the object is a real finger. Similar to other factor scores, the
factor score for the complex conductivity measurement may be recorded as a
Boolean value that indicates whether the object passed or failed the spoof
detection test, or an integer, float, or other value that indicates the similarity of
the object to a real finger based on the tested property.

[0125] At blocks 1461-1473, the fingerprint sensing system 100 makes a final
determination of whether the object on the fingerprint sensor 130 is a spoof or a
real finger based on the previously measured physical and electrical properties.
According to this process, the image data for the surface pattern of the object is
transmitted to the host if the object is distinguished as a real finger based on the

measured properties.
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[0126] At block 1461, the spoof detection logic 208 calculates an authenticity
score based on weighted and summed factor scores each corresponding to one of
the set of physical and electrical properties. In particular, the authenticity score
is calculated by multiplying each factor score with an associated weight, then
adding the resulting products. In one embodiment, the weight values are
selected to allow the system to more accurately detect certain types of spoof
materials, or may be calibrated to a pass a particular user’s finger characteristics.
[0127] At block 1463, the spoof detection logic 208 determines whether the
authenticity score exceeds a predetermined threshold. If the authenticity score
does not exceed the threshold, the object is rejected as a spoof at block 1465. In
one embodiment, the spoof attempt is reported to the host device 110.

[0128] At block 1463, if the authenticity score does exceed the predetermined
threshold, the object at the fingerprint sensor 130 is distinguished as a real finger.
Accordingly, the fingerprint sensor controller 120 encrypts and transmits an
image of the surface pattern of the object to the host device 110 via SP1 111 to
initiate the process for authenticating a user on the host device 110, according to
block 1467.

[0129] At block 1469, the host device 110 receives and decrypts the surface
pattern data and attempts to match the surface pattern to user fingerprint data in

a database. If the surface pattern of the object does not match the fingerprint
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data for any user, the fingerprint is rejected at block 1471 and no user is
authenticated. If the host device 110 successfully matches the surface pattern to
fingerprint data for a user, the user is authenticated on the host at block 1473. In
response to a successful user authentication, the host device 110 grants access to
a resource of the host 110; for example, the host device 110 may grant the user
access to a user interface or access to a filesystem.

[0130]  Figure 15 is a flow diagram illustrating a process 1500 for performing
baseline calibration of an impedance sensing circuit, such as circuit 1200
illustrated in Figure 12. In one embodiment, the baseline calibration process 1500
is performed during the sensor calibration of block 1401 in process 1400.

[0131]  The calibration process 1500 establishes a baseline for the impedance
sensing circuit 1200 by applying the TX-P and TX-N signals to the electrode sets
1110 and 1120, respectively, in similar fashion as described with reference to
blocks 1445-1451. At block 1501, N samples of the resulting I and Q component
values are captured, where N is a configurable integer value.

[0132]  Atblock 1503, the I and Q values for all of the N samples are averaged
and stored in flash memory. At block 1505, a similar process is performed as for
block 1501, but with a different frequency F1 for the TX-P and TX-N signals. At
block 1507, the I and Q values for the N samples at frequency F1 are averaged

and stored in flash memory in similar fashion as for block 1503. The stored I and

-47-



WO 2018/017231 PCT/US2017/038156

Q values are recalled and used to compensate I and Q values that are measured
when an object is present at the fingerprint sensor 1100, such as the I and Q
values that are generated at block 1447 of process 1400.

[0133]  Figure 16 illustrates a process 1600 for measuring applied force using a
force sensor. In one embodiment, the force measurement process 1600
corresponds to operations performed in accord with block 1431 in process 1400.
In one embodiment, the process 1600 is performed by a fingerprint sensor
controller 120 connected to a sensor module 810.

[0134]  The force measurement process 1600 begins at block 1601. At block
1601, the force sensor scan module 207 scans the force sensor 815 and waits until
pressure is detected on the force sensor 815. When pressure is detected on the
force sensor 815, the force is measured at block 1603. At block 1605, the contrast
for an image of the surface pattern of the object is calculated.

[0135]  Atblock 1607, if the baseline for the force sensor has not yet been
initialized, the baseline is set at block 1611 to the calculated contrast value from
block 1605. The contrast is set to zero. The baseline thus represents the initial
contrast value for the object that will be used to adjust subsequently measured
contrast values. In one embodiment, the baseline contrast value is used to

compensate for contrast variations between different fingers; thus, contrast

-48-



WO 2018/017231 PCT/US2017/038156

changes resulting from changes in the applied force are calculated relative to the
baseline for the finger.

[0136]  Atblock 1607, if the baseline has already been initialized, the baseline
is subtracted from the contrast value, and the contrast value is set equal to this
difference. From blocks 1611 and 1609, the process 1600 continues at block 1613.
At block 1613, the force and contrast values are plotted to reveal the relationship
between the force and contrast.

[0137]  Figure 17 is a flow diagram illustrating a process 1700 for measuring
the conductivity of an object at a fingerprint sensor using an impedance sensing
circuit, such as circuit 1200 illustrated in Figure 12. In one embodiment, the
conductivity measurement process 1700 corresponds to the operations of blocks
1445-1451 in process 1400.

[0138]  According to the conductivity measurement process 1700, the
impedance sensing circuit 1200 measures the conductivity of the object by, at
block 1701, capturing M samples of I and Q components resulting from the
quadrature demodulation of the RX signal that is generated by applying the TX-
P and TX-N signals to the electrode sets 1110 and 1120, respectively, at an initial
frequency FO. At block 1703, the impedance sensing circuit 1200 captures M
samples of I and Q components in a similar fashion as for block 1701 but for a

different frequency F1. M is a configurable integer value.
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[0139]  Atblock 1705, the M values of I and Q for frequency F0 are averaged
and the M values of I and Q for frequency F1 are averaged. The baseline I and Q
component values for frequency FO are then subtracted from the average I and Q
values for frequency F0, and the baseline I and Q component values for
frequency F1 are subtracted from the average I and Q values for frequency F1.
[0140]  Atblock 1707, the spoof detection logic 208 calculates the amplitudes
Aro and Ari for frequencies FO and F1 based on the baseline compensated I and Q
values from block 1705. The amplitude Ar corresponding to frequency FO is set
equal to (Iro? + Qro?), where Iro and Qro are the I and Q component values,
respectively, for frequency FO. Similarly, the amplitude Ar corresponding to
frequency F1 is set equal to (In? + Qr?), where Ir1 and Qr are the I and Q
component values, respectively, for frequency FO.

[0141]  Atblock 1709-1717, the spoof detection logic 208 distinguishes the
object as a spoof or a finger based on whether any of the amplitudes Ar and Arn
are outside an acceptable range of amplitudes expected for a finger, and based on
whether a ratio Arn/Arois outside an acceptable range for amplitude ratios
expected for a finger.

[0142]  From block 1709, the spoof detection logic 208 rejects the object as a
spoof at block 1715 if none of amplitudes Ary, Ar are higher than a low threshold

amplitude Amp_LO_TH. This rejects spoofs having high and low conductivity,
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such as silicone, silicone mixed with metal powder, silicone with carbon threads,
latex paint, wood glue or PVA, FPC with isolated/exposed etched copper, etc. In
one embodiment, Amp_LO_TH is an empirical programmable threshold.

[0143]  From block 1711, the spoof detection logic 208 rejects the object as a
spoof at block 1715 if any of amplitudes Aro, Ari is higher than a high threshold
amplitude Amp_HI_TH. This rejects spoofs covered with graphite film. In this
case graphite covered ridges can be considered as a conductive islands which
cause high signal coupling to the RX listener electrode 1101 from the near TX
electrode set 1110 but low coupling from the far TX electrode set 1120. In one
embodiment, Amp_HI_TH is an empirical programmable threshold.

[0144]  From block 1713, the spoof detection logic 208 rejects the object as a
spoof at block 1715 if the ratio of amplitudes AF1/AFO is not greater than a low
ratio threshold R_LO and less than a high ratio threshold R_HI. This condition
rejects spoofs with medium conductivity, such as wood glue or PVA mixed with
glycerin, conductive rubber with a laser cut pattern, Play-Doh™ mixed with
glycerin, etc. In one embodiment, R_LO and R_HI are empirical programmable
thresholds. In one embodiment, an impedance sensing circuit 1200 with equal
gain at FO and F1 has a threshold R_LO equal to 1.8 and a threshold R_HI equal
to 5. If each of the conditions tested at blocks 1709, 1711, and 1713 are evaluated

to be true, the object is distinguished as an actual finger at block 1717.
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[0145]  Figure 17B is a flow diagram illustrating a simplified conductivity
measurement process 1720 that can be used in place of or in conjunction with
conductivity measurement process 1700. In process 1720, the amplitudes for each
of the frequencies FO and F1 are calculated from the I and Q component values at
block 1727, in similar fashion as block 1707 in process 1700.

[0146]  Atblocks 1729 and 1731, the amplitudes Aro and Ar are each
compared with individual high and low thresholds. From block 1729, the object
is distinguished as a spoof at block 1735 if the amplitude Aro is not between
Aro_LO and Aro_HI. Similarly, from block 1731, the object is distinguished as a
spoof at block 1735 if the amplitude Ar is not between Arn_LO and Ari_HI. If
each of the conditions tested at blocks 1729 and 1731 are evaluated to be true, the
object is distinguished as an actual finger at block 1737.

[0147]  In the foregoing embodiments, various modifications can be made; for
example, row sensor electrodes and column sensor electrodes may be
interchanged, and row or column sensor electrodes may be used as either Tx or
Rx sensor electrodes. Furthermore, in some embodiments, intersections between
row and column sensor electrodes may be replaced with conductive bridges. For
example, bridges may be used to electrically connect portions of sensor
electrodes when both row and column sensor electrodes are constructed from a

single layer of conductive material. As described herein, conductive electrodes
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that are “electrically connected” or “electrically coupled” may be coupled such
that a relatively low resistance conductive path exists between the conductive
electrodes. Quantities or dimensions described as “substantially” equal may be
nominally equal but need not be exactly equal (with variations due to
manufacturing tolerances, environmental conditions, and/or other factors), or
may be sufficiently close to equal for achieving an intended effect or benefit.
[0148] Embodiments described herein include various operations. These
operations may be performed by hardware components, software, firmware, or a
combination thereof. As used herein, the term “coupled to” may mean coupled
directly or indirectly through one or more intervening components. Any of the
signals provided over various buses described herein may be time multiplexed
with other signals and provided over one or more common buses. Additionally,
the interconnection between circuit components or blocks may be shown as
buses or as single signal lines. Each of the buses may alternatively be one or
more single signal lines and each of the single signal lines may alternatively be
buses.

[0149]  Certain embodiments may be implemented as a computer program
product that may include instructions stored on a computer-readable medium.
These instructions may be used to program a general-purpose or special-purpose

processor to perform the described operations. A computer-readable medium
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includes any mechanism for storing or transmitting information in a form (e.g.,
software, processing application) readable by a machine (e.g., a computer). The
computer-readable storage medium may include, but is not limited to, magnetic
storage medium (e.g., floppy diskette); optical storage medium (e.g., CD-ROM);
magneto-optical storage medium; read-only memory (ROM); random-access
memory (RAM); erasable programmable memory (e.g., EPROM and EEPROM);
flash memory, or another type of medium suitable for storing electronic
instructions.

[0150]  Additionally, some embodiments may be practiced in distributed
computing environments where the computer-readable medium is stored on
and/or executed by more than one computer system. In addition, the
information transferred between computer systems may either be pulled or
pushed across the transmission medium connecting the computer systems.
[0151]  Although the operations of the method(s) herein are shown and
described in a particular order, the order of the operations of each method may
be altered so that certain operations may be performed in an inverse order or so
that certain operation may be performed, at least in part, concurrently with other
operations. In another embodiment, instructions or sub-operations of distinct
operations may be in an intermittent and/or alternating manner. In some

embodiments, a microprocessor, microcontroller, or other hardware-based
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processor may perform some or all of the operations of the method(s) herein by
executing instructions stored in firmware, flash memory, or other storage
medium accessible to a fingerprint sensor controller and/or a host device.
[0152]  In the foregoing specification, the claimed subject matter has been
described with reference to specific exemplary embodiments thereof. It will,
however, be evident that various modifications and changes may be made
thereto without departing from the broader spirit and scope of the invention as
set forth in the appended claims. The specification and drawings are,

accordingly, to be regarded in an illustrative sense rather than a restrictive sense.

-55-



WO 2018/017231 PCT/US2017/038156

CLAIMS

What is claimed is:

1. A method, comprising:

detecting a presence of an object at a fingerprint sensor;

in response to detecting the presence of the object, measuring a set of
physical properties of the object based on one or more signals from a set of
electrodes of the fingerprint sensor, wherein the set of physical properties
includes at least one of a subdermal compliance of the object and a surface
adhesiveness of the object; and

distinguishing the object as an actual finger or a spoof based on the one or

more physical properties.

2. The method of claim 1, wherein the distinguishing further comprises:
calculating an authenticity score based on a sum of weighted factors each
corresponding to one of the set of physical properties; and
distinguishing the object as an actual finger in response to the authenticity

score exceeding a predetermined threshold.

3. The method of claim 1, further comprising:
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capturing an image of a surface pattern of the object using the set of
electrodes; and

initiating authentication of a user in response to determining that the
surface pattern matches fingerprint data associated with the user and in response

to distinguishing the object as an actual finger.

4. The method of claim 1, further comprising capturing an image of a surface
pattern of the object using the set of electrodes, wherein measuring the
subdermal compliance comprises comparing two or more portions of the image

of the surface pattern of the object.

5. The method of claim 3, wherein the fingerprint sensor is surrounded by an
raised edge, wherein the raised edge is raised relative to a sensing surface of the
fingerprint sensor, and wherein the two or more portions of the image are
captured from a first area of the fingerprint sensor and one or more second areas
of the fingerprint sensor that are each closer to the raised edge than the first area

of the fingerprint sensor.

6. The method of claim 5, further comprising:
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for each portion of the two or more portions of the image, determining a
calculated intensity value for the portion based on intensities of all pixels in the
portion; and

distinguishing the object as a spoof based on determining that the
calculated intensity value of any of the two or more portions differs by at least a
threshold amount from a calculated intensity value of any other portion of the

two or more portions.

7. The method of claim 3, wherein capturing the image of the surface pattern of
the object is performed within a preset time limit after detecting the presence of

the object on the fingerprint sensor.

8. The method of claim 1, further comprising:
supporting the fingerprint sensor on a mechanical button; and
measuring the subdermal compliance of the object by:
prior to activation of the button, capturing from the fingerprint
sensor a first image of a surface of the object in response to detecting the
presence of the object on the fingerprint sensor; and
capturing from the fingerprint sensor a second image of the surface

of the object while the button is activated, wherein the distinguishing is
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based on comparing the first image of the surface of the object with the

second image of the surface of the object.

9. The method of claim 1, further comprising measuring the surface
adhesiveness by:

measuring a first force applied by the object to the fingerprint sensor
while capturing a first image of a surface pattern of the object; and

measuring a second force applied by the object to the fingerprint sensor
while capturing a second image of a surface pattern of the object, wherein the
second force is measured after the first force, wherein the second force is less
than the first force, and wherein the distinguishing is based on a difference in

contrast between the first image and second image.

10. The method of claim 1, further comprising measuring an electrical
conductivity of the object by:

determining a first amplitude of a first receive (RX) signal generated at an
RX electrode in response to a first transmit (TX) signal at a first frequency
applied to a first set of electrodes of the fingerprint sensor while an antiphase
version of the first TX signal is applied to a second set of electrodes of the

fingerprint sensor;
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determining a second amplitude of a second receive (RX) signal generated
at the RX electrode in response to a second TX signal at a second frequency
applied to the first set of electrodes of the fingerprint sensor while an antiphase
version of the second TX signal is applied to the second set of electrodes of the
fingerprint sensor; and

distinguishing the object as a spoof based on at least one of determining
that at least one of the first amplitude and the second amplitude is outside a first
acceptable range and determining that a ratio of the first amplitude and the

second amplitude is outside a second acceptable range.

11. A fingerprint sensing circuit, comprising;:

a hardware scan engine coupled with a set of electrodes of a fingerprint
sensor, wherein the hardware scan engine is configured to sense a surface
pattern of an object at the fingerprint sensor; and

spoof detection logic coupled with the hardware scan engine and
configured to:

in response to detecting the presence of the object at the fingerprint
sensor, measure a set of physical properties of the object based on one or

more signals from the set of electrodes, wherein the set of physical
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properties includes at least one of a subdermal compliance of the object
and a surface adhesiveness of the object, and
distinguish the object as an actual finger or a spoof based on the

one or more physical properties.

12. The fingerprint sensing circuit of claim 11, wherein the spoof detection logic
is further configured to:

calculate an authenticity score based on a sum of weighted factors each
corresponding to one of the set of physical properties; and

distinguish the object as an actual finger in response to the authenticity

score exceeding a predetermined threshold.

13. The fingerprint sensing circuit of claim 11, further comprising;:

a raised edge surrounding the fingerprint sensor, wherein the raised edge
is raised by at least 0.2 millimeters above a sensing surface of the fingerprint
sensor, and wherein the spoof detection logic is further configured to:

measure the subdermal compliance by comparing two or more
portions of an image of the surface pattern of the object, wherein the two
or more portions of the image are captured from a first area of the

fingerprint sensor and one or more second areas of the fingerprint sensor
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that are each closer to the raised edge than the first area of the fingerprint
sensor,

distinguish the object as a spoof based on determining that a
calculated intensity value of any of the two or more portions differs by at
least a threshold amount from a calculated intensity value of any other

portion of the two or more portions.

14. The fingerprint sensing circuit of claim 11, further comprising;:

a mechanical button, wherein the fingerprint sensor is positioned on top
of the mechanical button, and wherein the mechanical button is configured to
activate in response to an activation force applied to the fingerprint sensor,
wherein the spoof detection logic is further configured to measure the subdermal
compliance of the object by:

prior to activation of the button, capturing from the fingerprint
sensor a first image of a surface of the object in response to detecting the
presence of the object on the fingerprint sensor,

capturing from the fingerprint sensor a second image of the surface

of the object while the button is activated, and
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distinguish the object as an actual finger or a spoof based on
comparing the first image of the surface of the object with the second

image of the surface of the object.

15. The fingerprint sensing circuit of claim 11, further comprising a force sensor
coupled with the spoof detection logic, wherein the force sensor is configured to:

measure a first force applied by the object to the fingerprint sensor during
capturing of a first image of a surface pattern of the object; and

after measuring the first force, measure a second force applied by the
object to the fingerprint sensor during capturing of a second image of a surface
pattern of the object, wherein the second force is less than the first force, and
wherein the spoof detection logic is further configured to distinguish the object
as an actual finger or a spoof based on a difference in contrast between the first

image and second image.

16. The fingerprint sensing circuit of claim 11, wherein the set of electrodes of the
fingerprint sensor further comprises:

a receive (RX) electrode;

a first set of transmit (TX) electrodes coupled with the RX electrode via a

first signal path; and
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a second set of TX electrodes coupled with the RX electrode via a second
signal path having a different length than the first signal path, wherein the
hardware scan engine is configured to, while the object is present at the
fingerprint sensor:

generate a first RX signal by applying a first TX signal at a first frequency
to the first set of TX electrodes while applying an antiphase version of the first
TX signal to the second set of TX electrodes, and

generate a second RX signal by applying a second TX signal at a second
frequency to the first set of TX electrodes while applying an antiphase version of
the second TX signal to the second set of TX electrodes, wherein the spoof
detection logic is further configured to measure an electrical conductivity of the
object by:

determining a first amplitude of the first RX signal,

determining a second amplitude of the second RX signal, and

distinguishing the object as a spoof based on at least one of determining
that at least one of the first amplitude and the second amplitude is outside a first
acceptable range and determining that a ratio of the first amplitude and the

second amplitude is outside a second acceptable range.

17. A fingerprint sensing system, comprising:

-64-



WO 2018/017231 PCT/US2017/038156

a fingerprint sensor;
a fingerprint sensor controller coupled with the fingerprint sensor and
configured to:

sense a surface pattern of an object at the fingerprint sensor;

detect a presence of the object at the fingerprint sensor,

in response to detecting the presence of the object, measure a set of
physical properties of the object based on one or more signals from a set of
electrodes of the fingerprint sensor, wherein the set of physical properties
includes at least one of a subdermal compliance of the object and a surface
adhesiveness of the object, and

generating a spoof detection result by distinguishing the object as
an actual finger or a spoof based on the one or more physical properties;
and

a host device coupled with the fingerprint sensor and configured to

grant access to a resource based on the spoof detection result.

18. The fingerprint sensing system of claim 17, wherein the host device is further
configured to:
receive an image of the surface pattern from the fingerprint sensor

controller;
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match the surface pattern with fingerprint data associated with a user; and
authenticate the user based on matching the surface pattern with the

fingerprint data and based on the spoof detection result.

19. The fingerprint sensing system of claim 17, further comprising a force sensor
coupled with the fingerprint sensor controller, wherein the force sensor is
configured to:

measure a first force applied by the object to the fingerprint sensor during
capturing of a first image of a surface pattern of the object; and

after measuring the first force, measure a second force applied by the
object to the fingerprint sensor during capturing of a second image of a surface
pattern of the object, wherein the second force is less than the first force, and
wherein the fingerprint sensor controller is further configured to distinguish the
object as an actual finger or a spoof based on a difference in contrast between the

first image and second image.

20. The fingerprint sensing system of claim 17, wherein the set of electrodes of
the fingerprint sensor further comprises:

a receive (RX) electrode;
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a first set of transmit (TX) electrodes coupled with the RX electrode via a
first signal path; and

a second set of TX electrodes coupled with the RX electrode via a second
signal path having a different length than the first signal path, wherein the
hardware scan engine is configured to, while the object is present at the
fingerprint sensor:

generate a first RX signal by applying a first TX signal at a first frequency
to the first set of TX electrodes while applying an antiphase version of the first
TX signal to the second set of TX electrodes, and

generate a second RX signal by applying a second TX signal at a second
frequency to the first set of TX electrodes while applying an antiphase version of
the second TX signal to the second set of TX electrodes, wherein the spoof
detection logic is further configured to measure an electrical conductivity of the
object by:

determining a first amplitude of the first RX signal,

determining a second amplitude of the second RX signal, and

distinguishing the object as a spoof based on at least one of determining
that at least one of the first amplitude and the second amplitude is outside a first
acceptable range and determining that a ratio of the first amplitude and the

second amplitude is outside a second acceptable range.
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