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APPARATUS, AND ASSOCIATED METHOD, FOR FACILITATING
DELIVERY AND PROCESSING OF PUSH CONTENT

ABSTRACT

Disclosed herein are an apparatus, and an associated method, for facilitating
delivery and processing of asynchronous push content communicated to a mobile
station (14) of a radio communication system (10). Replace outdated and background
processing attributes are defined and operated upon the communicated content. Use
of the replace outdated attribute avoids display of other than most-recent content, and
use of the background processing attribute permits operations to be performed upon
the push content, even when an application with which the push content is associated,

is not active.
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APPARATUS, AND ASSOCIATED METHOD, FOR FACILITATING
DELIVERY AND PROCESSING OF PUSH CONTENT

[0001] The present invention relates generally to a manner by which to facilitate the
delivery of, and processing of, push content. More particularly, the present invention
relates to apparatus, and an associated method, for operating upon the content in a
manner that results in the reduction of the amount of outdated content that is
communicated and to provide for processing of the content without need for an

application, with which the push content is associated, to be active.

[0002] When implemented in a mobile, or other radio, communication system, the
content is delivered and processed efficiently, both in a more timely manner and
requiring lesser amounts of radio resources for the communication of the needed

content.

Background
[0003] Technological advancements in communication technologies have permitted

the development, deployment, and popular usage of many new types of
communication systems. The field of mobile communications, for instance, has
exhibited significant growth. And mobile communication systems, making use of
communication-technology advancements, have been deployed and used by many for
telephonic communications as well as communication of data. E-mail messages,
communicated both pursuant to store-and-forward and instant messaging schemes,
have historically provided for the communication of alphanumeric text messages to
and from mobile communication stations. As the capabilities of mobile
communication systems improve, and continue to improve, mobile communication

systems are increasingly able to communicate content that is more data-intensive.

[0004] Push-message services, including the aforementioned instant messaging
scheme, provides unique communication advantages in that the content that is
communicated is caused to be delivered to a communication device without particular
action required of the device to retrieve the content. More timely delivery of the

content improves the utility of the communication service in which the push content is
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communicated. In contrast, data communication schemes that are of a request-
response type typically require a user to generate a request and a one-time response is

made to the request.

[0005] Various proposals are under consideration by which to standardize various
aspects of push content communications. For instance, the Open Mobile Alliance
(OMA) Limited is promulgating a document entitled, “Dynamic Content Delivery
Requirements”, pertaining to requirements and protocols associated with content for
communication in a mobile communication system. The content delivery scheme set
forth therein is intended to be usable in the context of various network technologies
and, in various aspects, is intended to enable an application and its delivery to be

enhanced and to provide for asynchronous push content.

[0006] In one scheme, the content push is generally initiated by a data server at which
the content is resident or through which the content is routed. Triggering of the
content push is triggered asynchronously, €.g., by a content provider, by a device
client, or by a third party. The push event is typically a result of a content
subscription to receive particular content, initiated by the content provider, device
client, or third party. Additionally, the push event is sometimes also performed as the

result of a data broadcast to a selected group of client devices.

[0007] Due to the limited bandwidth available for communications by way of a radio
air interface in a mobile communication system, efforts are made to utilize the
available bandwidth efficiently. And, to maximize an end-user’s experience, efforts

are also made to effectuate the timely delivery, and display, of pushed content.

[0008] Any additional manner that would further reduce communication bandwidth
requirements to communicate push content and permit more timely processing and
display of the push content would be advantageous. An end user’s experience, when
viewing a display based upon, or using, the pushed content, would be improved as up-
to-date information would be displayed in a timely fashion without display of

outdated information.

[0009] Thus, a need exists to provide improvements to the communication of push

content.
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Summary
[0010) According to a first aspect of the present disclosure, there is provided an

apparatus for a communication device operable pursuant to a push content
communication scheme in a radio communication system, said apparatus comprising:

a notification processing attribute identifier configured to identify at least a first
selected notification processing attribute, the first selected notification processing
attribute comprising rule information; and

a push content operator adapted to receive indications of the first selected
notification attribute and to receive push content, said push content operator configured to
operate upon the push content in a manner corresponding to the notification attribute of at

least the first selected notification processing attribute.

[0011] According to a second aspect of the present disclosure, there is provided a
method for utilizing push content at a communication device operable pursuant to a push
content communication scheme, said method comprising the operations of:

identifying at least a first selected notification processing attribute, the first
selected notification attribute comprising rule information; and

operating upon the push content in a manner corresponding to the notification

attribute of at least the first selected notification processing attribute.

[0012] According to a third aspect of the present disclosure, there is provided an
apparatus for a mobile station operable in a radio communication system to receive push
content communicated thereto, said apparatus comprising:

a notification processing attribute identifier configured to identify at least a first
selected notification processing attribute, the first selected notification processing
attribute comprising rule information; and

a push content operator adapted to receive indications of the first selected
notification attribute and the push content received at the mobile station, said push
content operator configured to operate upon the push content in a manner corresponding
to an appropriate notification attribute of the at least the first selected notification

processing attribute.

[0013] According to a fourth aspect of the present disclosure, there is provided an

apparatus for a network device operable in a radio communication system pursuant to a
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push content communication scheme in which push content is asynchronously pushed,
said apparatus comprising:

a notification processing attribute identifier configured to identify at least a first
selected notification processing attribute, the first selected notification processing
attribute comprising rule information; and

a push content operator adapted to receive indications of the first selected
notification attribute and to receive push content that is to be asynchronously pushed, said
push content operator configured to operate upon the push content in a manner
corresponding to an appropriate notification attribute of the at least the first selected

notification processing attribute.

Brief Description of the Drawings
[0014] Figure 1 illustrates a functional block diagram of a radio communication system

in which an embodiment of the present invention is operable.

[0015) Figure 2 illustrates a functional block diagram of portions of a communication

device operable pursuant to an embodiment of the present invention.

[0016] Figure 3 illustrates a functional block diagram similar to that shown in Figure 2,

but here representative of alternate operation of an embodiment of the present invention.

[0017) Figure 4 illustrates a representation of a queue structure in an application
message store during first exemplary operation of a communication device of an

embodiment of the present invention.

[0018] Figure S illustrates a representation, similar to that shown in Figure 4, but here
representative of the queue structure when the communication device is operated in

another manner.

[0019] Figure 6 illustrates a method flow diagram listing the method of operation of am

embodiment of the present invention.
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Detailed Description
[0020] The present invention, accordingly, advantageously provides apparatus, and an

associated method, by which to facilitate the delivery of, and processing of, push

content.

[0021] Through operation of an embodiment of the present invention, a manner is
provided for operating upon the push content in a manner that results in a reduction of
the amount of outdated data that is communicated and that provides for processing of

the data without need for an application with which the push content is associated.

[0022] When implemented in a radio mobile, or other, communication system, the
push content is efficiently communicated and processed, available for display, such as
by viewing or play-out, by an end-user of a mobile, or other, communication station.
The push data is communicated in a timely manner while also permitting the
bandwidth required for its communication to be reduced relative to conventional

mechanisms and procedures.

[0023] In one aspect of the present invention, special attributes are introduced. The

special attributes enhance the delivery and processing of push content.

[0024] A replace attribute comprises a special attribute that, when operated upon a
notification, i.e., content data, outdated information, forming part of the notification,
is, as appropriate, prevented in its transmission, in its processing, or in its viewing.
When a notification is operated upon by this attribute, only most up-to-date content,
per subscription, is queued and delivered to an application that utilizes the

notification.

[0025] A background processing attribute is another special attribute. A background
processing attribute, when operated upon a notification, permits the notification to be
processed while a target application is not running, i.e., is not active. A dedicated
device agent updates a persistent store, performed in a background mode, rather than
in an active mode, thereby permitting operations to be performed even though an

application is not in an active state.
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[0026] In another aspect of the present invention, the special attribute operations are
carried out on a notification at a network device, such as an application server or a
proxy server, prior to communication of the notification by way of a radio air
interface to a mobile communication station. When embodied at the network device,
the operations performed upon the notification, before its communication upon the
radio air interface to the mobile communication station, permits, e.g., with respect to
the replace attribute, removal of outdated notifications prior to their communication
upon a radio air interface. The notifications are, ¢.g., time-stamped or time-ordered,
thereby to identify which notifications are timely and which notifications are
outdated. By removing outdated notifications prior to their transmission by way of the

radio air interference, radio bandwidth consumption is reduced.

[0027] In another aspect of the present invention, the special attribute operations are
performed at the mobile communication station. When a replace operation is carried
out on notifications, once provided to a mobile communication station, the replace
operation removes outdated notifications so that the notifications are not displayed
and viewed by an end-user of the communication station. Only timely notifications
are viewed. Notifications are time-ordered or time-stamped, again to identify at least
a relative timeliness of the notifications. And, by removing the outdated notifications
at the mobile station, limited storage space at a mobile station queue is less likely to

be used beyond its capacity.

[0028] When the background processing attribute is operated at the mobile
communication station, operations are performed upon notifications queued at the
mobile communication station. By performing background processing operations, an
application with which the notifications are associated need not be active. Delays are
avoided that would otherwise result if the processing operations were required to be

delayed until the associated application becomes active.

[0029] Through the identification and operation of the special attributes upon
notifications communicated in a push content communication scheme, the end user
experience relating to the communication service associated with the communication

of the push content is enhanced.
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[0030] In these and other aspects, therefore, apparatus, and an associated method, is
provided for a communication device operable pursuant to a push content
communication scheme. A notification processing attribute identifier is configured to
identify at least a first selected notification processing attribute. A push content
operator is adapted to receive indications of the first selected notification attribute and
to receive push content. The push content operator is configured to operate upon the
push content in a manner corresponding to an appropriate notification attribute of the

at least the first selected notification processing attribute.

[0031] Referring, therefore, first to Figure 1, a communication system, shown
generally at 10, provides for radio communication between a network part 12 and a
mobile station 14 by way of a radio air interface 16. In the exemplary
implementation, content is communicated both by the network part to the mobile
station and by the mobile station to the network part. For purposes of describing
exemplary operation of an embodiment of the present invention, communication of
push content originated at, or provided to, the network part to the mobile station 14
shall be described. Such description is by way of example. Communication of

content by the mobile station to the network part is analogously carried out.

[0032] The network part is here shown to include an access network (AN) 18 and a
data network 22 suitably connected theretogether in communication connectivity.
The data network 22 here forms a packet data network, such as the Internet, and
communication devices, such as the application server 24 that contains, or generates,

content, and shall, at times, herein be referred to as a content provider.

[0033] The network part also includes a proxy server 26, here connected to the access
network 18 and to the data network 22. Content sourced at the application server is,
pursuant to conventional operation, routed to the proxy server by way of the data
network. And the proxy server performs a direct wireless push to the mobile station
by way of the access network and the radio air interface. for subsequent forwarding

on to the mobile station by way of the radio air interface 16.

[0034] Content data, herein referred to as notifications, is pushed to the mobile station
to deliver the notifications to the mobile station without requiring separate requests to
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be made by the mobile station. The mobile station includes transceiver circuitry, here
represented by a transmit part 32 and a receive part 34. The mobile station also
includes a content client 36, representative of an application, an application
environment, or, generically, a push agent that consumes content pushed to the mobile
station. And content data 38, associated with the content client and metadata 40 are
further shown.

[0035] The content provider embodied at, or forming, the application server 24 offers
dynamic content, e.g., a push-enabled XML web service, and supports content
subscription by, or on behalf of, an end-user of the mobile station 14. When content
is to be communicated to a mobile station, the content provider sends the content to

the proxy server 26 that, in turn, delivers the content using a notification mechanism.

[0036] The proxy server 26 interacts with external content providers, such as the
content provider formed of the application server 24 and with mobile stations, such as
the mobile station 14, and the applications resident thereat. In operation, the proxy
server further mediates subscription and notification work flows between the content
provider and the mobile station and provides miscellancous radio optimization
services, such as protocol and format transformations, scheduled delivery, temporary
storage of content when a mobile station is out of communication range, broadcast

services, group subscriptions, and other services.

[0037] In the exemplary implementation, the mobile station further includes apparatus
42 of an embodiment of the present invention. The apparatus is functionally
represented, formed of functional elements, implementable in any desired manner,
such as by hardware implementation, software implementation, using algorithms

executable by processing circuitry, and firmware.

[0038] The apparatus also includes metadata, also shown at 40, that is associated with
the content data 36. The metadata includes, pursuant to an embodiment of the present
invention, attributes forming notification processing attributes that are added, e.g., at
the application development time. Alternately, the notification processing attributes

are loaded into the content client 36, e.g., at an application provisioning phase. Or,

653727_1.DOC
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the notification provisioning attributes are added to an application deployment

descriptor or content manifest to be made available for the mobile station.

[0039] The apparatus further includes an identifier 46 and an operator 48. The
identifier identifies the notification processing attributes, and the operator, coupled to
the identifier to be provided with the network provisioning attributes and to the
receive part 34 to receive notifications, i.e., content data, pushed to the mobile station.
In the exemplary implementation, analogous content metadata, identifier, and operator
elements are embodied at the proxy server 26 and at the application server 24, The
apparatus containing these elements at the proxy server 26 is referenced at 54, and the
apparatus embodying such elements at the application server 24 is referenced at 58.
In an exemplary implementation, different operations are performed at the proxy
server and at the mobile station; the different operations, however, serve the same
goal of timely removing outdated content and preventing sending of such content over
the air and/or displaying such content to an end user of the mobile station. And, in
one implementation that uses a keep-last scheme, noted below, use of the apparatus

58 embodied at the application server 24 is obviated.

[0040] Here, the apparatus 54 embodied at the proxy server is shown to include a
delivery queue 55 and push handler 56 as well as the content data 38 and metadata 40.

[0041] In one exemplary embodiment of the present invention, a replace outdated
attribute forms a notification processing attribute. The replace outdated attribute is
used to indicate to a content client 36 or to the proxy server 26 rules for replacing
outdated content or rules for replacing parts of outdated content with new content. In
the exemplary implementation, replacement is performed by the operator 48,
wheresoever positioned, when the content has not yet reached a final processing stage,
e.g., displayed for viewing by the end user. By doing so, the end user experience is

improved.

[0042] In another exemplary implementation, a background processing attribute
forms the notification processing attribute, also identified at the content metadata or
elsewhere, such as at an application deployment descriptor or at a content manifest.
The background processing attribute, when operated by the operator, is used by a

653727_1.D0OC
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content client to process content when its associated target application is inactive or
dormant as well as also to coordinate between the content processed in background

and foreground modes.

[0043] The properties, i.e., the notification processing attributes, in one
implementation, are added to the content metadata, loaded into the server proxy or
content client, as shown, at the application provisioning stage. Alternately, the
information is added to the application deployment descriptor or content manifest to

be made available for a device or software component.

[0044] In exemplary operation of the communication system, delivery and processing
of notifications that relate to the same dynamic content is carried out. Notifications
that relate to the same dynamic content are referred to herein, at times, as like
notifications. When multiple like notifications are maintained in a delivery queue, or
application message store, available storage capacity is inefficiently utilized as a
notification with most up-to-date content overwrites data contained in all other like
notifications. The notification with the most up-to-date content is typically a most
recent notification. An example of a like notification is a subsequent weather forecast

pertaining to a particular location, a subsequent stock quote for a particular stock, etc.

[0045] In a replace outdated delivery mode of operation, a replace outdated
notification processing attribute, herein also referred to as RO, provides a mechanism
and a methodology for replacement of notifications that contain outdated content.
The replace outdated attribute is realized advantageously in a system that experiences
a backlog of like notifications in one or more of its application message stores, such
as at any of the elements of the communication system 10, particularly the content
provider, the proxy server, and the mobile station. The backlogs occur, for instance,
when a content processing rate is slower than a content delivery rate. Additionally,
backlogs occur when low control rules suspend the delivery of the content. A backlog
also occurs when a target content consumer is unavailable for an extended period of
time. And, a backlog sometimes occurs when a content source produces messages in
bursts. Any of these situations is susceptible to occur in a radio or mobile

communication system. For instance, the mobile station 14 is sometimes positioned
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out of coverage during travel or is unable to receive data when operated in another
mode, such as when operated pursuant to a voice telephonic call. And, in an
emergency situation that results in a peak period of traffic, backlogs of notifications
are susceptible, the use of RO processing associated with the replace outdated

attribute can, in such instances, avoid or limit communication failures.

[0046] When carrying out a replace outdated operation, notifications are ordered,
such as with respect to time stamps of the dynamic content contained in the
notifications. By providing time stamping, a most up-to-date notification is identified
amongst a set of like notifications. Operations by the operator or time stamping and
ordering and identification of the most up-to-date notification is provided.
Additionally, tracking of notifications with respect to unique message identifiers (IDs)
is also provided by the operator. Through the use of unique message identifications,
the operator is able to replace an outdated notification, or part of it, using
identification information from the replace outdated attribute of the replacing

notification.

[0047] Additionally, a manner is provided for correlating notifications with respect to
dynamic content contained in the notifications. Grouping of like notifications is
facilitated.  And, in one implementation, the operator performs a replacement
algorithm for replacing outdated notification. Execution of the algorithm provides a
manner for replacing outdated like notifications with the up-to-date notifications. A
replacement algorithm is implementable, e.g., to be time based, identification based,
or transformation based. And, in an alternate implementation, rule based algorithms
are used. For instance, in one implementation, the metadata 40 carries rule
information or provides a link or reference to an external rule. When transformation
based, the replace outdated attribute, in one implementation, contains transformation
script, e.g., XSLT, or makes reference or link to a transformation that should be
applied to an outdated notification message. A radio communication system makes
particular advantageous use of a replace outdated mechanism. The content processing
rate of a radio communication system is sometimes slower than the content delivery
rate, sometimes due to limited resources available at a mobile station when operated

in a fast wireless network. Additionally, due to the volatile nature of the operating
653727_1.DOC
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characteristics of wireless networks and the mobility of a mobile station, the link
defined upon a radio air interface between the mobile station and the wireless network
is susceptible to severance. When the link is severed, the delivery of content is
suspended until the link is restored. And, also to prevent content overflow at the
mobile station, various wireless transport protocols control content delivery by

temporarily suspending the content delivery.

[0048] Through operation of the replace outdated attribute, either at the mobile station
or in the network part, such as at the proxy server or application server, the backlog of
notifications is alleviated or made less of a problem. When the replace outdated
provides for ordering of notifications, a most recent notification is generally the most
up-to-date notification. And, as a result, ordering is carried out to sort notifications
based upon their times of arrival. Alternate ordering procedures can, or course,
alternately be carried out to order the notifications. In another exemplary
implementation, notifications are correlated with respect to the dynamic content
contained in the notifications. The correlation comprises, e.g., generation of a keep
last ID that uniquely identifies a data record set affected by the notification and,
hence, a group of like notifications. The keep last identification is formed, e.g., from
a data record type and data record keep pairings, one for each key field data field
defined in the notification. A keyed data field includes a field that is mapped to some
data record in an application data store. In the exemplary implementation, for
purposes of simplicity, the order of the pairings in the keep last identification is
defined in accordance with the depth first order traversal of the notification data
structure. Other orderings of pairings in the keep last identification are also possible.
The resulting keep last identification describes all of the keyed data components that

might be updated or inserted as a result of notification processing.

[0049] In various implementations, various replace outdated attribute values are
provided. First, in a replace outdated equals replace previous mode, only the last of
the like notifications is replaced with a new notification message. In a replace all
previous mode of operation, all previous like notifications are removed and a new
notification message is added to the message store. In a replace outdated equals

replaced by ID with ID = “# #”, the notification specified by the identification
653727_1.DOC
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attribute is replaced with a new notification message. In a replace fragment mode of
operation, the structure of the notification message corresponds to the XML, or other,
element to be replaced. The notification specified by the identification attribute is
retrieved from a message store and the specified element is replaced with the content
of the new notification. The content of the XML, or other, element contains, e.g., an
arbitrary data type, such as a binary value, or a link to an arbitrary data, ¢.g., video
stream. In a replace transformation mode, the notification message contains the
transformation information that is to be applied to a particular outdated notification, if
an identification attribute is specified, or to all previous notifications. The
transformation information is presented, e.g., as an attached XSLT document, a link

to an XSLT document, or a link to a transformation handler.

[0050] When the replace outdated attribute is operated in a replace all previous mode,
a replace algorithm is executed, and the oldest of like notifications is replaced and the
rest of like notifications are discarded. Execution of this algorithm permits
reservation of the rate of dynamic content delivery. An add replacement algorithm is
alternately employed. When executed, a new notification is added to the application
message store, according to its ordering rules, and all like notifications are discarded.
When this replacement algorithm is utilized, the order of the dynamic content delivery

is preserved.

[0051] The following examples demonstrate application of the replace outdated
mechanism to a different type of content and the manner by which the replace
outdated operator identifies like notifications using various identification calculation

procedures.

[0052] The following method considers the following XML definition for data and

messages:

653727_1.DOC
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Application: SomeApp

<data name="DataTypeA” key=“intField”>

<field name="intField” type="int”>

<field name="stringField” type=“"DataTypeB">
</data>

<data name=“DataTypeB” key="gtrField”>
<field name="stringField2” type=“string”>

</data>

<message name="MyNotificationl”>
<field name="myField” type="DataTypeA”>

</mwessage>

[0053] Then, a MyNotificationlis considered as follows:

MyNotificationl RO="replace-all-previous”>
<myField>
<intField>1234</intField>
<stringField>
<stringField2>foo</stringField2>
</stringField>
</myFields
</MyNotificationl>

[0054] Here, the intField uniquely identifies the data contained in a notification
message. See, e.g., the value of the key attribute in the “DataTypeA” definition. The
replace outdated mechanism uses the combination of application name, message
name, and the value of a key attribute to identify replacement identification. In this
example, the replacement identification is calculated as
<someapp::MyNotification1::1234>, In another example, predefined XML elements

are used for identification calculation as follows:

653727_1.D0C

18-




2007200530 07 Feb 2007

-15-

<data expire="02/13/06 12:00am" RO="replace-previous">
<app>StockQuotes</app>
<type>StockInfo</type>
<token>RIMM</token>
<payload>...</payload>
</data>

[0055] Here, the XML elements <app>, <type>, and <token> uniquely identify the
data content. For the example XLM notification message, the replacement
identification is calculated as: <StockQuotes::STockInfo::RIMM> As a result of this

message, all previous RIMM quotes in the message store are replaced with the

information contained in the payload.

[0056] In an alternate implementation, the message has the following structure:

<data expire="02/13/06 12:00am" RO="replace-fragment”

ID="StockQuotes: :StockInfo: :RIMM" >
<payloads...</payload>

</datas

[0057] In another example, the replacement ID forms a value of an XML element:

<data RO="replace-by-id” ID="1D23ACl7">
<app>StockQuotes</app>
<type>StockInfo</type>
<ID>12564BF2</ID>

<payloads...

{0058] In this example, the XML document contains <ID> element that uniquely
identifies the notification message. For this XML notification message, the replace
outdated processor finds the notification with the identification ¢lement value

matching the specified identification attribute, i.e., “1D23AC17”, and replaces the

notification with the new notification.

653727_1.00C

-19-




2007200530 07 Feb 2007

20

-16-

[0059] When the background processing attribute is operated, notifications delivered
to a mobile application resident at a mobile station permit update of the internal data
of the application. When a notification arrives at the mobile station, the mobile
application may, or alternately, may not be, running, i.., active. If the application is
running, each notification is processed when the notification arrives. And, any
necessary internal data is updated and, if appropriate, content is displayed to an end
user. When the application is running, foreground processing is performed in the
manner just-described. A fundamental manner by which to handle notifications when
the application is closed, i.e., inactive, is to queue the notifications upon their arrival.
When the application is subsequently started, the application processes the

notifications stored in its queue.

[0060] Through operation of the background processing attribute of an embodiment
of the present invention, updates to the internal data of the application take place
while the application is closed or inactive. That is to say, background processing of
notifications is performed. In operation, the application is still able to release all
resources when closed. By acquiring only minimal resources if and when required to
process a notification in the background, the data remains continually updated and
ready for the end user when the end user subsequently starts, or causes the start of, the

operation.

[0061] Figure 2 illustrates portions of the mobile station 14 shown in Figure 1 and the
application forming the content client 36 thereof. The portions analogously can form
parts of the network part, such as the application server 24 or the proxy server 26.
Here, an application 68, an application definition store 72, an application data store
74, and an application message store 76 are shown. The application message store
includes a message router 78 that is coupled, here represented by way of the line 82,

to a communication layer 84.

[0062] The application definition store 72 contains data definitions, message
definitions and executable scripts. A data definition exists for each unique data type
of the application and is given a unique data identifier. The data definition specifies

the order and type of fields within a data type. A message definition exists for each
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unique message type of the application and is given a unique message identifier. The
message definition specifies the order and types of field within a message. A message
contains one or more data types. The scripts, e.g., are executable Java scripts and
operate on one or more of the data types. The arrival and processing of a message
triggers the processing of a script. The script, e.g., has access to the data contained
within the message. And, script association to a message is specified by an

application developer.

[0063] The following exemplary data type, referred to as a simple data type, simple

data, contains two fields, an integer and a string. Here, the simple data comprises:

<data name="SimpleData” key="intField”>
<field name="intField” type="int">

<field name="stringField” type="string">

[0064} All of the data of the simple data type are contained in a collection belonging
to the application. When a simple data component is inserted into the collection, the
key, which is specified as the field “intField” for this type is used to determine if an

existing component in the collection should be updated, or if the component is new.

[0065) Another example simple message is shown as follows:

<message name="SimpleMessage”>
<field name="simpleDataField” type="SimpleData">
</message>

[0066] The message definition also preferably specifies if the background processing
property has been set. In this exemplary embodiment, the background processing
property is relevant only if the message is a notification. In this example, the

definition is extended to:

<message name="SimpleMessage” BackgroundProcessing="true">
<field name="simpleDataField” type="SimpleData™>
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</message>

[0067] A simple script, referred to as SimpleScript is associated with the simple
message. Upon processing of the simple message, the SimpleScript also is executed.
The SimpleScript performs, e.g., some data operation, displays the data within the
message to an end uset, or requests some other input. During processing of messages,
data updates from messages, including notifications, occur in the same manner in both
the foreground and background modes by which the mobile station is operable. The
presence of a particular data type in the message indicates how mapping from the
message data to the application data should take place. Using the example of the
simple message, when the field of type SimpleData is read from the message, the
component is stored automatically into the collection of SimpleData types at the
application. If the key of the component in the message matches an existing key in
the collection, the component in the collection is updated. Otherwise, the component
from the message is added as a new component to the collection. The application data

store 74 contains the saved data of the application.

{0068] The application message store indicates two queues, the foreground queue 86
and the background queue 88. When an application is running, only messages from
the foreground queue are processed. When the application is closed, only messages
from the background queue 88 are processed. The message router 78 of the
application message store routes every incoming message, here received by way of
the line 82, for application to the appropriate queue 86 or 88, based upon the state of
the application and the background processing property of the notification messages.
The message router is made aware of the state of the application by the run time of the
application. And, the run time environment notifies the message router 78 when the

application 68 is started or closed.

[0069] Each incoming message to the device contains an application identification
and a message identification. The communication layer 84 uses the application
identification to place the message in the appropriate message store 76 where it is

picked up by the message router 78. If the application is running, the message is
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routed to the foreground queue 86. But, if the application is closed, the message
router 78 uses the message identification to obtain the appropriate message definition
from the definition store 72. If the message definition indicates that the background
processing property has been set for the message, the notification is routed to the

background queue. Otherwise, the notification is routed to the foreground queue.

[0070] In this mode, the running application requires all of the resources for
displaying the user interface, processing user events, and keeping all definitions and

data in memory in addition to processing of messages and scripts.

[0071] Figure 3 illustrates elements similar to those shown in Figure 2, but here
representing a background processor 92 that is coupled, here represented by way of
the line 94, with the background queue 88. The background processor 92 is, in one
embodiment, central to all applications. Altemately, the background processor is
dedicated for a particular application. And, in an extended implementation, an
application registers its custom background processor with the run time environment
to handle background notifications. In this implementation, the background processor
is central to all applications. The message router notifies the background processor of
the new notification. The background processor takes the first message off the head
of the background queue 83. And, the background processor then accesses the
application definition store to obtain the appropriate message definition and any
associated script. The processor also accesses the application data store 74 to update

and save data.

[0072] In this background operation mode, the background processor is idle and it
consumes few resources when there are no background notifications to process. When
required to process a notification, the background processor temporarily loads only

the necessary definitions and data from the applications’ store 74.

[0073] Foreground rules permit for unrestricted script execution, including both data
and user interface operations. If the application is running, but is not the application
currently in use, script execution with a user interface operation requiring user input
blocks, e.g., further message processing until the input is received. Background rules,
in contrast, restrict executable operations from a script. For example, user interface
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operations cannot be executed when the application is closed. At development time, a
developer is given a choice to specify two scripts to be associated with the message,
one for foreground execution, and another for background execution. An alternative
provides access to an application state flag in the script. UI (User Interface)
operations are wrapped by the developer within a check asserting that the application

is saved to the running application.

[0074] Messaging order is maintained in the background mode. The messaging
protocol includes, for instance, a requirement for ordered message processing for an
application. The communication layer typically contains the appropriate logic to
support ordered messages at the transport level. In a foreground mode, message
ordering at the application level is maintained by queuing the messages in the order
received at the communication layer and processing the messages in the same order.
The introduction of a background queue for processing in the background mode

breaks the strict ordering.

[0075] Figure 4 illustrates an exemplary queue structure while the application is
running. The application has messages A and B and notification messages C, D, and
E. At the moment when the application is closed, the message router filters
notifications with .the background processing property set and reroutes the

notifications to the background queues.

[0076] Figure 5 illustrates the resultant queue structure. Notifications with the
background processing property set do not remain ordered with respect to non-
background messages. This is implied by the nature of the property. However, all
notifications with the background processing step still remain ordered with respect to
each other. When the application is started, the message router once again reroutes

any outstanding messages in the background to the head of the foreground queue.

[0077] Flow control is further provided. When the application is running, flow
control is administered for the application as a whole. When the foreground queue
size reaches a maximum threshold, all messages for the application are suspended.
When the foreground queue size falls below a minimum threshold, delivery of all
messages to the application are resumed.
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[0078] When the application is closed, flow control is administered separately for the
foreground and background queues. That is, foreground messages are suspended
while background messages are delivered and vice versa. Separate thresholds for
suspending and resuming the flow of foreground versus background messages can

also be set.

[0079] Figure 6 illustrates a method, shown generally at 102, representative of the
method of operation of an embodiment of the present invention. The message utilizes
push content at a communication device operable pursuant to a push content
communication scheme.

[0080] First, and as indicated by the block 104, at least a first select notification
attribute is identified. Then, and as indicated by the block 108, the push content is
operated in a manner corresponding to an appropriate notification attribute of the at
least first selected notification processing attribute.

[0081] In this manner, therefore, delivery and processing of asynchronous push
content is facilitated.

[0082] The previous descriptions are of preferred examples for implementing the

invention, and the scope of the invention should not necessarily be limited by this

description. The scope of the present invention is defined by the following claims.
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The claims defining the invention are as follows:

1. Apparatus for a communication device operable pursuant to a push content
communication scheme in a radio communication system, said apparatus
comprising:

a notification processing attribute identifier configured to identify at least
a first selected notification processing attribute, the first selected notification
processing attribute comprising rule information; and

a push content operator adapted to receive indications of the first selected
notification attribute and to receive push content, said push content operator
configured to operate upon the push content in a manner corresponding to the

notification attribute of at least the first selected notification processing attribute.

2. The apparatus of claim 1, wherein the first selected notification processing
attribute identified by said notification processing attribute identifier comprises a
replace outdated attribute and wherein said push content operator operates upon
the push content to replace outdated parts of the push content according to a

replacement rules set.

3. The apparatus of claim 2, wherein said push content operator time-orders
the push content, and wherein the outdated parts of the push content are replaced

according to the time-ordering of the push content.
4. The apparatus of claim 2, wherein said push content operator further
identifies each portion of the push content with a unique message identifier and

wherein the outdated parts of the push content are replaced according to values of

the unique message identifiers associated with the portions of the push content.
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5. The apparatus of claim I, wherein the first selected notification processing
attribute identified by said identification processing attribute identifier comprises
a background processing attribute and wherein said push content operator

operates upon the push content in a background mode.

6. The apparatus of claim 5, wherein the communication device comprises a
content client and updateable application internal data and wherein said push

content operator operates upon the push content while the content client is closed.

7. The apparatus of claim 6, wherein the communication device further
comprises an application message store configured to store content data messages
and wherein said push content operator operates upon the push content messages

stored at the application message store.

8. The apparatus of claim 7, wherein push content delivered to the
communication device is queued at the application message store when the

content client is closed.

9. The apparatus of claim 1, wherein the communication device comprises a
mobile station having a content client and wherein said notification processing
identifier comprises content metadata stored at the mobile station.

10.  The apparatus of claim 9, wherein said push content operator is embodied
at the mobile station, configured to access the metadata stored at the mobile

station and to receive the push content,

11.  The apparatus of claim 1, wherein the communication device comprises a

network server having the push content available thereat and wherein said
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notification processing identifier comprises content metadata stored at the

network server.

12.  The apparatus of claim 11, wherein said push content operator is
embodied at the network server, configured to access the metadata stored at the

network server and to receive the push content.

13.  The apparatus of claim 1, wherein the communication device comprises a
proxy server to which the push content is routed and wherein said notification

processing identifier comprises content metadata available at the proxy server.

14.  The apparatus of claim 13, wherein said push content operator is
embodied at the proxy server, configured to access the metadata stored at the

proxy server and to receive the push content.

15. A method for utilizing push content at a communication device operable
pursuant to a push content communication scheme, said method comprising the
operations of:

identifying at least a first selected notification processing attribute, the first
selected notification attribute comprising rule information; and

operating upon the push content in a manner corresponding to the

notification attribute of at least the first selected notification processing attribute.
16.  The method of claim 15, wherein the first selected notification processing
attribute identified during said operation of identifying comprises a replace

outdated attribute

17.  The method of claim 16, wherein said operation of operating comprises

replacing outdated parts of the push content.
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18.  The method of claim 15, wherein the first selected notification processing
attribute identified during said operation of identifying comprises a background

processing attribute.

19.  The method of claim 18, wherein said operation of operating comprises

operating upon the push content in a background mode.

20.  The method of claim 15, wherein the communication device comprises a
mobile station, wherein said method further comprises the operation of pushing
the push content to the mobile station, and wherein said operations of identifying

and operating are performed at the mobile station.

21.  Apparatus for a mobile station operable in a radio communication system
to receive push content communicated thereto, said apparatus comprising:

a notification processing attribute identifier configured to identify at least
a first selected notification processing attribute, the first selected notification
processing attribute comprising rule information; and

a push content operator adapted to receive indications of the first selected
notification attribute and the push content received at the mobile station, said
push content operator configured to operate upon the push content in a manner
corresponding to an appropriate notification attribute of the at least the first

selected notification processing attribute.

22, The apparatus of claim 21, wherein the mobile station further comprises a
user display and wherein said push content operator is configured to operate upon

the push content prior to display by the user display.
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23.  The apparatus of claim 21, wherein the first selected notification
processing attribute identified by said notification processing attribute identifier
comprises a replace outdated attribute and wherein said push content operator
operates upon the push content to replace outdated parts of the push content

according to a replacement rules set.

24.  The apparatus of claim 23, wherein said push content operator time-orders
the push content, and wherein the outdated parts of the push content are replaced

according to the time-ordering of the push content.

25.  The apparatus of claim 23, wherein said push content operator further
identifies each portion of the push content with a unique message identifier and
wherein the outdated parts of the push content are replaced according to values of

the unique message identifiers associated with the portions of the push content.

26.  The apparatus of claim 21, wherein the first selected notification
processing attribute identified by said identification processing attribute identifier
comprises a background processing attribute and wherein said push content

operator operates upon the push content in a background mode.

27.  The apparatus of claim 24, wherein the mobile station comprises a content
client and updateable application internal data and wherein said push content

operator operates upon the push content while the content client is closed.
28.  The apparatus of claim 26, wherein the mobile station further comprises
an application message store configured to store content data messages and

wherein said push content operator operates upon the push content stored at the

application message store.
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29.  The apparatus of claim 27, wherein push content delivered to the mobile
station is queued at the application message store when the content client is

closed.

30.  Apparatus for a network device operable in a radio communication system
pursuant to a push content communication scheme in which push content is
asynchronously pushed, said apparatus comprising:

a notification processing attribute identifier configured to identify at least
a first selected notification processing attribute, the first selected notification
processing attribute comprising rule information; and

a push content operator adapted to receive indications of the first selected
notification attribute and to receive push content that is to be asynchronously
pushed, said push content operator configured to operate upon the push content in
a manner corresponding to an appropriate notification attribute of the at least the

first selected notification processing attribute.

31.  The apparatus of claim 30, wherein the first selected notification
processing attribute identified by said notification processing attribute identifier
comprises a replace outdated attribute and wherein said push content operator
operates upon the push content to replace outdated parts of the push content

according to a replacement rules set.

32.  The apparatus of claim 31, wherein said push content operator time-orders
the push content, and wherein the outdated parts of the push content are replaced

according to the time-ordering of the push content.
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33.  The apparatus of claim 32, wherein said push content operator further
identifies each portion of the push content with a unique message identifier and
wherein the outdated parts of the push content are replaced according to values of

the unique message identifiers associated with the portions of the push content.

34.  The apparatus of claim 30, further comprising a push handler, said push
handler configured to push the push content once operated upon by said push

content operator.

35.  Apparatus for a communication device operable pursuant to a push content
communication scheme, said apparatus being substantially as described herein

with reference to the accompanying drawings.

36. A method for utilizing push content at a communication device operable
pursuant to a push content communication scheme, said method being

substantially as described herein with reference to the accompanying drawings.

37.  Apparatus for a mobile station operable to receive push content
communicated thereto, said apparatus being substantially as described herein

with reference to the accompanying drawings.

38.  Apparatus for a network device operable pursuant to a push content
communication scheme in which push content is asynchronously pushed, said
apparatus being substantially as described herein with reference to the
accompanying drawings.
DATED this tenth Day of February, 2009
Research In Motion Limited
Patent Attorneys for the Applicant
SPRUSON & FERGUSON
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