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PREDICTIVE TECHNIQUES IN TRANSIT ALERTING
[0001]

The present application claims benefit under 35 USC 1 19(e) of U.S. Provisional

Application No. 61/224,449, filed on July 9, 2009, entitled "Predictive Techniques in Transit
Alerting," the entire contents of which are incorporated herein by reference for all purposes.

CROSS-REFERENCES TO RELATED APPLICATIONS
[0002]

The present application is also related to U.S. Patent Application No. 12/833,386

(Attorney Docket No. 0 1480 1-0 1271 OUS) entitled "ID Application for NFC-Enabled Mobile
Device;" U.S. Patent Application No. 12/833,394 (Attorney Docket No. 014801-012810US)
entitled "Transit Account Management With Mobile Device Messaging;" U.S. Patent
Application No. 12/833,258 (Attorney Docket No. 014801-012910US) entitled "Proxy-Based
Payment System;" and U.S. Patent Application No. 12/833,404 (Attorney Docket No. 0148010 1301 OUS) entitled "Reloadable Prepaid Card Distribution, Reload, and Registration in Transit,"

all of which are filed concurrently herewith and incorporated herein by reference for all
purposes.

BACKGROUND
[0003]

Regular users of transit systems typically take the same or similar routes on a transit

system as part of, for example, a daily commute to and from work. These routes can be analyzed
to identify ridership patterns. Ridership patterns of a transit user can further be used to predict a
time that a transit user will be at a predicted location.
[0004]

The ability to identify ridership patterns and predict a time that a transit user will be at a

predicted location can be beneficial in a variety of aspects. It can enable a transit service
provider to provide messages to a transit user regarding transit system status updates that could
affect the transit user, providing marketing messages from local retailers, or providing
information regarding the whereabouts of the transit system user to an interested third party.
However, transit systems typically utilize fare media, such as transit fare cards, that is not linked

to a particular transit user, nor do they typically have means for providing personalized messages
to a transit user.
BRIEF SUMMARY
[0005]

Embodiments of systems, methods, and machine-readable media are disclosed for

providing messages based on an identified ridership pattern of a user of a transit system.
Embodiments of a transit system providing for transit user accounts that can associate fare media
to a transit user. Disclosed embodiments can include receiving information associated with a

plurality of transactions of the user of the transit system, and identifying a ridership pattern of the
user of the transit system. A predicted time and duration that the user of the transit system will
be at a predicted location can be determined based, on the identified ridership pattern. A
message can be formulated using this information, and the message can be sent to the user or
other message subscriber. Messages can include a variety of information, including
advertisements, transit status updates, and more.
[0006]

According to some embodiments enable providing messages based on an identified

ridership pattern of a user of a transit system by receiving information associated with a plurality
of transactions of the user of the transit system. Each of the plurality of transactions is associated
with an entry or exit of the user of the transit system at an access control point of the transit
system, and the information associated with the plurality of transactions includes a time and
location of each of the plurality of transactions. Embodiments further include identifying a
ridership pattern of the user of the transit system, based, at least in part, on the plurality of
transactions. The predicted location of the user of the transit system can then be determined
based, at least in part, on the identified ridership pattern. Moreover, a predicted time for which
the user of the transit system will be at the predicted location can also be determined. The
predicted time can also be based on the identified ridership pattern and can include a time of day
and/or a length of time. Embodiments can then use the predicted location and the predicted time
to formulate a message, and send the message.
[0007]

Messages can be sent a variety of ways. For example, embodiments provide for

messages comprising one or more of a short message service (SMS) message, an email, an audio
message, an instant message, and an application executed by a mobile phone or other mobile
device. Furthermore, messages can include one or more of an advertisement, a suggested

alternate route, an indication that the user of the transit system was not at a predicted location
during a certain timeframe, information regarding the status of a transit service, current and/or
forecast traffic conditions, and current and/or forecast weather conditions.
[0008]

Embodiments can include determining if the user of a transit system is not at the

predicted location during a certain period of time. The plurality of transactions can be associated
with an account, such as a supervisory account, and a message can be sent using information of
one or more supervisors associated with the account. Other embodiments provide determining a
predicted length of time the user of the transit system will be at the predicted location.
Generating the message can be further based on the predicted length of time that the user of the
transit system will be at the predicted location.
[0009]

Embodiments further include generating the message based, at least in part, on

additional information received. The additional information can include various items, such as
one or more of a merchant's proximity to the predicted location, a transit service schedule,
current and/or future sports events within a certain proximity to the predicted location, current
and/or future community events within a certain proximity to the predicted location, information
regarding a device receiving the message, information from train and/or bus location and/or next
stop systems, current and/or forecast weather conditions, current and/or forecast traffic

conditions, and information from a governmental transportation authority. According to some
embodiments, information associated with the plurality of transactions can include a destination.
[0010]

Embodiments provide for integration with advertising systems. For example, according

to some embodiments a predictive unit, a messaging system, or both, can be further configured to
send information including the predicted location to an advertising system and receive
advertising information from the advertising system, wherein the message is generated based, at
least in part, on the advertising information.

BRIEF DESCRIPTION OF THE DRAWINGS
[001 1]

FIG. 1 is a block diagram of an embodiment of a transit system providing transit user

accounts for management of transactions of a user of the transit system.
[0012]

FIG. 2A is a block diagram of an embodiment of a transit station system, illustrating a

near-field-communication-enabled mobile device communicating with access control points.
[0013]

FIG. 2B is a block diagram of an embodiment of a transit station system 130,

illustrating interaction between a near-field-communication-enabled mobile device connected
with a mobile carrier network and ticket vending machines.
[0014]

FIG. 2C is a block diagram of an embodiment of a transit station system 130,

illustrating how fare media may interact with ticket vending machines.
[0015]

FIG. 3A is a simplified block diagram of an embodiment of an access control point

processing unit.
[00 16]

FIG. 3B is a simplified block diagram of an alternative embodiment of an access

control point processing unit.
[0017]

FIG. 4 is a diagram illustrating an embodiment of a method downloading an application

for a near-field-communication-enabled mobile device and unlocking an identification (ID) code
for the near-field-communication-enabled mobile device.
[0018]

FIG. 5A is a flow chart demonstrating an embodiment of a method of allowing or

denying access to a user at an access control point.
[0019]

FIG. 5B is a flow chart demonstrating an alternative embodiment of a method of

allowing or denying access to a user at an access control point of a transit system, such as an exit
access control point.
[0020]

FIG. 6. is a flow chart illustrating an embodiment of a method for processing

transactions received from access control points of a transit system.
[0021]

FIG. 7A is a diagram illustrating an embodiment of a method for authenticating a

mobile device and associating it with a transit user account.

[0022]

FIG. 7B is a diagram illustrating an alternative embodiment of a method for

authenticating a mobile device and associating it with a transit user account.
[0023]

FIG. 8 is a flow chart illustrating an embodiment of a method for responding to account

management requests from a mobile device.
[0024]

FIG. 9 is a simplified block diagram illustrating an embodiment of a system for transit

alerting using predictive techniques.
[0025]

FIG. 1OA is a diagram illustrating an embodiment of a method of transit alerting using

predictive techniques.
[0026]

FIG. 1OB is a diagram illustrating an alternative embodiment of a method of transit

alerting using predictive techniques.
[0027]

FIG. 11 is an simplified perspective view of an embodiment of a vending machine for

concurrently distributing reloadable prepaid cards and creating a transit user account.
[0028]

FIG. 12 is block diagram of an embodiment of a vending machine for concurrently

distributing reloadable prepaid cards and creating a transit user account.
[0029]

FIG. 13A is a diagram of an embodiment of a method for concurrently distributing

reloadable prepaid cards and creating a transit user account.
[0030]

FIG. 13B is a diagram of an alternative embodiment of a method for concurrently

distributing reloadable prepaid cards and creating a transit user account.
[0031]

FIG. 13C is a diagram of yet another embodiment of a method for concurrently

distributing reloadable prepaid cards and creating a transit user account.
[0032]

FIG. 13D is a swim-lane diagram of yet another embodiment of a method for

concurrently distributing reloadable prepaid cards and creating a transit user account.
[0033]

card.

FIG. 14 is a diagram of an embodiment of a method for reloading a reloadable prepaid

DETAILED DESCRIPTION
[0034]

In the following description, for the purposes of explanation, numerous specific details

are set forth in order to provide a thorough understanding of various embodiments. It will be

apparent, however, to one skilled in the art that various embodiments may be practiced without
some of these specific details hi other instances, well-known structures and devices are shown
in block diagram form.
[0035]

The ensuing description provides exemplary embodiments only, and is not intended to

limit the scope, applicability, or configuration of the disclosure. Rather, the ensuing description
of the exemplary embodiments will provide those skilled in the art with an enabling description
for implementing an exemplary embodiment. It should be understood that various changes may
be made in the function and arrangement of elements without departing from the spirit and scope
of the disclosed systems and methods as set forth in the appended claims.
[0036]

Specific details are given in the following description to provide a thorough

understanding of the embodiments. However, it will be understood by one of ordinary skill in
the art that the embodiments may be practiced without these specific details. For example,
circuits, systems, networks, processes, and other components may be shown as components in
block diagram form in order not to obscure the embodiments in unnecessary detail, hi other
instances, known circuits, processes, algorithms, structures, and techniques may be shown
without unnecessary detail in order to avoid obscuring the embodiments.
[0037]

Also, it is noted that individual embodiments may be described as a process which is

depicted as a flowchart, a flow diagram, a data flow diagram, a structure diagram, or a block
diagram. Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently, hi addition, the order of the operations
may be re-arranged. A process is terminated when its operations are completed, but could have
additional steps not included in a figure. A process may correspond to a method, a function, a
procedure, a subroutine, a subprogram, etc. When a process corresponds to a function, its
termination can correspond to a return of the function to the calling function or the main
function.

[0038]

The term "machine-readable medium" includes, but is not limited to portable or fixed

storage devices, optical storage devices, wireless channels and various other mediums capable of
storing, containing or carrying instruction(s) and/or data. A code segment or machine-executable
instructions may represent a procedure, a function, a subprogram, a program, a routine, a
subroutine, a module, a software package, a class, or any combination of instructions, data
structures, or program statements. A code segment may be coupled to another code segment or a
hardware circuit by passing and/or receiving information, data, arguments, parameters, or
memory contents. Information, arguments, parameters, data, etc. may be passed, forwarded, or
transmitted via any suitable means including memory sharing, message passing, token passing,
network transmission, etc.
[0039]

Furthermore, embodiments may be implemented by hardware, software, firmware,

middleware, microcode, hardware description languages, or any combination thereof. When
implemented in software, firmware, middleware or microcode, the program code or code
segments to perform the necessary tasks may be stored in a machine readable medium. A
processor(s) may perform the necessary tasks.
[0040]

The term "payment brand" as used herein includes, but is not limited to payment card

networks, such as VISA®, MASTERCARD®, AMERICAN EXPRESS®, and DISCOVER®.
These networks may issue payment cards, such as reloadable prepaid cards, directly or though a
separate card issuer, such as an authorized issuing bank. Furthermore, payment-branded cards as
described herein may be "co-branded," meaning that the cards may be accepted, issued, and/or
authorized by a transit agency or other entity in addition to a bank and/or payment brand.
[0041]

Account-based transit systems are uncommon among current transit systems. Because

transit systems require quick transactions, it is easier to use stored-value fare media (e.g., fare
media, such as a transit fare card, that can store a value and a trip history on the card). However,
encoding the value or transit product onto a fare media, rather than associate the value or fare
media to a transit user, has its limitations. If the fare media is lost or stolen, it is difficult to
remove the value from the lost or stolen fare media and restore it to a transit user. On the other
hand, an account-based transit system can enable a transit user to enroll a variety of items as fare
media. The fare media can be disabled if lost or stolen, without any lost value to the account.

And the account may be linked to a funding source for convenient value top up and product
purchases.
[0042]

FIG. 1 illustrates a block diagram of an embodiment of a transit system 100, in

communication with other systems, providing transit user accounts for management of
transactions of users of the transit system 100. The transit system can include various forms of
transit, including subway, bus, ferry commuter rail, para-transit, etc., or any combination thereof.
The transit user account can comprise information regarding a certain user of the transit system
100, such as a name, address, phone number, email address, user identification (such as a unique

identifier of the user or other user ID), passcode (such as a password and/or personal
identification number (PIN)), an identification code associated with a fare media used to identify
a user and/or a transit user account, information regarding user preferences and user opt-in or
opt-out selections for various services, product(s) associated with the transit user account, a
value and/or credit associated with the product(s), information regarding a funding source 165
for the transit user account, and more. The transit user account can further comprise transaction
information, such as product information and a payment amount. A transit user may request a
transit user account and provide the information listed above by phone (such as a call to a
customer service center 190 maintained and/or provided by the transit service provider of the
transit system 100), on the Internet, at ticket booth, at a ticket venting machine, or by other
means. A central ticketing system 112, which can comprise of one or more servers and/or other
computing systems having processors, memories, and network interfaces for processing and
communicating information. The central ticketing system 112 can use the information provided
by the user to create the transit user account, which can be stored and/or maintained on a
database, such as a central data store 114 of a central control system 110.
[0043]

A funding source 165 for a transit user account can provide funding to purchase

products of the transit services system. It can be external to the central control system 110 and
maintained, for example, by a financial institution 160. Such a funding source 165 may include
a savings or checking account, a prepaid account, a credit account, an e-commerce account (such
as a PAYPAL® account), or more, which can transfer funds via automated clearing house
(ACH) or other means. If a transit user account comprises information regarding a funding
source 165 for the account, the central ticketing system 112 can use the information to fund
purchases or other transactions of a user of the transit system 100. These transactions can be

made at stations, on the Internet, by phone, text, email, or a variety of other different ways, and
transaction information can then be sent to the central ticketing system 112 to update the transit
user account associated with the transactions and reconcile payments and purchases with the
funding source 165. The central ticketing system 112 can communicate with the financial
institution 160 (or other entity maintaining the funding source 165) through a financial network
150.

[0044]

The central ticketing system's reconciliation with a funding source 165 may vary

depending on one or more products associated with the transit user account and the functionality
desired by a transit services provider. For example, the transit user account may include a
running balance mirroring a balance of the funding source 165. In such a case, transactions, such
as passage of a user at an access control point (such as a turnstile, faregate, platform validator,

para-transit vehicle, bus, conductor handheld unit, or fare box at a entry, exit, or other location of
a transit station) can be recorded and/or tracked by the central ticketing system 112 and
reconciled, on a per-transaction basis and/or collectively with other transactions. Along these
lines, the central ticketing system 112 may reconcile payment for the transactions with the
funding source 165 as the transactions are received and/or on a scheduled basis, such as on an
hourly or daily basis.
[0045]

Additionally or alternatively, when transit products or services are associated with a

transit user account, the central ticketing system 112 can draw funds from a funding source 165
less frequently. For example, a transit product can include a certain number of rides or an
unlimited number of rides for a certain period of time. In this case, the central ticketing system
112 can track transactions associated with the passage of a user at an access control point (i.e.,
transactions in the transit system associated with a ride), but may only need to reconcile with the
funding source 165 once, for the purchase of the transit product.
[0046]

The transit user account may further include information regarding a user's preferences

with regard to funding. For example, the transit user account may be configured to automatically
draw a certain amount of funds from the funding source 165 each month to pay for a certain
transit product or service, or to add value and/or credits to an existing transit product or service.
The value and/or credits can include a monetary credit, a usage credit, and/or a usage period.
Additionally or alternatively, the transit user account can be configured to automatically

withdraw a certain amount of funds from the funding source 165 to add additional value and/or
credits to an existing product when the value and/or credits of the existing product drops below a
certain threshold level. Various other configurations are allowable by the transit user account. It
will be understood that other systems of the transit system 100, such as a station system 130,
may draw funds from a funding source 165. Moreover, because cash payments can also be used
to fund transactions associated with a transit user account, the transit user account may not
require funding source 165.
[0047]

Transactions of a user, such as passage at a transit access control points, can frequently

occur at stations of the transit system 100, although it will be understood that access control
points can exist elsewhere, such as on busses or trains. Station systems 130 can gather
information regarding transactions and communicate the information to the central ticketing
system 1 12 using a wide area network (WAN) 140. The WAN 140 can include one or more
networks, such as the Internet, that may be public, private, or a combination of both. The WAN
140 could be packet-switched or circuit-switched connections using telephone lines, coaxial

cable, optical fiber, wireless communication, satellite links, and/or other mechanisms for
communication. Communication between the station systems 130 and the central control system
110 may be in real time or periodic. Thus, the usage of fare media—such as a transit card,

identification card, mobile phone, or other item presented for passage at access control pointsthroughout the transit system 100 can be tracked.
[0048]

In this embodiment, a central ticketing system 112 and a central data store 114 are

shown for the central control system 110. As discussed above, central ticketing system 112
receives periodic reports upon how credits or debits are being processed throughout the system
100. Additionally, changes in schedules, ticket prices, and delay notifications can be

communicated from the central control system 112 to the station systems 130 via the WAN 140.
[0049]

A mobile device 180 may be communicatively coupled with the central control system

110. Such a mobile device may be a smart phone or other mobile phone (including a near-field-

communication (NFC)-enabled mobile phone), a tablet personal computer (PC), a personal
digital assistant (PDA), an e-book reader, or other device, hi transit system 100, a
communicative link from mobile device 180 to central ticketing system 112 can be provided by a
mobile carrier network 170 in communication with WAN 140. Mobile device 180 can thereby

communicate with the central ticketing system 112 to access and/or manage information of a
transit user account. Furthermore, the central ticketing system 112 can send messages to the
mobile device 180, providing transit, account, and/or advertisement information to a user of the
transit system 100 in possession of the mobile device 180. Such messages may be based on,
among other things, opt-in or opt-out selections and/or other user preferences as stored in a
transit user account.
[0050]

A transit user can use mobile device 180 to download a transit application from a

mobile application source 120. The transit application source 120 maybe an application store or
website provided by a mobile carrier, the hardware and/or software provider of the mobile device
180, and/or the transit service provider. The transit application can be uploaded or otherwise

provided to transit application source 120 by the transit service provider. As detailed below, the
transit application can provide additional functionality of mobile device 180, including enabling
an NFC-enabled mobile device to be used as fare media and access control points of the transit
system 100.
[0051]

FIG. 2A shows a block diagram of an embodiment of a transit station system 130. As

discussed above, transit system 100 can include various forms of transit, such as subway, bus,
ferry, commuter rail, para-transit, and more. Because different forms of transit may require
different functionality, various transit station systems 130 may have some or all of the
components shown in the block diagram. A local area network (LAN) 240 couples the various
systems together and could include point-to-point connections, packet switched connections,
wireless connections, and/or other networking techniques.
[0052]

A station computer server 224 can be coupled to the WAN 140 to allow communication

with the central ticketing system 112. Processing of local information can be performed on the
station computer server 224. For example, fare information, schedule information, delay update
information, and other transit related information can be processed at the computer server 224
and communicated to the various other machines in the transit system 100.
[0053]

A ticket booth computer 220, access control points 208, and transit vending machines

(TVMs) 212 can communicate with the central ticketing system 112 through the station
computer server 224 or directly with the central ticketing system 112 through LAN 240 or WAN

140 (e.g., the Internet). According to some embodiments, access control points 208 collect

information from a user at various locations in the transit station system 130, and can come in
various forms such as turnstiles, faregates, platform validators, para-transit vehicles, busses,
conductor handheld units, and/or fare boxes. The access control points 208 can communicate
with the station server 224 and/or central ticketing system 112 to determine whether to grant a
user access when fare media has been presented at the access control points 208. If access
control points communicate with a station server 224 during such transactions, identification
codes of fare media, which can be used to link a transaction with a transit user account, may be
stored on lists in the station data store 216. These lists can be updated on a regular basis to
reflect other transactions of the fare media throughout the transit system 100. In other
embodiments, discussed below, identification codes of fare media are stored at access control
points 208.
[0054]

The access control points 208, TVMs 212, and one or more ticket booth computers 220,

can communicate with the station server 224 via the LAN 204. This communication can be
transmitted via a physical connection or wireless connection via one or more antennas 228.
Transactions at access control points 208, TVMs 212, and one or more ticket booth computers
220 can be communicated to the station server 224, stored at station data store 216, and/or
transmitted to central ticketing system, which can update information in a transit user account
accordingly.
[0055]

Various media may be used as transit fare media in the transit system 100. For

example, a user may utilize an NFC-enabled mobile device 280 to transmit an identification code
and/or other information to an access control point 208 for passage at the access control point
208. The transmission 232 may be wireless, such as by NFC communication. Additionally or
alternatively, other media having a unique identification code, readable by access control points
208, may be used. By way of example, but not by limitation, this can include magnetic stripe
cards, radio-frequency identification (RFID) tags and/or RFED-tagged items, a smart card, and
items having a bar code.
[0056]

FIG. 2B is a block diagram of an embodiment of a transit station system 130,

illustrating interaction between NFC-enabled mobile device 280 connected with a mobile carrier
network 170 and TVMs 212. As illustrated here, TVMs 212 may interact directly with a NFC-

enabled mobile device 280 through, for example, an NFC connection 232. Although
communication 232 may be two way, NFC-enabled mobile device 280 may simply communicate
an identification code to TVM 212. This can be done, for example, to authenticate the NFCenabled mobile device 280 for use as fare media in the transit system 100.
[0057]

Additionally or alternatively, a transit user can register the NFC-enabled mobile device

280 or other mobile device 180 for managing a transit user account. (Although FIG. 2B shows
an NFC-enabled mobile device 280, a mobile device does not need NFC capabilities to be used
to manage a transit user account.) According to the illustrated embodiment, this can be done by
entering messaging information of the NFC-enabled mobile device 280 into TVM 212.
Alternatively entering messaging information could be enabled at a personal computer connected
to the internet, or through another device such as a ticket booth computer 220, or customer
service agent at customer service center 190. TVM 212 can then generate a message, or request
that a message be generated by another system such as station server 224 or central ticketing
system 112, which is then sent to the NFC-enabled mobile device 280 through the mobile carrier
network 170. This message can be, for example, an short message service (SMS) message or an
email, sent to the NFC-enabled mobile device 280. The NFC-enabled mobile device 280 can, in
turn, return a message to the TVM 212, station server 224, or central ticketing system 112 to
authenticate the NFC-enabled mobile device 280 with the transit system 100. Not only can a
user manage a transit user account with the NFC-enabled mobile device 280 or other mobile
device 180, but a user may also manage the account by utilizing the TVM
[0058]

It will be understood that a variety of other techniques may be used to register NFC-

enabled mobile device 280 or another mobile device 180 for managing a transit user account.
For example, a user may use mobile device 180 to send a message to central ticketing system
112, which can, in turn, send a reply message to the mobile device directing the user to enter an

access code into a TVM 212 to register the mobile device 180 for managing a transit user
account. Other methods for registering and/or authenticating the mobile device are
contemplated, such as through the internet, over the web, through a customer service agent,
and/or through a customer service kiosk or manned ticket booth location.
[0059]

FIG. 2C is a block diagram of an embodiment of a transit station system 130,

illustrating how fare media 250 may interact with TVMs 212. As with the NFC-enabled mobile

device 280 of FIG. 2B, a transit fare media 250 may be authenticated at a TVM 212 for use in
the transit system 100 and/or to link an identification code of the fare media with a transit user
account, hi addition to a mobile device 180, such as an NFC-enabled phone or other NFCenabled mobile device 280, transit fare media 250 can include magnetic stripe cards, radiofrequency identification (RFID) tags and/or RFID-tagged items, a smart card, and items having a
bar code. Fare media 250 does not have to be issued by a transit service provider as long as the
information communicated by the fare media 250 to the TVM 212 (and subsequently to access
control points 208 for passage in the transit system 100) serves to uniquely identify the fare
media 250.
[0060]

All or part of the information communicated by the fare media 250 can be used as an

identification code to identify the transit fare media 250. This identification code can comprise
one or more fields of data including or based on information such as a name, a birth date, an
identification number, a social security number, a drivers license number, a media access control
(MAC) address, an electronic serial number (ESN), an international mobile equipment identifier
(IMEI), and more. Because the identification code is unique, it can be associated with a transit
user account, and utilized by a user at a TVM 212 to access and/or update information associated
with the transit user account.
[0061]

In some instances, an identification code may be assigned by a transit service provider

and written to the fare media 250, such as an NFC-enabled mobile device 280. For example, a
transit application running on an NFC-enabled phone can generate or otherwise provide an
identification code to be transmitted from the phone at access control points 208 of the transit
system 100. hi other instances, if TVM 212 is utilized to enable a user to create a transit user
account, the TVM 212 may also write an identification code to an unused portion of a memory of
the fare media, such as integrated circuit chip file space on a smart card or an NFC component
on the NFC-enabled mobile device 280.
[0062]

Encryption and/or other security measures may be taken to mitigate the risk of

counterfeit or fraudulent identification codes. For example, checksum formulas and/or digital
fingerprints can be used. Additionally or alternatively, fare media 250 may be configured to
generate a transaction sequence number, making use of encryption technology and key(s) to
generate a cryptogram for the transaction. Every use of the fare media 250 can provide a

different sequence number and different resulting cryptogram. Access control points 208 can
have the cryptographic algorithm and encryption key(s) securely installed to authenticate the fare
media 250. An authenticity check can therefore be conducted without communicating with a
station server 224 or central ticketing system 112. As discussed below, access control points 208
can additionally make use of lists to prevent other types of fraud.
[0063]

FIG. 3A is a simplified block diagram of an embodiment of an access control point

processing unit 300-1, which can be coupled with and/or integrated into access control points
208 of a transit system 100 and can control certain physical properties of access control points
208 such as to allow or deny passage of a user. Among other things, the access control point

processing unit 300-1 can be used to read an identification code from fare media and determine
whether to permit passage of a user at the access control point 208. Interfaces such as an NFC
interface 360, RFID interface 350, and/or magnetic reader interface 340, can be used to receive
information from fare media 250, including an identification code. The identification code can
then be sent to processor 310.
[0064]

In addition to performing any decryption and/or verifying any security features as

described above, the processor 310 can compare the identification code against lists stored in
memory 320-1 and/or other data store to determine whether to allow passage of the user at the
access control point 208. Lists can be generated and maintained from a central system, such as
the central ticketing system 112. The central system can send updated list information to station
server 224 via WAN 140 or directly with the central ticketing system 112 through WAN 140
(e.g., the Internet) or LAN 240. The station server 224 can store updated list at the station data
store 216 and/or communicate the updated list information via LAN 240 to access control point
processing unit 300-1, which receives the information at network interface 330.
[0065]

These lists can include one or more positive lists 324 and/or negative lists 322. If, for

example, the identification code is found on the negative list 322, the processor 310 can
determine to deny passage of the user. On the other hand, if the identification code is found on a
positive list 324, the processor 310 can determine to allow passage of the user. The lists, which
can include information in addition to an identification code, such as a product associated with
the identification code, enable a quick determination of whether to allow or deny passage of the
user at the access control point 208. Once the determination is made, the processor 310 can

cause the access control point processing unit 300-1 to physically allow or deny passage of a user
at the access control point 208.
[0066]

Depending on the preferences of a transit services provider, the processor can be

configured to either permit or deny passage of a user at an access control point 208 if an
identification code is found on both lists or is not found on either list. For example, the
processor 310 may be configured to always deny passage if an identification code is found on a
negative list 322, regardless of whether it is also found on a positive list 324. If a positive list
324 is not intended to be an exhaustive list of acceptable identification codes, the processor 310

may be configured to allow passage of a user where an identification code is not found on either
positive 324 or negative lists 322.
[0067]

Although logic may be implemented at the processor 3 10 of an access control point

processing unit 300-1 to determine what to do in instances where an identification code appears
on both positive 324 and negative lists 322, or does not appear on either list, it will be understood
that precautions may be made to ensure one or both of these scenarios does not happen. Logic
can be implemented at the system generating the lists, such as the central ticketing system 212, to
ensure that an identification code does not appear on both lists. For example, if an identification
code is put on a positive list 324, the system generating the lists could ensure that the
identification code is removed from any and all negative lists 322, if necessary. By generating
lists in this manner, the processing load of processor 310 may be reduced, which may be
desirable in certain embodiments of access control point processing unit 300-1 .
[0068]

The access control point processing unit 300-1 can also log transaction information in

memory 320-1 and/or communicate the transaction information to station server 224 with a
network interface 330. The station server 224 can, in turn, send the transaction information to
the central ticketing system 112, which can store the information in central data store 114. The
transaction information can be used to update transit user accounts associated with the
transactions and to settle with a funding source 165. If, for example, a product associated with a
transit user account expires, or central ticketing system 1 12 is unable to draw funds from a
funding source 165 to settle a transaction associated with a transit user account, the central
ticketing system can put an identification code associated with the transit user account on a
negative list 322 and propagate the negative list 322 throughout the transit system 100.

[0069]

FIG 3B is a simplified block diagram of an alternative embodiment of an access

control point processing unit 300-2. As illustrated, a memory 320-2 comprising positive list(s)
324 and negative list(s) 322 may be located at a source external to access control point
processing unit 300-2. The external source can include, for example, station server 224 or
station data store 216. In such an embodiment, the processor 310 may communicate with the
external source in deciding whether to allow or deny passage of a user at an access control point
208, or the decision may b e made by station server 224. In either case, it is desirable to make the
decision quickly, often in 500 milliseconds or less. Thus, in this embodiment, it can be desirable
that the connection between access control point processing unit 300-2 and the external source
having memory 320-2 have sufficient speed and minimal latency to provide for a quick decision.
[0070]

Access control point processing unit 300-2 further illustrates how NFC and RFED

interfaces may be combined. Because NFC and RFED technologies and standards can largely
overlap, it will be understood that the hardware and software required to communicate using
those standards can be combined into one unit. This access control point processing unit 300-2
includes NFC/RFED interface 380, which can receive information such as an identification code
from fare media 250 having RFED tags and/or NFC capabilities (such as an NFC-enabled mobile
device 280 or contactless payment card).
[0071]

As discussed above, embodiments of the transit system 100 described herein provide

for the use of NFC-enabled mobile devices 280 as fare media 250 at access control points 208.
Thus, instead of swiping a transit fare card or presenting another form of fare media 250 at a
turnstile, faregate, platform validator, para-transit vehicle, bus, conductor handheld unit, fare
box, etc. for passage, a user may simply present an NFC-enabled mobile device 280 or
contactless payment card. The NFC-enabled mobile device 208 potentially may be used for
other transactions of the transit system 100, such as the purchase of a transit product. To enable
this functionality, a transit application, such as a mobile phone application, can be downloaded to
the NFC-enabled mobile device 280 to ensure that the NFC-enabled mobile device 280 transmits
an acceptable identification code at an access control point 208 of the transit system 100.
Additionally, a user can register the NFC-enabled mobile device 280 or otherwise provide the
corresponding identification code to the transit service provider to ensure the identification code
is linked to a transit user account. It will be understood that mobile devices may be configured
to be used as transit fare media in a similar manner by utilizing different communication

technologies, such as by transmitting other types RF signals (e.g., Bluetooth and/or WiFi), by
displaying barcodes for scanning, or by other means of communication at access control points
208.
[0072]

A transit application provided by the transit service provider can include various other

features besides providing for an NFC-enabled mobile device 280 to be used as fare media 250 at
access control points. Additional functions of a transit application can include communicating
with the transit system 100 to provide account management, as discussed in detail below.
Additionally, the transit application can provide marketing messages, real time transit updates,
locations of nearby transit stations, and more. With such functionality, the transit application
may be used on other devices, including mobile devices 180 without NFC capabilities.
[0073]

FIG. 4 is a diagram illustrating an embodiment of a method downloading a transit

application for a NFC-enabled mobile device 280 and unlocking an ID number for the NFCenabled mobile device 280. As described above, transit system 100 can provide for an NFCenabled mobile device 280, such as an NFC-enabled mobile phone, to be used as media fare at
access control points 208. This can be accomplished by providing a transit application for
download onto the NFC-enabled mobile device 280. The diagram of FIG. 4 illustrates an
embodiment of this process.
[0074]

At block 410, the transit service provider can offer the transit application for download.

As discussed above, the transit service provider can upload or otherwise provide the transit
application to a mobile carrier or the hardware and/or software provider of the NFC-enabled
mobile device 280 (or other mobile device 180). Additionally or alternatively, the transit
services provider may provide the transit application directly to users via internet download or by
physical media having the transit application. At block 415, a user downloads the transit
application to the NFC-enabled mobile device 280. It will be understood that, the transit
application may be provided to the NFC-enabled mobile device 280 by means other than
download.
[0075]

At block 420, the user registers the transit application with the transit provider, which,

at block 425, creates a transit user account for the user having an identification code and a

funding source. Steps at blocks 420 and 425 may be performed at the same time. A user may

register the transit application with the transit service provider by phone, mail, Internet, or from
within the transit user application itself, which can utilize a phone or Internet connection to
contact the transit service provider to register the application. The user may also provide
additional user information, as described above for the creation of a transit user account, if
requested by the transit service provider. The transit service provider can then create an transit
user account comprising an identification code and information regarding a funding source 165.
The transit service provider can further associate additional user information, if provided, with
the transit user account, including a payment amount for a related transaction. Some or all of the
information used to create the account may be provided by the user and/or the transit application
running on the NFC-enabled mobile device 280.
[0076]

As indicated above, the identification code can be generated, either by the transit

service provider or the transit application. The identification code itself may comprise, or be
based on, multiple data fields, such as a name, a birth date, an identification number, a social
security number, a drivers license number, a media access control (MAC) address, an electronic
serial number (ESN), an international mobile equipment identifier (IMEI), and more. It may
further include security and/or encryption measures, as described above, to reduce the risk of
fraud. The identification code may be stored on secured memory of the NFC-enabled mobile
device 180 to further reduce the risk of fraudulent activity. However, unlike other forms of
transit fare media utilized in transit systems 100 having transit user accounts, such as prepaid
cards or other payment cards, the identification code does not need to be kept a secret. Thus,
unlike payment cards, there are no industry data security standards that require additional
overhead that would cause delays in the issuance of an identification code.
[0077]

At block 430, the transit service provider unlocks the identification code on the NFC-

enabled mobile device 280. By "unlocking" the identification code, the NFC-enabled mobile
device 280 is enabled for use as transit media at access control points 208 of the transit system
100. This can entail activating the NFC functionality of the NFC-enabled mobile device 280 to

communicate the identification code (and other information, if required) to an access control
point processing unit 300 at an access control point 208. Likewise, the transit service provider
can determine to lock, or deactivate, the identification on the NFC-enabled mobile device 280
under various circumstances, such as when NFC-enabled mobile device 280 has been reported
lost or stolen, when the transit user account with which the identification code is associated no

longer has a valid funding source 165, if transit system 100 was unable to reconcile the value of
a transaction with the funding source 165, at the expiration, invalidation, and/or temporary
deactivation of a transit fare product associated with the identification code, or if fraud or other
suspicious activity has been associated with the transit user account and or NFC-enabled mobile
device 280. hi such instances, the transit application can deactivate the NFC functionality of the
NFC-enabled mobile device 280 to discontinue communicating the identification code at access
control points 208 and/or remove the ID code completely from the mobile device so as not to be
recognized by the control points 208.
[0078]

Locking and unlocking the identification code of a NFC-enabled mobile device 280

may be performed in different ways. For instance, the transit service provider can communicate
information (e.g., activation or deactivation information) to the transit application by over-the-air
(OTA) update. Additionally or alternatively, the transit application can, at scheduled times or
upon certain events, communicate with the central ticketing system 112 of a transit service
provider via WAN 140 to receive unlocking or locking instructions for the NFC-enabled mobile
device 280. Once the identification code on NFC-enabled mobile device 280 is unlocked after
the transit application has been registered with the transit services provider, the transit
application can notify the user that the NFC-enabled mobile device 280 may be used as fare
media at access control points at block 435.
[0079]

FIG. 5A is a flow chart demonstrating an embodiment of a method of allowing or

denying access to a user at a transit access control point, which can be performed by access
control point processing unit 300, station server 224, some other system in the station system
130, or any combination thereof.
[0080]

The method can begin at block 510, after receiving an identification code. The

identification code can be provided by any fare media having, for example, NFC functionality,
an RFID tag, a contactless bank card, a contactless identification card, a magnetic stripe, a bar
code, a microprocessor, or other means of communicating fare information, including the
identification code.
[0081]

At blocks 515 and 520, preliminary security check(s) are run to determine whether an

identification code passes security check(s). As indicated above, security and/or encryption

measures may be taken to reduce falsification of identification codes. Preliminary security
check(s) can be used to determine if a card passes or fails these security and/or encryption
measures. If the identification code fails to pass the security check(s), a user may be denied
passage at an access control point 208, at block 525.
[0082]

If the identification code passes security check(s), the identification code is verified

against locally-stored lists, at block 530. Λ s discussed above, positive and/or negative lists can
be stored in memory 320 at access control point processing unit 300, a station server 224, a
station data store 216, and/or other device in the station system 130. At block 535, if the
identification code fails verification, a user is denied access, at block 525. Otherwise, if the
identification code passes verification, the user is granted access at block 540.
[0083]

Although transactions may be sent from access control point processing unit 300 to

station server 224 and/or from station server 224 to central ticketing system 1 12 in real time,
they may be queued for periodic transmittal at block 545, and ultimately transmitted at block
550. By queuing and periodically transmitting transaction information, the traffic on LAN 240

and WAN 140, as well as the processing loads of systems communicating on these networks,
may be reduced. It should be understood that, depending on the desired functionality of the
system, transaction information may further be transmitted for transactions in which user access
at a access control point 208 is denied.
[0084]

FIG. 5B is a flow chart demonstrating an alternative embodiment of a method of

allowing or denying access to a user at an access control point of a transit system. Steps are
followed similar to the method shown in FIG. 5A . This embodiment, however, does not involve
allowing passage of a user at an access control point 208. Instead, an identification code of the
user is flagged at block 555 if the identification code fails the preliminary security check(s) or
the identification code verification. This method may be used at, for example, exit gates of
transit system 100. Flagged identification codes can be transmitted at block 560 to the central
ticketing system 112, which can then put the flagged identification codes on a negative list and
propagate the negative list throughout the transit system 100.
[0085]

FIG. 6 is a flow chart illustrating an embodiment of a method for processing

transactions received from access control points 208 of a transit system. This method may be

used in conjunction with the methods of FIGS. 5A and 5B, as described above. While methods
of FIGS. 5A and 5B can be used by devices of a station system 130, the method of FIG. 6 can be
performed by a system such as the central ticketing system 112, to process transactions and
update transit user accounts.
[0086]

First, transaction(s) are received, at block 610. An identification code associated with

the transaction(s) is then determined at block 615 and associated with a transit user account, at
block 620. If the identification code is not associated with an account, the code is invalid and the
failed transaction(s) are logged, at block 625. List(s) can then be updated, at block 630. The
faulty identification code can, for example, be included on a negative list. Once updated, the
lists are then propagated throughout the system, at block 635.
[0087]

On the other hand, if the identification code is associated with a transit user account,

fare(s) for the transaction(s) are then calculated, at block 640. At block 645, it is determined
whether settlement with a funding source is required. Some products offered by the transit
service provider can, for example, allow unlimited rides for a certain period of time. Other
products allow for a certain number of rides or a certain value of credit to be provided to a user
before the product expires. In such a case, settlement with a funding source may not be required,
and the value of the product associated with the transit user account may be updated, at block
650.
[0088]

Other instances may require settlement with a funding source. Such instances may

include expiration of a product, purchase of a product, or transactions relating to a product
requiring frequent settlement with a funding source. In these instances the transaction(s) can be
queued for settlement, at block 655, for periodic settlement and settled with the funding source
165, at block 660. If the funding source is unable to fund the payment for the transactions) or

transaction(s) otherwise fail to settle, the failure is logged at block 625, and list(s) are updated, at
block 630, and propagated through the system, at block 635, accordingly.
[0089]

Otherwise, the successful transaction(s) are logged, at block 670. Successful

transaction(s) can impact a list. For example, removal of an identification code associated with
successful transaction(s) from a negative list. Thus, list(s) may be updated, at block 630, and
propagated throughout the system, at block 635, after successful transaction(s) as well. It will be

understood that updating list(s), at block 630, and/or propagating list(s), at block 635, may occur
after each instance transactions are logged, and/or they may be updated periodically in batches
according to the demands and capacity of the system.
[0090]

Mobile devices 180 may be used by a user to manage transit user accounts of the transit

system 100. Remote account management enables a user to perform many functions, such as
check an account balance or purchase an additional product, without the need to go to a TVM
212 or ticket booth. Furthermore, the account management features can be combined with a
transit application of an NFC-enabled mobile device 280 to facilitate using the NFC-enabled
mobile device 280 both for passage at access control points 208 of the transit system 100 and for
account management.
[0091]

FIG. 7A is a diagram illustrating an embodiment of a method for authenticating a

mobile device 180 (including an NFC-enabled mobile device 280) and associating it with a
transit user account. Such authentication may be desired for enabling a mobile device 180 to
receive messages from the transit service provider on the mobile device 180 and/or enabling the
a user to manage the transit user account with messages sent from the mobile device 180. The
method shown in FIG. 7A can be executed by a TVM 212, a station server 224, central ticketing
system 1 12, a customer contact center (e.g., customer service center 190) or device, through a
personal computer connected to the Internet, or some combination thereof. Furthermore, user
information may be provided with a personal computer, a ticket booth computer, a telephone, the
mobile device 180, a TVM 212, or some combination thereof.
[0092]

At block 710, messaging information for the mobile device 180 is provided, which can

be, for example, a phone number, instant messaging account identifier, or email address. A
passcode such as a personal identification number (PIN) or password can also be provided. This
information may be provided by a user in various ways, such as at a TVM 212, over the phone,
on the Internet, in a message sent from the mobile device 180, etc. Once this information is
received, a message can be sent to the mobile device 180, at block 715, to authenticate the
mobile device 180.
[0093]

Once a reply message is received from the mobile device 180, at block 720, a transit

user account associated with the mobile device messaging and passcode information is created,

at block 725, as described above. A request may then be made to the user to authenticate fare

media 250, in order to associate with the transit user account. Authentication may require a user
to present the fare media 250 to a customer service agent at a ticket booth. Alternatively, a user
can present the fare media 250 at a TVM 212, which can read authentication information from
the fare media 250. Once the authentication information is received, at block 735, the fare media
250 can be associated with the user account by associating authentication information, such as an
identification code, with the account. It will be understood that a user may perform steps at
blocks 710 and 735 at the same time, authenticating fare media 250 and providing mobile device
messaging information in one transaction. Moreover, according to some embodiments, more
than one fare media 250 may be associated with the transit user account.
[0094]

If a transit user account for the user of the mobile device 180 already exists and fare

media 250 is already associated with the account, blocks 725-740 can be omitted. Instead, the
messaging and passcode information may be accompanied with an identification code associated
with the transit user account, in which case the messaging and passcode information can be
associated with the existing transit user account.
[0095]

FIG. 7B is a diagram illustrating an alternative embodiment of a method for

authenticating a mobile device 180 and associating it with a transit user account hi this
embodiment, information regarding fare media 250 and a passcode is first acquired, at block 745.
This can be done by presenting the fare media 250 at a TVM 212, which can read authentication
information from the fare media. A transit user account can be created and a mobile device 180
can be authenticated in a manner similar to that shown by FIG. 7A.
[0096]

FIG. 8 is a flow chart illustrating an embodiment of a method for responding to

account management requests from a mobile device 180. After a transit user account has been
created and a mobile device 180 associated with the transit user account has been authenticated,
by using methods such as those shown in FIGS. 7A and 7B, a user may send messages from a
mobile device 180 to a transit services provider to manage the transit user account.
[0097]

The format and functionality of messages may vary, depending on the desired

functionality of such management from a mobile device 180. Short message service (SMS)
messages from a registered mobile device 180 can be brief. In such instances, SMS commands

from a mobile device 180 may require a simple text command. Table 1 illustrates example text
commands that can be used to manage an account.
TABLE 1 : SMS Commands

[0098]

For SMS messaging, the transit service provider can further make use of short codes to

establish itself with a mobile carrier for easy reference by a user. For instance, a user may send
an SMS message "TOPUP CTA," requesting a predetermined amount of value be added to a
product associated with a transit user account of a city transit authority (having a shortcode of
CTA). A funding source associated with the account may be used to fund the transaction. A full
transaction may proceed as shown in Table 2.
TABLE 2 : SMS Transaction
User Message:

TOPUP CTA

Transit Message: Use -4568 for $25
User Message:

Y

Transit Message: Confirmed add $25. Balance $28.95.
[0099]

In the example shown in Table 2, a user requests a top up of their City Transit

Authority user transit account, which is associated with the mobile device 180. The user transit
account can also be associated with a product. In the example of Table 2, this can be a pay-asyou-go product, which deducts a fare value from an account balance for each ride associated
with the transit user account. The transit user account further has an associated funding source
165, an account ending in "4568," and the transit service provider replies to the user request with

a confirmation request to fund the user' s top up request with a typical top up amount of $25 .

After the user confirms by sending the message "Y," the transit service provider draws the funds
from the funding source 165 and sends a reply message to the mobile device 180 confirming the
addition of $25 to the value of the product associated with the user's transit user account and
displaying a current balance of $28.95. For embodiments providing multiple fare media to be
associated with one transit user account, additional steps may be taken to verify on which fare
media the requested actions are intended to be taken.
[0100]

If a user registers a mobile device 180 for account management as discussed above, a

transit service provider can establish itself with the mobile carrier to enable the funding of the
transaction to be provided by the mobile carrier and billed to the user of the mobile device 180.
Thus, for example, a mobile phone user may use SMS messaging to add value to a product
associated with a transit user account. The funding can be provided to the transit service
provider by the mobile phone carrier and billed to the mobile phone user as part of the mobile
phone user's phone bill. Alternatively, the funding source could be through a financial
institution 160, payment card (credit or debit), or ACH transfer.
[0101]

Other types of messaging can be used. For mobile devices 180 having email or instant

message capabilities, the transit service provider can send and receive emails or instant messages
for account management functionality similar to that described above. The transit service
provider can receive and send messages with central ticketing system 112 and/or another system
connected to WAN 140 and/or to mobile carrier network 170.
[0102]

Turning again to FIG. 8, the embodiment of a method for responding to account

management requests from a mobile device 180 illustrated can be executed on a computer
system of the transit service provider another system as described above. Beginning at block
810, an account management request is received. The request can include messaging

information for the origin, such as a reply email address, phone number, or instant messaging
account. This information can be used to determine an associated transit user account 815. At
block 820, the messaging information is used to find a valid transit user account. If none is
found, a reply message may be sent describing the error, at block 855.
[0103]

If a valid transit user account is found, the nature of the request is then determined, at

block 830. As indicated in Table 1 above, there can be a variety of request associated with

managing a transit user account. Because not all requests require a funding source, at block 835
indicates a determination of whether the given request requires a funding source. If the request
does not require a funding source, the requisite information is gathered and/or the request is
performed, at block 825, and a reply message is sent to the mobile device 180, at block 850.
[0104]

If funding is required to complete the requested transaction, the request for the requisite

funding is made to the funding source, at block 840. If adequate funds are received, a reply
message indicating successful funds transfer is sent to the mobile device 180, at block 850,
otherwise a denial/error message is sent, at block 855. As with all methods described herein,
various embodiments contemplate different variations on the method described in FIG. 8. At
block 845, for example, funds can be guaranteed, but not yet received. Other variations are also
contemplated.
[0105]

FIG. 9 is a simplified block diagram illustrating an embodiment of a system for transit

alerting using predictive techniques. Location predictions for a particular user can be based on
ridership history collected and analyzed by the transit system 100. The ridership history can be
used to identify one or more ridership patterns, which can become obvious as regular users often
ride the same bus or train at a similar time each day. A location can then be predicted for a
transit system user at a given time, and announcements, notifications, marketing messages,
and/or other information relevant to the user can be sent to a user device 960 such as a computer,
telephone, mobile device 180 (including an NFC-enabled mobile device 280), PDA, e-book
reader, etc. Optionally, the user can enroll and potentially pay for these services; the user's
transit user account can indicate whether the user has enrolled and/or opted in for these services.
The messages can be sent by SMS, email, internet browser, phone application, audio notification
by phone, etc.
[0106]

Messages can contain a variety of helpful items to assist in a patron's daily commute.

For example, a time- and/or location-based marketing message can offer a coupon: "Good for
one latte at The Coffee Shop at 33rd street station before 9am on Tuesday March 3rd." A route
of line status may include: "The red line is experiencing delays today due to flooding. Suggest
taking the green line as alternate route." A message about a new fare product can indicate: "a
new fare product was created by the transit service provider that might make your normal
commute less expensive. .. ." These and other messages can be based on predicted locations of

where a user may be in the future, which can be determined by using identified historical travel
pattern(s) of the user.
[0107]

There are various advantages to knowing where a user will be in the future based on

predictive modeling. The alerting message can be better positioned and better aimed at the exact
travel patterns of a user minutes, hours, or days in advance. This allows advantageous
positioning of the messages giving the user the opportunity to plan in advance based on early
warning or early offers. Merchants can thereby drive messaging to impact habits of a user based
on predicted modeling. It can further be used to direct the user to new and/or different patterns
(i.e. pattern shaping) based on past history and desire to drive new and/or different travel or use

patterns. For example, a transit service provider can utilize identified ridership patterns to
provide fare tailoring (i.e., providing the best fare and/or individually-tailored planes for a user)
[01 08]

Additional services can be provided based on determination of one or more ridership

patterns. For example, a ridership pattern for a transit rider having fare media 250 with a
particular identification code can be established. If the transit rider falls out of this pattern for a
given day, a message may be sent to a device indicating that the pattern was broken and, if
applicable, transit and/or other conditions that may account for the departure in the transit rider's
ridership pattern. For example, utilizing an identified ridership pattern and transaction
information, the predictive engine 920 or other predictive unit can determine a predicted location
for a transit rider and whether the transit rider is at the predicted location at or during a predicted
time (by, for example, determining whether the transit rider made a transaction at and access
control point 208 at the predicted location during a predicted time or within a certain timeframe
of the predicted time). If not, a message can be sent to a user device 960 revealing the change in
the transit rider's behavior. Such messaging can be particularly of interest to a parent, having the
device receiving the message, who would like to be informed of any departures in the ridership
pattern of a child, wherein the child uses the fare media with the particular identification code.
In fact, such messaging can be used by any entity who has an interest in monitoring the
movement of a transit user within the transit system 100, such as a school administrator
monitoring school children, an employer monitoring an employee, a parole officer monitoring a
parolee, or any supervisor of a transit user.

[0109]

Setting up the monitoring of a transit user by a supervisor (e.g., parent, employer,

school administrator, etc.) can comprise various steps. A supervisory account may be set up, for
example, wherein the account holder and/or supervisor may register one or more fare media
(and/or identification codes associated with the one or more fare media) to be associated with the
account. Transactions using the registered fare media can thereby be associated with the
supervisory account. Preferences may be set for individual fare media (and/or identification
codes) to determine, for example, a time window after which message(s) may be sent if the fare
media is not used at a predicted location. The use of the fare media at the predicted location is
used to determine whether a transit user is at the predicted location. Furthermore, the
supervisory account may include contact information of one or more supervisors to which
messages can be sent.
[01 10]

Referring again to FIG. 9, a predictive engine 920 can utilize a variety of information

sources 910 to determine ridership patterns, predicted locations, predicted time and duration
(e.g., length of time) a user may be at the predicted location. Information sources 910 include,
but are not limited to, transit transactions 911, transit schedules 912, real-time transit updates
913, traffic information 914, real-time/forecast weather data 915, and other data sources 916. It
will be understood that the blocks of FIG. 9 may represent hardware systems of the transit
system 100, which can be located at the central control system 110, and/or may represent
hardware of a provider external to the transit system 100. Additionally or alternatively, they may
also represent virtualized systems that can be executed by other systems, such as central ticketing
system 112 and/or other systems connected to WAN 140. Thus, sources can include web pages
and other resources available on the Internet.
[0111]

Transit transactions 911 can provide the basis for predictive modeling. Transactions

can be associated with a transit user account, and can include a time, date, and location at which
a user associated with the transit user account may have entered or exited a transit station or
vehicle (e.g. bus, train, etc.), as well as a destination location and predicted time of arrival.
Utilizing information from a plurality of transactions of the user enables predictive engine 920 to
determine and/or identify one or more ridership patterns of the user, a predicted location of a
user at a predicted time, and a predicted duration the user may be at the predicted location.

[0112]

Further information may be used to inform the predictions of the predictive engine 920.

For example, the predictive engine can use transit schedules 912 and real-time transit updates
912 to determine that the bus a user typically rides has broken down and when the next bus is

expected to arrive at the user's location. Such a determination can enable the predictive engine
to predict a duration of time the user may be at a certain location, hi a similar manner, real-time

and/or forecast traffic information 914 and weather data 915 may also be used to inform the
predictive engine 920 of when a user may be at a predicted location and for how long.
[0113]

Not only can information sources 910 inform the predictive engine 920, but they can

inform the messaging system 930. Messaging system 930 can receive input from predictive
engine 920, information sources 910, and/or advertising system 940 to generate and
communicates messages to users. Messaging system 930 can use data and/or information
sources, in addition to those used by the predictive engine (such as predicted location and
predicted time/duration at the predicted location), to create personalized messages for a user.
Messaging system 930 can, for example, utilize transit transaction information 9 1 1 to determine
destination and/or origin locations of travel to determine possible demographic information.
[01 14]

The messaging system 930 can utilize various types of information to create

personalized messages. For example, the messaging system 930 can create messages using
information regarding a merchant's proximity to the user's predicted location, a transit service
schedule, current and/or future sports, community, and other events within a certain proximity to
the predicted location, current and/or forecast weather conditions, current and/or forecast traffic
conditions, and information from a governmental transportation authority. As discussed above,
the predicted duration of time a user is expected to be at a predicted location may impact the
message created by the messaging system 930. For example, an advertisement for a nearby
restaurant may be created if a user is expected to be at a predicted location for a long time,
whereas a coupon for a nearby coffee shop may be generated if the user is expected to be at the
predicted location for a shorter period of time. Information regarding the user device 960 to
which the message will be sent, such as whether it is a mobile device 180 and what kind of
mobile device it is, can also be used. The messaging system 930 then sends the message through
one or more networks 950 (e.g., WAN 140 and/or mobile carrier network 170) to the user device
960.

[0115]

Embodiments of the disclosed systems and methods contemplate various other data

sources 916. As with all information sources 910, the various other data sources may be internal
or external to the transit system 100, and may include Internet websites, private data sources, and
more. Other data sources 916 can include, for example, information from transportation
agencies regarding road constructions and road conditions. Other data sources 916 may further
include sources providing information regarding community calendars, sports events, concerts
and more, hi addition, a user may provide user preferences during, for example, a registration or
enrollment process to inform the type and/or frequency of messages sent to the user's device
960. These preferences may be stored in and/or associated with the user's transit user account.
[0116]

Advertisement information for the messaging system 930 can be generated by

advertisement system 940, which can receive and store advertisement information from external
sources (not shown), including advertisers. The messaging system 930 can utilize the
advertisement information to insert an advertisement or other marketing material into a message.
Additionally or alternatively, the messaging system 930 may provide information to the
advertising system 940, such as the predicted time and/or location, wherein the advertising
system can then create a personalized coupon, advertisement, or other marketing message and
return provide it to the messaging system 930. Although the advertisement system 940 can be a
part of the transit system 100, it can be external to the transit system 100 and operated by a thirdparty entity.
[011 7]

FIG. 1 OA is a diagram illustrating an embodiment of a method of transit alerting using

predictive techniques, this embodiment having particular applicability to sending message(s) to a
service subscriber if a transit user does not adhere to one or more established ridership patterns.
The method can begin, at block 1005, by collecting transit transaction data of a transit user. As
detailed above this may be accomplished by associating an identification code, used for passage
at access control points 208 of the transit system 100, with a transit user account. Data mining of

the transaction data can then be performed to identify ridership patterns of the user associated
with the transit user account, at block 1010.
[0118]

At block 1015, data from information sources 910 is retrieved. Using identified

ridership patterns and other relevant data, a predicted location of a transit user can be determined
at block 1020. This can include predicting a time and/or duration of time the user may be at the

predicted location. Moreover, because transaction data is utilized, a determination may further
be made as to whether the transit user is not at the predicted location within a certain timeframe.
Message(s) can then be generated, at block 1030, and sent to a service subscriber, at block 1035,
regarding whether the transit user was at a predicted location and/or conditions that may have
influenced why the transit user was not at the predicted location.

[0119]

FIG. 1OB is a diagram illustrating an alternative embodiment of a method of transit

alerting using predictive techniques, this embodiment having particular applicability to sending
notifications, marketing messages, and/or transit updates to a transit user. Similar to the steps of
FIG. 1OA, the method illustrated in FIG. 1OB can begin with colleting transit transaction data of
the transit user, at block 1005, identifying ridership patterns 1010, retrieving relevant data from
information sources, at block 1015, and determining a predicted location of a transit user, at
block 1020. The method further comprises gathering information relevant to advertising and/or
notifications, at block 1040, generating message(s) for the transit user, at block 1045, and
sending messages to the transit user, at block 1050.

[0120]

As shown above, the account-based transit system 100 can utilize various forms of fare

media for transactions of a user in the transit system 100. In addition to fare media discussed
above, reloadable prepaid cards, such as general purpose reloadable (GPR) bank cards, can be to
be used as fare media in the transit system 100. Reloadable prepaid cards are a particularly
convenient form of fare media because they can be issued and/or authorized by a payment brand
or their licensed issuing bank, enabling the reloadable prepaid cards to be used for retail
purchases at any retail location where the payment brand is accepted. Moreover, widespread use
of reloadable prepaid cards as fare media would reduce the burden on transit service providers to
obtain and distribute fare media to transit users. Instead, card issuers, such as issuing banks or
other financial institutions, can distribute reloadable prepaid cards for use, among other things, in
transit. If needed, the transit service provider can determine a value associated with the prepaid
reloadable card to provide balance information to a user or for use in determining whether the
prepaid reloadable card has sufficient value to fund a transaction. Distribution of such
reloadable prepaid cards in high-profile locations, like in a transit setting, is particularly
desirable.

[0121]

In FIGS. 11 and 12, a perspective view and block diagram of an embodiment of a

TVM 212 are shown. A vending machine processor 1200 is coupled to the other components of
the TVM 212 and transmits and receives signals to and from the other subsystems to cause the
other components to perform their intended functions. Reloadable prepaid cards and other fare
cards can be purchased and/or reloaded with value at the TVM 212. A coin/bill system 1204,
credit/debit card reader 1 112, and contactless card reader 1118 are used to make payments for
transactions at the TVM 212. A pin pad 1116 is provided adjacent to the credit/debit card reader
1112 to enter numerical information such as a PIN code for a debit card. A coin slot 1136 and
bill loader 1128 are used to accept cash. Change is returned in a change/receipt slot 1120 and
coin return 1124. Newly-issued reloadable prepaid cards, reloadable fare cards, and receipts are
also provided in the change/receipt slot. TVM 212 may further dispense single-ride fare cards
through card dispenser 1 144, which is coupled with a card storage unit (not shown) storing
reloadable prepaid cards for distribution. Information regarding transactions may be
communicated through a LAN 240 by the vending machine processor 1200 using, for example, a
network interface (not shown).
[0122]

Information regarding transaction may be communicated to various entities. For

example, it may be communicated to the central ticketing system 112 to create a transit user
account, a card issuer to approve and/or activate a card, or another entity. It will be understood
that a card issuer can comprise a financial institution 160, which can receive communication
from TVM 121 via financial network 150, central ticketing system 1 12, and/or WAN 140.
Moreover, a prepaid account associated with a reloadable prepaid card may comprise a funding
source 165 maintained by a financial institution 160 (which can be the card issuer of the
reloadable prepaid card).
[0123]

A display system 1104 prompts the card holder through the refill/purchase process. For

example, the screen prompts the purchaser to touch a start button/icon on a touch screen display
of the display system 1104 to begin the process. A textual display portion 1 106 can display
textual instructions for the user after the process has begun. Additionally or alternatively, an
audio system 1142, including a speaker, can produce audio commands. The user can be given a
menu of choices of how to proceed. For example, the menu may include choices to purchase a
reloadable prepaid card, reload a reloadable prepaid card, purchase a reloadable fare card, reload
a reloadable fare card, or purchase a single-ride fare card. It will be understood that, additionally

or alternatively to a touch screen display, other input interfaces may be utilized to accept input
from a user. This can include, but is not limited to a touchpad, keyboard, mouse, trackball, audio
input interface, joystick, etc.
[0124]

If the user chooses an option requiring payment, the user may be instructed, by menu

prompts, pre-recorded video and/or audio, on how to proceed with the payment. The user can be
given a choice to pay in cash or by credit/debit card. For cash purchases, the user is instructed to
insert coins or bills into the coin slot 1 136 or the bill loader 1128. For credit/debit card
purchases, the user is instructed to insert a credit or debit card into the credit/debit card reader
11 12, or touch an RFID-enabled credit or debit card to contactless card reader 1118. If the user
chooses to reload a reloadable prepaid card, the user can insert the reloadable prepaid card into
card reader 1112, or touch an RFID-enabled reloadable prepaid card to contactless card reader
1118, and proceed with a cash or credit/debit payment.
[0125]

Existing TVMs 212, which are almost universally deployed by transit agencies, may be

modified to distribute reloadable prepaid cards. Such modification of the machines presents
several advantages. First, transit users will have the convenient access to purchase and reload
reloadable prepaid cards, register the cards with a transit user account, and manage their account
at TVMs 212. Second, card issuers can utilize TVMs 212 that are already deployed and
maintained as distribution means for distributing cards to transit users. Third, transit agencies
may receive an income stream from card issuers for the deployment and servicing of TVMs 212.
Because these machines are already deployed and maintained, and modification expenses are
mim' mal, the marginal cost of including the reloadable prepaid cards is low. This makes money
for the transit service provider and reduces the cost of a reloadable prepaid card program.
[0126]

The activation and distribution of reloadable prepaid cards may further include

associating an NFC-enabled mobile device 280 with the reloadable prepaid card. For instance,
TVM 212 may further be configured to provision data to the NFC-enabled mobile device 280,
such as a primary account number (PAN) of the reloadable prepaid card, as well as digital
certificates required for contactless purchases. This information can be stored on a secure
memory of the NFC component of the NFC-enabled mobile device 280. The TVM 212 can
further be configured to communicate with the card issuer of the reloadable prepaid card to
indicate and/or enable the provisioning of data to the NFC-enabled mobile device 280. The

NFC-enabled mobile device 280 therefore can b e enabled to transmit information of the
reloadable prepaid card, and may be used instead of or in addition to the reloadable prepaid card.
For example, the NFC-enabled mobile device 280 may b e used for transactions inside the transit
system 100 (such as at access control points 208) as well as transactions outside the transit
system, such as for retail purchases.

[0127]

FIG. 13 A is a diagram of an embodiment of a method for concurrently distributing

reloadable prepaid cards and creating a transit user account. Beginning at block 1305, a request
to distribute a reloadable prepaid card is received. Such a request can come in various forms.
For example, a user may request a card by selecting a menu option at a TVM 212.

[0128]

At block 1310, user information is collected. User information can be minimal. For

example, it may only include a unique user identifier and/or passcode (such as a PBSf) to be able
to b e issued a reloadable prepaid card and establish a transit user account. On the other hand,
additional user information may be required under know your customer (KYC) and other
payment card regulation requirements, which can depend on the amount of value loaded to the
reloadable prepaid card to be issued. A transit service provider may also require additional user
information for the creation of transit user accounts. Such additional information can include a
name, phone number, address, email address, social security number (SSN) or other governmentissued identifier, a drivers license number, and/or other identification verification information. A
transit service provider may additionally accept user input regarding opt-in or opt-out selections
for additional services, user preferences, and/or product(s) for purchase to be associated with a
transit user account.

[01 29]

A payment can then be collected, at block 1315. The payment may b e used to pay for

the reloadable prepaid card, fees relating to the reloadable prepaid card, a value of the reloadable
prepaid card, a transit product associated with the reloadable prepaid card, or any combination
thereof. Additionally, it can b e in any form: cash, credit card, debit card, etc. For example, a
user may pay $50 for a reloadable prepaid card, including $5 for the issuing fee, $20 for a 10ride fare product associated with the reloadable prepaid card, and $25 in value of the reloadable
prepaid card for general purchases. The user may then use the issued reloadable prepaid card as
fare media in the transit system for 10 rides without altering the $25 value on the reloadable
prepaid card. Alternatively, a $50 purchase may include $5 for the issuing fee and $45 in value

of the reloadable prepaid card, where fare transactions of the transit system are deducted directly
from the value of the reloadable prepaid card.
[0130]

At block 1320, the transit user account is created. The account can include any or all of

the information provided by the user as described above. It may further inchide other data

generated by the transit service provider. Other information may also be provided by the user for
the transit user account, such as a funding source like an checking, savings, e-commerce, credit
card, or other type of account.
[0131]

At block 1325, some or all of the information collected at block 13 10 is transmitted to a

card issuer. The information transmitted can also include an amount of some or all of the
collected payment, as well as information about a reloadable prepaid card to be distributed, such
as the identification code. The card issuer, which can be the bank or other financial institution

that will maintain the prepaid account associated with the reloadable prepaid card, can run
compliance or other checks that may be required under government regulations for issuing the
reloadable prepaid card. It will be understood that card issuer can simply approve the
distribution of the reloadable prepaid card for later activation. For example, a reloadable prepaid
card may be distributed to a user who may have to perform additional steps, such as provide
identification verification directly to the card issuer via telephone, Internet, etc. The card issuer,
at block 1330, can then indicate approval and/or activation.
[0132]

Upon activation and/or approval of the issuance of the reloadable prepaid card, the

reloadable prepaid card can be associated with the account, at block 1335. For example, an
identification code for the reloadable prepaid card can be associated with the account. The
identification code can comprise, or be generated using, a PAN, expiry date, a bank account
number, a card verification value/code, and/or other unique identifier of the reloadable prepaid
card.
[0133]

At block 1340, a proxy file can be written to the reloadable prepaid card. The proxy

file can comprise information which can be used in connection with offline or other card

transactions. For example, the proxy file can include a shadow balance and last use information
to reduce the risk of non-payment at access control points 208 of the transit system 100 that may

not be connected with a station server 224. More specifically, a shadow balance can comprise an

indication of the reloadable prepaid card balance at terminals which do not have online
capabilities, and the last-use information can b e used as proof-of-payment.
[0134]

A proxy file may additionally include data to indicate whether a reloadable prepaid card

and/or a transit user account is active. The data may be, for example, a bit of data which, when
having a certain value, indicates that the reloadable prepaid card is inactive. Such functionality
can be useful in various scenarios. For example, when an access control point 208 cannot access
a negative and/or positive list, or the list(s) has not been properly updated, the access control
point can deny access when data on the card indicates the card is inactive. This data may be
written to the reloadable prepaid card by a TVM 212 or an access control point 208 that
determines the card is inactive. (Such a determination can be made by accessing the transit user
account and/or a negative list.) For embodiments of a transit system 100 where access control
points 208 are configured to allow access where an identification code of a reloadable prepaid
card is not on a negative list, reloadable prepaid cards may initially be issued with the data
indicating the card is inactive. The reloadable prepaid card may be activated (i.e., proxy file may
be written to indicate the card is active) at a TVM 212, ticketing booth, etc., when a transit user
account is created and associated with the reloadable prepaid card.
[0135]

The proxy file can be written to an unused portion of the memory of a prepaid

reloadable card, such as unused file space on a integrated circuit smart card using the credit/debit
card reader 1112, contactless card reader 1118, card loader 1130, or another card-writing
module. Alternatively, reloadable prepaid cards, access control points 208, and TVMs 212 may
be equipped with proxy capability, as disclosed by U.S. Patent Application No. 12/833,258, filed
July 9, 2010, entitled "Proxy-Based Payment System," which is incorporated herein for all
purposes. Finally, at block 1345, the reloadable prepaid card is distributed.
[0136]

FIG. 13B is a diagram of an alternative embodiment of a method for concurrently

distributing reloadable prepaid card and creating a transit user account. In this embodiment,
minimal user information, if any, is collected. Instead, a user can remain anonymous, and a
transit user account can be created and associated with the reloadable prepaid card, at blocks
1320 and 1335. The transit user account in this case may include information only about the

reloadable prepaid card and perhaps a transit product. At block 1350, information is transmitted
to a card issuer for reloadable prepaid card activation, such as a card identification code and a

value amount. Under current government regulations, a user can be allowed to remain
anonymous under certain conditions. Thus, approval of a user for a reloadable prepaid card may
not be required; the reloadable prepaid card may only need to be activated. It will be understood
that the card issuer may require a user to take additional steps to activate a reloadable prepaid
card.
[0137]

FIG. 13C is a diagram of yet another embodiment of a method for concurrently

distributing reloadable prepaid cards and creating a transit user account. This embodiment,
which is similar to the embodiment of FIG. 13 A, illustrates how the writing of a proxy file to the
reloadable prepaid card may be omitted.
[0138]

FIG. 13D is a swim-lane diagram of yet another embodiment of a method for

concurrently distributing reloadable prepaid cards and creating a transit user account, illustrating
how the steps of the method may be performed by a TVM 212, a central ticketing system 112,
and a card issuer (such as a financial institution 160).
[0139]

The method can begin at block 1305, when TVM 212 receives a request to distribute a

reloadable prepaid card. For example, a user may press a menu option on the display 1104 of
TVM 212. At block 1310, information is collected from a user at the TVM. As discussed above,
this information may vary depending on the functionality requirements of a transit services
provider, regulations regarding user information for reloadable prepaid cards meeting certain
criteria, etc. At block 1315, TVM 212 can receive payment from a user, and at block 1325, the
TVM 212 transmits information to a card issuer for approval and/or activation. In addition to the
user information collected at block 1310, the information transmitted at block 1325 can include
all or part of a payment amount, an identification code of a reloadable prepaid card to be
distributed, and other information that may be required by the card issuer.
[0140]

At block 1360, the card issuer receives the information transmitted by the TVM 212.

Using the transmitted information, such as a payment amount, card issuer can determine whether
compliance checks are needed, at block 1365. Compliance checks may include checking certain
information against government lists as required by government regulations, checks internal to a
financial institution or network, or other types of information verification. If such compliance
checks are not needed, the card issuer can simply approve and/or activate the reloadable prepaid

card, at block 1390. If the compliance checks are needed, the card issuer can run checks to
determine whether or not the transmitted information passes compliance, at block 1370. If the
information fails compliance checks, the card issuer can inform the TVM 212 that the request for
a reloadable prepaid card has been denied, and the TVM 212 can inform the user of the denial
1375.
[0141]

At block 1390, if the card issuer determines that the information has passed compliance

checks, the card issuer can approve and/or activate the reloadable prepaid card. The card issuer

can inform the TVM 212 of the approval and/or activation, which can distribute the reloadable
prepaid card, at block 1340. The TVM 212 can then transmit information to the central ticketing
system 112 for creation of a transit user account, at block 1380. The information transmitted by
the TVM 212 to the central ticketing system 1 12 can include user information collected at block
1310, payment information, information from the card issuer transmitted along with the

approval/activation indication, and other information that can be included in the transit user
account as desired by the transit services provider.
[0142]

In response to receiving the information, the central ticketing system 112 can create the

transit user account at block 1320, and enable the reloadable prepaid card to be used as fare
media 250 in the transit system 100, at block 1385. Enabling the reloadable prepaid card to be
used as fare media 250 in the transit system 100 can comprise different steps, depending on the
functionality of the transit system. For example, the central ticketing system 100 may generate
and/or update lists to include the information code of the reloadable prepaid card and propagate
the lists to station servers 224 and/or access control points 208 of the transit system.
Additionally or alternatively, enabling a reloadable prepaid card for use at access points in the
transit system 100 could simply entail storing and/or otherwise associating the identification
code of the reloadable prepaid card with the transit user account.
[0143]

It will be understood that any number of variations may be made on the embodiment of

FIG. 13D. Distributing a reloadable prepaid card to the user at block 1340, for instance, could
occur after a transit user account has been created. Block 1380, where a TVM 212 transmits
information to central ticketing system 112 could take place after the TVM requests and receives
additional information and/or input from the user. A card issuer may request additional
information, such as identification verification information, from user at the TVM 212 after

information is received at block 1360, but before the reloadable prepaid card is
approved/activated at block 1390. Other embodiments are considered.
[0144]

FIG. 14 is a diagram of an embodiment of a method for reloading a reloadable prepaid

card, which can be initiated by a user a TVM 212. At block 1410, a request is received to load
value onto the reloadable prepaid card, and at block 1420 the card information is collected. Card
information can include an identification code for the reloadable prepaid card. This may be
collected, as discussed above, by inserting the reloadable prepaid card into a card reader 1112, or
touching an RFID-enabled reloadable prepaid card to a contactless card reader 1118 of the TVM
212.
[0145]

Following steps similar to those taken when activating a reloadable prepaid card, a

payment is collected at block 1430, payment information is transmitted to the card issuer at block
1440, and an acknowledgement of payment is received from the card issuer at block 1450.

Depending on the arrangement between the card issuer and the transit services provider, the
payment information transmitted to the card issuer may include all or a portion of the payment
collected at block 1430. For example, payment information may include an amount equal to the
amount of the payment collected minus a fee for reloading the reloadable prepaid card. Along
with payment information, identification information for the reloadable prepaid card such as the
identification code, can be transmitted to the card issuer.
[0146]

At block 1460, the user transit account is updated. This can include merely associating

the reload transaction with the user transit account, updating a value of a transit product
associated with the account, and/or updating other information of the account. The update to the
account can be performed by central ticketing system 112 and may impact the positive and/or
negative list(s) propagated throughout the transit system 100.
[0147]

At block 1470, if a reloadable prepaid card includes a proxy file, the proxy file can be

updated. For a user at a TVM 212, this may require the user to insert the reloadable prepaid card
into a card reader 1112, or touch the RFID-enabled reloadable prepaid card to a contactless card
reader 1118. Updates to the proxy file can include updates to the shadow balance and last use
information as reflected by the reloading of the reloadable prepaid card. Finally, at block 1480, a
receipt and/or other payment acknowledgement may be provided to the a user.

[0148]

In the foregoing description, for the purposes of illustration, methods were described in

a particular order. It should be appreciated that in alternate embodiments, the methods may be
performed in a different order than that described. It should also be appreciated that the methods
described above may be performed by hardware components or may be embodied in sequences
of machine-executable instructions, which may be used to cause a machine, such as a generalpurpose or special-purpose processor or logic circuits programmed with the instructions to
perform the methods. These machine-executable instructions may be stored on one or more
machine readable mediums, such as CD-ROMs or other type of optical disks, floppy diskettes,
ROMs, RAMs, EPROMs, EEPROMs, magnetic or optical cards, flash memory, or other types of
machine-readable mediums suitable for storing electronic instructions. Alternatively, the
methods may be performed by a combination of hardware and software.
[0149]

While illustrative and presently preferred embodiments of the disclosed systems,

methods, and machine-readable media have been described in detail herein, it is to be understood
that the inventive concepts may be otherwise variously embodied and employed, and that the
appended claims are intended to be construed to include such variations, except as limited by the
prior art.

WHAT IS CLAIMED IS:
1.

A method for providing messages based on an identified ridership pattern

of a user of a transit system, the method comprising:
receiving information associated with a plurality of transactions of the user of the
transit system, wherein:
each of the plurality of transactions is associated with an entry or
exit of the user of the transit system at an access control point of the transit
system; and

the information associated with the plurality of transactions
includes a time and location of each of the plurality of transactions;

identifying a ridership pattern of the user of the transit system, based, at least in
part, on the plurality of transactions;
determining the predicted location of the user of the transit system based, at least

in part, on the identified ridership pattern;
determining a predicted time for which the user of the transit system will be at the

predicted location, wherein
the predicted time is based, at least in part, on the identified
ridership pattern;

the predicted time includes one or both of:
a time of day; or
a length of time;
using the predicted location and the predicted time to formulate a message; and
sending the message.
2.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 1 wherein the message comprises one or
more of:
a short message service (SMS) message;
an email;
an audio message;
an instant message; and
an application executed by a mobile phone or other mobile device.

3.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 1, further comprising determining if the
user of a transit system is not at the predicted location during a certain period of time.
4.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 3, wherein the plurality of transactions
are associated with an account.
5.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 4 wherein:
the account is a supervisory account; and
the message is sent using contact information of one or more supervisors

associated with the account.
6.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 1, further comprising receiving additional
information, wherein the generating the message is based, at least in part, on the additional
information.
7.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 6, wherein the additional information
includes one or more of:
a merchant's proximity to the predicted location;
a transit service schedule;
current and/or future sports events within a certain proximity to the predicted
location;

current and/or future community events within a certain proximity to the

predicted location;
information regarding a device receiving the message;
information from train and/or bus location and/or next stop systems;
current and/or forecast weather conditions;
current and/or forecast traffic conditions; and

information from a governmental transportation authority.

8.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 6, wherein the message includes one or
more of:
an advertisement;

a suggested alternate route;
an indication that the user of the transit system was not at a predicted location

during a certain timeframe;
information regarding the status of a transit service;
current and/or forecast traffic conditions; and
current and/or forecast weather conditions.
9.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 1, further comprising determining a
predicted length of time the user of the transit system will be at the predicted location, wherein
the generating the message is further based, at least in part, on the predicted length of time that
the user of the transit system will be at the predicted location.
10.

The method for providing messages based on the identified ridership

pattern of the user of the transit system recited in claim 1, wherein the information associated
with the plurality of transactions further includes a destination.
11.

A system for sending messages to a mobile device based on a predicted

location of a user of a transit system, the system comprising:
a predictive unit configured to:
receive information associated with a plurality of transactions of
the user of a the transit system, wherein:
each of the plurality of transactions is associated

with an entry or exit of the user of the transit system at an access
control point of the transit system; and

the information associated with the plurality of

transactions includes a time and location of each of the plurality of
transactions;

identify a ridership pattern of the user of the transit system, based,
at least in part, on the information associated with the plurality of transactions;

determine the predicted location of the user of the transit system;
determine a predicted time for which the user of the transit system
will be at the predicted location, wherein the predicted time includes one or both
of:

a time of day; or
a length of time; and
communicate the predicted location and the predicted time to a
messaging system; and
the messaging system communicatively coupled with the predictive unit and one
or more networks, the messaging system configured to:
receive the predicted location and the predicted time from the
predictive unit;
use the predicted location and the predicted time to formulate a
message; and

send the message, with the one or more networks, to the mobile
device.
12.

The system for sending messages to the mobile device based on the

predicted location of the user of the transit system recited in claim 1 1, wherein the predictive unit
is further configured to determine that the user of a transit system is not at the predicted location

at the predicted time.
13.

The system for sending messages to the mobile device based on the

predicted location of the user of the transit system recited in claim 11, wherein the predictive
unit, the messaging system, or both, is further configured to receive additional information from
one or more information sources, wherein the message is based, at least in part, on the additional
information.
14.

The system for sending messages to the mobile device based on the

predicted location of the user of the transit system recited in claim 13, wherein the additional
information includes one or more of:
a merchant's proximity to the predicted location;

a transit service schedule;
current and/or future sports events within a certain proximity to the predicted

location;
current and/or future community events within a certain proximity to the

predicted location;
information regarding the mobile device;
information from train and /or bus location and/or next stop systems;
current and/or forecast weather conditions;
current and/or forecast traffic conditions; and

information from a governmental transportation authority.
15.

The system for sending messages to the mobile device based on the

predicted location of the user of the transit system recited in claim 13, wherein the message
includes one or more of:
an advertisement;

a suggested alternate route;
an indication that the user of the transit system was not at a predicted location

during a certain timeframe;
information regarding the status of a transit service;
current and/or forecast traffic conditions; and
current and/or forecast weather conditions.
16.

The system for sending messages to the mobile device based on the

predicted location of the user of the transit system recited in claim 11, wherein the predictive
unit, the messaging system, or both, is further configured to:
send information including the predicted location to an advertising system; and
receive advertising information from the advertising system, wherein the message
is generated based, at least in part, on the advertising information.
17.

One or more machine-readable media having a set of instructions stored

thereon for sending messages to a mobile device based on a predicted location of a user of a
transit system, the instructions causing one or more machines to:
receive information associated with a plurality of transactions of the user of the
transit system, wherein:

each of the plurality of transactions is associated with an entry or
exit of the user of the transit system at an access control point of the transit
system; and

the information associated with the plurality of transactions
includes a time and location of each of the plurality of transactions;

identify a ridership pattern of the user of the transit system, based, at least in part,

on the plurality of transactions;
determine a predicted location of the user of the transit system based, at least in
part, on the ridership pattern;

determine a predicted time for which the user of the transit system will be at the
predicted location, wherein:
the predicted time is based, at least in part, on the ridership pattern;
and

the predicted time includes one or both of:
a time of day; or
a length of time;
use the predicted location and the predicted time to formulate a message; and
send the message to the mobile device.
18.

The one or more machine-readable media having the set of instructions

stored thereon for sending messages to the mobile device based on the predicted location of the
user of the transit system recited in claim 17, wherein the instructions are further configured to
cause the one or more machines to determine that the user of a transit system is not at the
predicted location at the predicted time.
19.

The one or more machine-readable media having the set of instructions

stored thereon for sending messages to the mobile device based on the predicted location of the
user of the transit system recited in claim 17, wherein the instructions are further configured to
cause the one or more machines to receive additional information from one or more information
sources, wherein the message is based, at least in part, on the additional information.
20.

The one or more machine-readable media having the set of instructions

stored thereon for sending messages to the mobile device based on the predicted location of the

user of the transit system recited in claim 19, wherein the additional information includes one or
more of:
a merchant' s proximity to the predicted location;
a transit service schedule;
current and/or future sports events within a certain proximity to the predicted
location;

current and/or future community events within a certain proximity to the

predicted location;
information regarding the mobile device;
current and/or forecast weather conditions;
current and/or forecast traffic conditions; and

information from a governmental transportation authority.
21.

The one or more machine-readable media having the set of instructions

stored thereon for sending messages to the mobile device based on the predicted location of the
user of the transit system recited in claim 19, wherein the message includes one or more of:
an advertisement;

a suggested alternate route;
an indication that the user of the transit system was not at a predicted location

during a certain timeframe;
information regarding the status of a transit service;
current and/or forecast traffic conditions; and
current and/or forecast weather conditions.
22.

The one or more machine-readable media having the set of instructions

stored thereon for sending messages to the mobile device based on the predicted location of the
user of the transit system recited in claim 17, wherein the instructions are further configured to
cause the one or more machines to:
send information including the predicted location to an advertising system; and
receive advertising information from the advertising system, wherein the message
is generated based, at least in part, on the advertising information.

