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MULTIPLE-FIELD BASED CODE 
GENERATOR AND DECODER FOR 
COMMUNICATIONS SYSTEMS 
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U.S. Pat. No. 6,320,520 issued to Luby et al. entitled 
“Information Additive Group Code Generator and Decoder 
for Communication Systems’ (hereinafter “Luby II'); 

U.S. Pat. No. 7,068,729 issued to Shokrollahi et al. entitled 
“Multi-Stage Code Generator and Decoder for Communica 
tion Systems” (hereinafter “Shokrollahi I’): 

U.S. Pat. No. 6,909,383 entitled “Systematic Encoding and 
Decoding of Chain Reaction Codes’ issued to Shokrollahi et 
al. (hereinafter “Shokrollahi II'); 

U.S. Pat. No. 6,856.263 entitled “Systems and Processes 
for Decoding Chain Reaction Codes through Inactivation.” 
issued to Shokrollahi et al. (hereinafter "Shokrollahi III'); 
and 

U.S. Patent Publication No. 2005/0219070 A1 entitled 
“Protection of Data from Erasures Using Subsymbol Based 
Codes” by Shokrollahi, filed Dec. 1, 2004 (hereinafter “Shok 
rollahi IV). 

FIELD OF THE INVENTION 

The present invention relates to encoding and decoding 
data in communications systems and more specifically to 
communication systems that encode and decode data to 
account for errors and gaps in communicated data. Commu 
nication is used in a broad sense, and includes but is not 
limited to transmission of digital data of any form through 
space and/or time. 

BACKGROUND OF THE INVENTION 

Transmission of files and streams between a sender and a 
recipient over a communications channel has been the Subject 
of much literature. Preferably, a recipient desires to receive an 
exact copy of data transmitted over a channel by a sender with 
some level of certainty. Where the channel does not have 
perfect fidelity (which covers most all physically realizable 
systems), one concern is how to deal with data lost or garbled 
in transmission. Lost data (erasures) are often easier to deal 
with than corrupted data (errors) because the recipient cannot 
always tell when corrupted data is data received in error. 
Many error-correcting codes have been developed to correct 
for erasures and/or for errors. Typically, the particular code 
used is chosen based on some information about the infideli 
ties of the channel through which the data is being transmitted 
and the nature of the data being transmitted. For example, 
where the channel is known to have long periods of infidelity, 
a burst error code might be best suited for that application. 
Where only short, infrequent errors are expected a simple 
parity code might be best. 

Data transmission is straightforward when a transmitter 
and a receiver have all of the computing power and electrical 
power needed for communications and the channel between 
the transmitter and receiver is clean enough to allow for 
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2 
relatively error-free communications. The problem of data 
transmission becomes more difficult when the channel is in an 
adverse environment or the transmitter and/or receiver has 
limited capability. 
One solution is the use of forward error correcting (FEC) 

techniques, wherein data is coded at the transmitter Such that 
a receiver can recover from transmission erasures and errors. 
Where feasible, a reverse channel from the receiver to the 
transmitter allows for the receiver to communicate about 
errors to the transmitter, which can then adjust its transmis 
sion process accordingly. Often, however, a reverse channel is 
not available or feasible or is available only with limited 
capacity. For example, where the transmitteris transmitting to 
a large number of receivers, the transmitter might not be able 
to handle reverse channels from all those receivers. As 
another example, the communication channel may be a stor 
age medium and thus the transmission of the data is forward 
through time and, unless someone invents a time travel 
machine that can go back in time, a reverse channel for this 
channel is infeasible. As a result, communication protocols 
often need to be designed without a reverse channel or with a 
limited capacity reverse channel and, as such, the transmitter 
may have to deal with widely varying channel conditions 
without a full view of those channel conditions. 
The problem of data transmission between transmitters and 

receivers is made more difficult when the receivers need to be 
low-power, small devices that might be portable or mobile 
and need to receive data at high bandwidths. For example, a 
wireless network might be set up to deliver files or streams 
from a stationary transmitter to a large or indeterminate num 
ber of portable or mobile receivers either as a broadcast or 
multicast where the receivers are constrained in their com 
puting power, memory size, available electrical power, 
antenna size, device size and other design constraints. 
Another example is in storage applications where the receiver 
retrieves data from a storage medium which exhibits infideli 
ties in reproduction of the original data. Such receivers are 
often embedded with the storage medium itselfin devices, for 
example disk drives, which are highly constrained in terms of 
computing power and electrical power. 

In Such a system, considerations to be addressed include 
having little or no reverse channel, limited memory, limited 
computing cycles, power, mobility and timing. Preferably, 
the design should minimize the amount of transmission time 
needed to deliver data to potentially a large population of 
receivers, where individual receivers and might be turned on 
and offat unpredictable times, move in and out of range, incur 
losses due to link errors, mobility, congestion forcing lower 
priority file or stream packets to be temporarily dropped, etc. 

In the case of a packet protocol used for data transport over 
a channel that can lose packets, a file, stream or other block of 
data to be transmitted overa packet network is partitioned into 
equal size input symbols, encoding symbols the same size as 
the input symbols are generated from the input symbols using 
an FEC code, and the encoding symbols are placed and sent in 
packets. The “size' of a symbol can be measured in bits, 
whether or not the symbol is actually broken into a bit stream, 
where a symbol has a size of M bits when the symbol is 
selected from an alphabet of 2' symbols. In such a packet 
based communication system, a packet oriented erasure FEC 
coding scheme might be suitable. A file transmission is called 
reliable if it allows the intended recipient to recover an exact 
copy of the original file even in the face of erasures in the 
network. A stream transmission is called reliable if it allows 
the intended recipient to recover an exact copy of each part of 
the stream in a timely manner even in the face of erasures in 
the network. Both file transmission and stream transmission 
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can also be somewhat reliable, in the sense that some parts of 
the file or stream are not recoverable or for streaming if some 
parts of the stream are not recoverable in a timely fashion. 
Packet loss often occurs because sporadic congestion causes 
the buffering mechanism in a router to reach its capacity, 
forcing it to drop incoming packets. Protection against era 
Sures during transport has been the Subject of much study. 

In the case of a protocol used for data transmission over a 
noisy channel that can corrupt bits, a block of data to be 
transmitted over a data transmission channel is partitioned 
into equal size input symbols, encoding symbols of the same 
size are generated from the input symbols and the encoding 
symbols are sent over the channel. For Such a noisy channel 
the size of a symbol is typically one bit or a few bits, whether 
or not a symbol is actually broken into a bit stream. In such a 
communication system, a bit-stream oriented error-correc 
tion FEC coding scheme might be Suitable. A data transmis 
sion is called reliable if it allows the intended recipient to 
recover an exact copy of the original block even in the face of 
errors (symbol corruption, either detected or undetected in the 
channel). The transmission can also be somewhat reliable, in 
the sense that Some parts of the block may remain corrupted 
after recovery. Symbols are often corrupted by sporadic 
noise, periodic noise, interference, weak signal, blockages in 
the channel, and a variety of other causes. Protection against 
data corruption during transport has been the Subject of much 
study. 

Chain reaction codes are FEC codes that allow for genera 
tion of an arbitrary number of output symbols from the fixed 
input symbols of a file or stream. Sometimes, they are referred 
to as fountain or rateless FEC codes, since the code does not 
have an a priori fixed transmission rate. Chain reaction codes 
have many uses, including the generation of an arbitrary 
number of output symbols in an information additive way, as 
opposed to an information duplicative way, wherein the latter 
is where output symbols received by a receiver before being 
able to recover the input symbols duplicate already received 
information and thus do not provide useful information for 
recovering the input symbols. Novel techniques for generat 
ing, using and operating chain reaction codes are shown, for 
example, in Luby I, Luby II, Shokrollahi I and Shokrollahi II. 
One property of the output symbols produced by a chain 

reaction encoder is that a receiver is able to recover the origi 
nal file or block of the original stream as soon as enough 
output symbols have been received. Specifically, to recover 
the original K input symbols with a high probability, the 
receiver needs approximately K+A output symbols. The ratio 
A/K is called the “relative reception overhead.” The relative 
reception overhead depends on the number K of input sym 
bols, and on the reliability of the decoder. 

It is also known to use multi-stage chain reaction 
(“MSCR) codes, such as those described in Shokrollahi I 
and/or II and developed by Digital Fountain, Inc. under the 
trade name "Raptor codes. Multi-stage chain reaction codes 
are used, for example, in an encoder that receives input sym 
bols from a source file or source stream, generates interme 
diate symbols from the input symbols and encodes the inter 
mediate symbols using chain reaction codes. More 
particularly, a plurality of redundant symbols is generated 
from an ordered set of input symbols to be communicated. A 
plurality of output symbols are generated from a combined 
set of symbols including the input symbols and the redundant 
symbols, wherein the number of possible output symbols is 
much larger than the number of symbols in the combined set 
of symbols, wherein at least one output symbol is generated 
from more than one symbol in the combined set of symbols 
and from less than all of the symbols in the combined set of 
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4 
symbols, and such that the ordered set of input symbols can be 
regenerated to a desired degree of accuracy from any prede 
termined number, N, of the output symbols. It is also known 
to use the techniques described above to encode and decode 
systematic codes, in which the input symbols are includes 
amongst the possible output symbols of the code. This may be 
achieved as described in Shokrollahi II by first applying a 
transformation to the input symbols followed by the steps 
described above, said enhanced process resulting in the first 
outputSymbols generated by the code being equal to the input 
symbols. As will be clear to those of skill in the art of error and 
erasure coding, the techniques of Shokrollahi II may be 
applied directly to the codes described or Suggested herein. 

For some applications, other variations of codes might be 
more suitable or otherwise preferred. 
The MSCR codes and chain reaction codes described 

above are extremely efficient in terms of their encoding and 
decoding complexity. One of the reasons for their efficiency is 
that the operations that are performed are linear operations 
over the field GF(2), i.e., the simple field over one bit where 
the operation of adding two field elements is simply the 
logical XOR operation, and the operation of multiplying two 
field elements is simply the logical AND operation. Generally 
these operations are performed over multiple bits concur 
rently, e.g., 32 bits at a time or 4 bytes at a time, and Such 
operations are supported natively on all modern CPU proces 
sors. On the other hand, when used as erasure FEC codes, 
because the operations are over GF(2), it turns out that the 
chance that the receiver can decode all the input symbols goes 
down by at most approximately one-half for each additional 
symbol received beyond the first K, where K is the number of 
original input symbols. For example, if K+A encoding sym 
bols are received then the chance that the recover process fails 
to recover the K original input symbols is at least 2'. What 
would be a more desirable behavior is if the chance of decod 
ing failure decreased more rapidly as a function of A. 

There are other erasure and error-correcting FEC codes 
that operate over larger fields, for example Reed-Solomon 
codes that operate over GF(4), or over GF(8), or over 
GF(256), or more generally over GF(2) for any L>1, and also 
LDPC codes that operate over larger fields. The advantage of 
such FEC codes is that, for example in the case oferasure FEC 
codes, the chance of decoding failure decreases much more 
rapidly as a function of Athan FEC codes over GF(2). On the 
other hand, these FEC codes are typically much less efficient 
in terms of encoding and decoding complexity, and one of the 
primary reasons for that is because the operations over larger 
fields are much more complex and/or are not natively Sup 
ported on modern CPUs, and the complexity typically grows 
as the field size grows. Thus, the FEC codes that operate over 
larger finite fields are often much slower or impractical com 
pared to FEC codes that operate over GF(2). 

Thus, what is needed are erasure and error-correcting FEC 
codes that are extremely efficient in terms of their encoding 
and decoding complexity with the property that the chance of 
decoding failure decreases very rapidly as a function of the 
number of symbols received beyond the minimal number 
needed by an ideal FEC code to recover the original input 
symbols. 

BRIEF SUMMARY OF THE INVENTION 

According to one embodiment of the invention, a method 
of encoding data for transmissions from a source to a desti 
nation over a communications channel is provided. The 
method operates on an ordered set of input symbols and may 
generate Zero or more redundant symbols from the input 
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symbols, each redundant symbol being equal to a linear com 
bination of a number of the input symbols with coefficients 
taken from one or more finite fields, wherein the finite field 
used may differ as between different input symbols and 
between different redundant symbols. The method includes 5 
generation of a plurality of output symbols from the com 
bined set of symbols including the input symbols, and the 
redundant symbols if there are any redundant symbols, 
wherein each output symbol may be generated from one or 
more of the combined input and redundant symbols, wherein 10 
each output symbol is generated as a linear combination of a 
number of the input and redundant symbols with coefficients 
taken from one or more finite fields wherein the finite field 
used may differ as between different input and redundant 
symbols, between different output symbols and between the 15 
output symbols and the redundant symbols and Such that the 
ordered set of input symbols can be regenerated to a desired 
degree of accuracy from any predetermined number of the 
output symbols. 
The methods can also be used to generate output symbols, 20 

wherein the number of possible output symbols that can be 
generated from a fixed set of input symbols may be much 
larger than the number of input symbols. 

According to another embodiment of the invention, the 
method includes receiving at a destination at least Some of the 25 
output symbols sent from a source over a communications 
channel, where the transmission over the channel may result 
in the loss or corruption of some of the sent symbols, and 
where some of the received symbols may be known to be 
correctly received and information about the degree of cor- 30 
ruption of symbols may also be provided. The method 
includes regenerating at the destination the ordered set of 
inputSymbols to a desired degree of accuracy that depends on 
how many symbols are received and the knowledge of the 
corruption of the received symbols. 35 

This embodiment can also include receiving at a destina 
tion at least some of the output symbols, wherein the number 
of possible output symbols that can be received may be much 
larger than the number of input symbols. 

According to another embodiment of the invention, a 40 
method of encoding data for transmission from a source to a 
destination over a communications channel is provided. The 
method operates on an ordered set of input symbols and 
includes generating a plurality of redundant symbols from the 
input symbols. The method also includes generating a plural- 45 
ity of output symbols from a combined set of symbols includ 
ing the inputSymbols and the redundant symbols, wherein the 
operation applied in the generation of output symbols is over 
a small finite field (for example GF(2)) and such that the 
ordered set of input symbols can be regenerated to a desired 50 
degree of accuracy from any predetermined number of the 
output symbols. The plurality of redundant symbols is gen 
erated from the ordered set of input symbols, wherein the 
operations to generate the redundant symbols is over a finite 
field that is not GF(2) (for example, GF(256)) or is over a mix 55 
of more than one finite field (for example, some operations 
over GF(2), some operations over GF(256)). 

According to still another embodiment of the invention, a 
system for receiving data transmitted from a source over a 
communications channel is provided using similar tech- 60 
niques. The system comprises a receive module coupled to a 
communications channel for receiving output symbols trans 
mitted over the communications channel, wherein each out 
put symbol is generated from at least one symbol in the 
combined set of symbols including the input symbols and the 65 
redundant symbols, wherein the operation applied in the gen 
eration of output symbols is over a small finite field (for 
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example GF(2)) and such that the ordered set of input sym 
bols can be regenerated to a desired degree of accuracy from 
any predetermined number of the output symbols, wherein 
the input symbols are from an ordered set of input symbols, 
wherein the redundant symbols are generated from the input 
symbols and wherein the plurality of redundant symbols is 
generated from the ordered set of input symbols, wherein the 
operations to generate the redundant symbols is over a finite 
field that is not GF(2) (for example, GF(256)) or is over a mix 
of more than one finite field (for example, some operations 
over GF(2), some operations over GF(256)). 

According to yet another embodiment of the invention, a 
computer data signal embodied in a carrier wave is provided. 
Numerous benefits are achieved by way of the present 

invention. For example, in a specific embodiment, the com 
putational expense of encoding data for transmission over a 
channel is reduced. In another specific embodiment, the com 
putational expense of decoding such data is reduced. In yet 
another specific embodiment, the error probability of the 
decoder is reduced, while keeping the computational expense 
of encoding and decoding low. Depending upon the embodi 
ment, one or more of these benefits may be achieved. These 
and other benefits are provided in more detail throughout the 
present specification and more particularly below. 
A further understanding of the nature and the advantages of 

the inventions disclosed herein may be realized by reference 
to the remaining portions of the specification and the attached 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a communications system 
according to one embodiment of the present invention. 

FIG. 2 is a block diagram an encoder according to one 
embodiment of the present invention. 

FIG.3 is a simplified block diagram of a method of gener 
ating redundant symbols according to one embodiment of the 
present invention. 

FIG. 4 is a simplified block diagram of the basic operation 
of a static encoder according to one embodiment of the 
present invention. 

FIG. 5 is a simplified block diagram of a dynamic encoder 
according to one embodiment of the present invention. 

FIG. 6 is a simplified block diagram of a basic operation of 
a dynamic encoder according to one embodiment of the 
present invention. 

FIG. 7 is a simplified block diagram of a static encoder 
according to one embodiment of the present invention. 

FIG. 8 is a simplified block diagram of the basic operation 
a static encoder according to one embodiment of the present 
invention. 

FIG. 9 is a simplified diagram of a method for calculating 
encoding parameters according to one specific embodiment 
of a static encoder. 

FIG. 10 is a simplified flow diagram of a static encoder 
according to another embodiment of the present invention. 

FIG. 11 is a simplified block diagram of a decoder accord 
ing to one embodiment of the present invention. 

FIG. 12 is a simplified flow diagram of an operation of a 
decoder according to one embodiment of the present inven 
tion. 

FIG. 13 is a simplified flow diagram of an operation of a 
decoder according to another embodiment of the present 
invention. 

FIG. 14 is a simplified flow diagram of an operation of a 
decoder according to yet another embodiment of the present 
invention. 
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FIG. 15 is a simplified block diagram of a dynamic decoder 
according to one embodiment of the present invention. 

FIG. 16 is a simplified block diagram of a static decoder 
according to one embodiment of the present invention. 

FIG. 17 illustrates source symbol from sub-symbol map 
pings. 

FIG. 18 illustrates possible settings of file download 
parameters for various file sizes. 

FIG. 19 illustrates possible settings of streaming param 
eters for various source block sizes. 

FIG. 20 illustrates a form of a matrix that represents a 
relationship between source and intermediate symbols. 

FIG. 21 illustrates a degree distribution for the degree 
generator. 

FIG.22 illustrates a form of the matrix A that can be used 
for decoding. 

FIG. 23 illustrates a block decomposition of the matrix A 
that can be used for decoding. 

FIG. 24a illustrates a block decomposition of the matrix X 
that can be used for decoding. 

FIG. 24b illustrates a block decomposition of the matrix X 
after several steps of the first phase of the decoding process. 

FIG. 25 illustrates a block decomposition of the matrix X 
after some elimination steps. 

FIG. 26 illustrates a block decomposition of a sub-matrix 
of X after further elimination steps. 

FIG. 27 illustrates a block decomposition of the matrix A 
after elimination and deletion steps. 

FIG. 28 illustrates a block decomposition of the matrix A 
after further elimination and deletion steps. 

FIG. 29 illustrates a block decomposition of the matrix A 
after further elimination steps. 

FIG. 30 illustrates a block decomposition of the matrix A 
after yet further elimination steps. 

FIG. 31 shows a table of code failure probabilities for a 
(120,100) code constructed according to one preferred 
embodiment of the invention. 

FIG. 32 shows a table of code failure probabilities for a 
(110,100) code constructed according to one preferred 
embodiment of the invention. 
The detailed description is followed by three appendices: 

Appendix A contains example values for systematic indices 
J(K); Appendix B.1 contains example values fortableV; and 
Appendix B.2 contains example values for table V. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

The inventions described herein make use of mathematical 
operations for encoding and decoding based on operations in 
one or more finite fields. Finite fields are finite algebraic 
structures for which the four arithmetic operations are 
defined, and which form a field with respect to these opera 
tions. Their theory and their construction are well understood 
by those of skill in the art. 

In the description that follows we shall require a multipli 
cation process to be defined between the elements of a finite 
field and symbols which represent or are derived from the 
data to be encoded or decoded. Three distinct types of sym 
bols are considered in this description: input symbols com 
prise information known to the sender which is to be com 
municated to the receiver, redundant symbols comprise 
symbols which are derived from the input symbols and output 
symbols comprise symbols which are transmitted by the 
sender to the receiver. Of the many possibilities for defining 
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8 
Such a multiplication process, we concentrate on two particu 
lar ones: simple transformations, and interleaved transforma 
tions. 
Simple Transformations 

In this case, the multiplication process is defined between 
an element a from a finite field GF(2) and a symbol Sthat is 
Mbits in length. As used herein, “symbol refers to a piece of 
data that is typically smaller than the source block. The size of 
a symbol can often be measured in bits, where a symbol has 
the size of Mbits and the symbol is selected from an alphabet 
of 2' symbols. In applications of reliable transmission of 
information over packet networks, for example, the size of a 
symbol could be equal to the packet size, or it could be 
Smaller, so that each packet contains one or more symbols. 

In the case of simple transformation, the symbol S is inter 
preted as an element of GF(2), and the multiplication aS is 
defined as the normal multiplication in the field GF(2). The 
operation performed on the symbol is called a “simple trans 
formation of the symbol. As an illustrative example, con 
sider the field GF(4). Elements of GF(4) can be represented 
with 2 bits, for example according to their binary expansion. 
The field GF(4) has four field elements 00, 01, 10, 11, wherein 
addition is the normal exclusive-or of bit strings, and multi 
plication is defined via the table: 

OO O1 10 11 

OO OO OO OO OO 
O1 OO 10 10 11 
10 OO 10 11 10 
11 OO 11 10 10 

According to the above multiplication table the result of 
1001 would be 10, since 01 is the multiplicative neutral 
element (sometimes called the identity element) of the field. 
Interleaved Transformations 
To illustrate interleaved transformations, we will make use 

of the mathematical concept of a ring. As is well-known to 
those of ordinary skill in the art, a ring is a set on which two 
operations, addition and multiplication, are defined such that 
these operations satisfy the distributive laws. Moreover, the 
set considered with addition alone forms an abelian group, 
i.e., the result of an addition is independent of the ordering of 
the Summands, there is a neutral element 0 for addition, and 
for each element there is another element such that the sum of 
these elements is 0. The other requirement is that the multi 
plication has a neutral element 1. Such that multiplication of 
any element with 1 does not change the value of that element. 
For a general ring, we do not require that any nonzero element 
has a multiplicative inverse, nor do we require that multipli 
cation is commutative. When both these conditions are satis 
fied, however, then we call the ring a “field.” This notation is 
a standard one in the area of algebra. 
A mapping (symbol-wise Sum) is a logical construct imple 

mentable in hardware, Software, data storage, etc. that maps 
pairs of symbols of the same size to another symbol of that 
size. We denote this mapping by CD, and the image of this map 
on the pair (ST) of symbols by SeBT. An example of such a 
mapping is the bit-wise exclusive-or (XOR). 

Another construct used here is that of the “action' of a 
special type of sets on symbols. Suppose that A is a set 
equipped with a commutative addition operation'+' that has 
a neutral element and that, for every element, contains its 
additive inverse. Such a set is also commonly called an abe 
lian group. An “action of this group on the set of symbols is 
a mapping that maps a pair, comprising a group element rand 



US 9,270,414 B2 
9 

a symbol S, to another symbol. We denote the image by r*S 
where this mapping respects addition in the group, i.e., for 
every pair of elements a and b in the group A, (a+b)* 
S-aSODbS. If A is a ring and the action also respects mul 
tiplication in A, where the multiplication operator in 
A is , i.e., (ab)*S-a(bS), then this action is the desired 
multiplication process between elements of a finite field and 
symbols. In this setting we say that the field “operates’ on the 
set of symbols. The operation performed on symbols in this 
way is called an “interleaved transformation.” 

There are abundant examples of Such multiplication pro 
cesses. A few examples are mentioned below. This list of 
examples is meant for illustrative purposes only, and should 
not be considered an exhaustive list, nor should it be con 
strued to limit the scope of this invention. 
The field GF(2) with field elements 0 and 1, with addition 

being exclusive-or (XOR) and multiplication being the logi 
cal operation AND, operates on the set of symbols by defining 
1*SS, and 0*S=0, wherein S denotes an arbitrary symbol 
and 0 denotes the symbol that is entirely zeros. 
The field GF(4) can operate on symbols of even size in the 

following way: for such a symbol S we denote by S0 and 
S1 its first and second half, respectively, so that S=(S.O.S 
1) is the concatenation of S0 and S1. Then, we define 

11*S=(STOICDST1STOI). 

It can be verified quickly that this is indeed a valid opera 
tion. It can be seen that the multiplication table of the field 
describes an operation that coincides with the operation 
defined above in the case of 2-bit symbols. 

Alternatively, the field GF(4) can operate on symbols of 
even size in the following way: for such a symbol Swedenote 
by S0 the concatenation of the bits at even positions within 
S and similarly we denote by S1 the concatenation of the 
bits at odd positions within S (where positions are numbered 
sequentially starting with Zero). For two equal length bit 
strings A and B, let (AIB) be defined to be the bit string C of 
twice the length where the bit in position 2*i of C is the bit in 
position i of A and the bit in position 2*i-1 of C is the bit in 
position i-1 of B. Then, we define 

It can be verified quickly that this is indeed a valid opera 
tion. It can be seen that all the operations defined above are the 
same in the case of 2-bit symbols. 
The interleaved transformations described above can be 

viewed as aparticular case of an interleaved transformation in 
which the binary length of an element of the field coincides 
with the length of the symbols in bits, and the operation of 
field elements on symbols is the same as the multiplication in 
the finite field. 
More generally, if K is an extension field of GF(2) of 

degreed, then an operation of the field can be defined on 
symbols whose size is divisible by d. Such an operation is 
described in the paper “An XOR-based erasure resilient cod 
ing scheme', by Bloemer, Kalfane, Karpinksi, Karp, Luby, 

10 
and Zuckerman, published as Technical Report Number 
TR-95-048 of the International Computer Science Institute in 
Berkeley, 1995. This scheme uses the so-called “regular rep 
resentation of the field Kas dxd matrices with binary entries. 

5 For these generalizations, the first interleaved transforma 
tion partitions S, a string that is d'I bits in length, into d 
equal-size parts, where the first part S0 is the first Ibits of S. 
S1 is the next Ibits of S, and Sd-1 is the last Ibits of S. The 
transformation operates on the d parts of S and produces d 
parts that are concatenated together to form the result of the 
operation. Alternatively, the second interleaved transforma 
tion partitions S into dequal-size parts, where the first part 
S0 is the concatenation of each dth bit of S starting at 
position 0 in S, the second part S1 is the concatenation of 
each dth bit of S starting at position 1 in S, the dth part Sd-1 
is the concatenation of each dth bit of S starting at position 
L-1 in S. This second transformation operates on the d parts 
of S (exactly the same as the first transformation) and pro 
duces d parts that are interleaved together to form the result of 
the operation. 

Note that the first interleaved transformation can be com 
puted by XORing consecutive bits of the original string S 
together, and this is a benefit for Software implementations 
where typically a CPU supports such operations natively. On 
the other hand, the values of the bits in particular positions in 
the result of the operation depend on the length of the original 
string S, and this is somewhat of a disadvantage if one wants 
to implement the operation in hardware that Supports variable 
length symbols, as the operation of the hardware needs to be 
different depending on the symbol length. Note that the sec 
ond interleaved transformation involves XORing non-con 
secutive bits of the original string together, and this is some 
what of a disadvantage for Software implementations where 
typically a CPU does not support such XORs as a native 
operation. Nevertheless, software operations that work on the 
finite field elements of the symbol directly can be imple 
mented rather efficiently in software, and thus the software 
implementations of the second interleaved transformation are 
possible. Furthermore, for the second interleaved transforma 
tion the values of the bits in particular positions in the result of 
the operation does not depend on the length of the original 
string S., and this is a benefit if one wants to implement the 
operation in hardware that Supports variable length symbols, 
as the operation of the hardware can be independent of the 
symbol length. Thus, the second interleaved transformation 
does have some overall advantages over the first interleaved 
transformation. 
Linear Transformations 
The concept of a “linear transformation' can be defined 

50 with reference to the simple or interleaved transformations. 
Forgiven integers mand n, a linear transformation induced by 
the operation maps vectors of n symbols into vectors of m 
symbols using the space of matrices with entries in the speci 
fied field. A matrix over the field F is a 2-dimensional collec 
tion of entries, whose entries belong to F. If a matrix has m 
rows and n columns, then it is commonly referred to as an 
mxn matrix. The pair (m,n) is called the “format' of the 
matrix. Matrices of the same format can be added and sub 
tracted, using the addition and Subtraction in the underlying 
field or ring. A matrix of format (m,n) can be multiplied with 
a matrix of format (nk) as is commonly known. 

In operation, if B denotes a matrix with format (m,n), and 
Bj/k denotes the entry of Bat position (k), and if S denotes 
the column vector comprising the symbols S. S. ..., S., and 
X denotes the column vector comprising the symbols X, 
X. . . . , X, then the transformation can be expressed as 
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Thus, the following relationship is valid: 

for alli from 1 to m, X-Bri, 17*SCDBI.i.2/* 
SCD... (DBI in I*S, 

wherein “” denotes eithera simple oran interleaved trans 
formation. 

The above formula describes a process for calculating X 
from Band Sinan encoder or decoder, referred to as a “simple 
transformation process that can be performed by the steps 
of: 

1. Seti to 1, and X, to 0. 
2. For values of k from 1 to n do X, X (BBLjk]*S. 
3. Increment by 1. If is larger than m, then stop, otherwise 

go to step 2. 
Such linear transformations are commonplace in a variety 

of applications. For example, when using a linear code to 
encode a piece of data, or source block, S could be the Source 
symbols of the source block to be encoded, X could be the 
encoded version of S, and B could be a generator matrix for 
the code. In other applications, for example where the code 
used is systematic, X could be the redundant symbols of the 
encoding of S, while B could be the matrix describing the 
dependency of the redundant symbols on the Source symbols. 
As will be known to those of skill to in the art, methods are 

known to perform the operations described above either 
through the provision of instructions executed within a gen 
eral-purpose processor, through hardware designed specifi 
cally to perform Such operations or through a combination of 
both. In all cases, the cost of the operations, in terms of the 
number of instructions required, the amount of hardware 
required, the cost of the hardware, the electrical power con 
sumed by the operation and/or the time required to perform 
the operation is generally larger when larger finite fields are 
used. In particular, in the case of the field GF(2), the opera 
tions required are equivalent to bit-wise AND and XOR 
operations which are widely provided within general-purpose 
processors and simple, fast and inexpensive to implement in 
hardware where required. By contrast, operations using 
larger finite fields than GF(2) are rarely provided directly in 
general-purpose processors and require either specialized 
hardware or a number of processor instructions and memory 
operations to perform. 
Multi-Field Erasure and Error Correction Codes 
Numerous specific embodiments of multi-field erasure and 

error correction codes are described herein by reference to a 
generalized matrix description. This approach is adopted as a 
descriptive tool only and does not represent a unique way to 
describe the embodiments described herein, nor should it be 
construed to limit the scope of this invention. In the general 
ized description, a matrix is constructed whose elements are 
taken from one or more finite fields. Different elements may 
be taken from different finite fields, with the property that 
there is a single field in which all the fields can be embedded 
and specific Such embeddings are chosen. Some or all of the 
output symbols may be identical to Some of the input or 
redundant symbols, or may be distinct from the input and 
redundant symbols depending on the particular embodiment 
chosen as will be illustrated further below. 
A one-to-one correspondence is made between the input 

symbols of the code and some of the columns of the matrix. A 
further one-to-one correspondence is made between the 
redundant symbols of the code and the remaining columns of 
the matrix. Furthermore, a number of rows of the matrix equal 
to the number of redundant symbols are designated as static 
rows. Remaining rows of the matrix are designated as 
dynamic rows. A one to one correspondence is made between 
the dynamic rows of the matrix and the output symbols of the 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
code. In this description, static rows represent constraints 
which are required to hold between the input and the redun 
dant symbols and the static rows fully define the relationship 
between input and redundant symbols such that knowledge of 
the input symbols and the static rows is Sufficient to construct 
the redundant symbols. Dynamic rows represent the output 
symbols which are actually sent on the channel. In many 
codes, the input and/or redundant symbols themselves are 
sent and this is represented in this description by adding a 
dynamic row for each input and redundant symbol that is to be 
transmitted, said dynamic row having a non-zero entry in the 
column corresponding to the required input or redundant 
symbol and Zero entries in the remaining columns. In some 
embodiments, the non-zero entry is the identity. In other 
embodiments, this non-zero entry need not be the identity 
element. 
A matrix of the form described above may be used to 

determine a method of encoding data for transmission from a 
Source to a destination over a communications channel, the 
method comprising generating a plurality of redundant sym 
bols from an ordered set of input symbols, wherein each 
redundant symbol is generated based on a set of linear con 
straints over one or more of the input symbols and other 
redundant symbols with coefficients over finite fields, said 
linear constraints corresponding to the static rows of the 
matrix description, generating a plurality of output symbols 
from the combined set of input and redundant symbols, 
wherein each output symbol is generated as a linear combi 
nation of one or more of the combined set of input and 
redundant symbols with coefficients chosen from finite fields, 
said linear constraints corresponding to the dynamic rows of 
the matrix description and sending at least some of the plu 
rality of generated output symbols. 

Conversely, a method comprising the above steps may be 
described in terms of a matrix of the kind described above in 
which the static rows correspond to the linear constraints over 
one or more of the input symbols and redundant symbols and 
the dynamic rows correspond to the linear combinations of 
the input and redundant symbols which are used to form the 
output symbols. In practice, embodiments of the method 
described above may not involve explicit or implicit repre 
sentation or construction of the matrix described. 
As is well-known, in the case that all elements of the matrix 

are taken from the field GF(2), then a large class of well 
known error-correction and erasure-corrections codes can be 
described in this way. For example, for the case of Low 
Density Parity Check (LDPC) codes, including for example 
those described in the paper entitled “Design, Evaluation and 
Comparison of Four Large Block FEC Codecs, LDPC, 
LDGM, LDGM Staircase and LDGM Triangle, plus a Reed 
Solomon Small Block FEC Codec” by V. Roca and C. Neu 
mann published as INRIA Research Report RR-5225, June 
2004, available at www.inrialpes.fr (referred to hereinafter as 
“Roca'), the generalized matrix can be constructed from the 
parity check matrix by designating every row of the parity 
check matrix as a static row and adding a further dynamic row 
for each input and redundant symbol as described above. 
Another example might use the single-stage chain reaction 
codes described in Luby I and Luby II, in which the number 
of static rows in the matrix is Zero and the dynamic rows 
comprise a standard chain reaction matrix. Another example 
is the use of MSCR codes, in which case the generalized 
description here is equivalent to the standard matrix presen 
tation of Such codes. 

Other codes over larger fields can also be described in this 
way. For example, Reed-Solomon codes such as those 
derived from Vandermonde matrices in which the input sym 
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bols are the source symbols, the generalized matrix is equal to 
the Vandermonde matrix and all rows are dynamic, where in 
this case each entry is a finite field element from a field that 
has at least as many elements in its multiplicative group as 
there are rows and columns in total, e.g., the finite field 
GF(256) when the number of rows and columns in total is less 
than 256. Another example is systematic Reed-Solomon 
codes over a finite field such as GF(256) which are derived 
from Vandermonde matrices in which case the input symbols 
are the source symbols, the redundant symbols are the parity 
symbols, and the matrix is the rows corresponding to the 
parity symbols within the systematic form of the Vander 
monde matrix with all such rows considered Static and addi 
tional dynamic rows are added for each source and parity 
symbol as described above since these are exactly the sym 
bols sent over the channel 
As is well-known to those of skill in the art of error and 

erasure correcting codes, desirable properties of error and 
erasure correcting include low encoding complexity, low 
decoding complexity, low decoding error probability and low 
error floor. The complexity of a code is a measure of the 
computational resources required to encode or decode the 
code. Low complexity is of especial value in applications 
where encoding or decoding is to be performed by resource 
constrained devices such as mobile terminals, consumer elec 
tronics devices, storage devices or devices which may process 
many encoding or decoding operations simultaneously. Com 
putational complexity is a function in part of the density of the 
matrix used to encode and decode the code and of the size of 
the finite field from which the matrix elements are taken. 
Dense matrices generally result in higher complexity and this 
has led to many designs of codes based on sparse matrices, for 
example Low Density Parity Check codes and chain reaction 
codes. Larger finite fields also result in higher complexity, 
which has led to many designs of code based on Small fields, 
most commonly GF(2). 

Error probability in this context is the probability that 
completely successful decoding is not possible. Error prob 
ability for a given error correcting or erasure correcting code 
is a function of the information received over the channel, and 
the specific algorithm used for decoding. In the case of era 
sure correction codes the error probability is one whenever 
fewer symbols are received than the number of input symbols. 
Ideal erasure codes have the property that the error probabil 
ity is zero whenever the number of symbols received is 
greater than or equal to the number of input symbols. Other 
codes have non-zero probability of failure in this case. 

It is known that ideal erasure codes can be constructed 
using dense matrices, in particular Reed-Solomon codes. 
However, in the case of Reed-Solomon codes the size of the 
field required is a function of the code size, which is the sum 
of the number of input and redundant symbols, and this fact, 
together with the density of the matrix results in generally 
high computational complexity, especially as the code size 
grows. Furthermore, in the case of low density codes, it is 
known that larger finite fields can be used to reduce error 
probability for error correction codes (as is demonstrated for 
example in the paper “Low Density Parity Check Codes over 
GF(q) by M. C. Davey and D. J. C. MacKay, which has 
appeared in the IEEE Communications Letters, volume 2, 
number 6, pages 165-167, 1998) and for erasure codes. Addi 
tionally, it is known that introduction of a small number of 
high density matrix rows or columns into a low density code 
can improve the error probability, providing a compromise 
between error probability and complexity MSCR codes and 
chain reaction codes. However, a disadvantage of all Such 
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14 
codes is that there is always a significant trade-off between 
low complexity and low error probability. 

For many FEC codes, i.e., LDPC codes and chain reaction 
codes and MSRC codes, as more output symbols than the 
number of input symbols are received, the error probability 
for Successful decoding decreases exponentially at Some rate. 
The error floor of such a code is the error probability at which 
receipt of additional output symbols decreases the error prob 
ability at a much slower rate than when the number of 
received output symbols first exceeds the number of input 
symbols. It is known that use of a small number of high 
density rows or columns and/or the use of a larger finite field 
for the matrix can result in lower error floor at the cost of 
higher computational complexity. A disadvantage of many 
known error and erasure correction codes with low complex 
ity is that the error floor is higher than desirable. 

Herein, novel methods are described for construction of 
error correction and erasure correction codes which address 
some of the disadvantages mentioned above. Methods for 
efficient encoding and decoding of such codes are presented 
with relation to specific embodiments described herein by 
way of example. 
The choice of fields for the matrix elements from a set of 

more than one possible field as described herein permits the 
design of codes which retain the low computational complex 
ity of codes over small fields with the low error probability 
and error floor of codes over larger fields and thus represents 
a significant advantage over the state of the art. 

In one preferred embodiment which will be described in 
more detail below, for the majority of the rows the entries are 
chosen from GF(2) and for the remainder of the rows the 
entries are chosen from GF(256). In another embodiment, for 
each row exactly one entry is chosen from GF(256) and the 
remaining elements are chosen from GF(2). 

There are many other possible embodiments of use of 
elements from more than one field that result in an improve 
ment in the trade-off between computational complexity and 
error probability and error floor compared to codes known in 
the art in which all elements are selected from the same field. 
As used herein, the term “file' refers to any data that is 

stored at one or more sources and is to be delivered as a unit 
to one or more destinations. Thus, a document, an image, and 
a file from a file server or computer storage device, are all 
examples of “files' that can be delivered. Files can be of 
known size (such as a one megabyte image stored on a hard 
disk) or can be of unknown size (such as a file taken from the 
output of a streaming Source). Either way, the file is a 
sequence of input symbols, where each input symbol has a 
position in the file and a value. 
As used herein, the term “stream” refers to any data that is 

stored or generated at one or more sources and is delivered at 
a specified rate at each point in time in the order it is generated 
to one or more destinations. Streams can be fixed rate or 
variable rate. Thus, an MPEG video stream, AMR audio 
stream, and a data stream used to control a remote device, are 
all examples of “streams” that can be delivered. The rate of 
the stream at each point in time can be known (such as 4 
megabits per second) or unknown (such as a variable rate 
stream where the rate at each point in time is not known in 
advance). Either way, the stream is a sequence of input sym 
bols, where each inputSymbol has a position in the stream and 
a value. 

Transmission is the process of transmitting data from one 
or more senders to one or more recipients through a channel 
in order to deliver a file or stream. A sender is also sometimes 
referred to as the encoder. If one sender is connected to any 
number of recipients by a perfect channel, the received data 
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can be an exact copy of the input file or stream, as all the data 
will be received correctly. Here, we assume that the channel is 
not perfect, which is the case for most real-world channels. Of 
the many channel imperfections, two imperfections of inter 
est are data erasure and data incompleteness (which can be 
treated as a special case of data erasure). Data erasure occurs 
when the channel loses or drops data. Data incompleteness 
occurs when a recipient does not start receiving data until 
Some of the data has already passed it by, the recipient stops 
receiving data before transmission ends, the recipient chooses 
to only receive a portion of the transmitted data, and/or the 
recipient intermittently stops and starts again receiving data. 
As an example of data incompleteness, a moving satellite 
sender might be transmitting data representing an input file or 
stream and start the transmission before a recipient is in 
range. Once the recipient is in range, data can be received 
until the satellite moves out of range, at which point the 
recipient can redirect its satellite dish (during which time it is 
not receiving data) to start receiving the data about the same 
input file or stream being transmitted by another satellite that 
has moved into range. As should be apparent from reading 
this description, data incompleteness is a special case of data 
erasure, since the recipient can treat the data incompleteness 
(and the recipient has the same problems) as if the recipient 
was in range the entire time, but the channel lost all the data up 
to the point where the recipient started receiving data. Also, as 
is well known in communication systems design, detectable 
errors can be considered equivalent to erasures by simply 
dropping all data blocks or symbols that have detectable 
COS. 

In some communication systems, a recipient receives data 
generated by multiple senders, or by one sender using mul 
tiple connections. For example, to speed up a download, a 
recipient might simultaneously connect to more than one 
sender to transmit data concerning the same file. As another 
example, in a multicast transmission, multiple multicast data 
streams might be transmitted to allow recipients to connect to 
one or more of these streams to match the aggregate trans 
mission rate with the bandwidth of the channel connecting 
them to the sender. In all such cases, a concernis to ensure that 
all transmitted data is of independent use to a recipient, i.e., 
that the multiple source data is not redundant among the 
streams, even when the transmission rates are vastly different 
for the different streams, and when there are arbitrary patterns 
of loss. 

In general, a communication channel is that which con 
nects the sender and the recipient for data transmission. The 
communication channel could be a real-time channel, where 
the channel moves data from the sender to the recipient as the 
channel gets the data, or the communication channel might be 
a storage channel that stores some or all of the data in its 
transit from the sender to the recipient. An example of the 
latter is disk storage or other storage device. In that example, 
a program or device that generates data can be thought of as 
the sender, transmitting the data to a storage device. The 
recipient is the program or device that reads the data from the 
storage device. The mechanisms that the senderuses to get the 
data onto the storage device, the storage device itself and the 
mechanisms that the recipient uses to get the data from the 
storage device collectively form the channel. If there is a 
chance that those mechanisms or the storage device can lose 
data, then that would be treated as data erasure in the com 
munication channel. 
When the sender and recipient are separated by a commu 

nication channel in which symbols can be erased, it is pref 
erable not to transmit an exact copy of an input file or stream, 
but instead to transmit data generated from the input file or 
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stream (which could include all or parts of the input file or 
stream itself) that assists with recovery of erasures. An 
encoder is a circuit, device, module or code segment that 
handles that task. One way of viewing the operation of the 
encoder is that the encoder generates output symbols from 
input symbols, where a sequence of input symbol values 
represents the input file or a block of the stream. Each input 
symbol would thus have a position, in the input file or block 
of the stream, and a value. A decoder is a circuit, device, 
module or code segment that reconstructs the input symbols 
from the output symbols received by the recipient. In multi 
stage coding, the encoder and the decoder are further divided 
into Sub-modules each performing a different task. 

In embodiments of multi-stage coding systems, the 
encoder and the decoder can be further divided into sub 
modules, each performing a different task. For instance, in 
Some embodiments, the encoder comprises what is referred to 
herein as a static encoder and a dynamic encoder. As used 
herein, a 'static encoder” is an encoder that generates a num 
ber of redundant symbols from a set of input symbols, 
wherein the number of redundant symbols is determined prior 
to encoding. Examples of static encoding codes include 
Reed-Solomon codes, Tornado codes, Hamming codes, Low 
Density Parity Check (LDPC) codes, etc. The term “static 
decoder” is used herein to refer to a decoder that can decode 
data that was encoded by a static encoder. 
As used herein, a “dynamic encoder” is an encoder that 

generates output symbols from a set of input symbols and 
possibly a set of redundant symbols. In one preferred embodi 
ment described here, the number of possible output symbols 
is orders of magnitude larger than the number of input sym 
bols, and the number of output symbols to be generated need 
not be fixed. One example of Such a dynamic encoder is a 
chain reaction encoder, Such as the encoders described in 
Luby I and Luby II. The term “dynamic decoder' is used 
herein to refer to a decoder that can decode data that was 
encoded by a dynamic encoder. 

Embodiments of multi-field coding need not be limited to 
any particular type of input symbol. Typically, the values for 
the input symbols are selected from an alphabet of 2' sym 
bols for Some positive integer M. In Such cases, an input 
symbol can be represented by a sequence of M bits of data 
from the input file or stream. The value of M is often deter 
mined based on, for example, the uses of the application, the 
communication channel, and/or the size of the output sym 
bols. Additionally, the size of an output symbol is often deter 
mined based on the application, the channel, and/or the size of 
the input symbols. In some cases, the coding process might be 
simplified if the output symbol values and the input symbol 
values were the same size (i.e., representable by the same 
number of bits or selected from the same alphabet). If that is 
the case, then the input symbol value size is limited when the 
output symbol value size is limited. For example, it may be 
desired to put output symbols in packets of limited size. If 
Some data about a key associated with the output symbols 
were to be transmitted in order to recover the key at the 
receiver, the output symbol would preferably be small enough 
to accommodate, in one packet, the output symbol value and 
the data about the key. 
As an example, if an input file is a multiple megabyte file, 

the input file might be broken into thousands, tens of thou 
sands, or hundreds of thousands of input symbols with each 
input symbol encoding thousands, hundreds, or only few 
bytes. As another example, for a packet-based Internet chan 
nel, a packet with a payload of size of 1024 bytes might be 
appropriate (a byte is 8 bits). In this example, assuming each 
packet contains one output symbol and 8 bytes of auxiliary 
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information, an output symbol size of 8128bits (1024-8)*8) 
would be appropriate. Thus, the input symbol size could be 
chosen as M=(1024-8)*8, or 8128 bits. As another example, 
some video distribution systems use the MPEG packet stan 
dard, where the payload of each packet comprises 188 bytes. 
In that example, assuming each packet contains one output 
symbol and 4 bytes of auxiliary information, an output sym 
bol size of 1472 bits (188-4)*8), would be appropriate. 
Thus, the input symbol size could be chosen as M=(188 
4)*8, or 1472 bits. In a general-purpose communication sys 
tem using multi-stage coding, the application-specific param 
eters, such as the input symbol size (i.e., M., the number of bits 
encoded by an input symbol), might be variables set by the 
application. 
As another example, for a stream that is sent using variable 

size source packets, the symbol size might be chosen to be 
rather Small so that each source packet can be covered with an 
integral number of input symbols that have aggregate size at 
most slightly larger than the Source packet. 

Each output symbol has a value. In one preferred embodi 
ment, which we consider below, each output symbol also has 
associated therewith an identifier called its “key.” Preferably, 
the key of each output symbol can be easily determined by the 
recipient to allow the recipient to distinguish one output sym 
bol from other output symbols. Preferably, the key of an 
output symbol is distinct from the keys of all other output 
symbols. There are various forms of keying discussed in 
previous art. For example, Luby I describes various forms of 
keying that can be employed in embodiments described 
herein. 

Multi-field Multi-stage coding is particularly useful where 
there is an expectation of data erasure or where the recipient 
does not begin and end reception exactly when a transmission 
begins and ends. The latter condition is referred to herein as 
"data incompleteness. Regarding erasure events, multi-stage 
coding shares many of the benefits of chain reaction coding 
described in Luby I. In particular, multi-stage codes may be 
fountain codes, or rateless codes, in which case many times 
more distinct output symbols than there are inputSymbols can 
be generated for a set of fixed-value input symbols, and any 
suitable number of distinct output symbols can be used to 
recover the input symbols to a desired degree of accuracy. 
These conditions do not adversely affect the communication 
process when multi-field multi-stage coding is used, because 
the output symbols generated with multi-field multi-stage 
coding are information additive. For example, if a hundred 
packets are lost due to a burst of noise causing data erasure, an 
extra hundred packets can be picked up after the burst to 
replace the loss of the erased packets. If thousands of packets 
are lost because a receiver did not tune into a transmitter when 
it began transmitting, the receiver could just pickup those 
thousands of packets from any other period of transmission, 
or even from another transmitter. With multi-field multi-stage 
coding, a receiver is not constrained to pickup any particular 
set of packets, so it can receive some packets from one trans 
mitter, Switch to another transmitter, lose some packets, miss 
the beginning or end of a given transmission and still recover 
an input file or block of a stream. The ability to join and leave 
a transmission without receiver-transmitter coordination 
helps to simplify the communication process. 

In some embodiments, transmitting a file or stream using 
multi-field multi-stage coding can include generating, form 
ing or extracting input symbols from an input file or block of 
a stream, computing redundant symbols, encoding input and 
redundant symbols into one or more output symbols, where 
each output symbol is generated based on its key indepen 
dently of all other output symbols, and transmitting the output 
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symbols to one or more recipients over a channel. Addition 
ally, in Some embodiments, receiving (and reconstructing) a 
copy of the input file or block of a stream using multi-field 
multi-stage coding can include receiving some set or Subset of 
output symbols from one of more data streams, and decoding 
the input symbols from the values and keys of the received 
output symbols. 

Suitable FECerasure codes as described hereincan be used 
to overcome the above-cited difficulties and would find use in 
a number of fields including multimedia broadcasting and 
multicasting systems and services. An FEC erasure code 
hereafter referred to as “a multi-field multi-stage chain reac 
tion code” has properties that meet many of the current and 
future requirements of Such systems and services. 
Some basic properties of multi-field multi-stage chain 

reaction codes are that, for any packet loss conditions and for 
delivery of source files of any relevant size or streams of any 
relevant rate: (a) reception overhead of each individual 
receiver device (“RD) is minimized; (b) the total transmis 
sion time needed to deliver source files to any number of RDs 
can be minimized (c) the quality of the delivered stream to any 
number of RDs can be maximized for the number of output 
symbols sent relative to the number of input symbols, with 
suitable selection of transmission schedules. The RDs might 
be handheld devices, embedded into a vehicle, portable (i.e., 
movable but not typically in motion when in use) or fixed to 
a location. 
The amount of working memory needed for decoding is 

low and can still provide the above properties, and the amount 
of computation needed to encode and decode is minimal. In 
this document, we provide a simple and easy to implement 
description of Some variations of multi-field multi-stage 
chain reaction codes. 

Multi-field Multi-stage chain reaction codes are fountain 
codes, i.e., as many encoding packets as needed can be gen 
erated on-the-fly, each containing unique encoding symbols 
that are equally useful for recovering a source file or block of 
a stream. There are many advantages to using fountain codes 
versus other types of FEC codes. One advantage is that, 
regardless of packet loss conditions and RD availability, 
fountain codes minimize the number of encoding packets 
each RD needs to receive to reconstruct a source file or block 
of a stream. This is true even under harsh packet loss condi 
tions and when, for example, mobile RDs are only intermit 
tently turned-on or available over a long file download ses 
Sion. 

Another advantage is the ability to generate exactly as 
many encoding packets as needed, making the decision on 
how many encoding packets to generate on-the-fly while the 
transmission is in progress. This can be useful if for example 
there is feedback from RDs indicating whether or not they 
received enough encoding packets to recover a source file or 
block of a stream. When packet loss conditions are less severe 
than expected the transmission can be terminated early. When 
packet loss conditions are more severe than expected or RDS 
are unavailable more often than expected the transmission 
can be seamlessly extended. 

Another advantage is the ability to inverse multiplex. 
Inverse multiplexing is when a RD is able to combine 
received encoding packets generated at independent senders 
to reconstruct a source file or block of a stream. One practical 
use of inverse multiplexing is described in below in reference 
to receiving encoding packets from different senders. 
Where future packet loss, RD availability and application 

conditions are hard to predict, it is important to choose an 
FEC solution that is as flexible as possible to work well under 
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unpredictable conditions. Multi-stage chain reaction codes 
provide a degree of flexibility unmatched by other types of 
FEC codes. 
A further advantage of multi-field multi-stage codes is that 

the error probability and error floor of the codes is much lower 
than those of previously known codes with equivalent com 
putational complexity. Equally, the computational complex 
ity of multi-field multi-stage chain reaction codes is much 
lower than that of previously known codes with equivalent 
error probability and/or error floor. 

Another advantage of multi-field multi-stage chain reac 
tion codes is that parameters such as symbol size and field 
sizes can be chosen flexibly to achieve any desired balance 
between computational complexity and error probability and/ 
or error floor. 
Aspects of the invention will now be described with reference 
to the figures. 
System Overview 

FIG. 1 is a block diagram of a communications system 100 
that uses multi-stage coding. In communications system 100, 
an input file 101, or an input stream 105, is provided to an 
input symbol generator 110. Input symbol generator 110 
generates a sequence of one or more input symbols (IS(0), 
IS(1), IS(2),...) from the input file or stream, with each input 
symbol having a value and a position (denoted in FIG. 1 as a 
parenthesized integer). As explained above, the possible val 
ues for input symbols, i.e., its alphabet, is typically an alpha 
bet of2' symbols, so that each input symbol codes for Mbits 
of the input file or stream. The value of M is generally deter 
mined by the use of communication system 100, but a general 
purpose system might include a symbol size input for input 
symbol generator 110 so that M can be varied from use to use. 
The output of input symbol generator 110 is provided to an 
encoder 115. 

Static key generator 130 produces a stream of static keys 
So, S. . . . . The number of the static keys generated is 
generally limited and depends on the specific embodiment of 
encoder 115. The generation of static keys will be subse 
quently described in more detail. Dynamic key generator 120 
generates a dynamic key for each output symbol to be gener 
ated by the encoder 115. Each dynamic key is generated so 
that a large fraction of the dynamic keys for the same input file 
or block of a stream are unique. For example, Luby Idescribes 
embodiments of key generators that can be used. The outputs 
of dynamic key generator 120 and the static key generator 130 
are provided to encoder 115. 

From each key I provided by dynamic key generator 120, 
encoder 115 generates an output symbol, with a value B(I), 
from the input symbols provided by the input symbol genera 
tor. The operation of encoder 115 will be described in more 
detail below. The value of each output symbol is generated 
based on its key, on Some function of one or more of the input 
symbols, and possibly on or more redundant symbols that had 
been computed from the input symbols. The collection of 
input symbols and redundant symbols that give rise to a 
specific output symbol is referred to herein as the output 
symbol’s “associated symbols” or just its “associates’. The 
selection of the function (the “value function') and the asso 
ciates is done according to a process described in more detail 
below. Typically, but not always, M is the same for input 
symbols and output symbols, i.e., they both code for the same 
number of bits. 

In some embodiments, the number K of input symbols is 
used by the encoder 115 to select the associates. If K is not 
known in advance, such as where the input is a streaming file, 
K can be just an estimate. The value K might also be used by 
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encoder 115 to allocate storage for input symbols and any 
intermediate symbols generated by encoder 115. 

Encoder 115 provides output symbols to a transmit module 
140. Transmit module 140 is also provided the key of each 
Such output symbol from the dynamic key generator 120. 
Transmit module 140 transmits the output symbols, and 
depending on the keying method used, transmit module 140 
might also transmit some data about the keys of the transmit 
ted output symbols, over a channel 145 to a receive module 
150. Channel 145 is assumed to be an erasure channel, but 
that is not a requirement for proper operation of communica 
tion system 100. Modules 140, 145 and 150 can be any 
Suitable hardware components, Software components, physi 
cal media, or any combination thereof. So long as transmit 
module 140 is adapted to transmit output symbols and any 
needed data about their keys to channel 145 and receive 
module 150 is adapted to receive symbols and potentially 
some data about their keys from channel 145. The value of K, 
if used to determine the associates, can be sent over channel 
145, or it may be set ahead of time by agreement of encoder 
115 and decoder 155. 
As explained above, channel 145 can be a real-time chan 

nel, such as a path through the Internet or a broadcast link 
from a television transmitter to a television recipient or a 
telephone connection from one point to another, or channel 
145 can be a storage channel, such as a CD-ROM, disk drive, 
Web site, or the like. Channel 145 might even be a combina 
tion of a real-time channel and a storage channel. Such as a 
channel formed when one person transmits an input file from 
a personal computer to an Internet Service Provider (ISP) 
over a telephone line, the input file is stored on a Web server 
and is subsequently transmitted to a recipient over the Inter 
net. 

Because channel 145 is assumed to be an erasure channel, 
communications system 100 does not assume a one-to-one 
correspondence between the output symbols that exit receive 
module 150 and the output symbols that go into transmit 
module 140. In fact, where channel 145 comprises a packet 
network, communications system 100 might not even be able 
to assume that the relative order of any two or more packets is 
preserved in transit through channel 145. Therefore, the key 
of the output symbols is determined using one or more of the 
keying schemes described above, and not necessarily deter 
mined by the order in which the output symbols exit receive 
module 150. 

Receive module 150 provides the output symbols to a 
decoder 155, and any data receive module 150 receives about 
the keys of these output symbols is provided to a dynamic key 
regenerator 160. Dynamic key regenerator 160 regenerates 
the dynamic keys for the received output symbols and pro 
vides these dynamic keys to decoder 155. Static key generator 
163 regenerates the static keys So, S. . . . and provides them 
to decoder 155. The static key generator has access to random 
number generator 135 used both during the encoding and the 
decoding process. This can be in the form of access to the 
same physical device if the random numbers are generated on 
Such device, or in the form of access to the same algorithm for 
the generation of random numbers to achieve identical behav 
ior. Decoder 155 uses the keys provided by dynamic key 
regenerator 160 and static key generator 163 together with the 
corresponding output symbols, to recover the input symbols 
(again IS(0), IS(1), IS(2). . . . ). Decoder 155 provides the 
recovered input symbols to an input file reassembler 165, 
which generates a copy 170 of input file 101 or input stream 
105. 
One property of the output symbols produced by a chain 

reaction encoder is that a receiver is able to recover the origi 
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nal file or block of the original stream as soon as enough 
output symbols have been received. Specifically, to recover 
the original K input symbols with a high probability, the 
receiver needs approximately K+A output symbols. The ratio 
A/K is called the “relative reception overhead.” The relative 
reception overhead depends on the number K of input sym 
bols, and on the reliability of the decoder. Luby I, Luby II and 
Shokrollahi I provide teachings of systems and methods that 
can be employed in certain embodiments. It is to be under 
stood, however, that these systems and methods are not 
required of the present invention, and many other variations, 
modifications, or alternatives can also be used. 
An Encoder 

FIG. 2 is a block diagram of one specific embodiment of 
encoder 115 shown in FIG.1. Encoder 115 comprises a static 
encoder 210, a dynamic encoder 220, and a redundancy cal 
culator 230. Static encoder 210 receives the following inputs: 
a) original input symbols IS(0), IS(1),..., IS(K-1) provided 
by the input symbol generator 110 and stored in an input 
symbol buffer 205; b) the number K of original input sym 
bols; c) static keys So, S. . . . provided by the static key 
generator 130; and d) a number R of redundant symbols. 
Upon receiving these inputs static encoder 205 computes R 
redundant symbols RE(0). RE(1), . . . . RE(R-1) as will be 
described below. Typically, but not always, the redundant 
symbols have the same size as the input symbols. In one 
specific embodiment, the redundant symbols generated by 
static encoder 210 are stored in input symbol buffer 205. Input 
symbol buffer 205 may be only logical, i.e., the file or block 
of the stream may be physically stored in one place and the 
positions of the input symbols within symbol buffer 205 
could only be renamings of the positions of these symbols 
within the original file or block of the stream. 

Dynamic encoder receives the input symbols and the 
redundant symbols, and generates output symbols as will be 
described in further detail below. In one embodiment in which 
the redundant symbols are stored in input symbol buffer 205, 
dynamic encoder 220 receives the input symbols and redun 
dant symbols from input symbol buffer 205. 

Redundancy calculator 230 computes the number R of 
redundant symbols from the number K of input symbols. This 
computation is described in further detail below. 
Overview of Static Encoder 
The general operation of static encoder 210 is shown with 

reference to FIGS. 3 and 4. FIG.3 is a simplified flow diagram 
illustrating one embodiment of a method of statically encod 
ing. In a step 305, a variablej, which keeps track of how many 
redundant symbols have been generated, is set to Zero. Then, 
in a step 310, a first redundant symbol RE(0) is computed as 
a function Fo of at least Some of the input symbols 
IS(0), . . . . IS(K-1). Then, in a step 315, the variable j is 
incremented. Next, in a step 320, it is tested whetherall of the 
redundant symbols have been generated (i.e., is greater than 
R-12). If yes, then the flow ends. Otherwise, the flow pro 
ceeds to step 325. In step 325, RE() is computed as a function 
F, of the input symbols IS(0), . . . , IS(K-1) and of the 
previously generated redundant symbols RE(0),..., REG-1), 
where F, need not be a function that depends on every one of 
the input symbols or every one of the redundant symbols. 
Steps 315, 320, and 325 are repeated until R redundant sym 
bols have been computed. 

Referring again to FIGS. 1 and 2, in some embodiments, 
static encoder 210 receives one or more static keys So, 
S, ... from static key generator 130. In these embodiments, 
the static encoder 210 uses the static keys to determine some 
or all of functions Fo, F, ..., F. For example, static key So 3 - 1 
can be used to determine function Fo, static key S can be used 
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to determine function F, etc. Or, one or more of static keys 
So, S. . . . can be used to determine function Fo, one or more 
of static keys So, S. ... can be used to determine function F, 
etc. In other embodiments, no static keys are needed, and thus 
static key generator 130 is not needed. 

Referring now to FIGS. 2 and 3, in some embodiments, the 
redundant symbols generated by static encoder 210 can be 
stored in input symbol buffer 205. FIG. 4 is a simplified 
illustration of the operation of one embodiment of static 
encoder 210. Particularly, static encoder 210 generates 
redundant symbol REL) as a function F of input symbols 
IS(0),..., IS(K-1), RE(0), ..., REG-1), received from input 
symbol buffer 205, and stores it back into input symbol buffer 
205. The exact form of the functions FF, ..., F. depends 
on the particular application. Typically, but not always, func 
tions F. F.,..., F. include an exclusive OR of some or all 
of their corresponding arguments. As described above, these 
functions may or may not actually employ static keys gener 
ated by static key generator 130 of FIG. 1. For example, in one 
specific embodiment described below, the first few functions 
implement a Hamming code and do not make any use of the 
static keys So, S. . . . . whereas the remaining functions 
implement a Low-Density Parity-Check code and make 
explicit use of the static keys. 
Overview of Multi-Stage Encoder 

Referring again to FIG. 2, dynamic encoder 220 receives 
input symbols IS(0), ....IS(K-1) and the redundant symbols 
RE(0). . . . . RE(R-1) and a key I for each output symbol it is 
to generate. The collection comprising the original input sym 
bols and the redundant symbols will be referred to as the 
collection of "dynamic input symbols' hereafter. FIG. 5 is a 
simplified block diagram of one embodiment of a dynamic 
encoder, including a weight selector 510, an associator 515, a 
value function selector 520 and a calculator 525. As shown in 
FIG. 5, the K+R dynamic input symbols are stored in a 
dynamic symbol buffer 505. In effect, dynamic encoder 500 
performs the action illustrated in FIG. 6, namely, to generate 
an output symbol value B(I) as some value function of 
selected input symbols. 

FIG. 7 is a simplified block diagram of one specific 
embodiment of a static encoder. Static encoder 600 comprises 
a parameter calculator 605, a Low-density parity-check 
(LDPC) encoder 610, and a high-density-parity-check 
(HDPC) encoder 620. LDPC encoder 610 is coupled to 
receive the input symbols IS(0), ..., IS(K-1) from an input 
symbol buffer 625, the number K of input symbols, and the 
parameter E. In response, LDPC encoder 610 generates E 
redundant symbols LD(0), . . . .LD(E-1) according to the 
LDPC code. Next, HDPC encoder 620 is coupled to receive 
the plurality of K+E symbols IS(0), . . IS(K-1), 
LD(0), . . . . LD(E-1) and the parameter D to generate D 
redundant symbols HA(0), HA(1),..., HA(D-1) according 
to the HDPC code. 

FIG. 8 illustrates the operation of one embodiment that 
employs the static encoder shown in FIG. 7. 

FIG.9 is a simplified flow diagram illustrating one embodi 
ment of a parameter calculator, Such as parameter calculator 
605 of FIG. 7, that calculates parameter D and E as described 
above, when the HDPC code is a Hamming code. First, in a 
step 705, parameter D is initialized to one. Then, in step 710, 
it is determined whether 2P-D-1 is less than K. If no, then the 
flow proceeds to step 730. If yes, the flow proceeds to step 
720, where the parameter D is incremented. Then, the flow 
proceeds back to step 710. Once D has been determined, then, 
in step 730, the parameter E is calculated as R-D-1. 

FIG. 10 is a simplified flow diagram of such an encoder 
according to one embodiment of the present invention, which 
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will now be described. First, in step 805, a variable i is 
initialized to zero. Variable i keeps track of the number of 
redundant symbols already generated. In step 810, a number 
t is calculated as the Smallest odd integer greater than or equal 
to K/2. In step 815, values P, P, ..., P, are generated based 
on K, t, and a static key S. The values P, P, ..., P, indicate 
the positions of input symbols that will be used to generate a 
redundant symbol. In one particular embodiment, an associa 
tor such as associator 515 of FIG. 5 is used to generate P, 
P.,..., P. In particular, the valuet can be provided as the W(I) 
input, the value K can be provided as the K+R input, and the 
static key S, can be provided as the key I input. It should be 
noted that many different values of t would yield similar 
coding effects, and thus this particular choice is only an 
example. In step 820, the value of RE(i) is computed as the 
XOR of the values IS(P), IS(P),..., IS(P). In step 825, the 
variable i is incremented by one to prepare computation of the 
next redundant symbol, and in step 830, it is determined 
whether all the redundant symbols have been computed. If 
not, then the flow returns to step 815. 

FIG. 11 is a simplified block diagram illustrating one 
embodiment of a decoder according to the present invention. 
Decoder 900 can be used, for example, to implement decoder 
155 of FIG. 1. 

Decoder 900 comprises a dynamic decoder 905 and a static 
decoder 910. Input symbols and redundant symbols recov 
ered by dynamic decoder 905 are stored in a reconstruction 
buffer 915. Upon completion of dynamic decoding, static 
decoder 910 attempts to recover any input symbols not recov 
ered by dynamic decoder 905, if any. In particular, static 
decoder 910 receives input symbols and redundant symbols 
from reconstruction buffer 915. 

FIG. 12 is a simplified flow diagram illustrating one 
embodiment of a method for decoding according to the 
present invention. In step 1005, Q output symbols are 
received by the decoder. The value of Q can depend on the 
number of input symbols and the specific dynamic encoder 
used. The value of Q can also depend on the desired degree of 
accuracy to which the decoder can recover the inputSymbols. 
For example, if it is desired that the decoder can recoverall of 
the input symbols with a high probability, then Q should be 
chosen to be larger than the number of input symbols. Par 
ticularly, in Some applications, when the number of input 
symbols is large, Q can be less than 3% larger than the number 
of original input symbols. In other applications, when the 
number of input symbols is small, Q can be at least 10% larger 
than the number of input symbols. Specifically, Q can be 
chosen as the number K of input symbols plus a number A, 
where A is chosen to ensure that the decoder can regenerate 
all of the input symbols with a high probability. Determina 
tion of the number A is described in more detail below. If it is 
acceptable for the decoder to be unable to decode all of the 
input symbols (either sometimes or always), then Q can be 
less than K--A, equal to K, or even less than K. Clearly, one 
aim of an overall coding system will often be to decrease the 
number Q as much as possible, while maintaining good 
probabilistic guarantees on the Success of the decoding pro 
cess with respect to the desired degree of accuracy. 

In step 1010, dynamic decoder 905 regenerates input sym 
bols and redundant symbols from the Q received output sym 
bols. It is to be understood, that steps 1005 and 1010 can be 
performed Substantially concurrently. For example, dynamic 
decoder 905 can begin regenerating input symbols and redun 
dant symbols prior to the decoder receiving Q output sym 
bols. 

After dynamic decoder 905 has processed Q output sym 
bols, then it is determined whether the input symbols have 
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been recovered to a desired degree of accuracy. The desired 
degree of accuracy may be, for example, all of the input 
symbols, or some number, percentage, etc., less than all of the 
input symbols. If yes, then the flow ends. If no, then the flow 
proceeds to step 1020. In step 1020, static decoder 910 
attempts to recover any input symbols that dynamic decoder 
905 was unable to recover. After static encoder 910 has pro 
cessed the input symbols and redundant symbols recovered 
by dynamic encoder 905, then the flow ends. 

FIG. 13 is a simplified flow diagram illustrating another 
embodiment of a method for decoding according to the 
present invention. This embodiment is similar to that 
described with respect to FIG. 11, and includes steps 1005, 
1010, 1015, and 1025 in common. But, after step 1025, the 
flow proceeds to step 1030, in which it is determined whether 
the input symbols have been recovered to a desired degree of 
accuracy. If yes, then the flow ends. If no, then the flow 
proceeds to step 1035. In step 1035, one or more additional 
output symbols are received. Then, the flow proceeds back to 
step 1010, so that dynamic decoder 905 and/or static decoder 
910 can attempt to recover the remaining unrecovered input 
symbols. 
FIG.14 is a simplified flow diagram illustratingyetanother 

embodiment of a method for decoding according to the 
present invention. In step 1055, output symbols are received 
by the decoder, and in step 1060, dynamic decoder 905 regen 
erates input symbols and redundant symbols from the 
received output symbols. Then, in step 1065, it is determined 
whether dynamic decoding should be ended. This determina 
tion can be based on one or more of the number of output 
symbols processed, the number of input symbols recovered, 
the current rate at which additional input symbols are being 
recovered, the time spent processing output symbols, etc. 

In step 1065, if it is determined that dynamic decoding is 
not to be stopped, then the flow proceeds back to step 1055. 
But, if in step 1065, it is determined to end dynamic decoding, 
then the flow proceeds to step 1070. In step 1070, it is deter 
mined whether the input symbols have been recovered to a 
desired degree of accuracy. If yes, then the flow ends. If no. 
then the flow proceeds to step 1075. In step 1075, static 
decoder 910 attempts to recover any input symbols that 
dynamic decoder 905 was unable to recover. After static 
encoder 910 has processed the input symbols and redundant 
symbols recovered by dynamic encoder 905, the flow ends. 

FIG. 15 shows one embodiment of dynamic decoder 
according to the present invention. Dynamic decoder 1100 
includes similar components as those of dynamic encoder 
500 shown in FIG.S. Decoder 1100 is similar to embodiments 
of chain reaction decoders described in Luby I and Luby II. 
Dynamic decoder 1100 comprises a weight selector 510, an 
associator 515, a value function selector 520, an output sym 
bol buffer 1105, a reducer 1115, a reconstructor 1120 and a 
reconstruction buffer 1125. 

FIG. 16 is a simplified block diagram illustrating one 
embodiment of a static decoder. This embodiment can be 
used when the data is encoded with a static encoder Such as 
described with reference to FIG. 7. Static decoder 1200 com 
prises a LDPC decoder 1205 and a Hamming decoder 1210. 
The LDPC decoder 1205 receives input symbols and redun 
dant symbols from a reconstruction buffer 1215, and attempts 
to reconstruct those symbols of reconstruction buffer 1215 
unrecovered after the decoding step of the dynamic decoder. 
In some embodiments, reconstruction buffer 1215 is recon 
struction buffer 1125 (FIG. 15). 
Many variations of LDPC decoders and HDPC decoders 

are well known to those skilled in the art, and can be 
employed in various embodiments according to the present 
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invention. In one specific embodiment, HDPC decoder is 
implemented using a Gaussian elimination algorithm. Many 
variations of Gaussian elimination algorithms are well known 
to those skilled in the art, and can be employed in various 
embodiments according to the present invention. 
A Variation of HDPC Coding 

Another type of HDPC encoding is now described. In this 
embodiment of HDPC encoding, the mathematical operation 
for creating redundant symbols from a given set of data is 
based on operations in a finite field. 

In this embodiment of HDPC coding, the elements of a 
finite field are used to obtain redundant symbols HDI 0, ..., 
HDD-1. These symbols are obtained by defining a multi 
plication process between the symbols ISO. . . . .ISK-1. 
LDO, . . . . LDE-1 and elements of the finite field as 
described above. 
HDPC Coding 
When using an HDPC code, the code might be described 

by a generator matrix over a finite field GF(2). Where the 
code is systematic, which is the case in a preferred embodi 
ment, the generator matrix can be described using only the 
relationship between the K+E input symbols ISO. . . . .IS 
K-1.LDO), . . . .LDE-1 and the redundant symbols 
HD 0, . . . .HDD-1. This matrix, called G, is of format 
DX(K+E). If X denotes the column vector comprising the 
symbols HDI 0, . . . .HDD-1 and S denotes the column 
vector comprising the symbols ISO. . . . .ISK-1. 
LDO, ... LDE-1, then we have X-GGX)S. More specific 
embodiments for the matrix G and various methods for effi 
cient computation of the symbols are described below. 
Variations 

Multi-stage chain reaction codes as described above are not 
systematic codes, i.e., all of the original source symbols of a 
Source block are not necessarily among the encoding symbols 
that are sent. However, systematic FEC codes are useful for a 
file download system or service, and very important for a 
streaming system or service. As shown in the implementation 
below, a modified code can be made to be systematic and still 
maintain the fountain code and other described properties. 
One reason why it is easy to construct a variety of Supple 

mental services using multi-stage codes is that it can combine 
received encoding symbols from multiple senders to recon 
struct a source file or stream without coordination among the 
senders. The only requirement is that the senders use differing 
sets of keys to generate the encoding symbols that they send 
in encoding packets to the code. Ways to achieve this include 
designating different ranges of the key space to be used by 
each Such sender, or generating keys randomly at each sender. 
As an example of the use of this capability, consider pro 

viding a Supplemental service to a file download service that 
allows multi-stage chain reaction codes that did not receive 
enough encoding packets to reconstruct a source file from the 
file download session to request additional encoding packets 
to be sent from a make-up sender, e.g., via a HTTP session. 
The make-up sender generates encoding symbols from the 
source file and sends them, for example using HTTP, and all 
these encoding symbols can be combined with those received 
from the file download session to recover the source file. 
Using this approach allows different senders to provide incre 
mental source file delivery services without coordination 
between the senders, and ensuring that each individual 
receiver need receive only a minimal number of encoding 
packets to recover each source file. 

Decoding of multi-stage chain reaction codes as described 
above may require a relatively large overhead when the num 
ber of source symbols is small, for example in the order of 
hundreds to a few thousands source symbols. In Such a case, 
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a different decoder is preferred, for example a decoder dis 
closed in Shokrollahi III. As shown in the implementation 
below, a modified decoding algorithm can be designed for the 
class of codes disclosed herein that uses features of the codes 
and concepts disclosed in Shokrollahi III, and provides low 
decoding error probability for very small numbers of source 
symbols, while maintaining efficiency in the decoding. 
Implementations of Various Stages of Multi-Field Multi 
Stage Codes 
FEC Scheme Definition 
A packet using these techniques might be represented with 

header information such as an FEC Payload ID of four octets 
comprising a Source Block Number (SBN) (16 bit integer 
identifier for the source block that the encoding symbols 
within the packet relate to) and an Encoding Symbol ID (ESI) 
(16 bit integer identifier for the encoding symbols within the 
packet). One suitable interpretation of the Source Block 
Number and Encoding Symbol Identifier is defined in Sec 
tions B below. FEC Object Transmission information might 
comprise the FEC Encoding ID, a Transfer Length (F) and the 
parameters T. Z, N and A defined in below. The parameters T 
and Zare 16 bit unsigned integers, N and Aare 8bit unsigned 
integers. If needed, other integer sizes might be used. 
An FEC encoding scheme for forward error correction is 

defined in the sections below. It defines two different FEC 
Payload ID formats, one for FEC source packets and another 
for FEC repair packets, but variations for nonsystematic 
codes are also possible. 
The Source FEC payload ID might comprise a Source 

Block Number (SBN) (16 bit integer identifier for the source 
block that the encoding symbols within the packet relate to) 
and an Encoding Symbol ID (ESI) (16 bit integer identifier for 
the encoding symbols within the packet), while the Repair 
FEC Payload ID might comprise a Source Block Number 
(SBN) (16 bit integer identifier for the source block that the 
repair symbols within the packet relate to), an Encoding Sym 
bol ID (ESI) (16 bit integer identifier for the repair symbols 
within the packet), and a Source Block Length (SBL) (16 bits, 
representing the number of Source symbols in the Source 
block. The interpretation of the Source Block Number, 
Encoding Symbol Identifier and Source Block Length is 
defined below. 
FECObject Transmission information might comprise the 

FEC Encoding ID, the maximum source block length, in 
symbols, and the symbol size, in bytes. The symbol size and 
maximum source block length might comprise a four octet 
field of Symbol Size (T) (16 bits representing the size of an 
encoding symbol, in bytes), and a Maximum Source Block 
Length (16 bits representing the maximum length of a source 
block, in symbols). 
The sections below specify the systematic multi-field 

MSCR forward error correction code. Multi-field MSCR 
codes are fountain codes, i.e., as many encoding symbols as 
needed can be generated by the encoder on-the-fly from the 
source symbols of a block. The decoder is able to recover the 
Source block from any set of encoding symbols only slightly 
more in number than the number of source symbols. The code 
described in this document is a systematic code, that is, the 
original Source symbols are sent unmodified from sender to 
receiver, as well as a number of repair symbols. 
B.1 Definitions, Symbols and Abbreviations 
B.1.1 Definitions 

For the purposes of this description, the following terms 
and definitions apply. 
Source block: a block of Ksource symbols which are consid 

ered together for MSCR encoding purposes. 



US 9,270,414 B2 
27 

Source symbol: the smallest unit of data used during the 
encoding process. All source symbols within a source 
block have the same size. 

Encoding symbol: a symbol that is included in a data packet. 
The encoding symbols comprise the Source symbols and 5 
the repair symbols. Repair symbols generated from a 
Source block have the same size as the Source symbols of 
that source block. 

Systematic code: a code in which the source symbols are 
included as part of the encoding symbols sent for a source 
block. 

Repair symbol: the encoding symbols sent for a source block 
that are not the source symbols. The repair symbols are 
generated based on the Source symbols. 

Intermediate symbols: symbols generated from the Source 
symbols using an inverse encoding process. The repair 15 
symbols are then generated directly from the intermediate 
symbols. The encoding symbols do not include the inter 
mediate symbols, i.e., intermediate symbols are not 
included in data packets. 

Symbol: a unit of data. The size, in bytes, of a symbol is 
known as the symbol size. 

10 

i,j, x, h, a, b, d, 
V, m 
ceil(X) 
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Encoding symbol group: a group of encoding symbols that 

are sent together, i.e., within the same packet whose rela 
tionship to the Source symbols can be derived from a single 
Encoding Symbol ID. 

Encoding Symbol ID: information that defines the relation 
ship between the symbols of an encoding symbol group 
and the Source symbols. 

Encoding packet: data packets that contain encoding symbols 
Sub-block: a source block is sometime broken into sub 

blocks, each of which is sufficiently small to be decoded in 
working memory. For a source block comprising KSource 
symbols, each Sub-block comprises K Sub-symbols, each 
symbol of the source block being composed of one sub 
symbol from each sub-block. 

Sub-symbol: part of a symbol. Each source symbol is com 
posed of as many Sub-symbols as there are sub-blocks in 
the source block. 

Source packet: data packets that contain source symbols. 
Repair packet: data packets that contain repair symbols. 

B.1.2. Symbols 

represent positive integers 

enotes the Smallest positive integer which is greater than or equal to X 
enotes the number of ways objects can be chosen from among i objects 

without repetition 
floor(x) enotes the largest positive integer which is less than or equal to X 
i9% enotes i modulo 
XY enotes, for equal-length bit strings X and Y, the bitwise exclusive-or of X and 

Y 
A. enote a symbol alignment parameter. Symbol and Sub-symbol sizes are 

restricted to be multiples of A. 
Af enotes the transposed matrix of matrix A 
Al enotes the inverse matrix of matrix A 
K enotes the number of symbols in a single source block 
KMAx enotes the maximum number of source symbols that can be in a single source 

enotes an array of source symbols, CO, C1, C2, ... 

block. Set to 8192. Note that other values might be used. 
L enotes the number of pre-coding symbols for a single source block 
S enotes the number of LDPC symbols for a single source block 
H enotes the number of Half symbols for a single source block 
C enotes an array of intermediate symbols, CO, C1, C2, ... 
C 

, CL - 1 
, CIK - 1 

a non-negative integer value 
Vo, V two arrays of 4-byte integers, VoIO, Vo1,..., Vo255: VO, V1, ..., V1255 
Rand X, i, m a pseudo-random number generator 
Degv a degree generator 
LTEncK, C, (d, a LT encoding symbol generator 
a,b) 
TripK, X a triple generator function 
G he number of symbols within an encoding symbol group 
N he number of sub-blocks within a source block 
T he symbol size in bytes. If the source block is partitioned into sub-blocks, 

hen T = T. N. 

T he sub-symbol size, in bytes. If the source block is not partitioned into Sub 
blocks then T is not relevant. 

F he file size, for file download, in bytes 
I he sub-block size in bytes 
P or file download, the payload size of each packet, in bytes, that is used in one 

preferred derivation of the file download transport parameters. For streaming, 
he payload size of each repair packet, in bytes, that is used in one preferred 
erivation of the streaming transportparameters. 

Q Q = 65521, i.e., Q is the largest prime smaller than 2'. Note that other values 
might be used instead of 2. 

Z. he number of source blocks, for file download 
J(K) he systematic index associated with K 
G enotes any generator matrix 
Is enotes the SxS identity matrix 
0s. H enotes the Six H zero matrix 
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B.1.3 Abbreviations 
For the purposes of the present document, the following 
abbreviations apply: 

ESI: Encoding Symbol ID 
LDPC: Low Density Parity Check 
LT: Luby Transform 
SBN: Source Block Number 
SBL: Source Block Length (in units of symbols) 

B.2. Overview 
The MSCR forward error correction code can be applied to 

both file delivery and streaming applications. MSCR code 
aspects which are specific to each of these applications are 
discussed in Sections B.3 and B.4 of this document. 
A component of the systematic MSCR code is the basic 

encoder described in Section B.5. First, it is described how to 
derive values for a set of intermediate symbols from the 
original source symbols such that knowledge of the interme 
diate symbols is Sufficient to reconstruct the source symbols. 
Secondly, the encoder produces repair symbols which are 
each the exclusive OR of a number of the intermediate sym 
bols. The encoding symbols are the combination of the source 
and repair symbols. The repair symbols are produced in Such 
a way that the intermediate symbols and therefore also the 
Source symbols can be recovered from any sufficiently large 
set of encoding symbols. 

This document defines the systematic MSCR code 
encoder. A number of possible decoding algorithms are pos 
sible. An efficient decoding algorithm is provided in Section 
B6. 
The construction of the intermediate and repair symbols is 

based in part on a pseudorandom number generator described 
in Section B.5. This generator is based on a fixed set of 512 
random numbers that are available to both sender and 
receiver. An example set of numbers are those provided in 
Appendices B.1 and B.2. 

Finally, the construction of the intermediate symbols from 
the source symbols is governed by a “systematic index. An 
example set of values for the systematic index is shown in 
Appendix A for source block sizes from 4 source symbols to 
K-8192 source symbols. 
B.3. File Download 
B.3.1. Source Block Construction 
B.3.1.1. General 

In order to apply the MSCR encoder to a source file, the file 
may be broken into Z-1 blocks, known as source blocks. The 
MSCR encoder is applied independently to each source 
block. Each source block is identified by a unique integer 
Source Block Number (SBN), where the first source block 
has SBN Zero, the second has SBN one, etc. Each source 
block is divided into a number, K, of source symbols of size 
T bytes each. Each source symbol is identified by a unique 
integer Encoding Symbol Identifier (ESI), where the first 
source symbol of a source block has ESI Zero, the second has 
ESI one, etc. 

Each source block with K source symbols is divided into 
Na1 sub-blocks, which are small enough to be decoded in the 
working memory. Each sub-block is divided into K sub 
symbols of size T. 

Note that the value of K is not necessarily the same for each 
source block of a file and the value of T may not necessarily 
be the same for each sub-block of a source block. However, 
the symbol size T is the same for all source blocks of a file and 
the number of symbols, K is the same for every sub-block of 
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a source block. Exact partitioning of the file into Source 
blocks and sub-blocks is described in B.3.1.2 below. 

FIG. 17 shows an example source block placed into a two 
dimensional array, where each entry is a T'-byte sub-symbol, 
each row is a Sub-block and each column is a Source symbol. 
In this example, the value of T is the same for every sub 
block. The number shown in each sub-symbol entry indicates 
their original order within the source block. For example, the 
sub-symbol numbered K contains bytes TK through T' 
(K+1)-1 of the source block. Then, source symbol i is the 
concatenation of the ith sub-symbol from each of the sub 
blocks, which corresponds to the sub-symbols of the source 
block numbered i, K+i, 2-K+i, ..., (N-1)-K+i. 
B.3.1.2 Source Block and Sub-Block Partitioning 
The construction of source blocks and sub-blocks is deter 

mined based on five input parameters, F. A. T. Zand N and a 
function Partition. The five input parameters are defined as 
follows: 
F the size of the file, in bytes 
A a symbol alignment parameter, in bytes 
T the symbol size, in bytes, which preferably is a multiple of 
A 

Z the number of source blocks 
N the number of sub-blocks in each source block 

These parameters might be set so that ceil(ceil(F/T)/ 
Z)sK. An example of Some Suitable derivations of these 
parameters are provided in Section B.3.4. 
The function Partition takes a pair of integers (I,J) as 

input and derives four integers (I, Is Ji, Js) as output. Spe 
cifically, the value of Partition I, J is a sequence of four 
integers (I, Is J. Js), where I ceil(I/J), Is floor(I/J), JI 
Is J and J. Partition derives parameters for partition 
ing a block of size I into Japproximately equal sized blocks. 
Specifically, J, blocks of length I and Js blocks of length Is. 
The source file might be partitioned into source blocks and 

sub-blocks as follows: 
Let, 
K-ceil(FIT) 
(K, Ks, Z, Zs) Partition KZ 
(T. T. N. N.)=Partition T/A, N 

Then, the file might be partitioned into Z-Z +Zs contigu 
ous source blocks, the first Z, source blocks each having 
length KT bytes and the remaining Zs source blocks cach 
having Ks-T bytes. 

If KT-F then for encoding purposes, the last symbol 
might be padded at the end with KT-F Zero bytes. 

Next, each source block might be divided into N=N1+N 
contiguous Sub-blocks, the first N. Sub-blocks each compris 
ing Kcontiguous sub-symbols of size of TA and the remain 
ing Ns. Sub-blocks each comprising K contiguous Sub-sym 
bols of size of TsA. The symbol alignment parameter A 
ensures that Sub-symbols are always a multiple of Abytes. 

Finally, the mth symbol of a source block comprises the 
concatenation of the mth sub-symbol from each of the N 
sub-blocks. 
B.3.2. Encoding Packet Construction 
B.3.2.1. General 

Each encoding packet contains a Source Block Number 
(SBN), an Encoding Symbol ID (ESI) and encoding sym 
bol(s). Each source block is encoded independently of the 
others. Source blocks are numbered consecutively from Zero. 
Encoding Symbol ID values from 0 to K-1 identify the source 
symbols. Encoding Symbol IDs from K onwards identify 
repair symbols. 
B.3.2.2 Encoding Packet Construction 

Each encoding packet preferably either contains source 
symbols (source packet) or contains repair symbols (repair 
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packet). A packet may contain any number of symbols from 
the same source block. In the case that the last symbol in the 
packet includes padding bytes added for FEC encoding pur 
poses then these bytes need not be included in the packet. 
Otherwise, only whole symbols might be included. 
The Encoding Symbol ID, X, carried in each source packet 

is the Encoding Symbol ID of the first source symbol carried 
in that packet. The Subsequent source symbols in the packet 
have Encoding Symbol IDs, X-1 to X--G-1, in sequential 
order, where G is the number of symbols in the packet. 

Similarly, the Encoding Symbol ID, X, placed into a repair 
packet is the Encoding Symbol ID of the first repair symbol in 
the repair packet and the Subsequent repair symbols in the 
packet have Encoding Symbol IDs X-1 to X--G-1 in sequen 
tial order, where G is the number of symbols in the packet. 

Note that it is not necessary for the receiver to know the 
total number of repair packets. The G repair symbol triples 
(d0), a0, b0),..., (dG-1, aG-1, bG-1) for the repair 
symbols placed into a repair packet with ESIX are computed 
using the Triple generator defined in B.5.3.4 as follows: 
For each i=0,..., G-1 
(di, ai, bi)=Trip K.X--i 
The G repair symbols to be placed in repair packet with ESI 

X are calculated based on the repair symbol triples as 
described in Section B.5.3 using the intermediate symbols C 
and the LT encoder LTencK, C, (di, ai, bi). 
B.3.3. Transport 

This section describes the information exchange between 
the MSCR encoder/decoder and any transport protocol mak 
ing use of MSCR forward error correction for file delivery. 
The MSCR encoder and decoder for file delivery require 

the following information from the transport protocol: the file 
size, F, in bytes, the symbol alignment parameter, A, the 
symbol size, T, in bytes, which is a multiple of A, the number 
of source blocks, Z, the number of sub-blocks in each source 
block, N. The MSCR encoder for file delivery additionally 
requires the file to be encoded, F bytes. 
The MSCR encoder supplies the transport protocol with 

encoding packet information comprising, for each packet, the 
SBN, the ESI and the encoding symbol(s). The transport 
protocol might communicate this information transparently 
to the MSCR decoder. 
B.3.4. Details OF Specific Examples for Parameters 
B.3.4.1 Parameter Derivation Algorithm 

This section provides examples for the derivation of the 
four transport parameters, A, T, Z and N that provide good 
results. These are based on the following input parameters: 
F the file size, in bytes 
Watarget on the sub-block size, in bytes 
P the maximum packet payload size, in bytes, which is 

assumed to be a multiple of A 
A the symbol alignment factor, in bytes 
K the maximum number of Source symbols per source 

block. 
Kry a minimum target on the number of symbols per source 

block 
G. a maximum target number of symbols per packet 

Based on the above inputs, the transport parameters T. Z 
and N are calculated as follows: 
Let, 

G-min{ceil(PKuy/F), PA, Gax-the approximate 
number of symbols per packet 

K=ceil(F/T)-the total number of symbols in the file 
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The values of G and N derived above should be considered 
as lower bounds. It may be advantageous to increase these 
values, for example to the nearest power of two. In particular, 
the above algorithm does not guarantee that the symbol size, 
T. divides the maximum packet size, P, and so it may not be 
possible to use the packets of size exactly P. If, instead, G is 
chosen to be a value which divides P/A, then the symbol size, 
T, will be a divisor of P and packets of size P can be used. 

Suitable values for the input parameters might be W=256 
KB, A=4, Kv4, and G-1. 
B.3.4.2 Examples 
The above algorithm leads to transport parameters as 

shown in FIG. 18, assuming the above values for W. A. Kry 
and G are used and with P-512. 
B.4. Streaming 
B.4.1. Source Block Construction 
A source block is constructed by the transport protocol, for 

example as defined in this document, making use of the Sys 
tematic MSCR Forward Error Correction code. The symbol 
size, T, to be used for source block construction and the repair 
symbol construction are provided by the transport protocol. 
The parameter T might be set so that the number of source 
symbols in any source block is at most K. 
An example of parameters that work well are presented in 

section B.4.4. 
B.4.2. Encoding Packet Construction 
As described in B.4.3., each repair packet contains the 

SBN, ESI, SBL and repair symbol(s). The number of repair 
symbols contained within a repair packet is computed from 
the packet length. The ESI values placed into the repair pack 
ets and the repair symbol triples used to generate the repair 
symbols are computed as described in Section B.3.2.2. 
B.4.3. Transport 

This section describes the information exchange between 
the MSCR encoder/decoder and any transport protocol mak 
ing use of MSCR forward error correction for streaming. The 
MSCR encoder for streaming might use the following infor 
mation from the transport protocol for each source block: the 
symbol size, T, in bytes, the number of symbols in the source 
block, K, the Source Block Number (SBN) and the source 
symbols to be encoded, K-T bytes. The MSCR encoder Sup 
plies the transport protocol with encoding packet information 
comprising, for each repair packet, the SBN, the ESI, the SBL 
and the repair symbol(s). The transport protocol might com 
municate this information transparently to the MSCR 
decoder. 
B.4.4. Selection of Parameters 
A number of methods for parameter selection can be used. 

Some of those are described below in detail. 
B.4.4.1 Parameter Derivation Algorithm 

This section explains a derivation of the transport param 
eter T. based on the following input parameters: 

B the maximum source block size, in bytes 
Pmax the maximum Source Packet Information size, without padding 
P. the xth percentile Source Packet Information size, without 

padding (i.e. the least number, n, Such that X % of the packets 
are expected to have Source Packet Information size n or less. 
In one embodiment, the value of x is 30. 

A. the symbol alignment factor, in bytes 
the maximum number of source symbols per source block. 
a minimum target on the number of symbols per source block 
a maximum target number of symbols per repair packet 

KMAx 
KMIN 
GMAx 
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A requirement on these inputs is that ceil(B/P)sk. 
Based on the above inputs, the transport parameter T is cal 
culated as follows: 

Let G-min{max{ceil(PK/B), floor(P/P), 5 
PA, Gax-the number of symbols per SPI 

The value of T derived above should be considered as a 10 
guide to the actual value of Tused. It may be advantageous to 
ensure that T divides into P. or it may be advantageous to set 
the value of T Smaller to minimize wastage when full size 
repair symbols are used to recover partial Source symbols at 
the end of lost source packets (as long as the maximum 15 
number of source symbols in a source block does not exceed 
K). Furthermore, the choice of T may depend on the 
Source packet size distribution, e.g., if all source packets are 
the same size then it is advantageous to choose T so that the 
actual payload size of a repair packet P', where P' is a multiple 20 
of T, is equal to (or as few bytes as possible larger than) the 
number of bytes each Source packet occupies in the Source 
block. 

Suitable values for the input parameters might be A=16, 
Katy 4 and Gay 4. 25 
B.4.4.2 Examples 
The above algorithm leads to transport parameters as 

shown in FIG. 19, assuming the above values for A, K, and 
G. and assuming P-1424. 
B.5. Systematic Multi-Field MSCR Encoder 30 
B.5.1. Encoding Overview 
The systematic MSCR encoder is used to generate repair 

symbols from a source block that comprises K source sym 
bols. 

Symbols are the fundamental data units of the encoding 35 
and decoding process. For each Source block (Sub-block) all 
symbols (Sub-symbols) are the same size. The atomic opera 
tion performed on symbols (sub-symbols) for both encoding 
and decoding is the exclusive-or operation. 
Let CI0. . . . . CIK-1 denote the K source symbols. 40 
Let CI0. . . . . CL-1 denote L intermediate symbols. 
The first step of encoding is to generate a number, L>K, of 

intermediate symbols from the K source symbols. In this step, 
K source triples (d0), a0, b0), . . . . (dK-1, a K-1. 
bK-1) are generated using the Tripgenerator as described 45 
in Section B.5.4.4. The K source triples are associated with 
the K source symbols and are then used to determine the L 
intermediate symbols CIO), . . . . CL-1 from the source 
symbols using an inverse encoding process. This process can 
be can be realized by a MSCR decoding process. 50 

Certain “pre-coding relationships' preferably hold within 
the L intermediate symbols. Section B.5.2 describes these 
relationships and how the intermediate symbols are generated 
from the source symbols. 
Once the intermediate symbols have been generated, repair 55 

symbols are produced and one or more repair symbols are 
placed as a group into a single data packet. Each repair sym 
bol group is associated with an Encoding Symbol ID (ESI) 
and a number, G, of encoding symbols. The ESI is used to 
generate a triple of three integers, (d. a, b) for each repair 60 
symbol again using the Trip generator as described in 
Section B.5.4.4. This is done as described in Sections B.3 and 
B.4 using the generators described in Section B.5.4. Then, 
each (da,b)-triple is used to generate the corresponding 
repair symbol from the intermediate symbols using the 65 
LTEnc K, CIO), ..., CIL-1, (da,b) generator described in 
Section B.5.4.3. 

34 
B.5.2. First Encoding Step: Intermediate Symbol Generation 
B.5.2.1 General 
The first encoding step is a pre-coding step to generate the 

L intermediate symbols CIO), . . . . CL-1 from the source 
symbols CIO), . . . , CDK-1. The intermediate symbols are 
uniquely defined by two sets of constraints: 

1. The intermediate symbols are related to the source sym 
bols by a set of source symbol triples. The generation of 
the source symbol triples is defined in Section B.5.2.2 
using the Trip generator as described in Section 
B.5.4.4. 

2. A set of pre-coding relationships hold within the inter 
mediate symbols themselves. 

These are defined in Section B.5.2.3. The generation of the 
L intermediate symbols is then defined in Section 5.2.4. 
B.5.2.2 Source Symbol Triples 

Each of the K source symbols is associated with a triple 
(di, ai, bi) for Osi-K. The source symbol triples are 
determined using the Triple generator defined in Section 
B.5.4.4 as: 
For eachi, Osi <K 
(di, ai, bi)=TripK, i. 
B.5.2.3 Pre-Coding Relationships 
The pre-coding relationships amongst the L intermediate 

symbols are defined by expressing the last L-Kintermediate 
symbols in terms of the first Kintermediate symbols. 
The last L-K intermediate symbols CIK. . . . CL-1 

comprise SLDPC symbols and HHDPC symbols The values 
of S and Hare determined from Kas described below. Then 
L=K+S+H. 
Let 
X be the smallest positive integer such that X (X-1)>=2K. 
Sbe the smallest prime integer such that Seceil(0.01 K)+X 
H be the smallest integer such that choose(H, ceil(H/2))K+S 
H'-ceil(H/2) 
L=K+S+H 
CI0), ..., CIK-1 denote the first K intermediate symbols 
CK,..., CK+S-1 denote the SLDPC symbols, initialized 

to Zero 

CK--S,..., CIL-1 denote the HHDPC symbols, initialized 
to Zero 

The S LDPC symbols are defined to be the values of 
CK. . . . . CLK+S-1 at the end of the following process: 
For i=0,..., K-1 do 
a=1+(floor(i/S) '% (S-1)) 
b=1.9% S 
CK+b=CK+b Ci 
b=(b-a) % S 
CK+b=CK+b Ci 
b=(b-a) % S 
CK+b=CK+b Ci 

For the construction of the HHDPC symbols, the system 
uses the field GF(256). The field can be represented with 
respect to the irreducible polynomial fix+x+x+x+1 over 
the field GF(2). Let a denote the element X modulo f. As is 
well-known to those of ordinary skill in the art, the element a 
is primitive, i.e., the 255 first powers of a coincide with the 
255 nonzero elements of GF(256). In one embodiment, the 
system choose K--S integers aO. . . . .a K+S-1, and denote 
by BIO), ..., BK+S-1 the elements oil, ... .ol. 
Further, we choose H further integers b0, . . . .bH-1 and 
denote by TO), ....IIH-1 the elements O''.....C.'''. 
Further preferred embodiments of the present invention will 
specify specific choices for these integers. However, it should 
be noted that are many equivalent choices of these integers. 
Let gii (floor(i/2)) for all positive integers i. Note that gi 
is the Gray sequence, in which each element differs from the 
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previous one in a single bit position. Furthermore, let gik 
denote thei"element.j=0,1,2,..., of the subsequence of gil 
whose elements have exactly k non-zero bits in their binary 
representation. As is well-known to those of skill in the art, 
the sequence gik has the property that the binary represen 
tations of gik and gi+1.k differ in exactly two positions. 
We denote these positions by p.k.1 and p.k.2. 
The values of the HDPC symbols are defined as the values 

of CK+S, ..., CIL-1 after the following process. 
We initialize a symbol U as 0. The size of this symbol is the 

same as the common size of source, LDPC, and HDPC sym 
bols. 

Next, for a variablehranging from 0 to K+S-2, we perform 
the following: The variable U is updated as U=U*BhCh. 
At the same time, we set CIK--S+pj.H'.1=CK--S+pj.H', 
1U, and CIK--S+pj.H'.2=CK--S+pj.H.2, U. 

In a further step, we transform U into UBK--S-1ICK-- 
S-1. 

Next, for a variable h ranging from 0 to H-1 we update 
CK--S+h-CK--S+h ThU. This completes the descrip 
tion of the HDPC coding process. 

In a preferred embodiment, the system chooses the follow 
ing integers aO. . . . .a K+S-1, and b0. . . . .bH-1: 
a 0–a1 = ... —a K--S-1=1 and b0=1, b1=2,...bi-i-- 
1, etc. Advantageously, in this preferred embodiment, the 
construction of the HDPC symbols can be performed using 
only the action of the primitive element, C., along with bit 
wise exclusive OR operations between symbols. The choice 
of irreducible polynomial give above admits highly efficient 
implementation of the action of C, thereby reducing the com 
putational complexity of the HDPC construction algorithm. 
As will be apparent to those of skill in the art, the construction 
algorithm described above can easily be adapted to perform 
the required decoding operations within a multi-stage code 
decoder, thus realizing the above mentioned reduction in 
computational complexity at the decoder as well. 
B.5.2.4 Intermediate Symbols 
B.5.2.4.1 Definitions 

Given the K source symbols CIO, CI1,..., CIK-1 the 
L intermediate symbols CIO, CI 1. . . . . CL-1 are the 
uniquely defined symbol values that satisfy the following 
conditions: 

1. The K source symbols CIO, CI1,..., CIK-1 satisfy 
the K constraints Ci-LTEncK, (CIO), . . . . CL-1), 
(di, ai, bi), for all i, Osi-K 

2. The L intermediate symbols CIO, CI 1. . . . . CL-1 
satisfy the pre-coding relationships defined in B.5.2.3. 

B.5.2.4.2 Calculation of Intermediate Symbols 
This subsection describes a possible method for calcula 

tion of the L intermediate symbols CIO, C1. . . . . CL-1 
satisfying the constraints in B.5.2.4.1 
The generator matrix G for a code which generates N 

output symbols from Kinput symbols is an NxK matrix over 
GF(2), where each row corresponds to one of the output 
symbols and each column to one of the input symbols and 
where the i' output symbol is equal to the sum of those input 
symbols whose column contains a non-Zero entry in row i. 

Then, the L intermediate symbols can be calculated as 
follows: 
Let 
C denote the column vector of the L intermediate symbols, 
CI0, C1, . . . . CL-1. 

D denote the column vector comprising S+H Zero symbols 
followed by the K source symbols CI0), C1, ..., CIK 
1. 
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Then the above constraints define an LXL matrix over GF(2), 
A. Such that: 

The matrix A can be constructed as follows: 
Let: 
G, be the SXK generator matrix of the LDPC symbols. 

So, 
Ge (CIO), ..., CIK-1))=(CIK), ..., CK+S-1) 
G, be the HX(K+S) generator matrix of the Half symbols, 

So, 
Gr()(CIO), ..., CIS+K-1))'-(CIK+S,..., CK+S+ 
H-1) 

Is be the SxS identity matrix 
I be the HxH identity matrix 
Ost be the SxH Zero matrix 
G, be the KXL generator matrix of the encoding symbols 

generated by the LT Encoder. So, 
G(CIO), ..., CIL-1)=(CIO), C1),..., CIK-1)) 
i.e., G, 1 if and only if Ci is included in the symbols 
which are XORed to produce LTEncK, (CIO), . . . . CL 
1), (di, ai, bi). 

Then: 
The first S rows of A are equal to G|Islzs. 
The next H rows of A are equal to G.I. 
The remaining Krows of A are equal to G. 
The matrix A is depicted in FIG. 20. The intermediate 

symbols can then be calculated as: 

The Source triples are generated Such that for any K matrix 
A has full rank and is therefore invertible. This calculation can 
be realized by applying a MSCR decoding process to the K 
source symbols CIOI, C1, . . . , CIK-1 to produce the L 
intermediate symbols CI0), C1. . . . . CL-1. 
To efficiently generate the intermediate symbols from the 

Source symbols, an efficient decoder implementation Such as 
that described in Section B.6 might be used. The source 
symbol triples are designed to facilitate efficient decoding of 
the source symbols using that algorithm. 
B.5.3. Second Encoding Step: Chain Reaction Encoding 

In the second encoding step, the repair symbol with ESIX 
is generated by applying the generator LTEncK, (CIO). 
CI1,..., CIL-1), (d. a, b) defined in Section B.5.4 to the L 
intermediate symbols CI0), C1,..., CIL-1 using the triple 
(d. a,b)=Trip K.X generated according to Sections B.3.2.2 
and B.4.2. 
B.5.4. Generators 
B.5.4.1 Random Generator 
The random number generator Rand X, i, m is defined as 

follows, where X is a non-negative integer, i is a non-negative 
integer and m is a positive integer and the value produced is an 
integer between 0 and m-1. Let Vo and V be arrays of 256 
entries each, where each entry is a 4-byte unsigned integer. 
Suitable arrays of random numbers are provided in Appendi 
ces B.1 and B.2 by way of example only and should not be 
construed to limit the scope of the invention. Given those 
assumptions, Rand X, i, m=(VoI(X+i) %. 256IV-1 (floor 
(X/256)+i) %. 256).96 m. As used herein, unless otherwise 
indicated, “random' should be assumed to include “pseudo 
random” and “essentially random'. 
B.5.4.2 Degree Generator 
The degree generator Degv is defined as follows, where V 

is an integer that is at least 0 and less than 2'-1048576. 
In FIG. 21, find the index i such that fj-1sv<f 

Degv=d 
B.5.4.3 Chain Reaction Encoding Symbol Generator 
The encoding symbol generator LTEncK, (CIO). 

C1. . . . . CL-1), (d. a, b) takes the following inputs: 
Kis the number of source symbols (or sub-symbols) for the 

source block (sub-block). Let L be derived from K as 
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described in Section B.5.2, and let L be the smallest prime 
integer greater than or equal to L. 

(CIO). C1. . . . . CL-1) is the array of L intermediate 
symbols (Sub-symbols) generated as described in Section 
B5.2 

(d. a, b) is a source triple determined using the Triple 
generator defined in Section B.5.3.4, whereby d is an integer 
denoting an encoding symbol degree, a is an integer between 
1 and L-1 inclusive and b is an integer between 0 and L-1 
inclusive. 
The encoding symbol generator produces a single encod 

ing symbol as output, according to the following algorithm: 
While (b.L) do b=(b-a) % L' 
LTEncK.(CI0), CI 1. . . . . CL-1), (d. a,b)=C(b. 
For i=1,..., min(d-1.L-1) do 
b=(b-a)% L' 
While (b.L) do b=(b-a) % L' 
LTEncK, (CIO). C1. . . . . CL-1), (d. a, b)=LTEncK, 

(CIO). C1, ..., CIL-1), (d. a, b) Cbl 
B.5.4.4 Triple Generator 
The triple generator Trip K.X takes the following inputs: 

KThe number of source symbols 
X An encoding symbol ID 
Let 
L be determined from Kas described in Section B.5.2 
L' be the Smallest prime that is greater than or equal to L 
Q=65521, the largest prime smaller than 2''. 
J(K) be the systematic index associated with K. The system 

atic index is a number chosen such that the process below, 
together which the remaining processed for construction of 
the matrix A described herein results in a matrix B which is 
invertible. Suitable systematic indices are provided in 
Appendix A by way of example only and should not be 
construed as to limit the scope of the invention. 
The output of the triple generator is a triples, (d., a, b) 

determined as follows: 
1. A=(53591+J(K)-997) % Q 
2. B=10267 (J(K)+1)% Q 
3. Y=(B+XA)% Q 
4. v=Rand Y, 0, 2 
5. d=Degv 
6. a-1+Rand Y. 1, L'-1 
7. b=Rand Y. 2. L' 
B.6 FEC Decoder Implementations 
B.6.1 General 

This section describes an efficient decoding algorithm for 
the MSCR codes described in this specification. Note that 
each received encoding symbol can be considered as the value 
of an equation amongst the intermediate symbols. From these 
simultaneous equations, and the known pre-coding relation 
ships amongst the intermediate symbols, any algorithm for 
Solving simultaneous equations can Successfully decode the 
intermediate symbols and hence the source symbols. How 
ever, the algorithm chosen has a major effect on the compu 
tational efficiency of the decoding. 
B.6.2 Decoding A Source Block 
B.6.2.1 General 

It is assumed that the decoder knows the structure of the 
Source block it is to decode, including the symbol size, T, and 
the number K of symbols in the source block. 

From the algorithms described in Sections B.5, the MSCR 
decoder can calculate the total number L=K+S+H of pre 
coding symbols and determine how they were generated from 
the source block to be decoded. In this description it is 
assumed that the received encoding symbols for the Source 
block to be decoded are passed to the decoder. Furthermore, 
for each Such encoding symbol it is assumed that the number 
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and set of intermediate symbols whose exclusive-or is equal 
to the encoding symbol is passed to the decoder. In the case of 
source symbols, the source symbol triples described in Sec 
tion B.5.2.2 indicate the number and set of intermediate sym 
bols which Sum to give each Source symbol. 

Let NaK be the number of received encoding symbols for 
a source block and let M=S+H+N. The following MXL matrix 
A can be derived from the information passed to the decoder 
for the source block to be decoded. Let C be the column vector 
of the L intermediate symbols, and let D be the column vector 
of M symbols with values known to the receiver, where the 
last S+H of the M symbols are Zero-valued symbols that 
correspond to LDPC and HDPC symbols (these are check 
symbols for the LDPC and HDPC symbols, and not the LDPC 
and HDPC symbols themselves), and the remaining N of the 
M symbols are the received encoding symbols for the source 
block. Then, A is the matrix that satisfies A-C=D, where here 
: denotes matrix multiplication over G(256). The matrix A has 
a block structure, as shown in FIG. 23. The block structure 
comprises a matrix F with N rows and L columns, a matrix E 
with S rows and L-S-H columns, a S by S identity matrix I, 
a matrix O with S rows and H columns that are entirely zeros, 
a matrix B with H rows and L-H columns, and a H by H 
identity matrix J. The submatrix B has entries defined over the 
field GF(256), while the matrices E and F have 0/1 entries, 
i.e., entries in the field GF(2). The matrix F defines the 
dynamic coding process, the matrix E defines the LDPC 
coding process described above, and the matrix B defines the 
HDPC coding process. In particular, Fiji=1 if the interme 
diate symbol corresponding to index j is exclusive-ORed into 
the or encoding symbol corresponding to index i in the encod 
ing. For all other i and j, Fiji=0. Similarly, Eiji=1 if the 
intermediate symbols corresponding to index j is exclusive 
ORed into the LDPC symbol corresponding to index i. 
Finally, Biji=f3 if the result of the action of B on the inter 
mediate symbols corresponding to index j is exclusive-ORed 
into the HDPC symbol corresponding to index i. 

Decoding a source block is equivalent to decoding C from 
known A and D. It is clear that C can be decoded if and only 
if the rank of A over GF(256) is L. Once C has been decoded, 
missing source symbols can be obtained by using the source 
symbol triples to determine the number and set of intermedi 
ate symbols which are exclusive-ORed to obtain each missing 
Source symbol. 
The first step in decoding C is to form a decoding schedule. 

In this step A is converted, using Gaussian elimination (using 
row operations and row and column reorderings) and after 
discarding M-L rows, into the L by L identity matrix. The 
decoding schedule comprises the sequence of row operations 
and row and column re-orderings during the Gaussian elimi 
nation process, and only depends on A and not on D. The 
decoding of C from D can take place concurrently with the 
forming of the decoding schedule, or the decoding can take 
place afterwards based on the decoding schedule. 
The correspondence between the decoding schedule and 

the decoding of C is as follows. Let c0-0, c1 = 1 . . . 
cL-1=L-1 and d0=0, d1 =1 ...,dM-1=M-1 initially. 
Each time row i of A is exclusive-ORed into row i' in the 

decoding schedule then in the decoding process symbol Dd 
i is exclusive-ORed into symbol Ddi'. We call this 
operation a GF(2)-row operation. 

Each time a multiple C. (for some C. in GF(256)) of row i of 
A is exclusive-ORed into row i' in the decoding schedule, then 
in the decoding process symbol C*DIdi is exclusive-ORed 
into symbol Ddi'. We call this operation a GF(256)-row 
operation. Note that a GF(2)-row operation is a particular 
case of a GF(256)-row operation in which the element C. is 1. 



US 9,270,414 B2 
39 

Each time row i is exchanged with row i' in the decoding 
schedule then in the decoding process the value of di is 
exchanged with the value of di'. 

Each time column j is exchanged with column j in the 
decoding schedule then in the decoding process the value of 
c is exchanged with the value of c'. 

From this correspondence it is clear that the total number of 
exclusive-ORs of symbols in the decoding of the source block 
is related to the number of row operations (not exchanges) in 
the Gaussian elimination. Since A is the L by L identity 
matrix after the Gaussian elimination and after discarding the 
last M-L rows, it is clear at the end of Successful decoding 
that the L symbols DId0), Dd O. . . . . Dd L-1 are the 
values of the L symbols Cc(OI, CIc1, ..., CIcL-1. 
The order in which Gaussian elimination is performed to 

form the decoding schedule has no bearing on whether or not 
the decoding is successful. However, the speed of the decod 
ing depends heavily on the order in which Gaussian elimina 
tion is performed. (Furthermore, maintaining a sparse repre 
sentation of A is crucial, although this is not described here). 
It is also clear that it is more efficient to perform GF(2)-row 
operations rather than GF(256)-row operations. Therefore, 
when performing the Gaussian elimination, it is better to pivot 
on rows of the matrix A which with elements taken from the 
field GF(2). It is also advantageous to leave the elimination of 
the rows of the matrix corresponding to the HDPC symbols to 
the end of the Gaussian elimination process. The remainder of 
this section describes an order in which Gaussian elimination 
could be performed that is relatively efficient. 
B.6.2.2 First Phase 

Referring to FIG. 23, we denote by X the matrix compris 
ing F, E, I and Oas depicted in FIG. 24a. 
The first phase of the Gaussian elimination the matrix X is 

conceptually partitioned into Submatrices. The Submatrix 
sizes are parameterized by non-negative integers i and u 
which are initialized to 0. The submatrices of X are: 

(1) The submatrix defined by the intersection of the first i 
rows and first icolumns. This is the identity matrix at the 
end of each step in the phase. 

(2) The submatrix defined by the intersection of the first i 
rows and all but the first i columns and last u columns. 
All entries of this submatrix are Zero. 

(3) The submatrix defined by the intersection of the first i 
columns and all but the first i rows. All entries of this 
Submatrix are Zero. 

(4) The submatrix U defined by the intersection of all the 
rows and the last u columns. 

(5) The submatrix V formed by the intersection of all but 
the first i columns and the lastu columns and all but the 
first irows. 

FIG. 22 illustrates the submatrices of X. At the beginning 
of the first phase V=X. In each step, a row of X is chosen. The 
following graph defined by the structure of V is used in 
determining which row of X is chosen. The columns that 
intersect V are the nodes in the graph, and the rows that have 
exactly 2 ones in V are the edges of the graph that connect the 
two columns (nodes) in the positions of the two ones. A 
component in this graph is a maximal set of nodes (columns) 
and edges (rows) such that there is a path between each pair of 
nodes/edges in the graph. The size of a component is the 
number of nodes (columns) in the component. The graph is 
denoted by Yin the following. 

There are at most L steps in the first phase. The phase ends 
when Veither disappears or becomes the Zero matrix-. In each 
step, a row of X is chosen as follows: 

If all entries of V are Zero then no row is chosen and the first 
phase ends. 
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therwise, let r be the minimum integer Such that at least one 

row of X has exactly r ones in V. 
If r=1, then choose the row with exactly one 1 in V. 
Ifr=2 then choose any row with exactly 2 ones in V that is part 

of a maximum size component in the graph defined by Y. 
If rod-2 then choose a row with exactly r ones in V with mini 
mum original weight among all Such rows. 
After the row is chosen in this step the first row of X that 

intersects V is exchanged with the chosen row so that the 
chosen row is the first row that intersects V. The columns of X 
among those that intersect V are reordered so that one of the 
r ones in the chosen row appears in the first column of V and 
so that the remaining r-1 ones appear in the last columns of V. 
Then, the chosen row is exclusive-ORed into all the other 
rows of X below the chosen row that have a one in the first 
column of V. In other words, we perform a GF(2)-row opera 
tion in this step. Finally, i is incremented by 1 and u is 
incremented by r-1, which completes the step. 

Let V denote the number of columns of the matrix V at the 
end of this phase. After permuting the columns of the matrix 
B so that the columns of V correspond to the last V columns of 
X, the matrix X will have the form given in FIG. 24b. 
B.6.2.3 Second Phase 
We modify the matrix U so it comprises additionally the 

last V rows of the matrix X, and we replace u accordingly by 
u+V. The submatrix U is further partitioned into the first i 
rows, U and the remaining N+S-i rows, Ue, as 
depicted in FIG. 25. Gaussian elimination is performed in the 
second phase on U. After this step, the matrix U will 
have the form given in FIG. 26, i.e., after a permutation of the 
rows and columns, the intersection of the firsts rows with the 
first S columns is an identity matrix, called I, the last m rows 
are Zero, and the intersection of the first s rows with the last 
u-s columns forms the matrix W. Note that s+m equals the 
number N+S-i of rows of the matrix U. If the value of s 
is u, then the next phase may be skipped. If the value of m is 
larger than H-V, then a decoding error is returned, since the 
rank of the matrix A is less than L in this case. The last mrows 
of the matrix X are discarded, so that after this phase A has the 
form given in FIG. 27. In this figure, B, ..., B are matrices 
with H rows each and entries in GF(256). Next, GF(256)-row 
operations are performed on the matrices B and B to Zero 
them out. This may be done in one of two ways. In a first 
method, the first irows of A are used to Zero out the matrix B 
by means of GF(256)-row operations. The next s rows of A 
are then used to Zero out the matrix B. In a second method, 
rows i to i+s-1 inclusive are used to zero out the first s 
columns of U, by means of GF(2)-row operations and 
then the first i+s rows of X are used to zero out both B and B 
by means of GF(256)-row operations. As is apparent to those 
of ordinary skill in the art, the method algorithm described 
above for construction of the HDPC symbols leads to a simi 
lar algorithm for Zeroing out of the matrix B (in the first 
method) or both B and B (in the second method). This 
algorithm requires calculation of the action of a GF(256) 
element on a symbol only once per matrix column plus once 
per row of H. Thus, the second method described above 
results in overall fewer operations to Zero out the matrices B 
and B. 

After this step, the matrix A has the form given in FIG. 28. 
The matrix T has H rows and u-S columns. Gaussian elimi 
nation is performed on the matrix T to transform it into an 
identity matrix, followed by H-u--s rows. If this is not pos 
sible, i.e., if the rank of T is Smaller than u-s, then a decoding 
error is flagged. At the end of this stage the matrix A has the 
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form given in FIG. 29, after discarding the last H-u--s rows. In 
this figure, I denotes as by S identity matrix, and J denotes a 
u-S by u-S identity matrix. 
B.6.2.4 Third Place 

After the second phase the portions of A which need to be 
Zeroed out to finish converting A into the L by L identity 
matrix are W and allu columns of U, in the case that the 
first method of zeroing out B and B has been followed, or W 
and the lastu-s columns of U, in the case that the second 
method of Zeroing out B and B has been followed. In the 
former case, since the matrix W is generally of Small size, it 
can be Zeroed out using elementary GF(2)-row operations. 
After this step, the matrix A has the form given in FIG. 30. In 
both cases, the remaining portion of the matrix to be Zeroed 
out is now rectangular. In the former case it is of size i rows 
and u columns, in the latter case it is of size i+S rows and u-S 
columns. In the following we shall use i' for the number of 
rows in this matrix and u' for the number of columns and 
denote the matrix by U. M 
The number of rows i' of the remaining submatrix U is 

generally much larger than the number of columns u'. There 
are several methods which may be used to zero out U effi 
ciently. In one method, the following precomputation matrix 
U is computed based on, the last u rows and columns of A, 
which we denote I, and then U is used to zero out U. The u 
rows of I, are partitioned into ceil(u/Z) groups of Z rows each, 
for Some integer Z. Then, for each group of Zrows all non-Zero 
combinations of the Z rows are computed, resulting in 2-1 
rows (this can be done with 2-Z-1 exclusive-ors of rows per 
group, since the combinations of Hamming weight one that 
appearin I do not need to be recomputed). Thus, the resulting 
precomputation matrix U has ceil(u/Z)-2-1 rows and u col 
umns. Note that U" is not formally a part of matrix A, but will 
be used subsequently to Zero out U In a preferred 
embodiment, Z=8. M 

For each of the i'rows of U, for each group of Z columns in 
the U submatrix of this row, if the set of Z column entries in U 
are not all Zero then the row of the precomputation matrix U. 
that matches the pattern in the Z columns is exclusive-ORed 
into the row, thus Zeroing out those Z columns in the row at the 
cost of exclusive-oring one row of U" into the row. 

After this phase A is the L by L identity matrix and a 
complete decoding schedule has been Successfully formed. 
Then, the corresponding decoding comprising exclusive-OR 
ing known encoding symbols can be executed to recover the 
intermediate symbols based on the decoding schedule. 
The triples associated with all source symbols are com 

puted according to B.5.2.2. The triples for received source 
symbols are used in the decoding. The triples for missing 
source symbols are used to determine which intermediate 
symbols need to be exclusive-ORed to recover the missing 
Source symbols. 
Multi-Field, Single-Stage Chain Reaction Encoders/Decod 
CS 

Multi-field, single-stage (MFSS) codes have useful prop 
erties that are disclosed or suggested herein. Novel arrange 
ments for MFSS codes, encoders and decoders are described 
herein. In one embodiment, data is encoded for transmission 
from a source to a destination in which each output symbolis 
generated as a linear combination of one or more of the input 
symbols with coefficients taken from finite fields and, for 
each output symbol: 

Selecting according to a random process an integer greater 
than Zero, d, known as the degree of the output symbol, 

Selecting according to a random process, a set of sized of 
input symbols, this set of input symbols to be known as 
the neighbor set of the output symbol, 
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selecting a set of finite fields, such that for at least one 

output symbol this set contains at least two finite fields, 
selecting for each input symbol in the neighbor set of the 

output symbol a finite field from the selected set of 
possible finite fields, 

selecting for each input symbols in the neighbor set of the 
output symbol, according to a random process, a non 
Zero element from the finite field selected above. 

The random process for selecting the degrees of the output 
symbols may be a process described in Luby I and Luby II in 
which the degree is selected according to a degree distribu 
tion. The random process for selecting the input symbols to 
associate with each output symbol may be a process 
described in Luby I and Luby II in which the input symbols 
are selected randomly and uniformly. As used herein “ran 
dom” may include “pseudorandom”, “biased random' and 
the like. 
The set of possible finite fields may be the set {GF(2), 

GF(256)}. 
The process for selecting the finite field may be based on a 

parameter d, such that for output symbols of degree less than 
d, the field GF(2) is chosen for all input symbols in the 
neighbor set of the output symbol and for output symbols of 
degree d or greater than the field GF(256) is chosen for at 
least one, some or all of the members of the neighborset of the 
output symbol and the field GF(2) is chosen for the remaining 
elements of the neighbor set, if any. 
The process for selecting the finite field element from the 

selected field may the simple random process in which an 
element is chosen uniformly at random from amongst the 
non-zero elements of the field. 
A decoder receiving data encoded by an MFSS encoder as 

described above might decode the output symbols to regen 
erate the input symbols by forming a matrix representation of 
the code according to the method described above, this matrix 
including no static rows and one dynamic row for each output 
symbol of the code, and then applying Gaussian Elimination 
to find the inverse of this matrix, ensuring that at each stage of 
the Gaussian Elimination process pivot rows of minimal 
degree are chosen. 
As will be clear to those of ordinary skill in the art, many of 

the well-known properties of the codes described in Luby I 
and Luby TI are equally applicable to the codes described 
above and in particular the choice of an appropriate degree 
distribution can ensure that with high probability the Gauss 
ian Elimination process is able to identify a row of remaining 
degree one and thus the decoding process operates as a chain 
reaction process as described in Luby I and Luby II. 

This MFSS code has several further advantages over codes 
known in the art. Firstly, the inclusion of elements from the 
field GF(256) reduces significantly the probability that any 
given received output symbol is not information additive with 
respect to previously received output symbols. As a result, the 
decoding error probability of this code is much lower than 
previous codes. For example, in some instances, the failure 
probability of the codes described in Luby I and Luby II is 
improved upon. 
An advantage of this code over other codes based on large 

fields is that output symbols of low degree will generally be 
processed first by the Gaussian Elimination process and as a 
result the inclusion of elements from GF(256) need not be 
considered until later in the decoding process. Since opera 
tions over GF(256) are relatively expensive compared to 
those over GF(2), this results in greatly reduced computa 
tional complexity compared to codes where many or all of the 
symbols are constructed using elements from GF(256) or 
other large finite fields. 
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A further advantage over other codes based on large fields 
is that for those output symbols generated using the larger 
field, only one element of the neighbor set has a coefficient 
which is taken from the larger field and as a result only one 
operation between a symbol and a finite field element is 
required for each such output symbol. This results in low 
overall computational complexity. 

It is known that using inner codes and outer codes to 
encode input symbols using two (or more) coding procedures 
leads to a simple code scheme that provides benefits often 
found in more complex codes. With the use of inner codes and 
outer codes, source symbols are first encoded using one of the 
codes and the output of the first encoder is provided to a coder 
that codes according to the other code and that result is output 
as the output symbols. Using an MFSS is, of course, different 
from the use of inner/outer codes. Forone, the output symbols 
are derived from neighbor sets of input codes. In many of the 
embodiments described herein, each output symbol is a linear 
combination of input symbols. With multi-stage codes, each 
output symbol might be a linear combination of input sym 
bols and/or redundant and/or intermediate symbols. 
Dense Multi-Field Codes and Encoders/Decoders for Such 
Codes 

In a variation of the teachings described above, the matrix 
representation of the code is a dense matrix. As is well known, 
error correction codes can be constructed from dense random 
matrices over finite fields. For example, a generalized matrix 
may be constructed in which there are no static rows and each 
dynamic row comprises elements from GF(27), with each 
element chosen randomly. A fixed rate code may then be 
constructed in which each output symbol corresponds to one 
of the dynamic rows and is generated as the linear combina 
tion of those input symbols for which there is a non-zero 
element in the corresponding column of this row of the 
matrix, using these elements as coefficients in the linear com 
bination process. 

It is well known to those of skill in the art that the prob 
ability that a randomly chosen matrix with Krows and K+A 
columns with coefficients that are independently and ran 
domly chosen from GF(27) has a rank that is smaller than Kis 
at most 2'. Therefore, the decoding error probability of a 
code with K input and K/R output symbols in which the 
output symbols are generated independently and randomly 
from the input symbols using randomly chosen coefficients 
from GF(27) is at most 27', if the number of encoded sym 
bols received is K+A. 

In the case of q1, the code described above has the advan 
tage of reasonable computational complexity, since all opera 
tions are within the field GF(2) and thus correspond to con 
ventional XOR operations. However, in this case the lower 
bound on the failure probability of 2" once A additional 
symbols have been received is much higher than desirable. 

In the case of q8, the code described above has the advan 
tage of a lower failure probability (bounded by 2 for A 
additional symbols received). However, in this case all opera 
tions are within the field GF(256) and are thus relatively 
computationally expensive. 
A further embodiment allows decoding error probabilities 

close to those achievable using large values of q to be 
achieved with computational complexity close to that achiev 
able with Small values of q. In this embodiment, output sym 
bols are generated as linear combinations of input symbols 
with coefficients taken from either GF(27) or GF(27) where 
p<q. In one specific embodiment, exactly (K-2p/q)/Routput 
symbols are generated using coefficients from GF(27) and the 
remaining 2pf(qR) output symbols are generated using coef 
ficients from GF(27). 
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Data received at a destination can be decoded by determin 

ing the linear relationships between received output symbols 
and the input symbols of the code and Solving this set of linear 
relationships to determine the input symbols. 
The decoding error probability of this code is at most that 

of the code in which all coefficients are chosen from the field 
GF(2) and may be significantly lower depending on the 
number of symbols generated using coefficients from the 
larger field GF(27). However, since most of the output sym 
bols are generated using coefficients from GF(2), the com 
putational complexity of encoding is only slightly greater 
than that of a code in which all symbols are generated using 
coefficients from GF(2). Furthermore, the method of decod 
ing may be so arranged that symbols generated with coeffi 
cients form GF(2) are processed first and thus the majority of 
the decoding operations are performed with operations exclu 
sively in GF(2). As a result, the computational complexity of 
the decoding method is similarly close to that for codes con 
structed using only GF(2). In a particular preferred embodi 
ment, p=1 and q8. 
Some Properties of Some Multi-Field Codes 

In most of the examples described above, the input and 
output symbols encode for the same number of bits and each 
outputSymbol is placed in one packet (a packet being a unit of 
transport that is either received in its entirety or lost in its 
entirety). In some embodiments, the communications system 
is modified so that each packet contains several output sym 
bols. The size of an output symbol value is then set to a size 
determined by the size of the input symbol values in the initial 
splitting of the file or blocks of the stream into input symbols, 
based on a number of factors. The decoding process remains 
essentially unchanged, except that output symbols arrive in 
bunches as each packet is received. 
The setting of input symbol and output symbol sizes is 

usually dictated by the size of the file or block of the stream 
and the communication system over which the output sym 
bols are to be transmitted. For example, if a communication 
system groups bits of data into packets of a defined size or 
groups bits in other ways, the design of symbol sizes begins 
with the packet or grouping size. From there, a designer 
would determine how many output symbols will be carried in 
one packet or group and that determines the output symbol 
size. For simplicity, the designer would likely set the input 
symbol size equal to the output symbol size, but if the input 
data makes a different input symbol size more convenient, it 
can be used. 
The above-described encoding process produces a stream 

of packets containing output symbols based on the original 
file or block of the stream. Each output symbol in the stream 
is generated independently of all other output symbols, and 
there is no lower or upper bound on the number of output 
symbols that can be created. A key is associated with each 
outputSymbol. That key, and some contents of the input file or 
block of the stream, determines the value of the output sym 
bol. Consecutively generated output symbols need not have 
consecutive keys, and in some applications it would be pref 
erable to randomly generate the sequence of keys, or pseudo 
randomly generate the sequence. 

Multi-stage decoding has a property that a block of K 
equal-sized input symbols can be recovered from K+A output 
symbols on average, with very high probability, where A is 
small compared to K. For example, in the preferred embodi 
ment first described above, when K=100, FIG. 31 shows the 
probability of failing to decode from K+A output symbols 
chosen randomly from among the first 120 output symbols 
generated, and the table of FIG. 32 shows the probability of 
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failing to decode from K+A output symbols chosen randomly 
from among the first 110 output symbols generated. 

Since the particular output symbols are generated in a 
random or pseudorandom order, and the loss of particular 
output symbols in transit is generally unrelated to the values 
of the symbols, there is only a Small variance in the actual 
number of output symbols needed to recover the input file or 
block. In many cases, where a particular collection of K+A 
output symbols are not enough to decode the a block, the 
block is still recoverable if the receiver can receive more 
output symbols from one or more sources. 

Because the number of output symbols is only limited by 
the resolution of I, well more than K+A output symbols can be 
generated. For example, if I is a 32-bit number, 4 billion 
different output symbols could be generated, whereas the file 
or block of the stream could include K=50,000 input symbols. 
In some applications, only a small number of those 4 billion 
output symbols may be generated and transmitted and it is a 
near certainty that an input file or block of a stream can be 
recovered with a very small fraction of the possible output 
symbols and an excellent probability that the input file or 
block can be recovered with slightly more than K output 
symbols (assuming that the input symbol size is the same as 
the output symbol size). 

In Some applications, it may be acceptable to not be able to 
decode all of the input symbols, or to be able to decode all of 
input symbols, but with a relatively low probability. In such 
applications, a receiver can stop attempting to decode all of 
the input symbols after receiving K+A output symbols. Or, 
the receiver can stop receiving output symbols after receiving 
less than K--A output symbols. In some applications, the 
receiver may even only receive K or less output symbols. 
Thus, it is to be understood that in some embodiments of the 
present invention, the desired degree of accuracy need not be 
complete recovery of all the input symbols. 

Further, in some applications where incomplete recovery is 
acceptable, the data can be encoded such that all of the input 
symbols cannot be recovered, or such that complete recovery 
of the input symbols would require reception of many more 
output symbols than the number of input symbols. Such an 
encoding would generally require less computational 
expense, and may thus be an acceptable way to decrease the 
computational expense of encoding. 

It is to be understood that the various functional blocks in 
the above-described figures may be implemented by a com 
bination of hardware and/or software, and that in specific 
implementations some or all of the functionality of Some of 
the blocks may be combined. Similarly, it is also to be under 
stood that the various methods described herein may be 
implemented by a combination of hardware and/or software. 
The above description is illustrative and not restrictive. 

Many variations of the invention will become apparent to 
those of skill in the art upon review of this disclosure. The 
scope of the invention should, therefore, be determined not 
with reference to the above description, but instead should be 
determined with reference to the appended claims along with 
their full scope of equivalents. 
What is claimed is: 
1. A method of encoding data for transmission from a 

Source to a destination over a communications channel that is 
expected to perform as an erasure channel at least partially, 
the method comprising: 

obtaining an ordered set of input symbols representing the 
data to be encoded; 

Selecting a plurality of field arrays of values, wherein each 
field array is derived from a finite field array and at least 
two different finite field arrays are represented: 
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generating a data structure that represents a coefficient 

matrix having entries of at least two of the field arrays 
derived from different finite field arrays, wherein a 
majority of the entries of the coefficient matrix are from 
a smaller finite field array, and a remainder of the entries 
of the coefficient matrix are from a larger finite field 
array; 

generating output symbols as linear combinations of input 
symbols with coefficients taken from the data structure 
that represents the coefficient matrix; and 

using the generated output symbols and an encoding for the 
data. 

2. The method of claim 1, wherein the data structure that 
represents a coefficient matrix is a two-dimensional array of 
cell values, each cell value representing a coefficient of one 
input symbol in the generation of one output symbol Such that 
when a coefficient is not Zero or Zero modulo some base, the 
value of the corresponding output symbol depends on the 
value of the corresponding input symbol. 

3. The method of claim 1, wherein the data structure that 
represents a coefficient matrix is a set of rules that specify 
coefficient values, and further wherein when a rule indicates 
that a coefficient is not Zero or Zero modulo Some base, the 
value of the corresponding output symbol depends on the 
value of the corresponding input symbol. 

4. The method of claim 1, wherein the number of unique 
output symbols that can be generated from the set of input 
symbols, for any set of fixed values for the input symbols, is 
independent of the field array sizes. 

5. The method of claim 1, wherein the generation of a data 
structure that represents a coefficient matrix having entries of 
at least two of the field arrays derived from different finite 
field arrays is a generation that uses a first field array derived 
from a first finite field array and a second field array derived 
from a second finite field array, wherein the first finite field 
array and the second finite field array are different, and further 
wherein the first finitefield and the second finitefield are each 
selected from the field set consisting of GF(2), GF(4), 
GF(16), GF(256). 

6. The method of claim 5, wherein the first finite field array 
is GF(2) and the second finite field array is GF(256). 

7. The method of claim 5, wherein the first finite field array 
is GF(2) and the second finite field array is GF(4). 

8. The method of claim 5, wherein the first finite field array 
is GF(4) and the second finite field array is GF(16). 

9. The method of claim 5, wherein the first finite field array 
is GF(16) and the second finite field array is GF(256). 

10. A method of decoding data from a transmission 
received at a destination from a source over a communica 
tions channel that is expected to perform as an erasure chan 
nel at least partially, the method comprising: 

receiving at least Some of a plurality of output symbols 
generated from an ordered set of inputSymbols that were 
encoded into the plurality of output symbols wherein 
each output symbol was generated as a linear combina 
tion of one or more of the input symbols with coeffi 
cients chosen from finite fields, wherein at least one 
coefficient is a member of a first finite field and at least 
one other coefficient is a member of a second finite field 
that is larger than the first finite field; and 

regenerating the ordered set of input symbols to a desired 
degree of accuracy from reception of any predetermined 
number of the output symbols, 

wherein a majority of the coefficients are chosen from the 
Smaller first finite field, and a remainder of the coeffi 
cients are chosen from the larger second finite field. 
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11. The method of claim 10, wherein the number of unique 
output symbols that could have been generated from the set of 
input symbols, for any set of fixed values for the input sym 
bols, was independent of the field array sizes. 

12. The method of claim 10, wherein the finite fields are 
such that a first finite field array and a second finite field array 
are different and the first finitefield and the second finite field 
are each selected from the field set consisting of GF(2), 
GF(4), GF(16), GF(256). 

13. The method of claim 12, wherein the first finite field 
array is GF(2) and the second finite field array is GF(256). 

14. The method of claim 12, wherein the first finite field 
array is GF(2) and the second finite field array is GF(4). 

15. The method of claim 12, wherein the first finite field 
array is GF(4) and the second finite field array is GF(16). 

16. The method of claim 12, wherein the first finite field 
array is GF(16) and the second finite field array is GF(256). 

17. A method of encoding data for transmission from a 
Source to a destination over a communications channel that is 
expected to perform as an erasure channel at least partially, 
the method comprising: 

obtaining an ordered set of input symbols representing the 
data to be encoded; selecting a plurality of field arrays of 
values, wherein each field array is derived from a finite 
field array and at least two different finite field arrays are 
represented; 

generating a plurality of redundant symbols from the 
ordered set of input symbols, wherein each redundant 
symbol is generated based on a set of linear constraints 
over one or more of the input symbols and other redun 
dant symbols with coefficients over finite fields, wherein 
the finite fields are such that a first finite field array and 
a second finite field array are different, a majority of the 
coefficients are chosen from a smaller of the first finite 
field array and the second finite field array, and a remain 
der of the coefficients are chosen from a larger of the first 
finite field array and the second finite field array: 

generating a plurality of output symbols from the com 
bined set of input and redundant symbols, wherein each 
output symbol is generated as a linear combination of 
one or more of the combined set of input and redundant 
symbols with coefficients chosen from finite fields; 

using the generated output symbols and an encoding for the 
data. 

18. The method of claim 17, wherein the number of redun 
dant symbols that can be generated from the set of input 
symbols, for any set of fixed values for the input symbols, is 
independent of the field array sizes. 

19. The method of claim 17, wherein the first finite field 
and the second finite field are each selected from the field set 
consisting of GF(2), GF(4), GF(16), GF(256). 

20. A method of decoding data from a transmission 
received at a destination from a source over a communica 
tions channel that is expected to perform as an erasure chan 
nel at least partially, the method comprising: 

receiving at least some of the plurality of output symbols 
generated from a combined set of input and redundant 
symbols, wherein each output symbol is generated as a 
linear combination of one or more of a combined set of 
input and redundant symbols with coefficients chosen 
from finite fields, 

wherein the plurality of redundant symbols is generated 
from the ordered set of input symbols, wherein each 
redundant symbol is generated based on a set of linear 
constraints over one or more of the input symbols and 
other redundant symbols with coefficients over finite 
fields, 
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wherein at least one coefficient is a member of a first finite 

field and at least one other coefficient is a member of a 
second finite field that is larger than the first finite field, 
a majority of the coefficients are chosen from the smaller 
first finite field, and a remainder of the coefficients are 
chosen from the larger second finite field; and 

regenerating the ordered set of input symbols to a desired 
degree of accuracy from reception of any predetermined 
number of the output symbols. 

21. The method of claim 20, wherein the number of unique 
output symbols that could have been generated from the set of 
input symbols, for any set of fixed values for the input sym 
bols, was independent of the field array sizes. 

22. The method of claim 20, wherein the first finite field is 
GF(2). 

23. The method of claim 20, wherein the second finite field 
is GF(256). 

24. The method of claim 20, wherein the second finite field 
is GF(4). 

25. The method of claim 20, wherein the first finite field is 
GF(4). 

26. The method of claim 20, wherein the first finite field is 
GF(16). 

27. The method of claim 20, wherein the second finite field 
is GF(16). 

28. An apparatus for encoding data for transmission from a 
Source to a destination over a communications channel, the 
apparatus comprising: 
memory; and 
a processor; 
the memory and processor configured to perform opera 

tions comprising: 
obtaining an ordered set of input symbols representing 

the data to be encoded; 
Selecting a plurality of field arrays of values, wherein 

each field array is derived from a finite field array and 
at least two different finite field arrays are repre 
sented; 

generating a data structure that represents a coefficient 
matrix having entries of at least two of the field arrays 
derived from different finite field arrays, wherein a 
majority of the entries of the coefficient matrix are 
from a smaller finite field array, and a remainder of the 
entries of the coefficient matrix are from a larger finite 
field array: 

generating output symbols as linear combinations of 
input symbols with coefficients taken from the data 
structure that represents the coefficient matrix; and 

using the generated output symbols and an encoding for 
the data. 

29. The apparatus of claim 28, wherein the data structure 
that represents a coefficient matrix is a two-dimensional array 
of cell values, each cell value representing a coefficient of one 
input symbol in the generation of one output symbol Such that 
when a coefficient is not Zero or Zero modulo some base, the 
value of the corresponding output symbol depends on the 
value of the corresponding input symbol. 

30. The apparatus of claim 28, wherein the data structure 
that represents a coefficient matrix is a set of rules that specify 
coefficient values, and further wherein when a rule indicates 
that a coefficient is not Zero or Zero modulo Some base, the 
value of the corresponding output symbol depends on the 
value of the corresponding input symbol. 

31. The apparatus of claim 28, wherein the number of 
unique output symbols that can be generated from the set of 
input symbols, for any set of fixed values for the input sym 
bols, is independent of the field array sizes. 
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32. The apparatus of claim 28, wherein the generation of a 
data structure that represents a coefficient matrix having 
entries of at least two of the field arrays derived from different 
finite field arrays is a generation that uses a first field array 
derived from a first finite field array and a second field array 5 
derived from a second finite field array, wherein the first finite 
field array and the second finite field array are different, and 
further wherein the first finite field and the second finite field 
are each selected from the field set consisting of GF(2), 
GF(4), GF(16), GF(256). 10 

33. The apparatus of claim 32, wherein the first finite field 
array is GF(2) and the second finite field array is GF(256). 

34. The apparatus of claim 32, wherein the first finite field 
array is GF(2) and the second finite field array is GF(4). 

35. The apparatus of claim 32, wherein the first finite field 15 
array is GF(4) and the second finite field array is GF(16). 

36. The apparatus of claim 32, wherein the first finite field 
array is GF(16) and the second finite field array is GF(256). 

37. An apparatus for decoding data from a transmission 
2O 

memory; and 
a processor; 
the memory and processor configured to perform opera 

tions comprising: 
receiving at least Some of a plurality of output symbols 

generated from an ordered set of input symbols that 
were encoded into the plurality of output symbols 
wherein each output symbol was generated as a linear 
combination of one or more of the input symbols with 
coefficients chosen from finite fields, wherein at least 
one coefficient is a member of a first finitefield and at 
least one other coefficient is a member of a second 
finite field that is larger than the first finite field; and 

regenerating the ordered set of input symbols to a 
desired degree of accuracy from reception of any pre 
determined number of the output symbols, 

wherein a majority of the coefficients are chosen from 
the smaller first finite field, and a remainder of the 
coefficients are chosen from the larger second finite 
field. 

38. The apparatus of claim 37, wherein the number of 
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unique output symbols that could have been generated from 
the set of input symbols, for any set of fixed values for the 
input symbols, was independent of the field array sizes. 45 

39. The apparatus of claim 37, wherein the finite fields are 
such that a first finite field array and a second finite field array 
are different and the first finitefield and the second finite field 
are each selected from the field set consisting of GF(2), 
GF(4), GF(16), GF(256). 50 

40. The apparatus of claim 39, wherein the first finite field 
array is GF(2) and the second finite field array is GF(256). 

41. The apparatus of claim 39, wherein the first finite field 
array is GF(2) and the second finite field array is GF(4). 

42. The apparatus of claim 39, wherein the first finite field 55 
array is GF(4) and the second finite field array is GF(16). 

43. The apparatus of claim 39, wherein the first finite field 
array is GF(16) and the second finite field array is GF(256). 

44. An apparatus for encoding data for transmission from a 
60 

memory; and 
a processor; 
the memory and processor configured to perform opera 

tions comprising: 
obtaining an ordered set of input symbols representing 

the data to be encoded; 

65 

50 
Selecting a plurality of field arrays of values, wherein 

each field array is derived from a finite field array and 
at least two different finite field arrays are repre 
sented; 

generating a plurality of redundant symbols from the 
ordered set of input symbols, wherein each redundant 
symbol is generated based on a set of linear con 
straints over one or more of the input symbols and 
other redundant symbols with coefficients over finite 
fields, wherein the finite fields are such that a first 
finite field array and a second finite field array are 
different, a majority of the coefficients are chosen 
from a smaller of the first finite field array and the 
second finite field array, and a remainder of the coef 
ficients are chosen from a larger of the first finite field 
array and the second finite field array; 

generating a plurality of output symbols from the com 
bined set of input and redundant symbols, wherein 
each output symbol is generated as a linear combina 
tion of one or more of the combined set of input and 
redundant symbols with coefficients chosen from 
finite fields; 

using the generated output symbols and an encoding for 
the data. 

45. The apparatus of claim 44, wherein the number of 
redundant symbols that can be generated from the set of input 
symbols, for any set of fixed values for the input symbols, is 
independent of the field array sizes. 

46. The apparatus of claim 44, wherein the first finite field 
and the second finite field are each selected from the field set 
consisting of GF(2), GF(4), GF(16), GF(256). 

47. An apparatus for decoding data from a transmission 
received at a destination from a source over a communica 
tions channel, the apparatus comprising: 
memory; and 
a processor; 
the memory and processor configured to perform opera 

tions comprising: 
receiving at least some of the plurality of output symbols 

generated from a combined set of input and redundant 
symbols, wherein each output symbol is generated as 
a linear combination of one or more of a combined set 
of input and redundant symbols with coefficients cho 
sen from finite fields, 

wherein the plurality of redundant symbols is generated 
from the ordered set of input symbols, wherein each 
redundant symbol is generated based on a set of linear 
constraints over one or more of the input symbols and 
other redundant symbols with coefficients over finite 
fields, 

wherein at least one coefficient is a member of a first 
finite field and at least one other coefficient is a mem 
ber of a second finite field that is larger than the first 
finite field, a majority of the coefficients are chosen 
from the smaller first finite field, and a remainder of 
the coefficients are chosen from the larger second 
finite field; and 

regenerating the ordered set of input symbols to a 
desired degree of accuracy from reception of any pre 
determined number of the output symbols. 

48. The apparatus of claim 47, wherein the number of 
unique output symbols that could have been generated from 
the set of input symbols, for any set of fixed values for the 
input symbols, was independent of the field array sizes. 

49. The apparatus of claim 47, wherein the first finite field 
is GF(2). 
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50. The apparatus of claim 47, wherein the second finite 
field is GF(256). 

51. The apparatus of claim 47, wherein the second finite 
field is GF(4). 

52. The apparatus of claim 47, wherein the first finite field 
is GF(4). 

53. The apparatus of claim 47, wherein the first finite field 
is GF(16). 

54. The apparatus of claim 47, wherein the second finite 
field is GF(16). 

55. A non-transitory processor-readable storage medium 
having stored thereon processor-executable instructions con 
figured to cause a processor to perform a method for encoding 
data for transmission from a source to a destination over a 
communications channel, the method comprising: 

obtaining an ordered set of input symbols representing the 
data to be encoded; 

Selecting a plurality of field arrays of values, wherein each 
field array is derived from a finite field array and at least 
two different finite field arrays are represented: 

generating a data structure that represents a coefficient 
matrix having entries of at least two of the field arrays 
derived from different finite field arrays, wherein a 
majority of the entries of the coefficient matrix are from 
a smaller finite field array, and a remainder of the entries 
of the coefficient matrix are from a larger finite field 
array; 

generating output symbols as linear combinations of input 
symbols with coefficients taken from the data structure 
that represents the coefficient matrix; and 

using the generated output symbols and an encoding for the 
data. 

56. The non-transitory processor-readable storage medium 
of claim 55, wherein the data structure that represents a coef 
ficient matrix is a two-dimensional array of cell values, each 
cell value representing a coefficient of one input symbol in the 
generation of one output symbol Such that when a coefficient 
is not zero or Zero modulo some base, the value of the corre 
sponding output symbol depends on the value of the corre 
sponding input symbol. 

57. The non-transitory processor-readable storage medium 
of claim 55, wherein the data structure that represents a coef 
ficient matrix is a set of rules that specify coefficient values, 
and further wherein when a rule indicates that a coefficient is 
not zero or zero modulo some base, the value of the corre 
sponding output symbol depends on the value of the corre 
sponding input symbol. 

58. The non-transitory processor-readable storage medium 
of claim 55, wherein the number of unique output symbols 
that can be generated from the set of inputSymbols, for any set 
of fixed values for the input symbols, is independent of the 
field array sizes. 

59. The non-transitory processor-readable storage medium 
of claim 55, wherein the generation of a data structure that 
represents a coefficient matrix having entries of at least two of 
the field arrays derived from different finite field arrays is a 
generation that uses a first field array derived from a first finite 
field array and a second field array derived from a second 
finite field array, wherein the first finite field array and the 
second finite field array are different, and further wherein the 
first finite field and the second finite field are each selected 
from the field set consisting of GF(2), GF(4), GF(16), 
GF(256). 

60. The non-transitory processor-readable storage medium 
of claim 59, wherein the first finitefield array is GF(2) and the 
second finite field array is GF(256). 
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61. The non-transitory processor-readable storage medium 

of claim 59, wherein the first finitefield array is GF(2) and the 
second finite field array is GF(4). 

62. The non-transitory processor-readable storage medium 
of claim 59, wherein the first finitefield array is GF(4) and the 
second finite field array is GF(16). 

63. The non-transitory processor-readable storage medium 
of claim 59, wherein the first finite field array is GF(16) and 
the second finite field array is GF(256). 

64. A non-transitory processor-readable storage medium 
having stored thereon processor-executable instructions con 
figured to cause a processor to perform a method for decoding 
data from a transmission received at a destination from a 
Source over a communications channel, the method compris 
1ng: 

receiving at least Some of a plurality of output symbols 
generated from an ordered set of inputSymbols that were 
encoded into the plurality of output symbols wherein 
each output symbol was generated as a linear combina 
tion of one or more of the input symbols with coeffi 
cients chosen from finite fields, wherein at least one 
coefficient is a member of a first finite field and at least 
one other coefficient is a member of a second finite field 
that is larger than the first finite field; and 

regenerating the ordered set of input symbols to a desired 
degree of accuracy from reception of any predetermined 
number of the output symbols, 

wherein a majority of the coefficients are chosen from the 
Smaller first finite field, and a remainder of the coeffi 
cients are chosen from the larger second finite field. 

65. The non-transitory processor-readable storage medium 
of claim 64, wherein the number of unique output symbols 
that could have been generated from the set of input symbols, 
for any set of fixed values for the input symbols, was inde 
pendent of the field array sizes. 

66. The non-transitory processor-readable storage medium 
of claim 64, wherein the finite fields are such that a first finite 
field array and a second finite field array are different and the 
first finite field and the second finite field are each selected 
from the field set consisting of GF(2), GF(4), GF(16), 
GF(256). 

67. The non-transitory processor-readable storage medium 
of claim 66, wherein the first finitefield array is GF(2) and the 
second finite field array is GF(256). 

68. The non-transitory processor-readable storage medium 
of claim 66, wherein the first finitefield array is GF(2) and the 
second finite field array is GF(4). 

69. The non-transitory processor-readable storage medium 
of claim 66, wherein the first finitefield array is GF(4) and the 
second finite field array is GF(16). 

70. The non-transitory processor-readable storage medium 
of claim 66, wherein the first finite field array is GF(16) and 
the second finite field array is GF(256). 

71. A non-transitory processor-readable storage medium 
having stored thereon processor-executable instructions con 
figured to cause a processor to perform a method for encoding 
data for transmission from a source to a destination over a 
communications channel, the method comprising: 

obtaining an ordered set of input symbols representing the 
data to be encoded; 

selecting a plurality of field arrays of values, wherein each 
field array is derived from a finite field array and at least 
two different finite field arrays are represented: 

generating a plurality of redundant symbols from the 
ordered set of input symbols, wherein each redundant 
symbol is generated based on a set of linear constraints 
over one or more of the input symbols and other redun 
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dant symbols with coefficients over finite fields, wherein 
the finite fields are such that a first finite field array and 
a second finite field array are different, a majority of the 
coefficients are chosen from a smaller of the first finite 
field array and the second finite field array, and a remain 
der of the coefficients are chosen from a larger of the first 
finite field array and the second finite field array: 

generating a plurality of output symbols from the com 
bined set of input and redundant symbols, wherein each 
output symbol is generated as a linear combination of 
one or more of the combined set of input and redundant 
symbols with coefficients chosen from finite fields; 

using the generated output symbols and an encoding for the 
data. 

72. The non-transitory processor-readable storage medium 
of claim 71, wherein the number of redundant symbols that 
can be generated from the set of input symbols, for any set of 
fixed values for the input symbols, is independent of the field 
array sizes. 

73. The non-transitory processor-readable storage medium 
of claim 71, wherein the first finite field and the second finite 
field are each selected from the field set consisting of GF(2), 
GF(4), GF(16), GF(256). 

74. A non-transitory processor-readable storage medium 
having stored thereon processor-executable instructions con- 2 
figured to cause a processor to perform a method for decoding 
data from a transmission received at a destination from a 
Source over a communications channel, the method compris 
ing: 

receiving at least some of the plurality of output symbols 
generated from a combined set of input and redundant 
Symbols, wherein each output symbol is generated as a 
linear combination of one or more of a combined set of 
input and redundant symbols with coefficients chosen 
from finite fields, 

wherein the plurality of redundant symbols is generated 
from the ordered set of input symbols, wherein each 
redundant symbol is generated based on a set of linear 
constraints over one or more of the input symbols and 
other redundant symbols with coefficients over finite 
fields, 

wherein at least one coefficient is a member of a first finite 
field and at least one other coefficient is a member of a 
second finite field that is larger than the first finite field, 
a majority of the coefficients are chosen from the smaller 
first finite field, and a remainder of the coefficients are 
chosen from the larger second finite field; and 

regenerating the ordered set of input symbols to a desired 
degree of accuracy from reception of any predetermined 
number of the output symbols. 

75. The non-transitory processor-readable storage medium 
of claim 74, wherein the number of unique output symbols 
that could have been generated from the set of input symbols, 
for any set of fixed values for the input symbols, was inde 
pendent of the field array sizes. 
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76. The non-transitory processor-readable storage medium 

of claim 74, wherein the first finite field is GF(2). 
77. The non-transitory processor-readable storage medium 

of claim 74, wherein the second finite field is GF(256). 
78. The non-transitory processor-readable storage medium 

of claim 74, wherein the second finite field is GF(4). 
79. The non-transitory processor-readable storage medium 

of claim 74, wherein the first finite field is GF(4). 
80. The non-transitory processor-readable storage medium 

of claim 74, wherein the first finite field is GF(16). 
81. The non-transitory processor-readable storage medium 

of claim 74, wherein the second finite field is GF(16). 
82. An apparatus for decoding data from a transmission 

received at a destination from a source over a communica 
tions channel, the apparatus comprising: 

means for receiving at least some of a plurality of output 
symbols generated from an ordered set of input symbols 
that were encoded into the plurality of output symbols 
wherein each output symbol was generated as a linear 
combination of one or more of the input symbols with 
coefficients chosen from finite fields, wherein at least 
one coefficient is a member of a first finite field and at 
least one other coefficient is a member of a second finite 
field that is larger than the first finite field; and 

means for regenerating the ordered set of input symbols to 
a desired degree of accuracy from reception of any pre 
determined number of the output symbols, 

wherein a majority of the coefficients are chosen from the 
smaller first finite field, and a remainder of the coeffi 
cients are chosen from the larger second finite field. 

83. An apparatus for decoding data from a transmission 
received at a destination from a source over a communica 
tions channel, the apparatus comprising: 

means for receiving at least some of the plurality of output 
symbols generated from a combined set of input and 
redundant symbols, wherein each output symbol is gen 
erated as a linear combination of one or more of a com 
bined set of input and redundant symbols with coeffi 
cients chosen from finite fields, 

wherein the plurality of redundant symbols is generated 
from the ordered set of input symbols, wherein each 
redundant symbol is generated based on a set of linear 
constraints over one or more of the input symbols and 
other redundant symbols with coefficients over finite 
fields, 

wherein at least one coefficient is a member of a first finite 
field and at least one other coefficient is a member of a 
second finite field that is larger than the first finite field, 
a majority of the coefficients are chosen from the smaller 
first finite field, and a remainder of the coefficients are 
chosen from the larger second finite field; and 

means for regenerating the ordered set of input symbols to 
a desired degree of accuracy from reception of any pre 
determined number of the output symbols. 


