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System and Method for Estimating the Probability of
Movement of Access Points in a WLAN-based Positioning System

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit under 35 U.S.C. §119(e) of U.S. Provisional
Patent Application No. 61/316,980, filed on March 24, 2010, entitled System And Method For
Resolving Multiple Location Estimate Conflicts In A WLAN-Positioning System, which is
herein incorporated by reference in its entirety.
[0002] This application also claims the benefit under 35 U.S.C. §120 of U.S. Patent
Application No. 12/760,777, filed on April 15, 2010, entitled System and Method for Resolving
Multiple Location Estimate Conflicts in a WLAN-Positioning System and U.S. Patent
Application No. 12/760,780, filed on April 15, 2010, entitled System and Method for
Estimating the Probability of Movement of Access Points in a WLAN-Based Positioning
System, which are herein incorporated by reference in their entirety.
[0003] This application is related to the following U.S. Patent Applications, the contents of
which are hereby incorporated by reference:

U.S. Patent Application No. 11/261,988, entitled Location-Based
Services That Choose Location Algorithms Based On Number Of
Detected Access Points Within Range Of User Device, filed on
October 28, 2005, now U.S. Patent No. 7,305,245;

U.S. Patent Application No. 11/359,144, entitled Continuous
Data Optimization Of New Access Points In Positioning Systems,
filed on February 22, 2006, now U.S. Patent No. 7,493,127,

U.S. Patent Application No. 11/678,301, entitled Methods And
Systems For Estimating A User Position In A WLAN Positioning
System Based On User Assigned Access Point Locations, filed on
February 23, 2007, now U.S. Patent No. 7,471,954; and

U.S. Patent Application No. 11/625,450, entitled System and
Method For Estimating Positioning Error Within A WLAN-Based
Positioning System, filed on January 22, 2007.

BACKGROUND OF THE INVENTION

Field of the Invention

[0004] The invention generally relates to position estimates in a WLAN-based positioning

system, and, more specifically, to estimating the probability that a position estimate is correct
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and managing and resolving conflicting position estimates of a mobile device to improve
position estimate performance.

Description of Related Art

[0005] The U.S. Patents and Applications incorporated above and assigned to Skyhook
Wireless, Inc. describe a Wi-Fi Positioning System (WPS) that uses the natural properties and
widespread deployment of 802.11 access points (APs herein) to deliver precise positioning data
to any Wi-Fi enabled device.
[0006] In such a WPS, APs provide a valuable method for determining the location of
mobile wireless devices. Accurate knowledge of AP locations is essential to mobile location
determination, and the relocation of APs poses a significant challenge to mobile location
systems. For example, when a mobile device observes APs that have been relocated, its
observations can conflict with stored AP location information and lead to location errors.
BRIEF SUMMARY OF THE INVENTION
[0007] Under one aspect of the invention, a method of and system for measuring and
recovering from mobile location errors due to access point relocation is provided.
[0008] Under another aspect of the invention, a method of estimating the likelihood of a
Wi-Fi enabled device being located within an estimated geographical area includes the Wi-Fi
enabled device receiving signals transmitted by Wi-Fi access points in range of the Wi-Fi
enabled device. The method also includes consulting a reference database to determine for
cach of at least one of the Wi-Fi access points from which signals were received a last-known
estimated position of the Wi-Fi access point and time information associated with the last-
known position for describing the age of the last-known position relative to other information
in the reference database. The method further includes estimating, based on the last-known
position, associated time information, and number of Wi-Fi access points from which signals
were received the likelihood of the Wi-Fi enabled device being located within an estimated
geographical area and displaying on a display device information based on the estimated
likelihood of the Wi-Fi enabled device being located within the estimated geographical area.
[0009] Under another aspect of the invention, estimating the likelihood of the Wi-Fi
enabled device being located within the estimated geographical area is further based on

information that characterizes the probability that a Wi-Fi access points has moved from its
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corresponding last-known position. The probability is based on the relative age of said last-
known position.

[0010] Under a further aspect of the invention, the method also includes estimating, based
on the last-known position and associated time information, a plurality of likelihoods of the
Wi-Fi enabled device being located within a corresponding plurality of estimated geographical
arcas and displaying on a display device information based on the plurality of estimated
likelihoods of the Wi-Fi enabled device being located within the corresponding plurality of
estimated geographical areas.

[0011] Under an aspect of the invention, the method also includes consulting an historical
dataset to determine for at least one of the Wi-Fi access points from which signals were
received information describing past relocations for said at least one Wi-Fi access point. The
estimating the likelihood of the Wi-Fi enabled device being located within the estimated
geographical area is further based on the information describing past relocations for the at least
one Wi-Fi access point. Optionally, the information describing past relocations for the at least
one Wi-Fi access point includes an average movement frequency for the at least one Wi-Fi
access point. Optionally, the information describing past relocations for the at least one Wi-Fi
access point includes an aggregate average movement frequency based on a collection of
movement data for a plurality of Wi-Fi access points.

[0012] Under yet another aspect of the invention, a method of estimating the likelihood of a
Wi-Fi enabled device being located within an estimated geographical area includes the Wi-Fi
enabled device receiving signals transmitted by Wi-Fi access points in range of the Wi-Fi
enabled device. The method also includes consulting a reference database to determine for
cach of a plurality of the Wi-Fi access points for which signals were received a last-known
estimated position of the Wi-Fi access point and determining that at least a first set of the Wi-Fi
access points for which signals were received have moved from their corresponding last-known
estimated positions based on the last-known estimated positions for at least a second set of Wi-
Fi access points for which signals were received. The method further includes estimating,
based on the number of Wi-Fi access points of the first set and the number of Wi-Fi access
points of the second set, the likelihood of the Wi-Fi enabled device being located within an

estimated geographical area and displaying on a display device information based on the
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estimated likelihood of the Wi-Fi enabled device being located within the estimated
geographical area.

[0013] Under a further aspect of the invention, the method also includes estimating, based
on the number of Wi-Fi access points of the first set and the number of Wi-Fi access points of
the second set, a plurality of likelihoods of the Wi-Fi enabled device being located within a
corresponding plurality of estimated geographical areas and displaying on a display device
information based on the plurality of estimated likelihoods of the Wi-Fi enabled device being
located within the corresponding plurality of estimated geographical areas.

[0014] Under still another aspect of the invention, estimating the likelihood of the Wi-Fi
enabled device being located within the estimated geographical area is further based on
information that characterizes the probability that at least one of the Wi-Fi access points of the
first set has moved from its corresponding last-known position, the probability being based on
the number of Wi-Fi access points of the first set and the number of Wi-Fi access points of the
second set .

[0015] Under another aspect of the invention, the method also includes consulting the
reference database to determine for at least a first Wi-Fi access points from which signals were
received a last-known estimated position of the first Wi-Fi access point and time information
associated with the last-known position for describing the age of the last-known position
relative to other information in the reference database. The estimating the likelihood of the Wi-
Fi enabled device being located within an estimated geographical area being further based on
the last-known position and associated time information of the first Wi-Fi access point.

[0016] Under a further aspect of the invention, a method of estimating the likelihood of a
Wi-Fi enabled device being located within an estimated geographical area includes the Wi-Fi
enabled device receiving signals transmitted by at least one Wi-Fi access point in range of the
Wi-Fi enabled device. The method also includes extracting information from the signals
received that identifies each of the at least one Wi-Fi access points from which signals were
received and consulting a reference database to determine for at least one of the Wi-Fi access
points from which signals were received a set of information identifying a corresponding set of
Wi-Fi access points from which signals are expected to be received when the Wi-Fi enabled
device receives signals from the at least one Wi-Fi access point of the plurality. The method

further includes estimating the likelihood of the Wi-Fi enabled device being located within an
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estimated geographical area based on a comparison of the information identifying Wi-Fi access
points from which signals were received and the set of information identifying the
corresponding set of Wi-Fi access points from which signals are expected to be received and
displaying on a display device information based on the estimated likelihood of the Wi-Fi
enabled device being located within the estimated geographical area.

[0017] Under yet another aspect of the invention, a method of estimating the likelihood of a
Wi-Fi enabled device being located within an estimated geographical area includes the Wi-Fi
enabled device receiving signals transmitted by Wi-Fi access points in range of the Wi-Fi
enabled device and extracting information from the signals received that identify each of a
plurality of the Wi-Fi access points from which signals were received. The method also
includes consulting a reference database to determine if the identity of each of the plurality of
the identified Wi-Fi access points from which signals were received are present in the reference
database. The method further includes estimating the likelihood of the Wi-Fi enabled device
being located within an estimated geographical area based on the number of Wi-Fi access
points from which signals were received and for which identities are present in the reference
database, and displaying on a display device information based on the estimated likelihood of
the Wi-Fi enabled device being located within the estimated geographical area.

[0018] Under another aspect of the invention, a method of estimating the likelihood of a
Wi-Fi enabled device being located within an estimated geographical area includes the Wi-Fi
enabled device receiving signals transmitted by Wi-Fi access points in range of the Wi-Fi
enabled device. The method also includes consulting a reference database to determine for
cach of at least one of the Wi-Fi access points from which signals were received a last-known
estimated position of the Wi-Fi access point and time information associated with the last-
known position for describing the age of the last-known position relative to other information
in the reference database. The method further includes estimating, based on the last-known
position and associated time information, the likelihood of the Wi-Fi enabled device being
located within an estimated geographical area and displaying on a display device information
based on the estimated likelihood of the Wi-Fi enabled device being located within the
estimated geographical area.

[0019] Under another aspect of the invention, estimating the likelihood of the Wi-Fi

enabled device being located within the estimated geographical area is further based on
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information that characterizes the probability that at least one of the Wi-Fi access points has
moved from its corresponding last-known position. The probability is based on the relative age
of said last-known position.

[0020] Under yet another aspect of the invention, a method of estimating the likelihood of a
Wi-Fi enabled device being located within an estimated geographical area includes the Wi-Fi
enabled device receiving signals transmitted by Wi-Fi access points in range of the Wi-Fi
enabled device. The method also includes consulting a reference database to determine for
cach of a plurality of the Wi-Fi access points for which signals were received a last-known
estimated position of the Wi-Fi access point and determining that at least a first set of the Wi-Fi
access points for which signals were received have moved from their corresponding last-known
estimated positions based on the last-known estimated positions for at least a second set of Wi-
Fi access points for which signals were received. The method further includes estimating,
based on the number of Wi-Fi access points of the first set and the number of Wi-Fi access
points of the second set, the likelihood of the Wi-Fi enabled device being located within an
estimated geographical area and displaying on a display device information based on the
estimated likelihood of the Wi-Fi enabled device being located within the estimated
geographical area.

[0021] Under still another aspect of the invention, estimating the likelihood of the Wi-Fi
enabled device being located within the estimated geographical area is further based on
information that characterizes the conditional probability that at least one of the Wi-Fi access
points of the first set has moved from its corresponding last-known position, the conditional
probability being based on the number of Wi-Fi access points of the first set and the number of
Wi-Fi access points of the second set, and wherein the conditional probability relies on a
determination that last-known positions of a first Wi-Fi access point and a second Wi-Fi access
point from which signals were received are in conflict. Optionally, the determination that the
last-known positions of the first Wi-Fi access point and the second Wi-Fi access point from
which signals were received are in conflict is based on the last known positions of the first Wi-
Fi access point and second Wi-Fi access point being separated by more than a threshold
distance.

[0022] Under an aspect of the invention, the method also includes consulting an historical

dataset to determine for at least one of the plurality of Wi-Fi access points from which signals
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were received information describing past relocations for the at least one Wi-Fi access point.
The estimating the likelihood of the Wi-Fi enabled device being located within the estimated
geographical area being further based on the information describing past relocations for the at
least one Wi-Fi access point. Optionally, the information describing past relocations for the at
least one Wi-Fi access point includes an average movement frequency for the at least one Wi-
Fi access point. Optionally, the information describing past relocations for the at least one Wi-
Fi access point includes an aggregate average movement frequency based on a collection of
movement data for a plurality of Wi-Fi access points.
[0023] Under still another aspect of the invention, the method includes extracting
information from the signals received that identifies at least one Wi-Fi access point from which
signals were received and consulting a reference database to determine for the at least one Wi-
Fi access point from which signals were received a set of information identifying a
corresponding set of Wi-Fi access points from which signals are expected to be received when
the Wi-Fi enabled device receives signals from the at least one Wi-Fi access point of the
plurality. The method also includes the estimating the likelihood of the Wi-Fi enabled device
being located within an estimated geographical area further being based on a comparison of the
information identifying Wi-Fi access points from which signals were received and the set of
information identifying the corresponding set of Wi-Fi access points from which signals are
expected to be received.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
[0024] Figures 1A-B illustrate a method for calculating location estimates and center
probabilities for a mobile device using a Wi-Fi Positioning System.
[0025] Figure 2 shows a scenario in which a mobile device simultancously observes APs
from two discrete clusters.
[0026] Figure 3 shows an example in which a mobile device detects two clusters of equal
size.
[0027] Figure 4 shows an example in which an access point scanning device detects two
clusters, one cluster having moved after the last location confirmation scan.
[0028] Figure 5 shows an example in which an access point scanning device detects two

clusters, one cluster having moved after the last location confirmation scan.
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[0029] Figure 6 shows an example in which a mobile device detects two clusters having
differing numbers of access points.
[0030] Figure 7 shows an example in which a mobile device detects a single cluster.
DETAILED DESCRIPTION
[0031] Preferred embodiments of the invention provide methods of and systems for
measuring and recovering from mobile location errors due to Wi-Fi access point relocation.
The embodiments described herein quantify the probability that a particular location estimate
of a mobile device made by a WPS is correct to within an arbitrary accuracy. Implementations
of the invention estimate the probability that one or more APs detected by the mobile device
have relocated. In one illustrative example, the probability is estimated based on all or a subset
of data present in the WPS that describes, in aggregate, the movement of many APs in the
system. In another example, a system estimates such a probability upon determining that at
least one of the APs observed by a mobile device has moved, such as, when location
information associated with the observed APs is in conflict.
[0032] Certain embodiments of the invention build on techniques, systems and methods
disclosed in the U.S. Patents and Applications incorporated above. The present techniques,
however, are not limited to systems and methods disclosed in the incorporated patents and
applications. Thus, while reference to such systems and applications may be helpful, it is not
believed necessary to understand the present embodiments or inventions. For example, those
applications taught specific ways to gather high quality location data for APs (also called “scan
data”) so that such data may be used to estimate the geographic location of a Wi-Fi-enabled
device utilizing such services and techniques. By collecting location data repeatedly from the
same location and recording the date of each scan event in a database, it is possible to observe
the appearance and disappearance of APs over time. In some cases, appearing APs will be new
devices that have not appeared in the database previously. Similarly, disappearing APs may be
removed from service and never again appear in the database. Techniques to mitigate the
negative effects of APs appearing and disappearing over time are addressed in other patent
applications assigned to the assignee of the present application and are not discussed in detail
herein. However, there is a third case in which an AP disappears from one location and
appears in another location. The use of repeated scanning and maintenance of a time-indexed

database of scan data facilitates the observation of AP movement.
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[0033] The ability to track AP movement allows a reference database containing AP
location information to be corrected to address obsolete AP location information, and tracking
also produces valuable statistics that can be used to infer the movement of APs, even if they
have not been scanned in their current locations. Mining the database yields empirical
probability distributions on the frequency with which APs relocate and the associations
between groups of APs that move together. These probability distributions are discussed in
greater detail below.

[0034] Mobile location error is typically quantified using horizontal positioning error
(HPE). Given a location estimate and an arbitrary probability threshold, HPE expresses the
radius of a circle centered on the location estimate that is large enough to include the mobile’s
actual location with the desired probability. For instance, if a location technology is extremely
accurate, it could be said that there is a 95% probability that the mobile’s actual location is
within 10 meters of a location estimate. For a less accurate system, the HPE might be 1000
meters for a 95% probability threshold.

[0035] Detecting and recovering from location errors caused by AP movement requires a
means of quantifying the probability that stored AP location information is correct. To that
end, implementations of the invention employ records of the age of information in the database
and the associations between different APs. That is, relationships between APs that have been
observed simultaneously to form groups, called clusters herein, are used to quantify the
probability values. Further, a family, which is a cluster that relocates as a single group, can be
used in the same way. In general, one would expect a family to be made up of APs that are
owned by a single entity.

[0036] Figure 2 depicts a scenario in which a mobile device simultaneously observes APs
from two discrete clusters. The database lists the 3 APs in the first cluster as residing in
Boston, and 2 APs in the second cluster as residing in from Chicago. Since the transmission
ranges of the APs is far smaller than the distance from Boston to Chicago, the database must
contain incorrect information about at least one of the two clusters. In other words, both
clusters are currently located in either Boston or Chicago, but the mobile cannot be absolutely
certain which assumption is correct. As a result, the positioning algorithm assigns center

probabilities to two separate location estimates, one in Boston and one in Chicago.
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[0037] Even when the mobile observes only a single cluster of APs, there is some finite
probability that the observed cluster is a family that has been relocated since the last time their
location was confirmed. Thus, the center probability, P, applies to scenarios with any number
of observed AP clusters.

[0038] In one implementation of the invention, a method is provided for calculating the
center probability, P, using empirical data on the sizes of families of moved APs and the
frequency with which families are relocated.

[0039] Figures 1A-B show a method for calculating location estimates and center
probabilities in a variety of scenarios. First, the mobile device detects surrounding APs (step
71) and counts the total number of observed APs. Next, it consults the database to determine
the number of separate clusters and the number of APs in each cluster (step 72). In other
words, because the reference database has the coordinates of all scanned APs, it is able to
separate the APs (or group of APs) that are far away from each other (when the distance
between APs is larger than some large enough threshold). Each cluster is associated with the
last time that it was observed by the scanner (i.e., the last time location information on the
cluster was updated in the database containing the information about the location coordinates
of all APs and last time an AP was observed by the scanner) (step 73). The term “scanner” as
used herein describes a device that can detect Wi-Fi APs and also has a trusted and independent
source of location information. For example, a scanner device may have both a Wi-Fi radio
and a GPS system. Based on the number of clusters, the number of APs in each cluster, and the
age of the information for each cluster, the invention determines center probability, P, values
and other metrics as described in greater detail below.

[0040] For example, if only a single cluster is detected (at step 74), then the method
determines the probability that the single cluster has moved sometime after the last
confirmation of the location of the APs of the cluster has been performed. This is also called a
“no location” probability herein. Meanwhile, if more than one cluster is detected, then a
conditional probability of relocation for each of the APs is determined (step 76). That is, upon
the condition of a conflict in location arising from the observation of APs (or clusters) that
should not be detected simultancously based on their last-known location, a probability that one
of the APs (or clusters) has relocated is determined. In addition, the relative size of the clusters

is compared with an empirical data set to determine the relative likelihood that each cluster of
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APs has moved sometime after the last confirmation of the location of the APs of the clusters
has been performed (step 76). These techniques are set forth in more detail below.

[0041] Next, the method calls for determining the center probabilities for each detected
cluster. As set forth in greater detail below, different formulas are used to determine these
values depending on the number of clusters detected.

[0042] The method set forth above and shown in Figures 1A-B is described as having
certain steps performed on a mobile device. While the initial search for APs within range of
the mobile device is performed by the mobile device, any of the other steps can be performed
on the mobile device or a remote computer system.

Probability of AP movement

[0043] Given up-to-date knowledge of AP locations, the actual location of the mobile
device is accurately modeled with a radially-symmetric probability distribution centered at the
estimated mobile location (location center). However, when the validity of AP location
information is uncertain due to AP relocation, the location estimation error can be quantified
with two parameters. The first parameter is the radius about the location center within which
the mobile resides with a given probability, conditioned on the fact that the location center is
accurate to an arbitrary precision. The second parameter is the location center probability, P,
which is accurate to an arbitrary precision.

[0044] Given a database of AP locations measured over time, we construct an
approximation to the empirical cumulative distribution function (CDF) to describe the
conditional probability that a single AP will have relocated within a specified time interval
given that the AP has been moved (e.g., a conflict exists between locations of observed APs).
Known methods may be used to approximate the CDF from the empirical dataset of AP that
have moved. Because the database necessarily spans only a finite time interval, the CDF must
saturate to probability 1 at the age of the oldest data. Thus, as more data is collected and the
time spanned by the database increases, the CDF will be updated to reflect improved
knowledge of the long-term relocation behavior of APs.

[0045] In one implementation of the invention, the CDF that a given AP will have
relocated as a function of the time since it was last observed by the scanner is approximated.
Time, t, is measured in units of months, and the approximation of the CDF is defined as Y (¢),

where
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Y(t) =a, if 0<t<hy,
Y(t)=bt+c, if hy <t<h, (1a)
Y =1, if h <t.

and a,b,c,h,,h are some constants, which are found empirically by analyzing the database of

moved APs. One example of Y (¢) is given by the formula

Y()=0.02, if  0<t<3,
Y(t) = (2511 -5.54)/100, if 3<t<42, (1)
Y =1, if 2<t,

which corresponds to step 76 of Figure 1B.
[0046]  The values of Y (¢) represent a probability weight that the AP has been moved

during the last # months, given that the last time it was scanned was ¢ months ago, and given
that the system has determined the AP is in a set of observed APs, one or more of which have
moved.

[0047] Function (1) was determined by analyzing the database of moved APs. This
database has all the information about moved APs, including the history of all locations of all
detected moved APs and time of each AP being observed at each location.

[0048] As the database ages and contains a growing time series of scanned data, Y(t) is

updated as follows:

&4

o= 10042+ 1)’

if 0<t<3,
41.16+n ; 2.16

Y(r) = e
(39+n)42+n) 39+n

if 3<t<42+n, (2)
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Y0 =1, if 2+n<t.

where n =1,2,3,... represents the number of 6 month intervals since the first use of the

function.
[0049] The conventional definition of HPE works well when the distribution of error in a
location estimate is unimodal. Errors arising from noisy range estimation can be considered
unimodal, but errors due to AP relocation are multimodal and not well quantified by HPE. For
example, in a scenario in which a mobile observes two APs, one AP has correct location
information in the database, but the other AP has been relocated from 100 kilometers away.
The database has not been updated to reflect the relocation of the second AP, so it supplies the
mobile with incorrect location information. If a single location estimate is constructed and a
single circle drawn around it to express HPE, the radius will be on the order of 50 kilometers.
However, if the underlying structure of the scenario is examined, it is seen that the location
error is bimodal, and is better described with two circles, corresponding to each of the two APs.
Each circle has its own HPE and center probability, P, which expresses the relative confidence
in the information about each of the two APs in the database.

Clusters of equal size

[0050] Figure 3 shows an example in which the mobile device 21 detects two equal size
clusters of APs: one cluster of 3 APs from New York 22 and one cluster of 3 APs from Miami
23. Note that a cluster might be as small as a single AP and has no upper limit on the number
of members.

[0051] When a mobile device observes multiple APs whose locations as recorded in the
database should preclude them from being observed simultaneously, the mobile device
recognizes that one or more APs must have relocated. More generally, the mobile device may
observe multiple clusters of APs, and one or more clusters may have relocated as a family unit.
Because location estimation using any of the individual clusters would lead to disparate center
locations, the mobile device must resolve the conflicting information in order to decide on a
single location center.

[0052] Under one implementation, the conflicting location information is resolved by using
the age of the newest information on each cluster. Function Y(t) shows that the probability of

obsolescence of measurement information increases with the age of the measurement, so newer
13
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measurements are considered to be more reliable. Thus, the most effective method of choosing
a location center is to assume that the cluster with the most recent measurement data has not
relocated. Based on the difference in ages between the measurements of each cluster, the
mobile device can then express its confidence in the chosen location center.

[0053] For example, consider the case where the mobile has observed two clusters of n

APs. Each AP in each cluster is assigned an arbitrary index from 1 to n. The time since AP; of

cluster 1 was last observed is denoted t;, and the time since AP; of cluster 2 was last observed is

T;. The ratio, r, can be calculated as follows:

min(t;) = the smallest number among t;,ts,..., t,;

min(Tj) = the smallest number among T, T5,..., Ty,

e Y(min(¢,))
~ Y(min(7)))

[0054] The parameter P, is assigned to the location estimate based on cluster 1 and
probability parameter P, is assigned to the location estimate based on cluster 2. P; and P, are

calculated according to the following equations (this corresponds to step 78 of Figure 1B):

I+r, T1er (3)

[0055] In practice, there are several ways to apply P, and P,. For example, only the
location corresponding to the maximum center probability could be reported. Alternatively, a
probability threshold could be set and a location only reported if one of the two center
probabilities exceeds that threshold. If neither center probability exceeds the threshold (note
that they are complementary and cannot both exceed 0.5 simultaneously), then the location
estimate could be considered to be too unreliable, and a “no location” result reported. As a
third possibility, both location estimates along with their associated center probabilities could

be reported.
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Cluster movement

[0056] The sizes of observed clusters also affect the probability that the clusters have
relocated. It has been discovered that small families are much more common than large
families because there are a relatively small number of organizations that relocate with large
numbers of APs. Thus, a large cluster is unlikely to be made up of a single family, and larger
clusters are less likely to have been relocated.

[0057] Under another implementation of the invention, statistics based on the ratio of
cluster sizes, a method for updating cluster information in the database, and a method for
identifying and tracking families of APs as they relocate is described. As stated above, it is
assumed that the scanning equipment used to compile the database possesses accurate location
information independent of observed APs, so the database has high precision information
regarding where and when each AP was observed. For example, the scanning equipment used
to compile the database may use a GPS system to determine its position when detecting APs in
a given geographical area.

[0058] For each scan in the database, any APs that have been observed simultancously as
belonging to the same cluster are identified during a scanning event to update and/or create the
reference database. Then, whether any of the APs in the cluster have been relocated since the
last time they were observed is also identified. If one or more APs have been relocated,
previous observations are consulted to see if any of the relocated APs were moved as a family
from their previous location(s). Taking the general definition that a family can be as small as
one AP, each instance of family relocation is examined as follows. Each time a family
relocates, the number of APs in the family and the number of APs not in the family is counted
that combined to form the new cluster. That is, the number of relocated APs is compared to the

number of APs that were not relocated. The notation

i—>J

is used to represent the situation in which a family of i relocated APs is observed at the same

time as j APs that have not been relocated since the last scan. In other words, the scanning

device detected i new APs and j old APs at the same time and place.
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[0059] Figure 4 shows an example in which a scanner located in Boston 31 observes 1 AP
that has been moved from Dallas 32 and 2 APs that have remained, unmoved, in Boston 33
since the last time they were scanned. In this case, one pair 1 — 2 would be recorded.

[0060] Referring to Figure 5, if the same APs had been observed by a scanner in Dallas 41,
then the scanner would conclude that the two APs from Boston 43 had been moved, and 1 AP
from Dallas 42 remained, unmoved, and record 2 — 1.

[0061] After recording the total number of different pairs i — j, parameter Kj; is defined

to describe the empirical probability that, given simultaneously observed clusters of size i and j

with conflicting location information, the cluster of size i was relocated (for the case when

i # J ) (this corresponds to step 76 of Figure 1B). Thus,

B number _of pairs i — j @)
v total number of pairs i—j and j—i

and vice versa,

B number _of pairs _j—i (5)
7 total number of pairs i—j and j—i '

[0062]  When i=j, K

i

1
= —. Therefore, Kl-]- +Kﬁ- =1.
2

[0063] In order to keep the values of Kj; as accurate as possible, it is preferred to recalculate
them periodically to reflect new scan data.

Clusters of equal age

[0064] In another implementation, a method is described for assigning center probabilities
to location estimates based on two clusters when one of the clusters has been relocated and
database information on both clusters is of the same age. In this case, the cluster sizes are used
to determine the probability that either of the two clusters was relocated as a family.

[0065] Figure 6 shows a scenario in which a first cluster 52 and a second cluster 53 are
observed simultaneously by the mobile device 51, but the location information in the database

indicates that the clusters are separated by a distance much greater than the transmission range
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of the APs. The first cluster consists of n APs and the second cluster consists of m APs. The
positioning algorithm assigns center probabilities, P; and P,, based on the most recent
observation of each cluster.

[0066] It this illustrative example, it is assumed that the database information is of equal
age for both clusters. Therefore, time does not play any role in the computation of the

probabilities of the center location. The following definition for r is used:

K

nm

r=—rr—
(1-K,,)

[0067] Center probability P; is associated with the location of the first cluster and center

probability P, is associated with the location of the second cluster. The following formulas

define P and P, (this corresponds to step 78 of Figure 1B):

(6)

Clusters of differing sizes and ages

[0068] In another embodiment of the invention, both cluster size and cluster age (the age of
the most recent update on the cluster’s location in the database) are used to assign center
probabilities (this corresponds to step 78 of Figure 1B).

[0069] Referring again to Figure 6, the first cluster 52 is of size n, and the second cluster 53

is of size m. The time since AP j of the first cluster 52 was last observed is denoted tj, and the
time since AP k of the second cluster 53 was last observed is Ty. The values of min(t;) and
min(T)) are determined as set forth above.

[0070] Next, the ratio, r, is determined using parameters based on both cluster size ratio,

Kim, and cluster age, Y, as follows:

e K, Y(min(t,))
(1-K,,)Y(min(T,))
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Once again, the center probabilities are as follows:

, PB= (7)

Movement of a single cluster

[0071] Under another implementation, a center probability is determined when the mobile
device observes only a single cluster. In other words, if the mobile device finds only a single

cluster of APs, there is some probability that the cluster has been relocated as a single family,

and that possibility is quantified with a center probability.

[0072] Figure 7 shows a situation in which the mobile device 61 has observed a single

cluster 62 of n APs, and the last time the first AP in this cluster was updated was t; months

ago. The second AP in this cluster was updated t; months ago, and the n™ AP was updated t,

months ago. As above,

min(t;) = the smallest number among t;, t5,..., t,.

[0073] When a mobile device observes only a single cluster (i.e., there is no cluster
conflict), the center probability is calculated as a function of following items: (1) the number of
APs detected by the mobile device which are known in the database, (2) the number of APs
detected by the mobile device which are not known and are not in the database, (3) other APs
expected to neighbor a particular AP and the number of expected neighbors based on the
collection of the history of observation of scanned results including that AP, (4) the minimum
time elapsed from the last time that location of known APs is confirmed by a scanner, min(t;),
and (5) the confidence in the known location of individual APs that are in the database via a
scanner detection. We can find, empirically, from the dataset of moved APs the probability of
movement of an AP as a function of these parameters.

[0074] The above parameters are now discussed in more detail. A set of APs detected by a
mobile device can be divided into two groups. The first group consists of APs that are present
in the database by virtue of a scanner or derived from the locations of other known APs, whose

locations are known with some degree of certainty. For example, when an unknown AP is
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scanned by the mobile device along with other known APs, then the position of the unknown
AP can be estimated using a triangulation based on all known APs that are observed by the
mobile device. The second group consists of APs that are new and have neither been located
by a scanner nor derived from other known APs. Thus, some of the APs present in the
database may be associated with a location that has been derived from other known APs.
Therefore, center probability can be calculated as a function of number of known APs having
locations.

[0075] Center probability can also be a function of the second group, which contains new
APs that have been detected along-side of known APs that were not found by the scanner at the
time of scanning. For example, assume a mobile device observes 2 known APs and 10
unknown APs, and the min(t;) parameter of the cluster of the 2 known APs is equal to 1 year.
Then, empirically, the probability that the cluster of 2 known APs has been relocated, as a
family of APs, can be found from the data set of moved APs, given that the mobile device
observed 2 known APs and 10 unknown APs, and the min(t;) parameter of the cluster of the 2
known APs is equal to 1 year. Therefore, we can also find the empirical probability that cluster
of 2 known APs has not moved.

[0076] Center probability can also be a function of expected neighbors of collective set of
scanned APs. Based on the past history of observing a given AP with another set of APs at the
time of systematic scanning and/or by detection of other mobile devices a set of expected
neighbors is established for any known AP along with an expected number of neighbors.
These measures are based on past observations and the density of APs in the neighborhood of
the given AP. When a mobile device detects a set of APs, the probability that the observed
cluster of APs has been moved can be determined based on consistency between the expected
neighbors and what the mobile device observes. Probability that an AP has been moved, given
a set of expected neighbors, expected number of neighbors, APs currently detected by the
mobile, and number presently detected is determined empirically based on historical data
gathered by, for example, scanners.

[0077] Center location can also be a function of time. In other words, the probability that
an AP has been relocated can be determined as a function of time. For example, if an AP has
been confirmed at a given location, the probability that the AP is still located in the same

location after one day is higher than after one year.
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[0078] Also, the certainty of an estimated location for a particular AP can be different. In
other words, upon conducting a scanner survey of an area, the estimated location of an AP may
be determined with a high confidence (e.g., 100%) or low confidence. Each AP that is found
during a scanner pass is associated with a corresponding confidence. Center location
probability can be a function of confidence in location of known APs. In one implementation,
the confidence of all known APs detected by a mobile device can be estimated by taking the
maximum confidence of all the detected APs.

[0079] The probability Precent_locaﬁon that a given cluster of n APs did not change its
location can be estimated based on a collection of information on moved APs and moved
families of APs (e.g., a “moved APs” database can contain information including previous and
current location coordinates, the date a move was detected by a scanner, the size of families of
APs which have been moved, etc.). Probability parameter Precent 1ocation depends on the cluster

size n and time min(t;). In other words, one can find from the moved APs database the

following probability depending on two parameters:

Precentilocation = Precentilocation (l’l, mln(tl)) (8)

[0080] Probability parameter P 10cation represents the probability that a given cluster of n
APs has been moved to some other location, which has yet to be detected yet by a scanner.
Thus, the “no location” subscript as used in this context represents the fact that an affirmative
location cannot be provided until the cluster is detected by a scanner at some later time.

Obviously,

Pno location™ 1 'Precent location (9)

[0081] The potential measures of probabilities of center location as a function of the set of
parameters given above (e.g., number of scanned APs that are known in the database, number
of scanned APs that are not known and are not in the database, expected neighbors and
expected number of neighbors based on scanned AP data, minimum time elapsed after the last
time that the location of known scanned APs is confirmed, and confidence in the location of

individual known scanned APs) can be found empirically from the moved APs information.
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More than two clusters

[0082] In another implementation of the disclosed embodiment, the method for

determining center probabilities is generalized to scenarios in which the mobile device detects
X clusters of APs, where X can be greater than 2. The variable w,, is the size of the n™ cluster
(n=1,2,3,...X), and T}, is the age (measured in months) of the most recent scan of cluster n in

the database. Ratio r is determined as follows:

kwi,ij(Ti) .. 123 X .
rij_ (l—kwiswj)Y(Tj) i (19]_999°°°9 ﬁlij)

where k w;,w; are K-values, Y is the function given by the formula (1). Next, Q. is defined as

follows:

Q — 1 . 1 1 . 1 1
& 1+rn’1 1""””,2 1+rn’n71 1+7 1+rn’X

#n,n+1
[0083] The following probabilities are associated with the location of n™ cluster (this

corresponds to step 79 of Figure 1B):

0,
£, = (10)

>0

Influence of environment and history of particular AP movement on

probabilities of center location.

[0084] Above, techniques for defining and estimating the probabilities of center locations
of a mobile device were provided. These probabilities were based on an analysis of aggregate
data, that is, a relatively large collection of location and movement data for relatively large

number of APs. However, improvements to those estimates can be made using the APs
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environment and history of a given set of APs. For example, if it is known from the history of
APs (which can be extracted from the moved APs database), that a particular AP relocates once
per 6 months on average, and a second AP relocates once per 2 years on average, then this
information is taken into account to improve the probabilities estimate. In other words, the
variable “freq” representing the average movement frequency of a particular AP or cluster of
APs may be taken into account. In such a case, instead of empirically estimated CDF
approximation function Y(t) (formulas 1 and 2), an empirical estimate of the CDF
approximation function Y(t, freq) is provided, where the joint probability distribution of
random variables t and “freq” is considered, given that a particular AP (or cluster of APs) is
determined to be within a set of detected APs, one or more of which have moved.

[0085] Another parameter that may affect the accuracy of the center probability estimate is
the APs environment, or surrounding APs. For example, assume a first AP was detected in the
recent past by mobile devices in conjunction with 10 other surrounding known APs on average.
A mobile device now reports the observation of the first AP along with the detection of a
second known AP, the location of which should preclude the two APs from being observed
simultaneously. Assume also that the second known AP was previously scanned or observed
without any other surrounding APs. Thus, at least one of the two APs has moved from its
previously recorded location. This circumstance makes it is very likely that the first AP has
been moved because, in addition to the conflicting location situation, the surrounding AP
density changed substantially.

[0086] Considering another example, a third AP has been reported in the recent past by
mobile devices with 5 known surrounding APs on average, and now a particular mobile device
reports the third AP with 4 unknown surrounding APs. In this case, it is very likely that the
third AP has been moved, because although the surrounding APs density has not changed
substantially (4 versus 5), and no location conflict exists, the 4 presently detected APs are not
the same, or a subset of the same, APs that are expected to be surrounding the third AP. The
same would hold true were a location conflict to exist.

[0087] As one example of the use of an AP’s environment parameter in adjusting its
corresponding movement probability, a parameter, E, is provided that describes a change in

APs surrounding density environment:
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where E; = “recent average number of known APs detected along with given a given AP (or a
given cluster of APs) by mobile devices” and E; = “current number of known APs detected
along with a given AP (or a given cluster of APs) by mobile devices”. Furthermore, a “density

environment” function DE is as follows:

DE =max(E,E™").

[0088] When DE > C,, where C, is a threshold constant determined empirically (e.g., C, =
4), then the given AP (or given cluster of APs) is designed as having moved from its previous
known location.

[0089] In general, all 3 parameters t, “freq” and DE can be combined in the estimation of
center probability. Thus, instead of empirically estimated CDF approximation function Y(t)
(formulas 1 and 2), an empirically estimated CDF approximation function Y(t, freq, DE) is
provided where the joint probability distribution of random variables t, “freq” and DE are
considered, given that an AP (or cluster of APs) is determined to be within a set of detected
APs, one¢ or more of which have moved.

[0090] In the case of single cluster observed by the mobile device, the empirically
estimated parameter Precent_locaﬁon is provided as a function of cluster size 7, time min(t;),

“freq”, and DE as follows:

Precent_location = Precent_location (1'1, mln(ti): “freq,,: DE):

and

Pno location 1 'Precent location-
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Known-in-advance location bias correction

[0091] Above, the meaning and techniques for determining Kij parameters, or K-values
were described. Those techniques relied on knowing the ground truth location during
scanning. In other words, while scanning and recording all possible pairs £ —> J , a highly

accurate geographical location was known. Typically, an accurate geographical location is
only known when using GPS or some other reliable positioning technology.

[0092] However, there are some locations (e.g., indoors locations) when GPS or any other,
typically accurate, positioning technology does not work or is not reliable. This means that it is
possible that the location information for some APs in the reference database may be biased to
certain known-in-advance locations, where a “known-in-advance” location is one that is known
with a relatively high degree of accuracy. In certain implementations, it is desirable to ensure
this bias does not affect the accuracy of the K-values for the entire distribution of all
geographical locations of all possible AP observations. Note that the entire distribution
consists of a first portion of data for which the geographical location was known with high
precision during data collection and a second portion of the data for which the geographical
location was not known or was inaccurate (e.g., locations where GPS does not work).

[0093] In such a case, a sufficiently large (e.g., on the order of 10,000 samples) number of
AP observation samples containing the information about { — j pairs from the geographical

locations where GPS location did not work can be selected. For each of the selected
observations, an accurate geographical location can be determined using other means, and that
location replaces the missing or inaccurate location information in the reference database. At
this point, the updated data can then be reprocessed, as set forth in detail above. This will help
to increase the diversity of the samples and reduce any potentially existing bias in the K-value
estimations.

[0094] There may be instances in which there exist an insufficient number of samples
having manually corrected location data to reduce potentially biased K-values as described
above. However, it may still be desirable to reduce such bias. In such a case, unbiased K-
values can be estimated from the known-in-advance scan locations statistics as set forth below.
[0095] The variable N is the total number of existing different families of APs in the

known-in-advance possible scan population, and M is the total number of APs in the known-in-

24



WO 2011/119575 PCT/US2011/029379

advance possible scan population. Proportion (weight) W, represents the proportion of all 1-

size families of APs among N families, W, the proportion (weight) of all 2-size families of

APs among N families, ..., and W; the proportion (weight) of all i-size families of APs among

N families. The variable L is the largest possible size of a family of APs that exists. The

following holds true:

2w, =1 an

M

= T .
2w,
i=1

N (12)

[0096] The variable P; is the rate of movement of i-size families (i=1,2,3,...). In other

words,

_ number_of _moved _during _the _ year _i—size_ families

: (13)

total number of i-—size families

[0097] The variable @ is the total collected number of i-size clusters vs. j-size clusters

situations among the known-in-advance scan location data. For example, &5 represents the

total collected number of 1-size clusters vs. 3-size clusters, or, as defined above, the total
number of 1 — 3 pairs plus the total number of 3 — 1 pairs. Given this, the total number of 1-

size families that have been moved can be found. This number is determined as follows:

L
ay thpay, +ksas +.o.tkpa; =a, + Zkliali
i—2

25



WO 2011/119575 PCT/US2011/029379

[0098] This value is also equal to W, Np, . Thus, the following system of equations results:

a, +k,a, vtk a,+...+k,a,...=wNp, (c1)
a,, +(1-k,)a, +ksa,+...+kya,,...=w,Np, (c2)
ay +(1=k)a, +(—ky)a,, +...+ky,a,,...=w,Np, (e3)

ay +(A=k)a, +(A=ky)ay,, +..+A=k,_)a; ;.= w, Np,

(en)

[0099] Everything on the left-hand side of the system (€1) — (er) is known. Thus, the

w.p,
values for all of the ratios —W : pl can be found. It is important to note that parameters W;
Jj

and P; do not depend on whether only the known-in-advance locations scan population is

taken into account, or whether the entire population (i.e., known location scans and unknown
location observations) are taken into account.

[0100] Consider now the whole population of data from both known-in-advance and

unknown locations. The variable bij is the total collected number of i-size clusters vs. j-size

clusters situations among the entire population of scan and observation data. For the sake of

consistency, the notation k ;j for the K-values, as used above for only locations known-in-

advance, is retained in the description below for the entire population of data. However, it is
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noted that the K-values of the two scenarios are not necessarily equal because there may be
bias of estimation of K-values to the known-in-advance scan population.

[0101] The variable N is the total number of existing different families of APs if the entire
population (i.e., known location scans and unknown location observations) is taken into
account. Using logic similar to the description immediately above, the following system of

equations results:

bn + kubu + k13b13 +...t kubw-- = W1N1p1 (fl)

bzz + (1 - ku )bu + kz3bz3 +.t kZLbZL"‘ = W2N1pz (fz)

b33 + (1 - k13 )b13 + (1 - k23 )bzs +..t k3Lb3L--- = W3N1p3 (f3)

bLL + (1 - le )blL + (1 - k2L )sz t..+ (1 - kL—l,L )bL—l,L e = WLNlpL (fL)

[0102] In the above system of equations (f}) - (1), the parameters k ;j must be estimated.

The values of b are known because the information is derived from scan data, and all of the

Ww.
ratios — are known, as provide above. Therefore, L independent equations exist and
w.p.
J
L(L-1) L(L-1) L(L-3)

variables & exist. The value of -L= different kl-j parameters,

described immediately above, are obtained during scan data collection. These parameters are

substituted in the system of equations (f;) - (fL), in order to find the remaining L different k i
parameters.
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[0103] Thus, the k ;j parameters of the entire population of data (i.e., known and unknown

locations) are estimated using a “smart guess” based on knowledge of some statistics of entire

population (e.g., bij values) and knowledge of some statistics (e.g., K-values) of known-in-

L(L-3)
2

advance scan location information. In other words, the estimates of the k ij

parameters, found as a solution to the system of equations (e;) — (er), are substituted into the

system of equations (f;) — (f1) to find the remaining L k ;j parameters.

[0104] The techniques and systems disclosed herein may be implemented as a computer
program product for use with a computer system or computerized electronic device. Such
implementations may include a series of computer instructions, or logic, fixed either on a
tangible medium, such as a computer readable medium (e.g., a diskette, CD-ROM, ROM, flash
memory or other memory or fixed disk) or transmittable to a computer system or a device, via a
modem or other interface device, such as a communications adapter connected to a network
over a medium.

[0105] The medium may be either a tangible medium (e.g., optical or analog
communications lines) or a medium implemented with wireless techniques (e.g., Wi-Fi,
cellular, microwave, infrared or other transmission techniques). The series of computer
instructions embodies at least part of the functionality described herein with respect to the
system. Those skilled in the art should appreciate that such computer instructions can be
written in a number of programming languages for use with many computer architectures or
operating systems.

[0106] Furthermore, such instructions may be stored in any tangible memory device, such
as semiconductor, magnetic, optical or other memory devices, and may be transmitted using
any communications technology, such as optical, infrared, microwave, or other transmission
technologies.

[0107] It is expected that such a computer program product may be distributed as a
removable medium with accompanying printed or electronic documentation (e.g., shrink
wrapped software), preloaded with a computer system (e.g., on system ROM or fixed disk), or
distributed from a server or electronic bulletin board over the network (e.g., the Internet or

World Wide Web). Of course, some embodiments of the invention may be implemented as a
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combination of both software (e.g., a computer program product) and hardware. Still other
embodiments of the invention are implemented as entirely hardware, or entirely software (e.g.,
a computer program product).

[0108] Moreover, the techniques and systems disclosed herein can be used with a variety of
mobile devices. For example, mobile telephones, smart phones, personal digital assistants,
satellite positioning units (e.g., GPS devices), and/or mobile computing devices capable of
receiving the signals discussed herein can be used in implementations of the invention. The
location estimate, corresponding expected error of the position estimate, and/or the probability
values can be displayed on the mobile device and/or transmitted to other devices and/or
computer systems. Further, it will be appreciated that the scope of the present invention is not
limited to the above-described embodiments, but rather is defined by the appended claims; and
that these claims will encompass modifications of and improvements to what has been
described.

[0109] What is claimed is:
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A method of estimating the likelihood of a Wi-Fi enabled device being located within

an estimated geographical area, the method comprising:

the Wi-Fi enabled device receiving signals transmitted by at least one Wi-Fi access

point in range of the Wi-Fi enabled device;

consulting a reference database to determine for the at least one Wi-Fi access point
from which signals were received a last-known estimated position of each of the at
least one Wi-Fi access point and time information associated with each of said last-
known positions for describing the age of each said last-known position relative to

other information in the reference database;

estimating, based on at least one of the last-known positions, associated time
information, and number of Wi-Fi access points from which signals were received,
the likelihood of the Wi-Fi enabled device being located within an estimated

geographical area; and

displaying on a display device information based on the estimated likelihood of the Wi-

Fi enabled device being located within the estimated geographical area.

The method of claim 1, wherein estimating the likelihood of the Wi-Fi enabled device
being located within the estimated geographical area is further based on information
that characterizes the probability that a Wi-Fi access point has moved from its
corresponding last-known position, the probability being based on the relative age of

said last-known position.

The method of claim 2, further comprising determining the information that
characterizes the probability that a Wi-Fi access point has moved from its

corresponding last-known position.

The method of claim 3, wherein the determining the information that characterizes the
probability that a Wi-Fi access points has moved from its corresponding last-known

position based on the relative age of said last-known position comprises:
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determining a set of Wi-Fi access points, each Wi-Fi access point of the set located at a
first geographic position for the corresponding Wi-Fi access point at a first point in
time, and having moved to a second geographic position for the corresponding Wi-

Fi access point at a second point in time; and

based on the set of Wi-Fi access points that moved and based on the amount of time
between the first and second points in time, determining information that
characterizes the probability that a Wi-Fi access point has moved from its last-

known position based on the relative age of said last-known position.
The method of claim 1, further comprising:

consulting an historical dataset to determine for at least one of the Wi-Fi access points
from which signals were received information describing past relocations for said at

least one Wi-Fi access point;

wherein estimating the likelihood of the Wi-Fi enabled device being located within the
estimated geographical area is further based on the information describing past

relocations for the at least one Wi-Fi access point.

The method of claim 5, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an average movement frequency for the at least

one Wi-Fi access point.

The method of claim 5, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an aggregate average movement frequency based

on a collection of movement data for a plurality of Wi-Fi access points.

A method of estimating the likelihood of a Wi-Fi enabled device being located within

an estimated geographical area, the method comprising:

the Wi-Fi enabled device receiving signals transmitted by at least one Wi-Fi access

point in range of the Wi-Fi enabled device;
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extracting information from the signals received that identifies each of the at least one

Wi-Fi access points from which signals were received;

consulting a reference database to determine for at least one of the Wi-Fi access points
from which signals were received a set of information identifying a corresponding
set of Wi-Fi access points from which signals are expected to be received when the
Wi-Fi enabled device receives signals from the at least one Wi-Fi access point of

the plurality;

estimating the likelihood of the Wi-Fi enabled device being located within an estimated
geographical area based on a comparison of the information identifying Wi-Fi
access points from which signals were received and the set of information
identifying the corresponding set of Wi-Fi access points from which signals are

expected to be received; and

displaying on a display device information based on the estimated likelihood of the Wi-

Fi enabled device being located within the estimated geographical area.

The method of claim 8, wherein the estimating the likelihood of the Wi-Fi enabled
device being located within an estimated geographical area further comprises
comparing a first number of Wi-Fi access points from which signals were received and
for which information was found in the reference database to a second number of Wi-Fi
access points from which signals are expected to be received when the Wi-Fi enabled

device receives signals from the at least one Wi-Fi access point of the plurality.

The method of claim 8, wherein the estimating the likelihood of the Wi-Fi enabled
device being located within an estimated geographical area further comprises
comparing a first number of Wi-Fi access points from which signals were received and
for which no identification information was found in the reference database to a second
number of Wi-Fi access points from which signals are expected to be received when the
Wi-Fi enabled device receives signals from the at least one Wi-Fi access point of the

plurality.
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The method of claim 8, wherein the Wi-Fi access points from which signals are
expected to be received when the Wi-Fi enabled device receives signals from the at
least one Wi-Fi access point of the plurality are identified based on a history of one or
more Wi-Fi enabled devices receiving signals from the expected Wi-Fi access points

when receiving signals from the at least one Wi-Fi access point.
The method of claim 8, further comprising:

consulting an historical dataset to determine for at least one of the of Wi-Fi access
points from which signals were received information describing past relocations for

the at least one Wi-Fi access point;

wherein estimating the likelihood of the Wi-Fi enabled device being located within the
estimated geographical area is further based on the information describing past

relocations for the at least one Wi-Fi access point.

The method of claim 12, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an average movement frequency for the at least

one Wi-Fi access point.

The method of claim 12, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an aggregate average movement frequency based

on a collection of movement data for a plurality of Wi-Fi access points.
The method of claim 8, further comprising:

consulting a reference database to determine for the at least one of the plurality of Wi-
Fi access points from which signals were received a last-known estimated position
of cach of the at least one of the Wi-Fi access points and time information
associated with each of said last-known positions for describing the age of each said

last-known position relative to other information in the reference database;

wherein the estimating the likelihood of the Wi-Fi enabled device being located within
an estimated geographical area is further based on at least one of the last-known

positions and associated time information.
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16. A method of estimating the likelihood of a Wi-Fi enabled device being located within

an estimated geographical area, the method comprising:

the Wi-Fi enabled device receiving signals transmitted by Wi-Fi access points in range

of the Wi-Fi enabled device;

extracting information from the signals received that identify each of a plurality of the

Wi-Fi access points from which signals were received;

consulting a reference database to determine if the identity of each of the plurality of
the identified Wi-Fi access points from which signals were received are present in

the reference database;

estimating the likelihood of the Wi-Fi enabled device being located within an estimated
geographical area based on the number of Wi-Fi access points from which signals

were received and for which identities are present in the reference database; and

displaying on a display device information based on the estimated likelihood of the Wi-

Fi enabled device being located within the estimated geographical area.

17.  The method of claim 16, wherein the estimating the likelihood of a Wi-Fi enabled
device being located within an estimated geographical area further comprises
comparing the number of Wi-Fi access points from which signals were received and for
which identities are present in the reference database to a number of Wi-Fi access
points from which signals were received and for which identities are not present in the

reference database.
18. The method of claim 16, further comprising:

consulting an historical dataset to determine for at least one of the plurality of Wi-Fi
access points from which signals were received information describing past

relocations for the at least one Wi-Fi access point;
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wherein estimating the likelihood of the Wi-Fi enabled device being located within the
estimated geographical area is further based on the information describing past

relocations for the at least one Wi-Fi access point.

19.  The method of claim 18, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an average movement frequency for the at least

one Wi-Fi access point.

20.  The method of claim 18, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an aggregate average movement frequency based

on a collection of movement data for a plurality of Wi-Fi access points.

21. A method of estimating the likelihood of a Wi-Fi enabled device being located within

an estimated geographical area, the method comprising:

the Wi-Fi enabled device receiving signals transmitted by Wi-Fi access points in range

of the Wi-Fi enabled device;

consulting a reference database to determine for each of a plurality of the Wi-Fi access
points for which signals were received a last-known estimated position of the Wi-Fi

access point;

determining that at least a first set of the Wi-Fi access points for which signals were
received have moved from their corresponding last-known estimated positions
based on the last-known estimated positions for at least a second set of Wi-Fi access

points for which signals were received;

estimating, based on the number of Wi-Fi access points of the first set and the number
of Wi-Fi access points of the second set, the likelihood of the Wi-Fi enabled device

being located within an estimated geographical area; and

displaying on a display device information based on the estimated likelihood of the Wi-

Fi enabled device being located within the estimated geographical area.

22. The method of claim 21, further comprising:
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estimating, based on the number of Wi-Fi access points of the first set and the number
of Wi-Fi access points of the second set, a plurality of likelihoods of the Wi-Fi
enabled device being located within a corresponding plurality of estimated

geographical areas; and

displaying on a display device information based on the plurality of estimated
likelihoods of the Wi-Fi enabled device being located within the corresponding

plurality of estimated geographical areas.

The method of claim 21, wherein each of the Wi-Fi access points of the first set has a
last-known estimated position that is within a first predetermined distance from the last-
known estimated positions of other Wi-Fi access points of the first set, and each of the
Wi-Fi access points of the second set has a last-known estimated position that is within
a second predetermined distance from the last-known estimated positions of the other

Wi-Fi access points of the second set.

The method of claim 23, wherein the Wi-Fi access points of the first set are different

Wi-Fi access points from the Wi-Fi access points of the second set.

The method of claim 21, wherein the number of Wi-Fi access points of the first set is

less than the number of Wi-Fi access points of the second set.

The method of claim 21, wherein estimating the likelihood of the Wi-Fi enabled device
being located within the estimated geographical area is further based on information
that characterizes the conditional probability that the Wi-Fi access points of the first set
have moved from their corresponding last-known position, the conditional probability
being based on the number of Wi-Fi access points of the first set and the number of Wi-
Fi access points of the second set, and wherein the conditional probability relies on a
determination that last-known positions of a first Wi-Fi access point and a second Wi-Fi

access point from which signals were received are in conflict.

The method of claim 26, wherein the determination that the last-known positions of the

first Wi-Fi access point and the second Wi-Fi access point from which signals were
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received are in conflict is based on the last known positions of the first Wi-Fi access

point and second Wi-Fi access point being separated by more than a threshold distance.

28.  The method of claim 26, further comprising determining the conditional probability that
at least one of the Wi-Fi access points of the first set has moved from its corresponding

last-known position.

29.  The method of claim 28, wherein the determining the information that characterizes the
conditional probability that at least one of the Wi-Fi access points has moved from its

corresponding last-known position comprises:

determining a first collection of Wi-Fi access points that moved from a first geographic

area to a second geographic area;

determining a second collection of Wi-Fi access points in the second geographic area,
the Wi-Fi access points of the second collection being different Wi-Fi access points

than the Wi-Fi access points of the first collection; and

based on the number of Wi-Fi access points of the first collection and the number of
access points of the second collection, determining information that characterizes
the conditional probability that a Wi-Fi access point has moved from its last-known
position based on the number of Wi-Fi access points of the first set and the number

of Wi-Fi access points of the second set.
30.  The method of claim 29, further comprising:

determining a third collection of Wi-Fi access points, each Wi-Fi access point of the
third collection having a corresponding actual position that permits radio signals
transmitted from said Wi-Fi access points to be received by a device capable of

receiving Wi-Fi radio signals; and

determining that each Wi-Fi access point of a subset of the Wi-Fi access points of the
third collection has moved from its corresponding last-known position based on a
comparison of the last-known positions corresponding to each of the Wi-Fi access

points of the third collection;
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the determining information that characterizes the conditional probability that a Wi-Fi
access point has moved from its last-known position being further based on the
number of Wi-Fi access points of the subset and the number of Wi-Fi access points

of the third collection not included in the subset.
The method of claim 21, further comprising:

consulting the reference database to determine for at least a first Wi-Fi access points
from which signals were received a last-known estimated position of the first Wi-Fi
access point and time information associated with the last-known position for
describing the age of the last-known position relative to other information in the

reference database; and

the estimating the likelihood of the Wi-Fi enabled device being located within an
estimated geographical area being further based on the last-known position and

associated time information of the first Wi-Fi access point.

The method of claim 31, wherein the estimating the likelihood of the Wi-Fi enabled
device being located within the estimated geographical area is further based on
information that characterizes the conditional probability that a Wi-Fi access point has
moved from its corresponding last-known position, the conditional probability being
based on the relative age of said last-known position, and wherein the conditional
probability relies on a determination that last-known positions of a first Wi-Fi access

point and a second Wi-Fi access point from which signals were received are in conflict.

The method of claim 32, wherein the determination that the last-known positions of the
first Wi-Fi access point and the second Wi-Fi access point from which signals were
received are in conflict is based on the last known positions of the first Wi-Fi access

point and second Wi-Fi access point being separated by more than a threshold distance.

The method of claim 32, further comprising determining the information that
characterizes the conditional probability that a Wi-Fi access point has moved from its

corresponding last-known position.

38



WO 2011/119575 PCT/US2011/029379

35.  The method of claim 34, wherein the determining the information that characterizes the
conditional probability that a Wi-Fi access point has moved from its corresponding last-

known position based on the relative age of said last-known position comprises:

determining a set of Wi-Fi access points, each Wi-Fi access point of the set located at a
first geographic position for the corresponding Wi-Fi access point at a first point in
time, and having moved to a second geographic position for the corresponding Wi-

Fi access point at a second point in time; and

based on the set of Wi-Fi access points that moved and based on the amount of time
between the first and second points in time, determining information that
characterizes the conditional probability that a Wi-Fi access point has moved from

its last-known position based on the relative age of said last-known position.
36.  The method of claim 31, further comprising:

estimating, based on the last-known position and associated time information, a
plurality of likelihoods of the Wi-Fi enabled device being located within a

corresponding plurality of estimated geographical areas; and

displaying on a display device information based on the plurality of estimated
likelihoods of the Wi-Fi enabled device being located within the corresponding

plurality of estimated geographical areas.
37.  The method of claim 21, further comprising:

consulting an historical dataset to determine for at least one of the plurality of Wi-Fi
access points from which signals were received information describing past

relocations for the at least one Wi-Fi access point;

wherein estimating the likelihood of the Wi-Fi enabled device being located within the
estimated geographical area is further based on the information describing past

relocations for the at least one Wi-Fi access point.
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The method of claim 37, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an average movement frequency for the at least

one Wi-Fi access point.

The method of claim 37, wherein the information describing past relocations for the at
least one Wi-Fi access point includes an aggregate average movement frequency based

on a collection of movement data for a plurality of Wi-Fi access points.
The method of claim 21, further comprising:

extracting information from the signals received that identifies at least one Wi-Fi access

point from which signals were received;

consulting a reference database to determine for the at least one Wi-Fi access point
from which signals were received a set of information identifying a corresponding
set of Wi-Fi access points from which signals are expected to be received when the
Wi-Fi enabled device receives signals from the at least one Wi-Fi access point of

the plurality; and

the estimating the likelihood of the Wi-Fi enabled device being located within an
estimated geographical area being further based on a comparison of the information
identifying Wi-Fi access points from which signals were received and the set of
information identifying the corresponding set of Wi-Fi access points from which

signals are expected to be received.

The method of claim 40, wherein the estimating the likelihood of the Wi-Fi enabled
device being located within an estimated geographical area further comprises
comparing a first number of Wi-Fi access points from which signals were received and
for which information was found in the reference database to a second number of Wi-Fi
access points from which signals are expected to be received when the Wi-Fi enabled

device receives signals from the at least one Wi-Fi access point of the plurality.

The method of claim 40, wherein the estimating the likelihood of the Wi-Fi enabled

device being located within an estimated geographical area further comprises
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comparing a first number of Wi-Fi access points from which signals were received and

for which no identification information was found in the reference database to a second
number of Wi-Fi access points from which signals are expected to be received when the
Wi-Fi enabled device receives signals from the at least one Wi-Fi access point of the

plurality.

The method of claim 40, wherein the Wi-Fi access points from which signals are
expected to be received when the Wi-Fi enabled device receives signals from the at
least one Wi-Fi access point of the plurality are identified based on a history of one or
more Wi-Fi enabled devices receiving signals from the expected Wi-Fi access points

when receiving signals from the at least one Wi-Fi access point.
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