w0 2024/255640 A1 | I 00O I 0 O 0

(12) FIRL RSV IR A AT IR FR

(19) TH FUATE A 4 40 >

br ) ;
3) [E R H =

2024 4F 12 A 19 H (19.12.2024)

WIPO I PCT

(10) EFr S
WO 2024/255640 A1l

5D Epr A5
GOGF 9/455 (2018.01)

@D EFEHES: PCT/CN2024/097172
(22) EFFHEH: 2024 £ 6 H 4 H (04.06.2024)
(25 HFES: i
(26) NHES: s

(30) oA
202310712879.1 202346 H15H (15.06.2023) CN
OHEEA: B 5 BB KK O F R A
=) (HYGON INFORMATION TECHNOLOGY CO.,
LTD.) [CN/CN]; F7 [E K 3 T 7 i 37 X 48 30
Pl XU 2R P B 18 5 Ak 2-204 b I b
-3-8, Tianjin 300392 (CN),

(72) JHA X417 (LI, Zixing); HA R ARV #TIX
S A X 1 2% 74 1% 18541 2-204 TV {4-3-8,

Tianjin 300392 (CN), [ EfH(YING, Zhiwei); H[E
DRI ALV X 2R T 18 511 2-204
TolkIFK-3-8, Tianjin 300392 (CN), 55 (YANG,
Ge); HEIRER TR X A8t WV X i 2R Y i 18
S1b2-204 TVIF{k-3-8, Tianjin 300392 (CN),

(74) AREE A b 50 70 90 e /2 UM 25 45 BT (LIU , SHEN &

ASSOCIATES); 11 [El b 5 17 ¥ 78 X % 35 % 10
S151£10)Z, Beijing 100080 (CN),,

GV FEEEERHATEY, ZRE—M AR AR ER

RF: AE, AG, AL, AM, AQ, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
CV, CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IQ,
IR, IS, IT, JM, JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ,
LA, LC, LK, LR, LS, LU, LY, MA, MD, MG, MK, MN,
MU, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PA,
PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC, SD,

(54) Title; METHOD FOR CONFIGURING CRYPTOGRAPHIC HARDWARE, CONFIDENTIAL COMPUTING METHOD FOR

DATA, AND RELATED DEVICE

(54) RO SHR: TR PHORCE 7k SR S5 AR

EEwbae. Eif gt S
J 0 AR . A R B e
FRAFNF HBRILTR

}

ey § AR S FIHE B |
R G R A

l

AT B e BRI RS,

L A 8 B B 2 [
B g R R e AR A 494k
kR
®9

--820

821

822

S20When a virtual machine

starts, perform mapping to a
register address space of
cryptographic hardware for
the virtual machine by
means of a simulation
device corresponding to the
virtual machine
S21Maintain a device state of
the cryptographic hardware
bound to a plurality of
simulation devices
5220n the basis of the device
state of the
cryptographic
hardware, process a use
request of the
virtual machine for the
cryptographic hardware by
means of the simulation
device corresponding to the
virtual machine

(57) Abstract: Provided in the embodiments of the present disclosure are a method for configuring cryptographic hardware, a confi-
dential computing method for data, and a related device. The method for configuring cryptographic hardware comprises: maintaining
a device state of cryptographic hardware bound to a plurality of simulation devices, which device state is an idle state or a busy state,
wherein one simulation device corresponds to one virtual machine, and a plurality of simulation devices are bound to the cryptograph-
ic hardware, such that the plurality of virtual machines share the cryptographic hardware by means of the corresponding simulation
devices; and on the basis of the device state of the cryptographic hardware, processing a use request of a virtual machine for the cryp-
tographic hardware by means of the simulation device corresponding to the virtual machine, such that the virtual machine uses the
cryptographic hardware, wherein the virtual machine is any one of the plurality of virtual machines. The embodiments of the present
disclosure can improve the utilization rate of cryptographic hardware by virtual machines.
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