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(57) Abstract: A mobilized polling station is deployable for voting in re-
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mote locations. The mobilized polling station includes a mobile polling
server that stores a voter registration depository identifying potential voters
and a ballot repository of blank ballots for the potential voters. Various cli-
ent devices, such as smart phones, tablets computers, connect to the mobile
polling server for voters to enter their credentials, receive the appropriate

ballots, and cast their votes. The cast votes are collected by the mobile
l polling server and then provided to an election center for counting. Versions
of mobilized polling station can operate with limited or no power and com-
munications infrastructure.
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MOBILIZED POLLING STATION
BACKGROUND
[0001] The present invention relates to voting and to systems and methods for mobilized

polling stations.

[0002] Voting is fundamental to a democracy. But voters located outside their home regions
have difficulty voting. For example, soldiers located overseas rely on either primitive
polling places provided by the military or on absentee voting by mail. For another example,

voters displaced by disasters typically rely on absentee voting by mail.

[0003] Mail voting lacks the convenience, security, speed, and error-resistance of in-person
or machine-assisted voting. Many mail ballots do not arrive on time, many never arrive at
the voter’s actual location, and many are spoiled due to uncaught voter errors such as
mismarking or overvoting (selecting too many candidates). Voters who were recently
displaced, such as by a disaster or a military redeployment, are often not in a position to

recelve their mail and thus cannot vote.

[0004] Thus there is a need for improved polling facilities that can be timely deployed, are
error-resistant, and can be used even in remote locations. The improved polling facilities
can be used to improve administration of elections so that integrity of the results is assured
including that voters’ choices are kept secret, eligible voters are allowed to vote for the

correct contests, and all votes are timely and accurately counted.

SUMMARY
[0005] Systems and methods for mobilized polling stations are provided. In one aspect, the
invention provides a method for voting using a mobilized polling station, the method
comprising: receiving voter credentials from a user via a client device; authenticating the
voter credentials by querying a voter registration repository, the voter registration repository
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storing voter authentication information for a plurality of jurisdictions; assigning a ballot
style to the user from a ballot repository taking into account the determined authentication,
the ballot repository storing ballot styles for the plurality of jurisdictions; presenting a ballot
based on the assigned ballot style to the user on the client device; collecting cast votes from

the user via the client device; and storing the cast votes in a ballot box.

[0006] In one aspect, the invention provides a mobilized polling station, comprising: a
mobile polling server configured to receive voter credentials from a user via a client device,
authenticate the voter credentials using a voter registration repository, the voter registration
repository storing voter authentication information for a plurality of jurisdictions, assign a
ballot style to the user from a ballot repository, the ballot repository storing ballot styles for
the plurality of jurisdictions, present a ballot based on the assigned ballot style to the user on
the client device, collect cast votes from the user via the client device, and store the cast
votes in a ballot box; and a networking device configured to communicate with the mobile

polling server and client devices.

[0007] In one aspect, the invention provides a mobilized polling station, comprising: a voter
authentication module configured to receive identification information from voters and to
authenticate eligibility of the voters, wherein the voters may be from a plurality of
jurisdictions; a ballot assignment module configured to determines ballot styles to be used
by the authenticated voters; and a vote processing module configured to process votes cast

by the voters.

[0008] Other features and advantages of the present invention should be apparent from the

following description which illustrates, by way of example, aspects of the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0009] The details of the present invention, both as to its structure and operation, may be
gleaned in part by study of the accompanying drawings, in which like reference numerals

refer to like parts, and in which:

[0010] FIG. 1 is a block diagram of a voting system with a mobilized polling station in

accordance with aspects of the invention;

[0011] FIG. 2 is a diagram illustrating operations of a mobilized polling station in

accordance with aspects of the invention; and

[0012] FIG. 3 is a functional block diagram of a mobilized polling station in accordance

with aspects of the invention.

DETAILED DESCRIPTION
[0013] FIG. 1 is a block diagram of a voting system with a mobilized polling station 100.
The mobilized polling station 100 uses modern information technology to provide a reliable,
secure, rapid, and easy way for voters to cast their ballots. The information technology may
include, for example, notebook computers, mobile phones, tablet computers, and other
computing and communication devices. The mobilized polling station can be quickly and
casily transported and put into operation. It is suitable for use in a semi-insecure
environment, such as a forward military base. It may tolerate faults, for example, problems
with telecommunications, electrical power, and availability of trained personnel. It may also

be immune to theft, equipment failure, and localized disaster or military attack.

[0014] The many administration problems inherent in a remote polling place are directly
addressed by mobilized polling stations. For example, the mobilized polling stations can
keep ballots up-to-date, access up-to-date voter authentication information, and support

voters from multiple jurisdictions that use different styles of authentication and ballots.
-3-
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[0015] Embodiments of mobilized polling stations scale from very small deployments (for
example, one hardware component) to medium deployments (for example, one notebook
computer server and several mobile client devices) to large deployments (for example,
many computers and many different client and user devices). The mobilized polling stations
are also deployable in locations with infrastructure ranging from no power and no
telecommunications capability to locations with limited power and slow or intermittent
telecommunications links to locations with modern and reliable power and

telecommunications capabilities.

[0016] The mobilized polling station 100 illustrated in FIG. 1 includes a mobile polling
server 10. The mobile polling server 10 may be, for example, a notebook computer. Other
computing devices may also be used. The mobile polling server 10, by way of introduction,
receives voter credentials, authenticates voter eligibility, supplies appropriate ballots to
voters, receives contest selections from the voters, and keeps the votes in a ballot box for

tabulation.

[0017] Client devices 20 are coupled to the mobile polling server 10 by a networking device
15. Although FIG. 1 illustrates three client devices, the number of client devices may vary
and the client devices may be of various types. For example, a first client device 20a may be
a smart phone, a second client device 20b may be a notebook computer, and a third client
device 20c may be a personal digital device or an ebook reader. Other client devices may be
custom devices specifically built for voting. Many client devices 20 operate using a web
browser. Other client devices operate using a voting application program, sometimes called
an “app.” Some client devices may use voice-activated systems. The client devices 20, by
way of introduction, are used by voters to enter their credentials, view ballots, and select

choices for contests on the ballots.
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[0018] The networking device 15 may be a wireless router such as an 802.11 or Wi-Fi
device. Other types of networking devices may be used depending on the networking
capabilities of the mobile polling server 10 and the client devices 20. For example, the
networking device 15 may be a cellular base station, for example, a picocell or other small
form factor base station, for use with mobile phone clients. Many other communication
methods, both wired and wireless, may be used alternatively or additionally. In some

embodiments, the networking device 15 is preexisting at a polling location.

[0019] The mobilized polling station 100 may include a connection to an election center 40
via a telecommunications network 45. The election center 40 can provide information about
voter eligibility and corresponding ballots for the mobilized polling station 100. The
election center 40 can also collect voted ballots from the mobilized polling station 100.
Although represented as one element in FIG. 1, the election center 40 may include many
physical devices distributed over multiple locations. In an embodiment, the election center
40 includes networked computer servers. The servers may be configured to run the eLect
Today suite of election software from Everyone Counts, Inc. The same or similar software
may run on the mobile polling server 10. Aspects of example systems and methods of an
election center are described in U.S. patent application Ser. No. 12/597,717, filed Oct. 26,

2009, which is hereby incorporated by reference in its entirety.

[0020] The telecommunications network 45 may be, for example, the Internet or public
switched telephone network. In other embodiments, the telecommunications network 45
may be a local area network (LAN), a metropolitan area network (MAN), a wide arca
network (WAN), a virtual private network (VPN), or other network variety. Additionally,
the connection to the telecommunications network 45 may be directly to the mobile polling

server 10 or via the networking device 15.
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[0021] Communication between the mobilized polling station 100 and the election center
40, in various implementations, can occur before, during, or after deployment of the
mobilized polling station 100 to a polling location. Accordingly, the mobilized polling
station 100 can be used for polling with or without a connection to the telecommunications

network 45.

[0022] In an embodiment, the mobilized polling station will use the telecommunications
network 45 when available but continue functioning without interruption (using the local
mobile polling server 10) as the connection to the telecommunications network comes into
or out of service. This facilitates use at locations with no telecommunications link or with
an unreliable link. The mobilized polling station may also operate from the election center
40 when a reliable telecommunications link is present. The mobilized polling station can

switch between the various operational states without being reconfigured.

[0023] The mobilized polling station 100 may include a printer 30 in some embodiments.
The printer 30 is coupled to the mobile polling server 10 directly or via another device, for
example, the networking device 15. The printer 30 may be used to print paper ballots. The
paper ballots can be blank ballots for voter completion or can be completed ballots that are
printed, for example, for verification or tabulation. A printed ballot may include machine-
readable indicia that encodes information about the ballot. Aspects of such ballots are
described in U.S. patent application Ser. No. 13/433,042, filed Mar. 28, 2012, which is
hereby incorporated by reference in its entirety. The printer may also be used to print other
documents, for example, tabulations of cast ballots or affidavits for voter affirmation. In
some embodiments, the client devices 20 may print cast ballots on the printer 30 without the

ballots being collected by the mobile polling server 10.
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[0024] In some embodiments, the various electronic devices within the mobilized polling
station 100 are equipped with batteries. The batteries can power the mobilized polling

station during intermittent power outages or for use at a polling location without power.

[0025] The mobilized polling station 100, in an embodiment, is transported as a package
including all components. In another embodiment, the mobilized polling station does not
ship with all the shown devices, but instead, includes facilities to network with devices
already found at the voting location, such as preexisting computers, phones, or tablets. The
package may be a highly-deployable container, such as a parachute-deliverable or
helicopter-portable container, for rapid delivery. The mobilized polling station 100 may also

be configured as a kiosk.

[0026] The mobilized polling station 100 uses a voter registration repository to authenticate
whether perspective voters are eligible to vote. The voter registration repository can include
an indication of what ballot style, that is, what contests are available, each eligible voter is
to use. A ballot repository stores a blank ballot for each ballot style. In wvarious
embodiments, the blank ballots may be stored as data about contests from which ballots are
created, as complete ballots, or some intermediate form. The mobilized polling station 100

stores completed ballots in a ballot box.

[0027] The ballot box may be a digital ballot box or a paper ballot box. A digital ballot box
can be easily replicated, encrypted, transmitted to an election center, tabulated, and checked
for errors. The digital ballot box may also use cryptographic techniques to encrypt ballot
data and digitally sign ballots. A paper ballot box can store printed ballots. The printing may
be performed at the mobilized polling station 100 or at another location such as the election
center 40, which may be more secure or more central to other polling locations. A paper

ballot box can provide direct inspectability, easy understanding, familiarity to voters,

-7 -
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resistance to electromagnetic erasure, compatibility with preexisting optical scan tabulation
systems, and compliance with laws that may require paper ballots. In some embodiments,

the voting system includes a digital ballot box and a paper ballot box.

[0028] The voter registration repository, the ballot repository, and the ballot box may be
kept at the mobilized polling station 100, for example, stored on a disk drive in the mobile

polling server 10, at the election center 40, or at a combination of locations.

[0029] In various embodiments, the different components of the mobilized polling station
may exist is different quantities. There may be a single instance or multiple, replicated
instances of a component. Multiple instances may provide increased capacity. Multiple
instances can also provide increased fault tolerance. Additionally, the various functions may
be distributed in different ways. Some components may be implemented as virtual
components that share common hardware. For example, the ballot repository and the voter
registration repository may be implemented using software on the same computer and store
their data on the same data storage drive. For another example, the mobile polling server 10
and the client device 20 may be in the same notebook computer with the networking device
15 being a socket that provide communication between processes (or virtual machines) that
are the mobile polling server 10 and the client device 20. Additionally, the functions of the

mobilized polling station may be differently distributed or combined.

[0030] In an embodiment, the mobilized polling station 100 is configured to allow an
operator to determine whether to deploy a complete system to a polling location or to
deploy a partial system to a polling location and use the telecommunications network 45 to
access other components. For example, the voter registration repository may be located at
the election center 40 and the ballot repository may be located at the mobilized polling

station 100. Flexibility in configurations can allow the mobilized polling station 100 to be
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adapted to the characteristics of a polling location. Components of the mobilized polling

station may automatically operate in the various possible configurations.

[0031] When a mobilized polling station is deployed to a polling location, set up of the
station is simple. Often all that is required is to move the components to their desired
locations and turn them on. In an example embodiment, the set up instructions are: (1)
Connect power cords from the mobile polling server and the networking device to a power
strip; (2) Plug in and turn on the power strip; (3) Turn on the networking device. Wait
approximately one minute for blue wireless indicator to illuminate on the networking
device; (4) Open lid on the mobile polling server and press power button. Wait
approximately two minutes for mobile polling server to boot and display ready indication on

display screen; and (5) Use client devices for voting.

[0032] The networking device 15 and devices that connect to the networking device 15
(e.g., the mobile polling server 10 and the client devices 20) may include dynamic
configuration capabilities (such as Dynamic Host Configuration Protocol). This can allow
the components to automatically connect once powered on. Additional components can be
added to the mobilized polling station and self-configure. Similarly, the interface to the
telecommunications network 45 may be preconfigured before deployment of the mobilized
polling station to connect to a particular remote network. Thus, personnel at the polling

location do not need such expertise.

[0033] The mobilized polling station 100 may be configured to determine whether a
perspective client device will be allowed to connect to the mobilized polling station for use
by a voter. The perspective client device may be required to demonstrate that it possesses a
device credential before connecting. The device credential may be a security certificate. The

security certificate may be stored, for example, on a smart card or a universal serial bus
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(USB) device. Requiring device credentials may prevent malicious devices from connecting

to the mobilized polling station 100 while allowing new client device to be used.

[0034] The mobilized polling station, in an embodiment, is configured to require client
devices to demonstrate that they have booted from known good boot media. This can also
prevent use of client devices that could have been tampered with. In an embodiment, the
mobilized polling station provides software for certain devices to allow those devices to be
used by voters as client devices. The software may be downloaded via the networking

device 15.

[0035] When a client device initially connects to the networking device 15, any web
browsing action may be redirected to a landing page of the mobilized polling station. The
landing page can be the home or first page for web-based voting. Landing-page redirection
allows client devices to be used for voting without the voter knowing and entering a specific
address. This can reduce configuration, training, and potential for error. The automatic
connection of previously unknown client devices and redirection to a polling landing page

allows existing devices, such a soldier’s mobile phone, to be easily used for voting.

[0036] FIG. 2 is a diagram illustrating operations of a mobilized polling station. When one
of the client devices 20 accesses the election server 10, the user of the device may be
provided a login page. The user—a perspective voter—provides voter credentials 202. The
voter credentials 202 are used by the mobilized polling station 100 to determine whether the

user is authorized to vote and, if authorized, in what contests the user may vote.

[0037] Voter authentication 215 and ballot assignment 225 are two related processes
performed by the mobilized polling station 100. The voter authentication process 215 uses
the voter credentials 202 and a voter registration repository 220. The voter registration

repository 220 has a record of each voter who may vote using the mobilized polling station
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100. The voter registration repository 220 may include information for all voters in a
jurisdiction, such as county or state, or all voters for a country. Alternatively, the
information may be limited to a subset of all voters, for example, all voters who requested

absentee ballots or all voters deployed at a military base.

[0038] The voter authentication process 215 may be viewed as looking up the voter
credentials 202 received from the user in the voter registration repository 220. In an
embodiment, the mobilized polling station 100 first establishes the perspective voter’s
identity and compares the identity to records indicating who is authorized to vote. The
mobilized polling station 100 may use identification that is not specifically for voting, for
example, a federal or military identification and map that identification to one or more state-
specific databases to determine state-specific voting registration status for the user. In an
embodiment, the mobilized polling station 100 allows voters from different jurisdictions
(for example, states) to identify themselves using jurisdiction-specific credentials and
registration data. This can facilitate voters from different jurisdictions voting at the same

mobilized polling station 100 with each voter receiving the correct ballot style.

[0039] The voter credentials 202 may be in many different forms, for example, depending
on the laws of the relevant jurisdiction. The mobilized polling station 100, in an
embodiment, uses two-factor authentication. Two-factor authentication uses at least two out
of three categories of authentication: knowledge of the user, a possession of the user, and a
characteristic of the user. Examples of knowledge of the user include passwords, names,
social security numbers, dates of birth, zip codes, and personal identification or registration
numbers issued by an election authority. Some knowledge items may be sent to voters prior
to the election, for example, via email or postal mail. Example possessions of the user
include identification cards, such as smart cards. Example characteristics of the user include

biometric characteristics, such as fingerprints. The mobilized polling station 100 includes
-11 -
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sensors, readers, and the like appropriate for the categories of authentication used. The
mobilized polling station 100, in other embodiments, may use just one of the items that
could be used in two-factor authentication. For example, a voter may simply provide his or
her address as the voter credentials 202. The mobilized polling station 100, in an

embodiment, may use inputs from a poll worker who determines voter authentication.

[0040] In an embodiment, the mobilized polling station 100 uses the Common Access Card
(CAC), a smart card used by the U.S. Department of Defense. The voting system could use
identifying information from the CAC card to look up the user’s voting credentials in a

common database. Other national identification-type cards may also be used.

[0041] In an embodiment, the mobilized polling station 100 is configured to automatically
ask for the appropriate voter credentials based on the voter’s state of residence and the laws
of that state. For example, one state may require scanning of a photo ID of the voter, while

another state may ban asking for a photo ID.

[0042] In an embodiment, the mobilized polling station 100 transmits voter credentials to a
remote inspector, for example, at the election center 40. A scan of a photo ID, for example,
may be captured and transmitted to an operator for acceptance before the voter is allowed to
vote or for later approval before the voter’s ballot is admitted for tabulation. Whether
acceptance of a user’s credentials occurs before voting or before tabulation of the votes may

switch dynamically, for example, depending on current communication capabilities.

[0043] The amount of association that exists between voters and their identification
information may vary depending on the laws or rules of the relevant voting authority. At
one limit, the mobilized polling station 100 examines inputs to directly determine an
authorization to vote without establishing the voter’s identity. At an opposite limit, the

mobilized polling station 100 may determine the voter’s full identity.

-12-



WO 2012/178068 PCT/US2012/043825

[0044] The mobilized polling station 100 uses a ballot repository 230 and information from
the voter authentication process 215 for ballot assignment. The ballot repository 230 stores
ballots for the different contests available in an election. The ballot repository 230 may also
store formatting information for how the ballot information is to be presented to voters. The
ballot repository 230 can include repositories for multiple jurisdictions (for example, all

states and territories). The data may be stored as Election Management System (EMS) files.

[0045] The ballot styles include information on contests that are available to voters and
choices available in the contests. The ballot styles may also include formatting information
for how the ballot information is to be presented. After assigning the proper ballot style for
the voter, the mobilized polling station 100 can format the information for presentation to
the voter on one of the client devices 20. Additional description of ballot creation is given in

application Ser. No. 13/433,042.

[0046] The number of ballot styles may be large since voters may be eligible to vote in
contest for a hierarchy of governmental (and sometimes nongovernmental) entities, for
example, federal, state, county, city, and school district contests. Additionally, voter

eligibility may vary with a party registration of the voter.

[0047] The ballot assignment process 225 determines what ballot 242 will be presented to
the voter. The ballot assignment process 225 includes assessing one or more data items
regarding the voter and data determining which ballot style from the ballot repository 230
should be presented. The process may use an “address ballot locator” in which voter-
provided address information is used to determine the correct ballot based on where the
voter lives. Alternatively, the correct ballot may be determined by looking up the voter’s

identifying information in the voter registration repository 220, which can indicate the
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voter’s precinct, district, or ballot style. Additionally or alternatively, the process may

accept direct input from the voter of a precinct, district, or ballot identifier.

[0048] The mobilized polling station 100 may use combinations of voter registration
repositories and ballot repositories. For example, a user may present credentials in the form
of an identification that is not specific to a voting jurisdiction. The mobilized polling station
100 may authenticate the user in a voter registration repository that identifies the
jurisdiction for the user. The mobilized polling station 100 may then use a ballot repository
that is specific to the identified jurisdiction. An a variation, the mobilized polling station
100 may use the presented credential to look up the user in a common database that contains

information that identifies a jurisdiction-specific voter registration repository to be used.

[0049] During vote selection 245, the voter uses the client device 20 to make his or her
choices on the ballot 242. The choices may be made, in various embodiments, by way of a
web page where the voter can fill out choices, or an editable form that the user can fill out,
such as a PDF document. When the voter finishes vote sclection 245, the cast ballot is

submitted to a ballot box 250.

[0050] The mobilized polling station 100 can store the ballot box 250 in digital form, for
example, on a disk drive or flash memory card. In an embodiment, the ballot box 250 is a
replicated store, that is, copies of the data are stored on two or more separate storage
devices, and when a change is made, the various copies are updated. One or more of the
copies may be remote from the polling location. For example, data for the ballot box 250
may be sent to the election center 40 via the telecommunications network 45. The data may
be sent to the remote copy of the ballot box, for example, as votes are cast, periodically, or
when communication to the remote copy is available. This can provide disaster tolerance so

that even if the mobilized polling station 100 were destroyed, ballots already cast are not
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lost. Using copies of ballot boxes may be configured automatically based on characteristics

of the polling location.

[0051] Data in the ballot box is generally encrypted to prevent unauthorized access in the
event of physical theft of a storage device or a breach of communications with the
mobilized polling station 100. Also, devices of the mobilized polling station 100 may
include “phone home” functions so that, if stolen or lost and later reconnected to a network,
the device will contact another device and provide information about its status, including its
location if available. The phone home function could also transmit ballot data to an

authorized receiver.

[0052] After voting closes, votes are gathered from the mobilized polling station 100. In
various implementations, the gathering may include collecting the actual voted ballots, a
tabulation of the votes, or both. Gathering may be done, for example, via the
telecommunications network 45 or via physical collection of one or more ballot boxes 250.
Gathering can also be done by taking the entire mobilized polling station 100 to an election

facility. Votes may also be gathered while voting is ongoing.

[0053] Cast ballots may be cryptographically sealed. This can include both encryption of
data and use of cryptographic signatures. The cryptography may use public keys, private
keys, or a combination of key types. The ballots may be digitally processed using
techniques analogous to sealing paper ballots in signed envelopes where the envelope may
be associated with a voter but that association is removed when the contents of the envelope
are revealed. This scheme can aid in allowing ballots to be cast without real time
authentication of voters. For example, an election center can process ballots that may lack

authentication or have other irregularities after collection of ballot boxes from the various
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polling stations that may be in use for an election. Irregularities, for example, multiple

ballots from the same voter, can be processed according to the applicable law.

[0054] In some embodiments, the mobile polling server 10 logs all or selected events
including time-stamps. In some embodiments, a portable storage device maintains
configuration and state information for the mobile polling server 10. The portable storage

device could be moved to a replacement server in the event of failure of a first server.

[0055] FIG. 3 is a functional block diagram of a mobilized polling station in accordance
with aspects of the invention. The mobilized polling station of may be used in the voting
system of FIG. 1 and may perform operations described with reference to FIG. 2. The
mobilized polling station of FIG. 3 includes a voter authentication module 315. The voter
authentication module 315 receives credentials (identification information) from voters and
uses the credentials to determine whether the voter is authorized to vote in a particular
election. The voter authentication module 315 may query one or more voter registration

repositories regarding the identified voter to determine the authorization.

[0056] The mobilized polling station also includes a ballot assignment module 325. The
ballot assignment module 325 determines what ballot should be presented to the voter. The
ballot to be presented may be determined by querying one or more voter ballot repositories.
The query may use information from the voter authentication module 315, such as the

credentials or information from the voter registration repositories.

[0057] The mobilized polling station also includes a vote processing module 335. The vote
processing module 335 present the ballot to the voter and receives cast votes. The vote
processing module 335 may place the cast votes in one or more ballot boxes. The vote

processing module 335 may perform tabulation operations on the cast votes.
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[0058] The disclosed voting system using a mobilized polling station overcomes many
problems and limitation of prior voting systems. The voting system can be used at military
polling places which otherwise could lack the ability to deliver customized ballots
representing the accurate list of races and candidates from a wide range of locations, could
lack complete voter registration lists from all participating states and counties; and lack the
ability to correctly authenticate or correctly not authenticate voters as called for by each

jurisdiction’s respective laws.

[0059] The disclosed voting system can be set up at a remote or overseas polling place
without barriers caused by problems of security, transportation, setup, management, and
reliability. Prior voting schemes have required substantial equipment and expertise. The
disclosed voting system is usable with different states that use different ballots, different
voter registration lists, and different rules for sign-in and voting. The voting system easily

serves a mixed population of voters who come from various jurisdictions.

[0060] The disclosed voting system can also be used by voters in their home regions. For
example when traditional polling facilities are inadequate. This could happen, for example,
when voter participation is higher than predicted or if a disaster puts some polling places out

of operation or displaces voters.

[0061] Although this disclosure generally describes voting for U.S. political elections, the

systems and method described are applicable in many fields.

[0062] Those of skill will appreciate that the various illustrative logical blocks, modules,
and algorithm steps described in connection with the embodiments disclosed herein can be
implemented as electronic hardware, computer software, or combinations of both. To
clearly illustrate this interchangeability of hardware and software, various illustrative

components, blocks, modules, and steps have been described above generally in terms of
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their functionality. Whether such functionality is implemented as hardware or software
depends upon the design constraints imposed on the overall system. Skilled persons can
implement the described functionality in varying ways for each particular application, but
such implementation decisions should not be interpreted as causing a departure from the
scope of the invention. In addition, the grouping of functions within a module, block, or
step is for ease of description. Specific functions or steps can be moved from one module

or block without departing from the invention.

[0063] The various illustrative logical blocks and modules described in connection with the
embodiments disclosed herein can be implemented or performed with a general or special
purpose processor, an application specific integrated circuit (ASIC), a field programmable
gate array (FPGA) or other programmable logic device, discrete gate or transistor logic,
discrete hardware components, or any combination thercof designed to perform the
functions described herein. A general-purpose processor can be a microprocessor, but in the
alternative, the processor can be any processor, controller, microcontroller, or state
machine. A processor can also be implemented as a combination of computing devices, for
example, a combination of a DSP and a microprocessor, a plurality of microprocessors, one

or more microprocessors in conjunction with a DSP core, or any other such configuration.

[0064] The steps of a method or algorithm described in connection with the embodiments
disclosed herein can be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module can reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage medium. An exemplary storage
medium can be coupled to the processor such that the processor can read information from,
and write information to, the storage medium. In the alternative, the storage medium can be

integral to the processor. The processor and the storage medium can reside in an ASIC.
- 18-
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[0065] The above description of the disclosed embodiments is provided to enable any
person skilled in the art to make or use the invention. Various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic principles
described herein can be applied to other embodiments without departing from the spirit or
scope of the invention. Thus, it is to be understood that the description and drawings
presented herein represent a presently preferred embodiment of the invention and are
therefore representative of the subject matter, which is broadly contemplated by the present
invention. It is further understood that the scope of the present invention fully encompasses
other embodiments that may become obvious to those skilled in the art and that the scope of

the present invention is accordingly limited by nothing other than the appended claims.
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CLAIMS

What is claimed is:

1. A method for voting using a mobilized polling station, the method comprising:

receiving voter credentials from a user via a client device;

authenticating the voter credentials by querying a voter registration
repository, the voter registration repository storing voter authentication information
for a plurality of jurisdictions;

assigning a ballot style to the user from a ballot repository taking into
account the determined authentication, the ballot repository storing ballot styles for
the plurality of jurisdictions;

presenting a ballot based on the assigned ballot style to the user on the client
device;

collecting cast votes from the user via the client device; and

storing the cast votes in a ballot box.

2. The method of claim 1, wherein the voter credentials are received in formats based on a

relevant one of the plurality of jurisdictions.
3. The method of claim 1, wherein the voter credentials are in a non-jurisdictional format.
4. The method of claim 1, wherein the voter credentials are an address of the user.

5. The method of claim 1, wherein the voter registration repository is accessed via a

telecommunications network.

6. The method of claim 1, wherein the ballot repository is accessed via a

telecommunications network.
7. The method of claim 1, wherein the ballot box is replicated in a plurality of copies.
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8. The method of claim 7, wherein at least one of the plurality of copies is remote from the

mobilized polling station.

9. The method of claim 1, further comprising redirecting the client device to a landing
page for voting when the client device first connects to a network of the mobilized polling

station.

10. A mobilized polling station, comprising:

a mobile polling server configured to

receive voter credentials from a user via a client device,

authenticate the voter credentials using a voter registration repository,
the voter registration repository storing voter authentication information for a
plurality of jurisdictions,

assign a ballot style to the user from a ballot repository, the ballot
repository storing ballot styles for the plurality of jurisdictions,

present a ballot based on the assigned ballot style to the user on the
client device,

collect cast votes from the user via the client device, and

store the cast votes in a ballot box; and
a networking device configured to communicate with the mobile polling

server and client devices.

11. The mobilized polling station of claim 10, further comprising a printer, wherein the

mobile polling server is further configured for printing ballots using the printer.

12. The mobilized polling station of claim 10, wherein the networking device is a Wi-Fi

device.
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13. The mobilized polling station of claim 10, wherein the client device is chosen from the

group consisting of smart phones, tablet computers, and ebook readers.

14. The mobilized polling station of claim 10, wherein the client device connects to the

mobilized polling station using device credentials.

15. The mobilized polling station of claim 10, wherein the client device, the networking

device, and the mobile polling server are configured for auto-connection.

16. The mobilized polling station of claim 10, wherein the mobilized polling station is

arranged as a kiosk.

17. The mobilized polling station of claim 10, further comprising an interface to a

telecommunications link for communications with an election center.

18. The mobilized polling station of claim 17, wherein the mobile polling server is further
configured to scamlessly operate when the telecommunications link is intermittently

operable.

19. A mobilized polling station, comprising:

a voter authentication module configured to receive identification
information from voters and to authenticate eligibility of the voters, wherein the
voters may be from a plurality of jurisdictions;

a ballot assignment module configured to determine ballot styles to be used
by the authenticated voters; and

a vote processing module configured to process votes cast by the voters

using the determined ballot styles.
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20. The mobilized polling station of claim 19, wherein the voter authentication module is
further configured to determine corresponding jurisdictions for the voters and authenticate

eligibility in a manner taking into account the determined jurisdictions.

_23.



WO 2012/178068

Election
Center

40—

45

Client
Device

N— 20a

PCT/US2012/043825

1/3
f100
Mobile
Polling [¢&————-{ Printer
Server
10
Networking 15
Client Client
Device [>~ 20b Device [™ 20c

FIG. 1

™~ 30



WO 2012/178068 PCT/US2012/043825

2/3
Voter-
Credentials
202
Voter
Authentication
Voter N_
Registration 215
Repository
220
Ballot
Assignment
Ballot - 225
Repository
230
Ballot
\/\\ 249
Vote Selection
N_ 245

Ballot Box

250

FIG. 2



WO 2012/178068

3/3

Voter
Authentication
Module

- 315

Ballot
Assignment
Module

- 325

Vote
Processing
Module

- 345

FIG. 3

PCT/US2012/043825



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings

