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AND UNIQUELY IDENTIFIES A DOCUMENT
(57) Abstract

A process (10) for time-stamping a digital document is provided.
The process provides a certificate (20) which not only allows for the
authentication of a document at a later time but which includes a name
(18) or nickname (19) which allows for the unique identification of the
document at a later time. The name (18) or nickname (19) provided in
accordance with the present invention is not only simple and concise
but allows for the self-authentication of the document which it refers
to. The name can be used when two independent parties desire to refer
to the same unique document in a quick and simple way.

iow

44~ | USER PREPARES REQUEST
FUR CERTIFICATION B,
OF DIGITAL DOCOME

12~ REQUEST TRANSHITTED
T0 SERVICE BUREAU

13- | REQUEST COMBINED
WITH A SECOND

AEGUEST RECEIVED
8Y SERVICE BUREAU

14| SERVICE BEA.U HASHES
COMPOSITE TO CREATE
NEK HASH VALUE

SERVICE BUREAU
RECEIVES, COMBINES
AND HASHES OTHER
REGUESTS m FUﬂlS

A mposmav . ﬂ_
TREE} OF HASH VALUES

1 L
™ SERVICE BUREAU

{ DETERMINES AN ITEM
T0 BE SECURED

{1

SERYICE BUAEAU

CALCULATES SELF-
VERAIFYING HASH VALUES

FOR FIRST DOCUMENT |
AND ASSOCIATED
LOCATION VALUES |

SERVICE BUREAU
COMBINES LOCATION
VALUES AND AN
IDENTIFIER FOR THE
ITEH 10 BE SECUACD

10

TO CREATE *

SERVICE BUPEAY 118
ABBREVIATES COMPOSITE |
T0 FORM “NICKNAME®

SERVIGE BUREAU
CREATES CERTIFICATE
BY INCLUDING SELF-

VERIFYING HASH VALUES,

LOCATION VALUES

AND “NAME®

otRYICE BUREAU
TRANSMITS CERTIFICATE
10 USER




10

15

20

CA 02203779 2001-03-28

29621-1

DIGITAL DOCUMENT AUTHENTICATION SYSTEM FOR PROVIDING A
CERTIFICATE WHICH AUTHENTICATES AND UNIQUELY IDENTIFIES A
DOCUMENT

Background Of The Invention

This invention relates to a digital document
authentication system which authenticates and uniquely
identifies a document. More particularly, this 1nvention

relates to a digital document time-stamping system which

provides a unique, user-friendly and cryptographically secure

name for a digital document by means of an authentication

certificate.

In many situations there is a need to establish the

date and time at which a document was created and to prove that

the document in question has not been modified since then.

This problem is especially acute with respect to digital
documents because they are so easy to alter, since they are
generally stored in digital form on an easily changeable medium
that provides no indication of past history. However 1t 1s
stored, it is easy to make a perfect copy of a digital document

~--- so easy that it rarely makes any sense to speak of "the

original copy" of a computer-based document. Any of these

copies can be easily altered, either in major or minor ways.

By contrast, there are much better guarantees of the integrity
of paper documents. For example, making a change to a paper

document of any sort, even a small change, typically leaves

physical forensic evidence.

In recent vyears, a number of digital time-stamping

systems have been proposed. For example, U.S5. Patents Nos.

5,136,647 and 5,136,046, describe such systems. The
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system described in the 5,136,646 patent provides an authentication certificate
which includes, 1n addition to a Transaction Number, Client ID Number, Time and
Date, a Certificate Number. In order to verify the authenticity of a document, the
records of the time-stamping "authority" are examined in connection with the
Certificate Number at-1ssue.

An improved system is described in "Improving the Efficiency and
Reliability of Digital Time-Stamping," by D. Bayer, S. Haber and W.S. Stornetta
(in Sequences II: Methods in Communication, Security, and Computer Science,
ed. R.M. Capocelli, A. DeSantis and U. Vaccaro, pp. 329-334, Springer-Verlag
New York, 1993). To verify the authenticity of a document time-stamped with a
system based on a binary tree, that article suggests retaining the set of hash values
that were directly combined with the document-at-issue's hash value along the path
to the published root of the tree (along with the "handedness" of those hash
values). Authentication consists of recomputing the root of the tree from this data.
It a "trustworthy" certificate occurs about every N documents, this system reduces
the cost of verification from N to log N over a system based on linear linking such
as that described in "How to Time-Stamp a Digital Document," by S. Haber and
W.S. Stornetta, Journal of Cryptography, Vol. 3, No. 2, pp. 99-111 (1991).

The digital time-stamping systems described above provide users a
way to "register” any of their digital documents. A "document," of course, can be
any sequence of bits, representing the words of a written document, the form of a
printed text, recorded sound or digitized video, for example. As a result of so
registering a document, the user receives a time-stamp "certificate” that attests to
the time of registration and content of the document. When any user is presented
with a digital document and its time-stamp certificate, the user can validate that the
given certificate was indeed computed for the given document at the time claimed:
if that is not the case, then the (document, certificate) pair will fail the validation
or authentication test.

Although the above-described systems perform their intended
function, there is always a need for further improvement. For example, systems
which allow users to simplify their digital document needs are always welcome.

In particular, consider the situation of two parties who are working on multiple
versions of a document that they create, modify, transmit, and store in digital form.
The parties may be authors or scientists collaborating on an article, auditors or
analysts reviewing accounting records or lawyers negotiating a contract or other
persons whose work involves intensive creation or manipulation of digital |
documents. Such parties need a convenient way to refer to the documents they
use, 1n order to keep records and in order to communicate with each other.
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Preferably, names for documents should be concise and easy to refer to. Also, a
name should be unambiguous, at least in the context of its use; this requires some
connection between the name and the integrity of the document it names.
Additionally, it would be convenient for a naming scheme to have enough
flexibility to allow authors to name their documents in a way that (1) reflects a
structure or relationship between different documents or different parts ot the same
document or (2) includes other information that they deem useful about their
documents.

Generally, schemes for naming digital documents may be classified
into two different categories: (1) a name can be chosen according to an arbitrary
convention of some sort or (2) a name may be chosen so that it functionally
depends on the document it names---a functional dependence that is verifiable by
other parties. An example of an arbitrary naming scheme is the International
Standard Book Numbering (ISBN) system for published books . An example of a
"verifiable" (or "self-attesting”) naming scheme 1s one that assigns to any
document its hash value by a specific one-way hash function (further explained
below).

Arbitrary naming schemes vary according to how the scheme i1s
established or enforced. The usual mechanism involves a choice that 1s made at a
specific location (physical or logical). For example, a user's choice of a name for
a new file created using a word-processing program on a personal computer is
generally arbitrary and local: the user chooses the name on the personal computer
according to his or her own convenience. The ISBN and the Library of Congress
classification systems are also arbitrary; they depend on a non-local central naming
scheme. Whenever the choice of a name is merely arbitrary, the correlation
between the name and the object named is not intrinsically verifiable. In other
words, there 1s no procedure by which a person can verify that a particular
document is the same document that was assigned a particular name.

One way to guarantee that a digital document name 1s "verifiable” 1s
to use a definite mathematical function taking bit-strings as arguments, and to use
the value of the function, when it 1s evaluated on a particular document, as the
"name" of that document. For convenience, the function should be easy to
compute. In order that the names be unique, the function should also be
computationally one-to-one. In addition, because of the desire that the name of a
document should at the very least be shorter than the length of the document itself,
the function should compress its arguments. Therefore, the usual choice for this
sort of function 1s a one-way hash function.
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- A one-way hash function is an easily computed function that takes
arbitrary-length bit-strings as input and produces fixed-length bit-strings as output
("hash values"). Such functions satisfy the following conditions: (1) it is
infeasible to find two different inputs that produce the same hash valye output and

5 (2) given an input and its hash value output, it is infeasible to find a different Input

with the same hash value output. It is a consequence of these conditions that it is
infeasible to recover any information about a file from its hash value.

The infeasibility of these computational tasks depends on the current

state of the art, both the current state of mathematical (algorithmic) knowledge

10 about attacking the function in question, as well as the computational speed and
memory available in the best current computers. As the state of the art advances, it
1s possible that a function that was once securely one-way will eventually cease to
be so. Currently, it is recommended that one-way hash functions produce outputs
that are at least 128 bits long. For shorter outputs, the function is generally not

15  secure (no matter what its design). As the current state of the art advances, the
recommended length for secure hash functions increases.

While the scheme of naming a document by its one-way hash value
1s mntrinsically verifiable, there are several inconvenient features associated with
such a scheme. First of all, the names are too long for a human user to remember

20 or even to communicate easily to another human being. Second, the author of a
document has no control over the form of its name. With any one-way hash

function, a document's hash value is stmply a random-appearing bit-string of the

appropriate length. Thus, inconvenient as it may be for the author, there will be no
connection between the names of documents that are related to each other, either

25 1nform or in substance. Similarly, the name of a particular document gives no
information regarding the underlying named document. Third, as technology
advances, any particular choice of a function for a naming scheme becomes less
secure, with the result that the name of a long-lived document will need to change
over time if security is desired.

30 In light of the above, it would be desirable to be able to provide an
improved digital time-stamping system.

It would also be desirable to be able to provide an improved method
of working with digital documents.
It would further be desirable to be able to provide a system for
35  assigning a name to a digital document wherein the name is user-friendly, concise,

easy to refer to, intrinsically verifiable and able to provide information associated
with the document named.
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O
Summary Of The Invention

It is an object of this invention to provide an improved digital time-
stamping system.

It is also an object of this invention to provide an improved method
of working with digital documents.

It is a further object of this invention to provide a system for
assigning a name to a digital document wherein the name is user-friendly, corcise,
easy to refer to, intrinsically verifiable and able to provide information associated
with the document named.

In accordance with the present invention there is provided a method
of time-stamping a digital document. The method includes the steps of: (a)
receiving a first request for registering a first document; (b) receiving, combining
and hashing other requests to form a repository of a plurality of hash values
dependent upon a plurality of requests; (c) generating a location pointer for said
first document in said repository; (d) naming said first document by said location
pointer to provide a first name for said first document; and (e) generating a
certificate for said first document including said first name. In accordance with the
invention, not only can the certificate be used to self-authenticate a document at a
later date, but the name in the certificate can be used to uniquely and conveniently
refer to the time-stamped document. This method allows the time-stamping
system to be used simultaneously as a naming system without the need for separate
or parallel hardware to be maintained by a service bureau or a user for such
additional convenience.

In addition to providing a method for stmultaneously time-stamping
and naming a digital document, the present invention also includes a method for
naming a digital document. The method includes the steps of: (a) receiving a first
request for naming a first document; (b) receiving, combining and hashing other
requests to form a repository of a plurality of hash values dependent upon a
plurality of requests; (c) generating a location pointer for said first document in
said repository; and (d) naming said first document by said location pointer to
provide a self-verifying name for said first document. This aspect of the invention
provides a name for the digital document that is not only intrinsically verifiable,
but 1s concise and easy to use as well. Additionally, the name 1s able to provide
information associated with the document named. An added benefit of this aspect
of the invention is that no new additional hardware over that used for the time-
stamping of digital documents 1s required.
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The 1nvention may be summarized according to one
aspect as a method of registering a first digital document for
authentication, comprising the steps of: a. transmitting from
an author to a service bureau, a first request for registering
the first digital document, the first request including a
representation of the first digital document; b. receiving at
the service bureau the first request for registering the first
digital document; c. receiving at the service bureau a
plurality of other requests for registering other digital
documents, each request i1ncluding a representation of one of
the plurality of other digital documents; d. the service bureau
combining the first request with at least one of the plurality
of other requests to form a first value; e. the service bureau
hashing the first value to generate a first hash value; f. the
service bureau forming a repository of a plurality of hash
values 1ncluding said first hash value, the repository
depending on the first request and the plurality of other
requests; g. securing the repository by publishing an item in
the depository, the item determined at least in part by a
request; h. the service bureau generating a location pointer in
the repository for the first digital document; and i. the
service bureau providing a self-verifying name to the digital

document by using the location pointer.

The invention also may be summarized as a method for
validating a first digital document purported to be a true copy
of a previously regilistered second digital document, wherein the
second digilital document was registered by generating a
certificate including a self-verifying name, self-verifying
hash values for the second document, and associated location
values for said self-verifying hash values wherein the self-
verifying name comprises a combination of said location values

and an 1i1dentifier of a secure hash value, the method comprising
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the steps of: (a) providing the secure hash value determined at
least 1in part by the hash value of the second document; (b)
hashing the first digital document to provide a first digital
document hash wvalue; (c¢) hashing and combining the first
digital document hash value with said self-verifying hash
values according to said location values; and (d) determining
whether a resulting hash value from step (c) corresponds to the

secure hash wvalue.

The invention may also be summarized as a method for
naming a first digital document, comprising the steps of: a.
transmitting from an author to a service bureau a first request
for naming the filrst digital document, the first request
including a representation of the first digital document; Db.
the service bureau receiving the first request; c. receiving at
the service bureau a plurality of other requests for naming
digital documents, each request including a representation of
one of the plurality of other digital documents; d. the service
bureau combining the first request with at least one of the
plurality of requests to form a first value; e. the service
bureau hashing the first value to generate a first hash value;
f. the service bureau forming a repository of a plurality of
hash values including said first hash wvalue, the repository
being in the form of a directed acyclic graph having nodes,
each node comprising a hash value dependent on at least one of
said requests, and sald repository also having a secured item
comprising a hash value dependent on a plurality of said
requests; g. the service bureau generating a location pointer
in the repository for the first digital document; and h. the
service bureau naming sald first digital document using said
location pointer to provide a self-verifying name for said

first digital document.
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The invention may also be summarized as a method for
time stamping a first digital document, comprising the steps
of: a. preparing a first request to time stamp the first
digital document, the request including a hash value of the
first digital document; b. combining the first request with a
second hash value to generate a composite digital value, the
second hash value being dependent at least in part on a second
digital document; c. hashing the composite digital value to
generate a first composite hash wvalue; and d. forming a
repository of hashed digital values including the first
composite hash value, the repository being a directed acyclic
graph having nodes, each node comprising a hash value which 1is
dependent on at least one receilived request, and the repository
also having a secured item comprising a hash value dependent at
least in part on at least one of the received requests; and e.
providing a unique, self-verifying name for the first digital
document by: i. securing an item in the repository; 11.
generating an identifier for the secure item; and 111.
providing the unique, self-verifying name for the first digital
document using the identifier and location values related to a
location of the first digital document with respect to the

secured item.

The invention may also be summarized as a method for
processing a plurality of digital documents comprising the step
of electronically generating a repository of hashed digital
values in the form of a directed acyclic graph having nodes,
each node comprising a hash value dependent on at least one of
said digital documents, and the repository having a secured
value comprising a hash value derived from more than one of
said digital documents and generating a location pointer in the

repository for one of the plurality of digital documents and
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naming said one digilital document to provide a self-verifying

name for said one digital document.

The 1nvention may also be summarized as a certificate
providing a unique, self-verifying name to a first digital
document, the certificate being generated by: a. hashing the
first digital document to generate a first hash value; b.
combining the first hash value with a second hash value
dependent on at least one other digital document to generate a
first combined value; c¢. hashing the first combined value to

generate a first combined hash value; d. forming a repository

of a plurality of hash values 1n the form of a directed acyclic
graph having nodes, =ach node comprising a hash value dependent
on at least one of said digital documents, the repository
comprising a secure value derived from a hash value of at least
one of said digital documents; e. generating self-verifying
hash values and assoclated location values 1n sald repository
for the first digital document; and f. naming said first
digital document using saild location values to provide a self-

verifying name for the first digital document.

The inventilon may also be summarized as a certificate
for a digital document, the certificate generated by processing
a plurality of digital documents by electronilically generating a
repository of digital hash values in the form of a directed
acyclic graph having nodes, wherein each of said nodes 1n the
repository 1s determined by a hash value of at least one of
said digital documents and generating a location pointer in the
repository for one of the plurality of digital documents and
naming said one digital document to provide a self-verifying

name for said one digital document.
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Brief Description Of The Drawings

‘ The above and other objects and advantages of the invention will be
apparent upon consideration of the following detailed description, taken in
conjunction with the accompanying drawings, in which like-reference numerals
refer to like-parts throughout, and in which:

FIG. 1 1s a flow diagram of an embodiment of the time-stamping
process according to the invention;

FIG. 2A 1s an illustrative alphanumeric representation of a digital
document F for certification:

FIG. 2B 1s a diagram of an illustrative time-stamping request for
providing a certificate according to the invention for document F of FIG. 2A:

FIG. 3 1s a diagram of a portion of an illustrative binary-tree
authentication and naming repository;

FIG. 4 1s a diagram of an illustrative authentication certificate for
uniquely naming document F of FIG. 2A in connection with the repository of
FIG. 3;

FIG. 5 1s a flow diagram of another embodiment of the process
according to the invention for uniquely naming a document;

FIGS. 6A-6C are diagrams illustrating first, second and third

embodiments, respectively, of the name of document F of FIG. 2A according to the

process of FIG. 5; and

FIG. 7 1s a diagram of a portion of an illustrative linear-linked-list
authentication and naming repository.

Detailed Description Of The Invention
FIG. 11s a flow diagram of a first embodiment of the time-stamping

process according to the invention and will be described below in connection with

FIGS. 2-4 which illustrate various features of the invention. As shown in FIG. 1,
the present time-stamping procedure 10 begins at step 11 where a user prepares a
request for certification, R, of a digital document, F. An example of an
alphanumeric representation 5 of such a digital document F is shown in FIG. 2A.
Digital document F may be in the digital form or representation of any
alphanumeric text (illustrated in FIG. 2A) or video, audio, pictorial or other form
of fixed data (not shown). Although the present process may be used with

documents of any length, the excerpt of FIG. 2A is amply representative of a
document for which time-stamping is desired.
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" In accordance with the present invention, FIG. 2B is a diagram of an
illustrative alphanumeric representation of a time-stamping request R (prepared by
the requester at step 11 of FIG. 1) for providing a certificate for document F
( FIG. 2A). Request R includes hash value 21 (a5) of document F shown 1mn
FIG. 2A, requester's file name 22 and requester's identification number 23. For
convenience in the presentation of this example, hash value 21 (as) is computed
using the 128-bit format of the MD5 one-way hashing algorithm (described by
R L. Rivest in "The MD35 Message-Digest Algorithm," Request for Comments
(RFC) 1321, Internet Activities Board, April, 1992) and expressed in base sixteen
(16). Of course, other one-way hashing algorithms could be used as well (for
example, the MD4 algorithm or the National Institute of Standards and
Technology's Secure Hash Algorithm [SHA] specified in Federal Information
Processing Standard [FIPS] PUB 180). It should be noted that the alphanumeric
and other numerical value representations used in this example are not in such
form crucial to the implementation of the invention. That is to say, other
representations could be used as well.

As shown in FIG. 2B, requester's file name 22 is used to allow the
requester to identify the particular file that is the subject matter of the request.
Generally, it has no significance to a service bureau's certification of the user's
document and is optional to the request R. Requester's identification number 23 1S
used to allow the service bureau to identify the particular requester who has
requested the certification of a document.

Referring back to FIG. 1, after a user prepares a request for
certification R of a digital document F (FIG. 2A) at step 11, the user transmits
request 20 (FIG. 2B) to the service bureau at step 12. At step 13, the service
bureau combines requests. By doing so the service bureau takes from R hash value
as (FIG. 2B) of document F and combines (e.£., concatenates) that value with the
hash value ag of a second document which is the subject matter of a second
request for certification. At step 14, the service bureau hashes the composite to
create a new hash value linked to hash values a5 and ag by a one-way hash
function. This aspect of the present invention is illustrated by FIG. 3 and the
Table (appended below before the claims) which are, respectively, a diagram of a
portion of an illustrative authentication and naming repository (€.£., binary tree) 1n
accordance with the principles of the present invention and a table illustrating
exemplary MD35 hash values for the repository of FIG. 3 when document F
comprises the text of FIG. 2A. As illustrated in FIG. 3, digital document F 1s the
subject matter of a request for certification R which, in turn, includes hash value
as. As shown in the Table below (Subtree A), a5 (for document F of FIG. 2A) has
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a value "b767290cft8c87194cf3061308a9794a". (For purposes of this illustrative

example, hash values aj-a4, ag-ag, b1-bg, di, d3-dg and dg in the Table have been

assigned arbitrary values.)

At steps 13 and 14 of FIG. 1, hash value a5 would be combined (e.g.,

concatenated) with hash value ag and the composite would be hashed to provide a
new hash value represented in FIG. 3 by As._¢ (wherein the subscript "5-6"

represents that the resulting hash value is derived from the fifth and sixth leaves of

subtree A). In other words, the first bit-string a5 is combined with the second bit-
string a¢g and the result is hashed to form a new bit-string A5_¢. (For example, in
connection with FIG. 3 and the Table, the concatenation of a5 and ag is
"b767290c{t8c87194cf3061308a9794a15812318c8ec1d2¢f94a79¢chb89523¢c2"
while its hash value is "9dad90bbef28047744a26865acbf24ee".) At step 15 in
FIG. 1, the service bureau continues to receive, combine and hash other requests
for certification and forms a repository (for example, in FIG. 3, a tree) of resulting
hash values (as illustrated in FIG. 3). In particular, as illustrated in FIG. 3, hash
values a7 and ag are combined and hashed to form a resulting hash value A7_g.
Thereafter, hash values As_g and A~_g and are combined and hashed to form
resulting hash value As_g. Similarly, hash values aj, a5, a3 and a4 are
appropriately combined and hashed together to form Aj.7 and A3_4 which, in
turn, are combined together and then hashed to form hash value Aj.4. Then,
subtree A is "closed off" by combining A .4 and As_g together wherein the
composite is then hashed to form hash value A 1_g (wherein the subscript "1-8"
represents that the resulting hash value is derived from the first through eighth
leaves of subtree A). In other words, the documents represented by hash values a;
through ag are linked together in subtree A, which forms a repository for those
hash values. The eleme<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>