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(57) Abstract: Methods for distributing and providing access to stored content from remote storage comprising; receiving a first
request to access a first portion of stored content from a requestor, wherein the first request is in a file system request format; cre

o ating a placeholder for the stored content so that the placeholder has at least one parameter identical to the stored content and the
placeholder can hold the first portion of the stored content and at least a second portion of the stored content; requesting the first

o portion of the stored content from remote storage; receiving the first portion of the stored content from the remote storage; storing
the first portion of the stored content in the placeholder; and before the second portion of the stored content has been stored in the
placeholder, providing the first portion of the stored content to the requestor using a file system response format.
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METHODS, SYSTEMS, AND MEDIA FOR

STORED CONTENT DISTRIBUTION AND ACCESS

Cross-Reference to Related Application

[0001 This application claims the benefit of United States Provisional Patent

Application Nos. 61/410,826, filed November 5, 2010, and 61/556,806, filed November 7, 201 ,

each of which is hereby incorporated by reference herein in its entirety.

Statement Regarding Government Sponsored Research

[0002] This invention was made with government support under Contract Numbers CNS-

1018355, CNS-0905246, CCF-0964497, and CNS- 0 17934 awarded by the National Science

Foundation. The government has certain rights in the invention.

Technical Field

(0003 Methods, systems, and media for stored content distribution and access are

provided.

Background

|0004| With the continuing increase in the number of computer systems which store

content on network-connected storage systems, there is a continuing increase in the number of

very large pieces of stored content (which as described further below, can include programs,

data, etc.) that need to be communicated from a remote storage system to a local storage system

before those pieces of stored content can be accessed. For example, when an image for a portion

of a disk drive is stored on a remote server, and a user wants to execute an application in that

image, the image may need to be transferred to a storage device local to the user so that

sufficient latency performance is available to ensure a satisfying user experience.

[0005] However, transferring very large pieces of stored content, can take a significant

amount of time depending on network performance. This delay in transferring very large pieces



of stored content can prevent a user from being able to rapidly load and execute a desired

application.

[0006] Accordingly, new methods, systems, and media for stored content distribution and

access are desirable.

Summary

[0007] Methods, systems, and media for stored content distribution and access are

provided. In accordance with some embodiments, methods for distributing and providing access

to stored content from remote storage are provided, the methods comprising: receiving a first

request to access a first portion of stored content from a requestor, wherein the first request is in

a file system request format; creating a placeholder for the stored content so that the placeholder

has at least one parameter identical to the stored content and the placeholder can hold the first

portion of the stored content and at least a second portion of the stored content; requesting the

first portion of the stored content from remote storage; receiving the first portion of the stored

content from the remote storage; storing the first portion of the stored content in the placeholder;

and before the second portion of the stored content has been stored in the placeholder, providing

the first portion of the stored content to the requestor using a file system response format.

[0008] n accordance with some embodiments, these methods further comprise:

determining a profile associated with the stored content, wherein indicators in the profile indicate

an order in which a plurality of portions of the stored content are likely to be accessed; based on

the indicators in the profile, selecting a second portion of the stored content to be retrieved

before it is requested by the requestor; requesting the second portion of the stored content from

the remote storage; receiving the second portion of the stored content from the remote storage;

receiving a second request for the second portion of the stored content from the requestor after

receiving the second portion of the stored content from the remote storage, wherein the second

request is in the file system request format; and providing the second portion of the stored

content to the requestor using the file system response format.



|0009| In accordance with some embodiments, systems for distributing and providing

access to stored content from remote storage are provided, the systems comprising: at least one

hardware processor that: receives a first request to access a first portion of stored content from a

requestor, wherein the first request is in a file system request format; creates a placeholder for

the stored content so that the placeholder has at least one parameter identical to the stored

content and the placeholder can hold the first portion of the stored content and at least a second

portion of the stored content; requests the first portion of the stored content from remote storage;

receives the first portion of the stored content from the remote storage; stores the first portion of

the stored content in the placeholder; and before the second portion of the stored content has

been stored in the placeholder, provides the first portion of the stored content to the requestor

using a file system response format.

[0010] n accordance with some embodiments, in these systems, the at least one

hardware processor also: determines a profile associated with the stored content, wherein

indicators in the profile indicate an order in which a plurality of portions of the stored content are

likely to be accessed; based on the indicators in the profile, selects a second portion of the stored

content to be retrieved before it is requested by the requestor; requests the second portion of the

stored content from the remote storage; receives the second portion of the stored content from

the remote storage; receives a second request for the second portion of the stored content from

the requestor after receiving the second portion of the stored content from the remote storage,

wherein the second request is in the file system request format; and provides the second portion

of the stored content to the requestor using the file system response format.

[0011 n accordance with some embodiments, non-transitory computer-readable media

containing computer-executable instructions that, when executed by a processor, cause the

processor to perform a method for distributing and providing access to stored content from

remote storage are provided, the method comprising: receiving a first request to access a first

portion of stored content from a requestor, wherein the first request is in a file system request

format; creating a placeholder for the stored content so that the placeholder has at least one

parameter identical to the stored content and the placeholder can hold the first portion of the

stored content and at least a second portion of the stored content; requesting the first portion of



the stored content from remote storage; receiving the first portion of the stored content from the

remote storage; storing the first portion of the stored content in the placeholder; and before the

second portion of the stored content has been stored in the placeholder, providing the first

portion of the stored content to the requestor using a file system response format.

[0012] In accordance with some embodiments, in these media, the method further

comprises: determining a profile associated with the stored content, wherein indicators in the

profile indicate an order in which a plurality of portions of the stored content are likely to be

accessed; based on the indicators in the profile, selecting a second portion of the stored content

to be retrieved before it is requested by the requestor; requesting the second portion of the stored

content from the remote storage; receiving the second portion of the stored content from the

remote storage; receiving a second request for the second portion of the stored content from the

requestor after receiving the second portion of the stored content from the remote storage,

wherein the second request is in the file system request format; and providing the second portion

of the stored content to the requestor using the file system response format.

Brief Description

|0013| FIG. 1 is a block diagram of an example of an architecture including a torrent peer

in accordance with some embodiments.

[0014] FIG. 2 includes two diagrams showing examples of portions of processes for

implementing a file server (FS) and a peer-to-peer manager (P2PM) in accordance with some

embodiments.

[0015] FIG. 3 is a diagram showing a continuation of example process 200 of FIG. 3 in

accordance with some embodiments.

[0016] FIG. 4 is a diagram showing a continuation of example process 250 of FIG. 3 in

accordance with some embodiments.

Detailed Description

[001 7 Methods, systems, and media for stored content distribution and access are

provided.



[001 8| In accordance with some embodiments, mechanisms for stored content

distribution and access are provided. These mechanisms can enable a device and/or a process to

receive and use stored content by delivering the portions of the stored content to the device

and/or the process as needed or prior to the portions of the stored content being needed. In some

embodiments stored content can include anything that can be stored in a storage device. For

example, stored content can include data, media, programs, applications, code, instructions,

scripts, configuration information, storage device images, and/or any other suitable content

stored in a storage device. A device that can receive and use such stored content can be a general

or special purpose computer, a media player, a mobile phone, a network appliance, and/or any

other suitable device. A process that can receive and use such stored content can be an

application, a program, a server, a client, a database, a storage system, a media player, a data

display, a communication mechanism, a virtual machine, a virtual machine monitor, a

hypervisor, etc. Stored content can be stored in any suitable storage device such as a disk drive,

memory, a virtual disk drive, an optical drive (e.g., a CD drive, a DVD drive, etc.), etc., for

example.

[0019| In accordance with some embodiments, mechanisms for stored content

distribution and access can be implemented as one or more torrent peers as described herein. A

torrent peer can be any suitable application, device, etc. that can share store content with other

peers across a network using a BitTorrent style of exchanging stored content. However, such

mechanisms are not limited to being implemented as torrent peers and can be provided using

other general architectures.

[0020] For example, in some embodiments, such mechanisms can provide f e system

services for an application, device, etc. These file system services can include, for example,

retrieving programs and/or data associated with the application, device, etc., and storing a locally

modifiable copy of the programs and/or data. Additionally, in this example and in some

embodiments, these mechanisms can store one or more read-only copies of the programs and/or

data so that portions of the programs and/or data can be served or transmitted to other peer

computing devices or other peer instances that also need the programs and/or data.



[0021] n a more particular example of such embodiments, these mechanisms can

initially provide a file system that is empty. In response to a request for a portion of stored

content from an application, device, etc., the mechanisms can create a suitable placeholder in the

file system for the stored content. The placeholder can include any suitable file system content

at the time that it is created. For example, the placeholder can include one or more folders (or

directories) and/or one or more files, and the names, sizes, date and times, and any other suitable

parameters associated with these folders and/or files can be set to match that of the stored

content. At the time of creation, however, these files can be empty rather than actually

containing the stored content. That is, the files can appear to have the stored content, but in fact

may not. The mechanisms can then begin to issue requests to download portions of the stored

content from one or more peer computing devices (e.g., in a P2P network) (which one or more

peer computing devices can be referred to as a pccr-to-pccr (P2P) swarm) to fill the placeholder,

receive read and write requests from the application, device, etc. for access to the stored content,

and serve those requests as the stored content portions become available. The mechanisms can

determine the order in which portions of the stored content are likely to be needed so that those

portions can be downloaded in an order that improves and/or minimizes delay that may be

experienced by the application, device, etc. and/or a user of the application, device, etc. For

example, a portion of the stored content can be classified as high priority and that portion can be

retrieved from other peer computing devices prior to other portions. These mechanisms can

determine the order in which the portions (e.g., blocks) of the stored content are likely to be

needed based on one or more profiles for the stored content. The profile(s) can indicate one or

more characteristics of the stored content, such as expected block access order, block access

history, which blocks are needed in particular usage scenarios or events, expected timing,

relative importance, and/or any other suitable characteristics.

0022 In another more particular example of such embodiments, these mechanisms can

also initially provide a file system that is empty. In response to a request for a portion of a

virtual machine image for a virtual machine or a virtual appliance (collectively, hereinafter, "the

virtual machine" or "the VM") from a hypervisor or virtual machine manager (the VMM), the

mechanisms can create a suitable placeholder in the file system for the virtual machine image

(the VM image) associated with the virtual machine. The placeholder can include any suitable



file system content at the time that it is created. For example, the placeholder can include one or

more folders (or directories) and/or one or more files, and the names, sizes, date and times, and

any other suitable parameters associated with these folders and/or files can be set to match that of

the VM image. At the time of creation, however, these files can be empty rather than actually

containing the VM image. That is, the files can appear to have the VM image, but in fact may

not. The mechanisms can then begin to issue requests to download portions of the VM image

from one or more peer computing devices (e.g., in a P2P network) (which one or more peer

computing devices can be referred to as a peer-to-peer (P2P) swarm) to fill the placeholder,

receive read and write requests from the VMM or the VM for access to the VM image, and serve

those requests as the VM image portions become available. The mechanisms can determine the

order in which portions of the VM image are likely to be needed so that those portions can be

downloaded in an order that improves and/or minimizes delay that may be experienced by the

VMM or the VM and/or a user of the VMM or the VM. For example, a portion of the VM

image can be classified as high priority and that portion can be retrieved from other peer

computing devices prior to other portions. These mechanisms can determine the order in which

the portions (e.g., blocks) of the image are likely to be needed based on one or more profiles for

the VM image. The profile(s) can indicate one or more characteristics of the VM image, such as

expected block access order, block access history, which blocks are needed in particular usage

scenarios or events, expected timing, relative importance, and/or any other suitable

characteristics.

[0023] In accordance with some embodiments, different types of requests for requesting

portions of stored content can be used and any suitable number of different types of requests can

be used. For example, in some embodiments, three types of requests can be used: demand

requests; profile requests; and default requests. A demand request is a request that can be issued

in response to a demand for a portion of stored content (e.g., a file, a program, stored data, etc.).

Demand requests can have high priority because the requested content may be needed

immediately. A profile request is a request for a portion of stored content that is based on a

profile of how the stored content is likely to be accessed. Profile requests can have a high

priority when stored content identified in the requests are likely to be needed soon. A default

request is a request that can be issued when there is capacity to issue a request, but no demand



request or profile request is being generated. Default requests can have low priority and no

latency requirements in some embodiments.

[0024] Turning to FIG. 1, an example of an architecture 100 for providing a torrent peer

that can be used as a mechanism for stored content distribution and access is shown. As

illustrated, the torrent peer can be provided for use in connection with a virtual machine in

accordance with some embodiments. Although the example of FIG. 1 shows a torrent peer for

use with a virtual machine, torrent peers as described herein can be used in any suitable

application in accordance with some embodiments.

[0025] As shown in FIG. 1, a torrent peer 102 can include a file server (FS) 104 and a

pecr-to-pcer manager (P2PM) 106. File server 104 can provide an application, device, etc. (such

as a VMM or VM) with read and write access to stored content (e.g., such as a VM's disk image)

in some embodiments. The FS can operate similarly to a traditional remote file system. For

example, a root directory of the FS can be mounted in a designated location, making its files

visible to the application, device, etc., and all disk accesses performed to the sub-tree under this

mount point can be intercepted by the operating system and delegated to the FS. In this way, in

some embodiments, the FS can enable a standard file system view that is indistinguishable from

that of other common remote file systems such as NFS and CIFS.

[0026| As shown in FIG. 1, in some embodiments, torrent peer 102 can be coupled to a

hypervisor/virtual machine manager (VMM) 108 that executes one or more virtual machines

(VMs) 110. In some embodiments, the standard file system view provided by the file server can

allow the torrent peer to operate in a manner that is fully transparent to the VMM and/or VM(s).

[0027| FS 104 and P2PM 106 can include one or more stored content images 26

corresponding to VMs 110 in the VMM 108. For example, the stored content images 26 can be

VM images in some embodiments. During operation, VMM 108 and/or VMs 110 can send write

and read requests 112 and 14 to access images 126 of the FS and the FS can return stored

content from images 1 6 (in response to read requests 114) to the VMM and/or VMs. FS 104

can determine whether it has the requested content by checking bits in an FS bitmap 128.



[00281 If the FS does not have the requested content, it can send a request 125 to the

P2PM for the content. This request can be made in any suitable manner and have any suitable

format. n response, the FS can receive the requested content 127 from the P2P .

[0029] The torrent peer can also be coupled to one or more other torrent peers 18 via

communications network 20. During operation, P2PM 106 of torrent peer 102 can send and

receive requests 122 for portions of stored content needed by or contained in P2PM 106,

respectively. The P2PM can determine that it needs content in response to a demand request

from the FS, based on the contents of profile 134, or based on any other suitable criteria or

criterion. In response to requests for stored content needed by the P2PM, the P2PM can receive

content 24 from the P2P , store the content in an image 30, set bits in an P2PM bitmap 132

corresponding to the received content, and send the content to the FS as content 127. The P2P

can determine whether it can respond to requests from other peers 118 for content by checking

P2PM bitmap(s) 132. For example, if a bit in P2PM bitmap 132 is set, that corresponding

content may then be available in images 130 to provide to peers 118.

|0030| FIG. 2 shows examples processes 200 and 250 that can be executed in FS 04 and

P2PM 106, respectively, in accordance with some embodiments to facilitate starting execution of

an application (e.g., such as VM 110 in VMM 108). As illustrated, after process 200 begins at

202, the process can first wait for an initial request to read an image at 204 (e.g., from VMM

108). This request can then be received at 206. Next, when no image corresponding to this

request is contained in FS 04, process 200 can send a demand request for the requested portion

of the image to P2PM 106.

[0031 Meanwhile, after beginning at 252, process 250 can be waiting for the initial

demand request from the FS at 254. This initial demand request can then be received at 256.

When data corresponding to this initial request is not contained in the image(s) of the P2PM,

process 250 can send the demand request to other torrent peers 8 (which can also be referred

to as a "P2P swarm") via communication network 20 at 258. Next, process 250 can identify an

image profile corresponding to the initial request at 260, and obtain particulars of die image from



the profile and create the P2PM image and a P2PM bitmap at 262. Any suitable particulars can

be obtained. For example, the name of each file and its size in the image can be obtained. These

particulars can then be sent to the FS via process 200 at 264.

(0032] As shown at 210 of process 200, these particulars can then be received by the FS.

Process 200 can then build an image place holder and an FS bitmap in the FS at 212. The image

placeholder can be used as a holding place in the FS for portions of the image that are

subsequently received. The placeholder can include any suitable file system content at the time

that it is created. For example, the placeholder can include one or more folders (or directories)

and/or one or more files, and the names, sizes, date and times, and any other suitable parameters

associated with these folders and/or files can be set to match that of the stored content. At the

time of creation, however, these files can be empty rather than actually containing the stored

content. That is, the files can appear to have the stored content, but in fact may not be

until the content gradually streams-in from the P2P network.

[0033] The FS bitmap built at 2 12 can be used to identify which portions of the image are

contained in the FS. Each bit in the bitmap can correspond to a "block" of storage space, which

block can be any suitably sized portion of the image. Initially, this bitmap can be empty to

correspond to the empty placeholder. Although a bitmap is described as being used to track what

portions of an image are contained in the FS, any suitable data structure or other mechanism can

be used to perform this function in some embodiments. Next, process 200 can wait for the

response to the initial demand request at 214.

[0034] Returning to process 250, after the response to the initial demand request is

received from the P2P Swarm at 266, the process can then send the response to the FS at 268,

and copy the corresponding data to the P2PM's image and set the corresponding bits in the P2PM

bitmap at 270.

[0035] As shown at 2 16 of process 200, this response can be received by the FS at 2 16,

after which the data responsive to this initial request can be sent to the application (e.g., the



VMM) at 2 18 and this data copied to the FS image and the corresponding bit in d e FS bitmap

set at 220.

[0036| Process 200 and 250 can then continue as shown at A and B in FIGS. 3 and 4,

respectively.

[0037) As shown in FIG. 3, process 200 can subsequently perform threads in response to

received read requests in section 302, in response to received write requests in section 304, and

in response to received non-demand-request image portions in section 306. In some

embodiments, for each received read request, write request, and non-demand-request image

portion, a thread can be instantiated as shown in sections 302, 304, and 306, respectively. That

is, in some embodiments, zero or more threads for each of sections 302, 304, and 306 can be

spawned based on the received read request(s), write request(s), and non-demand-request image

portion(s).

|0038| As illustrated, in section 302, FS process 200 can first wait for a read request at

308 and receive the read request at 3 10 from an application, device, etc. (e.g., a VMM or a VM).

Such a request can include a tuple of the form «ftle,offset,length», indicating that the request

is attempting file access to a contiguous range of stored content of a particular length starting at a

given offset.

[0039J Process 200 can next check the FS bitmap in the FS at 3 12 to determine if the

requested content is present in the FS. If the content is determined to be present, then at 3 14,

process 200 can branch to 3 6 at which it can send the requested content to the requesting

application, device, etc. (e.g., a VMM or a VM). Otherwise, if the content is determined to not

be present at 3 14, process 200 can send a demand request to the P2PM at 3 18.

[0040] Next, process 200 can wait for a response to the demand request at 320, and then

receive the response at 322. The requested content can then be sent to the requesting application,

device, etc. (e.g., a VMM or a VM) at 324. Finally, at 326, the content can be copied to an

image in the FS and the corresponding bit(s) in the FS bitmap set.



|0041 As illustrated, in section 304, FS process 200 can first wait for a write request at

328 and receive the write request at 330 from an application, device, etc. (e.g., a VMM or a

VM). Such a request can include a tuple of the form «file,offset,length», indicating that the

request is attempting file access to a contiguous range of stored content of a particular length

starting at a given offset.

[0042] At 332, process 200 can next check the FS bitmap in the FS at 328 to determine if

the target blocks of the image to which the write request will write content already have content

in them. As described above, each bit in the bitmap can correspond to a block of stored content.

When content is received from the P2PM at the FS, this content can be received in integer

numbers of blocks.

(0043] For each target block with a set bit in the FS bitmap, process 200 can then write

the write-request content to the corresponding block of the image at 334.

[0044] For each target block with a cleared bit in the FS bitmap, process 200 can next

determine if the write-request content will fill the corresponding block of the image at 336. If so,

then process 200 can write the write-request content to the corresponding block of the image and

set the corresponding bit in the FS bitmap at 334. Otherwise, process 200 can send a demand

request for the content of the block of the image to the P2PM at 338. Next, process 200 can wait

for a response to the demand request at 340, and then receive the response at 342. The received

response content can then be copied to an image in the FS and the corresponding bit in the FS

bitmap set at 344. Finally, at 334, process 200 can write the write-request data to the

corresponding block of the image.

(0045J As illustrated, in section 306, FS process 200 can first wait for non-demand-

request image portions to be received at 346. Next, at 348, the non-demand-request image

portions can be received. Finally, the image portions can be copied to the FS image and the

corresponding bit(s) in the FS bitmap set at 350.



00461 As shown in FIG. 4, process 250 can subsequently perform threads in response to

received demand requests in section 402, in response to received requests from peers in section

404, and in response to the P2PM being ready to send out the next non-demand request to the

P2P swarm in section 404. In some embodiments, for each received demand request, for each

received request from a peer, and for each instance at which the P2P is ready to send out the

next non-demand-request to the P2P swarm, a thread can be instantiated as shown in sections

402, 404, and 406, respectively. That is, in some embodiments, zero or more threads for each of

sections 402, 404, and 406 can be spawned based on the received demand request(s), received

request(s) from a peer, and the instance(s) at which the P2PM is ready to send out the next non-

demand-request to the P2P swarm.

[0047] As illustrated, in section 402, P2PM process 250 can first wait for a demand

request to be received from the FS at 408. Next, at 410, the demand request from the FS can be

received. The P2PM can then send a demand request for the corresponding content to the P2P

swarm at 4 2. Process 250 can wait for a response from the P2P swarm to be received at 4 14

and then receive the response at 416. The response can be sent to the FS at 418 and the content

corresponding to the response can be copied to the P2PM image and the corresponding bit(s) set

in the P2PM bitmap at 420.

[0048] As illustrated, in section 404, P2PM process 250 can first wait for a request to be

received from a peer at 422. Next, at 424, the request from the peer can be received. Process

250 can then determine at 426 whether it has content responsive to the peer's request, and, if so,

it can send a response with the content to the peer at 428. Otherwise, the thread of section 404

can terminate.

[0049| As illustrated, in section 406, P2PM process 250 can first wait for the P2PM to be

ready to send out the next non-demand request to the P2P swarm at 430. When the next non-

demand request is to be sent, then process 250 can check the profile for the next portion of the

image to request at 432. Then, process 250 can send the request to the P2P swarm at 434.

Process 250 can wait for a response from the P2P swarm to be received at 436 and then receive

the response at 438. The response can be sent to the FS at 440 and the content corresponding to



the response can be copied to the P2P image and the corresponding bit(s) set in the P2PM

bitmap at 442.

|0050| In some embodiments, in order to save space, the FS can be configured to only

store portions of the image that have be modified and retrieve other portions of the image from

the P2PM when needed for read requests. Which portions have been modified can be tracked

using the FS bitmap in such a scenario.

[0051 Any suitable technique can be used for determining at 430 whether process 250 is

ready to send out the next non-demand request to the P2P swarm in some embodiments. For

example, the issuance of non-demand requests may be rate limited in some embodiments in

order to prevent the P2PM from using more system resources than necessary. As a more

particular example, the issuance of default priority requests can be limited so as to not impact

other processes also running on a host device. As another more particular example, the P2PM

can rate limit non-demand requests so as to allow other the P2PM of other torrent peers to have a

higher priority in accessing image content from the P2P swarm.

|0052| Any suitable technique can be used for determining what portion of the image to

request next in a non-demand request at 432. For example, in some embodiments, the portion to

request next can be based on an ordering of portions in a profile for the image. In some

embodiments, the portions in such an image can have indicators associated with them to indicate

the likelihood that each portion will be needed at the corresponding order location.

[0053] For example, in some embodiments, portions of a VM image can be requested in

the order they are listed in a profile. A frequency of appearance indicator can be associated with

each portion of content in the profile. This indicator can indicate the percentage of times that the

corresponding portion was requested for the image at the designated order location. In some

embodiments, portions with frequency of appearance indicators below a certain value can be

ignored. For example, portions with frequency of appearance indicators below 0.25 can be

ignored in some embodiments and only requested using default requests or demand requests.



[0054] To help minimize the number of instances in which the same image portion is

being requested by multiple torrent peers at the same time, a window-randomized piece selection

policy can be used in some embodiments. Under such a policy, at a given point in time, one of

the first k pieces at the head of each peer P2PM's prediction queue can be randomly picked for

the next image portion to be requested. In some embodiments, the window size, , is a tunable

parameter that attempts to balance the urgency of obtaining the content against the need for

sufficient diversity in the portions of the content that are being requested by the peers. If a large

k is chosen, the gain from accurately predicting the best content portion to access next may

degrade as portions of content fail to be received in the order of predicted use due to congestion

in many peers requesting the same portion simultaneously. On the other hand, the choice of an

overly small k may prevent the swarm from providing scalability since too little content portion

diversity may be achieved. Consequently, as the number of peers decreases, the time staggering

of peers increases, or the usage pattern diversity increases, the optimal k may be tend to be lower

and vice-versa.

I0055 l In accordance with some embodiments, the controlling the size of portion of

content that are requested can be used to improve performance of the P2P swarm in providing

image content. Portion size can be an important parameter for the overall performance, as it can

determine the degree of both the parallelism and overhead peers will encounter. In particular, for

example, small portions can be suitable for small-sized content, but may severely affect system

performance for larger content. Smaller pieces can produce proportionately larger meta-info

files and can incur considerably higher communication overhead.

[0056] In accordance with some embodiments, by using smaller portion sizes, the

number of instances in which a write request would not overwrite a complete block of an image

can be reduced.

[0057] In accordance with some embodiments, blocks can be sized to be 6 kilobytes and

multiple blocks can be included in one piece of content to be requested by the FS from the P2P

and by the P2PM from the P2P swarm. In accordance with some embodiments, contiguous

ranges of blocks can be packed into pieces using a straightforward modulo operator on a block



index. n some embodiments, data compression can be used at the block-level. In some

embodiments, default pieces can be downloaded rarest-first.

[0058| In accordance with some embodiments, the processing of threads in sections 402,

404, and 406 can be prioritized in some instances. For example, in some embodiments, demand

requests received from the FS can be given the highest priority and those threads can be

processed first. As another example, in some embodiments, demand requests from peers can be

given a high priority. However, in accordance with some embodiments, demand requests do not

always have to have priority over non-demand requests. For example, in accordance with some

embodiments, instead of giving demand requests from peers deterministic priority over profile

requests for a P2PM's corresponding FS, recently filled peer-originated demand requests can be

tracked and subsequent peer-originated demand requests for the same piece can be given a lower

priority that profile requests from a P2PM's corresponding FS. As another example, in some

embodiments, peers may keep local estimates of current swarming efficiency (based on upload

and download rates to peers) and use these to reprioritize demand requests and profile requests.

More particularly, for example, when swarming efficiency is low, a peer may increase the

priority of profile requests and vice-versa.

|0059| Any suitable profiles can be used in some embodiments and such profiles can be

constructed in any suitable manner. For example, in some embodiments, to build profiles, image

access patterns can be analyzed for a variety of applications, devices, etc. (e.g., VMs) and

workloads. For each application, device, etc/workload combination, the access order, access

time, frequency of use, and/or any other suitable characteristic(s) can be examined. Those

sections of the image that are common across the runs can be identified, and identifiers for the

sections can be encoded in a profile that can be utilized by the P2PM's prediction logic.

|0060| For example, in accordance with some embodiments, a set of workload scenarios

designed to simulate typical short VDI user tasks can be used to construct a profile. These

scenarios can represent different user activities on desktop virtual appliances. These scenarios

can include first booting a guest VM, then executing a script that performs a desired task by

mimicking user actions, and finally shutting-down the guest VM. To automate the execution of



these scenarios, guest VMs can be configured to auto-login once they boot, and then execute a

script that selects the appropriate task to run.

[0061J Any suitable number of runs against each scenario can be used in some

embodiments. For example, in some embodiments, a single run can be used for each application,

device, etc/task combination. As another example, in some embodiments, 1000 runs can be

used for each application, device, etc/task combination.

[0062] n some embodiments, when performing multiple runs for the same scenario, the

specific tasks or order of tasks that are performed in the scenario can be changed, to simulate

different user actions that might be performed in completing a task.

[0063J The access to each portion of a image can then be noted. Any suitable

characteristics of these accesses can be noted. For example, the access times and number of

times each portion is accessed can be noted.

|0064| The average access time across multiple runs for each portion of the image can be

determined and then indicators for each portion in the image located in the profile at the

corresponding average access time order. When two or more portions of the image occur at the

same time, the ordering of the corresponding indicators in the profile can be determined

randomly or based on any other suitable criteria or criterion (such as the median access time, the

earliest access time, etc.). In some embodiments, when using runs from different machine types

to create a profile, these runs can first be normalized to remove timing differences caused by

different machine speeds.

[0065 In some embodiments, sequences of image accesses that are subject to rigid

timeout checks can be identified and marked accordingly in the profile. The file server can then

block access attempts before such sequences of images (or one or more portions thereof) and

then issue demand requests for all image portions in the sequences (or one or more portions

thereof). For example, in some embodiments, when the file server requests a portion of the

image that indicates the beginning of such a sequence from the P2PM, the P2PM, based on a



profile, can automatically generate demand requests for other portions in the sequence. As

another example, in some embodiments, when the file server requests a portion of the image that

indicates the beginning of such a sequence from the P2PM, the P2PM, based on a profile, can

indicate to the FS that it should issue demand requests for all of the portions of the sequence.

(0066] In some embodiments, a profile can identify clusters. For example, a cluster can

be a set of blocks that are correlated within one another (i.e., one is likely to be accessed if others

in the cluster are accessed). Based on such clustering, in some embodiments, all blocks (or

pieces consisting of blocks) in a cluster can be requested as soon as any portion of the cluster has

been requested. For example, in some embodiments, when the file server requests a portion of a

cluster, the P2P , based on a profile, can automatically generate demand requests for other

portions of the cluster. As another example, in some embodiments, when the file server requests

a portion of a cluster, the P2PM, based on a profile, can indicate to the FS that it should issue

demand requests for all of the portions of the cluster.

[0067 Any suitable hardware and or software can be used to implement a torrent peer in

some embodiments. For example, in accordance with some embodiments, one or more of the

torrent peers described herein can be implemented at least in part in one or more computer

systems. These computer systems can be any of a general purpose device such as a computer or

a special purpose device such as a client, a server, etc. Any of these general or special purpose

devices can include any suitable components such as a hardware processor (which can be a

microprocessor, digital signal processor, a controller, etc.), memory, communication interfaces,

display controllers, input devices, etc. The file server can be based on bindfs (available from

http://code.google.eom/p/bindfs/wiki/Installation) and FUSE (available from

http://fuse.sourceforge.net) in some embodiments. The P2PM can be based on the libtorrent

0.15.5 library (available from http://libtorrent.rakshasa.no/) in some embodiments.

[0068] In some embodiments, any suitable computer readable media can be used for

storing instructions for performing the processes described herein. For example, in some

embodiments, computer readable media can be transitory or non-transitory. For example, non-

transitory computer readable media can include media such as magnetic media (such as hard



disks, floppy disks, etc.), optical media (such as compact discs, digital video discs, Blu-ray discs,

etc.), semiconductor media (such as flash memory, electrically programmable read only memory

(EPROM), electrically erasable programmable read only memory (EEPROM), etc.), any suitable

media that is not fleeting or devoid of any semblance of permanence during transmission, and/or

any suitable tangible media. As another example, transitory computer readable media can

include signals on networks, in wires, conductors, optical fibers, circuits, any suitable media that

is fleeting and devoid of any semblance of permanence during transmission, and/or any suitable

intangible media.

[0069] Although the invention has been described and illustrated in the foregoing

illustrative embodiments, it is understood that the present disclosure has been made only by way

of example, and that numerous changes in the details of implementation of the invention can be

made without departing from the spirit and scope of the invention, which is limited on by the

claims which follow. Features of the disclosed embodiments can be combined and rearranged in

various ways.



What is claimed is:

1. A method for distributing and providing access to stored content from remote storage,

comprising:

receiving a first request to access a first portion of stored content from a requestor,

wherein the first request is in a file system request format;

creating a placeholder for the stored content so that the placeholder has at least one

parameter identical to the stored content and the placeholder can hold the first portion of the

stored content and at least a second portion of the stored content;

requesting the first portion of the stored content from remote storage;

receiving the first portion of the stored content from the remote storage;

storing the first portion of the stored content in the placeholder; and

before the second portion of the stored content has been stored in the placeholder,

providing the first portion of the stored content to the requestor using a file system response

format.

2. The method of claim 1, further comprising:

determining a profile associated with the stored content, wherein indicators in the profile

indicate an order in which a plurality of portions of the stored content are likely to be accessed;

based on the indicators in the profile, selecting a second portion of the stored content to

be retrieved before it is requested by the requestor;

requesting the second portion of the stored content from the remote storage;

receiving the second portion of the stored content from the remote storage;

receiving a second request for the second portion of the stored content from the requestor

after receiving the second portion of the stored content from the remote storage, wherein the

second request is in the file system request format; and

providing the second portion of the stored content to the requestor using the file system

response format.

3. The method of claim 2, wherein the profile indicates an order location for a plurality of

the portions of the stored content.



4. The method of claim 2, wherein the profile indicates a probability that each of a plurality

of the portions of the stored content will be accessed at given order location.

5. The method of claim 1, wherein the requestor is at least one of a virtual machine and a

virtual machine monitor.

6. The method of claim 1, further comprising maintaining read-only copies of portions of

the stored content.

7. The method of claim 6, further comprising receiving requests for the read-only copies of

the portions of the stored content and providing the read-only copies to a remote, peer device.

8. The method of claim 1, wherein the remote storage is in a peer device.

9. A system for distributing and providing access to stored content from remote storage,

comprising:

at least one hardware processor that:

receives a first request to access a first portion of stored content from a requestor,

wherein the first request is in a file system request format;

creates a placeholder for the stored content so that the placeholder has at least one

parameter identical to the stored content and the placeholder can hold the first portion of the

stored content and at least a second portion of the stored content;

requests the first portion of the stored content from remote storage;

receives the first portion of the stored content from the remote storage;

stores the first portion of the stored content in the placeholder; and

before the second portion of the stored content has been stored in the placeholder,

provides the first portion of the stored content to the requestor using a file system response

format.

10. The system of claim 9, wherein the at least one hardware processor also:



determines a profile associated with the stored content, wherein indicators in the profile

indicate an order in which a plurality of portions of the stored content are likely to be accessed;

based on the indicators in the profile, selects a second portion of the stored content to be

retrieved before it is requested by the requestor;

requests the second portion of the stored content from the remote storage;

receives the second portion of the stored content from the remote storage;

receives a second request for the second portion of the stored content from the requestor

after receiving the second portion of the stored content from the remote storage, wherein the

second request is in the file system request format; and

provides the second portion of the stored content to the requestor using the file system

response format.

11. The system of claim 10, wherein the profile indicates an order location for a plurality of

the portions of the stored content.

12. The system of claim 10, wherein the profile indicates a probability that each of a plurality

of the portions of the stored content will be accessed at given order location.

13. The system of claim 9, wherein the requestor is at least one of a virtual machine and a

virtual machine monitor.

14. The system of claim 9, wherein the at least one hardware processor also maintains read¬

only copies of portions of the stored content.

15. The system of claim 14, wherein the at least one hardware processor also receives

requests for the read-only copies of the portions of the stored content and provides the read-only

copies to a remote, peer device.

6. The system of claim 9, wherein the remote storage is in a peer device.



17. A non-transitory computer-readable medium containing computer-executable instructions

that, when executed by a processor, cause the processor to perform a method for distributing and

providing access to stored content from remote storage, the method comprising:

receiving a first request to access a first portion of stored content from a requestor,

wherein the first request is in a file system request format;

creating a placeholder for the stored content so that the placeholder has at least one

parameter identical to the stored content and the placeholder can hold the first portion of the

stored content and at least a second portion of the stored content;

requesting the first portion of the stored content from remote storage;

receiving the first portion of the stored content from the remote storage;

storing the first portion of the stored content in the placeholder; and

before the second portion of the stored content has been stored in the placeholder,

providing the first portion of the stored content to the requestor using a file system response

format.

18. The medium of claim 17, wherein the method further comprises:

determining a profile associated with the stored content, wherein indicators in the profile

indicate an order in which a plurality of portions of the stored content are likely to be accessed;

based on the indicators in the profile, selecting a second portion of the stored content to

be retrieved before it is requested by the requestor;

requesting the second portion of the stored content from the remote storage;

receiving the second portion of the stored content from the remote storage;

receiving a second request for the second portion of the stored content from the requestor

after receiving the second portion of the stored content from the remote storage, wherein the

second request is in the file system request format; and

providing the second portion of the stored content to the requestor using the file system

response format.

19 . The medium of claim 8, wherein the profile indicates an order location for a plurality of

the portions of the stored content.



20. The medium of claim 18, wherein the profile indicates a probability that each of a

plurality of the portions of the stored content will be accessed at given order location.

21. The medium of claim 17, wherein the requestor is at least one of a virtual machine and a

virtual machine monitor.

22. The medium of claim 17, wherein the method further comprises maintaining read-only

copies of portions of the stored content.

23. The medium of claim 22, wherein the method further comprises receiving requests for the

read-only copies of the portions of the stored content and providing the read-only copies to a

remote, peer device.

24. The medium of claim 17, wherein the remote storage is in a peer device.
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