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S102 Obtain identity information of a reservation person making a 
reservation for renting a target room and face image information of 

a check - in person who will check in to the target room 

S104 Verify , based on the obtained identity information of the reservation 
person and face image information of the check - in person , whether 

the reservation person is the same as the check - in person 

S106 Generate , in response to verifying that the reservation person is the same as 
the check - in person , token information for opening the target room , and send 

to the renting platform the token information to open the target room 

FIG . 1 

Reservation House renting 
platform 

A back - end server 
of the house 

renting platform person 

1. Present housing 
resource information 2. View the housing 

resource information , and 
selects a target room 

3. Initiate a housing 
resource renting request 
based on the target room 

5. Input the identity 
information and the 

check - in information of 
the reservation person 

4. Request a reservation 
person to input identity 
information and check - in 

information of the 
reservation person 

som 6. Upload the identity information 
and the check - in information of 
the reservation person and target 

room information 

7. Bind the 
identity 

information 
and the 
check - in 

information 
of the 

reservation 
person with 
the target 
room 

8. Return a successful result 
of renting the target room 

information , 
to generate 
target order 
information 

FIG . 2 . 
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S302 
Receive a door - opening request from a target door lock device of the 
target room based on token information , wherein the door - opening 
request comprises identification information of the target door lock 

device and the token information 

S304 
Query , according to the identification information of the target door lock device , 

for order information corresponding to the target door lock device 

a S306 Match identity information of a reservation person in the order 
information corresponding to the target door lock device with the identity 

information verified in association with the token generation process 

S308 Deliver , if the identity information of the reservation person is matched with 
the identity information , to the target door lock device a door - opening 

instruction to open the target room 

FIG . 3 

S402 Receive a door - opening request from a target door lock device of the 
target room based on the token information , wherein the door - opening 
request comprises identification information of the target door lock 
device , the token information , the generation time , the valid time 
period , and a receiving time at which the target door lock device 

receives the token information 
S404 

Determine whether the token information is valid according to the 
generation time , the valid time period , and the receiving time 

S406 
7 Query , if the token information is valid , according to the 

identification information of the target door lock device , for 
order information corresponding to the target door lock device 

S408 Match identity information of a reservation person in the order 
information corresponding to the target door lock device with 
the identity information verified in association with the token 

generation process 

S410 Deliver , if the identity information of the reservation person is matched with 
the identity information , to the target door lock device a door - opening 

instruction to open the target room 

FIG . 4 
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S502 In response to a check - in request based on target order information , obtaining , 
from the target order information , identity information of a reservation person 
making a reservation for renting a target room and face image information of a 

check - in person who will check in to the target room 

S504 

Send the face image information of the check - in person and the identity 
information of the reservation person to a back - end server of a house renting 
platform , for the back - end server to verify whether the reservation person is 
the same as the check - in person according to the face image information of 

the check - in person and the identity information of the reservation person via 
an electronic identity authentication system 

S506 
Receive token information in response to verifying that the reservation 

person is the same as the check - in person 
S508 Transmit the token information to a target door lock device of the 

target room , for the target door lock device to initiate an open - door 
request to the back - end server based on the token information 

FIG . 5 
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House A back - end server Electronic identity Check - in Target door renting of the house authentication person lock device platform renting platform system 
7.2 . Request the 

check - in person to 7.5 . Request , according to the identity 
7.1 . Initiates a scan the face of the information of the reservation person and the face 

check - in request check - in person and image information of the check - in person , to 
obtain identity perform verification on the reservation person 
information of a 7.3 . Scan the face and the check - in person 

reservation person 
7.7 . Return a 7.6 . Compare the face 7.4 . Upload face image information of verification receipt image information of the the check - in person and the identity check - in person and the information of the reservation person 

7.8 . If the face image information of 
the reservation person verification 

7.9 . Return the token succeeds , generate 
information token information 

7.10 . Transmit the token information 

7.11 . Upload the token information and identification 
information of the target door lock device 

7.12 . Query , according to the identification 
information of the target door lock device , 
for identity information of a reservation 

person in order information corresponding 
to the target door lock device 

7.13 . Query , according to the token 
information , for the identity information of 
the reservation person on which verification 
succeeds in the token generation process 
7.14 . Compare the identity information of 
the reservation person that is queried for in 
7.12 with the identity information of the 

reservation person that is queried for in 7.13 
7.16 . 

Execute the 
7.15 . If the comparison succeeds , open - door deliver an open - door instruction instruction , 

to open a 
target room 

FIG . 7 
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METHOD AND APPARATUS FOR SECURE lock device with the identity information of the first reser 
CHECK - IN vation person ; and delivering , if the identity information of 

the second reservation person is matched with the identity 
CROSS - REFERENCE TO RELATED information of the first reservation person , a door - opening 

APPLICATIONS 5 instruction to the target door lock device to open the target 
room . 

a 

a 

35 

This application is a continuation application of Interna In some embodiments , the delivering , if the identity 
tional Patent Application No. PCT / CN2020 / 071123 , filed on information of the second reservation person is matched 
Jan. 9 , 2020 , which claims priority to and benefits of the with the identity information of the first reservation person , 
Chinese Patent Application No. 201910573793.9 , filed on 10 a door - opening instruction to the target door lock device 
Jun . 28 , 2019. The contents of the above - referenced appli may comprise obtaining , if the identity information of the 
cations are incorporated herein by reference in their entirety . second reservation person is matched with the identity 

information of the first reservation person , a check - in time 
TECHNICAL FIELD period of the target room , and determining , according to the 

15 check - in time period , whether a current time meets a check 
This specification relates to the field of security protection in condition ; and delivering , if the current time meets the 

technologies , and in particular , to a secure check - in method check - in condition , the door - opening instruction to the target 
and apparatus , a secure check - in device , and a storage door lock device . 
medium . In some embodiments , the delivering the door - opening 

20 instruction to the target door lock device may comprise 
BACKGROUND delivering the door - opening instruction to a mobile terminal 

of the check - in person for the mobile terminal to deliver to 
With continuous development of technologies and cities , the target door lock device via wireless communication , 

the house renting industry begins to take on a tendency of such as Blue - tooth or new field wireless communication . 
remotely managing housing resources by using door locks , 25 In some embodiments , the generating token information 
which brings great convenience to a check - in person and a for opening the target room may comprise recording a 
landlord . generation time at which the token information is generated 
However , in an existing process of remote housing and a valid time period of the token information in the token 

resource management , there is a problem that whether a information . The door - opening request may further com 
check - in person is a reservation person of a room cannot be 30 prise a receiving time at which the target door lock device 
checked , and consequently some hidden security threat receives the token information , and the method may further 
exists in check - in of the room . comprise determining whether the token information is valid 

according to the generation time , the valid time period , and 
SUMMARY OF THE INVENTION the receiving time . 

In some embodiments , the method may further comprise 
An objective of one or more embodiments of this speci- obtaining , in response to a renting request , the identity 

fication is to provide a secure check - in method , apparatus , information of the first reservation person , check - in infor 
and device and a storage medium , to resolve a problem that mation , and information of the target room ; and generating 
whether a check - in person is a reservation person of a room order information according to the identity information of 
cannot be checked in the existing technology . 40 the first reservation person , the check - in information , and 

According to an aspect , the one or more embodiments of the information of the target room . The identity information 
this specification provide a method , including : obtaining of the first reservation person may include identity card 
identity information of a first reservation person making a information , the check - in information may include a check 
reservation for renting a target room and face image infor- in time period and a number of check - in persons , and the 
mation of a check - in person who will check in to the target 45 information of the target room may include identification 
room ; uploading , from a renting platform , the identity information of a target door lock device of the target room 
information of the first reservation person and the face and location information of the target room . 
image information of the check - in person to an electronic According to another aspect , the one or more embodi 
identity authentication server that stores electronic identity ments of this specification provide a method comprising : 
information ; receiving , from the electronic identity authen- 50 determining , in response to a check - in request based on 
tication server , a verification result whether the first reser- target order information , whether a check - in person who will 
vation person and the check - in person are the same person check in to a target room in an area of the target room of 
generated by the electronic identity authentication server the target order information ; obtaining , in response to deter 
based on comparison of face image information of the first mining that the check - in person is in the area , identity 
reservation person with the face image information of the 55 information of a reservation person making a reservation for 
check - in person ; generating , in response that the verification renting the target room and face image information of the 
result indicates that the first reservation person is the same check - in person from the target order information ; sending , 
as the check - in person , token information for opening the from a renting platform , the face image information of the 
target room ; receiving a door - opening request from a target check - in person and the identity information of the reser 
door lock device of the target room based on the token 60 vation person to an electronic identity authentication server 
information , wherein the door - opening request comprises that stores electronic identity information ; determining tar 
identification information of the target door lock device and get electronic identity information based on the identity 
the token information ; querying , according to the identifi- information of the reservation person , wherein the identity 
cation information of the target door lock device , for order information of the reservation person is matched with iden 
information corresponding to the target door lock device ; 65 tity information in the target electronic identity information ; 
matching identity information of a second reservation per- comparing face image information on the target electronic 
son in the order information corresponding to the target door identity information with the face image information of the 

a 

a 
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check - in person ; returning , if the face image information on receiving a door - opening request from a target door lock 
the target electronic identity information is matched with the device of the target room based on the token information , 
face image information of the check - in person , to the renting wherein the door - opening request comprises identification 
platform receipt information ; verifying , based on the information of the target door lock device and the token 
returned receipt information , whether the reservation person 5 information ; querying , according to the identification infor 
is the same as the check - in person ; receiving token infor- mation of the target door lock device , for order information 
mation in response to verifying that the reservation person is corresponding to the target door lock device ; matching 
the same as the check - in person ; transmitting to a target door identity information of a second reservation person in the 
lock device of the target room the token information , to order information corresponding to the target door lock 
initiate a door - opening request . 10 device with the identity information of the first reservation 

In some embodiments , the method further comprises : person ; and delivering , if the identity information of the 
receiving a door - opening instruction , wherein the door- second reservation person is matched with the identity 
opening instruction is generated in response to the door- information of the first reservation person , a door - opening 
opening request , and the door - opening request comprises instruction to the target door lock device to open the target 
identification information of the target door lock device and 15 room . 
the token information ; and transmitting to the target door According to another aspect , the one or more embodi 
lock device the door - opening instruction from a user termi- ments of this specification provide a non - transitory com 
nal loaded with the renting platform to open the target room puter - readable storage medium configured with instructions 
via a wireless communication channel . executable by one or more processors to cause the one or 

In some embodiments , the determining whether a check- 20 more processors to perform operations comprising : obtain 
in person who will check in to a target room is in an area of ing identity information of a first reservation person making 
the target room of the target order information comprises : a reservation for renting a target room and face image 
determining whether a location of a user terminal of the information of a check - in person who will check in to the 
check - in person loaded with an application of the renting target room ; uploading , from a renting platform , the identity 
platform is in the area of the target room in the target order 25 information of the first reservation person and the face 
information ; or determining whether a user terminal of the image information of the check - in person to an electronic 
check - in person loaded with an application of the renting identity authentication server that stores electronic identity 
platform is connected to the target door lock device of the information ; receiving , from the electronic identity authen 
target room via a wireless communication channel ; or deter- tication server , a verification result whether the first reser 
mining whether a user terminal of the check - in person 30 vation person and the check - in person are the same person 
loaded with an application of the renting platform is con- generated by the electronic identity authentication server 
nected to the target door lock device of the target room via based on comparison of face image information of the first 
a near filed communication channel . reservation person with the face image information of the 

In some embodiments , the transmitting to a target door check - in person ; generating , in response that the verification 
lock device of the target room the token information com- 35 result indicates that the first reservation person is the same 
prises : generating , according to the token information , a as the check - in person , token information for opening the 
door - opening two - dimensional barcode , and transmitting or target room ; receiving a door - opening request from a target 
displaying to the target door lock device the door - opening door lock device of the target room based on the token 
two - dimensional barcode via a camera on the target door information , wherein the door - opening request comprises 
lock device , to transmit the token information ; or transmit- 40 identification information of the target door lock device and 
ting to the target door lock device the token information the token information ; querying , according to the identifi 
from a user terminal loaded with an application of the cation information of the target door lock device , for order 
renting platform via a wireless communication channel ; or information corresponding to the target door lock device ; 
transmitting to the target door lock device the token infor- matching identity information of a second reservation per 
mation from a user terminal loaded with an application of 45 son in the order information corresponding to the target door 
the renting platform via a new field communication channel . lock device with the identity information of the first reser 

According to another aspect , the one or more embodi- vation person , and delivering , if the identity information of 
ments of this specification provide a device comprising a the second reservation person is matched with the identity 
processor , a memory storing computer executable instruc- information of the first reservation person , a door - opening 
tions , executable by the processor to cause the processor to 50 instruction to the target door lock device to open the target 
perform operations comprising : obtaining identity informa 
tion of a first reservation person making a reservation for In technical solutions of the one or more embodiments of 
renting a target room and face image information of a this specification , whether a reservation person and a check 
check - in person who will check in to the target room ; in person are the same person is verified by using an 
uploading , from a renting platform , the identity information 55 electronic identity authentication system , identity informa 
of the first reservation person and the face image informa- tion of the reservation person , and face image information of 
tion of the check - in person to an electronic identity authen- the check - in person . If yes , token information for opening a 
tication server that stores electronic identity information ; target room is generated , thereby implementing verification 
receiving , from the electronic identity authentication server , on consistency between the check - in person and the reser 
a verification result whether the first reservation person and 60 vation person , achieving an in - person check - in effect , and 
the check - in person are the same person generated by the ensuring check - in security . In addition , verification steps are 
electronic identity authentication server based on compari- simple and easy to perform , and verification efficiency is 
son of face image information of the first reservation person high . 
with the face image information of the check - in person ; In the technical solutions of the one or more embodiments 
generating , in response that the verification result indicates 65 of this specification , the identity information of the reser 
that the first reservation person is the same as the check - in vation person and the face image information of the check - in 
person , token information for opening the target room ; person are sent to a back - end server , token information sent 

a 

room . 
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by the back - end server when the reservation person and the ordinary skill in the art based on the one or more embodi 
check - in person are verified to be the same person by the ments of this specification without creative efforts may fall 
back - end server according to the identity information of the within the protection scope of the one or more embodiments 
reservation person and the face image information of the of this specification . 
check - in person is received , and the token information is 5 An embodiment of the specification provides a secure 
transmitted to a target door lock device , for the target door check - in method , applied to a back - end server of a house 
lock device to initiate a door - opening request to the back renting platform . The back - end server of the house renting 
end server based on the token information . That is , after the platform may be , for example , an independent server , or may 
reservation person and the check - in person are verified to be be a server cluster including a plurality of servers . This is not 
the same person , the door - opening request is initiated , 10 specifically limited in this exemplary embodiment . FIG . 1 is 
thereby achieving an in - person check - in effect and ensuring a flowchart of a secure check - in method , according to an 
the check - in security . embodiment of the specification , including the following 

steps . 
BRIEF DESCRIPTION OF THE DRAWINGS At step S102 , the method may include obtaining identity 

15 information of a reservation person making a reservation for 
To describe the technical solutions in one or more renting a target room and face image information of a 

embodiments of the specification or in the existing tech- check - in person who will check in to the target room . 
nologies more clearly , the following briefly introduces the In this embodiment of the specification , a process of 
accompanying drawings required for describing the embodi- renting a room on a house renting platform by a reservation 
ments or the existing technologies . Apparently , the accom- 20 person is first described . The specific process may include 
panying drawings in the following description show merely the following two steps . 
some embodiments in one or more embodiments of the At a first step , the process may include obtaining , in 
specification , and a person of ordinary skill in the art may response to a housing resource renting request , identity 
still derive other drawings from these accompanying draw- information of the reservation person , check - in information , 
ings without creative efforts . 25 and information of the target room , from the house renting 
FIG . 1 is a flowchart of a secure check - in method , platform . 

according to an embodiment of the specification ; The house renting platform presents housing resource 
FIG . 2 is a schematic flowchart of renting a room , information to the reservation person . The reservation per 

according to an embodiment of the specification ; son browses housing resource information on the house 
FIG . 3 is a flowchart of opening a target room according 30 renting platform , selects a target room ( namely , an interested 

to a door - opening request , according to an embodiment of room ) from the housing resource information , and initiates 
the specification ; a housing resource renting request to the house renting 
FIG . 4 is an another flowchart of opening a target room platform based on the target room . In response the 

according to a door - opening request , according to an housing resource renting request , the house renting platform 
embodiment of the specification ; 35 obtains identity information of the reservation person , 
FIG . 5 is an another flowchart of a secure check - in check - in person information , and sends the identity infor 

method , according to an embodiment of the specification ; mation of the reservation person , the check - in information , 
FIG . 6 is a schematic structural diagram of a secure and information of the target room to a back - end server of 

check - in system , according to an embodiment of the speci- the house renting platform . Specifically , the identity infor 
fication ; 40 mation of the reservation person may include an identity 
FIG . 7 is a flowchart of checking in and opening a door , card number , a contact way , a name , an address , and the like 

according to an embodiment of the specification ; of the reservation person ; the check - in information may 
FIG . 8 is a block diagram of a secure check - in apparatus , include a check - in time period , numbers of check - in per 

according to an embodiment of the specification ; sons , and the like ; and the information of the target room 
FIG . 9 is a block diagram of a secure check - in apparatus , 45 includes identification information of a target door lock 

according to an embodiment of the specification ; and device of the target room , location information of the target 
FIG . 10 is a schematic structural diagram of a secure room , and the like . This is not specifically limited in this 

check - in device , according to an embodiment of the speci- embodiment . The house renting platform may provide an 
fication . information filling page to the reservation person , for the 

50 reservation person to fill in the information filling page with 
DETAILED DESCRIPTION OF THE the identity information of the reservation person and check 

EMBODIMENTS in information . The back - end server of the house renting 
platform receives the identity information of the reservation 

One or more embodiments of this specification provide a person , the check - in information , and the information about 
method , apparatus , and device and a storage medium for 55 the target room from the house renting platform . 
secure check - in , to resolve a problem that whether a check- At a second step , the process may include generating 
in person is a reservation person of a room cannot be target order information according to the identity informa 
checked in the existing technology . tion of the reservation person , the check - in information , and 

To make a person skilled in the art understand the the information of the target room . That is , the back - end 
technical solutions in the one or more embodiments of this 60 server of the house renting platform may bind the identity 
specification better , the following clearly and completely information of the reservation person , the check - in infor 
describes the technical solutions in the one or more embodi- mation , and the information about the target room , to obtain 
ments of this specification with reference to the accompa- the target order information . 
nying drawings in the one or more embodiments of this FIG . 2 is a schematic flowchart of renting a room , 
specification . Apparently , the described embodiments are 65 according to an embodiment of the specification . As shown 
merely some but not all of the embodiments of this speci- in FIG . 2 , a process of renting a room may include : 1 ) A 
fication . All other embodiments obtained by a person of house renting platform presents housing resource informa 
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tion . 2 ) A reservation person views , by using a user terminal verification process may include : comparing , by the elec 
loaded with an application of the house renting platform , the tronic identity authentication system , the identity informa 
housing resource information presented by the house renting tion of the reservation person with identity information in 
platform , and selects a target room form the housing electronic identity cards of users , determining an electronic 
resource information . 3 ) The reservation person initiates a 5 identity card of a user with the same identity information as 
housing resource renting request to the house renting plat- that of the reservation person as a target electronic identity 
form based on the target room . 4 ) The house renting plat- card , comparing face image information on the target elec 
form requests the reservation person to input identity infor- tronic identity card with the face image information of the 
mation of the reservation person and check - in information . check - in person , and if the comparison succeeds , returning 
5 ) The reservation person inputs the identity information of 10 receipt information of successful verification to the back - end 
the reservation person and the check - in information . 6 ) The server of the house renting platform ; and determining , by the 
house renting platform uploads the identity information of back - end server of the house renting platform , that the 
the reservation person , the check - in information , and infor- reservation person is the same as the check - in person 
mation about the target room to a back - end server of the according to the receipt information of successful verifica 
house renting platform . 7 ) The back - end server of the house 15 tion . 
renting platform binds the identity information of the res- At step S106 , the method may include generating , in 
ervation person , the check - in information , and the informa- response to verifying that the reservation person is the same 
tion about the target room , to generate target order infor- as the check - in person , token information for opening the 
mation . 8 ) The back - end server of the house renting platform target room , and send the token information to the house 
returns a result of successfully renting the target room to the 20 renting platform , for the check - in person open 
house renting platform , for the reservation person to view room based on the token information . 
the renting result by using the user terminal having the house In this embodiment of the specification , if the reservation 
renting platform application . person is the same as the check - in person , token information 

Subsequently , if a check - in person needs to check in to the for opening the target room is generated . The token infor 
target room , a check - in process may include : querying , by 25 mation may be further used for representing successful 
the check - in person , for the target order information by identity verification . The successful identity verification 
using the user terminal having the house renting platform herein means that the reservation person is the same as the 
application , and subsequently initiating a check - in request to check - in person . 
the house renting platform based on the target order infor- The token information is sent to the house renting plat 
mation . In response to the check - in request , the house 30 form . The house renting platform transmits the token infor 
renting platform obtains , from the target order information , mation to a target door lock device of the target room . The 
the identity information of the reservation person and face target door lock device generates a door - opening request 
image information of the check - in person . Specifically , the according to the received token information and identifica 
house renting platform may capture a face image of the tion information of the target door lock device , and sends the 
check - in person by using a camera of the user terminal 35 door - opening request to the back - end server of the house 
having the house renting platform application , and subse- renting platform . A process in which the house renting 
quently sends the identity information of the reservation platform transmits the token information to the target door 
person ( namely , the identity information of the reservation lock device of the target room is described below . Therefore , 
person renting the target room ) and face image information details are not described herein again . 
of the check - in person ( namely , the face image information 40 A process of opening the target room according to the 
of the check - in person checking in to the target room ) that door - opening request is described below . FIG . 3 is a flow 
are obtained to the back - end server of the house renting chart of opening a target room according to a door - opening 
platform . The back - end server receives the face image request , according to an embodiment of the specification , 
information of the check - in person and the identity infor- including the following steps . 
mation of the reservation person . At step S302 , the method may include receiving a door 

At step S104 , the method may include verifying , based on opening request from a target door lock device of the target 
the return receipt information whether the reservation person room based on the token information . The door - opening 
is the same as the check - in person . request includes identification information of the target door 

In this embodiment of the application , the back - end server lock device and the token information . 
of the house renting platform may upload the identity 50 At step S304 , the method may include querying , accord 
information of the reservation person and the face image ing to the identification information of the target door lock 
information of the check - in person to an electronic identity device , for order information corresponding to the target 
authentication server or system . The electronic identity door lock device . 
authentication system verifies whether the reservation per- In this embodiment of the specification , the identification 
son is the same as the check - in person according to the face 55 information of the target door lock device is compared with 
image information of the check - in person and the identity identification information of a door lock device of each 
information of the reservation person . The electronic iden- piece of order information , and order information to which 
tity authentication system stores electronic identity cards of a door lock device belongs is determined as the order 
users . The electronic identity cards may include electronic information corresponding to the target door lock device , 
identity information of users . The electronic identity card is 60 where comparison between identification information of the 
an online functional certificate ( also referred to as network door lock device and the identification information of the 
certificate ) of a resident identity card , and is authenticated target door lock device is successful . 
and issued by a trusted identity authentication platform of At step S306 , the method may include matching identity 
the government . The electronic identity card may be used as information of a reservation person in the order information 
a verification certificate of a personal legal identity . Each 65 corresponding to the target door lock device with identity 
electronic identity card includes at least identity information information of a reservation person on which verification 
and face image information of a user . Based on this , a succeeds in the token information . 

45 

a 



a 

a 

US 11,282,002 B2 
9 10 

In this embodiment of the specification , the identity time period to the house renting platform . The house renting 
information of the reservation person on which verification platform sends the token information , the generation time , 
succeeds in the token information is the identity information and the valid time period to the target door lock device . 
of the reservation person in Step S102 . The identity infor- When receiving the token information , the target door lock 
mation of reservation persons is obtained from all pieces of 5 records a receiving time of the token information , generates 
order information corresponding to the target door lock a door - opening request according to the token information , 
device , and the identity information of the reservation per the generation time , the valid time period , the receiving 
son on which verification succeeds in the token information time , and the identification information of the target door is separately matched with the identity information of the lock device , and uploads the door - opening request to the reservation persons in all pieces of order information cor- 10 back - end server of the house renting platform . A process in responding to the target door lock device . which the house renting platform transmits the token infor At Step S308 , the method may include delivering , if the 
identity information in the order information is matched mation , the generation time , and the valid time period to the 
with the identity information on which the verification target door lock device of the target room is described below . 
succeeds in the token information , to the target door lock 15 Therefore , details are not described herein again . 
device a door - opening instruction to open the target room , Based on this , a process of opening the target room 
for the target door lock device to open the target room in according to the door - opening request is described below . 
response to the door - opening instruction . FIG . 4 is a flowchart of opening a target room according to 

In this embodiment of the specification , if the identity a door - opening request , according to an embodiment of the 
information of the reservation person on which verification 20 specification , including the following steps . 
succeeds in the token information is successfully matched At Step S402 , the method may include receiving the 
with identity information of a reservation person in a piece door - opening request based on token information by a target 
of order information corresponding to the target door lock door lock device of the target room . The door - opening 
device , a door - opening instruction is delivered to the target request includes identification information of the target door 
door lock device . The target door lock device receives the 25 lock device , the token information , generation time , a valid 
door - opening instruction and opens the target room in time period , and a receiving time at which the target door 
response to the door - opening instruction . lock device receives the token information . 

In some embodiments , delivering the door - opening At Step S404 , the method may include determining 
instruction to the target door lock device by a back - end whether the token information is valid according to the 
server of the house renting platform includes three manners : 30 generation time , the valid time period , and the receiving 
1 ) directly deliver the door - opening instruction to the target time . In this embodiment of the specification , a time differ 
door lock device ; 2 ) deliver the door - opening instruction to ence between the receiving time and the generation time is 
the house renting platform , to deliver the door - opening calculated , and whether the time difference falls within the 
instruction to the target door lock device by using Bluetooth valid time period is determined . If the time difference falls 
of a user terminal having an application of the house renting 35 within the valid time period , the token information is deter 
platform . The back - end server of the house renting platform mined to be valid ; or if the time difference does not fall 
delivers the door - opening instruction to the house renting within the valid time period , the token information is deter 
platform installed on a user terminal of a check - in person . mined to be invalid . 
The house renting platform delivers the door - opening At Step S406 , the method may include , querying , if the 
instruction to the target door lock device by using Bluetooth 40 token information is valid , according to the identification 
of the user terminal ; 3 ) deliver the door - opening instruction information of the target door lock device , for order infor 
to the house renting platform , to deliver the door opening mation corresponding to the target door lock device . In this 
instruction to the target door lock device by using NFC of a embodiment of the specification , if the token information is 
user terminal having an application the house renting plat- valid , the order information corresponding to the target door 
form . The back - end server of the house renting platform 45 lock device is queried for . A principle for querying for the 
delivers the door - opening instruction to the house renting order information corresponding to the target door lock 
platform installed on a user terminal of a check - in person . device has been described above . Therefore , details are not 
The house renting platform delivers the door - opening described herein again . 
instruction to the target door lock device by using NFC of At Step S408 , the method may include matching identity 
the user terminal . The foregoing three manners are only 50 information of a reservation person in the order information 
examples , and are not intended to limit the specification . corresponding to the target door lock device with identity 

To further improve check - in security , the generating token information of a reservation person on which verification 
information for opening the target room and sending the succeeds in the token information . In this embodiment of the 
token information to the house renting platform may specification , the step has been described above . Therefore , 
include : generating the token information for opening the 55 details are not described herein again . 
target room , recording a generation time and a valid time At Step S410 , the method may include delivering , if the 
period of the token information , and sending the token matching succeeds , a door - opening instruction to the target 
information , the generation time , and the valid time period door lock device , for the target door lock device to open the 
to the house renting platform . In this embodiment of the target room in response to the door - opening instruction . In 
specification , a specific value of the valid time period may 60 this embodiment of the specification , the step has been 
be voluntarily set . For example , the valid time period may be described above . Therefore , details are not described herein 
45 seconds , or may be 1 minute . This is not specifically again . 
limited in this exemplary embodiment . To ensure the check- It can be seen from the above that check - in security is 
in security , the value of the valid time period may not be set improved by setting the valid time period of the token 
to be overlong . 65 information , verifying validity of the token information , and 

The back - end server of the house renting platform sends performing subsequent verification when the token informa 
the token information , the generation time , and the valid tion is valid . 
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To ensure suitability of a check - in time , the delivering , if determining that the check - in person is in the area , identity 
the matching succeeds , a door - opening instruction to the information of a reservation person making a reservation for 
target door lock device may include : if the matching suc- renting the target room and face image information of the 
ceeds , obtaining a check - in time period for which the check - in person from the target order information . 
reservation person rents the target room , and determining , 5 In some embodiments , the determining whether the 
according to the check - in time period , whether a current check - in person is in an area at which the target room in the 
time meets a check - in condition ; and if the current time target order information is located may include the follow meets the check - in condition , delivering the door - opening ing three manners : 1 ) determine whether a location of a user instruction to the target door lock device . In this embodi 
ment of the specification , a check - in time period for which 10 house renting platform is in the area at which the target room terminal of the check - in person having an application of the 
the reservation person rents the target room is obtained from in the target order information is located , that is , obtain a target order information , and whether a current time falls location of the user terminal , of the check - in person , that is within the check - in time period is determined . If the current 
time falls within the check - in time period , it is determined currently used for processing a check - in process and that is 
that the current time meets a check - in condition ; or if the 15 having an application of the house renting platform ; and 
current time does not fall within the check - in time period , it determine whether the location of the user terminal is in the 
is determined that the current time does not meet the area at which the target room in the target order information 
check - in condition . The determining whether the current is located , and if the location of the user terminal is in the 
time meets the check - in condition according to the check - in area at which the target room in the target order information 
time period may ensure the suitability of the check - in time , 20 is located , determine that the check - in person is in the area 
thereby improving check - in security . at which the target room in the target order information is 

In some embodiments , whether a reservation person is the located ; 2 ) determine whether a user terminal of the check - in 
same as a check - in person is verified by using an electronic person loaded with the house renting platform application is 
identity authentication system , identity information of the connected to a target door lock device of the target room by 
reservation person , and face image information of the check- 25 using Bluetooth . That is , when the check - in person checks 
in person . If the reservation person is the same as the in , the check - in person is first reminded to connect the user 
check - in person , token information for opening a target terminal loaded with the house renting platform application 
room is generated , thereby implementing verification on to the target door lock device of the target room via consistency between the check - in person and the reservation Bluetooth ; and when the user terminal loaded with the house person , achieving an in - person check - in effect , and ensuring 30 renting platform application maintains connection with the check - in security . In addition , verification steps are simple target door lock device of the target room via Bluetooth , it and easy to perform , and verification efficiency is high . 
An embodiment of the specification further provides is determined that the check - in person is in the area at which 

another secure check - in method , applied to a house renting the target room in the target order information is located ; 3 ) 
platform . FIG . 5 is a flowchart of the secure check - in 35 determine whether a user terminal of the check - in person 
method , according to this embodiment of the specification , loaded with the house renting platform application is con 
including the following steps . nected to a target door lock device of the target room by 
At Step S502 , the method may include obtaining , in using NFC . That is , when the check - in person checks in , the 

response to a check - in request based on target order infor- check - in person is first reminded to connect the user termi 
mation , from the target order information , identity informa- 40 nal loaded with the house renting platform application to the 
tion of a reservation person making a reservation for renting target door lock device of the target room via NFC ; and 
a target room and face image information of a check - in when the user terminal loaded with the house renting 
person who will check in to the target room . platform application maintains connection with the target 

In this embodiment of the specification , when checking in door lock device of the target room via NFC , it is determined 
to the target room , the check - in person may query for target 45 that the check - in person is in the area at which the target 
order information by using a house renting platform loaded room in the target order information is located . 
in a user terminal of the check - in person , and initiate a At Step S504 , the method may include sending the face 
check - in request to the house renting platform based on the image information of the check - in person and the identity 
target order information . In response to the check - in request , information of the reservation person to a back - end server of 
the house renting platform obtains , from the target order 50 the house renting platform , for the back - end server to verify 
information , identity information of a reservation person whether the reservation person is the same as the check - in 
making a reservation for renting a target room and face person according to the face image information of the 
image information of the check - in person who will check in check - in person and the identity information of the reser 
to the target room . Specifically , the house renting platform vation person and via an electronic identity authentication 
may obtain the face image information of the check - in 55 system . 
person by using a camera on a user terminal having an In this embodiment of the specification , the house renting 
application of the house renting platform . platform sends the face image information of the check - in 

To further ensure the check - in security , the obtaining , in person and the identity information of the reservation person 
response to a check - in request based on target order infor- to the back - end server of the house renting platform . The 
mation , from the target order information , identity informa- 60 back - end server verifies whether the reservation person is 
tion of a reservation person making a reservation for renting the same as the check - in person according to the face image 
a target room and face image information of a check - in information of the check - in person and the identity infor 
person who will check in to the target room may include : mation of the reservation person and via an electronic 
determining , in response to a check - in request based on identity authentication system ; and if the reservation person 
target order information , whether a check - in person who will 65 is the same as the check - in person , generates token infor 
check in to a target room is in an area of the target room of mation for opening the target room , and sends the token 
the target order information ; and obtaining , in response to information to the house renting platform . 
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At Step S506 , the method may include receiving token mation of the target door lock device and the token infor 
information from the back - end server after verifying that the mation . Subsequently , the instruction may include transmit 
reservation person is the same as the check - in person . ting the door - opening instruction to the target door lock 

At Step S508 , the method may include transmitting the device via Bluetooth or NFC of a user terminal loaded with 
token information to a target door lock device of the target 5 the house renting platform application , for the target door 
room , for the target door lock device to initiate a door- lock device to open the target room in response to the 
opening request to the back - end server based on the token door - opening instruction . 
information . The identity information of the reservation person and the 

In this embodiment of the specification , the transmitting , face image information of the check - in person are sent to a 
by the house renting platform , the token information to the 10 back - end server , token information from the back - end server 
target door lock device of the target room may include the when the reservation person is verified to be the same as the 
following three manners : 1 ) generate a door - opening two- check - in person by the back - end server according to the 
dimensional barcode according to the token information , identity information of the reservation person and the face 
and transmit the door - opening two - dimensional barcode to image information of the check - in person is received , and 
the target door lock device via a camera on the target door 15 the token information is transmitted to a target door lock 
lock device , to transmit the token information to the target device , for the target door lock device to initiate a door 
door lock device . In this embodiment of the specification , opening request to the back - end server based on the token 
the house renting platform generates a door - opening two- information . That is , after the reservation person is verified 
dimensional barcode according to the token information . to be the same as the check - in person , the door - opening 
The user shows the door - opening two - dimensional barcode 20 request is initiated , thereby achieving an in - person check - in 
to a camera on the target door lock device by using a user effect and ensuring the check - in security . 
terminal loaded with the house renting platform application . FIG . 6 is a schematic structural diagram of a secure 
The camera on the target door lock device obtains the check - in system , according to an embodiment of the speci 
door - opening two - dimensional barcode by scanning the fication . As shown in FIG . 6 , the secure check - in system 
door - opening two - dimensional barcode , to obtain the token 25 may include : a user terminal 601 loaded with a house renting 
information from the door - opening two - dimensional bar- platform , a target door lock device 602 of a target room , a 
code . 2 ) transmit the token information to the target door back - end server 603 of the house renting platform , and an 
lock device via Bluetooth of a user terminal loaded with the electronic identity authentication system 604. As shown in 
house renting platform application . 3 ) transmit the token FIG . 6 , a reservation person may view housing resource 
information to the target door lock device via NFC of a user 30 information , determines the target room , and initiates a 
terminal loaded with the house renting platform application . house renting request by using the house renting platform in 

The target door lock device receives the token informa- the user terminal 601 loaded with the house renting platform 
tion , generates a door - opening request according to the application . The house renting platform in the user terminal 
token information and identification information of the 601 loaded with the house renting platform application 
target door lock device , and sends the door - opening request 35 obtains identity information of the reservation person and 
to the back - end server of the house renting platform . The check - in information , and uploads the identity information 
back - end server receives the door - opening request . Specifi- of the reservation person , the check - in information , and 
cally , the door - opening request includes the token informa- information about the target room to the back - end server 603 
tion and the identification information of the target door lock of the house renting platform . The back - end server 603 of 
device . In response to the door - opening request , the back- 40 the house renting platform generates target order informa 
end server generates a door - opening instruction according to tion according to the identity information of the reservation 
the door - opening request , and sends the door opening person , the check - in information , and the information about 
instruction to the house renting platform . Specifically , a the target room . 
process in which the back - end server generates door- A check - in person may query for the target order infor 
opening instruction according to the door - opening request 45 mation and initiate a check - in request by using the house 
may include : obtaining , by the back - end server , the token renting platform in the user terminal 601 loaded with the 
information and identification information of the target door house renting platform application . The house renting plat 
lock device according to the door - opening request , querying form in the user terminal 601 loaded with the house renting 
for order information corresponding to the target door lock platform application obtains the identity information of the 
device according to the identification information of the 50 reservation person in the target order information in 
target door lock device , and matching identity information response to the check - in request , obtains face image infor 
of a reservation person in the order information correspond- mation of the check - in person by using a camera on the user 
ing to the target door lock device with the identity informa- terminal 601 loaded with the house renting platform appli 
tion of the reservation person on which verification succeeds cation , and uploads the identity information of the reserva 
in the token information ; and if identity information of a 55 tion person and the face image information of the check - in 
reservation person in a piece of order information corre- person to the back - end server 603 of the house renting 
sponding to the target door lock device is matched with the platform . The back - end server 603 of the house renting 
identity information of the reservation person on which platform uploads the face image information of the check - in 
verification succeeds in the token information , generating a person and the identity information of the reservation person 
door - opening instruction , and delivering the door - opening 60 that are received to the electronic identity authentication 
instruction to the house renting platform . system 604. The electronic identity authentication system 
A process of opening the target room according to the 604 verifies whether the check - in person and the reservation 

door - opening instruction may include : first , receiving the person are a same person according to the face image 
door - opening instruction from the back - end server . The information of the check - in person and the identity infor 
door - opening instruction may be generated by the back - end 65 mation of the reservation person , and sends a verification 
server in response to the door - opening request , and the receipt to the back - end server 603 of the house renting 
door - opening request may include the identification infor- platform . If the verification receipt from the back - end server 
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603 of the house renting platform indicates that the verifi- In 7.11 , the process may include that , the target door lock 
cation succeeds , that is , the reservation person is the same as device uploads the obtained token information and identi 
the check - in person , the back - end server generates token fication information of the target door lock to the back - end 
information , and delivers the token information to the house server of the house renting platform . 
renting platform in the user terminal 601 loaded with the 5 In 7.12 , the process may include that the back - end server 
house renting platform application . The house renting plat- of the house renting platform queries , according to the 
form in the user terminal 601 loaded with the house renting identification information of the target door lock device , for 
platform application transmits the token information to the identity information of a reservation person in order infor 
target door lock device 602 of the target room . The target mation corresponding to the target door lock device . 
door lock device 602 of the target room transmits the token 10 In 7.13 , the process may include that the back - end server 
information and identification information of the target door of the house renting platform queries , according to the token 
lock device 602 of the target room to the back - end server information , for the identity information of the reservation 
603 of the house renting platform . The back - end server 603 person on which verification succeeds in the token informa 
of the house renting platform determines whether the iden- tion . 
tity information of the reservation person in the order 15 In 7.14 , the process may include that compare the identity 
information corresponding to the target door lock device 602 information of the reservation person that is queried for in 
of the target room is the same as identity information of a 7.12 with the identity information of the reservation person 
reservation person on which verification succeeds in the that is queried for in 7.13 . 
token information ; and if the identity information of the In 7.15 , the process may include that if the comparison 
reservation person in the order information corresponding to 20 succeeds , deliver a door - opening instruction to the target 
the target door lock device 602 of the target room is the same door lock device . 
as identity information of a reservation person on which In 7.16 , the process may include that the target door lock 
verification succeeds in the token information , the back - end device executes the door - opening instruction to open a target 
server 603 may generate a door - opening instruction , and 
delivers the door - opening instruction to the target door lock 25 Corresponding to the foregoing secure check - in method in 
device 602 of the target room . The target door lock device FIG . 1 and based on a same technical concept , an embodi 
602 of the target room opens the target room in response to ment of the specification further provides a secure check - in 
the door - opening instruction . apparatus , applied to a back - end server of a house renting 

FIG . 7 is a schematic flowchart of checking in and platform . FIG . 8 is a block diagram of the secure check - in 
opening a door , according to an embodiment of the speci- 30 apparatus , according to this embodiment of the specification . 
fication , including the following process . The apparatus is configured to perform the foregoing secure 

In 7.1 , the process may include a check - in person initi- check - in method shown in FIG . 1. As shown in FIG . 8 , the 
ating a check - in request a house renting platform . apparatus 800 may include : a first obtaining module 801 , a 

In 7.2 , the process many include that , in response to the verification module 802 , and a first generating module 803 , 
check - in request , the house renting platform requests the 35 where the first obtaining module 801 is configured to obtain 
check - in person to perform face swiping and obtains identity identity information of a first reservation person making a 
information of a reservation person . reservation for renting a target room and face image infor 

In 7.3 , the process may include that the check - in person mation of a check - in person who will check in to the target 
performs face swiping . room ; the verification module 802 is configured to verify 

In 7.4 , the process may include that the house renting 40 whether the reservation person is the same as the check - in 
platform uploads face image information of the check - in person via an electronic identity authentication system 
person and the identity information of the reservation person according to the identity information of the reservation 
to a back - end server of the house renting platform . person and the face image information of the check - in 

In 7.5 , the process may include that the back - end server person ; and the first generating module 803 is configured to : 
of the house renting platform requests , according to the 45 if the reservation person is the same as the check - in person , 
identity information of the reservation person and the face generate token information for opening the target room , and 
image information of the check - in person , to perform veri- send the token information to the house renting platform , for 
fication on the reservation person and the check - in person . the check - in person to open the target room based on the 

In 7.6 , the process may include that an electronic identity token information . 
authentication system queries for face image information of 50 In some embodiments , the apparatus 800 may further 
the reservation person according to the identity information include : a first receiving module , configured to receive a 
of the reservation person , and compares the face image door - opening request based on the token information by a 
information of the check - in person with the face image target door lock device of the target room , the door - opening 
information of the reservation person . request including identification information of the target 

In 7.7 , the process may include that the electronic identity 55 door lock device and the token information ; a querying 
authentication system returns a verification receipt to the module , configured to query , according to the identification 
back - end server of the house renting platform . information of the target door lock device , for order infor 

In 7.8 , the process may include that , if the verification mation corresponding to the target door lock device ; a 
succeeds , that is , the reservation person is the same as the matching module , configured to match identity information 
check - in person , the back - end server of the house renting 60 of a reservation person in the order information correspond 
platform generates token information . ing to the target door lock device with identity information 

In 7.9 , the process may include that the background of a reservation person on which verification succeeds in the 
service of the house renting platform returns the token token information , and a delivering module , configured to 
information to the house renting platform . deliver , if the matching succeeds , a door - opening instruction 

In 7.10 , the process may include that the house renting 65 to the target door lock device , for the target door lock device 
platform transmits the token information to a target door to open the target room in response to the door - opening 
lock device . instruction . In some embodiments , the first generating mod 
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ule 803 is specifically configured to : if the reservation in security . In addition , verification steps are simple and easy 
person is the same as the check - in person , generate the token to perform , and verification efficiency is high . 
information for opening the target room , record a generation Corresponding to the foregoing secure check - in method in 
time and a valid time period of the token information , and FIG . 5 and based on a same technical concept , an embodi 
send the token information , the generation time , and the 5 ment of the specification further provides a secure check - in 
valid time period to the house renting platform . apparatus , applied to a house renting platform . FIG . 9 is a In some embodiments , the apparatus 800 may further block diagram of the secure check - in apparatus , according to 
include : a first receiving module , configured to receive a this embodiment of the specification . The apparatus is 
door - opening request based on the token information by a 
target door lock device of the target room . The door - opening 10 shown in FIG . 5. As shown in FIG . 9 , the apparatus 900 may configured to perform the foregoing secure check - in method 
request includes identification information of the target door include : a second obtaining module 901 , a sending module lock device , the token information , the generation time , the 902 , a third receiving module 903 , and an initiating module valid time period , and a receiving time at which the target 
door lock device receives the token information ; a deter 904 , where the second obtaining module 901 is configured 
mining module , configured to determine whether the token 15 to obtain , in response to a check - in request based on target 
information is valid according to the generation time , the order information , from the target order information , iden 
valid time period , and the receiving time ; a querying mod tity information of a reservation person making a reservation 
ule , configured to : if the token information is valid , query , for renting a target room and face image information of a 
according to the identification information of the target door check - in person who will check in to the target room ; the 
lock device , for order information corresponding to the 20 sending module 902 is configured to send the face image 
target door lock device ; a matching module , configured to information of the check - in person and the identity infor 
match identity information of a reservation person in the mation of the reservation person to a back - end server of the 
order information corresponding to the target door lock house renting platform , for the back - end server to verify 
device with identity information of a reservation person on whether the reservation person is the same as the check - in 
which verification succeeds in the token information ; and a 25 person according to the face image information of the 
delivering module , configured to deliver , if the matching check - in person and the identity information of the reser 
succeeds , a door - opening instruction to the target door lock vation person and via an electronic identity authentication 
device , for the target door lock device to open the target system ; the third receiving module 903 is configured to 
room in response to the door - opening instruction . receive token information from the back - end server after 

In some embodiments , the delivering module includes : a 30 verifying that the reservation person is the same as the 
first obtaining unit , configured to : if the matching succeeds , check - in person ; and the initiating module 904 is configured 
obtain a check - in time period for which the reservation to transmit the token information to a target door lock device 
person rents the target room , and determine , according to the of the target room , for the target door lock device to initiate 
check - in time period , whether a current time meets a check- a door - opening request to the back - end server based on the 
in condition ; and a delivering unit , configured to : if the 35 token information . 
matching succeeds , deliver a door - opening instruction to the In some embodiments , the apparatus 900 may further 
target door lock device . include : a fourth receiving module , configured to receive a 

In some embodiments , the delivering module is specifi- door - opening instruction from the back - end server , the door 
cally configured to : directly deliver the door - opening opening instruction being generated by the back - end server 
instruction to the target door lock device ; or deliver the 40 in response to the door - opening request , and the door 
door - opening instruction to the house renting platform , to opening request including identification information of the 
deliver the door - opening instruction to the target door lock target door lock device and the token information ; and a 
device via Bluetooth of a user terminal loaded with the transmitting module , configured to transmit the door - open 
house renting platform application ; or deliver the door- ing instruction to the target door lock device via Bluetooth 
opening instruction to the house renting platform , to deliver 45 or NFC of a user terminal loaded with the house renting 
the door - opening instruction to the target door lock device platform application , for the target door lock device to open 
via NFC of a user terminal loaded with the house renting the target room in response to the door - opening instruction . 
platform application . In some embodiments , the second obtaining module 901 

In some embodiments , the apparatus 800 may further may include : a determining unit , configured to : in response 
include : a second receiving module , configured to receive 50 to the check - in request based on the target order information , 
the identity information of the reservation person , check - in determine whether the check - in person is in an area at which 
information , and information about the target room that are the target room in the target order information is located ; and 
sent , in response to a housing resource renting request , by a second obtaining unit , configured to : if the check - in person 
the house renting platform ; and a second generating unit , is in an area at which the target room in the target order 
configured to generate target order information according to 55 information is located , obtain , from the target order infor 
the identity information of the reservation person , the check- mation , the identity information of the reservation person 
in information , and the information about the target room . renting the target room and the face image information of the 

For the secure check - in apparatus in this embodiment of check - in person . 
the specification , whether a reservation person is the same as In some embodiments , the determining unit is specifically 
a check - in person is verified via an electronic identity 60 configured to : determine whether a location of a user ter 
authentication system , identity information of the reserva- minal of the check - in person loaded with the house renting 
tion person , and face image information of the check - in platform application is in the area at which the target room 
person . If the reservation person is the same as the check - in in the target order information is located ; or determine 
person , token information for opening a target room is whether a user terminal of the check - in person loaded with 
generated , thereby implementing verification on consistency 65 the house renting platform application is connected to the 
between the check - in person and the reservation person , target door lock device of the target room by using Blu 
achieving an in - person check - in effect , and ensuring check- etooth ; or determine whether a user terminal of the check - in 
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person loaded with the house renting platform application is check - in person who will check in to the target room ; 
connected to the target door lock device of the target room verifying , based on the returned receipt information , 
via NFC . whether the first reservation person is the same as the 

In some embodiments , the initiating module 904 is spe- check - in person ; generating , in response to verifying that the 
cifically configured to : generate a door - opening two - dimen- 5 first reservation person is the same as the check - in person , 
sional barcode according to the token information , and token information for opening the target room ; sending to 
transmit the door - opening two - dimensional barcode to the the renting platform the token information to open the target target door lock device via a camera on the target door lock room for the check - in person to open the target room based device , to transmit the token information to the target door on the token information . 
lock device ; or transmit the token information to the target 10 In some embodiments , when the computer - executable door lock device via Bluetooth of a user terminal loaded instructions are executed , after the sending the token infor with the house renting platform application ; or transmit the 
token information to the target door lock device via NFC of mation to the house renting platform , the following is further 
a user terminal loaded with the house renting platform included : receiving a door - opening request based on the 
application . token information by a target door lock device of the target 

For the secure check - in apparatus in this embodiment of room , the door - opening request including identification 
the specification , the identity information of the reservation information of the target door lock device and the token 
person and the face image information of the check - in information ; querying , according to the identification infor 
person are sent to a back - end server , token information from mation of the target door lock device , for order information 
the back - end server when the reservation person is verified 20 corresponding to the target door lock device ; matching 
to be the same as the check - in person by the back - end server identity information of a reservation person in the order 
according to the identity information of the reservation information corresponding to the target door lock device 
person and the face image information of the check - in with the identity information of the reservation person on 
person is received , and the token information is transmitted which verification succeeds in the token information ; and 
to a target door lock device , for the target door lock device 25 delivering , if the matching succeeds , a door - opening instruc 
to initiate a door - opening request to the back - end server tion to the target door lock device , for the target door lock 
based on the token information . That is , after the reservation device to open the target room in response to the door 
person is verified to be the same as the check - in person , the opening instruction . 
door - opening request is initiated , thereby achieving an in- In some embodiments , when the computer - executable 
person check - in effect and ensuring the check - in security . 30 instructions are executed , the generating token information 

Corresponding to the secure check - in method described for opening the target room , and sending the token infor 
above and based on a same technical concept , an embodi- mation to the house renting platform includes : generating 
ment of the specification further provides a secure check - in the token information for opening the target room , recording 
device . FIG . 10 is a schematic structural diagram of the a generation time and a valid time period of the token 
secure check - in device , according to this embodiment of the 35 information , and sending the token information , the genera 
specification . The device is configured to perform the secure tion time , and the valid time period to the house renting 
check - in method described above . platform . In some embodiments , when the computer - execut 
As shown in FIG . 10 , the secure check - in device may able instructions are executed , after the sending the token 

differ due to different configurations or different perfor- information , the generation time , and the valid time period 
mance , and may include one or more processors 1001 and a 40 to the house renting platform , the following is further 
memory 1002. The memory 1002 may store one or more included : receiving a door - opening request from a target 
storage application programs or one or more pieces of data . door lock device of the target room based on the token 
The memory 1002 may perform transient storage or persis- information , wherein the door - opening request comprises 
tent storage . The application program stored in the memory identification information of the target door lock device , the 
1002 may include one or more modules ( not shown in the 45 token information , the generation time , the valid time 
figure ) , and each module may include a series of computer- period , and a receiving time at which the target door lock 
executable instructions for the secure check - in device . Fur- device receives the token information ; determining whether 
ther , the processor 1001 may be configured to : communicate the token information is valid according to the generation 
with the memory 1002 , and execute , on the secure check - in time , the valid time period , and the receiving time ; querying , 
device , the series of computer - executable instructions in the 50 if the token information is valid , according to the identifi 
memory 1002. The secure check - in device may further cation information of the target door lock device , for order 
include one or more power supplies 1003 , one or more wired information corresponding to the target door lock device ; 
or wireless network interfaces 1004 , one or more input / matching identity information of a second reservation per 
output interfaces 1005 , one or more keyboards 1006 , or the son in the order information corresponding to the target door 
like . 55 lock device with the identity information of the first reser 

In a specific embodiment , the secure check - in device is vation person ; and delivering , if the identity information of 
applied to a back - end server of a house renting platform . The the second reservation person is matched with the identity 
secure check - in device includes a memory and one or more information of the first reservation person , to the target door 
programs , where the one or more programs are stored in the lock device a door - opening instruction to open the target 
memory and may include one or more modules , and each 60 room . 
module may include a series of computer - executable In some embodiments , when the computer - executable 
instructions for the secure check - in device . The one or more instructions are executed , the delivering , if the matching 
programs configured to be executed by one or more proces- succeeds , a door - opening instruction to the target door lock 
sors include computer - executable instructions used for per- device includes : if the matching succeeds , obtaining a 
forming the following operations : obtaining identity infor- 65 check - in time period for which the reservation person rents 
mation of a first reservation person making a reservation for the target room , and determining , according to the check - in 
renting a target room and face image information of a time period , whether a current time meets a check - in con 
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dition ; and if the current time meets the check - in condition , server , the door - opening instruction being generated by the 
delivering a door - opening instruction to the target door lock back - end server in response to the door - opening request , and 
device . the door - opening request including identification informa 

In some embodiments , when the computer - executable tion of the target door lock device and the token information ; 
instructions are executed , the delivering a door - opening 5 and transmitting the door - opening instruction to the target 
instruction to the target door lock device includes : directly door lock device via Bluetooth or NFC of a user terminal 
delivering the door - opening instruction to the target door loaded with the house renting platform application , for the 
lock device ; or delivering the door - opening instruction to the target door lock device to open the target room in response 
house renting platform , to deliver the door - opening instruc- to the door - opening instruction . 
tion to the target door lock device via Bluetooth of a user 10 In some embodiments , when the computer - executable 
terminal loaded with the house renting platform application ; instructions are executed , the obtaining , in response to a 
or delivering the door - opening instruction to the house check - in request based on target order information , from the 
renting platform , to deliver the door - opening instruction to target order information , identity information of a reserva 
the target door lock device via NFC of a user terminal loaded tion person making a reservation for renting a target room 
with the house renting platform application . 15 and face image information of a check - in person who will 

In some embodiments , when the computer - executable check in to the target room includes : determining , in 
instructions are executed , the following is further included : response to a check - in request based on target order infor 
receiving the identity information of the reservation person , mation , whether a check - in person who will check in to a 
check - in information , and information about the target room target room is in an area of the target room of the target order 
that are sent , in response to a housing resource renting 20 information ; obtaining , in response to determining that the 
request , by the house renting platform ; and generating target check - in person is in the area , identity information of a 
order information according to the identity information of reservation person making a reservation for renting the 
the reservation person , the check - in information , and the target room and face image information of the check - in 
information about the target room . person from the target order information ; obtaining , in 

For the secure check - in device in this embodiment of the 25 response to determining that the check - in person is in the 
specification , whether a reservation person is the same as a area , identity information of a reservation person making a 
check - in person is verified via an electronic identity authen- reservation for renting the target room and face image 
tication system , identity information of the reservation per- information of the check - in person from the target order 
son , and face image information of the check - in person . If information . 
the reservation person is the same as the check - in person , 30 In some embodiments , when the computer - executable 
token information for opening a target room is generated , instructions are executed , the determining whether the 
thereby implementing verification on consistency between check - in person is in an area at which the target room in the 
the check - in person and the reservation person , achieving an target order information is located includes : determining 
in - person check - in effect , and ensuring check - in security . In whether a location of a user terminal of the check - in person 
addition , verification steps are simple and easy to perform , 35 loaded with the house renting platform application is in the 
and verification efficiency is high . area at which the target room in the target order information 

In another embodiment , the secure check - in device is is located ; or determining whether a user terminal of the 
applied to a house renting platform . The secure check - in check - in person loaded with the house renting platform 
device includes a memory and one or more programs , where application is connected to the target door lock device of the 
the one or more programs are stored in the memory and may 40 target room via Bluetooth ; or determining whether a user 
include one or more modules , and each module may include terminal of the check - in person loaded with the house 
a series of computer - executable instructions for the secure renting platform application is connected to the target door 
check - in device . The one or more programs configured to be lock device of the target room via NFC . 
executed by one or more processors include computer- In some embodiments , when the computer - executable 
executable instructions used for performing the following 45 instructions are executed , the transmitting the token infor 
operations : obtaining , in response to a check - in request mation to a target door lock device of the target room 
based on target order information , from the target order includes : generating a door - opening two - dimensional bar 
information , identity information of a reservation person code according to the token information , and transmitting 
making a reservation for renting a target room and face the door - opening two - dimensional barcode to the target door 
image information of a check - in person who will check in to 50 lock device by using a camera on the target door lock device , 
the target room ; sending the face image information of the to transmit the token information to the target door lock 
check - in person and the identity information of the reser- device ; or transmitting the token information to the target 
vation person to a back - end server of the house renting door lock device via Bluetooth of a user terminal loaded 
platform , for the back - end server to verify whether the with the house renting platform application ; or transmitting 
reservation person is the same as the check - in person 55 the token information to the target door lock device via NFC 
according to the face image information of the check - in of a user terminal loaded with the house renting platform 
person and the identity information of the reservation person application 
via an electronic identity authentication system ; receiving For the secure check - in device in this embodiment of the 
token information from the back - end server after verifying specification , the identity information of the reservation 
that the reservation person is the same as the check - in 60 person and the face image information of the check - in 
person ; and transmitting the token information to a target person are sent to a back - end server , token information sent 
door lock device of the target room , for the target door lock by the back - end server when the reservation person and the 
device to initiate a door - opening request to the back - end check - in person are verified to be a same person by the 
server based on the token information . back - end server according to the identity information of the 

In some embodiments , when the computer - executable 65 reservation person and the face image information of the 
instructions are executed , the following is further included : check - in person is received , and the token information is 
receiving a door - opening instruction from the back - end transmitted to a target door lock device , for the target door 
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lock device to initiate a door - opening request to the back- receiving time ; if the token information is valid , querying , 
end server based on the token information . That is , after the according to the identification information of the target door 
reservation person is verified to be the same as the check - in lock device , for order information corresponding to the 
person , the door - opening request is initiated , thereby achiev- target door lock device ; matching identity information of a 
ing an in - person check - in effect and ensuring the check - in 5 reservation person in the order information corresponding to 
security . the target door lock device with the identity information of 

Corresponding to the secure check - in method described the reservation person on which verification succeeds in the 
above and based on a same technical concept , an embodi- token information ; and delivering , if the matching succeeds , 
ment of the specification further provides a storage medium , a door - opening instruction to the target door lock device , for 
configured to store computer - executable instructions . 10 the target door lock device to open the target room in 

In a specific embodiment , the storage medium is applied response to the door - opening instruction . 
to a back - end server of a house renting platform . The storage In some embodiments , when the computer - executable 
medium may be a USB flash drive , an optical disc , a hard instructions stored in the storage medium is executed by the 
disk , or the like . When being executed by a processor , the processor , the delivering , if the matching succeeds , a door 
computer - executable instructions stored in the storage 15 opening instruction to the target door lock device includes : 
medium can implement the following process : obtaining if the matching succeeds , obtaining a check - in time period 
identity information of a reservation person making a res- for which the reservation person rents the target room , and 
ervation for renting a target room and face image informa- determining , according to the check - in time period , whether 
tion of a check - in person who will check in to the target a current time meets a check - in condition ; and if the current 
room ; verifying whether the reservation person is the same 20 time meets a check - in condition , delivering a door - opening 
as the check - in person via an electronic identity authentica- instruction to the target door lock device . 
tion system according to the identity information of the In some embodiments , when the computer - executable 
reservation person and the face image information of the instructions stored in the storage medium is executed by the 
check - in person ; and generating , in response to verifying processor , the delivering a door - opening instruction to the 
that the first reservation person is the same as the check - in 25 target door lock device includes : directly delivering the 
person , token information for opening the target room ; and door - opening instruction to the target door lock device ; or 
sending to the renting platform the token information to delivering the door - opening instruction to the house renting 
open the target room . platform , to deliver the door - opening instruction to the target 

In some embodiments , when the computer - executable door lock device via Bluetooth of a user terminal loaded 
instructions stored in the storage medium is executed by the 30 with the house renting platform application ; or delivering 
processor , after the sending the token information to the the door - opening instruction to the house renting platform , 
house renting platform , the following is further included : to deliver the door - opening instruction to the target door 
receiving a door - opening request based on the token infor- lock device via NFC of a user terminal loaded with the house 
mation by a target door lock device of the target room , the renting platform application . 
door - opening request including identification information of 35 In some embodiments , when the computer - executable 
the target door lock device and the token information ; instructions stored in the storage medium is executed by the 
querying , according to the identification information of the processor , the following is further included : receiving the 
target door lock device , for order information corresponding identity information of the reservation person , check - in 
to the target door lock device ; matching identity information information , and information about the target room that are 
of a reservation person in the order information correspond- 40 sent , in response to a housing resource renting request , by 
ing to the target door lock device with the identity informa- the house renting platform ; and generating target order 
tion of the reservation person on which verification succeeds information according to the identity information of the 
in the token information ; and delivering , if the matching reservation person , the check - in information , and the infor 
succeeds , a door - opening instruction to the target door lock mation about the target room . 
device , for the target door lock device to open the target 45 When the computer - executable instructions stored in the 
room in response to the door - opening instruction . storage medium in this embodiment of the specification is 

In some embodiments , when the computer - executable executed by the processor , whether a reservation person is 
instructions stored in the storage medium is executed by the verified to be the same as a check - in person via an electronic 
processor , the generating token information for opening the identity authentication system , identity information of the 
target room , and sending the token information to the house 50 reservation person , and face image information of the check 
renting platform includes : recording a generation time and a in person . If the reservation person is the same as the 
valid time period of the token information , and sending the check - in person , token information for opening a target 
token information , the generation time , and the valid time room is generated , thereby implementing verification on 
period to the house renting platform . consistency between the check - in person and the reservation 

In some embodiments , when the computer - executable 55 person , achieving an in - person check - in effect , and ensuring 
instructions stored in the storage medium is executed by the check - in security . In addition , verification steps are simple 
processor , after the sending the token information , the and easy to perform , and verification efficiency is high . 
generation time , and the valid time period to the house In a specific embodiment , the storage medium is applied 
renting platform , the following is further included : receiving to a house renting platform . The storage medium may be a 
a door - opening request based on the token information by a 60 USB flash drive , an optical disc , a hard disk , or the like . 
target door lock device of the target room , the door - opening When being executed by a processor , the computer - execut 
request including identification information of the target able instructions stored in the storage medium can imple 
door lock device , the token information , the generation time , ment the following process : obtaining , in response to a 
the valid time period , and a receiving time at which the check - in request based on target order information , from the 
target door lock device receives the token information ; 65 target order information , identity information of a reserva 
determining whether the token information is valid accord- tion person making a reservation for renting a target room 
ing to the generation time , the valid time period , and the and face image information of a check - in person who will 



a 

2 

US 11,282,002 B2 
25 26 

check in the target room ; sending the face image information the token information to the target door lock device via 
of the check - in person and the identity information of the Bluetooth of a user terminal loaded with the house renting 
reservation person to a back - end server of the house renting platform application ; or transmitting the token information 
platform , for the back - end server to verify whether the to the target door lock device via NFC of a user terminal 
reservation person and the check - in person are a same 5 loaded with the house renting platform application . 
person according to the face image information of the When the computer - executable instructions stored in the 
check - in person and the identity information of the reser- storage medium in this embodiment of the specification is 
vation person via an electronic identity authentication sys- executed by a processor , identity information of a reserva 
tem ; receiving token information sent by the back - end server tion person and face image information of a check - in person 
after verifying that the reservation person is the same as the 10 are sent to a back - end server , token information from the 
check - in person ; and transmitting the token information to a back - end server when the reservation person is verified to be 
target door lock device of the target room , for the target door the same as the check - in person by the back - end server 
lock device to initiate a door - opening request to the back- according to the identity information of the reservation 
end server based on the token information . person and the face image information of the check - in 

In some embodiments , when the computer - executable 15 person is received , and the token information is transmitted 
instructions stored in the storage medium is executed by the to a target door lock device , for the target door lock device 
processor , the following is further included : receiving a to initiate a door - opening request to the back - end server 
door - opening instructions sent by the back - end server , the based on the token information . That is , after the reservation 
door - opening instruction being generated by the back - end person is verified to be the same as the check - in person , the 
server in response to the door - opening request , and the 20 door - opening request is initiated , thereby achieving an in 
door - opening request including identification information of person check - in effect and ensuring the check - in security . 
the target door lock device and the token information ; and In the 1990s , improvements of a technology can be clearly 
transmitting the door - opening instruction to the target door distinguished between hardware improvements ( for 
lock device via Bluetooth or NFC of a user terminal loaded example , improvements to a circuit structure such as a 
with the house renting platform application , for the target 25 diode , a transistor , a switch , etc. ) and software improve 
door lock device to open the target room in response to the ments ( improvements to a method procedure ) . However , 
door - opening instruction . with the development of technology , improvements of many 

In some embodiments , when the computer - executable method procedures can be considered as direct improve 
instructions stored in the storage medium is executed by the ments of hardware circuit structures . Designers almost all 
processor , the obtaining , in response to a check - in request 30 program an improved method procedure to a hardware 
based on target order information , from the target order circuit , to obtain a corresponding hardware circuit structure . 
information , identity information of a reservation person Therefore , it does not mean that the improvement of a 
making a reservation for renting a target room and face method procedure cannot be implemented by using a hard 
image information of a check - in person who will check in ware entity module . For example , a programmable logic 
the target room includes : in response to the check - in request 35 device ( PLD ) such as a field programmable gate array 
based on the target order information , determining whether ( FPGA ) is a type of integrated circuit whose logic function 
the check - in person is in an area at which the target room in is determined by a user by programming the device . The 
the target order information is located ; and if the check - in designers perform voluntary programming to “ integrate ” a 
person is in an area at which the target room in the target digital system into a single PLD without requiring a chip 
order information is located , obtaining , from the target order 40 manufacturer to design and prepare a dedicated integrated 
information , the identity information of the reservation circuit chip . Moreover , nowadays , instead of manually mak 
person and the face image information of the check - in ing integrated circuit chips , this programming is mostly 
person . implemented by using " logic compiler ” software , which is 

In some embodiments , when the computer - executable similar to the software compiler used in program develop 
instructions stored in the storage medium is executed by the 45 ment and writing . The original code is written in a specific 
processor , the determining whether the check - in person is in programming language before compiling , and this language 
an area at which the target room in the target order infor- is referred to as a hardware description language ( HDL ) . 
mation is located includes : determining whether a location There are various kinds of HDLs , for example , advanced 
of a user terminal of the check - in person loaded with the boolean expression language ( ABEL ) , altera hardware 
house renting platform application is in the area at which the 50 description language ( AHDL ) , Confluence , cornell univer 
target room in the target order information is located ; or sity programming language ( CUPL ) , HDCal , Java hardware 
determining whether a user terminal of the check - in person description language ( JHDL ) , Lava , Lola , MyHDL , 
loaded with the house renting platform application is con- PALASM , Ruby hardware description language ( RHDL ) , 
nected to the target door lock device of the target room via and the like . Currently , the most commonly used HDLs are 
Bluetooth ; or determining whether a user terminal of the 55 very - high - speed integrated circuit hardware description lan 
check - in person loaded with the house renting platform guage ( VHDL ) and Verilog . A person skilled in the art may 
application is connected to the target door lock device of the also understand that as long as a method procedure is 
target room via NFC . logically programmed and then programmed to an integrated 

In some embodiments , when the computer - executable circuit by using the foregoing hardware description lan 
instructions stored in the storage medium is executed by the 60 guages , a hardware circuit that implements the logical 
processor , the transmitting the token information to a target method procedure can be easily obtained . 
door lock device of the target room includes : generating a The controller can be implemented in any suitable man 
door - opening two - dimensional barcode according to the ner , for example , the controller can take the form of , for 
token information , and transmitting the door - opening two- example , a microprocessor or processor and a computer 
dimensional barcode to the target door lock device by using 65 readable medium storing computer - readable program code 
a camera on the target door lock device , to transmit the token ( for example , software or firmware ) executable by the 
information to the target door lock device ; or transmitting processor , a logic gate , a switch , an application - specific 
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integrated circuit ( ASIC ) , a programmable logic controller a specific manner , so that the instructions stored in the 
and an embedded microcontroller . Examples of the control- computer readable memory generate a product including an 
ler include , but are not limited to , the following microcon- instruction apparatus , where the instruction apparatus imple 
trollers : ARC 625D , Atmel AT91SAM , Microchip ments functions specified in one or more procedures in the 
PIC18F26K20 and Silicone Labs C8051F320 . The memory 5 flowcharts and / or one or more blocks in the block diagrams . 
controller can also be implemented as part of the memory These computer program instructions may also be loaded 
control logic . A person skilled in the art will also appreciate into a computer or another programmable data processing 
that , in addition to implementing the controller in the form device , so that a series of operation steps are performed on 
of pure computer - readable program code , it is also possible the computer or another programmable data processing 
to implement the controller in the form of a logic gate , 10 device to generate processing implemented by a computer , 
switch , application - specific integrated circuit , program- and instructions executed on the computer or another pro 
mable logic controller , and embedded microcontroller and grammable data processing device provide steps for imple 
other forms to achieve the same function . Such a controller menting functions specified in one or more procedures in the 
can thus be considered as a hardware component and flowcharts and / or one or more blocks in the block diagrams . 
apparatuses included therein for implementing various func- 15 In a typical configuration , the computer device includes 
tions can also be considered as structures inside the hard- one or more processors ( CPUs ) , an input / output interface , a 
ware component . Alternatively , apparatuses configured to network interface , and a memory . 
implement various functions can be considered as both The memory may include , among computer readable 
software modules implementing the method and structures media , a non - persistent memory such as a random access 
inside the hardware component . 20 memory ( RAM ) and / or a non - volatile memory such as a 

The system , the apparatus , the module or the unit read - only memory ( ROM ) or a flash memory ( flash RAM ) . 
described in the foregoing embodiments can be specifically The memory is an example of the computer readable 
implemented by a computer chip or an entity or imple- medium . 
mented by a product having a certain function . A typical The computer readable medium includes a persistent 
implementation device is a computer . Specifically , the com- 25 medium and a non - persistent medium , a removable medium 
puter can be , for example , a personal computer , a laptop and a non - removable medium , which may implement stor 
computer , a cellular phone , a camera phone , a smartphone , age of information by using any method or technology . The 
a personal digital assistant , a media player , a navigation information may be computer readable instructions , a data 
device , an email device , a game console , a tablet computer , structure , a module of a program or other data . Examples of 
a wearable device , or a combination of any of these devices . 30 computer storage media include but are not limited to a 

For ease of description , when the apparatus is described , phase change memory ( PRAM ) , a static random access 
the apparatus is divided into units according to functions , memory ( SRAM ) , a dynamic random access memory 
which are separately described . Certainly , in implementation ( DRAM ) , other type of random access memory ( RAM ) , a 
of the specification , the function of the units may be imple- read - only memory ( ROM ) , an electrically erasable program 
mented in a same piece of or multiple pieces of software 35 mable read - only memory ( EEPROM ) , a flash memory or 
and / or hardware . other memory technology , a compact disc read - only 
A person skilled in the art should understand that the memory ( CD - ROM ) , a digital versatile disc ( DVD ) or other 

embodiments of the specification may be provided as a optical storage , a cassette magnetic tape , tape and disk 
method , a system , or a computer program product . There- storage or other magnetic storage device or any other 
fore , the specification may use a form of a hardware - only 40 non - transmission media that may be configured to store 
embodiment , a software - only embodiment , or an embodi- information that a computing device can access . Based on 
ment combining software and hardware . In addition , the the definition herein , the computer - readable medium does 
specification may use a form of a computer program product not include transitory computer readable media ( transitory 
implemented on one or more computer available storage media ) , such as a modulated data signal and a carrier . 
media ( including but not limited to a disk memory , a 45 It should also be noted that the terms “ include ” , “ com 
CD - ROM , an optical memory , and the like ) including com- prise ” and any other variants mean to cover the non 
puter available program code . exclusive inclusion . Thereby , the process , method , article , or 

The specification is described with reference to flowcharts device which include a series of elements not only include 
and / or block diagrams of the method , the device ( system ) , those elements , but also include other elements which are 
and the computer program product in the embodiments of 50 not clearly listed , or include the inherent elements of the 
the specification . It should be understood that computer process , method , article and device . Without further limita 
program instructions can implement each procedure and / or tion , the element defined by a phrase “ include one ” does not 
block in the flowcharts and / or block diagrams and a com- exclude other same elements in the process , method , article 
bination of procedures and / or blocks in the flowcharts and / or or device which include the element . 
block diagrams . These computer program instructions may 55 A person skilled in the art should understand that the 
be provided to a general - purpose computer , a special - pur- embodiments of the specification may be provided as a 
pose computer , an embedded processor , or a processor of method , a system , or a computer program product . There 
another programmable data processing device to generate a fore , the specification may use a form of hardware only 
machine , so that an apparatus configured to implement embodiments , software only embodiments , or embodiments 
functions specified in one or more procedures in the flow- 60 with a combination of software and hardware . In addition , 
charts and / or one or more blocks in the block diagrams is the specification may use a form of a computer program 
generated by using instructions executed by the general- product implemented on one or more computer available 
purpose computer or the processor of another programmable storage media ( including but not limited to a disk memory , 
data processing device . a CD - ROM , an optical memory , and the like ) including 

These computer program instructions may also be stored 65 computer available program code . 
in a computer readable memory that can guide a computer The specification can be described in the general context 
or another programmable data processing device to work in of computer executable instructions executed by a computer , 
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for example , a program module . Generally , the program obtaining , by the server through the querying , identity 
module includes a routine , a program , an object , a compo- information identifying a second reservation person in 
nent , a data structure , and the like for executing a particular the order information corresponding to the target door 
task or implementing a particular abstract data type . The lock device ; 
specification can also be practiced in a distributed comput- matching , by the server , the identity information identi 
ing environment in which tasks are performed by remote fying the second reservation person in the order infor 
processing devices that are connected through a communi- mation corresponding to the target door lock device 
cation network . In a distributed computing environment , the with the identity information identifying the first res 
program module may be located in both local and remote ervation person ; and 
computer storage media including storage devices . delivering , by the server , in response to the identity 

The embodiments of the specification are all described in information identifying the second reservation person 
a progressive manner , for same or similar parts in the matching with the identity information identifying the 
embodiments , refer to these embodiments , and descriptions first reservation person , a door - opening instruction to 
of each embodiment focus on a difference from other the target door lock device to open the target room . 
embodiments . Especially , a system embodiment is basically 2. The method according to claim 1 , wherein the deliv 
similar to a method embodiment , and therefore is described ering , by the server , in response to the identity information 
briefly ; for related parts , reference may be made to partial identifying the second reservation person matching with the 
descriptions in the method embodiment . identity information identifying the first reservation person , 

The foregoing descriptions are merely embodiments of 20 a door - opening instruction to the target door lock device to 
the specification and are not intended to limit the specifica- open the target room comprises : 
tion . For a person skilled in the art , various modifications obtaining , if the identity information identifying the sec 
and variations can be made to the specification . Any modi- ond reservation person is matched with the identity 
fication , equivalent replacement , or improvement made information identifying the first reservation person , a 
without departing from the spirit and principle of the speci- 25 check - in time period of the target room , and determin 
fication may fall within the scope of the claims of the ing , according to the check - in time period , whether a 
specification . current time meets a check - in condition , and 

delivering , if the current time meets the check - in condi 
What is claimed is : tion , the door - opening instruction to the target door 
1. A method comprising : lock device . 
obtaining , by a server , identity information identifying a 3. The method according to claim 1 , wherein the deliv 

first reservation person making a reservation for renting ering the door - opening instruction to the target door lock 
a target room and face image information of a check - in device comprises : 
person who requests to check in to the target room ; delivering the door - opening instruction to a mobile ter 

uploading , by the server , the identity information identi- minal of the check - in person for the mobile terminal to 
fying the first reservation person and the face image deliver the door - opening instruction to the target door 
information of the check - in person to an electronic lock device via Bluetooth wireless communication . 
identity authentication server that stores electronic 4. The method according to claim 1 , wherein the deliv 
identity information ; 40 ering the door - opening instruction to the target door lock 

receiving , by the server from the electronic identity device comprises : 
authentication server , a verification result indicating delivering the door - opening instruction to a mobile ter 
whether the first reservation person and the check - in minal of the check - in person for the mobile terminal to 
person are the same person , wherein the verification deliver the door - opening instruction to the target door 
result is generated by the electronic identity authenti- 45 lock device via near field wireless communication . 
cation server based on comparison of face image infor- 5. The method according to claim 1 , wherein the door 
mation of the first reservation person with the face opening instruction includes a two - dimensional barcode and 
image information of the check - in person ; the delivering the door - opening instruction to the target door generating , by the server in response to the verification lock device comprises delivering the two - dimensional bar 
result indicating that the first reservation person is the 50 code to a mobile terminal of the check - in person for the 
same as the check - in person , token information for mobile terminal to display the two - dimensional barcode to opening the target room ; the target door lock device . transmitting , by the server , the token information to a 
target door lock device without involving a device of 6. The method according to claim 1 , wherein 
the check - in person , wherein the target door lock 55 the generating token information for opening the target 
device locks the target room ; room comprises : recording a generation time at which 

receiving , by the server from the target door lock device , the token information is generated and a valid time 
a door - opening request comprising identification infor- period of the token information in the token informa 
mation identifying the target door lock device and the tion . 
token information ; 7. The method according to claim 6 , wherein the door 

verifying , by the server , whether the token information is opening request further comprises a receiving time at which 
valid : the target door lock device receives the token information , 

in response to verifying that the token information is and the verifying whether the token information is valid 
valid , querying , by the server according to the identi- comprises : 
fication information identifying the target door lock 65 verifying whether the token information is valid accord 
device , for order information corresponding to the ing to the generation time , the valid time period , and the 
target door lock device ; receiving time . 
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8. The method according to claim 1 , further comprising : delivering , in response to the identity information iden 
obtaining , by the server in response to a renting request , tifying the second reservation person matching with 

the identity information identifying the first reservation the identity information identifying the first reserva 
person , check - in information , and information of the tion person , a door - opening instruction to the target 
target room ; and door lock device to open the target room . 

generating , by the server , order information according to 11. The system according to claim 10 , wherein the deliv 
the identity information identifying the first reservation ering , in response to the identity information identifying the 
person , the check - in information , and the information second reservation person matching with the identity infor 
of the target room . mation identifying the first reservation person , a door 

9. The method according to claim 8 , wherein the identity 10 opening instruction to the target door lock device to open the 
information identifying the first reservation person includes target room comprises : 
identity card information , the check - in information includes obtaining , if the identity information identifying the sec 
a check - in time period and a number of check - in persons , ond reservation person is matched with the identity 

information identifying the first reservation person , a and the information of the target room includes the identi check - in time period of the target room , and determin fication information identifying the target door lock device ing , according to the check - in time period , whether a 
that locks the target room and location information of the current time meets a check - in condition , and 
target room . delivering , if the current time meets the check - in condi 

10. A system comprising : tion , the door - opening instruction to the target door 
a processor ; and lock device . 
a memory storing computer - executable instructions , 12. The system according to claim 10 , wherein the deliv 

executable by the processor to cause the processor to ering the door - opening instruction to the target door lock 
perform operations comprising : device comprises : 
obtaining identity information identifying a first reser- delivering the door - opening instruction to a mobile ter 

vation person making a reservation for renting a 25 minal of the check - in person for the mobile terminal to 
target room and face image information of a check - in deliver the door - opening instruction to the target door 
person who requests to check in to the target room ; lock device via Bluetooth wireless communication . 

uploading , from a renting platform , the identity infor- 13. The system according to claim 10 , wherein the deliv 
mation identifying the first reservation person and ering the door - opening instruction to the target door lock 
the face image information of the check - in person to 30 device comprises : 
an electronic identity authentication server that delivering the door - opening instruction to a mobile ter 
stores electronic identity information ; minal of the check - in person for the mobile terminal to 

receiving , from the electronic identity authentication deliver the door - opening instruction to the target door 
server , a verification result indicating whether the lock device via near field wireless communication . 
first reservation person and the check - in person are 35 14. The system according to claim 10 , wherein the door 
the same person , wherein the verification result is opening instruction includes a two - dimensional barcode and 
generated by the electronic identity authentication the delivering the door - opening instruction to the target door 
server based on comparison of face image informa- lock device comprises delivering the two - dimensional bar 
tion of the first reservation person with the face code to a mobile terminal of the check - in person for the 
image information of the check - in person ; 40 mobile terminal to display the two - dimensional barcode to 

generating , in response to the verification result indi- the target door lock device . 
cating that the first reservation person is the same as 15. The system according to claim 10 , wherein the gen 
the check - in person , token information for opening erating token information for opening the target room com 
the target room ; prises : recording a generation time at which the token 

transmitting the token information to a target door lock 45 information is generated and a valid time period of the token 
device without involving a device of the check - in information in the token information . 
person , wherein the target door lock device locks the 16. The system according to claim 15 , wherein the door 
target room ; opening request further comprises a receiving time at which 

receiving from the target door lock device a door- the target door lock device receives the token information , 
opening request comprising identification informa- 50 and the verifying whether the token information is valid 
tion identifying the target door lock device and the comprises : 
token information ; verifying whether the token information is valid accord 

verifying whether the token information is valid ; ing to the generation time , the valid time period , and the 
in response to verifying that the token information is receiving time . 

valid , querying , according to the identification infor- 55 17. The system according to claim 10 , wherein the opera 
mation identifying the target door lock device , for tions further comprise : 
order information corresponding to the target door obtaining , in response to a renting request , the identity 
lock device ; information identifying the first reservation person , 

obtaining , through the querying , identity information check - in information , and information of the target 
identifying a second reservation person in the order 60 
information corresponding to the target door lock generating order information according to the identity 
device ; information identifying the first reservation person , the 

matching identity information identifying the second check - in information , and the information of the target 
reservation person in the order information corre 
sponding to the target door lock device with the 65 18. The system according to claim 17 , wherein the iden 
identity information identifying the first reservation tity information identifying the first reservation person 
person ; and includes identity card information , the check - in information 
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includes a check - in time period and a number of check - in verifying whether the token information is valid ; 
persons , and the information of the target room includes the in response to verifying that the token information is 
identification information identifying the target door lock valid , querying , according to the identification infor 
device that locks the target room and location information of mation identifying the target door lock device , for order the target room . information corresponding to the target door lock 19. A non - transitory computer - readable storage medium device ; configured with instructions executable by one or more 
processors to cause the one or more processors to perform obtaining , through the querying , identity information 
operations comprising : identifying a second reservation person in the order 

obtaining identity information identifying a first reserva- information corresponding to the target door lock 
tion person making a reservation for renting a target device ; 
room and face image information of a check - in person matching identity information identifying the second res 
who requests to check in to the target room ; ervation person in the order information corresponding uploading , from a renting platform , the identity informa to the target door lock device with the identity infor tion identifying the first reservation person and the face mation identifying the first reservation person , and image information of the check - in person to an elec- 15 
tronic identity authentication server that stores elec delivering , in response to the identity information iden 
tronic identity information ; tifying the second reservation person matching with the 

receiving , from the electronic identity authentication identity information identifying the first reservation 
server , a verification result indicating whether the first person , a door - opening instruction to the target door 
reservation person and the check - in person are the same 20 lock device to open the target room . 
person , wherein the verification result is generated by 20. The storage medium according to claim 19 , wherein 
the electronic identity authentication server based on the delivering , in response to the identity information iden 
comparison of face image information of the first tifying the second reservation person matching with the 
reservation person with the face image information of identity information identifying the first reservation person , the check - in person ; 25 a door - opening instruction to the target door lock device to generating , in response to the verification result indicating 
that the first reservation person is the same as the open the target room comprises : 
check - in person , token information for opening the obtaining , if the identity information identifying the sec 
target room ; ond reservation person is matched with the identity 

information identifying the first reservation person , a transmitting the token information to a target door lock 
device without involving a device of the check - in check - in time period of the target room , and determin 
person , wherein the target door lock device locks the ing , according to the check - in time period , whether a 

current time meets a check - in condition , and target room ; 
receiving from the target door lock device a door - opening delivering , if the current time meets the check - in condi 

request comprising identification information identify- 35 tion , the door - opening instruction to the target door 
ing the target door lock device and the token informa lock device . 
tion ; 
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