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(57) ABSTRACT 

The present invention relates in particular to a pairing method 
between a multimedia unit and one operator having an opera 
tor identifier, the multimedia unit having a multimedia unit 
identifier and receiving conditional access data from said 
operator, the method being characterized in that: 

receiving by the multimedia unit a multimedia unit key 
formed by applying a first cryptographically function to 
a personalization key and to the multimedia unit identi 
fier; 

receiving by the operator an operator key formed by apply 
ing a second cryptographically function to said person 
alization key and to the operator identifier; 

said multimedia unit further having a function of the multi 
media unit and said operator further having a function of the 
operator, these functions being such that the result of the 
application of the function of the operator to said operator key 
and to said multimedia unit identifier is equal to the result of 
the application of the function of the multimedia unit to said 
multimedia unit key and to said operator identifier, this result 
forming a pairing key between said multimedia unit and said 
operator. 
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PARING METHOD BETWEEN A 
MULTIMEDIA UNITANDAT LEAST ONE 

OPERATOR, MULTIMEDIA UNIT, 
OPERATOR AND PERSONALIZATION 

ENTITY FOR THE IMPLEMENTATION OF 
THIS METHOD 

TECHNICAL DOMAIN 

0001. The present disclosure relates to a pairing method 
between at least one operator and a multimedia unit, this 
pairing being aimed at protecting data transmitted by the 
operator to the multimedia unit. It also relates to an operator 
and a multimedia unit allowing the implementation of the 
method as well as a system formed by at least one Such 
operator and at least one such multimedia unit. It further 
relates to a personalization entity participating in the imple 
mentation of this method. 
0002 This disclosure applies in the first place to the con 
text of a transmission system of the “broadcast' type i.e. to a 
transmission mode in which content is transmitted to one or 
more multimedia units by means of a one-way communica 
tion channel. This kind of communication corresponds to the 
one currently used in a classic pay-TV system where data is 
transmitted by satellite, by radio waves or by cable networks 
without feedback channel, and where the multimedia units 
receive the information without possibility to interact with the 
transmitter or the operator. 
0003. The invention can be also applied to a multicast-type 
transmission system, and even a point-to-point transmission 
system (unicast). 
0004. According to one embodiment of the invention, the 
multimedia units may not have the possibility to transmit data 
or information to the operator, or on the contrary, the multi 
media units may be able to transmit certain data to the opera 
tor, in particular by means of a feedback channel. 
0005 More particularly, one aspect of the disclosure 
relates to a pairing method between a multimedia unit and at 
least one operator, the multimedia unit being intended to 
receive conditional access data from said operator, the mul 
timedia unit having a multimedia unit identifier, the operator 
having an operator identifier. 
0006 Another aspect of the disclosure relates to a multi 
media unit intended to be paired with at least one operator, 
this multimedia unit having a multimedia unit identifier. 
0007 Another aspect of the disclosure relates to an opera 
tor intended to be paired with at least one multimedia unit, 
this operator having an operator identifier. 
0008. The present disclosure also relates to a system for 
access to conditional access data. 
0009. This disclosure further relates to a personalization 
entity in charge of pairing at least one operator and at least one 
multimedia unit. 

PRIOR ART 

0010. As it is well known, many operators are currently in 
charge of distributing conditional access content or protected 
content made available to users by means of multimedia units. 
Each user can have several receivers or multimedia units such 
as Smartphones, tablets, laptops or TV receivers for example. 
The explosion in the number of receiver devices or multime 
dia units poses a certain number of problems to the operators. 
0011 Currently, in a transmission environment of the 
“broadcast' type, each multimedia unit is dedicated to a given 
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operator. This is known as vertical market. A multimedia unit 
is specifically personalized for this operator or paired with 
this operator and contains cryptographic means (algorithms, 
keys) specific to this operator. 
0012. The pairing between a multimedia unit and a spe 
cific operator takes place in the following way. When a Sup 
plier of Conditional Access Systems (CAS) wishes to have 
multimedia units produced and secured, in the first place they 
make the electronic modules (chipsets) be produced. These 
electronic modules are personalized by the manufacturer by 
means of secret data which is provided by the conditional 
access system Supplier. 
0013 The conditional access system supplier makes elec 
tronic modules be produced which could be associated to an 
operator among a plurality of operators, and as the operator to 
which a specific electronic module will be finally associated 
is not known at the moment of the personalization of the 
electronic module, the conditional access system Supplier 
personalizes the modules with data which are specific to them 
and totally independent of the operators. 
0014. The pairing of the multimedia unit with the operator 
can be made in two different ways: either at the production of 
the multimedia unit, or during its initialisation by the final 
USC. 

0015. In the first case, once the electronic modules are 
personalized, they are transmitted to the manufacturer of 
multimedia units for being integrated into their units. At this 
stage, each multimedia unit will be associated to a specific 
operator so that it will be able to treat only information com 
ing from this operator. For this purpose, the manufacturer of 
multimedia units has to personalize each multimedia unit 
according to the intended operator. In other words, the mul 
timedia unit and the operator have to be paired. 
0016. In order to do this, the supplier of the conditional 
access system has to deliver data specific to the operator, in 
particular unique and global keys of this operator, for all the 
multimedia units intended to the concerned operator, in order 
to allow the operator to Subsequently send data and content to 
these multimedia units in a secure way. This implies deliver 
ing, to the manufacturer of multimedia units, all the “operator 
data encrypted for each of the electronic modules, which 
represents huge quantities of data. Alternatively, it is possible 
to Supply an autonomous unit Such as a security hardware 
module known under the name Hardware Security Module 
HSM, which can produce the data on the fly. This option has 
the drawback of exposing the algorithms and the keys of the 
conditional access system supplier if the security of the hard 
ware security module is compromised. 
0017. In order to reduce the quantity of data to be trans 
mitted during the personalization of the multimedia units, it 
would be advantageous to be able to produce these multime 
dia units without Secret data of an operator and allow an 
operator to personalize the multimedia units remotely by 
using for example the transmission channel which is gener 
ally available to them. 
0018. In the second case, i.e. if the multimedia unit is 
paired with the operator during initialisation of the multime 
dia unit at the final user premises, the operator is the one 
carrying out the personalization of the multimedia units 
through its transmission system. In order to do this, the opera 
tor has to know the secret data which allows the personaliza 
tion of the multimedia units in the same way as the manufac 
turer of multimedia units in the previous case, which poses 
two problems to the Supplier of the conditional access system: 
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0019 on the one hand, the supplier has to deliver to the 
operator a huge quantity of data, as they used to with the 
manufacturer of the multimedia units; 

0020 on the other hand, they have to ensure that only 
the multimedia units bought by a specific operator work 
at this specific operator and that no other operator can 
use them. 

0021. The latter point is assured by the manufacturer in the 
conventional multimedia units, as it is the manufacturer who 
sells the units already personalized to the operator. A multi 
media unit can only contain the data of one single operator 
and has to leave the manufacturer for being delivered to the 
chosen operator, this multimedia unit being paired only with 
this given operator. 
0022. From the moment when the multimedia unit is no 
longer paired in a specific way with a determined operator 
before being placed on the market, all the operators can per 
Sonalize all the multimedia units produced. This entails a risk 
of theft, as stolen multimedia units can be also used by any 
other operator. 
0023. In order to obviate this risk, the conditional access 
system supplier has to transmit the personalization secret data 
to a given operator only for the units this operator has effec 
tively bought from said manufacturer. This implies to list 
individually each unit produced for a given operator. This 
poses the problem to trace exactly the delivery of multimedia 
units and imposes delays. Indeed, when a multimedia unit is 
delivered to an operator, the latter orders keys from the con 
ditional access system Supplier who delivers them to the 
operator. This can involve a waiting time of several days 
between the moment when the multimedia units are delivered 
and the moment when the related keys are at the operator and 
are operational in order to allow the use of the multimedia 
units. This also forbids the use of a hardware security module 
(HSM) which would be able to address all the multimedia 
units. 

0024. In a horizontal market, the user buys a multimedia 
unit and calls an operator to activate this unit. It is not accept 
able that the user should wait several days for activating the 
multimedia unit due to the time of delivery of the keys relating 
to the operator by the conditional access system Supplier. 
Therefore it is necessary that all the necessary keys be deliv 
ered beforehand to the operator. This represents a huge quan 
tity of key as all the keys of all electronic modules produced 
are needed, and not only the keys of the multimedia units 
produced for this operator, as any multimedia unit could 
potentially be used with this operator. Alternatively, a hard 
ware security module (HSM) dedicated to the operator can be 
used for generating the keys based on the identifier of the 
multimedia unit. 

0025 Moreover, it is important that the conditional access 
system supplier forbids an operator to be able to “attack” 
another operator. According to a preferred embodiment, the 
means available to an operator do not allow to intervene on 
another operator, even if the operator is capable of compro 
mising the equipment of the conditional access system Sup 
plier installed at their home. 
0026. In the case when we use keys by the conditional 
access system Supplier to the operator, this conditional access 
system supplier can make Sure that the delivered keys are 
different for each operator and that it is not possible to find the 
keys for another operator from the one received for this opera 
tOr. 
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(0027. If a hardware security module (HSM) is used for 
generating keys from the identifier of the multimedia units, 
this hardware module contains an operator identifier to gen 
erate different keys for each operator. The algorithm of gen 
eration of these keys is an essential Secret for the conditional 
access system Supplier. If the hardware security module is 
compromised and the generation algorithm of keys is 
unveiled, it becomes possible for a given operator to know 
and use the keys of all operators and of all the multimedia 
units. 
0028. One aspect of the present disclosure intends to solve 
the above mentioned problems by offering a method which 
allows a conditional access system Supplier to produce 
generic multimedia units, i.e. not initially connected to a 
particular operator, and allowing an operator to personalize 
these multimedia units remotely. This method according to 
the present disclosure further allows ensuring security 
between operators, namely the knowledge which could be 
acquired at an operator does not give information concerning 
another operator. 
0029. This method allows to securely attribute a different 
key to each combination of multimedia unit and operator by 
exchanging only public identifiers. 

DESCRIPTION OF THE INVENTION 

0030. In the frame of the present disclosure, it is proposed 
a pairing method between a multimedia unit and at least one 
operator, this method being Such as defined in the preamble 
and characterized in that: 

0031 the multimedia unit receives a multimedia unit 
key formed by applying a first secure cryptographically 
function on a combination of a personalization key and 
the multimedia unit identifier; 

0.032 the operator receives an operator key formed by 
applying a secure second cryptographically function on 
a combination of said personalization key and the opera 
tor identifier; 

said multimedia unit further having a multimedia unit func 
tion and said operator further having an operator function, 
these functions being such that the result of the application of 
the operator function to said operator key and to said multi 
media unit identifier is equal to the result of the application of 
the multimedia unit function to said multimedia unit key and 
to said operator identifier, this result forming a pairing key 
between said multimedia unit and said operator. 
0033 According to the present disclosure, it is proposed a 
multimedia unit Such as defined in the preamble and charac 
terized in that, it is configured to: 

0034 generate a multimedia unit key generated by 
applying a first secure cryptographically function to a 
personalization key and to the multimedia unit identi 
fier; 

0035 apply a multimedia unit function calculated with 
said multimedia unit key and to an identifier of said 
operator, the result of the calculation if this multimedia 
unit function with said multimedia unit key and to the 
identifier of said operator resulting in a pairing key 
between said multimedia unit and said operator. 

0036. According to the present disclosure, it is proposed 
an operator as defined in the preamble and characterized in 
that: 

0037 forming an operator key by applying a second 
cryptographically secure function to a personalization 
key and to the operator identifier; 
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0038 calculating, based on an operator function, with a 
calculation module, said operator function being applied 
to said operator key and to an identifier of said at least 
one multimedia unit with which said operator is 
intended to be paired, the application of this operator 
function to said operator key and to the identifier of said 
at least one multimedia unit with which said operator is 
intended to be paired resulting in a pairing key between 
said multimedia unit and said operator. 

0039. According to the present disclosure, it is proposed a 
system for accessing conditional access data, characterized in 
that said data is transmitted to at least one multimedia unit by 
at least one operator to which said multimedia unit is to be 
paired with, the multimedia unit having a multimedia unit 
identifier, the operator having an operator identifier, the sys 
tem being characterized in that: 

0040 the multimedia unit has a multimedia unit key 
formed by applying a first cryptographically secure 
function to a personalization key and to the multimedia 
unit identifier; 

0041 the operator has an operator key formed by apply 
ing a second cryptographically secure function to said 
personalization key and to the operator identifier, 

said multimedia unit further has a multimedia unit function 
and said operator further has an operator function, these mul 
timedia unit and operator functions being such that the result 
of the application of the operator function to said operator key 
and to said multimedia unit identifier is equal to the result of 
the application of the multimedia unit function (f2) to said 
multimedia unit key and to said operator identifier, this result 
forming a pairing key between said multimedia unit and said 
operator. 
0042. According to the present disclosure, it is proposed a 
personalization entity in charge of pairing at least one opera 
tor and at least one multimedia unit, characterized in that this 
personalization entity has a personalization key, an identifier 
of said multimedia unit to be paired, an identifier of said 
operator to be paired, a first cryptographically secure function 
and a second cryptographically secure function, and calcula 
tion means arranged for calculating a multimedia unit key by 
applying said first cryptographically secure function to said 
personalization key and to said multimedia unit identifier, and 
for calculating an operator key by applying said second cryp 
tographically secure function to said personalization key and 
to said operator identifier. 
0043. The present disclosure can be used in a configura 
tion in which the multimedia unit has no feedback channel or 
automatic communication means allowing the transmission 
of information towards the operator. In this case, it is possible 
to communicate the multimedia unit identifier by phone. In 
this configuration, it is preferable that the multimedia unit 
identifier can be easily transmitted by phone by a user to a call 
centre of the operator. 
0044 According to an embodiment, the identifier of the 
multimedia unit can be communicated to the operator by 
different channels, for example by e-mail, by introduction on 
a dedicated website of the operator, by communication with a 
communication device such as a mobile phone, a touchpad, . 
... According to an embodiment, the identifier is locally read 
by reading with or without contact by a communication 
device Such as a mobile phone, then transmitted by a network 
such as a GSM network. The identifier can in particular be in 
the form of alphanumeric character string, in the form of bar 
code, or QR code. 

Aug. 18, 2016 

0045. The operator receives, from the conditional access 
system Supplier, a unique operator identifier and a specific 
operator key related to this identifier. The calculation method 
of the specific key of the operator uses secret data that only the 
conditional access system Supplier possesses. Likewise, dur 
ing the personalization of the electronic module of the mul 
timedia device, the multimedia unit receives from the condi 
tional access system Supplier, a unique multimedia unit 
identifier and a specific key connected to this multimedia unit 
identifier. The calculation method of the specific key of the 
multimedia unit also uses secret data that only the conditional 
access system Supplier possesses. 
0046 When the identifier of the multimedia unit is trans 
mitted to the operator with which this multimedia unit has to 
be paired with, this operator can calculate a pairing key. 
0047. Symmetrically, when the multimedia unit receives 
the identifier of the operator it has to be paired with, this 
multimedia unit can calculate the same pairing key. More 
over, the pairing key obtained is unique for the couple multi 
media unit—operator. It is to be noted that a multimedia unit 
using a single key can thus share a unique key with any 
operator and vice versa. 
0048. In order to realize a pairing in a satisfying way it is 
important that at least certain of the functions used during the 
calculation of the pairing key be cryptographically secure, 
failing which the pairing will be not very secure. The expres 
sion'cryptographically secure” means here that if the pairing 
key is formed by an operation or function applied to a per 
Sonalization key and to an identifier, the knowledge of the 
identifier and of the result of the combination does not allow 
to easily deducing the personalization key, or the result of the 
combination for another identifier. 
0049. The secure cryptographic encryption functions 
known under the acronyms DES or AES meet this definition 
of "cryptographically secure', but they do not allow generat 
ing the same pairing key at the operator and in the multimedia 
unit. 
0050. The method according to one of the aspects of the 
invention allows to attribute different and independent keys to 
each operator. In this way, the security of an operator is 
independent of the security of the other operators and com 
promising a key of one operator has no effect on the security 
of the other operators. 
0051. According to the method of the invention, it is pos 
sible to pair several operators with the same multimedia unit 
without jeopardizing the security related with an operator 
because of the pairing with another or more of the other 
operators. In order to realize this multiple pairing, it is suffi 
cient to apply the method for each different operator con 
cerned. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0052. This invention and its advantages will be better 
understood with reference to the annexed figures and to the 
detailed description of a particular embodiment, in which: 
0053 FIG. 1 represents the system according to this inven 
tion; 
0054 FIG. 2 shows, in the form of block diagram, an 
encryption method according to one aspect of the invention; 
and 
0055 FIG. 3 is a block diagram representing the decryp 
tion method according to one aspect of the present invention, 
0056 FIG. 4 illustrates a multimedia unit to execute the 
present method. 
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WAYS OF REALISING THE INVENTION 

0057 FIG. 1 represents the different entities used within 
the context of the present disclosure and for the implementa 
tion of the method according to this disclosure. 
0058. In the particular example disclosed, three different 
operators have been represented. These operators are indi 
cated respectively as Op. Op, and Ops. Three multimedia 
units have also been represented and carry the references 
STB, STB, and STB. All these multimedia units and all the 
operators are connected to a personalization entity P. 
0059. The personalization entity P has a secret personal 
ization key N which is not transmitted to any other entity. This 
personalization entity further has a list of identifiers corre 
sponding on the one hand to an identifier O specific to each 
operator Op and on the other hand, to an identifier U, spe 
cific to each STB multimedia unit. 
0060. The identifier specific to each multimedia unit, indi 
cated U can be introduced into these multimedia units 
during their personalization by the manufacturer of electronic 
modules (Chipset). In a similar way, each operator has a 
specific identifier, indicated with Or, which is transmitted to 
them by the personalization entity. This personalization entity 
has calculation means allowing it to process the operator 
identifier Oas explained below, in order to allow this opera 
tor to transfer conditional access content to a multimedia unit 
managed by this personalization entity. 
0061. It should be noted that the personalization of a mul 
timedia unit is done independently of the operator or opera 
tors this multimedia unit communicates with. In most cases, 
the personalization is made before knowing which operator 
this multimedia unit will be associated to. According to the 
invention, it is possible to associate a multimedia unit simul 
taneously with several operators. 
0062. During the personalization of a multimedia unit, the 
calculation means of the personalization entity P calculates a 
multimedia unit key KU, this key being obtained by apply 
ing a first cryptographically secure mathematical function, 
noted f, to the personalization key N and to the multimedia 
unit identifier U. We have KU f (N.U.) or for example 
KU—f (N, U) for the multimedia unit STB having U as 
identifier. The key thus obtained is transmitted to the con 
cerned multimedia unit. This transmission is done in principle 
during the personalization, i.e. when the couple (UKU) 
is stored in the multimedia unit, but it could also be made 
Subsequently, for example by transmission in a protected 
message. When the couple (U.KU) is stored in the mul 
timedia unit during the personalization, it is easy for the 
personalization entity to Supply beforehand a long list of 
couples (UKU) to the manufacturer of multimedia units. 
0063. The mathematical function used for forming the 
multimedia unit key KU from the identifier U of this 
multimedia unit and from the personalization key N or said 
first mathematical function f, preferably has particular prop 
erties. These properties are such that: 

0064 the knowledge of the multimedia unit key (KU) 
and the multimedia unit identifier (U) does not allow 
to calculate the personalization key (N): 

0065 the knowledge of a first multimedia unit key 
(KU) calculated for a multimedia unit having a first 
multimedia unit identifier (U) does not allow to calcu 
late a second multimedia unit key (KU) for a multi 
media unit having a second multimedia unit identifier 
(U) different from said first multimedia unit identifier 
(Urd): 
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0.066 the knowledge of the multimedia unit identifier 
(U) without knowing the personalization key (N) does 
not allow to calculate the multimedia unit key (KU). 

0067. With these properties, it is possible to make the 
identifier U of the multimedia unit public without risking to 
compromise the key of this multimedia unit KU and/or the 
personalization key N. 
0068. The personalization entity Palso has the identifier of 
the operators this entity cooperates with. This identifier O, 
can be public. The personalization entity P calculates an 
operator key KO, by applying a second mathematical func 
tion, noted g, cryptographically secure, to the personaliza 
tion key N and to the operator identifier O, Thus we have 
KO, g (N, O, ) or for example for the operator Op. 
KOg (N, O). This function g has the same properties as 
the function f, namely that: 

0069 the knowledge of the operator key (KO) and of 
the operator identifier (O) does not allow to calculate 
the personalization key (N): 

0070 the knowledge of a first operator key (KO) cal 
culated for an operator having a first operator identifier 
(O) does not allow to calculate a second operator key 
(KO) for an operator having a second operator iden 
tifier (O.) different from said first operator identifier 
(O); 

(0071 the knowledge of the operator identifier (O) 
without knowing the personalization key (N) does not 
allow to calculate the operator key (KO). 

0072 These properties correspond to the characteristic 
"cryptographically secure'. 
0073. The operator keys KO, calculated by the personal 
ization entity are then delivered to the concerned operators in 
a confidential way. At this stage each operator has their iden 
tifier O and their operator key KO, calculated and trans 
mitted by the personalization entity P. 
0074 Finally, for the multimedia unit and the operator to 
be able to communicate in a secure way, they must be able to 
deduce a common key from confidential information they 
have and from the public information of the other entity. 
0075 Thus, the operator should be able to calculate a 
unique key Kot, called pairing key. This pairing key is 
calculated by applying a cryptographically secure operator 
function g to the operator key KO, and to the multimedia 
unit identifier U, this operator has to be paired with. Thus we 
have Koga (KO, Ulo) or for example for the operator 
Op, and the multimedia unit U, Korg (KO, U). This 
operator function g has the same properties as the first func 
tion f. More precisely, the cryptographically secure operator 
function g is such that: 

I0076) the knowledge of the pairing key (Kot) and of 
the multimedia unit identifier (U) does not allow to 
calculate the operator key (KO); 

10077 the knowledge of a first pairing key (Kot) 
calculated for a multimedia unit having a first multime 
dia unit identifier (U) and an operator having a first 
operator key KO does not allow to calculate a second 
pairing key (Kot) for a multimedia unit having a 
second multimedia unit identifier (U) different from 
said first multimedia unit identifier (U) and/or an 
operator having a second operator key KO, different 
from said first operator key KO. 

0078 the knowledge of the multimedia unit identifier 
(U) without knowing the operator key (KO) does not 
allow to calculate the pairing key (Kot) 
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0079 the knowledge of said operator key KO, without 
knowing the multimedia unit identifier U does not 
allow to calculate the pairing key (Kot). 

0080. These properties correspond to the characteristic 
"cryptographically secure'. 
0081 Symmetrically, it is necessary that the multimedia 
unit be able to calculate the same unique key Kot, by 
applying a cryptographically secure multimedia unit function 
f, to its key KU, and to the identifier of the operator O, it has 
to be paired with. Thus we have Korf, (KUno, O,t) or 
for example for the operator Op and the multimedia unit U, 
Koff, (KUI.O.). This multimedia unit function f, has the 
same properties as the operator function g. More precisely, 
the function of the multimedia unit f is such that: 

I0082 the knowledge of the pairing key (Kot) and of 
the operator identifier (O) does not allow to calculate 
the key of the multimedia unit (KU); 

I0083) the knowledge of a first pairing key (Kot) 
calculated for an operator having a first operator identi 
fier (O) and a multimedia unit having a first multime 
dia unit key KU does not allow to calculate a second 
pairing key Ko, for an operator having a second 
operator identifier (O) different from said first opera 
tor identifier (O) and/or a multimedia unit having a 
second multimedia unit key KU different from said 
first multimedia unit key: 

I0084 the knowledge of the operator identifier (O) 
without knowing the multimedia unit key (KU) does 
not allow to calculate the pairing key (Kot): 

I0085 the knowledge of the multimedia unit key KU 
without knowing the operator identifier O. does not 
allow to calculate the pairing key (Kot). 

I0086. These properties correspond to the characteristic 
"cryptographically secure'. 
0087. The mathematical functions used in the present 
invention should meet the following condition, expressed in 
mathematical form: 

where f is said first cryptographically secure function; g is 
said second cryptographically secure function; f, is said mul 
timedia unit function, g is said operator function, and A, B, 
and C are entry variables of these functions. 
0088 Using the references used in the present disclosure, 

this condition means that: 

If this condition is met, we will have: 
Koid-Up 32 (KOp. Up)-gig1 (NOD);Upff. If (N, 

Up); Otto. f(KOrp. Ord)-KoD-UD 

0089. When a user wishes to be able to receive conditional 
access content from a given operator, the multimedia unit of 
this user and this operator have to be paired. To this aim, the 
user transmits the identifier U of their multimedia unit to the 
operator. Generally, when the invention is implemented in a 
broadcast type communication system, there is no automatic 
communication channel or feedback channel from the multi 
media unit towards the operator. The transmission of the 
multimedia unit identifier to the operator is thus made by the 
user. This transmission can be made for example by tele 
phone, the user indicating an identifier which can be printed 
on a physical Support such as the multimedia unit, a sepa 
rately delivered printed document or a smart card for 
example. As previously indicated, the transmission of the 
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multimedia unit identifier can be also made by other means, 
and in particular by a feedback channel if a feedback channel 
is available. 
0090. When the identifier of the multimedia unit is trans 
mitted to the operator, the latter can calculate the pairing key 
Kot defined by the previously described method. The 
operator can thus send, by the broadcast channel, its identifier 
Orin order to allow the multimedia unit to calculate the same 
pairing key Kot. This pairing key can then be used for 
encrypting the messages and sending them to the multimedia 
unit, so that only this multimedia unit be able to decrypt them. 
0091. According to a first embodiment, the pairing key can 
be used for encrypting the messages containing rights, such as 
management messages EMM (Entitlement Management 
Message) or a transmission key. In order to reduce the expo 
Sure of the pairing key, according to another embodiment, the 
pairing key is used to transmit in a secure manner, a master 
key, the latter being used to encrypt the messages containing 
rights, such as management messages EMM (Entitlement 
Management Message) or a transmission key. This reduces 
the occurrence of using the pairing key. 
0092 Knowing the identifiers U, of all the multimedia 
units to which the operator wants to send content, it is suffi 
cient now that the operator conventionally distribute content 
keys as well as rights in order to allow these units to decrypt 
the conditional access data transmitted on the operators 
channel. The way to manage the conditional access is known 
from the state of the art and is not described later on. 
I0093. In the example illustrated in FIG. 1, the operator 
having the identifier O has the identifiers U and U2 which 
correspond respectively to the multimedia units STB and 
STB to which this operator can send content keys and con 
ditional access data. The operator having the operator identi 
fier O. knows the identifier U of the multimedia unit STB to 
which it can send content keys and conditional access data 
and the operator having the operator identifier Os knows the 
identifiers U and U of the multimedia units STB and STB 
to which this operator Ops can send content keys and condi 
tional access data. 
0094. These multimedia unit identifiers can be public and 
their knowledge does not give any information to a person 
desiring to test the security of the system, by way of the 
properties of the cryptographic functions allowing the calcu 
lation of the keys. 
0095. In a similar way, the multimedia unit having the 
identifier U knows the identifiers O and O of the operators 
from which it can obtain conditional access data; the multi 
media unit STB having the identifier U knows the identifier 
O of the operator from which this unit can obtain conditional 
access data and the multimedia unit having the identifier U. 
has the identifiers O and O. of the operators from which this 
unit can obtain conditional access data. 
0096. In this case as well, the operator identifiers do not 
constitute sensitive information and the transmission of these 
identifiers to the concerned multimedia units can be done in 
an unencrypted or encrypted way, without great attention 
being necessary to the encryption process used. 
0097. Once the operators have received the identifiers U, 
of the multimedia units they have to be paired with, they 
calculate the respective pairing keys Kot, by applying the 
operator function g to the couple “operator key KO-mul 
timedia unit identifier U. 
0098. In a symmetrical way, once the multimedia units 
have received the identifiers O, of the operators they have to 
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be paired with, they calculate the respective pairing keys 
op-Up by applying the multimedia unit function g to the 

couple “Multimedia unit key KU, operator identifier 
Ot. 
0099 All the couples operator-multimedia unit thus have a 
key which is specific to each couple and is common to the two 
elements of the couple. 
0100. The pairing key calculated between a given operator 
and a given multimedia unit could be directly used to encrypt 
content to be transmitted from the operator to the related 
multimedia unit. In practice, this is however not generally 
done. In the context of a broadcast-type transmission, the 
content is encrypted by control words which are identical for 
a set of multimedia units. As the pairing key is different for 
each couple operator-multimedia unit, it cannot be used for 
encrypting contents in an identical way for several multime 
dia units. 
0101. In practice, in a broadcast-type transmission mode 
and as shown in FIG. 2, conditional access data CT is 
encrypted by means of control words CW, independently of 
the multimedia units to which this data is intended. This 
encrypted data is then transmitted in Such a way that at least 
the multimedia units to which this data is intended may 
receive them. 
0102 The control words are in turn encrypted by a trans 
mission key KT and transmitted at least to the concerned 
multimedia units. Finally, the transmission key is encrypted 
by means of a key specific to each multimedia unit and more 
specifically, to each couple operator—multimedia unit. This 
key can be the pairing key between the operator and the 
multimedia unit or a key derived from this pairing key. 
0103) The decryption is shown in FIG. 3. A multimedia 
unit receives conditional access data CT encrypted by control 
words CW, messages containing at least one control word and 
encrypted by a transmission key KT and messages containing 
at least one transmission key and encrypted by a key specific 
to the couple operator—multimedia unit. The latter key can 
be the pairing key or a key derived from it. 
0104. To access the conditional access data in clear, the 
multimedia unit calculates, by calculation means of this mul 
timedia unit, the pairing key by means of the multimedia unit 
function KU and the operator identifier O. This pairing key 
allows access to the transmission key KT, which allows to 
obtain the control words CW. These control words CW can 
then be used for decrypting the conditional access data. 
0105. In a point-to-point transmission mode for example, 
the pairing key or a key derived from it could be used for 
directly encrypting contents. 
0106. As previously indicated, the functions used within 
the context of the invention meet the following conditions: 

01.07 If U and KU f(N: U) are known, it is not 
possible to calculate N 

0.108 If O and KO. g. (ON) are known, it is not 
possible to calculate N 

0109 Regardless of the number of known couples (U: 
g (N, O,)) and (O., f(N.U.)), it is difficult to calcu 
late KU (respectively KO) for a different Ur (resp. 
O) 

0110 ga(g (N, O, ); Uri)=f(f(N.U.); O.) 
0111. Among the mathematic functions which fulfil these 
conditions, there is in particular a modular exponentiation 
function. Such a function can be expressed in the following 
way: 
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where a and b are the entry variables of the function, h is a 
cryptographic hash function and m is the product of two large 
prime numbers p and q. 
0112 Such an exponentiation function can be used for 
calculating the operator key KO from the personalization 
key N and the operator identifier O. We have: 

KOg(NO)=N(OID mod n, 

0113. It should be noted that the numberm is known by the 
multimedia units as well as by the operators. However, they 
do not have to know p and q. 
0114. A similar function can be used for calculating the 
multimedia unit key KU from the personalization key Nand 
the multimedia unit identifier U. We have: 

KU f(N.U.)=ND modm 
where the value of mused in this formula is identical to the 
value of m as defined above. 
0115 Generally, we may use 

f(a,b)=f(a,b)=g (a,b)=g(a,b)=a''modm 

0116. It can be shown that when using such a modular 
exponentiation, we will have 

g(KOU)=KO, modm 

(0117. By replacing KO by g(N:O)-N' mod m, we 
have: 

g(KOU)=KOF(Dmod m=|NDmodmft) 
modm 

0118 
f,(KUO)=KUDmodm 

(0119) By replacing KU by f(N:U)-N' mod m we 
have: 

In a similar way, 

f(KUO)=KUDmod m=|Nimod mF(D 
modm 

0.120. As N'imod m'i mod m=N'') mod m 
(o''mod m we have: 

I0121 More generally, the mathematical functions which 
can be used to reach the desired result are the so-called quasi 
commutative functions. The functions f and g are called 
quasi-commutative if: 

where means equal almost everywhere or in other words, 
equal except for a finite number of values. 
0.122 The pairing method according to the invention 
allows to paira multimedia unit with one or more operators by 
exchanging only public data among each other. This method 
allows to calculate a pairing key both in the multimedia unit 
and at the operator. The knowledge of the secrets of an opera 
tor has no influence on the security of the other operators. 
I0123. In this way, the number of multimedia units with 
which an operator can communicate is practically unlimited 
and the generation of the keys is done in an efficient way, with 
no need to transmit a large number of unnecessary keys or 
with no need to wait for a long time before the multimedia 
unit works. 
0.124 For the purpose of executing the present disclosure, 
the multimedia unit STB, and more generally a computing 
device 200 is illustrated in the FIG. 4. 
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0.125 FIG. 4 is a block diagram illustrating an example of 
a multimedia unit that may implement one or more tech 
niques of this disclosure. Multimedia unit 200 is an example 
of a multimedia unit that may be configured to transmit data 
to and receive data from a communications network, allow a 
user to access multimedia content, and execute one or more 
applications. Multimedia unit 200 may include or be part of a 
stationary multimedia unit (e.g., a desktop computer, a tele 
vision, a set-top box, a gaming console, a dedicated multime 
dia streaming device, a digital video recorder, etc.), a portable 
multimedia unit (e.g., a mobile phone, a laptop, a personal 
data assistant (PDA), a tablet device, a portable gaming 
device, etc.) or another type of multimedia unit. In the 
example illustrated in FIG.4, multimedia unit 200 is config 
ured to receive data via a television network, Such as, for 
example, television network 106 or NT1 described above and 
send and receive datavia a data network, such as, for example, 
a public or local network 108 or LNT. It should be noted that 
in other examples, multimedia unit 200 may be configured to 
send and receive data through one of television network 106 
or local network 108. The techniques described herein may be 
utilized by devices configured to communicate using any and 
all combinations of communications networks. 

0126. As illustrated in FIG. 4, multimedia unit 200 
includes central processing unit(s) 202, System memory 204. 
system interface 210, modem 212, transport module 214, 
audio-video de-multiplexer (AV demux) 216, network inter 
face 218, storage device(s) 220, user interface(s) 222, audio 
decoder 224, audio processor 226, video decoder 228, graph 
ics processing unit 230, and display processor 232. 
0127. As illustrated in FIG. 4, system memory 204 
includes operating system 206, applications 208, and content 
selection application 209. Each of central processing units(s) 
202, system memory 204, system interface 210, modem 212, 
transport module 214, AV demux 216, network interface 218, 
storage device(s) 220, user interface(s) 222, audio decoder 
224, audio processor 226, video decoder 228, graphics pro 
cessing unit 230, and display processor 232 may be intercon 
nected (physically, communicatively, and/or operatively) for 
inter-component communications and may be implemented 
as any of a variety of Suitable circuitry, Such as one or more 
microprocessors, digital signal processors (DSPs), applica 
tion specific integrated circuits (ASICs), field programmable 
gate arrays (FPGAs), discrete logic, software, hardware, 
firmware or any combinations thereof. It should be noted that 
although example multimedia unit 200 is illustrated as having 
distinct functional blocks, such an illustration is for descrip 
tive purposes and does not limit multimedia unit 200 to a 
particular hardware architecture. Functions of multimedia 
unit 200 may be realized using any combination of hardware, 
firmware and/or Software implementations. In some 
examples, functionality of multimedia unit 200 may be 
implemented using one or more so-called systems on a chip 
(SOC). For example, multimedia unit 200 may include a 
set-top box including a SOC. One example of a commercially 
available SOC that may be included in a set-top box is the 
Broadcom(RBCM7252 Ultra HD SoC. Central processing 
unit(s) 202 may be configured to implement functionality 
and/or process instructions for execution in multimedia unit 
200. Central processing unit(s) 202 may be capable of retriev 
ing and processing instructions, code, and/or data structures 
for implementing one or more of the techniques described 
herein. Instructions may be stored on a computer readable 
medium, Such as system memory 204 or storage device(s) 
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220. Central processing unit(s) 202 may include multi-core 
central processing units. As described in detail below, the 
techniques described herein may be used to optimize CPU 
usage. For example, one or more background processing 
techniques may be used to reduce the delay (or lag) experi 
enced by a user interacting with one of the graphical user 
interfaces described below. 

I0128 System memory 204 may be described as a non 
transitory or tangible computer-readable storage medium. In 
Some examples, system memory 204 may provide temporary 
and/or long-term storage. In some examples, system memory 
204 or portions thereof may be described as non-volatile 
memory and in other examples portions of system memory 
204 may be described as volatile memory. Examples of vola 
tile memories include random access memories (RAM), 
dynamic random access memories (DRAM), and static ran 
dom access memories (SRAM). Examples of non-volatile 
memories include magnetic hard discs, optical discs, floppy 
discs, flash memories, or forms of electrically programmable 
memories (EPROM) or electrically erasable and program 
mable (EEPROM) memories. 
I0129. System memory 204 may be configured to store 
information that may be used by multimedia unit 200 during 
operation. System memory 204 may be used to store program 
instructions for execution by central processing unit(s) 202 
and may be used by Software or applications running on 
multimedia unit 200 to temporarily store information during 
program execution. For example, system memory 204 may 
store instructions associated with operating system 206, 
applications 208, and content selection application 209. Sys 
tem memory 204 may include one or more distinct memory 
devices, where each memory device may include a distinct 
type of memory interface. For example, system memory 204 
may include an internal hard disk or Solid state drive, a ran 
dom access memory module, an embedded MultiMediaCard 
(eMMC) memory device, and/or one or more caches (e.g., 
CPU caches and/or GPU caches). As described in detail 
below, images associated with a graphical user interface may 
be loaded from a portion of system memory 204 to another 
portion of system memory 204 in order to reduce the time 
required to render the images on a display based on received 
user inputs. For example, a Subset of images associated with 
a graphical user interface may be loaded into a cache based on 
user behavior. It should be noted that the techniques described 
herein may be generally applicable to any memory architec 
ture. 

0.130 Applications 208 and content selection application 
209 may include applications implemented within or 
executed by multimedia unit 200 and may be implemented or 
contained within, operable by, executed by, and/or be opera 
tively/communicatively coupled to components of multime 
dia unit 200. 
I0131) Applications 208 and content selection application 
209 may include instructions that may cause central process 
ing unit(s) 202 of multimedia unit 200 to perform particular 
functions. Applications 208 and content selection application 
209 may include algorithms which are expressed in computer 
programming statements, such as, for-loops, while-loops, if 
statements, do-loops, etc. Applications 208 and content selec 
tion application 209 may be distributed to multimedia unit 
200 through an application distribution site, for example, 
application distribution site 122. In one example, applications 
208 and content selection application 209 may cause multi 
media unit 200 to perform functions associated with the 
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example techniques described herein that enable a user to 
access items of content. Applications 208 and content selec 
tion application 209 may cause one or more graphical user 
interfaces to be presented that enable a user to provide data for 
use by an application. In one example, applications 208 may 
include one or more dedicated applications enabling a user to 
access a digital media service. It should be noted that as used 
herein a dedicated application enabling a user to access a 
digital media service may be high integrated with an appli 
cation or operating system of a multimedia unit. 
0132) For example, a set-top box supported by a cable 
television provider may enable a user to access items of 
content from a television service, an on demand media ser 
vice maintained by the cable television service provider, and/ 
or a third party media streaming service. In some cases, each 
distinct graphical user interface enabling a user to select items 
of content to access may be referred to as a dedicated appli 
cation, a source, and/or a portal. In one example, content 
selection application 209 may be provided to a multimedia 
unit and cause a multimedia unit to enable a user to select 
items of content according to one or more of the techniques 
described herein. 

0133. As described in detail below content selection appli 
cation 209 may operate in conjunction with an application 
running on a companion device. Such as a mobile device. 
0134. As further illustrated in FIG.4, applications 208 and 
content selection application 209 may execute in conjunction 
with operating system 206. That is, operating system 206 may 
be configured to facilitate the interaction of applications 208 
and content selection application 209 with central processing 
unit(s) 202, and other hardware components of multimedia 
unit 200. It should be noted that in some examples, compo 
nents of operating system 206 and components acting in 
conjunction with operating system 206 may be referred to as 
middleware. Further, in some examples, content selection 
application 209 may include an application programming 
interface (API). The techniques described herein may be uti 
lized by devices configured to operate using any and all com 
binations of software architectures. Operating system 206 
may be an operating system designed to be installed on lap 
tops, desktops, Smartphones, tablets, set-top boxes, digital 
Video recorders, televisions and/or gaming devices. In one 
example, operating system 206 may include one or more of 
operating systems or middleware components developed by 
OpenTV(R), Windows(R operating systems, Linux operation 
systems, Mac OSR), Android R operating systems, and any 
and all combinations thereof. 
0135 System interface 210 may be configured to enable 
communications between components of multimedia unit 
200. In one example, system interface 210 comprises struc 
tures that enable data to be transferred from one peer device to 
another peer device or to a storage medium. For example, 
system interface 210 may include a chipset Supporting Accel 
erated Graphics Port (AGP) based protocols, Peripheral 
Component Interconnect (PCI) bus based protocols, such as, 
for example, the PCI Express (PCIe) bus specification, which 
is maintained by the Peripheral Component InterconnectSpe 
cial Interest Group, or any other form of structure that may be 
used to interconnect peer devices. 
0.136 Storage device(s) 220 represent memory of multi 
media unit 200 that may be configured to store relatively 
larger amounts of information for relatively longer periods of 
time than system memory 204. For example, in the example 
where multimedia unit 200 is included as part of a digital 
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video recorder, storage device(s) 220 may include a hard disk 
drive configured to store numerous video files. Similar to 
system memory 204, Storage device(s) 220 may also include 
one or more non-transitory or tangible computer-readable 
storage media. Storage device(s) 220 may include internal 
and/or external memory devices and in some examples may 
include Volatile and non-volatile storage elements. 
0.137 User interface(s) 222 may include devices config 
ured to receive input from a user during operation of multi 
media unit 200. For example, user interface(s) 222 may 
include buttons and Switches, motion sensors (e.g., acceler 
ometers), touch-sensitive sensors, a track pad, a mouse, a 
keyboard, a microphone, a video camera, or any other type of 
device configured to receive user input. User interface(s) 222 
may be integrated into multimedia unit 200. For example, in 
the case where multimedia unit 200 includes a television, user 
interface(s) 222 may include push buttons located on the 
television. Further, user interface(s) 222 may be integrated 
into devices external to multimedia unit 200. For example, 
user interface(s) 222 may be integrated into a companion 
device. Such as, for example, companion device 300 and 
companion device 400 described in detail below. In some 
examples, an external device including user interfaces(s) 222 
may be operatively coupled to multimedia unit 200 using a 
standardized communication protocol. Such as for example, 
Universal Serial Bus protocol (USB), Bluetooth, ZigBee or a 
proprietary communications protocol. Such as, for example, a 
proprietary infrared communications protocol. It should be 
noted that techniques described herein may be generally 
applicable regardless of the type of device including a user 
interface and regardless of the manner in which the device 
communicates with multimedia unit 200. As described in 
detail below, user interface(s) 222 may include a display 
configured to display the graphical users interfaces described 
herein. For example, in the case where multimedia unit 200 
includes a television, a companion device (e.g., a Smartphone 
or a dedicated remote controller) in communication with a 
television may include a user interface including a touch 
sensitive display presenting a graphical user interface 
described herein. Further, as described in detail below, a user 
may provide commands to multimedia unit 200 by activating 
portions of a touch-sensitive display. 
0.138 Referring again to FIG. 4, multimedia unit 200 is 
configured to send and receive data via a local network, Such 
as, for example, television network 106 described above and 
send and receive data via a public network, such as, for 
example, public network 108. This network is used also to 
transmit and receive data from the mobile device. A commu 
nications network may be described based on a model includ 
ing layers that define communication properties, such as, for 
example, physical signaling, addressing, channel access con 
trol, packet properties, and data processing in a communica 
tions system. In the example illustrated in FIG. 4, modem 
212, transport module 214, and AV demux 216 may be con 
figured to perform lower layer processing associated with 
television network 106 and network interface 218 may be 
configured to perform lower layer processing associated with 
public network 108. 
0.139. Although embodiments of the present disclosure 
have been described with reference to specific example 
embodiments, it will be evident that various modifications 
and changes may be made to these embodiments without 
departing from the broader Scope of these embodiments. 
Accordingly, the specification and drawings are to be 
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regarded in an illustrative rather than a restrictive sense. The 
accompanying drawings that form a parthereof, show by way 
of illustration, and not of limitation, specific embodiments in 
which the subject matter may be practiced. The embodiments 
illustrated are described in sufficient detail to enable those 
skilled in the art to practice the teachings disclosed herein. 
Other embodiments may be utilized and derived there from, 
Such that structural and logical Substitutions and changes may 
be made without departing from the scope of this disclosure. 
This Detailed Description, therefore, is not to be taken in a 
limiting sense, and the scope of various embodiments is 
defined only by the appended claims, along with the full range 
of equivalents to which Such claims are entitled. 
0140. Such embodiments of the inventive subject matter 
may be referred to herein, individually and/or collectively, by 
the term “invention' merely for convenience and without 
intending to Voluntarily limit the scope of this application to 
any single inventive concept if more than one is in fact dis 
closed. Thus, although specific embodiments have been illus 
trated and described herein, it should be appreciated that any 
arrangement calculated to achieve the same purpose may be 
substituted for the specific embodiments shown. This disclo 
Sure is intended to cover any and all adaptations or variations 
of various embodiments. Combinations of the above embodi 
ments, and other embodiments not specifically described 
herein, will be apparent to those of skill in the art upon 
reviewing the above description. 

1. A method for pairing a multimedia unit and at least one 
operator, the multimedia unit being intended to receive con 
ditional access data from said operator, the multimedia unit 
having a multimedia unit identifier (U), the operator having 
an operator identifier, the method comprising: 

receiving by the multimedia unit, from a personalization 
entity, a multimedia unit key, the multimedia unit key 
being formed by applying, in said personalization entity, 
a first cryptographically secure function to a personal 
ization key and to the multimedia unit identifier; 

receiving by the operator, from said personalization entity, 
an operator key, the operator key being formed by apply 
ing, in said personalization entity, a second crypto 
graphically secure function to said personalization key 
and to the operator identifier; 
receiving, by the multimedia unit, an operator identifier; 
receiving, by the operator, a multimedia unit identifier, 
calculating, by the multimedia unit, a mathematical 

function of the multimedia unit using the operator 
identifier and the multimedia unit key as parameters, 
and using a result as a pairing key for decrypting 
communications from the operator; and 

calculating, by the operator, a mathematical function of 
the operator using the operator key and the multime 
dia unit identifier as parameters, and using a result as 
a pairing key for encrypting communications to the 
multimedia unit; 

wherein the mathematical function of the multimedia 
unit and the mathematical function of the operator are 
each a modular exponentiation function of the form: 

where a and b are the parameters of the function, H is a 
cryptographic hash function and m is the product of two large 
prime numbers p and q, and wherein the mathematical func 
tion of the multimedia unit and the mathematical function of 
the operator are such that a result of the application of the 
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operator function to said operator key and to said multimedia 
unit identifier is equal to the result of the application of the 
multimedia unit function to said multimedia unit key and to 
said operator identifier, thereby forming a pairing key 
between said multimedia unit and said operator. 

2. The pairing method according to claim 1, wherein said 
first function used for calculating the multimedia unit key 
from said personalization key and the multimedia unit iden 
tifier is equal to 

f(N: U)=NID mod m=KU 

where His a cryptographic hash function and m is the product 
of two large prime numbers. 

3. The pairing method according to claim 1, wherein said 
second function used for calculating the operator key from 
said personalization key and the operator identifier is equal to 

where H is a cryptographic hash function and m is the 
product of two large prime numbers. 

4. The pairing method according to claim 1, wherein said 
multimedia unit function used for calculating the pairing key 
from said multimedia unit key and the operator identifier is 
equal to 

J2(KUtp: O)=)KUP'mod m Kop-Up 

where H is a cryptographic hash function and m is the 
product of two large prime numbers. 

5. The pairing method according to claim 1, wherein said 
operator function used for calculating the pairing key from 
said operator key and the multimedia unit identifier is equal to 

g(KOU)=KO'D'mod m Kop-Up 

where H is a cryptographic hash function and m is the 
product of two large prime numbers. 

6. A multimedia unit intended to be paired with at least one 
operator, the multimedia unit having a multimedia unit iden 
tifier, the multimedia unit being characterized in that, it com 
prising: 

a memory configured to store a multimedia unit key formed 
by applying, in a personalization entity, a first crypto 
graphically secure function to a personalization key and 
to the multimedia unit identifier; and 

a processor configured to apply a mathematical function of 
the multimedia unit to said multimedia unit key and to an 
identifier of said operator, the application of the multi 
media unit mathematical function to said multimedia 
unit key and to the identifier of said operator giving a 
pairing key between said multimedia unit and said 
operator. 

7. The multimedia unit according to claim 6, wherein said 
mathematical function of the multimedia unit uses a modular 
exponentiation function Such that: 

where a and b are the parameters of the function, H is a 
cryptographic hash function and m is the product of two large 
prime numbers p and q. 

8. The multimedia unit according to claim 6, wherein said 
first cryptographically secure function used for calculating 
the multimedia unit key from said personalization key and the 
multimedia unit identifier is equal to 
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where H is a cryptographic hash function and m is the 
product of two large prime numbers. 

9. An operator device intended to be paired with at least one 
multimedia unit, the operator device having an operator iden 
tifier, the operator device comprising: 

a memory for storing an operator key formed by applying, 
in a personalization entity, a second cryptographically 
secure function to a personalization key and to the opera 
tor identifier; and 

a processor configured to apply a mathematical function of 
the operator to said operator key and to an identifier of 
said multimedia unit, the application of the mathemati 
cal function of the operator to said operator key and to 
the identifier of said one multimedia unit giving a pairing 
key between said multimedia unit and said operator. 

10. The operator device according to claim 9, wherein said 
mathematical function of the operator uses a modular expo 
nentiation function Such that: 

where a and b are the parameters of the function, H is a 
cryptographic hash function and m is the product of two 
large prime numbers p and q. 

11. The operator device according to claim 9, wherein said 
second cryptographically secure function used for calculating 
the operator key from said personalization key and the opera 
tor identifier is equal to 

where H is a cryptographic hash function and m is the 
product of two large prime numbers. 

12. A system for access to conditional access data, wherein 
said data are transmitted to at least one multimedia unit by at 
least one operator device with which said multimedia unit has 
to be paired, the multimedia unit having a multimedia unit 
identifier, the operator device having an operator identifier, 
the system comprising: 

the multimedia unit comprises a memory for storing a 
multimedia unit key formed by applying, in a personal 
ization entity, a first cryptographically secure function to 
a personalization key and to the multimedia unit identi 
fier; and 

the operator device comprises a memory for storing an 
operator key formed by applying, in a personalization 
entity, a second cryptographically secure function to 
said personalization key and to the operator identifier, 

said multimedia unit further comprises a processor config 
ured to calculate a mathematical function of the multi 
media unit and said operator further comprises a proces 
Sor configured to calculate a mathematical function of 
the operator, at least one of the functions among said first 
function, said second function, said operator function, 
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and said multimedia unit function using a modular expo 
nentiation function Such that: 

where a and b are the parameters of the function, H is a 
cryptographic hash function and m is the product of two 
large prime numbers p and q, the multimedia unit and 
operator functions being further such that the result of 
the application of the mathematical function of the 
operator to said operator key and to said multimedia unit 
identifier is equal to the result of the application of the 
mathematical function of the multimedia unit to said 
multimedia unit key and to said operator identifier, this 
result forming a pairing key between said multimedia 
unit and said operator. 

13. A personalization entity configured for pairing at least 
one operator and at least one multimedia unit, wherein the 
personalization entity has a memory for storing a personal 
ization key, an identifier of said multimedia unit to be paired 
and an identifier of said operator to be paired, and a processor 
configured to calculate a multimedia unit key by applying a 
first cryptographically secure function to said personalization 
key and to said multimedia unit identifier, and to calculate an 
operator key by applying a second cryptographically secure 
function to said personalization key and to said operator 
identifier. 

14. The personalization entity according to claim 13, 
wherein at least one of the functions between said first func 
tion and said second function, uses a modular exponentiation 
function such that: 

where a and b are the parameters of the function, H is a 
cryptographic hash function and m is the product of two 
large prime numbers p and q. 

15. The personalization entity according to claim 13, 
wherein said first function used for calculating the multime 
dia unit key from said personalization key and the identifier of 
the multimedia unit is equal to 

where H is a cryptographic hash function and m is the 
product of two large prime numbers. 

16. The personalization entity according to claim 13, 
wherein said second cryptographically secure function used 
for calculating the operator key from said personalization key 
and the identifier of the operator is equal to 

where H is a cryptographic hash function and m is the 
product of two large prime numbers. 
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