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DESCRIPTION

Failure Sensing Device of Vehicle Control System

Technical Field

The present invention relates to a vehicle control system, and particularly to a
failure sensing technique in a control system in which a plurality of control computers

are connected through a network.

Background Art

Recently, high-performance microprocessors have been developed, and a
computer unit (ECU (Electronic Control Unit)) inchiding many microprocessors has
been incorporated into a vehicle such as an automobile. The ECUSs are for pursuing
driving performance, safety, comfort, resource saving, energy saving and the like, and
they are incorporated into a vehicle for controlling its power train system, body system,
safety system, information system and the like.

There are ECUs respectively controlling an engine, a brake, a steering device, a
suspension, and a transmission as a vehicle motion system (an ECU may integrally
control part of or all of them), ECUs respectively controlling a power door, a power
seat, an air conditioner, and an illumination as a body system, ECUs respectively
controlling an air bag and collision sensor as a safety system, and ECUs respectively
controlling a car navigation device and car audio device as an information system. An
in-vehicle network has been employed for reducing the wire harnesses involved with an
increase in the number of ECUs.

In a vehicle control system constituted by ECUs connected to such an in-vehicle
network, a power train system ECU corresponding to a "running" operation that is the
basic operation of the vehicle, a brake system ECU corresponding to a "stop" operation,

and a steering system ECU corresponding to a "turning" operation are provided
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operable in a manner independent of each other. In addition to these basic control
units, a processing unit is applied such that the driving operation corresponding to the
vehicle environment, driving support for the driver, and vehicle dynamic motion control
can be conducted automatically in a parallel manner. These processing unit and basic
control units may be configured with an upper-lower level relationship, or without
constituting an upper-lower level hierarchy.

In such a vehicle control system, a failure occurring in one of many ECUs must
be accurately sensed, or various problems may be invited. Accordingly, a failure
detection program for detecting a failure in each part of a vehicle has been incorporated
into a vehicle in order to improve the reliability.  Specifically, it is for automatically
checking the operation status of a computer portion, sensors or the like by an
appropriate cycle, and storing diagcode or the like upon failure. Thus, a maintenance
man reads the diagcode or the like stored in the electronic control unit by connecting a
dedicated tool, and specifies the location of the failure.

Japanese Patent Laying-Open No. 2003-019931 (Document 1) discloses a failure
diagnosis system that permits appropriate determination of a problem caused by a
cooperative operation of a plurality of electronic control units connected through an in-
vehicle network, and an immediate specification of the location of a failure. The failure
diagnosis system includes a plurality of electronic control units connected through an in-
vehicle network and having a failure detection program for detecting a failure of a
vehicle in controlling a control targét, and a vehicle management device communicating
with the electronic control units through the in-vehicle network to perform a vehicle
fallure management. The vehicle management device includes: problem determination
means for determining an occurrence of a problem based on data of an electronic control
unit passed through the in-vehicle network; program obtain means for obtaining a test
diagnosis program prepared in advance corresponding to the problem when the
occurrence of the problem is determined by the problem determination means; failure

location specification means for executing the test diagnosis program obtained by the
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program obtain means, thereby causing a corresponding electronic control unit to
perform an addressing process, and thereby specifying the failure location based on
information transmitted from the electronic control unit; and information output means
for outputting failure information related to the failure based on a process result by the
failure location specification means.

According to the failure diagnosis system, since an occurrence of a problem is
determined based on data of an electronic control unit passed through a network, an
occurrence of a problem related to the cooperative operation among the electronic
control units can also be determined. Additionally, since a test diaghosis program
prepared in advance is used and the failure location is specified by causing the applicable
electronic control unit to transmit an internal variable in specific control, for example, it
is highly possible that the failure location is specified immediately.

On the other hand, according to the disclosure of Document 1, the vehicle
manager ECU monitors data of respective ECUs on the in-vehicle network and
determines a failure. In other words, it determines a problem related to the cooperative
control among the ECUs from failure detection result data by a failure detection
program executed at each ECU, and data exchanged among the ECUs through the
vehicle manager ECU. The vehicle manager ECU obtains a test diagnosis program
corresponding to the problem from a client server, executes the obtained test diagnosis
program thereby causes the corresponding ECU to perform an addressing process, and
specifies the failure location by causing the corresponding ECU to transmit an internal
variable in specific control or the like, for example. Therefore, the vehicle manager
ECU must be implemented with a function as an original vehicle management device in
addition to a function of monitoring numerous ECUs. Thus, the calculation load of the
vehicle manager ECU increases, and the ECU requires a computer that is highly reliable,
capable of high-speed calculation and with high performance. Such an ECU 1s
expensive, and therefore increases the costs. Furthermore, centralizing the functions to

the vehicle manager ECU, when there is a failure (including a failure due to high load, a
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failure due to a hardware trouble and the like) in the vehicle manager ECU, functions of
the power train system ECU corresponding to a "running" operation that is the basic
operation of the vehicle, the brake system ECU corresponding to a "stop" operation,
and the steering system ECU corresponding to a "turning" operation, which are

managed by the vehicle manager ECU, may be weakened.

Disclosure of the Invention

The present invention has been made to solve the problems described above, and
an object thereof is to provide a failure sensing device of a vehicle control system that
can, when sensing a failure occurriﬁg in a calculation unit (ECU) connected through a
network, accurately sense the failure without incurring undue load concentration.

A failure sensing device according to the present invention senses a failure tn a
vehicle control system including a control unit generating a control target based on an
operation request for controlling a running state of a vehicle by manipulating a
corresponding actuator using the generated control target, and a processing unit
connected to the control unit by a network, for generating and providing to the control
unit additional information to be used to modify the operation request or the control
target, as necessary, at the control unit. The failure sensing device is provided to the
control unit, and includes an output portion outputting information to the processing
unit, a receiving portion receiving a response corresponding to the information from the

processing unit, and a sensing portion sensing a failure in the processing unit based on

the information and the response.

According to the present invention, for example in a hierarchically configured
vehicle control system in which a processing unit is arranged in an upper hierarchy level
and a control unit is arranged in a lower hierarchy level and/or in a vehicle control
system in which a processing unit and a control unit are arranged not hierarchically but
in parallel, a failure in the processing unit can be sensed from the control unit. In the

vehicle control system, a processing unit with advanced functions for supporting driving
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of the driver and for controlling the dynamic state of the vehicle, a power train system
control unit corresponding to a "running" operation that 1s the basic operation of the
vehicle, a brake system control unit corresponding to a "stop" operation, and a steering
system control unit corresponding to a "turning" operation are provided. These
control units, which share functions so that respective control loads are small, sense a
fatlure in the processing unit. Thus, calculation load in the processing unit with
advanced functions can be suppressed. For example, in a case of a control system
having upper-lower hierarchy, since the failure sensing function is shared by a plurality
of control units of lower hierarchy level, calculation load in a processing unit of upper
hierarchy level can be suppressed. Further, it is also possible to prevent functions from
centralizing to the processing unit of upper hierarchy level, so that each control unit
execute control independently of the processing unit when there is a failure in the
processing unit of upper hierarchy level. As a result, a failure sensing device of a
vehicle control system that can, when sensing a failure occurring in a calculation unit
(processing unit) connected through a network, accurately sense the failure without
incurring undue load concentration can be provided. It noted that examples of the
processing unit may include a DSS (Driving Support System), a VDM (Vehicle
Dynamics Management) and the like.

Preferably, the information is input data for calculation at the processing unit,
and the receiving portion receives as a response a calculation result of the input data
substituted into a predetermined calculation formula at the processing unit.

According to the present invention, for example input data 1s output from the
control unit of lower hierarchy level to the processing unit of upper hierarchy level. A
calculation result of the input data substituted into a predetermined calculation formula
at the processing unit of upper hierarchy level is transmitted as a response from the
processing unit of upper hierarchy level to the control unit of lower hierarchy level.
When the received calculation result is not correct, the control unit of lower hierarchy

level can determine that there is a failure in the processing unit of upper hierarchy level.
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Further preferably, the control unit further includes a diagnosing portion
diagnosing a failure in itself

According to the present invention, for example, since the control unit of lower
hierarchy level senses a failure in itself, it can accurately sense a failure in the processing

5 unit of upper hierarchy level.
Further preferably, the control unit is configured by multiplexed calculating units.

According to the present invention, since the control unit of lower hierarchy
level 1s configured by multiplexed calculating units, the control unit itself is less likely to
be mvolved with a failure, and it can accurately sense a failure in the processing unit of

10 upper hierarchy level.

Further preferably, the control unit further includes a determining portion
determining interruption of control in which additional information from the processing
unit 1s reflected, when a failure of the processing unit is sensed by the sensing portion.

According to the present invention, for example, when there is a failure in the

15 processing unit of upper hierarchy level, the control unit of lower hierarchy level can be
switched to local control, whereby basic functions of the vehicle can be preserved.

Further preferably, the control unit is configured by a plurality of control units
controlling an operation of a vehicle, and the control unit further includes a sensing
portion sensing a failure in the processing unit based on a plurality of sensing results

20 from sensing portions included in the plurality of control units.

According to the present invention, for example, the power train system control
unit, brake system control unit and steering system control unit of lower hierarchy level
sense a failure in the processing unit of upper hierarchy level by respective sensing
means. Here, when at least half of the plurality of control units sense a failure in the

25 processing unit, it may be determined that there is a failure in the processing unit. Thus,
the reliability in determining a failure in a processing unit can be improved.

Further preferably, priorities as to failure sensing are assigned to the plurality of

control units.
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According to the present invention, for example, a control unit with smaller
control load, or with higher reliability, is given higher priority. Thus, when the sensing
means of that control unit senses a failure in the processing unit, this sensing of a failure
in the processing unit of upper hierarchy level can be confirmed. In other words, a
control unit with higher priority of failure diagnosis is given the right to eventually
confirm the failure determination.

Further preferably, control units with smaller control loads are given higher
priorities.

According to the present invention, for example, since a control unit with smaller
control load can tolerate greater increase in the load of sensing calculation by the
sensing means, it can accurately and immediately sense a failure in the processing unit.

Further preferably, units in the vehicle control system are hierarchically
configured, and the control unit is arranged hierarchically lower than the processing unit.

According to the present invention, a failure in the processing unit of upper

hierarchy level can be sensed from the control unit of lower hierarchy level.

Brief Description of the Drawings

Fig. 1 shows control blocks of a vehicle control system according to an
embodiment of the present invention.

Fig. 2 is a flowchart indicative of a control configuration of a failure sensing
process program executed by a power train control unit and a driving support control
unit of the control blocks shown 1n Fig. 1

Fig. 3 shows control blocks of a vehicle control system according to a

modification of an embodiment of the present invention.

Best Modes for Carrying Out the Invention
An embodiment of the present invention will be described hereinafter with

reference to the drawings. The same elements have the same reference characters
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allotted. Thetr label and function are also identical. Therefore, detailed description
thereof will not be repeated.

Fig. 1 shows a block diagram of a vehicle control system including a failure
sensing device according to an embodiment of the present invention. The vehicle
control system includes three basic control units of, for example a power train control
unit 100 as a power train system control unit, a steering control unit 110 as a steering
system control unit, and a brake control unit 120 as a brake system control unit, and a
vehicle motion control manager unit 200 and a driving support control unit 300 as
processing units.

As shown in Fig. 1, the control system has a control configuration that is
hierarchically structured, wherein driving support control unit 300 is arranged in an
upper hierarchy level, vehicle motion control manager unit 200 is arranged in a middle
hierarchy level, and power train control unit 100, steering control unit 110 and a brake
control unit 120 are arranged in a lower hierarchy level. A control instruction function
1s implemented from the upper hierarchy level toward the lower hierarchy level, and a
failure monitor function is implemented from the lower hierarchy level toward the upper
hierarchy level. The failure monitor function is a control unit of lower hierarchy level
executing a process of sensing whether or not a failure occurs in a processing unit of
upper hierarchy, at a predetermined sampling time.

At power train control unit 100 that is the power train system control unit, a
control target of the driving system corresponding to accelerator pedal manipulation is
generated using a driving basic driver model, based on the accelerator pedal
manipulation that is the sensed request of the driver, whereby an actuator is controlled.

At steering control unit 110 that is the steering system control unit, a control
target of the steering system corresponding to steering device manipulation is generated
using a steering basic driver model, based on the steering device manipulation that is the
sensed request of the driver, whereby an actuator is controlled.

At brake control unit 120 that is the brake system control unit, a control target
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of the brake system corresponding to brake pedal manipulation is generated using a
brake basic driver model, based on the brake pedal manipulation that is the sensed
request of the driver, whereby an actuator is controlled.

Examples of the processing units may be driving support control unit 300,
vehicle motion control manager unit 200 and the like.

Driving support control unit 300 generates information to be used at each
control unit based on the environmental information around the vehicle or information
related to the driver, and outputs control instruction to each control unit.

Specifically, driving support control unit 300 generates information representing

the degree of risk with respect to the vehicle operation property based on the frictional

resistance (1 value) of the road on which the vehicle is running, the outdoor temperature
and the like as the environmental information around the vehicle, and/or generates
information representing the degree of risk with respect to the manipulation of the driver
based on the fatigue level of the drfver upon shooting a picture of the driver.
Information representing the degree of risk is output to each control unit. Driving
support control unit 300 also generates information to implement an automatic cruise
function for the automatic drive of vehicle. The information to implement the
automatic cruise function is output to each control unit. Such information is processed
to be generalized at the driving support control unit so that the information can be used
at any of the control units.

Vehicle motion control manager unit 200 generates information to be used at
each control units to cause the vehicle to realize a predetermined behavior, and outputs
a control instruction to each control unit.

Specifically, vehicle motion control manager unit 200 generates and provides to

each control units information to be used at respective control units based on the current

dynamic state of the vehicle.

At each control unit, determination is made as to whether or not such

information input from the processing units (information other than the request of the

_ 0.
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driver) 1s to be reflected in the motion control of the vehicle, and to what extent, if to be
reflected. Furthermore, the control target is corrected, and/or information 1s
transmitted among respective control units. Since each control unit operates
autonomously, the actuator of the power train, the actuator of brake device and the
actuator of steering device are controlled eventually at respective control units based on
the eventual driving target, braking target and steering target calculated by the sensed
manipulation information of the driver, information input from the processing units, and
information transmitted among respective control units.

In a reverse direction relative to the above-described control instruction function
directed from the upper control hierarchy level toward the lower control hierarchy level,
the failure monitor function directed from the lower control hierarchy level toward the
upper control hierarchy level is implemented. In this failure monitor function, power
train control unit 100, steering control unit 110 and brake control unit 120 of lower
hierarchy level sense whether or not a failure occurs in driving support control unit 300
and/or vehicle motion control manéger unit 200 of upper hierarchy level. This failure
monitor function will be described referring to the flowchart of Fig. 2. In the following,
a case where power train control unit 100 monitors a failure of driving support control
unit 300 will be described. The present invention is not restricted to such a case, and it
1s applicable to any case where a unit of lower hierarchy level monitors a unit of upper
hierarchy level.

At step (hereinafter, step is referred to as S) 100, power train control unit 100
determines as to whether or not the vehicle 1s running.  If the vehicle 1s running (YES
at S100), then the process goes to S110. Otherwise (NO at S100), the process ends.

At S110, power train control unit 100 determines as to whether or not the
current time point is a failure monitor timing. If the current time point 1s a failure

monitor timing (YES at S110), the process goes to S120.  Otherwise (NO at S110),

the process ends.

At S120, power train control unit 100 transmits input data for failure monitor

- 10 -



10

15

20

20

CA 02544289 2006-04-28

WO 2005/068262 PCT/JP2005/000163

calculation to driving support control unit 300.

At S130, power train control unit 100 determines as to whether or not
calculation result data is received from driving support control unit 300. If the
calculation result data is received from driving support control unit 300 (YES at S130),
then the process goes to S150. Otherwise (NO at S130), the process goes to S140.

At S140, power train control unit 100 determines as to whether a predetermined
time period has elapsed from the transmission of the input data for failure monitor
calculation to driving support control unit 300. If a predetermined time period has
elapsed (YES at S140), then the process goes to S170. Otherwise (NO at S140), the

process goes back to S130, and calculation result data from driving support control unit

300 1s awaited.

At S150, power train control unit 100 determines as to whether or not the
calculation result received from driving support control unit 300 is normal. If the
calculation result received from driving support control unit 300 is normal (YES at
S150), then the process ends. Otherwise (NO at S150), the process goes to S160.

At S160, power train control unit 100 determines that there is a failure in driving
support control unit 300 (failure determination), and controls to interrupt a control
instruction.  In other words, a control instruction transmitted from driving support
control unit 300 to power train control unit 100 will not be reflected in control of the
power train. In other words, power train control unit 100 controls the vehicle
independently of driving support control unit 300. Thereafter, the process ends.

At S170, power train control unit 100 determines that there is a failure in

- communication, and perform a communication failure process. For example, in such a

case, as for a process in a waiting state for receiving a control instruction from driving
support control unit 300 in a control program of power train control unit 100, the
waiting state for reception of the control instruction is canceled and power train control
unit 100 controls the vehicle independently of driving support control unit 300,

At 8200, driving support control unit 300 determines as to whether or not input
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data 1s received from power train control unit 100. Ifinput data is received from
power train control unit 100 (YES at S200), then the process goes to S210.  Otherwise
(NO at S200), the process goes back to S200. |

At S210, driving support control unit 300 calculates a calculation result data
substituting the input data into a failure monitor calculation formula stored in advance,
using an internal calculation unit.

At S§220, driving support control unit 300 transmits the calculation result data to
power train control unit 100,

Now, an operation of the failure sensing device of a vehicle control system
according to the present embodiment based on the aforementioned structure and
flowchart will be described.

While the vehicle is running (YES at S100), at every failure monitor timing
(YES at S110), input data for failure monitor calculation is transmitted from power train
control umt 100 to driving support control unit 300 (S120). For example, this failure
monitor timing is set with intervals of several tens to several hundreds of milliseconds.

Driving support control unit 300 receives the input data, and calculates a
calculation result data substituting the input data into a failure monitor calculation
formula stored in advance, using an internal calculation unit (§210). The calculation
result data is transmitted from driving support control unit 300 to power train control
unit 100 (S220).

Betore a predetermined time period elapses from the transmission of the input
data for failure monitor calculation to driving support control unit 300, power train
control unit 100 receives the calculation result from driving support control unit 300
(YES at S130, NO at S140). If the calculation result is not normal (NO at S150),
power train control unit 100 determines that there is a failure in driving support control
unit 300. Control is executed so as to interrupt a control instruction transmitted from
driving support control unit 300 to power train control unit 100 from this time onward.

If power train control unit 100 does not receive thé calculation result from
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driving support control unit 300 before a predetermined time period elapses from the
transmuission of the input data for failure monitor calculation to driving support control
unit 300 (NO at S130, YES at S140), it determines that there is a failure in the
communication between power train control unit 100 and driving support control unit
300, and the communication failure process 1s performed.

As described above, according to the vehicle control system according to the
present embodiment, a failure in the driving support control unit and/or vehicle motion
control manager unit of upper hierarchy level can be sensed by the power train control
unit, steering control unit and brake control unit of the control unit of lower hierarchy
level. Therefore, a unit of upper hierarchy level is no more necessary to monitor many
control units of lower hierarchy level in a centralized manner, thereby realizing reduction
of the load of the units of upper hierarchy level. As a result, when sensing a failure
occurring in a unit of upper hierarchy level connected through a network, the failure can
accurately be sensed using a unit of lower hierarchy level and without incurring undue
load concentration.

If there 1s a failure in a control unit of lower hierarchy level itself, which is to
sense a failure in a unit of upper hierarchy level, a failure cannot be sensed accurately.
Furthermore, as control units of lower hierarchy level correspond to the driving system
control unit corresponding to a "running" operation that is the basic operation of the
vehicle, the brake system control unit corresponding to a "stop" operation, and the
steering system control unit corresponding to a "turning" operation, they must be highly
reliable. Therefore, providing a control unit of lower hierarchy level with a function of
diagnosing a failure itself, the accuracy of sensing a failure in a unit of upper hierarchy

level 1s improved.

In place of providing the function of diagnosing a failure in itself, the calculation

system of a unit may be multiplexed.

Priorities of failure sensing determination can be assigned to the control units of

lower hierarchy level, which are the power train system control unit corresponding to a

_ 13 -



10

15

20

CA 02544289 2006-04-28

WO 2005/068262 PCT/JP2005/000163

"running" operation that is the basic operation of the vehicle, the brake system control
unit corresponding to a "stop" operation, and the steering system control unit
corresponding to a "turning" operation, so that the one with smaller calculation load, of
with higher reliability, is given higher priority. Thus, when a control unit of high
priority senses a failure, this determination result indicative of a failure in the unit of
upper hierarchy level can be confirmed since this failure sensing is highly reliable.

When the failure determination result with respect to the unit of upper hierarchy
level varies among a plurality of control units, the determination indicative of a failure in

the unit of upper hierarchy level may be confirmed if at least half of the control units

determine that the failure exists.

Other Modification

Fig. 3 is a block diagram of a vehicle control system corresponding to Fig. 1.
As shown in Fig. 3, this vehicle control system is different from the one shown in Fig. 1
and it is configured by three basic control units of a power train control unit 100 as a
power train system control unit, a steering control unit 110 as a steering system control
unit, and a brake control unit 120 as a brake system control unit, and a vehicle motion
control manager unit 200 and driving support control unit 300 as processing units, but it

does not have a control hierarchy. -

With such a control system also, a program as in the aforementioned
embodiment can be executed and the same effect can be attained.

Although the present invention has been described and illustrated in detail, it is
clearly understood that the same is by way of illustration and example only and is not to

be taken by way of limitation, the spirit and scope of the present invention being limited

only by the terms of the appended claims.
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WHAT IS CLAIMED IS:

1. A failure sensing device of a vehicle control system including a control unit
generating a control target based on an operation request for controlling a driving state of a
vehicle by manipulating a corresponding actuator using the generated control target, and a
processing unit connected to said control unit by a network, for generating and providing to
said control unit additional information to be used to modify said operation request or said
control target, as necessary, at said control unit, wherein

said failure sensing device is provided to said control unit, and includes

an output portion outputting information to said processing unit,

a recelving portion receiving a response corresponding to said information
from said processing unit, and

a sensing portion sensing a failure in said processing unit based on said

information and said response.

2. The tailure sensing device according to claim 1, wherein
said information 1s input data for calculation at said processing unit, and
said receiving portion receives as a response a calculation result of said input data

substituted into a predetermined calculation formula at said processing unit.

3. The failure sensing device according to claim 1, wherein

said control unit further includes a diagnosing portion diagnosing a failure 1n itself.

4. The failure sensing device according to claim 1, wherein

said control unit 1s configured by multiplexed calculating units.

5. The failure sensing device according to claim 1, wherein
sald control unit further includes a determining portion determining interruption of
control in which additional information from said processing unit is reflected, when a failure

of said processing unit 1s sensed by said sensing portion.
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6. The failure sensing device according to claim 1, wherein
sald control unit is configured by a plurality of control units controlling an operation
of a vehicle, and

said control unit further includes a sensing portion sensing a failure in said processing
unit based on a plurality of sensing results from sensing portions included in said plurality of

control units.

7. The tailure sensing device according to claim 6, wherein

priorities as to failure sensing are assigned to said plurality of control units.

8. The failure sensing device according to claim 7, wherein

control units with smaller control loads are given higher priorities.

9. A failure sensing device of a vehicle control system including a control unit
generating a control target based on an operation request for controlling a driving state of a
vehicle by manipulating a corresponding actuator using the generated control target, and a

processing unit connected to said control unit by a network, for generating and providing to
said control unit additional information to be used to modify said operation request or said
control target, as necessary, at said control unit, wherein
said failure sensing device is provided to said control unit, and includes
an output portion outputting information to said processing unit,
a recerving portion receiving a response corresponding to said information
from said processing unit, and
a sensing portion sensing a failure in said processing unit based on said
information and said response, wherein
units in said vehicle control system are hierarchically configured, and

said control unit is arranged hierarchically lower than said processing unit.
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10. A failure sensing device of a vehicle control system including a control unit
generating a control target based on an operation request for controlling a driving state of a
vehicle by manipulating a corresponding actuator using the generated control target, and a
processing unit connected to said control unit by a network, for generating and providing to
sald control unit additional information to be used to modify said operation request or said
control target, as necessary, at said control unit, wherein

said failure sensing device is provided to said control unit, and includes

outputting means for outputting information to said processing unit,
rece1ving means for receiving a response corresponding to said information
- from said processing unit, and
sensing means for sensing a failure in said processing unit based on said

information and said response.

11.  The failure sensing device according to claim 10, wherein
said information is input data far calculation at said processing unit, and
said receiving means includes means for receiving as a response a calculation result of

said input data substituted into a predetermined calculation formula at said processing unit.

12.  The failure sensing device according to claim 10, wherein

said control unit further includes diagnosing means for diagnosing a failure in itself.

13. The failure sensing device according to claim 10, wherein

said control unit 1s configured by multiplexed calculating units.

14.  The failure sensing device according to claim 10, wherein

said control unit further includes means for determining interruption of control in
which additional information from said processing unit 1s reflected, when a failure of said

processing unit 1s sensed by said sensing means.
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15.  The failure sensing device according to claim 10, wherein

said control unit is configured by a plurality of control units controlling an operation
of a vehicle, and

said control unit further includes means for sensing a failure in said processing unit
{200, 300) based on a plurality of sensing results from sensing means included 1n said

plurality of control units.

16.  The failure sensing device according to claim 15, wherein

priorities as to failure sensing are assigned to said plurality of control units.

17.  The failure sensing device according to claim 16, wherein

control units with smaller control loads are given higher priorities.

18. A failure sensing device of a vehicle control system including a control unit
generating a control target based on an operation request for controlling a driving state of a
vehicle by manipulating a corresponding actuator using the generated control target, and a
processing unit connected to said control unit by a network, for generating and providing to
said control unit additional information to be used to modify said operation request or said
control target, as necessary, at said control unit, wherein

said failure sensing device is provided to said control unit, and includes

outputting means for outputting information to said processing unit,

receiving means for receiving a response corresponding to said information
from said processing unit, and

sensing means for sensing a failure in said processing unit based on said

information and said response, wherein

units in said vehicle control system are hierarchically configured, and said control unit

1s arranged hierarchically lower than said processing unit.
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19. A failure sensing device of a vehicle control system including a control unit
generating a control target based on an operation request for controlling a driving state of a
vehicle by manipulating a corresponding actuator using the generated control target, and a
processing unit connected to said control unit by a network, for generating and providing to
said control unit additional information to be used to modify said operation request or said
control target at said control unit, thereby controlling driving support of said vehicle or a
dynamic state of said vehicle, wherein

said processing unit 1s configured to perform a prescribed calculation process using
monitoring information being input, and to transmit a result of said prescribed calculation
process,

said failure sensing device 1s provided to said control unit, and includes

outputting means for outputting said monitoring information to said processing
unit, '

receiving means for receiving, as a response, said result of said prescribed
calculation process corresponding to said monitoring information from said processing unit,
and

sensing means for sensing a failure in said processing unit based on said

monitoring information and said response.

20.  The failure sensing device according to claim 19, wherein

said control unit further includes diagnosing means for diagnosing a failure in itself.

21.  The failure sensing device according to claim 19 or 20, wherein

said control unit is configured by multiplexed calculating unats.

22.  The failure sensing device according to one of claims 19 to 21, wherein
said control unit further includes means for determining interruption of control in
which additional information from said processing unit is reflected, when a failure of said

processing unit 1s sensed by said sensing means.
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23.  The failure sensing device according to one of claims 19 to 22, wherein
said control unit is configured by a plurality of control units controlling an operation

of a vehicle, and

said control unit further includes determining means for determining a failure in said

processing unit based on a plurality of sensing results from sensing means respectively

included in said plurality of control units.

24.  The failure sensing device according to claim 23, wherein

priorities as to failure sensing are assigned to said plurality of control units in

descending order of reliability, and
said determining means determines the failure in said processing unit based on a

sensing result from sensing means included in a control unit that is high in said priority.

25.  The failure sensing device according to claim 24, wherein

said priorities are assigned such that control units with smaller control loads are higher

in said reliability.

26.  The failure sensing device according to one of claims 19 to 25, wherein
units in said vehicle control system are hierarchically configured, and

said control unit is arranged hierarchically lower than said processing unit.
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