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(57) Abrégé/Abstract:

A method for fraud control of a transaction account based on geolocation includes: storing, in an account database, an account
profile including data related to a transaction account including a first profile rule associated with a first geographic area and a
second profile rule associated with a second geographic area different from the first; receiving an authorization request for a first
transaction involving a first payment card, the request including a first geographic location; receiving an authorization request for a
second transaction involving a second payment card, the request including a second geographic location; determining validation
for each authorization request, wherein each is determined to be valid if the geographic location is in a geographic area
corresponding to the first geographic area or the second geographic area; and transmitting the determination of validation for each
authorization request to a payment network for processing of the associated payment transaction.
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(57) Abstract: A method for fraud control of a transaction account based on geolocation includes: storing, in an account database,
an account profile including data related to a transaction account including a first profile rule associated with a first geographic area
and a second profile rule associated with a second geographic area difterent from the first; receiving an authorization request for a
first transaction involving a first payment card, the request including a first geographic location; receiving an authorization request
for a second transaction involving a second payment card, the request including a second geographic location; determining valida-
tion for each authorization request, wherein each is determined to be valid if the geographic location is in a geographic area corres -
ponding to the first geographic area or the second geographic area; and transmitting the determination of validation for each author -
ization request to a payment network for processing of the associated payment transaction.



CA 02988924 2017-12-08

WO 2017/003591 A1 AT 00T 000 A

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

METHOD AND SYSTEM FOR FRAUD CONTROL BASED ON
GEOLOCATION

CROSS-REFERENCE TO RELATED APPLICATIONS
The present application claims priority to U.S. Patent Application No.
14/755,262, filed on June 30, 2015.

FIELD

The present disclosure relates to fraud control of payment transactions
based on geolocation, specifically the use of multiple profile rules in a transaction
account profile for a transaction account with multiple payment cards to ensure the
successful processing of transactions using each payment card while preventing

attempted fraudulent use of the payment cards.

BACKGROUND

As the use of payment cards and other payment instruments associated
with transaction accounts increases, the amount of fraud that is attempted, often
successfully, also increases. In addition, as new methods for fraud detection and
prevention are developed, fraudsters often try to develop new methods of their own,
to continue perpetrating fraud. As a result, financial institutions, payment networks,
merchants, and consumers are all often trying to continuously develop new methods
to prevent fraud on transaction accounts.

Fraud can be due to a payment card number being compromised,
wherein the details of the card account become known to a fraudster who then uses it.
When this use is in a geographic location where the cardholder is unlikely to be, a
fraud alert can be used to prevent a transaction from being authorized. However,
when two or more people (e.g., family members) are authorized users of the same
transaction account (i.e., each have their own payment card, often bearing the same
transaction account number associated with one transaction account), false denies of
authorization requests can occur if one cardholder is traveling, particularly abroad to

locations known for having statistically higher percentages of this type of

CA 2988924 2019-03-15



CA 02988924 2017-12-08

WO 2017/003591 PCT/US2016/034033

10

15

20

25

30

compromised number fraud, when the same account number is used in the home and
foreign points of sale. Being aware of this, cardholders sometimes contact the card
account issuing bank to advise them of impending travel, with is not inefficient, often
ineffective and requires both increase human and computer processing time for the
multiple format communications (e.g., voice, e-mail, etc.) that often have to be
entered into another system including a payment system.

One other way for preventing fraudulent transactions for a transaction
account includes the use of a mobile communication device associated with an
account holder. In such methods, the geographic location of the account holder’s
mobile communication device is identified during the authorization process of a
payment transaction or at a regular interval such that the geographic location has been
recently identified at the time of the authorization of the transaction. The geographic
location of the account holder’s device is then comparcd to the geographic location of
the transaction. If the geographic locations are different, the transaction may be
denied in order to prevent fraud.

While such methods can be effective in preventing fraud, they also
often limit the account holder’s own use of their account. For example, if the account
holder leaves their mobile device at home, if their mobile device is powered off, or if
their mobile device does not have service, then its location cannot be identified, and
attempted transactions may thereby be denied. In another example, if there are
multiple payment cards issued that are tied to a transaction account, cither the
geographic location of a single device may be used, thus limiting the use of the
additional payment cards, or the geographic location of multiple mobile devices may
be used during authorization, which requires additional data transmissions and may
thus further increase processing time in addition to suffering from the general
negatives of using mobile device locations at authorization as discussed above.

Thus, there is a need for a technical solution to improve the prevention
of fraud for payment transactions based on geolocation that is efficient, reducing
complexity in communications between different communication formats and systems
and avoids unnecessarily denying valid transactions {(and the subsequent
communications regarding same), particularly in instances where muitiple payment

cards may be associated with a transaction account.
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SUMMARY

The present disclosure provides a description of systems and methods
for fraud control of a transaction account based on geolocation.

A method for fraud control of a transaction account based on
geolocation includes: storing, in an account database, an account profile, wherein the
account profile includes data related to a transaction account associated with at least
two payment cards including at least a first profile rule associated with a first
geographic area and a second profile rule associated with a second geographic area
different from the first geographic area; receiving, by a receiving device, an
authorization request for a first payment transaction involving a first payment card
associated with the related transaction account, wherein the authorization request
includes at least a first geographic location; receiving, by the receiving device, an
authorization request for a second payment transaction involving a second payment
card assaciated with the related transaction account, wherein the authorization request
includes at least a second geographic location; determining, by a processing device,
validation for each received authorization request, wherein each authorization request
is determined to be valid if the included geographic location is included in a
geographic area corresponding to the first geographic area or the second geographic
area; and transmitting, by a transmitting device, at least the determination of
validation for each received authorization request to a payment network for
processing of the associated payment transaction.

A system for fraud control of a transaction account based on
geolocation includes an account database, a receiving device, a processing device, and
a transmitting device. The account database is configured to store an account profile,
wherein the account profile includes data related to a transaction account associated
with at least two payment cards including at least a first profile rule associated with a
first geographic area and a second profile rule associated with a second geographic
area different from the first geographic area. The receiving device is configured to
receive: an authorization request for a first payment transaction involving a first
payment card associated with the related transaction account, wherein the
authorization request includes at least a first geographic location; and an authorization
request for a second payment transaction invelving a second payment card associated

with the related transaction account, wherein the authorization request includes at
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least a second geographic location. The processing device is configured to determine
validation for each received authorization request, wherein each authorization request
is determined to be valid if the included geographic location is included in a
geographic arca corresponding to the first geographic area or the second geographic
arca. The transmitting device is configured to transmit at least the determination of
validation for each received authorization request to a payment network for

processing of the associated payment transaction.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

The scope of the present disclosure is best understood from the
foHowing detailed description of exemplary embodiments when read in conjunction
with the accompanying drawings. Included in the drawings are the following figures:

FIGS. 1A and 1B are biock diagrams illustrating a high level system
architecture for the fraud control of a transaction account having multiple payment
cards based on geolocation using profile rules in accordance with exemplary
cmbodiments.

FIG. 2 is a block diagram illustrating the processing server of FIG. 1
for fraud control of a transaction account based on geolocation using profile rules in
accordance with exemplary embodiments.

FIG. 3 is a flow diagram illustrating a process for vatidating a payment
transaction based on profile rules using the processing server of FIG, 2 in accordance
with exemplary embodiments,

FIG. 4 is a flow chart illustrating an exemplary method for fraud
control of a transaction account based on geolocation in accordance with exemplary
embodiments.

FIG. 5 is a block diagram illustrating a computer system architecture in
accordance with exemplary embodiments.

Further arcas of applicability of the present disclosure will become
apparent from the detailed description provided hereinafter. It should be understood
that the detailed description of exemplary embodiments are intended for illustration
purposes only and are, therefore, not infended fo necessarily limit the scope of the

disclosure.
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DETAILED DESCRIPTION

Glossary of Terms

Payment Network — A system or network used for the transfer of
money via the use of cash-substitutes. Payment networks may use a variety of
different protocols and procedures in order to process the transfer of money for
various types of transactions. Transactions that may be performed via a payment
network may include product or service purchases, credit purchases, debit
transactions, fund transfers, account withdrawals, etc. Payment networks may be
configured to perform transactions via cash-substitutes, which may include payment
cards, letters of credit, checks, transaction accounts, etc. Examples of networks or
systems configured to perform as payment networks include those operated by
MasterCard®, VISA®, Discover®, American Express®, PayPal®, etc. Use of the term
“payment network” herein may refer to both the payment network as an entity, and
the physical payment network, such as the equipment, hardware, and software
comprising the payment network.

Transaction Account — A financial account that may be used to fund a
transaction, such as a checking account, savings account, credit account, virtual
payment account, etc, A transaction account may be associated with a consumer,
which may be any suitable type of entity associated with a payment account, which
may include a person, family, company, corporation, governmental entity, etc. In
some instances, a transaction account may be virtual, such as those accounts operated
by PayPal®, etc.

System for Fraud Control of a Transaction Account Based on Geolocation

FIGS. 1A and 1B illustrate a system 100 for the fraud control of a
transaction account having multiple payment cards based on geolocation using profile
rules associated with a transaction account profile.

The system 100 may include a payment network 102. The payment
network 102 may be configured to process payment transactions for transaction
accounts using traditional methods and systems that will be apparent to persons
having skill in the relevant art. The payment network 102 may include a processing

server 104. 'The processing server 104, discussed in more detail below, may be
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configured to use profile rules to prevent fraudulent transactions for transaction
accounts having multiple payment cards processed by the payment network 102,

The payment network 102, and, in some instances, the processing
server 104 of the payment network 102, may communicate with an issuer 106. The
issuer 106 may be a financial institution configured to issue transaction accounts. In
the system 100, the issuer 106 may issue a single transaction account to which a first
cardholder 108 and a second cardholder 110 both have access. For instance, the first
cardholder 108 and second cardholder 110 may be a married couple, a parent and
child, an employer and employee, or other pair of cardholders both associated with
the same transaction account.

The issuer 106 may issue a first payment card 112 and a second
payment card 114 to the first cardholder 108 and the second cardholder 110,
respectively, that are associated with the payment account. The payment cards 112
and 114 may be used by the respective cardholders 108 and 110 to conduct payment
transactions at a merchant 116. In a traditional payment transaction, the cardholder
108 or 110 may present their payment card 112 or 114 to the merchant 116 for
payment, the merchant 116 may read payment details from the payment card, and
may transmit the payment details o the payment network 102 (e.g., via an acquiring
financial institution, such as an acquiring bank, not shown) for processing,

In the system 100, the processing server 104 may use profile rules that
use geolocation in order to prevent fraudulent usage of the first or second payment
cards 112 or 114 or of the associated transaction account. As discussed in more detail
below, the processing server 104 may store an account profile related to the
transaction account associated with the first and second cardholders 108 and 110. The
account profile may include a plurality of profile rules. For one or more of the profile
rules, each profile rule may be associated with a geographic area, For instance, the
profile associated with the first and second cardholders 108 and 110 may include a
first profile rule associated with a first geographic area 118 (e.g., home country),
illustrated in FIG. 1A.

When the first or second cardholder 108 or 110 use their respective
payment card 112 or 114 to conduct a payment transaction with the merchant 116 in
the first geographic arca 118, transaction details for the payment transaction,

including a geographic location of the merchant 116, may be transmitted to the
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processing server 104 in the payment network 102 as part of the transaction. The
processing server 104 may identify the geographic location of the merchant 116
included in the transaction details as being located in the first geographic area 118,
which is associated with a profile rule in the transaction account. Because the profile
rule is associated with the first geographic area 118 that includes the merchant 116,
the transaction may be validated, In some embodiments, the transaction may be
validated only with respect to the geolocation of the respective cardholder and the
merchant 116, and additional validations {e.g., fraud controls, risk assessments, etc.)
may be performed.

In an exemplary embodiment, each transaction account profile may be
associated with two or more geographic location-based profile rules. As illustrated in
FIG. 1B, the transaction account associated with the first cardholder 108 and the
second cardholder 110 may be associated with two profile rules: a first profile rule
agsociated with the first geographic area 118 and a second profile rule associated with
the second geographic area 120. Logic associated with the two or more profile rutes
would not alert to possible fraud or block authorization of the transaction if either of
the two or more geography location profile rules is satisfied, for example, though the
analysis can be more detailed and of course, other profile rules might apply, When
either cardholder 108 or 110 uses one of their transaction account’s associated
payment cards 112 or 114 to conduct a payment transaction, the processing server 104
may validate the fransaction if the fransacting merchant is located in a geographic area
associated with one of the account’s associated profile rules.

For example, if the first cardholder 108 uses the first payment card 112
at a first merchant 116a included in the first geographic area 118, the processing
server 104 may validate the transaction. Similarly, if the second cardholder 110 uses
the second payment card 114 at a second merchant 116b included in the second
geographic area 120, the processing server 104 may also validate the transaction. Ifa
transaction is attempfed using either payment card 112 or 114 with a merchant 116
that is not located in either the first geographic area 118 or the second geographic arca
120, the processing server 104 may determine that the transaction is invalid due to the
merchant’s location being outside of the geographic arcas 118 and 120 associated

with the profile rules for the transaction account.
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By using multiple profile rules for transaction accounts for which there
are multiple payment cards issued, the processing server 104 may be able to validate
transactions for cardholders even if the payment cards are used in two different
geographic areas. This is an improvement over traditional systems, where if one
cardholder travels outside of home location, such as when traveling to a foreign
country, their payment card may no longer be used due to traditional fraud controls.
If the cardholder contacts their financial institution (e.g., issuer 106} or payment
network 102 to inform them of their traveling to the foreign country, transactions
from that country may be allowed, but at the expense of transactions in the home
country. Thus, a second cardholder for the account may be prohibited from using
their payment card. Accordingly, the use of two separate profile rules as discussed
herein may enable two separate cardholders using separate payment cards associated
with a payment account to transact successfully, providing for an improved user
experience, which may provide for increased card usage, thereby increasing revenue
and consumer relationships for issuers 106, merchants 116, and payment networks
102,

En some embodiments, the processing server 104 may be further
configured to update profile rules associated with a transaction account. For example,
if the second cardholder 110 travels outside of the second geographic area 120to a
third geographic area, the processing server 104 may be configured to update the
profile rule that was associated with the second geographic area 120 to be associated
with the third geographic area, Therefore, when the second cardholder 110 attempts a
transaction with a merchant 116 in the third geographic area, the processing server
104 may validate the transaction, but if a fraudster attempts a transaction in the
second geographic area 120, the transaction may be determined to be invalid by the
processing server 104.

By changing the geographic area associated with the profile rule, the
processing server 104 may be able to validate transactions for the cardholders 108 and
110 regardless of where each individual cardholder may be located, while still
protecting the transaction account from fraudulent transactions conducted outside of
the appropriate geographic areas. As a result, each of the cardholders 108 and 110
may be free to travel or stay in their home geographic area, without worrying about

their ability to transact. In addition, in embodiments where the processing server 104
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may update the profile rules automatically, or without participation by the cardholders
108 and 110, the cardholders may be able to freely move and transact without
performing any additional actions to enable use of their payment cards 112 and 114 in
the new areas.

In such embodiments, the processing server 104 and/or payment
network 102 may identify when one of the cardholders 108 or 110 associated with a
transaction account travel to a new geographic area outside of the geographic areas
118 and 120 associated with their profile rules. For instance, when a cardholder 108
or 110 enters a new geographic area, an indication of such may be transmitted to the
processing server 104. In one example, a cardholder may be associated with a mobile
communication device. A mobile network operator or other third party entity may
identify that the mobile communication device is located in a new geographic area
and may notify the processing server 104 accordingly. In another example, a
cardholder may be associated with an identity document, such as a passport or an
identification card. A governmental entity or other regularly agency, like a customs
agency, may identify the presentation of the identity document in a new geographic
area (e.g., when a cardholder travels to a new country and presents their passport), and
may notify the processing server 104. Additional methods for identification of the
movement of a cardholder to a new geographic area will be apparent to persons
having skill in the relevant art, including those disclosed in U.S. Published Patent
Application No. 20110047075 in the name of Pablo Fourez.

In some instances, the location of the cardholder 108 or 110 may be
identified only if moving into a new geographic area, such as from a prior geographic
area associated with a profile rule associated with the transaction account, such as the
geographic areas 118 and 120. In such instances, the geographic areas may be
defined by the third party entity identifying the location (e.g., customs agency, mobile
network operator, etc.), the payment network 102 and/or processing server 104, the
issuer 106, cardholders 108 and/or 110, or any other suitable entity. For instance, the
geographic areas may be municipality demarcations or groups thereof, may be set by
a cardholder based on travel habits, may be set by the payment network 102 or
processing server 104 based on user transaction history, ctc. For example, the

processing server 104 may identify a profile rule associated with a home geographic

CA 2988924 2019-03-15
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area (e.g., the first geographic area 118) based on the geographic locations of
transactions involving the cardholders 108 and 110.

By updating the transaction account’s profile rules upon entry of a
cardholder in a new geographic area, the processing server 104 may be able to
provide greater protection against fraud without the negative effects of traditional
methods. For instance, the cardholder may transact freely in the new geographic area
without keeping their mobile device present, or without having a mobile device
entirely, yet still receive the benefits provided by the processing server 104 as
discussed herein. Accordingly, the methods and systems discussed herein may
provide for more effective protection against fraud that is less restrictive to
cardholders, more flexibie for both cardholders and issuers, and can operate faster and
with greater efficiency than traditional systems, and with greater consumer privacy,
due to a reduced frequency of checks on cardholder locations.

Processing Server

FIG. 2 illustrates an embodiment of the processing server 104 of the
system 100. It will be apparent to persons having skill in the relevant art that the
embodiment of the processing server 104 illustrated in FIG. 2 is provided as
illustration only and may not be exhauwstive to all possible configurations of the
processing server 104 suitable for performing the functions as discussed herein. For
example, the computer system 300 illustrated in FIG. 5 and discussed in more detail
below may be a suitable configuration of the processing server 104,

The processing server 104 may include a receiving unit 202. The
receiving unit 202 may be configured to receive data over one or more networks via
one or more network protocols. The receiving unit 202 may be configured to reccive
account information associated with transaction accounts, such as from issuers 106,
cardholders 108 or 110, merchants 116, etc. The account information may include
transaction account numbers, which may include payment card numbers associated
with first and second payment cards 112 and 114, transaction data, mobile device
data, identity document data, location data, etc.

Received account information may be stored in an account database
208 of the processing server 104. The account database 208 may be configured to
store a plurality of account profiles 210. Each account profile 210 may be configured

to store data related to a transaction account that is associated with at least two
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payment cards 112 and 114, and may include account identifiers associated with each
payment card. Account identifiers may include any value suitable for identification of
the associated payment card, such as a payment card number, personal account
number, cte. Each account profile 210 may include at least a two profile rules,
including a first profile rule associated with a first geographic area 118 and a second
profile rule associated with a second geographic area 120.

The receiving unit 202 may be further configured fo receive
authorization requests for payment transactions. Authorization requests may be
transaction messages that are formatted based on one or more associated standards
regarding the interchange and use of tfransaction messages, such as the International
Organization {or Standardization’s ISO 8583 standard. Transaction messages may be
received by the receiving unit 202 using specialized protocols for the communication
thereof, and/or received via the payment network 102 configured to receive
transaction messages using traditional payment rails.

Authorization requests received by the receiving unit 202 may include
data related to a payment transaction stored in a plurality of data elements in the
transaction message. The data elements may include a data element configured to
store a personal account number, which may be associated with a payment card or
other payment instrument used to fund the corresponding payment transaction, and
may also include a data element configured to store a geographic location for the
corresponding payment transaction. The geographic focation may be stored as a
country code, zip code or postal code, street address, merchant identifier {e.g.,
associated with a geographic location or area), or other suitable value.

The processing setver 104 may inchide a processing unit 204. The
processing unit 204 may be configured to perform the functions of the processing
server 104 as discussed herein as will be apparent to persons having skill in the
relevant art, The processing unit 204 may be configured to identify an account profile
210 related to a transaction account involved in a payment transaction corresponding
to a received authorization request. The account profile 210 may be identified via
inclusion of an account identifier corresponding to the personal account number
stored in the corresponding data element in the received authorization request.

The processing unit 204 may be further configured to validate payment

transactions based on geolocation. The validation may be performed by identifying if
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the geographic location of the transaction, identified using the data included in the
corresponding data element in the authorization request, is located in a geographic
area associated with one of the profile rules stored in the identified account profile
210. H the geographic location is included in one of the geographic areas, then the
processing server 104 may consider the geolocation to be validated. If the geographic
location is outside of each of the geographic areas, then the geolocation for the
payment fransaction may be invalid.

The processing server 104 may further include a transmitting unit 206.
The transmitting unit 206 may be configured to transmit data over one or more
networks via one or more network protocols. The transmitting unit 206 may be
configured to transmit, for example, the validation determination made by the
processing unit 204, such as to an issuer 106. For instance, the transmitting unit 206
may forward the received authorization request and the corresponding validation
determination to an issuer 106 associated with the transaction account involved in the
payment transaction. The issuer 106 may then approve or deny the payment
transaction using traditional methods, taking into account the processing server’s
determination as to the validity of the geolocation of the transaction,

In some embodiments, the processing unit 204 may be configured to
modify transaction messages. For instance, once the validation determination has
been made, the processing unit 204 may modify an authorization request to include
the validation determination, such as by storing the determination into a data element
or modifying an existing data element included in the authorization request. In such
embodiments, the validation determination may be transmitted to the issuer 106 as
included in the modified authorization request, transmitted by the transmitting unit
206.

In some embodiments, an account profile 210 may inciude more than
two profile rules. In some instances, the account profile 210 may include at least one
profile rule associated with each payment card associated with the related transaction
account, In some cases, an account profile 210 may include more profile rules than
associated payment cards, For example, an account profile 210 may include a profile
tule associated with each payment card, and an additional profile rule associated with
a geographic area that includes a home location associated with the cardholders. In

some instances, profile rules may be included in an account profile 210 for association
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with a geographic area in which a cardholder has a recurring transaction. For
example, a profile rule may correspond to a geographic area that includes a
cardholder’s place of residence, with the account profile 210 having additional profile
tules associated with each payment card, such that if the cardholder(s) travel to a new
geographic area, each payment card may still be used, while recurring or automatic
transactions (e.g., for bills, subscriptions, etc.) may still be conducted in the home
geographic area. It will be apparent to persons having skill in the relevant art that
each account profile 210 may include a different number and configuration of profile
rules, which may be based on the number of payment cards, number of cardholders,
number of residences, travel or spending habits, or other considerations that may be
individual to each respective account profile 210.

The processing server 104 may also include a memory 212. The
memory 212 may be configured to store data for the processing setver 104 suitable for
use in performing the functions discussed herein. For example, the memory 212 may
be configured to store geographic area information, geographic location information,
merchant geographic location associations, country code data, etc. Additional data
that may be stored in the memory 212 will be apparent to persons having skill in the
relevant art,

The receiving unit 202 may be further configured to receive updated
geographic location information. Updated geographic location information may
include an account identifier or other identifier associated with an account profile 210
including an updated geographic location or geographic area, The processing unit
204 may be configured to identify the indicated account profile 210 and update one or
more profile rules stored in the account profile 210 based on the updated geographic
location or geographic area. The other identifier that may be used to identify an
account profile 210 may be associated with the method used to identify the updated
geographic location, such as a device identifier (e.g., media access control address,
registration number, serial number, phone number, e-mail address, etc.) associated
with a mobile device, document identifier (e.g., identification number, tax
identification number, etc.) associated with an identity document, ete.

The processing unit 204 may update a profile rule based on the
received updated geographic location data. For example, if the received data includes

a previous geographic location or area, the processing unit 204 may identify a
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corresponding profile rule and update the profile rule to be associated with the new
area, In another example, if the received data is associated with a patticular payment
card (e.g., the first payment card 112 or the second payment card 114), the processing
unit 204 may update the geographic area associated with a profile rule associated with
that particular payment card.

In some embodiments, an account profile 210 may be further
configured to store transaction data. The transaction data may be associated with a
plurality of payment transactions conducted involving the related transaction account.
For example, when the payment network 102 processes a payment transaction
involving the related transaction accouﬁt, data for the payment transaction {¢.g., as
included in the received authotization request) may be stored in the account profile
210. In such embodiments, the processing unit 204 may be configured to identify a
geographic area associated with the related transaction account, such as a geographic
arca indicative of the related cardholdet’s residence, place of business, frequent
destination, ete. using methods and systems that will be apparent to persons having
skill in the relevant art. In such embodiments, the processing unit 204 may generate a
profile rule for the account profile 210 associated with the identified geographic area
automatically, which may be included in the account profile 210 {(e.g., upon
confirmation from an associated cardholder 108 or 110 and/or issuer 106).

In some embodiments, the components of the processing server 104
discussed herein may be configured to perform additional functions, and/or the
processing server 104 may include additional components configured to perform
additional functions that will be apparent o persons having skill in the relevant art.
For example, in some instances the processing server 104 may be configured to
perform traditional functions of the payment network 102. In such an instance, the
processing server 104 may include additional components, or the components
illustrated in FIG. 2 and discussed herein may be configured to perform additional
functions associated with the traditional processing of payment transactions in the
payment network 102, such as the application of fraud algorithms, risk assessment of
transactions, verification of payment cryptograms, application of offers, discounting

of transactions, etc.
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Process for Fraud Control Based on Geolocation

FIG. 3 illustrates a process 300 for the validation of payment
transactions for fraud control based on geolocation using profile rules, as performed
by the processing server 104 of the system 100 and illustrated in FIG. 2 and discussed
above.

In step 302, account profile 210 may be stored in the account database
208 of the processing server 104. Each account profile 210 may be related to a
transaction account and associated with two or more payment cards and may include
two or more profile rules. Each profile rule may be associated with a different
geographic area, such as the first geographic arca 118 and the second geographic area
120. For example, the geographic areas may be geographic regions, such as North
America and the Eyropean Union.

In step 304, the receiving unit 202 of the processing server 104 may
receive an authorization request for a payment transaction. The authorization request
may be a transaction message formatted pursuant to one or more standards and
including a plurality of data elements. The data elements may include a data element
configured to store a personal account number, and a data element configured to store
a geographic location.

In step 306, the processing unit 204 of the processing server 104 may
determine if the geographic location is valid. To make the determination, the
processing unit 204 may identify an account profile 210 that includes an account
identifier corresponding to the persenal account number stored in the received
transaction request, and determine if the geographic location is included in a
geographic area associated with a profile rule included in the identified account
profile 210. If the Jocation is invalid (e.g., the transaction’s location is not included in
a geographic area associated with a profile rule), then, in step 308, the transmitting
unit 206 may transmit an invalid location determination. The determination may be
transmitted to an issucr 106 associated with the transaction account related to the
identified account profile 210, and may, in some instances, be included in or
accompanied by the received authorization request.

If, in step 306, the processing unit 204 determines that the {ocation of
the transaction is valid (e.g., the transaction is in a geographic area associated with a

profile rule in the identified account profile 210), then, in step 310, the processing unit
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204 may determine if the transaction complies with any other account controls that
may be associated with the account profile 210 or related transaction account.
Account controls may include limits set by the cardholder(s) (e.g., transaction limits,
merchant limits, ete.), limits set by the issuer 106 {e.g., merchant types, industry
types, location limits, etc.), additional fraud controls, risk assessment values, etc. I
the other controls ate not satisfied, such as, for example, if the transaction is
determined fraudulent due to other considerations, then, in step 312, an invalid
transaction determination may be transmitted by the transmitting unit 206.

If, in step 310, the processing unit 204 determines that any other
controls to which the account profile 210 and/or payment transaction is subject are
satisfied, then, in step 314, the transmitting unit 206 may transmit a valid transaction
notification. The valid transaction notification may be transmitted to the issuer 106,
an acquirer, a merchant 116, the payment network 102, or other suitable entity. The
notification may be transmitted as included in or accompanied by the authorization
request, such as in a modified authorization request, and may be transmitted using the
payment rails and its associated protocols or other suitable method.

Exemplary Method for Fraud Contrel of a Transaction Account Based on Geolocation

FIG, 4 illustrates a method 400 for the fraud control of a transaction
account based on geolocation using profile rules associated with the transaction
account.

In step 402, an account profile (e.g., the account profile 210) may be
stored in an account database (e.g., the account database 208), wherein the account
profile 210 includes data related to a transaction account associated with at least two
payment cards (e.g., the first payment card 112 and the second payment card 114)
including at least a first profile rule associated with a first geographic area (e.g., the
first geographic area 118) and a second profile rule associated with a second
geographic area (e.g., the second geographic area 120) different from the first
geographic area 118, In step 404, an authorization request for a first payment
transaction involving a first payment card 112 associated with the related transaction
account may be received by a receiving device (e.g., the receiving unit 202), wherein
the authorization request includes at least a first geographic location.

In step 406, the receiving device 202 may receive an authorization

request for a second payment transaction involving a second payment card 114
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associated with the related transaction account, wherein the authorization request
includes at least a second geographic location. In step 408, a validation for each
received authorization request may be determined by a processing device (e.g., the
processing unit 204), wherein each authorization request is determined to be valid if
the included geographic location is included in a geographic area corresponding to the
first geographic area 118 or the second geographic area 120, In step 410, at least the
determination of validation for each received authorization request may be transmitted
by a transmitting device (e.g., the transmitting unit 206) to a payment network for
processing of the associated payment transaction. In some instances, the payment
network may forward the authorization request o a financial institution (e.g., the
issuer 106} associated with the related transaction account.

In one embodiment, the method 400 may further include: receiving, by
the receiving device 202, a traveling notification, wherein the traveling notification
indicates the first payment card 112 or the second payment card 114 being located at a
geographic location in a third geographic area different from the first geographic area
118 and the second geographic area 120; and updating, by the processing device 204,
the first profile rule or the second profile rule included in the account profile 210 to be
associated with the third geographic arca. In a further embodiment, the first profile
rule or the second profile rule may be updated prior to receiving the authorization
request for the first payment transaction or second payment transaction. In another
further embodiment, the account profile 210 may be associated with a mobile
communication device, and the traveling notification may indicate identitication of a
geographic location of the associated mobile communication device at the geographic
location in the third geographic area. In yet another further embodiment, the account
profile 210 may be associated with an identity document, and the traveling
notification may indicate identification of the identity document at the geographic
location in the third peographic area.

In some embodiments, the method 400 may also include identifying,
by the processing device 204, the first geographic area 118 associated with the first
profile rule based on geographic locations included in a plurality of payment
transactions involving the related transaction account t. In one embodiment, the
account profile 210 may further include a plurality of transaction data entries, each

transaction data entry including data related to a payment transaction involving the
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related transaction account and including at least a geographic location. In a further

embodiment, the method 400 may further include identifying, by the processing

device 204, the first geographic arca 118 associated with the first profile rule based on

the geographic location included in one or more transaction data entries stored in the
5  account profile 210.

In some embodiments, the first profile rule may be associated with the
first payment card 112 and the second profile rule may be associated with the second
payment card 114. In a further embodiment, each payment transaction may be
determined to be valid by the processing deviee 204 if the included geographic

10 location is included in a geographic location associated with the geographic arca
associated with the involved payment card.

Computer System Architecture

FIG. 3 illustrates a computer system 500 in which embodiments of the
present disclosure, or portions thereof, may be implemented as computer-readable

15  code. For example, the processing server 104 of FIG. 1 may be implemented in the
computer system 500 using hardware, software, firmware, non-transitory computer
readable media having instructions stored thereon, or a combination thereof and may
be implemented in one or more computer systems or other processing systems.
Hardware, software, or any combination thereof may embody modules and

20  components used to implement the methods of FIGS. 3 and 4.

If programmabile logic is used, such logic may execute on a
commercially available processing platform or a special purpose device. A person
having ordinary skill in the art may appreciate that embodiments of the disclosed
subject matter can be practiced with various computer system configurations,

25  including multi-core multiprocessor systems, minicomputers, mainframe computers,
computers linked or clustered with distributed functions, as well as pervasive or
miniature computers that may be embedded into virtually any device. For instance, at
least one processor device and a memory may be used to implement the above
described embodiments.

30 A processor unit or device as discussed herein may be a single
processor, a plurality of processors, or combinations thereof. Processor devices may

LR 14

have one ot morc processor “cores.” The terms “computer program medivm,” “non-

transitory computer readable medium,” and “computer usable medium” as discussed
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herein are used to generally refer to tangible media such as a removable storage unit
518, a removable storage unit 522, and a hard disk installed in hard disk drive 512.

Various embodiments of the present disclosure are described in terms
of this example computer system 500. After reading this description, it will become
apparent to a person skilled in the relevant art how to implement the present
disclosure using other computer systems and/or computer architectures. Although
operations may be described as a sequential process, some of the operations may in
fact be performed in parallel, concurrently, and/or in a distributed environment, and
with program code stored locally or remotely for access by single or multi-processor
machines. In addition, in some embodiments the order of operations may be
rearranged without departing from the spirit of the disclosed subject matter.

Processor device 504 may be a special purpose or a general purpose
processor device. The processor device 504 may be connected to a communications
infrastructure 506, such as a bus, message queue, network, muiti-core message-
passing scheme, eic. The network may be any network suitable for performing the
functions as disclosed herein and may include a local area network (LAN), a wide
area networl (WAN), a wireless network (e.g., WiFi), a mobile communication
network, a satellite network, the Internet, fiber optic, coaxial cable, infrared, radio
frequency (RF), or any combination thereof. Other suitable network types and
configurations will be apparent to persons having skill in the relevant art. The
computer system 500 may also include a main memory 508 (e.g., random access
memory, read-only memory, etc.), and may also include a secondary memory 510,
The secondary memory 510 may include the hard disk drive 512 and a removable
storage drive 514, such as a floppy disk drive, a magnetic tape drive, an optical disk
drive, a flash memory, etc.

The removable storage drive 514 may read from and/or write to the
removable storage unit 518 in a well-known manner. The removable storage unit 518
may include a removable storage media that may be read by and written to by the
removable storage drive 514, lior example, if the removable storage drive 514 isa
floppy disk drive or universal serial bus port, the removable storage unit 518 may be a
floppy disk or portable flash drive, respectively. In one embodiment, the removable

storage unit 518 may be non-transitory computer readable recording media.
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In some embodiments, the secondary memory 510 may include
alternative means for allowing computer programs or other instructions to be loaded
into the computer system 500, for example, the removable storage unit 522 and an
interface 520. Examples of such means may include a program cartridge and
cartridge interface (e.g., as found in video game systems), a removable memory chip
(e.g., EEPROM, PROM, etc.) and associated socket, and other removable storage
units 522 and interfaces 520 as will be apparent to persons having skill in the relevant
art.

Data stored in the computer system 500 (e.g., in the main memory 508
and/or the secondary memory 510) may be stored on any type of suitable computer
readable media, such as optical storage (e.g., a compact disc, digital versatile disc,
Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard disk drive). The data may be
configured in any type of suitable database configuration, such as a relational
database, a structured query language (SQL) database, a distributed database, an
object database, etc. Suitable configurations and storage types will be apparent to
persons having skill in the relevant art.

The computer system 500 may also include a communications
interface 524. The communications interface 524 may be configured to allow software
and data to be transferred between the computer system 500 and external devices.
Exemplary commusications interfaces 524 may include a modem, a network interface
{e.g., an Ethernet card}, a communications port, a PCMCIA slot and card, etc.
Software and data transferred via the communications interface 524 may be in the
form of signals, which may be electronic, electromagnetic, optical, or other signals as
will be apparent to persons having skill in the relevant art. The signals may travel via
a communications path 526, which may be configured to carry the signals and may be
implemented using wire, cable, fiber optics, a phone line, a celluiar phone link, a
radio frequency link, etc,

The computer system 500 may further include a display interface 502.
The display interface 502 may be configured to allow data to be transferred between
the computer system 500 and external display 530. Exemplary display interfaces 502
may include high-definition multimedia interface (HDM]I), digital visual interface
(DVT), video graphics array (VGA), etc. The display 530 may be any suitable type of
display for displaying data transmitted via the display interface 502 of the computer
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system 500, including a cathode ray tube (CRT) display, liquid crystal display (LCD),
light-emitting diode (LED) display, capacitive touch display, thin-film transistor
(TFT) display, etc.
Computer program medium and computer usable medium may refer to
5 memories, such as the main memory 508 and secondary memory 510, which may be
memory semiconductors (e.g., DRAMs, etc.). These computer program products may
be means for providing software to the computer system 500. Computer programs
(e.g., computer control logic) may be stored in the main memory 508 and/or the
secondary memory 510. Computer programs may also be received via the
10 communications interface 524. Such computer programs, when executed, may enable
computer system 500 to implement the present methods as discussed herein. In
particular, the computer programs, when executed, may enable processor device 504
to implement the methods illustrated by FIGS. 3 and 4, as discussed herein.
Accordingly, such computer programs may represent controllers of the computer
15 system 500. Where the present disclosure is implemented using sofiware, the
software may be stored in a computer program product and loaded into the computer
system 500 using the removable storage drive 514, interface 520, and hard disk drive
512, or communications interface 524.
Techniques consistent with the present disclosure provide, among
20  other features, systems and methods for fraud control of a transaction account based
on geolocation, While various exemplary embodiments of the disclosed system and
method have been described above it should be understood that they have been
presented for purposes of example only, not limitations. It is not exhaustive and does
not fimit the disclosure to the precise form disclosed. Modifications and variations
25  are possible in light of the above teachings or may be acquired from practicing of the

disclosure, without departing from the breadth or scope.
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WHAT IS CLAIMED IS:

1. A method for fraud control of a transaction account based on
geolocation, comprising configuring a hardware processing server to perform:

storing, by a processing device of the processing server in an account
database, a data structure containing data that corresponds to a transaction account
that is accessible via at least two payment cards tied to the transaction account,
wherein the data contained in the data structure comprises at least a first data
defining a first geographic area and a second data defining a second geographic
area different from the first geographic area;

receiving, by a receiving device of the processing server and from a first
merchant point of a sale device, an authorization request message formatted
according to an interchange standard for a first payment transaction initiated via use
of a first payment card of the at least two payment cards tied to the transaction
account, wherein the authorization request message for a first payment transaction
includes at least a first geographic location;

receiving, by the receiving device of the processing server and from a second
merchant point of sale device, an authorization request message formatted
according to an interchange standard for a second payment transaction initiated via
use of a second payment card of the at least two payment cards tied to the
transaction account, wherein the authorization request message for a second
payment transaction includes at least a second geographic location;

determining, by the processing device of the processing server, validation for
each received authorization request message, wherein each authorization request
message is determined to be valid if the included geographic location is included in a
geographic area corresponding to the first geographic area or to the second
geographic area;

transmitting, by a transmitting device of the processing server, at least one
data message that indicates the determination of validation for each received
authorization request to an issue entity of the transaction account in a payment
network for processing of the respective corresponding payment transaction;

communicating, via the receiving device of the processing server, with a
mobile network operator and receiving, therefrom, a notification that a mobile device

associated with at least one of the two payment cards has travelled outside of the
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first or the second geographic area and is located in a new geographic area, wherein
said new geographic area is a third geographic area different from the first and
second geographic areas; and

updating, by the processing device of the processing server, one of the first
data and the second data of the data structure, stored in the account database to be

associated with the third geographic area.

2. The method of claim 1, wherein the first data or the second data is
updated prior to receiving the authorization request for the first payment transaction
or the authorization request message for the second payment transaction.

3. The method of claim 1 or 2, wherein

the stored data further defines an identity document, and

the processing server is further configured to receive a notification indicating
that the identity document in a geographic location different from the first geographic
area and the second geographic area.

4. The method of any one of claims 1 to 3, further comprising:

identifying, by the processing device, the first geographic area based on
geographic locations included in a plurality of payment transactions funded by the
transaction account.

5. The method of any one of claims 1 to 4, wherein the stored data
structure further includes data defining a plurality of transaction data entries, each
transaction data entry including data describing a payment transaction funded by the

transaction account and including at least a geographic location.

6. The method of any one of claims 1 to 5, further comprising:

identifying, by the processing device, the first geographic area based on one
or more of the geographic locations respectively included in one or more of the
plurality of transaction data entries.
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7. The method of any one of claims 1 to 6, wherein the first data identifies
the first payment card and wherein the second data identifies the second payment
card.

8. The method of any one of claims 1 to 7, wherein each payment
transaction is determined to be valid by the processing device if the respective
geographic location for each payment transaction is included in the geographic area

corresponding to the payment card that respectively initiates each transaction.

9. A system comprising a hardware processing server configured to
perform fraud control of a transaction account based on geolocation, the hardware
processing server comprising a processing device, an account database, a receiving
device, and a transmitting device, wherein:

the processing device, of the hardware processing server, is configured to
store in the account database a data structure containing data that corresponds to a
transaction account that is accessible via at least two payment cards tied to the
transaction account, wherein the data contained in the data structure comprises at
least a first data defining a first geographic area and a second data defining a
second geographic area different from the first geographic area;

the receiving device, of the hardware processing server, configured to receive

from a first merchant point of sale device, an authorization request
message formatted according to an interchange standard for a first payment
transaction initiated via the use of a first payment card of the at least two payment
cards tied to the transaction account, wherein the authorization request message for
a first payment transaction includes at least a first geographic location, and

from a second merchant point of sale device, an authorization request
message formatted according to an interchange standard for a second payment
transaction initiated via use of a second payment card of the at least two payment
cards tied to the transaction account, wherein the authorization request message for
a second payment transaction includes at least a second geographic location;

the processing device, of the hardware processing server, is further
configured to determine validation for both the authorization request message for the
first payment transaction initiated with the first payment card and the authorization
request message for the second payment transaction initiated with the second
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payment card, wherein each authorization request is determined to be valid if the
included geographic location is included in a geographic area corresponding to the
first geographic area or to the second geographic area;

the transmitting device, of the hardware processing server, is configured to
transmit at least one data message that indicates the determination of validation for
each received authorization request to an issuer entity of the transaction account in a
payment network for processing of the respective corresponding payment
fransaction;

the receiving device is further configured to communicate with a mobile
network operator and receive, therefrom, a notification that a mobile device
associated with at least one of the two payment cards has travelled outside of the
first or second geographic area and is located in a new geographic area, wherein
said new geographic area is a third geographic area different from the first and
second geographic areas; and

the processing device is further configured to update one of the first data and
the second data of the data structure, stored in the account database, to be

associated with the third geographic area.

10.  The system of claim 9, wherein the first data or the second data is
updated prior to receiving the authorization request message for the first payment
transaction or the authorization request message for the second payment

transaction.

11.  The system of claim 9 or 10, wherein

the stored data further defines an identity document, and

the notification indicates that the identity document is in a geographic location
different from the first geographic area and the second geographic area.

12. The system of any one of claims 9 to 11, wherein the processing
device is further configured to identify the first geographic area based on geographic
locations included in a plurality of payment transactions funded by the transaction

account.
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13.  The system of any one of claims 9 to 12, wherein the stored data
structure further includes data defining a plurality of transaction data entries, each
transaction data entry including data describing a payment transaction funded by the

transaction account and including at least a geographic location.

14. The system of any one of claims 9 to 13, wherein the processing
device is further configured to identify the first geographic area based on one or
more of the geographic locations respectively included in one or more of the plurality
of transaction data entries.

15.  The system of any one of claims 9 to 14, wherein the first data
identifies the first payment card and wherein the second data identifies the second
payment card.

16.  The system of any one of claims 9 to 15, wherein each payment
transaction is determined to be valid by the processing device if the respective
geographic location for each payment transaction is included in the geographic area
corresponding to the payment card that respectively initiates each payment
transaction.
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