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(57) Abrége/Abstract:
The Invention relates to a system for determining road tolls, comprising a vehicle-based device for the vehicle-based
determination of a toll for a vehicle within a chargeable area of utilization. An operating center transmits, upon request, data that
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(57) Abréege(suite)/Abstract(continued):
are required for determining the road toll to the vehicle-based device via a communication device. The vehicle-based device

continuously determines partial utilization fees for route sections used and determines the entire road toll for a travel by
summing up the individual partial utilization fees. The Invention Is further characterized Iin that the vehicle-based device
transmits the entire utilization fee incurred up to that point in time via the communication device to the operating center for the

purpose of billing when predetermined criteria are fulfilled.
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Abstract

The invention relates to a road toll cocllection system
having & vehicle device for the ‘vehicle-autonomous
determination of a road toll for a vehlcle within a use
billing area, data which is required for determining
the road toll being transmitted, when reguired, from an
operator control center to the wvehicle device by means
of a conmunications device, and the wvehicle device
determining part tolls which are incurred continucusly
for route sections traveled on and determining the

total toll for a journey by summing the individual part
tolls.

According to the invention, when predefined criteria
are fulfilled, the wvehicle device transmits the total
toll determined up to this time via the communicatlons
device to the operator control center for billing.
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Road tcll ccllection system

- in ol capeefl VN &

The invention relates to a road toll collection system

according to the preamble of claim 1.

DE 44 02 613 Al describes a road toll collection system
of the generic type having a vehicle device for
determining a road toll in a way which 1s autonomous
with respect to the vehicle. Where necessary, data
which 1is required to determine the road toll 1is
transmitted from an operator contxol ceﬁter to the
vehicle device. The vehicle device determines part
tolls for sections of routes which are traveled on. If
the total toll, which 13 determined by summing the
individual part tolls, reaches a predefined level, the
total toll 1s transferred to an operator control

center.

DE 43 04 B838 CZ describes a road toll ccllection system
having a vehicle device for the vehicle-autonomous
determination of & road toll, data which is reqguired
for determining the road toll beilng transmitted, when
reguired, from an operator control center to the
vehlcle device by means of a communications device, and
the wvehicle device determining part tolls which are
incurred continuously for route sections traveled on
and determining the total teoll for a journey by summing
the individual part tolls.

The object of the 1invention 1s to 1improve the genus-
forming road toll collection 3ystem to the effect that
convenience for the operator is increased.

This object 1s achievea by means of the features of
claim 1. The subclaims relate o acdvantageous

embodiments and developments of the invention.

AMENDED SHEET
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The main 1dea of the invention 1s to determine
the toll by means of a vehicle device 1in the
vehicle, but carry out the actual billing in an
operator control center, the transmission of
incurred tolls to the operator control center
depending on criteria which can be predefined.
This has the advantage over systems in which the
billing 1s carried out 1in the vehicle by means
of chip cards that the user does not need to be

concerned with having a sufficient amount of credit on
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his chip card. Furthzrmore, with chip cards there is
the risk of them possibly being lecst.

A further azdvantage 1s that with the system according
to the inventicon the fToll can be determined relatively

simply for different use pilling areas with a single

vehicle device.

In one advantageous refinement of the invention, the
predefined criteria are fulfilled 1f a threshold wvalue
is reached Or exceeded, the threshold value
corresponding to a specific amount of money and/or a
specific time period and/or & certain distance covered
since the last time when data was transmitted. This has
the advantage that the amount of toll which 1s stored
in the vehicles does not become too high. 0f course,

.

the criteriz can also be fulfilled i1f the data is
requested by the operator c¢ontrol center or 1if the
transmission of data 1s triggered manually by the user.
In addition, the transmission of data can be triggered
when the wvehicle travels through predefined positions
in CThe route network. Thus, a transmission of data can
be triggered whenever a road for which a toll is due is

left, for example.

In one particularly advantageous refinement of the
invention, the user oI the vehicle or holder of the
vehicle keeps an account with the operator of the road
toll collection system, from which account the
transmitted tolls are sutomatically deducted.

In one particularly eadvantageous embodiment of the
invention, 1n order to determine the road toll for a
vehicle when dafferent use billing ereas are traveled
through, 1informetion about the boundaries of at least
ornne home use areg 18 stored and, whe!zn the boundary of
the home use area is approached, missiing operating date
fcr an adjoining use pllling areea is transmitted, when
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required, from the operator control center into the

vehicle device and stored. |

The vehicle device calculates the road toll according
to the conditions of the new use billing area, the
tolls which &2re determined being transmitted to the
operator control center of the new use billing area.
However, these tolls are billed only if the operatecr of
the home use billing system confirms transfer of the
responsibility of the holder of the vehicle.

The invention will be described bhelow 1n more detail

with reference to the drawing, in which:

Figure 1 1s a schematic view o0f an automatic toll
collection system and 1ts external data

relationships;

Figure 2 1s & schemzatic view o¢f an automatic toll
collection system and 1ts 1nternal data
relationships;

Figure 3 1s a schematic view o©f the essential
functions and components of the vehicle

device;

Figure 4 1s & schematic view of the operating sequence
of the vehicle device;

1s a schematic view of different use billing

]

Figure

adliecads.

In the following description, toll 1s to be understood
as fees which have {o be paid to use & road. Toll
levying system or toll collection system is to be
understood as a system for collectimg fees for using

roads.
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As is apparent from Figure 1, an automatic toll
collection system 1 comprises & vehicle device
operatjons control center 2, corresponding vehicle
devices 3, collection data management facility 4 and
supporting beacons 5. The main components of the
automatic toll collection system 1 include a vehicle
device 3. It fulfills autcnomously on board the wvehicle
all the functions, such as the detection of route
sections for which a toll is due, the calculation of
the tcll and tThe transmisszion of the collection data,
which are necessary for levying a toll. Vehicles of
participants in the automatic toll collection system 1
are equipped with vehicle devices 3 at authorized
service centers 9. When it is installed, the device 3
is provided with wvalid operating data (road model with
detection points and tariff model) and with the data of
the vehicle. When necessary, this data 1s updated -
preferably by means o¢f mobile radio (GSM). Using this
data, the wvehicle device 3 detects autonomously whether
it is located on a route section for which a toll ais
due, and on which route section for which a toll 1s due
it is located. It calculates the tolls on the basis of
the vehicle parameters and the tariff parameters and
the kilometers traveled on routes for which tolls are
due, and brings about the payment. Thils data 18
transmitted t¢ the operstor control center 2 for
further processing by means of mobile radio (GSM) . In
order to support the estazblishment of facts, the
vehicle device 3 communicates with the control system 7
by means of short-range communication (DSRC). The

locating process 1is carried out by the vehicle device 3
by means of a satellite navigation system (GPS) B. In a
small number of ceses it is necessary for the vehicle
device 3 to be suppcrtea during the determination of
locations by additionally installed supporting beacons 5.

The method vf operation for the individual components

ia as described below.
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The vehicle device operations control center 2 supplies
the vehicle devices 3 with the necessary operating data
and passes on messages from the “central processes”
component to the wvehicle devices 3. The operating data
is converted Py 1t into the format which can be

processed by the vehicle device 3. In the process it

controls the distribution oI the operlating data to the
vehicle devices 3. From the vehicle device 3, it
receives status Information about blocks and passes it

on to the “central processes” component 6,

The toll collection management facility 4 recejives the
toll collection data generated by the vehicle device 3,
stores 1t and passes [t on in the form of performance
data to the “central processes” component 6. The
collection data management facility 4 generates
acknowledgements for plausible received collection data
and distributes them, the respective credit framework
and the limits to the vehicle devices 6.

When rxoutes for which a toll 1is due are used by
vehicles for which & toll 1s due or vehicle-trailer
combinations, the wvehicle device 3 automatically
carries out collecting processes and passes on the
collectlon data to the collection data management
facility 4. In order to make it functionally ready, it
recelves operating date from the vehicle device
operations control center 2. Furthermore, it provides
the user 10 with an operator intexrface 5 via which he
can input hls use data and call up information.

The service center 9 performs installation, repairs znd
cyclical checking of the vehicle device 3.

The user 10 1s the person lizbkle to pay tolls who uses
the toll system to pav fees and operates the vehicle

device 3.

e smmy b dy A Ay s ey
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The checking system 7 is used to determine and confirm
whether or nolt there is a duty to pay a toll and - if
this 1s the case - whether the foll has been paid

corxrectly, incorrectly or not at all.

l
l

The central processes 6 include the methods and
processes of the organizational units comprising
business management, technical support, servicing,
accounts, resources, sales and marketing and perscnnel
functions. These are supported by the Dbilling,
menitoring and operations execution system components.,

The billing component has the primary function of
periodically aggregating the payment data (collection
and funds receipt data)] of the automatic toll
collection system 1, c¢reating invoices | from it,
distributing them to the people 10 liable to pay tolls

and generating confirmation of the invoices issued.

The monitoring component comprises all the technical
devices for mapping ithe methods &and processes which
make 1t possible to check whether the toll system and
the operator company correctly fulfill[their functions.

The operations execution component comprises all the
technical devices which are used for operations control
by the operator company, accounting, customer care and

technical support.

The supporting beacon O supports the vehicle device 6
in the determination of positions by transmitting high-
gquallty position data via short~range communication.

Figure ¢ ghows the 1nternal datz relationships in the
automatic toll collection system 1.

The vehicle device opevatlions conrntrol icenter 2 0of the
toll system 1 supplies all the vehicle devices 3 with

the necessary and current operatiﬁg clatz V1ie )
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communications server. The functions of the vehicle

devi)ce operations control center 2 comprises:

- the supply of all the wvehicle devices 3 with
operating data such as route data, tariff models,
toll class models, vehicle device software

versions and cryptography keys:;

- the decryption or encryption and signing of
vehicle device messages;

~ the certification of public keys of the approval
centers/service centers;

- the provision of the coperating data for all
service centers 9 and the checking control center
¥

- the management ©of the operating data versions:;

- Che creation of operating data distribution plans;

- the conversion of the operating data inte the
vehicle device format;

- the simulation test of the operating data.

A replication mechanism ensures that a current version
of the basic database is always available as a copy in
the vehlcle device operations control center 2. The
cryptography component encrypts and decrypts the
received data and the data to be transmitted, ensures
the 1ntegrity of the messages and manages all the
communications keys required in the vehicle device
operations control center 2. Data distribution plans are
also produced in the vehicle device operations control
center 2. So that the vehicle devicés 3 can operate
autonomously, not only Lthe necessary communications Keys
but also the coperating data (tariffs, routes, vehicle
classes) are stored in them. Said operating dataz is
updatec 1n the basic data méenagement facility and
managed, 1n & conditioned form (vehicle device format),
in the database of the vehicle device operations control
center <. The vehicle device software versions are also
located there. The process of the “tran§fer of operating
date” has the purpose of supplying the vehicle devices =
with new or updated operating datz in| 2 way which is

L e L
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dependent on versions and provides area coverage. Both
broadcast services and point-to-point connections of GSM
communication are used for this. All the vehicle devices
3 which are not reached via broadcast sign on, before
the wvalldity of their operating data expires, at the
vehicle device operations control center 2 to which
these requests for decryptlon and processing are passed
on. It then supplies the vehicle devices 3 individually
with the current tarlffl and route data.

The vehicle device operations control center 2 not only
transmits operating datz to the vehicle devices 3 put
also additionally makes available information for the
service centers ¢ which 1install and maintain vehicle
devices 3. The checking contrecl center 7 also has
access to the current data of the vehicle device

operations control center 2.

The functilons o©f the <c¢ollection data management

facility 4 are:

- the management and processing o©¢f the c¢collection
data transmitted by the vehicle devices 3,

= the generation of acknowledggments for the
collection data received from the vehicle devices 3,

- the compilation o©€f, in each case, a lYist of
blocked vehicle devices 3 and a list of all the
credit limits,

- the authentlication of the incoming and outgoing
messages,

- the encryption and decryption of the reguests from
and the regponseg Lo the vehicle devices 3,

- the transmission of the accumulated collection
data records to the killing systenm.

t

An essential function ¢f the collection data management

facility 4 1ig the acknowledgement or answering of all

vehicle device messages and the updating of all the

data necessary for processing these ‘messages. To do
thisg, tne messsges which are transmitited by the vehicle

. " Candmrase Rt .
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devices 3 via GSM and recelved by & communications
server and which contaln collecticon data are, 1if
necessary, collected, decrypted and stored i1n the
collection database. For the messages, acknowledgements
are generated which additionally contain the
respectively current blocked state of the collection
card and its limits and, if appropriate, contain new
Keys from the security control center, These
acknowledgements are encrypted and transmitted to the
vehicle devices 3. If a wvehicle device 3 has received no
acknowledgement from fthe central system after a certain
time has passed, said central system transmits the
respective data once more to the collection data
management facllity 4 until the acknowledgement is

received from the vehicle device 3.

Supporting beacons 5 are set up on the roadside at such
locations at which 1t is difficult, or not sufficiently
reliable, tTo determine positions ¢of the vehicle devices 3
solely by means of satellite navigaticon 8 and compound
navigation. These may be, for example,;ravines wlith steep
rock walls on one or bocth sides of the road, tunnels,
heavily wooded areas or roads which lare close to one
another (1.e. a few meters from one another) and are of
different, or even the same, road category, as well as
roads with a temporary change to the path they follow.
The supporting beacon 5 transmits the respective position
data to the vehlicle devices 3 and in so deing supports

the vehicle device 3.

Figure 3 gives an overview of the scftware components
and hardware components of the vehicle device 3.

As 18 apparxent from Figure 3, the toll collection

application 11 includes a detection algorithm 11.1,
tariff setting 11.2, & communications process 11.3, an
operator control preocess 11.4 and & checking process
11.5.
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The detection algorithm 11.1 detects a route section
which 1is liable for tolls, using route data and the

current position, and triggexs a collection event.

Tariff setting 11.2 comprises calculating the toll by

‘reference to the route information, the relevant

parameters and the data of the tariff model.

The communications process 11.3 comprises the exchange
of data bhetween the vehicle device 3 and control center
? wvia GSM (transmission of colléection data and
operating data updates (tariff data/model, route data,
software updates)). Furthermore, the communications
process 11.3 also includes the exchange of data with
the supporting beacon 5 and the checklng system 7 via &
DSRC interxrface, and the exchange of data wvia the
servicing interface for servicing purposes.

The operator control process 11.4 1s the event-based
control of the interaction of the vehicle device 3 with
the user 10 (inputs and outputs, warning messages and

fault messages, menu control).

The checking process 11.5 comprises the menitoring of

the operational capability, power management, logging,
trouble ticketing and detection of manipulation.

The operating system [2 constitutes the lowest software
level and 1is developed and made availlable by the
manufacturer o¢f the vehicle device. The operating
system performs hardware actuation, prliority/process

management, detection of manipulation, version checking

and logging (at the operaeting system level).

The automatic toll collection system 1 definitely
requires the following hardware ccompenents for the

vehicle device 3:
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Contrel unit 3.1: control unlt withi 1ts own operating
and file system;
CPU 32.1.2: central processor:;
Data memory 3.1.4: volatile and nonvolatile main
memory;
Collection card 3.1.3: chip card with security
module for ma&naging the <cryptographic keys and
with payment module for the secured payment of the

tolls

HMI 3.1.1: user interface (keyboard, display and
|

Servicing interface 3.1.5: external interface for

loudspeaker) ;

exchanglng data;

Navigation compconents 3.2:
GPS 3.2.1: module for determining location
Additional sensox system 3.2.2: for improving the
navigation data;

Communications components 3.3:
GSM module 3.3.1: module for communicating with
central components with SIM card 3.3.2;
DSRC module 3.3.3: module for isupporting beacon
communication and checking communication by means
of infrared;

Power unilit (not i1llustrxated): power, supply from the

truck’s on-board power system:

In addition to the aforesaid hardware components,
further accessories, for example antennas (feor GSM,
GPS, DSRC modules), cabling sets for antennas,
adapters, vehicle device holders, attachment material,
are required when fthe vehicle device 3 is 1instelled.
Central and vehicle-mounted componéntsl are required for
the automatic toll collection system 1. The control center
2 can he split spztially between a plurality of locations,
that 1s to say can be structured “decentrally”.

Structural and Lechnical devices Ior checking are

necessary to impose the obligestion to pay & tell. In
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exceptional cases, supporting beacons 5 are used as
system-supporting infrastructure and mounted on the
sides of roads. These beacons are used tc support the
autonomous determination of position (poor satellite
locating, difficult path of road, possibly roadworks).
Supporting beacons 5 are generally embodied as infrared
transmitters mounted on simple masts.

Furthermore, no new 1nfrastructure whatsoever 15
necessary as the automatic toll collection system 1
uses existing systems - such as the mobile radio system
GSM 3.3.1 or the satellite navigation system GPS 8.
Other systems, for example service centexs 9, must be
adapted 1n accerdance with the requirements of the toll
system 1 or modified and some operational seguences

have to be restructured.

The individual vehicle requires only one vehicle device
3 including accesscries to participate in the automatice
toll collection system 1. The installing service center
9 requires a so-czlled service center PC which permits
the vehicle device 3 to be initialized and personalized
as well as tested. In addition, this &evice can be used
to transfer necessary status data anid operating dats
from the control center 2.

The automatic toll collection system 1 is connected to
other component systems via external interfaces, the
interface between the “central processes” component and
vehicle device operations control center 2 being
implemented &s a TCP/IP link by means of LAN or WAN.
The interface between the “central processes” component
with the collection data management facility 4 is also
implemented as a TCP/IF link by means of LAN or WAN.

The interface between the checking system 7 and the
vehlcle device 3 1is implemented &as & DSRC interface
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The interface between the satellite ngvigation system B

and the vehicle device 3 1is embodied as a radilo
interface 3.2.1 (GPS standard).

The vehicle device 3 is equipped 'with a servicing

interface 3.1.5 for communication with the service

center 9.

T"he interface between the supporting beacdon 5 and the
“central processes” component 1s embodied as a mobile

radio link or fixed network link.

The internal interface in the automatic toll collection

system 1 between the vehicle device operations control
center 2 and the vehicle device 3 az well as the
interface between the vehicle device and the collection
data management facility 4 1s embodied as a mobile
radic link 23.3.1. The interface between the vehicle
device 3 and the supporting beacon % 1s embodied as &

DRSC interface 3,3.3.

The following main ZLunctions take place within the
framework of the automatic tell collection system 1:

- detection,

- collection,

— transfer of data,

- provision o©f &ccess to the automatic toll
collection system,

~ support of the checking processes,

- ensuring ¢f correct toll <collection by the
automatic toll collection system 1 itself and the
monitoring facilaity.

During the z2utomatic ccllecticn of tolls, the fact that
the vehicle 1s traveling through a route section for
which 2 toll is due is detected autonomously on board
the wvehicle, 1.e. without roadside i1infrastructure. For
this purpose, the vehicle must be egquipped with a
vehicle device 3 which determines the current pOsitiorn
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of the vehicle by means of the satellite navigation
system GPS 3.2.1 (and possibly a further sensor system
3.2.2). In exceptioconal c¢ases, supporting beacons 5 for
supporting the determination of positions are
additionally used on certailn route sections if the
determination of poeositions on the basis of GPS and
compound navigation 13 not sufficiently reliable. The
detection algorithm for determining a route section for
which a tell 1s due 1s based on the constant
determination of the position of the vehicle device 3.

The collection 1s carried out on the basis of a
detected route section for which & teoll is due. The
collection-related data (routes for which a teoll is due
with length and tariffs) is available in the vehicle

device 3 for the purpcse of classification in the toll
classes or &are to be input by the user 10 within the
framework ©f a self-declaration process (toll-related
parameters for the purpose of the classification in the
toll classes). The self-declared parameters are used
together with the parameters which are stored
permanently 1in- the vehicle device 3, using the tariff
model for the purpose of classification in the toll
classes. At the time when a route section for which a
tcll 1is due 1s traveled through, collection 1is
triggered taking into account the current toll class,
the current tariff model and the time. The collection
data 18 collected  for  further processing and
transmitted to the collection datz management facility
4. The user 10 is informed about the collection event
via visual - optionally alsc audible - means at the

time of collection.
The vehicle device 3 has components for long-range and
short-range communlcation by means of mobile radio and

DSRC. The following dats are exchanged by mobile radio:

B e e B
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Type of data Descriptien R

Collection data

| Credit

balance
reconciliation

| totaled. .

| Updating of

qroute date

Transmission of all relevant collection
data together with identification of
the vehicle device 3, by means of whichl
identification the control center 2 can

| track each individual collection for a

secticn, assign it to an account and
generate an individual collection
record. The transmission of collection
data i1s triggered either after a
dispatch limit is exceeded or after a
certain time period has expired. The
dispatch limit 18 & credit
balance/credit facility value. The time
period can be parameterized. It starts |
with the Ffirst collection since the
last cdispatch of collection data. If
the dispatch limit has not yet been
reached after this time period expires,
the transmission of existing collection
data 1s& nevertheless triggered. At
present. a time period of 24 hours is

_J PTOVIQ

- ———-

rovided,

As the payment-related accounts are

facility/credit | located in the control center 2, the

vehicle device 3 must be informed of
the amount to which the tolls can be

Relevant, updated route data for

ldentification of collection points is
transmitted 1into the vehicle device 3.
This ensures that no vehicle device 3
which is cperating carries out

lncorrect or excessivel collections, oz
fails to carry out collections, OWing
to deta which is nox up to date oxr data

Lulu- VEr—— " T by

which 1s not present.
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Tariff and toll pargmeters which will

transmitted into the wvehicle device 3.

It is ensured that no vehicle device 3
which 1s operating carries out
incorrect collections owing to
inccrrect tariff deta or tariff data
which is not up to date.

| Blocking

messages

f

' the control center 2 or to the vehiclek

Transmission of blocking information to

device 3 depending on the component at
which the blocking event first occurs.

(Blocking event 1in the vehicle device
3: the «c¢redit facility or credit
halance i1s exhausted. Blocking event in
the control center 2: the user 10 i1is no
longer creditworthy, the credit balance
account has been overdrawn,
manipulation 1is suspected or the
vehicle/véhicle device 3 has Dbeen

sto}en.) . |

Warning
messages

S A vt —

Jl"r

i

k

| or forwarding agents have sufficient

Transmission of a2 warning message 4 1o

the vehicle device 3 if the remzining|

credit facility or the remaining credit |

in the contrcl center 2 falls below a
critical value. The warning message 18
ijssued in such ¢good time that users 10

time either to top up the credit |
balance account or perform a funds|

receipt process, that is to say can at
least cover the route for which a2 toll
1s lizble, up to the next payment

point.

Table 1: Long-range communication/typ!es cf data to be

transmitted

|
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Data transmission and protocol securling methods ensure
that the same protcocol versions are used on both sides
cf the communication. As a result, datz which is to be
transmitted can be received free of faults by the
opposite side or when the other party cannot be reached

the transmission can be repeated 2t a later time.

In order to protect the data, 1t 1s encrypted
additionally, above and beyond the standardized
encryption in the GSM mobile radlio network, by means of
2 separate cryptographic methoed at the application

level.

The short-range communication 1g carried out according
to the DSRC standard in the infrared range, otherwise
by radic in the 5.8 GHz microwave range. Via this
interface, data l1ls exchanged with the checking system 7
and data i1is received from supporting beacons 5 for
better determination of positions. The interface is
configured im such & way that bidirecticnal
communication can be initiated with the vehicles in the

traffic which are liable to pay tolls.

The vehicle device 3 communicates using DSRC with the
checking devices cf the automatic, meobile  and
stationary checking facilities. During this
communication, the initiative comes from the checking
devices. The  wvehicle device 3 responds to a

corresponding inquiry of such a checking device.

|
During the interaction with the checking system, the

following data 1s exchanged:
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— B
 Type of data %Desggiptioqm | | \
Checkilng Permanent transmission of
broadcast identification and status data of the

checking beacon to vehicle devices
which drive into the transmission
range, in order to trigger the checking

process.

[

u_...-—w—--n—————'——\"m

Recelpts ]Transmission of all necessary data for

an unambiguous record of payment for |

/

the current section. The data contents

prevent repeafed use ¢f 2 receipt. The

T — .

transmission of identification and

—-

classification data makes it possible

measurement data of the vehicle

-

supplied by the checking technology.

Leg files Transmission of status information and
history information about the state Of|
the vehicle device and preceding
| event s, for example attempts at4
itmanipulation.

vy T e e ey et P Ul AP0 ? v R v rrr P TP T— et M T e Y T

ro check & COMpPAarison with the |

History data Transmission o¢f all relevant data
which, in the cese of non-collections
or incorrect collections as well as of
incomplete collections, c¢can provide

information on the causes of possible ‘
| faults or on manipulations to the
vehicle device. (Only in the case of

_ |manual checking)

Table 2: Short ~range communication/checking

commuunication

For perscens 10 who are liable to pay tolls, there are

the following access possibilities fo the automatic
toll cellection system:
- signing on and registration with =&an operator

company;
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- searching for a service center 9 (garage) for

installation and maintenance of the wvehicle device

37
- operation of the vehicle device 3;
- the customer service 1s taken 1Into account by

telephone, fax or Internet in order to respond to
inguiries and to eliminate uncleax points;
- processing of payment;

The actual collection of tolls during the journey takes
place without interaction with the user.

The automatic toll c¢ollection system collects tolls
cnly in the legally specified cases. The correct
collection of tolls is ensured by organizatiomal and
technical measures. Organizationel measures are:

- the registration of the user:;

- the obligation of the user to cocoperate;
- checking;

- monitoring;

Participation in the automatic toll collection system 1
requires the person 10 who 1s liable to pay tolls to
have previously registered himself with the operator
company. Here, he specifies Individual data and
indicates his preferred method of payment. On the basis
of this information, ihe creditworthiness of the user
10 is checked, a contractual relationship between the
user 10 and operator company 1is established and the

installation of one or more vehicle devices 32 1is

brought about.

In wvehicles which are only 1liable for =z tell in
specific operating states or in which various toll
classes &are possible for reasons o©f design, the
operating mode must be set by the driver within the
scope of self-declaration.
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When the vehicle device 3 is instelled, the service
center 9 sets & “default” class which generally
corresponds tc the c¢lass o¢f the vehicle without a
trailer. In the simplest case, this setting only has to
be confirmed by the driver 10. In the case of vehicles
with fewer than 12t permitted overall weight in which
there is no liability to pay a toll, the class “not
liable to pay a toll” is normally set as z “default”.
By means of the operator interface oI the vehicle
device 3 it is alsc possible to define that in each
case the class declared last is offered as the setting
to be confirmed. This deviation from the standard
occurs only at the explicit wish ©of the person 10 who
is liable to pay a tell and he must indicate this and
in the installation confirmation. The variable setting
possibilities of the declaraticn prevent & vehicle
which 1is not liable t¢ pay a toll, for example a
tractive unit without & trailer below 12t, having to
pay tolls in the automatic collecticon method. During

"the installation; the other vehicle-specific

parameters, for example the pollutants class, zre also

antered.

The result of the declaration or the fact of
nondeclaration (there is no input) 1is stored with the
time and the geographic positien in the logbook of the
terminal 3 in & way which is protected against voltage
failure and against manipulation. Thils 1nformation can
be read out for the purpose cf checking and used as
supplementary evidence. '

If, at the start of & journey or when route sections
which are liable fcr tclls are first driven conto, there
is no declaration or &a false declaretion, the driver
runs the zrisk of being detected &s & nonpayer or
incorrect pavyer when checking is carried out. Possible
incorrect operation or nonoperation c¢an be detected by
means of displays on the vehicle device 3 for the

perscn 10 whe is liable tc pay & toll. The toll class

i )
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which 1is set is dindicated. The i1input can alsoc be
additionally supported by means of an acoustic signal
which is dependent on the declared class. The person 10
who 18 liable to pay a toll can reduce the risk of
nondeclaration or incorrect declaration through <the
decision on a specific presetting when the vehicle

device 3 is idnstalled.

Technical measures for the correct collection of tolls

are:

- secure and checked collection and c¢ommunication
methods in the vehicle device 3;

- unambiguous, all-encompzassing calculation rules
for the level of toll (tariff model) 1n the entire
toll system with rules for perticular handling of
individual users 10 and route sections:

- the determination of positicons 18 supported by
means of supporting beacons 5 at geographically
unfavorable points.

The autonomous deltection method reliably detects 1f the
vehicle 1sg located outside the route network which 1is
liable for tolls. In this case, the vehicle device 5
does not collect tolls either. In some cases, there are
pessibilities of turning round between these points,
for example at =service stations (for example Hegau-
West), freeway churches (for example Baden-Baden),

carparks, and other facilities cor operations which are
associated with the freeway. FEach existing possibility
of turning rcund defines & detection secticn or
detection subsection.

LY

When the vehicle i3 perked and when tLthere are

interruptions in & journhey, the states of the vehicle
device 3 are stored - protected cgalnst voltage failure
and manipulsation. As & result, nc information can be
lost. If the journey is continued, the new information

rt

crn the start of the journey ancd daeclaration cf the toll

o _ ’
class 1s reqgquested and stcred. Ctherwise, tThe vehicle
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device 3 operates on the basis of the aqefault values
which are set. In particular, the detection method
ensures that there is no double ccliection when &

journey is interrupted on a section of freeway. The

detection method also prevents multiple collections of

2 toll when “journeys are interrupted within a section
of freeway or there are changed lane markings 1in the

region ¢f roadworks.

Wwhen the vehicle device 3 is installed and first put
into operation, the cfficial mectoxr vehicle reglstration
number is input into its security module of the
collection card 3.1.3. The vehicle card which is issued
by the operator company serves as & source for this
information. This data must be confirmed by submitting
the logbock. The motor vehicle registration number is
rransmitted together with the infcormetion on the
vehicle device 3 and the installation which has taken
place to the vehicle device operations control center 2
on & secured path and stored there. The vehicle caxd,
collection card 3.1.3, vehicle device 3 and control
center Z are protected against falsification,
manipulation and vandalism. Each vehicle device 3 1is
thus unambiguously assigned to the officlal motor
vehicle regist:retion number of a guite speclflic motor
vehicle which is liable for tolls.

Tf & vehicle with vehicle device 3 changes the official
motor vehicle registration number, the holder must
notify the operator company of this. In eddition, the
change must be carried out at a service center, 1.e.
stored on the collection card 3.1.3 and reported to the

cantrol center 2.

If only & new registration number 1s assigned while the

holder reméains the same, for example | after the change

.
of & location, it is sufficient to Cchange or replace
C

{4

the collectiorn cgxrc 2.1.3 &anc 1iasue orresponding
message to the ceontrol center 2. Thls ensures that

I
b
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collections which are posslibly not yet transmitited are
transmitted in advance with the previous registration

number to the control center 2. S

When the holder changes, for example when the wvehicle

is sold, the previous holder and the new holder must
reach agreement about the tolls which are incurred

between the sale and reregistration.

The user can place the vehicle device 3 [lacuna] the
“funcds receipt mode” opereting state. In this case, it
continues to carfy cut collections for checking and
monitoring purposes, and transmits the collection data
to the control center 2, without, however, initiating
payments. This operaiting state which can be clearly
recognized by the user 1s provided for specizl. cases in
which he explicitly wishes to wuse the funds receipt

system.

On the part of the control centex, the vehicle device 3
can be blocked 1f specific c¢ircumstances 350 reguire,
for example unpaid demands, theft of the vehicle etc.
This blocking 1s &also unambiguously apparent to the

USEer.

Correspondence between the officiazl registration number

zncd the reglstration number assigned to the wvehicle

v

device 3 of a motor vehicle which is liable for tolls

is checked an the following cases:
= during autometicz checking by comparing the
registration number registered by the vehicle

A

device 5 with the optoelectronically determined

one,
= in the case of stationary c¢r mobkile checking, bv
comparing the registration nunﬂ:}er registered by
the vehilcle device 3 with the actual registration

numoer .
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Within the framework of its possibilities, the operstor
conpany provides for & vehicle device 3 to Dbe
immedisately deactivated 1f a deviation 1s detected
between the actual and stored registration number.

The normal operating seguence of the vehlcle device is
apparent from figure 4. After the st'art, the vehicle
device 3 is initislized in step 100. The determination
cf positions 1s carried out in step 200, and the
comparison with sections for which .2 toll 1s due 1is
carried out 1in step 300. In step 400 it 1is checked
whether or not there is a section of a route for which
a toll 1s due, If this i3 the case, in step 500 the
necessary d&ta for the collection set 1s determined and
stored. In step 600 it 1s checked whether a warning
limit has been exceeded. In step 700 it 1s checked
whelther or not a blccking limit has been reached. In
step 800 it is checked whether a predefined threshold
value has been reached and whether 1t 1s necessary to
dispatch the amount of money determined or not. In step
900 the collection status is indicated to the user 10.

Operating data contain tariff datz and route data and
software. By reference to the tariff data, the wvehicle

device 3 can calculate the toll to be paid for =
detected section of route taking into account the toll
class. Using the route data, the vehicle device 3
detects route sections for which a toll 1is due by

comparison with the current position and the course of

the journey (step 400).

The software permits the tell collection to be cerried
out in the vehicle devices 3 znd is ©of modular design.

By means of blocking messages it is possible to block
or unblock the wvehicle device 3, and the process of

payment c¢f the tcll can therefore be switched on or

off.
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The service center © has in each case the latest
versions o¢f operating data in order to be able to
update the vehicle devices 3 on installation. For this
reason, when the system 1s first sl'i.arted it 1s not

necessary to set up a connection via the mobile radio

.network between the vehicle device 3 and wvehicle device

operations control center 2 for the downloading of

operational data.

If the wvehicle device operations contrcl center 2 has
recelved a blocking status from the vehicle device 3,
sald status 1is passed on to the “central processes”

component.

By transmitting collection data which has been received
in the collection data management facility to the
monitcring system, the possibility is provided of using
a betch method for subsequently checking vehicle

devices which are checked.

For the purpcocses of billing, performance data 1is
transmitted from the automatic toll collection system 1
to the “central processes” component.

If the wvehicle device 3 has received & blocking
instruction or unblocking instruction, it transmits its
status =~ plocking statuses - (blocked, not blocked,
type of fault) back to the vehicle device operations

control center 2.

puring the c¢ycliczl checking of the vehicle device 3 in
the service center 9, status information can be read

out o©f the wvehicle device 3. In this case this 1is
information about the operating state of the vehicle
device 3, about faults which have occurred and detected

sttempts at manipulation.

By means oI coilection date it 1s pos

S
unambiguously, al. the 1individuzl ‘collections and
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assign them to the official registrat

ion number of the
motor vehicle which is liable for & tell. This includes
the location and time of the collection, the declared
toll class, the calculated tell, the vehicle device
5 identification and possibly in addition the official
registration number and cost bearer parameters for cost
differentiaticn. The transmission of collection data is
either triggered affter & dispatch limit is exceeded, or
after & specific time period expires. The dispatch
10 l1limit 1is a credit balance value or credit facility
value. The time perioc can be paremeterized. It starts |
from the first collection since the last dispatch of
collection data. If the dispatch limitl has not yet been
reached after this time pericd expilres, the

15 transmission of existing collection data is
nevertheless triggered.

When checking takes place, the relevant collection datsa
and status informeticon is transmitted to the checking

20 system /. Sald status information includes information
on abnormal operating states and detected attempts at
manipulation in  the  past and  blocking status
information.

25 When it 1s installed,. the current operating data is
transmlitted intc the vehicle device 2. This eliminates
the need for a complex setup of communications with the
vehicle devicce operations control center 2 when said

- vehicle device 3 is firxrst brought into operation.

30
After instzllafion has taken place, the status dzte is
transmitted to the “central processes” component. If a
vehicle device 3 leaves the service center 9 in the
installed but not functionally capable state without

35 receiving officilal acceotance, for urgent reasons, this
status 1s alsc signaled tec the “central processeg”

COmMpOonNEnTtT



CA 02437303 2003-07-31

P036248/W0O/1

- 27 -

When a Journey is started, the user 10 enters the

paramcters relating to toll liability into the vehicle

device 3. Variable parameters which change the toll

class are the trailer parameters (nu}nber of axles and

5 permltted overall weight). The toll-related parameters

provided at that time for the motor vehicle for which a

toll 1s due (pollutants emission class, axles present

on the vehicle and permitted overall weight) do not

change during use. Changes <to the motor vehicle

10 parameters require technical changes to the vehicle and

a reconfiguretion of the vehicle deviee 3 at +the
service center 9.

The route dela and tariff data created in the “central

15 processes” component is converted in the vehicle device
operations control center 2 to a format which c¢an be
processed by the vehicle devices 3.

If & blocking event or unblocking event has been

20 triggered for a specific vehicle device 3 in a “central
processes” component, &an instruction is generated from
1t and transmitted to the vehicle device operzticns
control center 2.

25 When the vehicle device 3 1is instelled, the service
center 9 must check how up to dete the datz of the
vehicle card (which the user must submit for
installation) 1s. Furthermore, 1t 1s possible to

- 1interrogate information which was not yet present at

30 the time of the registration of the user 10, for

example relating to checking of creditworthiness.

The supporting beacon 5 transmits monitoring dazta to
the "cCentral processes” component at cyclical intervals

35 so that said component can detect the operational
capability of the supporting beacon 5.




10

15

20

25

30

(al
S 1

CA 02437303 2003-07-31

PO36248/W0O/1
- 28 -

The supporting beacon 5 transmits position data to the
vehicle device 3 in order to supportl the determination

of positions.

Figure 5 shows a basic view of thle interoperability
between various use calculation regions 13, 14. The
interoperability makes 1t possible Ifor the person 10
who 1s liable for a toll to pay the toll with only one
vehicle device 3 and possibly only one contract in
various use calculation regions 13, 14 with wvarious
electrcnic toll systems 1, 17, it being possible for
the toll systems to be operated by variocus operators

15, 16.

The technical interoperabllity 18 the basic
precondition to be able to use a piece of vehicle
equipment 3 in more than one toll system region 13, 14.
The technicel interoperability 1s defineq, on the one
hand, by communication between the wvehicle unit 3 and
the operator-specific local installations and, on the
other hand, by the functions and seguences which are
anticipated in the vehicle unit 3 and which the

respective toll system operator 15, 16 anticlipates.

In its basic equipment level, the vehicle device 3
provides the communications channels via moblle radio
(GSM) 1n veariocug line-oriented and packet-oriented
services as well as DSRC bescon communication by
infrared. An interface according to CEW TCZ278 by radio
in the microwave band of 5.8 GHz can optionally be
connected or integrated alongside. The basic function
of the computer system in the vehicle device 3 provides
the possibility of subsequently i reloading cother
applications, 1n &n appropriately protected way, using
variocus communication:s channels, in addition to <the
software functions of tThe system itself which are

provided on & standarda basis.
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Im particular, the following features of the vehicle

device 3 provide the preconditions for technical

interoperabillity:
- connectable DSRC interface,
5 - use of security modules (chip cards),
— multizpplication capability owWing to the

possibility of transmitting egquipment operators
and applications into the vehicle devices 3 in a
pretected fashion via the communications channels,

10 This occurs both before the first installation in
a vehicle so that these functions are present from
the start as well as subsequently 1f the need
becomes apparent only later or 1f a new system 1is
defined and introduced.

15 - Defined internal interface between applications
and the basic functions o¢f the vehicle device 3
which makes it possible to define and carry out
changes/expansions 1in & uniform way independently
of device manufacturers.

20 - Use of TCP/IP-PPP as a standard for the GSM bearer
service in order alsc to be able to carry out
other transactions with other control centers
which alsc use the TCP/IP=-PFP.

- Use of ISO ENV 14806 EFC (application interface)

29 in order to be &ble to support all the beacon-
supported transactions pased on CEN DSRC.

This provides tLhe precondition for basic
| interoperability which makes it possible to participate
350 1in other ftoll systems 17 which use these modern

standards only by reloading & software package (for

example by means of GSM).

1

|

-

For other systems, the vehicle devicelo cen be expanded

35 with an additional hardwere communicationg module. This

openg uUp  the possibility o©of &also using other
communications channels which are cf interest for conly
& relatively small nwmber o©f the wvehicles and in this

wey do nct make the basic device more kexpensive.
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with the abovementioned expansion 'possibilities by

means of software applications or additional hardware

communications modules, the vehicle device 3 becomes
technically interoperable with a wide range of systems.

‘The various optional communications modules are

connected to the standardized internazl interface and
controlled by the respective operator=-specific
protocols. The protocols control both the collection
process and payment process as well as the self-

checking process.

The protocols czan be loaded over & defined interxface of
the vehicle device 3 (multiapplication capability). The
vehicle device provides for this purpose the following

possibilities:

— service interface (garage)

~ GEM '

- protocols are Lozaded by 2 chip card

(interoperability card).

The toll systems which are currently operating operate
with & chip card in crder to secure the communications

pxocesses. The possibility of using an external chip

L

card 1n the vehicle device which is cffered provides =z
further precondition for bringing about technical
interoperalklility. If the same chip card cannot be used
in other toll areas 17 as the contractual preconditions
are not yet fulfz:lled, the driver can still participate

in the toll operation by changing the chip card.

In systems which reguire direct communication with the
chip carc Dby means of the collecticn beacon during =
journey, a relatively long period in the communications

2rea 1s to be ensured organizationally.

)

1 eddition to the purely technical interoperability,

the preconditions MuUstT alsc oY= provided for

O

interoperability on  an rganizationel level. In
|

EEER T T —
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particular pavment transactions are|to be considered
here. European banks are already interoperable today by
exchanging data carriers, 1.e. meoney transfers from a
bank in Germany to & bank ¢f a member state of the
Eurcpean Community, &nd vice versa, are everyday

transactions. For the person 10 who is liable to pay &
toll to be able to pay his toll satisfactorily to

another system operaftor 16 Iin =z foreign use billing
area 13, it 1is necessary, inter alia, for the demands
of the bank of the other system operator 16 to be
accepted by the bank ¢f the operator company 15 in the
home use billing eres 14, and for the operator company
15 in the home use billing area 14 to accept the

demands i1tself.

With pre-paid systems, the creditworthiness of the
person 10 who ig lisble to pay & toll 1is inherently
safegquarded, and in post-paid systems bank agreements
and agreements must be agreed with the olther system

OPEXrators.

For a2ll types of interoperablility 1t 1s necessary for
contracts to be concluded between the operator company
15 and other gystem operatoxrs 16. These roaming
agreements make 1t easier for the person 10 who 1is
liable to pay a toll as he has To conclude a contract

with only one system operator.

Roaming agreements should regulate at least the
following points:

- expiry ¢©f the payment management

- definition of notice periods

- security &aspects, 1n particular release c¢f keys

- protocols of toll systems

- data for the checking processes

~ telecommunications tc be usec

- infrastructure

daw
W
- definition of receipts date. i

T Bl wre—— - e -
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New Patent Claims |

A road toll collection system (1) having a vehicle
device (3) for the vehicle-autonomous
determination of 2z road tell for a vehicle within
& use billing area (13, 14), data which is
reguired for determining the road toll being
transmitted, when required, <from an operator
control center (2) tc the vehicle device (3) by
means of a communications device (3.3), the
vehicle device (3) determining part tolls which
are 1incurred continuously for route sections
traveled on &nd determining the|totz-:l toll for =
journey by summing the individusl part tolls, and,
when predefined «c¢riteria are fulfilled, the
vehicle device (3) transmitting the total toll
determined up to this time via the communications
device (3.3} to the operator control center (2)
for billing, characterized in that the road toll
collection system (1) comprises various use
billing areazs (13, 14) with various electronic
toll systems (1, 17), the road tecll which is due
for & vehicle when different use billing areas
(13, 14) are traveled through being determined by
a single vehicle device (3).

The road toll collection system {1) a2s claimed in
claim 1, characterized in that the predefinec
criteria are fulfilled if & threshold wvalue is
rezched or exceeded and/or if datz is reguested by
the control center (2 and/or if = datsz
transmission 1g triggered manually by the user

(10} and/cr 1f predefinec pcsitions in the route

network are treavelied throuch, the threshold value

corresponding to & specific amcunt of money and/or

& specific time period and/cr & specific distance
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covered since the last time when data was

rransmitted.

3 The road toll collection system (1) as claimed in

5 one of claims 1 or 2, charzcterized in that the

user (10) or holder (10) of the vehicle keeps an

with the operator (15) ¢f the road use
transmitted tolls

account
system (1) for billing, the
being automaticzlly deducted from said account.

10

4. The road toll ccllection system (1) as claimed in

one of the preceding claims, characterized in that

information abcocut the boundaries (18) of at least

one home use area (14) is stored in the wvehicle

which czse, when the boundary (18)

\

15 device (3), 1n

of & use aree (l4) 1is approached, the “vehicle
(3) reguests, when necessary, mlSsing
Irom

device
operating datz for an adjoining use aree (13)

the ccntrol center (2) and the requested operating

20 data is transmitied from the control center (2) to
of a

the vehicle device (3) o}V means
2} anda stored 1n  the

communications device (2.

vehicle device (23

25 5. The roacd toll collection system (1) as clzimed in

in that, when the use
between two use billing

claim 1, charescterlzed
Lilling ares boundary (18)
14) is passed through, the road toll is
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