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Most Likely Bills in Your Area
e. As

4160A DE
O Allstate Auto

Rich's

DISCYER

Scana Energy

Ford Motor Credit

State Farm Auto

Georgia Power

State Farm Home

4160C

Bank of America VISA

416OB 0 BELLSOUTH
D Charter

--

Cox

416OD OS

Texaco

Chevron

MBNA Master Card

Countrywide

Mobil

Verizon Wireless

Don't see the bill you're looking for?

Search the complete alphabetical list below of local and national bills.
Local and National Bi List

0-9ABCDEFGHIJKLMNOPQ RSTUVWXYZ Show all bills
4171

List of Available Bills
4170

-

-

- - - - -

-

- -m

- - - - - -

AEP Public Service Company of OK
AEP West Texas Utilities

AEP West Virginia Utilities
AMICA Insurance: P&C
AT&T Broadband

AT&T Wireless-Los Angeles
Abercrombie and Fitch

Figure 41D

My List of Selected Bills
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2
addressed, can Substantially increase the number of both con
Sumers making up the EBP consumer base and EBP transac

TECHNIQUE FOR IDENTIFYING PROBABLE
BILLERS OF A CONSUMER

tions.
FIGS. 1A and 1B show current models of EBP Services.
FIG. 1A shows the Biller Direct model. FIG. 1B shows the
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2002 and entitled “EASY ESTABLISHMENT OF BILLER
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SCRIBER PAYOR”; U.S. patent application Ser. No. 10/285,

M.

The provided consumer identifying enrollment and activa
tion data for electronic billing can include any or all of con
Sumer name, phone number, billing address, and perhaps a
service address, depending on the type of electronic biller. In
addition, a consumer 105 may be required to provide an
account number with each particular electronic biller from
which electronic billing is being activated. Some electronic
billers require an enrolling consumer to provide identity con
firming information that is not typically publicly known, Such
as social security number (SSN) or mother's maiden name.
Many electronic billers require the same identity confirming
information. It will be apparent that in enrollment and acti
vation via the Web the consumer 105 has to access Web sites

45

662, Nov. 1, 2002 and entitled “DISTRIBUTED
MATCHING OF CONSUMERS WITH BILLERS HAVING
BILLS AVAILABLE FOR ELECTRONIC PRESENT

MENT: and U.S. patent application Ser. No. 10/285,662,
filed on Nov. 1, 2002 and entitled “A TECHNIQUE FOR

Service Provider (SP) model. The Biller Direct model
includes multiple electronic billers A through M. Each of
these electronic billers A through M maintains their own
electronic billing enrollment and activation data, shown as
databases 101 through 102. In the Biller Direct model enroll
ment and activation is a single process. A consumer 105
interacts with each of electronic billers A through M sepa
rately to begin receipt of electronic bills. Prior to enrollment
and activation of electronic billing, each electronic biller A
through M' maintains information about each of their custom
ers in databases 101 through 102. This is common informa
tion maintained by billers about customers. The consumer
105 must request to receive bills by providing enrollment and
activation data, in addition to the information already main
tained, to all electronic billers A through M. Enrollment and
activation data is provided via communications channels
106A through 106M. The consumer provided enrollment and
activation data for electronic billers A through M' is very
similar, typically merely consumer identifying information
Such as the consumer's name, in addition to perhaps other
consumer identifying information Such as address, phone
number, etc. Thus, the consumer 105 ends up providing the
same or similar data to each of electronic billers A' through

hosted by each of these multiple electronic billers A through
M' to provide enrollment and activation data at every single
electronic biller Web-site. Typically, the only different
(unique) piece of information required by each electronic
biller is the account number, because, as known, these differ

50

PRESENTING MATCHEDBILLERS TO A CONSUMER.

by biller.
FIG. 1A also shows the consumer 105 enrolling for making
on-line (electronic) payments to biller A through biller Z.
Enrollment is shown via communications channels 108A

FIELD OF THE INVENTION

The present invention relates to electronic commerce, and
more particularly to increasing adoption of electronic billing
and payment services by consumers.

55

BACKGROUND OF THE INVENTION
60

Electronic billing and payment (EBP) is widely available
today due to the proliferation of the Internet and ubiquity of
consumer computing devices. However, EBP acceptance by
consumers has generally been by early adopters. The remain
ing members of the potential consumer base are aware of
EBP, but have not yet availed themselves of the advantages of
electronic billing and payment. There are barriers that, if

65

through 108Z. Enrollment for making electronic payments is
separate from enrollment for electronic billing in the typical
Biller Direct EBP system. Required consumer supplied
enrollment data for electronic payments is, here again, similar
in nature among various electronic billers (payees), and typi
cally includes funding account information. Each of elec
tronic billers A through Z stores enrollment data for on-line
payments in separate data repositories, 110 through 111, than
those in which enrollment data for electronic billing is stored,
101 through 102. Typically, the enrollment data for making
electronic payments is not linked to or otherwise shared with
the enrollment data for receiving electronic billing, as shown
by the separate electronic billing data repositories 101
through 102 and electronic payments data repositories 110
through 111. It should be noted that not all electronic billers
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offer electronic payments, and that not all billers offering
electronic payments offer electronic billing.
In a Biller Direct model there are multiple ways that elec
tronic payments can be performed. In one, an electronic biller
A through Z'provides all the functionality for completing the
payment. That is, an electronic biller presents a user interface
for payment via a communications channel 108A through
108Z, captures enrollment data for payments from the con
Sumer 105, warehouses payment requests in data repositories
110 through 111, processes the payment requests, and issues
all debits, credits, and remittance advice associated with pay

4
transposed. While an account number with a biller typically
has to only be entered once, RTN and DDA, or other funding
account information, information has to be entered multiple
times, once for each biller.

Accordingly, a need exists for an enrollment technique for
electronic billing and payment which reduces incorrect entry
of enrollment and activation data.

10

ment requests.

In another way that electronic payments can be performed,
an electronic biller A through Z shares the functionality for
completing payments. An electronic biller presents the user
interface, but outsources the actual payment processing to a
service provider, not shown in FIG. 1A. There are multiple

15

variations as to whether the electronic biller or the service

provider captures enrollment data for payments and whether
the electronic biller or the service provider warehouses pay
ment requests. In any event, a service provider processes the
payment requests and issues all debits, credits, and remittance
advice associated with the payment requests.
Yet another way that electronic payments can be per
formed, an electronic biller A through Z' can completely
outsource the payment functionality, including the user inter

25

Prior to even beginning an enrollment process the con
Sumer 105 is required to locate Web sites of every one of these
electronic billers A through M and/or payees A through Z',
whether this is through a search Engine or a marketing mes
sage received by the consumer 105. Consumer 105 has to
locate and access Web sites, determine if a particular biller
offers the desired service (electronic billing and/or electronic
payment), and then begin the enrollment process, which itself
has deficiencies as discussed above. Thus, finding a particular
biller and/or payee on the Web and determining if they offer
electronic billing and/or electronic payment services takes
time, effort, and initiative on the consumer's part.
Accordingly, a need exists for a technique to efficiently
match consumers who desire electronic billing and/or elec
tronic payment with billers who offer such services.
FIG. 1B shows an EBP model in which a service provider
120 is the primary connection for a consumer 115 to reach
electronic billers and/or payees. This is known as a SP model.
In the SP model enrollment and activation are separate pro

face. This variation is much like the SP model of EBP ser

cesses. As shown in FIG. 1B, a consumer 115 communicates

vices, to be discussed below. A service provider manages
everything from the gathering of payment enrollment data
through completion of a payment.
In enrollment for on-line payment, the consumer 105 typi
cally provides, for each payee (billers A through Z'), cus
tomer name, customer address, phone number, and informa
tion identifying a funding account from which payment will
be made. With some billers it is not necessary for a consumer
to provide name, address, and account number information if
that consumer is already enrolled for electronic billing. The
consumer need only Supply funding account information.
This same information is required for payment to each payee.
The different piece of information, among payees, as above,
is the consumer's unique account number associated with
each payee. In the Biller Direct model of FIG. 1A, the con
Sumer 105 has to enter similar or the same data for every
electronic biller, whether electronic bill receipt or on-line
(electronic) payment is desired. Thus, existing EBP enroll
ment and activation processes are very redundant.
Accordingly, a need exists for an efficient enrollment and
activation technique in the Biller Direct model of electronic
billing and payment.
Typically a funding account is a demand deposit account
(DDA) which can be debited via the Federal Reserve's Auto
mated Clearinghouse (ACH). Deposit account identifying
information required for electronic payment includes a finan
cial institution routing number (RTN) and an account number
(DDA). RTN and DDA information is found at the bottom of
a consumer's check. Consumer 105 is required to either

via communications channel 130 with a SP 120. The con

Sumer 115 enrolls with SP 120, not individual electronic
30

35

data once, the consumer 115 must enter activation data for
40

45

though the consumer 115 has enrolled once with the SP 120,
he or she is still required to activate receipt of electronic
billing for each of electronic billers A through M separately.
The consumer 115 has to enteractivation data for each biller.

Thus, for electronic biller A, consumer 115 is required to
enter activation information Such as Social security number,
50

mother's maiden name, etc. Further, consumer 115 has to
continue to enter this information, or variations thereof, each

time they activate a new e-Bill from a different electronic
biller in this model. To begin activation, the SP 120 typically
presents a list of all the billers for which the SP 120 presents
55

bills. The consumer 115 selects those billers he or she wishes

to activate. The service provider 120 then transmits an acti
vation notice to each selected biller informing the biller to
begin to provide bills to the SP 120 for presentment to the
consumer 115.
60

bill from a biller available when supplying account numbers,
if account numbers are not memorized. Some billers accept
payment from other types of accounts, such as credit card
accounts and money market accounts. Money market
account numbers incorrectly. For example, digits are often

electronic billing for each electronic biller. This activation
data often includes part of, or even all of the same data as
required for enrollment.
Also shown in FIG. 1B is multiple instances of stored
activation data 140A-140N. This reflects the fact that even

the time the information is Supplied to a payee. Not only must
the consumer 105 have a check available when entering RTN/

accounts are also debitable via the ACH. It is known that
oftentimes consumers enter RTN/DDA information and other

This core enrollment data includes the consumer's name and

address and other key consumer identifying information.
While the consumer 115 is only required to enter enrollment

memorize this information, or have a checkbook available at
DDA information, if not memorized, he or she must have a

billers A through M. Shown from SP120 are communications
channels 142A through 142M to electronic billers A through
M. Thus, one of the advantages for the consumer 115 in this
model is that enrollment data is only entered once. Enroll
ment data is stored in enrollment database 135 by the SP 120.

Accordingly, a need exists for an efficient enrollment and
activation technique in the SP model of electronic billing and
payment.
In the SP model of EBP Services the consumer 115 has the

65

capability within one site to enroll for and review multiple
electronic bills. This diagram also depicts a data store 150
associated with the SP 120 labeled “Other Subscriber Data’.
This reflects the fact that consumer 115 can also access the SP
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120 to pay billers other than electronic billers A through M.
because this “Other Subscriber Data' includes payment data.
Different SPS offer one or more of at least three different

payment models. A first is a closed payee list—electronic
biller model in which only electronic billers presenting elec
tronic bills through a SP can be paid. That is, the only pay
ments available are payments of received electronic bills. A
second model is a closed payee list—electronic biller and
managed payee model in which electronic billers as well as
payees with which the SP has a relationship can be paid. A
third model is an open payee list model. In an open payee
list model, consumers who enroll for EBP services can pay

10

link 210A-210N. However, it should be noted that the third

any payee.
Notall electronic billers that the consumer 115 would want

to receive e-bills from offer electronic billing through SP120.

6
at which each respective link is found. Once the consumer has
entered payment information at the third party payment Ser
Vice provider, then it is up to the third party payment service
provider to feed information associated with the payment
back to a seller from which a purchase was made.
The third party payment service provider does provide a
single view of all of transactions for a given consumer. The
consumer can go directly to the third party payment service
provider in order to see all of his or her payment history as
well as make payments. This provides the same user experi
ence no matter where the consumer is activating a payment

15

In such a case, the consumer 115 has to enroll with those

party payment service provider only offers a closed payee list.
That is, only certain payees can be paid, those having a
business relationship with the third party payment service
provider. This third party payment service has a one-time

electronic billers via a Biller Direct model to be able to

enrollment feature and the consumer uses the same userID

receive those e-bills, or perhaps even via another SP. Thus,
consumer 115 would still have multiple locations in which to

and password no matter the Web site from which the payment
link 210A-210N is activated.

The third party payment service provider technique of FIG.

enter redundant information.

Referring back again to the Biller Direct Model, as dis
cussed above, consumers have to enroll in multiple places to
make electronic payments and/or receive electronic bills. In
addition to the problems discussed above, consumers have to
remember which sites at which they have enrolled, as well as
multiple site access code (consumer ID) and password com
binations. Because of different site requirements a consumer
may not be able to obtain a desired ID/password combination.
Also, a desired ID/password combination may be unavailable
because it is already in use by another consumer. So, yet
another barrier to the making electronic payments and/or the
receiptofelectronic bills is that consumers have multiple Web
sites they have to access to make payments as well as multiple
Web sites to access to see bills and/or payment history. Each
of these sites requires a consumer ID and password. A con
Sumer must have available the correctID/password combina
tions upon each visit to a Web site.
One of the solutions to the problem of multiple user IDs
and passwords is found in the on-line retail market. However,
the solution only applies to electronic payments, not elec
tronic billing. Today there is known a third party payment
service provider which Supplies payment services which are
accessed via a payment link that is found in multiple Web sites
operated by disparate on-line retailers. That is, multiple unre
lated retail Web sites each have a link to a single payment
service provider Web site. A consumer has to only enroll once
for this third party payment service. The on-line retailers
provide the link for the consumer to access this payment
capability. Once the link is activated, the consumer's browser
then is redirected to a third party hosted Web site in order to
enter payment information.
In FIG. 2 are shown blocks 205A-205N, each representing
one of multiple Web sites a consumer could go to make
payments using this third party payment service. Shown are
an auction Web site 205A, a retailer AWeb site 205B, retailer
B Web site 205C, retailer Web site C 205D, and a Web site of

the third party payment service provider itself 205N. At each
one of these Web sites 205A-205N there is a payment link
210A-210N that represents the third party payment provider.
Once activated by a consumer, the consumer's browser is
redirected to a Web site for payment 201 hosted by that third
party provider and branded as the third party provider. Of
course, with link 210N a consumer is already visiting a web
site of the third party payment provider. The payment Web
site 201 is not branded based on the site from which the

consumer may be making a purchase, nor is any of links
210A, 210B, 210C, or 210D branded based upon the Web site

2 works well in the retail environment, however it does not

25
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work well for companies who feel like their brand is very
important with their customers and would like a user experi
ence to be the same whether the consumer is viewing an e-bill
at the company's site, or doing anything else from the com
pany's site, including paying a bill or making a purchase. In
order to have a branded environment today, there are isolated
silos of EBP activity such that a consumer has to go to mul
tiple sites and have multiple user names and passwords in
order for billers to have branded environments and otherwise

control the user experience, as discussed above.
Other models of EBP functionality exist in the SP model
context which address consumer desires to view electronic

bills at a single location. One is known as scrape-and-pay.
35

Here a consumer still has to locate each electronic biller

40

Website and set up a unique relationship with each electronic
biller, including establishing ID/password combinations. The
consumer provides each biller ID/password combination to a
scrape-and-pay service. The service, based upon the con
Sumer-provided ID/password combination, gathers billing
information from each electronic biller Web site and then

presents this information to the consumer. In this approach,
the consumer still must establish relationships with multiple
electronic billers, and electronic billers have no control over
45

50
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the final presentation of electronic bills to consumers.
Another model of EBP functionality in the SP context also
allows a consumer to view bills electronically and is known as
scan-and-pay. Here a consumer issues a directive to a biller
to have his or her paper bills delivered to a scan-and-pay
service. The scan-and-pay service, upon receipt of a redi
rected paper bill, merely digitizes at least part of the received
paper bill and presents it electronically to the consumer.
While this service does make paper bills electronically avail
able, there are several problems with this service. First, a
consumer must actively change his or her billing address to
the address of the scan-and-pay' service provider. Thus, the
consumer must take actions with each biller to receive elec

60
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tronic bills through a scan-and-pay service. Also, as a result
of the redirection of the paper bill, the biller loses a line of
communication to the consumer. Thus, often times important
information, such as changes to terms and conditions, are not
communicated to the consumer because a scan-and-pay
service does not typically digitize the entire contents of the
paper bill, including inserts. The redirection of the paper bill
also means that the biller loses control of the presentment
experience, albeit a paper presentment. It should be noted that
the problems of loss of control of the presentment experience
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many fields of data. The required data is personal data that
many consumers perceive as being extra sensitive. Examples
of this data include drivers license information, mortgage,
and other loan information. Additionally, this is a time con
Suming process.
FIG.4 depicts Web sites 401A-401N associated with Biller

7
as well as loss of a line of communication are also present in
scan-and-pay services. Also a problem with paper bills
being redirected, replacement credit cards have been directed
to a scan scan-and-pay service instead of the consumer, as
often a biller does not know that an address to which paper
bills have been redirected is not an address of a consumer.

In view of the above, a tension exists between consumer

A, Biller B, Biller C, and a SP. Each of these sites offers

desires to view and pay bills available at multiple different
sites from multiple different billers and make purchases at
multiple different sites using the same user ID and password
and via a one time enrollment process, and billers desires to
control the branding and user experience of the presentment
and payment of bills and as well as Web site purchases.
As such, a need exists for a technique of EBP services in

electronic billing as well as electronic payments. A consumer
independently has to enroll at each of these sites, as discussed
above. Even though a consumer may only wish to receive
e-bills, that consumer would have to fully enroll, in which
Supplemental information for risk management in addition to
identity verification must be provided. Thus, the enrollment
process ties together information required to receive e-bills
with bank account information required to pay bills.

which a consumer can view electronic bills of various billers

10

15

and make electronic payments to various payees utilizing a
single userID/password combination that allows billers and/
or payees to control the branding and the user experience.
FIG.3 depicts a precursor situation to enrollment for EBP

In a SP model, oncea consumer enrolls with a SP from site
401N the consumer has to activate individual e-bills 405A

405N, as discussed above. At the time of activation the con

Sumer must enter specific information that billers may
require. As also discussed above, a consumer could end up
having to Supply the same information multiple times in order

services. In FIG. 3 is shown is a consumer 301 who is inter

acting with their e-mail inbox 305. The consumer 301 may be
interested in paying bills on-line and/or receiving bills on
line, but he or she is not quite sure how to achieve this. Also in
FIG. 3 is an actual physical mailbox 315. The consumer 301
can receive a paperbill in their physical mailbox 315 and they
can pay that bill via conventional avenues, i.e. by check
mailed to a biller. Perhaps consumer 301 has received an
offer, perhaps within a paper bill, to participate in e-billing.
Accordingly, an e-bill offer 320 is shown being delivered via

25

the traditional mail box 315. This offer could come from

30

to activate different bills.

In Summary, from a consumer perspective, the consumer
has to give the same information out four different times to
enroll with Billers A through C and the SP. The consumer
goes to the Biller Direct Web site 401A for biller A, and enters
in their name, address, e-mail address, or other identifying
information. When the consumer goes to the Biller B Biller
Direct Web site 401B or the Biller C Biller Direct Web site

401C, as well as the SP Web site 401N, the consumer has to

either electronic biller A or electronic biller B. Thus, an

re-key much of the exact same data multiple times. This is

electronic biller is sending out a paper bill to the consumer
301, and within the paper bill is an e-bill offer 320 to begin to
receive that same paper bill in an electronic fashion. It is an
offer to receive the bill on-line, and perhaps to even pay it

also shown in FIG.1A where biller A and M have their own

databases storing enrollment data that is not leveraged any
where else and in FIG. 1B with the siloed activation data.
35

on-line. Such offers are sent to all customers of a biller send

ing the offers. They are not targeted to those customers likely
to act on them.

The consumer 301 has to take that offer and do something
with it. He or she has to access the Web, locate the biller, and

enroll. As also depicted, the consumer 301 may currently be
enrolled with Some sort of payment service to make electronic
payments. Shown is SP 330 for making electronic payments.
Thus, in this example, the consumer 301 is actually making
electronic payments. As shown, the SP 330 pays electronic

40

tomer base.
45

biller B on behalf of the consumer 301, but the consumer 301

has not enrolled for any e-bill service. While the consumer
301 may be interested in viewing and paying bills on-line,
there is currently no technique to easily sign up for electronic
billing, even in cases where the consumer makes electronic
payments of received paperbills. The consumer 301 still must

50

visit one or more Websites and enroll for and activate elec

FIG. 4 depicts yet another problem in enrollment for elec
tronic billing. At the time of enrollment in today's systems, a
consumer has to include payment account information, even
though only e-billing services may be desired. Received
enrollment information, including payment account informa
tion, is typically processed for identity verification. This pro
cessing often includes leveraging commercial identity verifi
cation services, such as Equifax. This processing also
includes risk processing that relates to payments, not billing.
Some customers fail this risk processing even though they
only desire electronic billing. To support the identity verifi
cation and risk processing consumers are required to enter

As shown in FIG. 5, current generation EBP systems
require the consumer to manually enterpayee information in
order to set up and activate each payee for electronic pay
ments. This includes entering biller (payee) name 501, pay
ment account information 505, remittance center address

tronic billing, as discussed above.
Accordingly, a need exists for an EBP service which facili
tates consumer enrollment.

As introduced above, EBP systems have achieved signifi
cant adoption in the marketplace, but have not yet lived up to
their full potential. Getting consumers to enroll in EBP ser
vices is one hurdle, followed by getting the enrolled con
Sumer to actually use the EBP system to pay bills and make
other payments. Due to the effort required to set up payees,
including billers, some enrolled consumers never activate a
biller or payee and are eventually purged from a SP's cus

55
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65

507, phone number 509, as well as other information. Enter
ing this data for multiple payees usually requires a significant
amount of time and effort on the part of a consumer. Addi
tionally, most consumers need to have their paper bill avail
able as a reference during payee setup, as introduced above. It
has been the experience of the assignee of the present appli
cation that the effort required to set up payees is a major
reason why enrolled consumers never become active users of
EBP systems.
While an individual consumer may need to pay bills or
make payments to only a small number of payees, these
payees typically are already associated with or otherwise
known to a SP. For example, a consumer may choose to set up
Ameritech as a payee, yet a SP may have thousands of cus
tomers who have entered Ameritech as a payee. As a result, it
is likely that the SP may already store some of the information
required to set up Ameritech as a payee of this consumer. This
is especially true for billers that have electronic (e-bill) con
nections to the SP.
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Some EBP systems already provide consumers with a
“pick list of billers to choose from in payee set up, as well as
for biller activation. However, this approach does not fully
exploit various possibilities for providing lists tailored for
individual consumers or for identifying specific billers as
candidate billers payees. This approach also does not utilize
techniques to provide assistance and help automate the payee
set up process.

Accordingly, a need exists for a technique for making it
easier and faster for consumers to set up payees and/or billers.
A “Web service' is a network accessible interface to appli
cation functionality built using standard Internet technolo
gies. Note that the phrase standard Internet technologies is
what makes Web services interesting. Computer users have
been accessing application functionality over a network for a
long time. However, up until now, the various communica
tions protocols used in accessing application functionality
were almost exclusively proprietary and unique in nature.
Web services defines a common infrastructure to be used by
all network-based applications and the clients that use them.
A collection of software and tools that enable developers to
create, deploy, and access Web services has been proposed.
One such proposal has been made by MicrosoftTM. It is impor
tant to understand that even though MicrosoftTM software
suite for enabling Web services, known as the .NET platform,
is perhaps the most well known, it is by no means the only way

10
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number is envisioned.

25

to build or use Web services.

A large component of Microsoft'sTM.NET proposal is to
offer to consumers (presumably for a fee) a Suite of com
monly used Web services. This bundle of remotely accessible
application functionality, dubbed MicrosoftTM.NET My Ser
vices, is expected to be publicly available sometime in 2002.
Though the exact pricing, business model, and functionality
of .NET My Services has not yet been made public, some
proposed services include: .NET Profile, which associates a
name and other personal profile information with a Sub
scriber; .NET Contacts, which stores electronic relationships/
address book for a subscriber; .NET Alerts, which provides
Subscriberalert Subscription, management, and routing func
tionality; .NET Calendar, which provides time and task man
agement: .NET Wallet, which provides storage for payment
instruments as well as perhaps transaction records; and .NET
Passport, which is an authentication service.
.NET Passport allows participating subscribers to create
one sign-in name and password for use across participating
.NET Passport sites. Additionally, subscribers can save time
and avoid repetitive data entry by storing basic demographic
information that can be shared with .NET Passport sites.
When a subscriber signs in to a participating .NET Passport
site, .NET Passport sends the subscriber's identifying infor
mation Such as ZIP Code, country/region, and city informa
tion to the site upon request, or, alternatively the .NET data
repository can be accessed by participants in the Web service.
Subscribers can also choose to provide their nickname, e-mail
address, age, gender, and language preference.
Clearly, universal adoption of .NET Passport would go a
long way towards simplifying a consumer's Web experience
by alleviating a great deal of data entry and removing the need
to memorize a different set of authentication credentials (i.e.
ID and password) for each Web site they visit.
.NET Alerts can be utilized in a number of interesting and
divergent scenarios, including appointment and special
events reminders, monthly bill or statement availability
online notification, notification of excessive Stock price
movement; traffic alerts; notification of a bank account being
overdrawn; or notification of a magazine article being avail
able based on previously entered keywords. It should be noted

10
that as of yet no specific proposals for utilizing .NET Alerts
for online notification of electronic billing availability is
known. At best, it is merely envisioned that .NET Alerts could
support notification of a newly issued bill being available to a
subscriber already receiving electronic bills from a biller
issuing the newly available monthly bill.
.NET Alerts is envisioned to allow businesses to notify
consumers of important events that the consumer can then,
optionally, act upon. An alert is a short instant message that
.NET Alerts providers can send to subscribers who opt to
receive them. The alert is routed based on the subscriber's
delivery preferences and can be delivered directly to desk
tops, mobile devices, and any e-mail address. As an example,
a subscriber will commonly opt to have alerts routed to their
Windows Messenger client when online and to an e-mail
address when offline. Routing to pagers or to a telephone
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MicrosoftTM appears to envision .NET Alerts as a strictly
"opt-in” service in which consumers subscribe only to alerts
that they want and can unsubscribe at any time. This would
avoid spam in .NET Alerts, which is spurious, unwanted, or
undesired received communications. It is emphasized that
subscribers will only receive the notifications that they want.
.NET Alerts are envisioned to be free of spam.
.NET Wallet, yet another Web services data repository, is
envisioned to provide a repository for a subscriber's various
payment vehicles (e.g. credit card numbers, bank account
information, coupons). Much like .NET Passport, the wallet
service relieves the subscribers of much repetitive (and error
prone) data entry.
It does not appear at this time that MicrosoftTM intends to
provide payment processing functionality. Rather, it seems
the intent is that merchants will query the .NET Wallet service
for payment information Such as a credit card number and it
will then be up to the merchant (or perhaps a third-party) to
actually ensure that a transaction is executed. Also, the cur
rent incarnation of .NET Passport Wallet (a precursor to .NET
Wallet) does not capture bank account (RTN/DDA) informa
tion. Currently, it is exclusively credit card-based. Thus,
.NET Wallet is merely a storage place for financial informa
tion, no Substantial payment functionality is included.
Accordingly, a need exists for an EBP service which lever
ages Web services to support the entire EBP experience,
including payment processing functionality, including pay
ments based upon and made from Subscriber's bank accounts,
electronic bill location functionality, and electronic bill deliv
ery functionality.
OBJECTS OF THE INVENTION

50

It is an object of the present invention to increase the
number of electronic commerce participants.
Another object of the present invention is to increase the
number of electronic commerce transactions.

It is yet another object of the present invention to provide a
technique for identifying one or more candidate electronic
billers of a consumer.
55

Still another object of the present invention is to provide a
technique for identifying one or more candidate electronic
billers of a consumer without the consumer identifying any
biller.

60

The above-stated objects, as well as other objects, features,
and advantages, of the present invention will become readily
apparent from the following detailed description which is to
be read in conjunction with the appended drawings.
SUMMARY OF THE INVENTION

65

In accordance with the present invention, a method and a
system for identifying a candidate electronic biller having
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bills available for electronic presentment to a consumer are
provided. A biller is any entity, including an individual, a
business, or an organization, that receives payment based
upon a presented bill. An electronic biller is a biller that has
bills available for electronic presentment. Electronic present
ment of bills can include presenting bills via a computing
device, via a telephone, via a set-top box or via any other
electronic device capable of conveying information. A can
didate electronic biller is an electronic biller that has a high
likelihood of being a biller of a consumer. However, a candi
date electronic biller has not definitively been identified as
being the consumer's biller. A bill is a demand for payment
and includes an invoice, a statement, or other type of directive
demanding payment. A consumer can be any entity, including
an individual, a business, or an organization, that receives

12
The accessed information associated with providing the pay
ment service to the second consumer includes at least infor
5

mation identifying one or more entities that are potentially
electronic billers. The service provider need not actually have
paid an entity identified in the accessed information. That is,
the accessed information can, as desired, include information

10

15

identifying one or more payees the second consumer intends
to direct the service provider to pay, and, as desired, informa
tion identifying one or more payees the service provider has
paid on behalf of the second consumer.
It should be noted that the present invention does not
require that the second consumer be identified prior to the
accessing of the information associated with providing the
payment service to the second consumer. That is, all that is
required is the accessing of the information based upon the

bills.

location identifier. Thus, the information can, as desired, be

The system of the present invention includes a communi
cations interface, a memory, and a processor. The communi
cations interface is configured to receive and transmit infor
mation, via one or more networks, associated with providing
electronic commerce services, including, but not limited to,
an electronic bill presentment service and a payment service.

directly accessed based upon the received location informa
identified based upon the received location information, and
then the information be accessed after identifying the second

The one or more networks could be, but is not limited to, the
Internet, a local area network, a wide area network, and/or the

Sumer is identified based upon the accessing of the informa
tion associated with providing the payment service to the

tion. Of course, as desired, the second consumer could first be
COSU.

At least one candidate electronic biller of the first con

public switched telephone network, as well as any other net
work capable of transmitting information, including a wire
less network. The memory is configured to store information
associated with providing the payment service, and, as
desired, other electronic commerce services. The memory
can include, but is not limited to, hard disk, floppy disk,
and/or optical disk storage. Further, the memory could be
multiple memories, either configured to operate indepen
dently, or in concert. The processor can be any type of pro
cessor capable of functioning to implement the method as
described herein, including, but not limited to, a processor as
found in a typical personal computer, main-frame computer,
server-type computer, or any other type of computing device.
In accordance with the present invention, an electronic
commerce service provider receives information identifying
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a location of a first consumer. This information could be
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received via a network, or could be received by other means.
An electronic commerce service provider can be any entity
that provides one or more electronic commerce services to
consumers. The location information can be any type of infor
mation which identifies where the first consumer is located,

second consumer.
45

including, but not limited to, any one of, or any combination
of a consumer's Street address, a consumers area code, a

consumer’s Zip code, information identifying a consumer's
neighborhood, information identifying a consumer's city of
residence, information identifying a consumer's county of
residence, and information identifying a consumer's State of

Sentment.
55
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certain radius centered at the street address of the first con

Sumer, the first consumer's neighborhood, the first consum
er's Zip code, the first consumers area code, the first consum
er's city, the first consumer's county, or even the first
consumer's state.

The present invention does not require the service provider
to have provided the payment service to the first consumer.

electronic biller of the first consumer. Thus, identified candi

date electronic billers, according to this further aspect, are
known to be billers having bills available for electronic pre

consumer is accessed. The second consumer is a different

consumer than the first consumer. A proximate location can
be any location associated with the identified location of the
first consumer. For example, a proximate location could be
any location within a given geographic region, such as a

In a further aspect of the present invention, a determination
is made, for each payee identified in the accessed informa
tion, as to whether an identified payee is an electronic biller
having bills available for electronic presentment. Each of the
identified payees in the accessed information that is deter
mined to be an electronic biller is identified as a candidate

50

residence.

Based upon the received location information, information
associated with the service provider providing a payment
service to a second consumer located proximate to the first

second consumer. Thus, a candidate electronic biller is iden

tified based upon providing a payment service, not an elec
tronic bill presentment service, to a second consumer located
proximate to the first consumer.
According to one aspect of the present invention, the
accessed information includes at least one of two types of
information. The first type of information identifies at least
one payee paid by the service provider on behalf of the second
consumer. The second type of information identifies at least
one payee designated by the second consumeras an intended
payee. The first type of information identifies payees of pay
ments completed by the service provider on behalf of the
second consumer, and the second type of information identi
fies payees that the second consumer has indicated to the
service provider that the second consumer might direct the
service provider to pay. It should be noted that that a payee
identified by the second type of information could be a payee
that the service provider has in fact paid on behalf of the

In another aspect of the present invention, the second con
Sumer is one of a plurality of consumers. Each of the plurality
of consumers has a location proximate to the location of the
first consumer. In this aspect, the accessed information is
information associated with the service provider providing
the payment service to each of the plurality of consumers.
Thus, the service provider utilizes information associated
with providing the payment service to multiple consumers,
each having a location proximate to the location of the first
consumer to identify candidate electronic billers of the first
COSU.

65

In a further aspect of the present invention, the accessed
information includes at least one of two types of information.
The first type identifies at least one payee paid on behalf of
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even though in fact that biller has been identified by the
service provider as a definite electronic biller of the first

13
one or more of the plurality of consumers. The second type
identifies at least payee designated by one or more of the
plurality of consumers as an intended payee. As noted above,
the service provider could actually have paid an intended

COSU.

payee.

A determination is made, for each payee identified in the
accessed information, as to whether an identified payee is an
electronic biller having bills available for electronic present
ment. Then, for each of these payees determined to be an
electronic biller, a determination is made as to how many of
the plurality of consumers have at least one of directed the
service provider to pay the payee, and designated the payee as
an intended payee. Only those electronic billers that meet at

10

least one of two criteria are identified as candidate electronic
billers of the consumer. The first criterion is that an electronic

15

biller has been paid by the service provider on behalf of a
number of the plurality of consumers greater than a predeter

location information associated with the third electronic com

merce participant. Thus, a Zip code of a first participant is
received, information associated with providing an electronic
commerce service to a second participant located in the first
Zip code is accessed, and a third participant is identified based
upon the accessed information.
A database for storing information associated with payors
and payees is also provided by the present invention. The

mined number of consumers. The second criterion is that an

electronic biller has been designated as an intended payee by
a number of the plurality of consumers greater than a prede
termined number of consumers. The predetermined number
of consumers utilized with the first criterion need not be the

same predetermined number of consumers utilized with the
second criterion.

25

In another aspect of the present invention, the information
identifying the location of the first consumer is a Zip code in

information is stored in association with the location identi
30

candidate electronic biller information is transmitted via a
network. The candidate electronic biller information identi
fies the at least one candidate electronic biller. The transmis

sion could be to the first consumer, to the at least one candi

35

date electronic biller, or even to another entity.
In a further aspect of the present invention, the candidate
electronic biller information is transmitted to the first con

Sumer. Subsequent to the transmission the service provider
receives, via the network, a selection made by the first con
electronic biller. That is, the first consumer identifies at least

one candidate electronic biller as being, in fact, a biller of the
first consumer.
45

one definite electronic biller of the first consumer is identified

by the service provider. Definite electronic biller information
is transmitted to the first consumer along with the candidate
electronic biller information. The definite electronic biller
information identifies the at least one definite electronic

50

biller. Thus, the first consumer receives information that iden

tifies not only candidate electronic billers, but also informa
tion that identifies one or more electronic billers that is known

by the service provider to present bills to the first consumer.
In a still further aspect of the present invention, both the

55

transmitted candidate electronic biller information and the

transmitted definite electronic biller information are pre
sented to the first consumer. The candidate electronic biller

information is presented in a first form, and the definite elec
tronic biller information is presented in a second form differ
ent than the first form. The second form does not identify the
at least one definite electronic biller as having been deter

60

mined to be a definite electronic biller of the consumer. For

example, the first form could merely be a biller name, while
the second form could be a biller logo. The second form could
even include an indication that a biller has been identified as

a possible, candidate, electronic biller of the first consumer,

fier. That is, information identifying each of the one or more
payees is linked in the database with the location identifier.
Inclusion of the one or more payees in the database is made
without consideration of any payee location information.
According to one aspect of the database, the payee infor
mation is first payee information. The database, in this aspect,
also includes second payee information stored in association
with the first payee information. The second payee informa
tion identifies at least one of the one or more payees as an
electronic biller having bills available for electronic present

40 ment.

Sumer of at least one candidate electronic biller as a definite

In another further aspect of the present invention, at least

database includes a location identifier which identifies a com

mon location in which one or more payors are located. The
database also includes payee information identifying one or
more payees of each of the one or more payors. The payee

which the first consumer is located. That is, the location

information is the zip code of the first consumer's address.
The second consumer is also located in this same Zip code.
According to still another aspect of the present invention,

A method for identifying an electronic commerce partici
pant is also provided by the present (invention. An electronic
commerce participant could be an electronic biller, a payee,
or even a payor. A first Zip code in which a first electronic
commerce participant is located is received. Information
associated with providing an electronic commerce service to
a second electronic commerce participant located in the first
Zip code is accessed. The electronic commerce service could
be a payment service, an electronic bill presentment service,
or any other electronic commerce service.
A third electronic commerce participant is identified as
being potentially associated with the first electronic com
merce participant based upon the accessed information, not

65

In another aspect of the database, the database also
includes first payor information that is stored in association
with the location identifier. The first payor information iden
tifies a total number of the one or more payors located in the
common location. In this aspect the database also includes
second payor information stored in association with the payee
information. The second payor information identifies a num
ber of the one or more payors that have performed at least one
of two functions. The first is the function of paying a respec
tive one of the one or more payees identified by the payee
information. The second is the function of designating a
respective one of the one or more payees identified by the
payee information as an intended payee.
Instill another aspect of the database, the location identifier
is a Zip code in which each of the one or more payors is
located. At least one of the one or more payees is located in a
different zip code than in which each of the one or more
payors is located.
According to yet another aspect of the database, the payee
information is first payee information. The database, in this
aspect, also includes second payee information stored in asso
ciation with the first payee information. The second payee
information identifies an industry classification of at least one
of the identified one or more payees. An industry classifica
tion is information, such as Standard Industry Classification
(SIC) codes, which identifies a business in which a payee
participates.
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It will be understood by those skilled in the art that the
invention is easily implemented using computer Software.
More particularly, Software can be easily programmed, using
routine programming skill, based upon the description of the
invention set forth herein and stored on a storage medium
which is readable by a computer processor to cause the pro
cessor to operate Such that the computer performs in the

16
FIG. 11 is a further depiction of functionality of the Com
mon Enrollment and Bill Retriever Engine of FIG. 7B when
Bill Retriever is invoked by a subscriber from an electronic
biller branded Web site.

manner described above.
BRIEF DESCRIPTION OF THE DRAWINGS

In order to facilitate a fuller understanding of the present
invention, reference is now made to the appended drawings.
These drawings should not be construed as limiting the
present invention, but are intended to be exemplary only.
FIG. 1A depicts a prior art biller direct model of an elec
tronic billing and/or payment system.
FIG. 1B depicts a prior art service provider model of an
electronic billing and/or payment system.
FIG. 2 depicts a prior art payment system accessed from a
plurality of unrelated Web sites.
FIG.3 depicts the flow of offers for electronic billing to a
consumer from electronic billers in the prior art.
FIG. 4 depicts the enrollment process for electronic billing
and payment services in the prior art.
FIG.5 depicts a payee set up screen as presented to a payor
in the prior art, including required fields for the payor to
complete.
FIG. 6 is a simplified depiction of an electronic billing and
payment network of the present invention, including an elec
tronic billing and payment service provider and one or more
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subscribers of the service. Also shown in FIG. 6 are electronic

billers, managed payees, financial institutions, retailers, third
party services, common services, and sponsors.
FIG. 7A is a simplified depiction of a computing system
which can be associated with the electronic billing and pay
ment service provider of FIG. 6 and with any financial insti
tution of FIG. 6 in accordance with the present invention.
FIG. 7B is a further depiction of the processor of the
computing system of FIG. 7A, including multiple electronic
commerce engines.
FIG. 8A is a simplified depiction of a computing system
which can be associated with any electronic biller of FIG. 6 in
accordance with the present invention.
FIG. 8B is a simplified depiction of a computing system
which can be associated with any sponsor of FIG. 6 in accor
dance with the present invention.
FIG. 8C is a simplified depiction of a computing system
which can be associated with any retailer of FIG. 6 in accor
dance with the present invention.
FIG. 8D is a simplified depiction of a computing system
which can be associated with any financial institution (FI) of
FIG. 6 in accordance with the present invention.
FIG. 8E is a simplified depiction of a computing system
which can be associated with any managed payee of FIG. 6 in
accordance with the present invention.
FIG. 8F is a simplified depiction of a computing system
which can be associated with any third party service of FIG.
6 in accordance with the present invention.
FIG. 9 is a simplified depiction of a computing system
which can be associated with any subscriber of FIG. 6 in
accordance with the present invention.
FIG. 10 is a depiction of functionality of the Common
Enrollment and Bill Retriever Engine of FIG. 7B in accor
dance with certain aspects of the present invention.
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FIG. 12 is a depiction of functionality of the Universal
Payments Engine of FIG. 7B in accordance with certain
aspects of the present invention.
FIG. 13 is a further depiction of functionality of the Uni
versal Payments Engine of FIG. 7B after a payment link is
activated by a Subscriberinaccordance with certain aspects of
the present invention.
FIG. 14 is a simplified overview depiction of functionality
of the Biller Discovery and Activation Engine of FIG. 7B in
accordance with certain aspects of the present invention.
FIG. 15A is a simplified depiction of initial Passport
ID/password set up for use with the Biller Discovery and
Activation Engine of FIG. 7B in accordance with certain
aspects of the present invention.
FIG.15B is a simplified depiction of online activity which
forms a foundation for use of the Biller Discovery and Acti
vation Engine of FIG. 7B in accordance with certain aspects
of the present invention.
FIG. 16 is a simplified depiction of solicitation functional
ity of the Biller Discovery and Activation Engine of FIG. 7B
in accordance with certain aspects of the present invention.
FIG. 17 is a simplified depiction of discovery functionality
of the Biller Discovery and Activation Engine of FIG. 7B in
accordance with certain aspects of the present invention.
FIG. 18 is a simplified depiction of activation functionality
of the Biller Discovery and Activation Engine of FIG. 7B in
accordance with certain aspects of the present invention.
FIG. 19 is a simplified depiction of bill notification delivery
and viewing functionality of the Biller Discovery and Acti
vation Engine of FIG. 7B in accordance with certain aspects
of the present invention.
FIG. 20 is a simplified depiction of payment functionality
of the Biller Discovery and Activation Engine of FIG. 7B in
accordance with certain aspects of the present invention.
FIG. 21 is a simplified depiction of functionality of the
Matching Engine of FIG. 7B in accordance with certain
aspects of the present invention.
FIG. 22 is a simplified depiction of functionality of the
Auto Activation Engine of FIG. 7B in accordance with certain
aspects of the present invention.
FIG. 23 is a simplified depiction of functionality of the
Messaging Engine of FIG. 7B in accordance with certain
aspects of the present invention.
FIG. 24 is an simplified depiction of functionality of the
Incremental Enrollment Engine of FIG. 7B in accordance
with certain aspects of the present invention.
FIG.25 is a simplified depiction ofuse of escort identifiers
in accordance with certain aspects of the present invention.
FIG. 26 is a simplified depiction of some data sources used
with the Easy Payee Engine of FIG. 7B in accordance with
certain aspects of the present invention.
FIG. 27 is a further depiction of the use of the data sources
of FIG. 26 in accordance with certain aspects of the present
invention.

FIG. 28 is a simplified depiction of different geographic
areas that can be processed by the Easy Payee Engine of FIG.
7B in accordance with certain aspects of the present inven
tion.
65

FIG. 29 is a simplified depiction of a managed payee data
base utilized with the Easy Payee Engine of FIG. 7B in
accordance with certain aspects of the present invention.
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FIG. 30A is a simplified depiction of functionality of the Probable Biller Engine of FIG.7B in accordance with certain
Easy Payee Engine of FIG. 7B in accordance with certain aspects of the present invention.
FIG. 41C is a simplified flow diagram of processing to
aspects of the present invention.
FIG.30B is a simplified depiction of further functionality generate the ZIP Code/Payee data repository of FIG. 41B in
of the Easy Payee Engine of FIG. 7B in accordance with 5 accordance with certain aspects of the present invention.
FIG. 41D is an exemplary depiction of a user presentation
certain aspects of the present invention.
FIG.31 is a simplified depiction of a first user presentation of electronic billers in accordance with certain aspects of the
of the Easy Payee Engine of FIG. 7B in accordance with present invention.
certain aspects of the present invention.
DESCRIPTION OF THE PREFERRED
FIG.32A is a simplified depiction of a second user presen 10
EMBODIMENT
tation of the Easy Payee Engine of FIG. 7B in accordance
with certain aspects of the present invention.
FIG. 6 is a network diagram that shows a number of net
FIG.32B is a simplified alternative depiction of the second work
entities participating in an electronic billing and pay
user presentation of FIG. 32A in accordance with certain 15 ment (EBP) network 600 in accordance with the present
aspects of the present invention.
invention. Communications between entities participating in
FIG. 33A is a simplified depiction of a third user presen the EBP network 600 can travel via the Internet, via one or
tation of the Easy Payee Engine of FIG. 7B in accordance more other networks, or via both the Internet and one or more
with certain aspects of the present invention.
other networks.
FIG. 33B is a simplified alternative depiction of the third 20 As shown, the network 600 includes a central electronic
user presentation of FIG. 33A in accordance with certain billing and payment service provider (EBPSP) 601, such as
aspects of the present invention.
CheckFree, or some other electronic billing and/or payment
FIG. 34 is a simplified depiction of a fourth user presenta service provider. The EBPSP 601 provides electronic pay
tion of the Easy Payee Engine of FIG. 7B in accordance with ment functionality, sometimes referred to as e-payments, and
certain aspects of the present invention.
25 provides electronic billing functionality, commonly referred
FIG.35 is a simplified depiction of a fifth user presentation to as e-billing. The EBPSP 601 perhaps additionally provides
of the Easy Payee Engine of FIG. 7B in accordance with other electronic commerce services.
The network 600 also includes one or more electronic
certain aspects of the present invention.
FIG. 36 is a first alternative simplified depiction of func billers 602A-N that can bill their customers electronically, by
tionality of the Privacy Engine of FIG. 7B in accordance with 30 presenting e-bills to customers, either directly or through the
EBPSP 601. Electronic billers are sometimes referred to as
certain aspects of the present invention.
FIG. 37 is a second alternative simplified depiction of e-billers. Also present are one or more managed payees
functionality of the Privacy Engine of FIG. 7B in accordance 605A-N. Managed payees are not synonymous with elec
with certain aspects of the present invention.
tronic billers. Rather, for purposes of the description set-forth
FIG. 38 is a third alternative simplified depiction of func- 35 herein, these are entities for which the EBPSP 601 provides
tionality of the Privacy Engine of FIG. 7B in accordance with on-line payment functionality, which facilitates e-payments
to managed payees.
certain aspects of the present invention
FIG. 39A is a simplified overview flow diagram of process
The EBPSP 601 provides EBP services to a number of
ing performed in identifying electronic billers of a consumer consumers, referred to in FIG. 6 as subscribers 607A-N. A
in accordance with certain aspects of the present invention. 40 Subscriber could be an individual, a business, or another orga
FIG. 39B is a further flow diagram of processing depicted nization that receives e-bills, makes e-payments, and/or par
in FIG. 39A to identify candidate electronic billers of a con ticipates in other electronic commerce services provided by
Sumer in accordance with certain aspects of the present inven the EBPSP 6O1.
tion.
In support of various EBP services provided by the EBPSP
FIG. 39C is a further flow diagram of processing depicted 45 601 are optional Common Services 609A-N, also known as
in FIG. 39A to identify definite electronic billers of a con Web Services, introduced above. Examples of an optional
Sumer in accordance with certain aspects of the present inven Common Service 609A-N include those provided under
tion.

Microsoft’sTM .NET service framework, which are some

FIG. 40A is a simplified depiction of functionality of the times referred to as “my services'. Also shown are optional
Remote Matching Engine of FIG. 7B in accordance with 50 third party services 611A-N, which are sources of informa
certain aspects of the present invention.
tion utilized by the EBPSP 601 in providing EBP services. An
FIG. 40B is a simplified depiction of a first alternative example of a third party service 611A-N is EquifaxTM.
Also optionally participating in network 600 are financial
consumer data repository for use in conjunction with the
Remote Matching Engine of FIG. 7B in accordance with institutions 615A-N. Financial institutions may, for example,
certain aspects of the present invention.
55 provide some identity verification or similar information to
FIG. 40C is a simplified depiction of further functionality the EBPSP 601, in addition to perhaps assisting the EBPSP
of the Remote Matching Engine of FIG. 7B in accordance 601 in completing electronic payments.
with certain aspects of the present invention.
Also shown are sponsors 618A-N. Such as banks, portals
FIG. 40D is a simplified depiction of a second alternative and other entities which sponsor subscribers, which option
consumer data repository for use in conjunction with the 60 ally provide access to the EBPSP601 on behalf of one or more
Remote Matching Engine of FIG. 7B in accordance with of the subscribers 607A-N. Sponsors are sometimes referred
certain aspects of the present invention.
to as consumer service providers (CSPs). Thus, subscribers
FIG. 41A is a simplified depiction of functionality of the 607A-N may, if desired, access the EBPSP 601 via a sponsor.
Probable Biller Engine of FIG. 7B in accordance with certain The sponsors 618A-N may provide services to subscribers
aspects of present invention.
65 utilizing their own software, and rely on the EBPSP for cer
FIG. 41B is a simplified depiction of a portion of a ZIP tain processing, or the EBPSP may provide the sponsor
Code/Payee data repository for use in conjunction with the branded services.
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Finally, retailers 620A-N are depicted. Retailers 620A-N
offer goods or services for sale via the Internet or other
networks, and/or at brick-and-mortar, e.g., storefront, loca
tions. The EBPSP 601 may provide e-payments to and/or
provide other electronic commerce services for those retail
ers. It will be appreciated that other entities (not shown)
could, if desired, participate in the EBP network 600.
FIG. 7A is a diagram of an exemplary system 700 repre
senting the EBPSP 601 on the network 600. As shown, an
EBPSP local area network 701 (LAN), indicated withdashed
lines, includes one or more EBPSP processors 703, each of
which may be associated with one or more EBPSP memories
704 configured to store software executable by the EBPSP
processor(s)703. The EBPSP processor(s)703 communicate
with one or more EBPSP data repositories 706 of persistently
stored data associated with the services provided by the

20
ing a second service. Other combinations of engines are also
within the scope of the present invention.
FIG. 8A is a diagram of an exemplary system 800A repre
senting an electronic biller 602A-N on the network 600. As
shown, the hardware of system 800A is similar to that of the
EBPSP system 700. System 800A includes an electronic
biller LAN 801A, indicated with dashed lines, one or more

electronic biller processors 803A, each of which may be
associated with one or more electronic biller memories 804A
10

configured to store software executable by electronic biller
processor(s) 803A. The electronic biller processor(s) 803A
communicate with one or more electronic biller data reposi
tories 806A, as well as multiple electronic biller communi
cations interfaces 812A for communicating with both sub
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scribers and non-subscriber entities of FIG. 6.

FIG. 8B is a diagram of an exemplary system 800B repre
senting a sponsor 618A-N on the network 600. System 800B
includes a sponsor LAN 801B, indicated with dashed lines,
one or more sponsor processors 803 B, each of which may be
associated with one or more sponsor memories 804B config
ured to store Software executable by sponsor processor(s)
803B. The sponsor processor(s) 803B communicate with one
or more sponsor data repositories 806B and multiple sponsor
communications interfaces 812B for communicating with

EBPSP 601, at least one communications interface 712A for

transmitting information to and/or receiving information
from subscribers 607A-N via the network 600, and at least

one communications interface 712B for transmitting infor
mation to and/or receiving information from, via the network
600, non-subscriber entities shown in FIG. 6. Communica

tions interfaces are also referred to as communications ports.
The EBPSP processor(s) 703 cause the EBPSP communica

25

includes information associated with EBP, and perhaps other,
services provided by the EBPSP 601.
Communications with the subscribers 607A-N or non-sub

includes a retailer LAN 801C, indicated with dashed lines,
30

scriber entities could be via e-mail, a Web interface, or other

type interface. These communications with subscribers
607A-N and non-subscriber entities could be synchronous or
asynchronous. Examples of asynchronous communications
include batch file or message queuing communications. Syn
chronous communications may employ any of a variety of
response protocols, with Web services being a particular
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one or more retailer processors 803C, each of which may be
associated with one or more retailer memories 804C config
ured to store software executable by retailer processor(s)
803C. The retailer processor(s) 803C communicate with one
or more retailer data repositories 806C and multiple retailer
communications interfaces 812C for communicating with
both subscribers and non-subscriber entities of FIG. 6.

FIG.8D is a diagram of an exemplary system 800D repre
senting a financial institution 615A-N on the network 600.
System 800D includes a financial institution LAN 801D,

instance.

FIG. 7B is a further depiction of the EBPSP 601 processor
(s) 703 configured with the executable software to function in
accordance with the present invention. The EBPSP processor
(s) 703 function to provide EBP services and, if desired, other
electronic commerce services. The EBPSP processor(s) 703
include a Common Enrollment and Bill Retriever Engine
756, a Universal Payments Engine 757, a Biller Discovery
and Activation Engine 758, a Matching Engine 759, a Remote
Matching Engine 760, a Probable Biller Engine 767, an Auto
Activation Engine 761, a Messaging Engine 762, an Incre
mental Enrollment and Activation Engine 763, an Easy Payee
Engine 764, a Privacy Engine 765, as well as other engines
766 used in providing EBP services. A conventional pay
ments Engine can be included as one of the other engines 766,
as well as perhaps other conventional EBP engines.
The engines described herein and shown in FIG. 7B can
operate separately. Preferably, however, two or more of the
engines work together in providing EBP and/or other ser
vices. Further, if the EBPSP system 700 includes multiple
processors 703 instead of a single processor, it is not required
that each of the multiple processors be configured with each
of the engines shown in FIG. 6. As an example, a first one of
multiple EBPSP processors 703 could be configured with a
first set of the various engines shown in FIG. 7B, while a
second one of multiple EBPSP processors 703 could be con
figured with a second set of the various engines shown in FIG.
7B. In this example, the first set of engines could be utilized
by the EBPSP 601 in providing a first service, and the second
set of engines could be utilized by the EBPSP 601 in provid

both subscribers and non-subscriber entities of FIG. 6.

FIG. 8C is a diagram of an exemplary system 800C repre
senting a retailer 620A-N on the network 600. System 800C

tions interfaces 712A and 712B to transmit information onto
the network 600. The transmitted and received information

indicated with dashed lines, one or more financial institution
40
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processors 803D, each of which may be associated with one
or more financial institution memories 804D configured to
store Software executable by financial institution processor(s)
803D. The financial institution processor(s) 803D communi
cate with one or more financial institution data repositories
806D and multiple financial institution communications
interfaces 812D for communicating with both subscribers
and non-subscriber entities of FIG. 6.

FIG. 8E is a diagram of an exemplary system 800E repre
senting a managed payee 605A-N on the network 600. As
50

shown, a LAN 801E, indicated with dashed lines, includes

55

one or more managed payee processors 803E, each of which
may be associated with one or more managed payee memo
ries 804E configured to store software executable by man
aged payee processor(s) 803E. The managed payee processor
(s) 803E are also associated with one or more managed payee
data repositories 806E of persistently stored data. Also shown
is one or more managed payee communications interfaces
812E for communicating with non-subscriberentities of FIG.
6. It will be noted that the managed payee system of FIG. 8E

60
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lacks a communications interface for interaction with a Sub
scriber.

FIG. 8F is a diagram of an exemplary system 800F repre
senting a third party service 611A-N on the network 600.
System 800F includes a third party service LAN 801F, indi
cated with dashed lines, one or more third party service pro
cessors 803F, each of which may be associated with one or
more third party service memories 804F configured to store
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software executable by third party service processor(s) 803F.
The third party service processor(s) 803F communicate with
one or more third party service data repositories 806F and
multiple third party service communications interfaces 812F
for communicating with both subscribers and non-subscriber

22
As an example, if the subscriber accesses Web site 1090C,
and that Web site is hosted by the electronic biller 602A,
electronic biller 602A is represented on the network 600 by
electronic biller system 800A and communication 1001 is
5

entities of FIG. 6.

FIG. 9 is a diagram of an exemplary system 900 represent
ing a subscriber 607A-N on the network 600. A subscriber
607A-N utilizes system 900 to access EBPSP 601 services
via network 600. The subscriber system 900 includes one or
more subscriber processors 903, each of which may be asso
ciated with one or more subscriber memories 904 configured
to store software executable by subscriber processor(s) 903.
The subscriber processor(s) 903 may be associated with one
or more subscriber data repositories 906 of persistently stored

10

between communications interfaces 912 and 812A.
No matter which of Web sites 1090A-E the Subscriber

607A accesses to enroll, a Web page is transmitted from the
system hosting the accessed Web site to the subscriber system
900 via the network 600. The transmitted Web page is pre
sented to the subscriber 607A via at least one user I/O 910 by
system 900. The presented Web page includes an enrollment
link 1070, e.g., a hyper-link. Enrollment link 1070 is available
from each of Web sites 1090A-E. The subscriber 607A, uti

lizing an I/O 910, activates link 1070 to enroll in the EBP
15

Services of the EBPSP 601.

data. It should be noted that a subscriber 607A-N could access

At this point, if the accessed Web site is not hosted by the

EBP services via the network 600 using a simple network
appliance rather than the subscriber computing system 900.
In such case, a subscriber data repository 906, and perhaps
other components would not be present. A subscriber network

EBPSP 601, control of an on-line enrollment session 1005

may be passed off and the subscriber system 900 may be
linked via the network 600 to the EBPSP processor(s) 703
using communications interfaces 712A and 912. Thus, the
enrolling subscriber 607A communicates directly with the

communications interface 912 is also included in subscriber

system 900 for communications via network 600, and per
haps other networks. A subscriber 607A-N interacts with the
subscriber processor(s)903 through user input/output mecha
nisms (user I/O) 910. A user input/output mechanism can
include a monitor, a keyboard, a mouse, a speaker, a micro
phone, and/or other types of input/output mechanisms.

EBPSP 601 to enroll. This hand-off to the EBPSP 601 is

typically transparent to the subscriber 607A. Alternatively, as
will be described further below, enrollment could, if desired,
25

Common Enrollment and Bill Retriever

FIG. 10 depicts enrollment and activation for EBP services
in accordance with one aspect of the present invention. A
subscriber, shown in the example as subscriber 607A, repre
sented on the network 600 by a subscriber system 900,

cable Web site, and this information is communicated to the

EBPSP 601 via synchronous or asynchronous communica
30

After the hand-off, the Common Enrollment and Bill
703. It should be noted that Common Enrollment functional
35

618A, a Web site 1090C associated with an electronic biller,

in this example electronic biller 602A, a Web site 1090E
associated with a retailer, in this example retailer 620A, or a
Web site 1090D associated with a managed payee, in this
example managed payee 605A, to enroll in EBP services
provided by the EBPSP 601. The EBP services may be elec
tronic bill presentment, or electronic payment, or both. It
should be noted that any of these Web sites could be hosted by
the EBPSP 601 using system 700, or by some other entity.
Thus, the subscriber 607A initially enrolls for one or more
services of the EBPSP 601 via any one of multiple Web sites,
each associated with a different participant in the network

40

ity within Engine 756 could be, if desired, invoked separate
from that of Bill Retriever functionality, and vice-versa. Also,
the Common Enrollment and Bill Retriever Engine 756 could
be two engines, a Common Enrollment Engine 756A and a
Bill Retriever Engine 756B. Enrollment data received from
the subscriber 607A is controlled and managed by EBPSP
601, no matter which Web site is initially accessed by the
subscriber 607A to begin the enrollment.
To enroll, the subscriber 607A transmits enrollment data,

including name, address, and other subscriber identifying
information to the EBPSP 601. It should be noted that if the
45

600.

The EBPSP 601 Web site 1090A is hosted by the EBPSP
system 700. If the subscriber 607A accesses the EBPSP 601

tions.

Retriever Engine 756 is invoked by the EBPSP processor(s)

accesses, via the network 600 at communication 1001, one of
a Web site 1090A associated with the EBPSP 601, a Web site

1090B associated with a sponsor, in this example sponsor

be performed by an entity other than the EBPSP 601. For
example, the web page could be presented by Web sites 1090
B-E, and the enrollment information is captured at the appli

50

subscriber 607A is enrolling for the electronic payment ser
vice, the enrollment information includes data identifying
one or more funding accounts the EBPSP 601 will utilize in
making payments on behalf of the subscriber 607A. A fund
ing account could be a demand deposit account or a credit
account, in addition to perhaps another type of account. The

Web site 1090A to enroll, communication 1001 is made

transmission of the enrollment information is made between

between communications interfaces 712A and 912 via the
network 600. If the subscriber 607A accesses another one of

communications interfaces 712A and 912 of systems 700 and
900. This transmission is responsive to an enrollment user
interface 1002 the Common Enrollment functionality 756A
causes to be transmitted by communications interface(s)
712A of the EBPSP system 700 to communications interface
(s) 912 of the subscriber system 900 via the network 600 in
response to the subscriber 607A activating link 1070. At
system 900 at least one user I/O 910 presents the enrollment

the Web sites to enroll, i.e., Web sites 1090B-E, and that

accessed Web site is hosted by the EBPSP system 700, com

55

munication 1001 is also made between communications

interfaces 712A and 912 via the network 600. That is, an

entity for which the EBPSP system 700 hosts a Web site is
represented on the network 600 by the system 700.
If the Subscriber 607A accesses one of Web sites 1090B-E

60

to enroll, and that accessed Web site is not hosted by the
EBPSP system 700, communication 1001 is made between
Subscriber communication interface(s) 912 and a communi
cations interface not associated with the EBPSP system 700.
Rather, communication 1001 is made between subscriber

communication interface(s) 912 and a communications inter
face associated with a system hosting the accessed Web site.

65

user interface 1002 to the Subscriber 607A.

After the EBPSP 601 receives the subscriber identifying
enrollment information, the EBPSP processor(s) 703 store
the received information in a subscriber profile database
1037, which is an EBPSP data repository 706. The subscriber
profile database 1037 will be discussed further below. Along
with storing the received information, Bill Retriever function
ality 756B is invoked by the EBPSP processor(s)703 to locate
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EBPSP system 700 and databases 1015A through 1015.N.
Each of databases 1015A-N is a part of an electronic biller
system 800A associated with an electronic biller maintaining
a respective database 1015A-1015.N.
other information associated with the subscriber 607A, to 5 Databases 1010 and 1015A-N are utilized by the Bill
match the subscriber 607A with those of the electronic billers
Retriever functionality 756B in matching the subscriber
602A-N having bills available for electronic presentment to 607A with electronic billers 602A-N. The Bill Retriever func
the subscriber 607A. The processing to match the subscriber tionality 756B transforms the subscriber identifying informa

23
e-bills available for the enrolling subscriber 607A after the
subscriber identifying information is received. The stored
enrollment information, or a portion thereof, is processed by
the Bill Retriever functionality 756B, in addition to perhaps

607A with an electronic biller 602A-N will be discussed

tion into information that identifies one or more electronic

further below. Once again, it should be understood that, if 10 billers of the Subscriber 607A. It should be stressed that the
desired, the Enrollment and Bill Retriever functionality could received enrollment information does not identify any biller,
be decoupled, as has been previously discussed.
electronic or not, of the subscriber 607A. In transforming the
The Bill Retriever functionality 756B returns a listing of subscriber identity information the Bill Retriever functional
exactly matched and/or potentially matched ones of the elec ity 756B compares the stored enrollment information in sub
tronic billers 602A-N to the enrolling subscriber 607A via a 15 scriber profile database 1037 with information stored in data
Bill Retriever user interface 1003 transmitted via the network
bases 1010 and 1015A-N to identify like information. The
600 from communications interface(s) 712A of the EBSP Bill Retriever functionality 756B determines if any enroll
system 700 to communications interface(s) 912 of the sub ment information, Such as, for example, the name, address,
scriber system 900. The transmitted Bill Retriever user inter telephone number, and/or social Security number of Sub
face 1003 is presented to the subscriber 607A by the sub- 20 scriber 607A, is included in any of databases 1010 and 1015
A-N. As will be discussed further below, other information
scriber system 900 via at least one user I/O 910.
The subscriber 607A, utilizing a user I/O 910, then selects associated with the subscriber 607A could be utilized by the
one or more of the electronic billers presented by the Bill Bill Retriever functionality 756B in matching the subscriber
Retriever user interface 1003 for which that Subscriber

607A with one or more of the electronic billers 602A-N.

desires to activate electronic bill presentment. The subscriber 25 Information that is the same as the subscriber enrollment
selection(s) are transmitted from communications interface information, in addition to other information associated with
(s) 912 of the subscriber system 900 to communications inter the subscriber 607A, could reside in any of databases 1010
face(s) 712A of the EBPSP system 700 via the network 600. and 1015A-N. If a match between subscriber enrollment
Upon receipt of the selection(s) the EBPSP processor(s) 703 information and information contained in database 1010 and/
invoke activation functionality 1080. The invoked activation 30 or databases 1015A-1015N is made, the electronic biller with
functionality 1080 could, if desired, be a part of the Common which the matched information in database 1010 or 1015A-N
Enrollment and Bill Retriever Engine 756, be a separate is associated is designated by the Bill Retriever functionality
Engine, or even be a part of another Engine, such as the 756B as at least a candidate electronic biller of the subscriber
Incremental Enrollment and Activation Engine 763, to be 607A, if not an exact electronic biller of the subscriber 607A.
further discussed below.

Activation functionality 1080 causes an activation user

35 Different classes of matched electronic billers will be dis

cussed further below.

If the Bill Retriever functionality 756B utilizes any of
(s) 912 of the subscriber system 900 by communications databases 1015A-N to match subscriber information, this
interface(s) 712A of the EBPSP system 700 via the network utilization could, if desired, include a direct accessing of a
600. The activation user interface 1004 is presented to the 40 database 1015A-Nassociated with an electronic biller system
subscriber 607A by at least one user I/O 910 of the subscriber 800A by the EBPSP system 700 over the network 600. In such
system 900. Responsive to the presented activation user inter a case, the direct accessing includes communications
interface 1004 to be transmitted to communications interface

face 1004, the subscriber 607A transmits information neces

between communications interfaces 712B and 812A. Also,

sary to activate electronic presentment of bills of the selected the utilization could, if desired, include the EBPSP system
electronic biller(s). The transmission of the necessary activa- 45 700 transmitting a request via the network 600 for the elec
tion information is made from communications interface(s) tronic biller system 800A hosting the utilized database to
912 of the subscriber system 900 to communications inter determine if any subscriber information is included in the
face(s) 712A of the EBPSP system 700 via the network 600. utilized database. In Such a case, the transmitted request,
Thereafter, the EBPSP processor(s) 703 complete activation between communications interfaces 712B and 812A,
of the selected electronic biller(s).
50 includes information identifying the subscriber 607A. The
FIG. 10 depicts a billing database 1010 that stores infor electronic biller system 800A then determines if the sub
mation received from various ones of the electronic billers

scriber information is included in a database associated with

602A-N. This stored information includes preloaded bills of the subscriber system 800A and returns a response to the
various ones of the electronic billers 602A-N but not pre EBPSP system 700 via the network 600 between communi
loaded for those customer. Billing database 1010 is a data 55 cations interfaces 812A and 712B. Alternatively, the elec
repository 706. The preloaded bills and the customer identi tronic biller could send confirmation information of the avail
fying information are ready to be matched by the Bill ability of electronic billing or directly to the subscriber 607A.
Retriever functionality 756B to subscriber identifying infor The Privacy Engine 765, to be discussed in detail further
mation. Also shown in FIG. 10 are databases 1015A through below, could, if desired, be utilized by the EBPSP processor
1015N that are maintained by various ones of the electronic 60 (s) 703 in transmitting subscriber information to an electronic
billers 602A-N. Any of databases 1015A through 1015N biller.
contains any of the same types of information stored in billing
In addition to matching enrollment information of the Sub
database 1010. It should be noted that one or more of data
scriber 607A, the EBPSP processor(s) 703 could, if desired,
bases 1010 and 1015A-N could also store partial bill data in obtain additional information via the network 600 identifying
addition to complete bills. This partial bill data could be any 65 the subscriber 607A from the third party services 611A-N,
subset of information included in a complete bill. Also shown common services 609A-N, or even the subscriber 607A. This
are real time connections 1071A through 1071N between the additional information could, if desired, be obtained prior to
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attempting to match the subscriber with any electronic biller
602A-N. Subsequent to not finding a match to any electronic
biller 602A-N, and/or responsive to partially matching the

26
As will be understood from the discussion above, the Com

mon Enrollment and Bill Retriever Engine 756 provides func
tionality Such that enrollment can be initiated at any of a
EBPSP 601 Web site, any managed payee Web site, any
sponsor Web site, any retailer Web site, or any electronic
biller Web site. However, the functionality to achieve enroll
ment is performed by the EBPSP processor(s) 703 utilizing
the Common Enrollment functionality 756A. Once the

subscriber 607A to an electronic biller. Also, the additional

information could, as necessary, be obtained by the EBPSP
processor(s) 703 when an electronic biller 602A-N is the
entity determining if Subscriber identifying information is
included in a database 1015A-N, and that electronic biller

requests additional Subscriber identifying information upon
which to make the determination.

EBPSP 601 receives enrollment information from the Sub
10

The EBPSP processor(s) 703 could, if desired, utilize
either or both of the Probable Biller Engine 767 and/or the
Easy Payee Engine 764, each to be discussed in detail further
below, to select those of the electronic billers 602A-N with

which the Bill Retriever functionality 756B will attempt to

15

scriber 607A, which does not identify any biller of the sub
scriber 607A, that information is stored by processor(s) 703
in a data repository 706, preferably in subscriber profile data
base 1037. The Bill Retriever functionality 756B returns mul
tiple available electronic billers to the subscriber 607A via the
Bill Retriever user interface 1003 based at least in part upon

match the subscriber information.

the stored enrollment information. The subscriber 607Athen

Three different classes of electronic billers are potentially
returned by the Bill Retriever functionality 756B. First are

chooses bills to activate for electronic presentment. Alterna
tively, activation of electronic bill presentment of exact
matches can be performed by the EBPSP processor(s) 702
without requiring the subscriber 607A to select an exactly
matched biller for activation, or even without notifying the

those electronic billers that have an exact match to the enroll

ing subscriber 607A. These are electronic billers that have a
100% certainty of being the subscriber's billers. The Bill
Retriever functionality 756B has exactly matched informa
tion identifying the subscriber 607A with information iden
tifying a customer of an electronic biller 602A-N, i.e., the
subscriber and the customer are the same entity. Second are
those of the electronic billers 602A-N which have a high
probability of being matched to the enrolling subscriber

subscriber 607A of the exact match.
25

607A, but an exact match is not made. The Probable Biller

Engine 767 is especially useful in identifying this second set
of electronic billers which have a high probability of being
matched to the enrolling subscriber 607A, though other
engines described herein, in addition to the Common Enroll
ment and Bill Retriever Engine 756, can also be utilized to
identify those of the electronic billers 602A-N having a high
probability of being matched to the enrolling subscriber
607A. Third are remaining ones of electronic billers 602A-N.
i.e., a listing of all, or at least some of non-matched electronic
billers 602A-N with which the EBPSP 601 has a relationship.
As discussed above, the enrolling subscriber 607A chooses
from among the available electronic billers 602A-N, which
are preferably presented in order of exact, probable, and
other, those he or she would like to activate. Alternatively,
electronic bill presentment of bills of one or more of any
exactly matched electronic billers could automatically be
activated without notifying the subscriber 607A. This auto
matic activation option is available to the EBPSP processor(s)
703 when all information necessary to activate electronic
presentment of an electronic biller's bills is available to the

30

of the Subscribers 607A-N.
35
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Also shown in FIG. 10 is a consumer database service

This facilitates interaction with a consumer identity service
(CIS) 1030, which is a third party service 611A-N. A con
sumer identity service 1030 is utilized by the EBPSP 601 to
verify subscriber identifying information provided by the
subscriber 607A during enrollment, as well as for other pur
poses. Preferably, a consumer identity service 1030 is
accessed in real-time during enrollment processing, though it
could be accessed in an asynchronous manner. The Matching
Engine 759, Remote Matching Engine 760, and the Privacy
Engine 765, each to be discussed further below, also, as
desired, utilize the services of a consumer identity service
1030.

matched, which could be a matching by the Common Enroll
ment and Bill Retriever Engine 756, or other engines to be
discussed further below.

611A-N, such as a credit bureau.
interface 1025, which is a communications interface 712B.

For any resulting matches with any of subscribers 607A-N,
those matched subscribers could, if desired, be informed by
the EBPSP 601 that there is a new electronic biller having
bills available for electronic presentment. The Messaging
Engine 762, to be discussed further below, could be utilized to
inform subscribers 607A-N of the availability of electronic
bills from new electronic billers. One goal of the functionality
provided by Messaging Engine 762 is to proactively send
e-mails to those of subscribers 607A-N that have been

EBPSP 601. This information, as will be discussed further

below, could have been obtained by the EBPSP 601 in acti
vating electronic presentment of bills of another electronic
biller, or could have been obtained from a third party service

Bill Retriever functionality could be, if desired, invoked by
the EBPSP processor(s) 703 at times other than during a
real-time enrollment session with any subscriber. The EBPSP
601 can invoke the Bill Retriever functionality 756B on
behalf of any enrolled subscriber 607A-N, for example, when
a new electronic biller joins the network 600, or on a periodic
basis. Further, the Bill Retriever functionality 756B can be
triggered in an asynchronous fashion. For example, when a
new electronic biller joins the network 600 the Bill Retriever
functionality 756B could be run in a batch fashion to deter
mine if that new electronic biller is an electronic biller of any

55

The Bill Retriever functionality 756B can also be trigged
by an enrolled subscriber 607A-N while accessing a Web site
associated with any one of a sponsor 618A-N, electronic
biller 602A-N, managed payee 605A-N, retailer 620A-N,
and/or EBPSP 601. Referring now to FIG. 11, shown is a
Biller Direct Web site 1105 that is hosted by the EBPSP
system 700. A Biller Direct Web site, in accordance with this
aspect of the present invention, is a Web site hosted by the
EBPSP 601 but branded as being hosted by an electronic
biller. As will be understood from the discussion above, the
electronic biller with which Web site 1105 is associated is

60
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represented on the network 600 by the EBPSP system 700. As
such, Web page 1105 is transmitted by communications inter
face(s) 712A of the EBPSP system 700 to communications
interface(s) 912 of a subscriber system 900.
In the example of FIG.11 Web site 1105 is associated with
Home Depot'TM. An enrolled subscriber, subscriber 607B in
this example, at some point has enrolled for the EBP service
of electronic presentment of Home Depot'TM bills through a
Home Depot TM branded Web page hosted by the EBPSP
system 700. Enrollment/activation data is captured by the
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EBPSP 601 and stored in a data repository 706, preferably
subscriber profile database 1037, as described above. After

28
a pending status if billing information is not immediately

this enrollment/activation, the subscriber 607B is electroni

Whenever the Bill Retriever functionality 756B is invoked
to match an already enrolled subscriber 607A-N with one or
more of the electronic billers 602A-N having bills for the
already enrolled subscriber available for electronic present
ment, the Bill Retriever functionality 756B could, if desired,

cally presented a bill of Home Depot TM for the subscriber
607B. Included in the electronic bill presented via the Home
Depot'TM branded Web site 1105 is a link 1110 to activate the
Bill Retriever functionality 756B. Once the link 1110 is acti
vated by the subscriber 607B, a request is then transmitted by
communications interface(s) 912 of a subscriber system 900
to communications interface(s) 712A of EBPSP system 700

available for the Subscriber 607B.
5

also utilize information associated with electronic commerce
10

for electronic billers of the Subscriber 607B to be identified.

Upon receipt of the request, the EBPSP processor(s) 703
retrieves enrollment data provided by the subscriber 607B
during the previous enrollment/activation for EBP services
through the Home Depot TM branded Web site 1105. The
retrieved enrollment information is then utilized by the Bill
Retriever functionality 756B to identify those of electronic
billers 602A-N having electronic bills available for the sub
scriber 607B, as described above. An available bills Web page
1115, which is apart of an EBPSP branded Web site hosted by
the EBPSP 601, is then transmitted by communications inter
face(s)712A of EBPSP system 700 to communications inter
face(s) 912 of subscriber system 900 via the network 600. The
available bills Web page 1115 is presented to the subscriber
607B by at least one user I/O 910. Presented to the subscriber
607B are the three categories of electronic billers: exact
matches, potential matches, and other, Sorted by industry.
Web page-1115 includes check boxes 1162 to activate elec
tronic billing. The subscriber 607B selects at least one check
box utilizing a user I/O 910 to begin activation of electronic
bill presentment of one or more electronic billers shown in
Web page 1115. The user selection(s) are transmitted by
communications interface(s) 912 of subscriber system 900 to
communications interface(s) 712A of EBPSP system 700 via
network 600. Responsive to the received subscriber selection
(s), activation functionality 1080 causes an activation user
interface 1120 to be presented to the subscriber 607B, as

services previously provided to that enrolled subscriber by
the EBPSP 601. The use of information associated with pro
viding electronic commerce services to a subscriber 607A-N
in matching that subscriber with electronic billers will be
discussed further below in relation to the Auto Activation

Engine 761. Also, the Bill Retriever functionality 756B
15

could, as desired, utilize information associated with elec

tronic commerce services previously provided to other of the
subscribers 607A-N. The use of such information in matching
a subscriber with electronic billers will be discussed further

below in relation to the probable Biller Engine 767.
Incremental Enrollment and Activation

FIG. 24 is a depiction of subscriber enrollment with the
EBPSP 601 and/or activation of electronic bill presentment in
accordance with an aspect of the present invention which
overcomes the need for a subscriber 607A-N to have to pro
25
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vide full enrollment and/or activation data to the EBPSP 601

multiple times. Further, this aspect of the present invention
allows a subscriber 607A-N to provide only the minimum
amount of Subscriber identifying information necessary for
enrollment and/or activation, dependent upon the EBP ser
vice desired by that subscriber. This functionality is driven by
the Incremental Enrollment and Activation Engine 763,
which preferably works in conjunction with the Common
Enrollment and Bill Retriever Engine 756, and can also, as
desired, function with other engines described herein, Such
as, but not limited to, the Biller Discovery and Activation
Engine 758, to be discussed further below. Shown in FIG. 24
are a Web site 2401A associated with the EBPSP 601, a Web

described above. The activation user interface 1120 is

site 2401B associated with a sponsor, in this example sponsor

branded as belonging to the EBPSP 601.

618B, a Web site 2401C associated with an electronic biller,

As will be described in detail further below, stored data

necessary for activation of the selected electronic biller(s) is
retrieved from a data repository 706, which could, if desired,
be subscriber profile database 1037, by the EBPSP processor
(s) 703 and included in the activation user interface 1120
presented to the subscriber 607B. This retrieved data could be
data obtained during activation of electronic presentment of
another of electronic billers 602A-N bills. Any other infor
mation necessary for activation of electronic bill presentment
of bills of the selected electronic biller(s) not stored in a data
repository 706 is determined by the EBPSP processor(s) 703
and requested from the subscriber 607B in the activation user

40

in this example electronic biller 602G, a Web site 2401D
associated with a managed payee, in this example managed
payee 605B, and a Web site 2401E associated with a retailer,
in this example retailer 620B. Each of Web sites 2401A-E are
hosted by the EBPSP system 700. Also shown in FIG. 24 is a

45

Web site 2402 associated with an electronic biller that does

not participate in the network 600. The EBPSP system 700
also hosts web site 2402. FIG.24 also depicts a Web site 2403
associated with electronic biller 6021. Web site 2403 is hosted
50

sents electronic biller 6021 on the network 600. It will be

appreciated that the functionality of the Incremental Enroll
ment Engine 763 can also be utilized with user interfaces
other than Web sites, such as telephone-based interfaces.

interface 1120. It should be noted that each of electronic

billers 602A-N supplies to the EBPSP 601 the required cri
teria for activation of electronic presentment of bills of each
respective electronic biller 602A-N. The subscriber 607B
then transmits the requested activation information to the
EBPSP processor(s) 703 via the network 600. Thereafter, the
retrieved information, and any requested information Sup
plied by the subscriber 607B, is then used to activate the new
electronic bill(s). After activation, billing information, in the
form of Web page 1125, is transmitted from communications
interface(s) 712A of the EBPSP system 700 to communica
tions interface(s) 912 of subscriber system 900 via the net
work 600. At least one user I/O 910 of subscriber system 900
presents Web page 1125 to the subscriber. The billing infor
mation included in Web page 1125 can be bill summary
information, can be a complete bill, or can be an indication of

by an electronic biller system 800A associated with elec
tronic biller 6021. Thus electronic biller system 800A repre

55

As will be understood from the discussion above and FIG.

10, an enrolling subscriber, in this example subscriber 607L,
can access any one of sites 2401A-E to enroll for the EBP
services of the EBPSP 601. That is, each of Web sites

2401A-E includes a Web page having an enrollment link
60

1070, discussed above. Also as discussed above, communi
cations between Subscriber 607L and the EBPSP 601 are

made via network 600, shown at 2499. It should be noted that
the enrollment linkassociated with the retailer 620B Web site
65

2401E is shown as a “U-Pay' enrollment link 1070. Universal
payment, or U-Pay, will be discussed further below.
As described above, all enrollment data received from the

enrolling subscriber 607L is stored by the EBPSP 601 in the
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subscriber profile database 1037. The functionality of the
Incremental Enrollment and Activation Engine 763 enables
the stored profile data, irrespective of at which of Web sites
2401A-E enrollment is initiated, to be shared in activating
electronic billing of bills of various ones of the electronic
billers 602A-N as well as in enrolling the subscriber 607L for

30
password combination. The subscriber 607L uses this same
user name and password at any Web site or other user inter
face of any participant in the network 600, even one they have
never visited before. Additionally, the enrollment processing
functionality 763A causes information identifying from
which Web site enrollment is initiated to be stored in the

subscriber profile database 1037. This information could be,

various Services of the EBPSP 601.

When the initial enrollment request is received from the

if desired, an escort ID, to be discussed further below.

Once the subscriber 607L is enrolled, electronic bill pre

subscriber 607L, the Common Enrollment and Bill Retriever

Engine 756 passes the request to the Incremental Enrollment
and Activation Engine 763. Enrollment processing function
ality 763A of Engine 763 determines the EBP service and/or
services for which the subscriber 607L is requesting to enroll.
This determination can be made in multiple alternative ways.
In a first alternative, the determination is made based upon the

10

15

Web site at which the Subscriber 607L activates the enroll link

1070. For example, if the initiating Web site is associated with
managed payee 605B, the enrollment processing functional
ity 763A determines that the subscriber 607L is enrolling for
the electronic payment service. Also for example, if the ini
tiating Web site is associated with an electronic biller 602A
N, and that electronic biller is an entity for which the EBPSP
only presents electronic bills, but does not process electronic
payments, the enrollment processing functionality 763A
determines that the subscriber is enrolling for the electronic
bill presentment service. An escortID, to be discussed further
below, preferably supports this functionality.
In a second alternative, the enrollment processing func
tionality 763A causes communications interface(s) 712A to
transmit a request for the subscriber 607L to identify the
service or services the subscriber 607L is seeking. Respon
sive to this request, the subscriber 607L transmits, via the
network 600, information identifying the service or services
sought.
Once the enrollment processing functionality 763A deter
mines the service(s) for which the subscriber is enrolling,
enrollment processing functionality 763A causes the Com
mon Enrollment and Bill Retriever Engine 756 to include in
the enrollment user interface 1002, discussed above, a request
for enrollment information in accordance with the deter

mined service(s). Thus, if the subscriber 607L is enrolling for
only the electronic billing service, the requested information
will be only basic subscriber identifying information, such as,
for example, name, address, and telephone number. However,
if the requested service(s) include the electronic payment
service, further enrollment information is requested. This
further enrollment information is information identifying a
funding account, introduced above, in addition to, if desired,
further subscriber identifying information such as social
security number and other information utilized in further
identity verification and/or risk processing, also introduced
above. Thus, the gathering of enrollment data by the EBPSP

25

30

1037. That is, some of the stored enrollment information
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include in the activation user interface 1004, discussed above,

a request for only that required activation information not
included in the subscriber profile database 1037. The activa
tion user interface 1004 is transmitted to the Subscriber sys
tem 900, and the requested activation information is received
by the EBPSP system 700 as described above. Once the
requested activation information is received from the Sub
scriber 607L this received information is stored in the sub

scriber profiler database 1037 along with the other informa
tion associated with the subscriber 607L, as discussed above
45

50

55

required for a desired EBP service(s). Subscriber funding
account information, such as deposit account information
(RTN/DDA) or credit card account information, is not
required by the EBPSP 601 for enrollment in electronic bill
ing. As will be discussed further below, funding account
information is not gathered by the EBPSP 601 until and
unless the a subscriber 607A-N requests access to the elec
tronic payment service. Discussed above, received subscriber
enrollment information is stored in the subscriber profile

60

database 1037.

65

enrollment, also issues the subscriber 607L a user name?

electronic biller 602A-N specifies to the EBPSP 601 sub
scriber information necessary for activation of electronic bill
ing for each respective electronic biller. The activation pro
cessing functionality 763B accesses the subscriber profile
database 1037 and determines if any of the information
required to activate electronic presentment of bills of this first
electronic biller is stored in the subscriber profile database

could be the same as the required activation information.
The activation processing functionality 763B causes the
Common Enrollment and Bill Retriever Engine 756 to

601 is streamlined. The number of fields of information that

The enrollment processing functionality 763A, during

can be activated. Also, if desired, upon enrollment the bill
retriever functionality 756B can be invoked. As discussed
above, different electronic billers require various pieces of
information to activate electronic bill presentment. The sub
scriber 607L, perhaps during the enrollment session, or per
haps during a later session, chooses to activate electronic
presentment of bills of a first electronic biller. That is, sub
scriber 607L has yet to activate electronic presentment of bill
of any of electronic billers 602A-N.
Activation processing functionality 763B of the Incremen
tal Enrollment and Activation Engine 763 determines the
information necessary to activate electronic bill presentment
of bills of this first electronic biller. As discussed above, each

an enrolling Subscriber must enter in the enrollment user
interface 1002 is reduced to the minimal set of information

sentment of bills of one or more of electronic billers 602A-N

in relation to the subscriber 607A activating electronic bill
presentment. Electronic presentment of bills of this first elec
tronic biller is then activated based upon the received activa
tion information and information necessary for activation of
electronic presentment of bills of this first electronic biller
already stored in the subscriber profile database 1037, if any.
Whenever the subscriber 607L requests to activate elec
tronic presentment of bills of another of electronic billers
602A-N, the activation processing functionality 763B once
again determines the activation information necessary to acti
vate electronic bills of this other electronic biller, determines

if any of this information is stored in subscriber profile data
base 1037, and only requests the subscriber 607L to supply
that necessary information that is not stored in the subscriber
profile database 1037. Any activation information requested
from the subscriber 607L is then stored in the subscriber

profile database 1037 for use in activating electronic present
ment of bills of other ones of electronic billers 602A-N, as

well as perhaps in enrolling for other services of the EBPSP
601.

What results from the processing of the Incremental
Enrollment and Activation Engine 763 is a series of stages to
continuously update a subscriber's profile. It is a build-out of
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profile information so that a subscriber does not have to enter
information necessary for enrollment and activation of elec
tronic billing as well as information necessary for electronic
payment at one time. For example, if a subscriber 607A-N
activates a first electronic biller, that subscriber provides
Social security number and mother's maiden name as part of
the first electronic biller's requirements for activation. That
information is added to the subscriber profile database 1037
so that subscriber does not need to provide that same infor
mation again when activating another electronic biller that
requires the same information.
It should be stressed that information necessary to make
electronic payments is not gathered until necessary, i.e. until
a subscriber wishes to avail him or herself of such service. It

is at this time that funding account information, such as, for
example, bank account information (RTN/DDA) and/or
credit account information, is collected by the EBPSP 601. It
is also at this point that any identity processing related to
enrollment for electronic payments is performed by EBPSP
processor(s) 703. Information necessary for electronic pay
ments, including information gathered from a Subscriber
607A-N and information generated by identity or risk pro
cessing, is added to that subscriber's profile in subscriber
profile database 1037. So, incrementally a subscriber 607A-N
is adding to his or her profile, building out pieces of informa
tion that enable new functionality. Thus, upon a subscriber's
first request for electronic payment functionality, such as
requesting to pay a bill electronically presented by the EBPSP
601, the EBPSP 601, because of the functionality of the
Incremental Enrollment and Activation Engine 763, will
request funding account information at this time, once
received, add this funding account information to the Sub
scriber's profile, and then that subscriber can pay that bill. At
this point it does not matter from which Web site the sub
scriber initially enrolled.
Enrollment data stored in subscriber profile database 1037
responsive to a subscriber 607A-N requesting to enroll from
a first Web site is usable by the EBPSP processor(s) 703 for
activation of electronic bill presentment requested from a
second Web site. Once funding account information is added
to the subscriber profile database 1037 it too is available to be
used across any of the other network sites. This provides a
tremendous advantage to electronic billers 602A-N over
existing EBP systems. As one of electronic billers 602A-N
begins to funnel subscribers to the network 600, these sub
scribers are automatically enrolled and ready to participate at
other electronic biller, managed payee, and retailer Web sites.
Introduced above, FIG. 24 depicts an electronic biller
hosted Biller Direct Web site 2403. An electronic biller might
hostaWeb site for various reasons. For example, an electronic
biller might be a large biller that wants to maintain complete
control of their site, but yet understands the benefits of par
ticipating in network 600. Discussed above in relation to the
Common Enrollment and Bill Retriever Engine 756, Sub

32
In asynchronous data sharing the electronic biller system
800A associated with electronic biller 6021 provides the
EBPSP system 700, at communication 2497, a specific
amount of data via the network 600. This data is transmitted

10

15

In a real time connection, the EBPSP 601 and the electronic

biller 6021 need to share specific types of data with the other.
In this option, electronic biller 6021 transmits enrollment
information, via the network 600, to the EBPSP 601, and the
EBPSP 601 sends back to the electronic biller 6021, via the

network, data needed for log in and other functions as needed.
As above, these transmissions are performed by communica
25

30

1037.

scriber 607L from the electronic biller hosted Web site 2403.

The EBPSP 601 is not limited to just a batch method all the
time, or real time all the time, or session hand off all the time.
The EBPSP 601 can utilize different alternatives with differ
ent electronic billers that wish to host their own sites.
35

Also introduced above, Web site 2402 is an EBPSP 601
hosted biller direct site of an electronic biller that does not

40
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participate in the network 600. The EBPSP 601 stores the data
of customers of the non-participating electronic biller siloed
apart from other subscribers, shown in FIG. 24 as non-par
ticipating electronic biller database 2452. As shown, the
Common Enrollment and Bill Retriever Engine 756 and
Incremental Enrollment and Activation Engine 763 do not
have access to the non-participating electronic biller database
2452. This is very similar to the existing SP model of EBP
services, discussed above and shown in FIG. 1B. This data is
not shared with the other electronic billers or utilized in

50
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EBPSP 601 initiated at an electronic biller hosted Web site,

one being the transparent hand-off discussed above. Other
options are an asynchronous (e.g. batch) data feed, and a real
time data feed. No matter which option is utilized, enrollment
data is ultimately stored in the subscriber profile database

tions interfaces 712B and 812A. This occurs in real time. The

data exchange is done with the expectation that the two pro
cessing end points are up and running at the same time.
It should be understood that the EBPSP 601 could employ
one or more of the three methods when enrolling the sub

scriber 607L can, if desired, initiate enrollment from such an
electronic biller hosted Biller DirectWeb site. In this case, via
the network 600 at communication 2498. That is, an enroll

ment link 1070 is included in a Web page presented to sub
scriber 607L by the electronic biller system 800A. There are
a number of options to provide enrollment for services of the

onto the network 600 by communications interface(s) 812A
of system 800A, and received from the network 600 by com
munications interface(s) 712B of system 700. The EBPSP
processor(s) 703 use this received data to populate the sub
scriber profile database 1037. The EBPSP 601 also provides
back some data to the electronic biller system 800A via the
network 600 to allow the subscriber 607L to log-in and to
enable the electronic biller system 800 to perform other func
tions as needed. This data transfer happens in a batch mode.
The information is put together by the transmitting system
and then sent at specific intervals. The data exchange is done
with no expectation that both processing endpoints, i.e., sys
tems 700 and 800A are up and running at the same time.
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activating electronic presentment of bills of electronic billers
602A-N or enrolling any of subscribers 607A-N in any of the
services of the EBPSP 601. The option is retained that if the
non-participating electronic biller decides to participate in the
network 600, the EBPSP 601 merely has to add the informa
tion identifying this electronic biller's customers to the sub
scriber profile database 1037.
FIG. 25 depicts profile information associated with the
various entities a subscriber 607A-N could access via the
network 600 to access the Services of the EBPSP 601. This

profile information is stored in participant profile database
2467 of FIG. 24. Shown in FIG.25 are multiple pre-existing
entity IDs 2501. Each pre-existingentity ID is associated with
a specific participating network entity. In order to accomplish
the sharing of Subscriber profile data, a one time enrollment
process for a subscriber 607A-N, unique Web site branding,
as well as generation of tracking reports, each participating
entity is also associated with a new type of entity identifier,
which will be sometimes referred to as an escort ID 2502. The

escort ID 2502 allows the EBPSP processor(s) 703 to track
from which Web site a Subscriber 607A-N initiates enroll
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functionality as well. For example, if a subscriber 607A-N is
at a sponsor site, that subscriber would be able to make
payments to anyone, whereas if at a managed payee site, that
same subscriber would only be able to make payments to that
managed payee.
Universal Payments
FIG. 12 depicts another aspect of the present invention

ment, from which Web sites electronic bills are activated, and

from whichWeb sites payments are made. The escort ID 2502
also enables the EBPSP processor(s) to provide other benefi
cial functionality.
From the discussion of FIG. 24 above, the sponsor 618B,
electronic biller 602G, electronic biller 6021, managed payee
605B, and retailer 620B are all participants in network 600, as
well as obviously the EBPSP 601, as such, each has an Escort
ID 2502. Preferably the non-participating electronic biller
does not have an escort ID because no data associated with

which enables a subscriber 607A-N to enroll once, use the

10

customers of the non-participating electronic biller is utilized
by the EBPSP processor(s) 703 in providing EBP services to
subscribers 607A-N. At any point in time, if the non-partici
pating electronic biller decides to join the network 600 the
EBPSP 601 can tie this electronic biller into the network 600

15

and very easily include them so that they can take advantage
of the benefits of participating in the network 600. At such
point, the previously non-participating electronic biller
would be given an escort ID 2502. Optionally, the non-par
ticipating electronic biller could have a non-functioning
escort ID 2502 previous to electing to participate in the net
work 600. Profile information associated with the non-par
ticipating electronic biller is not stored in participant profile

Each Web site could be associated with an electronic biller

602A-N, a managed payee 605A-N, a sponsor 618A-N.
EBPSP 601, or a retailer 620A-N. Any of Web sites 1201A-N
could be hosted by the EBPSP system 700, or another system.
Also, each of sites 1201A-N are uniquely branded. Common
to each of the sites is a payment link 1205. A subscriber

database 2467.

Electronic biller 6021, as discussed above, maintains a
non-EBPSP 601 hosted Web site. However, electronic biller

6021 has an escort ID 2502 in order to allow profile data of its
customers to be shared and utilized by the EBPSP processor
(s) 703, even though the actual Web site for the electronic
biller 6021, in this example, is not hosted by the EBPSP
system 700.
An escort ID 2502 is used by the EBPSP processor(s) 703
in the tracking of from where a subscriber 607A-N enrolls,
from which electronic billers 602A-N electronic billing has
been activated, and at what sites and to whom electronic

25

607A-N could activate link 1205 at a retailer branded site and

30

make a payment only to that retailer or view payment history
to that retailer. The subscriber could then move to a managed
payee branded site and see payment history specific to only
that managed payee, as well as make payment to that man
aged payee upon activation of link 1205. If link 1205 is
activated at an electronic biller branded site, the subscriber

35

payment has been made, as well as tracking other electronic
commerce services provided by the EBPSP 601. This infor
mation has various uses, including customer care as well as in
tracking payment issues or enabling the EBPSP 601 to allow
the electronic billers 602A-N to understand and see where

electronic payments are being made in relation to delivered
electronic bills and delivered paper bills. Also, the tracking
information gather through the use of an escort ID 2502
allows a sponsor 618A-N to determine where electronic bills
are being activated, and to whom payments are made.
In addition, the escort ID 2502 is used by the EBPSP
processor(s) 703 to deliver electronic bills via e-mail such
that delivered electronic bills have the appropriate branding.
For example, if a subscriber 607A-N activates electronic bill
ing at a Biller DirectWeb site, that e-mail delivered electronic
bill would contain that Biller Direct site's branding for that

40
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703 to filter data communications to a subscriber 607A-N.

For example if a subscriber is logged into a first EBPSP
hosted electronic biller Web site, only bills and messages that
are directly related to that first electronic biller are available to
the subscriber. Also, the escort ID 2502 can filter certain

functionality Such as paying only e-bills, or a pay anyone

retailer site, or a sponsor site. Whenever a subscriber 607A-N
selects the payment button 1205 at a source UI, the system
hosting the source UI 1301 sends a URL to the EBPSP 601
processor(s) 703 via network 600 if the accessed site is not
EBPSP hosted. The URL contains an escort ID discussed

602A-N with which a EBPSP hosted Web site is associated.

However, if desired, the EBPSP601 could set allowed param
eters for the branding.
Also, the escort ID 2502 is used by the EBPSP processor(s)

could view electronic bills from that biller only, make pay
ment to that biller only, and view payment history to that biller
only. Thus, transactions are filtered by the EBPSP processor
(s) 703 to be relevant only to the network entity at whose site
the payment link 1205 has been activated. However, if the
subscriber visits a EBPSP branded site or a sponsor branded
site in order to view and pay bills, they would see all trans
actions for any payee to which they have made a payment
utilizing link 1205 and could make payment to any network
entity participating in electronic payments.
FIG. 13 depicts a source user interface (UI) 1301, which
could be branded as an electronic biller site, an EBPSP site, a

subscriber, even if initial enrollment was made at another Web

site. In addition, the escort ID 2502 is used by the EBPSP
processor(s) 703 to electronic biller Web sites hosted by the
EBPSP system 700. An escort ID 2502 will allow the elec
tronic billers 602A-N to, if desired, setup their EBPSP hosted
Web site with branding identifying only an electronic biller

same user ID and password, and leverage a single payment
service across multiple electronic biller 602A-N and/or
retailer 620A-N Web sites to make payments, and view his
tory while having a tailored experience at each site, no matter
the branding of the site or link to access the site, unlike the
system shown in FIG. 2 and discussed above. The Universal
Payments Engine 757 controls this functionality. It will be
appreciated that the Universal Payments Engine 757 can be
utilized in conjunction with other engines described herein.
Shown in FIG. 12 are multiple Web sites 1201A-1201N.

above, and optionally a subscriber ID if the source UI partici
pates in a consolidated log on service. A consolidated log on
service is a single sign-on mechanism in which an originating
site provides a Subscriber identifier and a token, such as a
digital signature, that enables a receiving site to Verify that a
Subscriber is being redirected from a trusted originating site
that has previously authenticated the subscriber. Optionally,
the source UI can send payment information, including date
and amount. Any information from the source UI 1301 is
referred to as source data. The source data is received by
communications interface(s) 712B and passed to the Univer
sal Payments Engine 757 by the EBPSP processor(s) 703. If
the source UI 1301 is hosted by the EBPSP system 700, the
same information is passed to the Universal Payments Engine
757 by the EBPSP processor(s) 703.
If the source data is received from a non-EBPSP hosted

65

Web site, the Universal Payments Engine 757 validates the
Source data, by accessing the participant profile database
2467. Also if the source UI 1301 is not EBPSP 601 hosted,
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any received subscriber information is validated, preferably
by accessing the subscriber profile database 1037. If the

36
.Net My Bills service data repository (not shown in FIG. 14),
which is a data repository 706. This .NET My Bills service is
a new service built to leverage Web services presented by the
Biller Discovery and Activation Engine 758 of EBPSP sys
tem 700. This passport and demographic information is pre

source information received from a non-EBPSP hosted Web

site does not include a subscriber ID, the Universal Payments
Engine 757 causes communications interface(s) 712B to
transmit, via the network 600, a log in and password page
1310 to the subscriber system 900, preferably source UI 1301

sented to the subscriber 607C, in detail 2. The subscriber
607C verifies the information in detail 3 and then immedi

branded, as will be discussed further below. The subscriber

then provides his or her ID, and optionally password, back to
the EBPSP system 700 via the network 600. Once received,
this information is passed to the Universal Payments Engine

10

757 for Validation.

The Universal Payments Engine 757 accesses participant
profile database 2467, which is a data repository 706, or in
alternative embodiments, another data repository 706, and

ends the Session with EBPSP 601 after detail 4.
At detail 5 the EBPSP 601 broadcasts what amounts to a
15

retrieves information associated with the source UI. This

retrieved information includes branding information specific
to the entity that the source UI 1301 represents. The Universal
Payments Engine 757 creates a subscriberpayment user inter
face 1307 branded specifically for the source UI 1301, of
which optional log in and password page 1310 is a part. The
Universal Payments Engine 757 then causes communications
interface(s) 712B to transmit the created subscriber payment
UI to the subscriber system 900 via the network 600.
As a result of the functionality of the Universal Payments
Engine 757, a tailored payment experience, based at least
upon the identity of the source UI 1301, is provided prefer
ably by utilizing an escort ID. The tailoring of the payment
experience also includes the Universal Payments Engine 757
determining other EBP services in addition to electronic pay
ments to be made available to the subscriber via the payment
UI 1307, as well as business rules to be applied in processing
payment requests received via the payment UI 1307, all
dependent upon the information retrieved from the partici
pant profile database 2467, and/or other data repositories 706.

"do you know Jane' message to any number of electronic
billers 602A-N. The EBPSP 601 may beneficially perform
intelligent filtering to reduce the scope of billers queried. This
intelligent filtering can utilize other Engines described
herein. One of these electronic billers in FIG. 14 is denoted as

Duke Power (TM). Duke Power receives this “do you know
Jane' message and after a search of customer roster files
comes up with a determination that the subscriber 607C is
most likely a customer, but that there is not a 100% determi
nation. Since it is not 100%known that the subscriber 607C is

a customer, in detail 6 Duke Power sends the subscriber 607C
25
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a .Net Alert that routes through the common services pro
vided by MicrosoftTM or some other hosting service. This .Net
Alert gets further routed to the subscriber's preferred client
for receiving alerts in detail 7, in this example an instant
messenger windowing client. There is a message included in
that.NetAlert along the lines of “we have your bills available
at Duke Power. Preferably the alert includes a link to Duke
Power.
The Subscriber 607C sees the NetAlert and in detail 8
activates a link that causes a browser associated with Sub
scriber 607C to access a Duke Power Web site. Duke Power

receives a sign-in request and then in detail 9 asks the Sub
scriber 607C for at least one shared secret (authentication
token), examples of which would be information readily
known Such as mother's maiden name, Social security num

The business rules introduced above include rules such as

payment amount thresholds, payment frequency thresholds,
or other business rules associated with risk processing. The
source branding of the payment UI 1307 also preferably
includes a payment history specific to the escort ID/sub
scriber ID combination giving rise to the payment UI 1307.
Accordingly, a subscriber is provided with one time enroll
ment and can use the same ID and password to pay bills
presented by different billers at different sites, and make
payments to retailers, for example, for on-line purchases or
auction purchases, while a network entity is provided with
control over the branding and user experience in both the
presentment and payment of the bill.
Biller Discovery and Activation
Another aspect of the present invention, performed by the
Biller Discovery and Activation Engine 758, leverages either
existing or proposed Web services, shown in FIG. 6 as Com
mon Services 609A-N. The example below leverages
Microsoft'sTM.NET service discussed above, though other
Web services could also be leveraged. FIG. 14 is a high level
overview of the activation process and initial bill delivery
process that a subscriber, in this example subscriber 607C,
Jane, goes through. The processes shown in FIG. 14 will be
further discussed below and further detailed in subsequent
figures. All communications shown in FIG. 14 are via the
network 600. Further, each operation described below is per
formed by a system associated with the entity to which each
operation is attributed.
In detail 1a subscriber 607C signs in via .NET passport
with the EBPSP 601. The EBPSP 601 queries one of common
services 607A-N in detail 1b and retrieves passport data. The
EBPSP 601 also retrieves demographic data that is stored in a

ately thereafter in detail 4 opts in to receive .Net Alerts that
correspond to important billing events such as activation and
bill delivery. Verification can include the subscriber 607C
providing supplemental information. The subscriber 607C

40

ber, father's middle name, etc. In detail 10 the subscriber

607C supplies the secret. Duke Power verifies that the secret
is indeed correct. Duke Power is able to determine to an
45

adequate comfort level that the subscriber 607C is a customer
of Duke Power because of the correctly supplied secret. Even
if Duke Power has a 100% certainty that the subscriber 607C,
Jane, is a customer, the authentication token could still be

50

required. In detail 11 a message is sent back to the Subscriber
607C via her browser, in this example, that amounts to a
congratulatory message saying that she is signed up and ready
to start receiving bills from Duke Power. At this point the
subscriber 607C is not involved anymore and will not be
involved until she receives her first bill, which could be at the

start of the next billing cycle. Alternatively, a congratulating
note could include a link to an immediately available elec
55

tronic bill, or the bill itself.

At detail 12 Duke Power optionally shares Jane's secrets
with the .Net My Bills service presented by the Biller Dis
covery and Activation Engine 758 with the presumption that
these secrets could be used to further streamline further bill
60

activations at other electronic billers, as discussed above in

relation to the Incremental Enrollment and Activation Engine
763. Or, Duke Power could share the information with a third
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party billing-specific information repository service, not
shown in FIG. 14. One interesting aspect of this entire flow is
that the subscriber 607C was never prompted, or at least never
required to enterin, information that she has to go look up. A
good example of this is a bill account number. The subscriber
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607C is not required to enter this number by Duke Power and
Duke Power is able to activate the subscriber 607C by asking
for what most people have easily remembered. Such as Social
security number or mother's maiden name. This does not
preclude that Duke Power could ask the subscriber 607C to
enter in her billing account number, but it is certainly not
required for this activation to succeed. Also, Duke Power
could obtain an account number from the EBPSP 601 if Jane

had ever paid Duke through the EBPSP 601.
FIG. 15A depicts the most basic framework in which the
Biller Discovery and Activation Engine 758 operates. At a

10

minimum, the subscriber 607C has to become a .NET Pass

port user utilizing a user interface 1503. This will give her an
ID/password combination which is stored in a data registry
1507 in association with an e-mail address of the subscriber

15

607C, detail A. User interface 1503 could, if desired, be

presented by the EBPSP 601, or another entity.
FIG. 15B depicts other activity subscriber 607C may per
form on the Web which is supported by .NET services. The
subscriber 607C may beneficially extend her usage of .NET
common services (and therefore the “knowledge” these have
about her in the depicted data repository 1507). Some general
profile information (e.g., name, address, phone number) may
be maintained in a .NET Profile 1510, or even in the .NET

Passport profile 1507. Her credit cards may be maintained in
a .NET Wallet data repository 1520. Other possibilities
include her use of calendaring offered by .NET Calendar, or
a common contacts list offered by .NET Contacts. Also,
Jane's login via .NET Messenger 1530 enables receipt of

25

alerts, further discussed below.

30

The new .NET My Bills Web service (and, by delegation,
associated electronic billers) provided in this aspect of the
present invention can, if desired, alert the subscriber 607C
through the .NET Alert common service. In order for this to
happen, the first time the subscriber 607C accesses .NET My
Bills through a user interface, she must supply her alert pref
erences. In the detailed example described below it is
assumed that the subscriber 607C indicates receipt of alerts
through .NET Messenger 1530 (rather than e-mail) as her
preference. These preferences are stored in a Jane/.NET My
Bills-specific combination in the .NET Alert repository, not

35

within an e-mail, and a browser window is launched 1701. As
shown at detail 6, Jane's browser 1701 is directed to the .NET
40

shown in FIG. 15B.

FIGS. 16 through 20 further detail the Biller Discovery and
Activation Engine 758 introduced above and shown in FIG. 6
and FIG. 14. As shown in FIG.16, a solicitation process 1607
solicits .NET Passport users to initiate the steps to discover
and begin receiving their bills electronically. This process
could, as desired, be performed by the EBPSP 601, the entity
offering the .NET framework (e.g., MicrosoftTM), or some
other entity such as an electronic biller 602A-N. Beneficially,
the solicitation process 1607 has access rights to the .NET
Passport database 1507 in order to identify candidates to
notify (including their e-mail addresses). Alternatively, the
solicitation process 1607 may receive candidates (including
e-mail addresses) from other third-party databases. Other
functionality of the EBPSP 601 described herein could be
utilized with the solicitation process to identify candidates.
A preferred way the solicitation process 1607 has to reach

45
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more tedious for the Subscriber 607C. The Subscriber 607C

would have to open a browser and type in a URL rather than
just click on a link.
The solicitation process 1607 could, as desired, also place
Some passive or generic advertising on the Web, rather than
perform active/targeted Solicitation. In any case, through one
means or another, the subscriber 607C reviews a link that can

My Bills UI 1605. The first time the subscriber 607C visits
this UI, there are no accompanying authentication credentials
and the .NET My Bills UI 1605 detects this.
.NET My Bills redirects Jane's browser to .NET Passport
for authentication, detail 7...NET Passport presents a screen
to the subscriber 607C asking her to authenticate herself (at a
minimum, by a password), and whether she wants to have this
“remembered for future sessions from this computer/
browser at .NET My Bills, detail 8.
At detail 9, the subscriber 607C responds. It is assumed she
also indicates that she wants her credentials “remembered’so

50

out to the subscriber 607C is via e-mail. Standard'snail mail

could, if desired, be used, of course, but it would be much

38
be followed to the new .NET My Bills UI 1605. As shown in
detail 1, the solicitation process 1607 requests Passport data,
and at detail 2, the .NET Passport returns Passport data from
database 1507 to the solicitation process 1607. Note that a
single request could return just a single individual, or multiple
individuals. The solicitation process 1607 chooses one indi
vidual (Jane) to target, and sends a solicitation e-mail to her
(with an embedded link to the .NET My Bills UI), detail 3.
This e-mail is transmitted to her e-mail service provider 1603.
At the time of her own choosing, the subscriber 607C pulls
e-mail from her e-mail service provider 1603 and opens/reads
this solicitation e-mail, detail 4. (Note that the solicitation
process 1607 could repeat this process for other individuals.)
The subscriber 607C is a frequent user of e-mail and one
day she notices a new message in her e-mail in-box advertis
ing a new service called “My Bills' in which she can now
have bills delivered electronically to her personalized MSN
Money home page. Alternatively, a complete description of
the service could be contained in the message. Delivering
bills to her e-mail account is also an option, as well as a
EBPSP 601 hosted site. The subscriber 607C decides to “opt
in’ for the service and follows a link included in the message.
Preferably, there is no charge for this service to subscribers.
Signing up is a very simple process because the combination
of .NET Passport database 1507 and .NET Profile database
1510 already holds demographic data such as home addresses
and phone numbers, as well as Supports identity authentica
tion (via a password). She merely confirms the entries and
clicks OK. Concluding the signup process, the Subscriber
607C sees that on her behalf participating electronic billers
will be notified of her desire to receive bills electronically.
The subscriber 607C also reads that she could manually select
the bills she wishes to receive electronically, or use a Wizard
type interface to select bills.
More particularly, as shown in FIG. 17 at detail 5, the
subscriber 607C clicks on the e-mail link, i.e. a hyperlink
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she does not have to provide credentials at each visit to .NET
My Bills. .NET Passport updates its local repository 1507,
provides “cookies' to Jane's browser 1701, and redirects
browser 1701 back to the .NET My Bills UI 1605, as shown
in detail 10. The redirection includes an encrypted authenti
cation query string that indicates to .NET My Bills that the
subscriber 607C has been successfully authenticated. .NET
My Bills requests any available profile information on the
subscriber 607C from the .NET Profile database 1510 (could
also be in .NET Passport database 1507), detail 11.
As shown in detail 12, .NET Profile (or Passport) returns
any available profile information on the subscriber 607C to
.NET My Bills. .NET My Bills requests any available billing
specific profile information on the subscriber 607C from the
.NET My Billing Profile database 1705 at detail 13.
At detail 14, .NET My Billing Profile returns any available
profile information on the subscriber 607C to .NET My Bills.
The .NET My Bills UI 1605 presents a screen to the sub

US 8,073,773 B2
39
scriber 607C that contains all available profile information,
asks her if she wants to change any of it, asks her alert
preferences for the .NET My Bills context, may optionally
ask her to Supply some additional information, and asks if she
wants to continue with the electronic biller discovery process,
detail 15. Note that a link to service terms and conditions may

40
son. It again should be noted that in certain implementations,
sharing of personal information may be limited and/or
masked, as will be discussed further below.

also be available.

The subscriber 607C provides a response which at the very
least indicates her desire to proceed with the electronic biller
discovery process and alert preferences, and may optionally
modify some existing profile information and/or provide
additional information, detail 16...NET My Bills propagates
Jane's.NET My Bills context alert preferences to .NET Alert,
which stores them in its repository 1706 detail 17. At detail
18, as necessary, .NET My Bills may update .NET Profile
database 1510 (or .NET Passport database 1507) information

10

methods.

Duke Power, electronic biller 602D, is one of the compa
nies that receives a message indicating Jane's willingness to
start receiving electronic bills. Now, at this point, Duke Power
15

tion.

Since Duke Power has decided that there is a strong like
lihood of the subscriber 607C being a customer, they decide
to begin the process of signing the subscriber 607C up to
receive electronic bills. First and foremost, since Duke Power
is not 100% certain that the subscriber 607C is a customer, the
25

30

some decision criteria. Also, note that the subscriber 607C

“goes away' after providing the information in step 16. The
discovery process initiated by .NET My Bills is completely
asynchronous with the subscriber 607C. As a result, the
request to the electronic biller could be presented in a variety
of ways. Though, it should be noted that the discovery process
could be performed while the subscriber 607C is in session
with the .NET MyBills user interface 1605.
While the subscriber 607C is away, .NET My Bills service
goes to work and starts looking for electronic billers that have
a business relationship with the subscriber 607C. Based on,
for example, the ZIP code of her home address (and perhaps
a second home), other information associated with the Sub
scriber 607C, including information obtained from the sub
scriber 607C, third party sources, the .NET Profile database
1510 or the .NET Passport database 1507. The Web service of
all of the electronic billers that might be associated with
Jane's location are messaged. Naturally, this set of potential
electronic billers includes local companies such as Jane's
electricity provider, but it also includes electronic billers that
are national in Scope, for example, credit card companies.
The message, formatted according to the specification set
forth by the .NET My Bills service, or perhaps formatted
according to individual electronic biller specification, sent to

35

Since only a few minutes have elapsed between Jane's
original request to receive electronic bills, she is still online in
this example and notices the messenger alert box pop up on
her computer screen. The subscriber 607C clicks on the alert
and is presented with a “final enrollment screen, in this
aspect preferably hosted by Duke Power. On this screen, she
reads that Duke Power needs only a few extra bits of infor
mation (her Social security number, for example) to complete
the enrollment process. The subscriber 607C decides to enter
in the final bits of required data since the concept of receiving
electronic bills is still fresh in her mind. Duke Power could

also obtaininformation about Jane from the EBPSP 601, from
40

the .NET Profile database 1510, from the .NET Passport
database 1507, and/or from a third party source.
Verifying the data supplied by the subscriber 607C, Duke
Power determines that the subscriber 607C is, indeed, a cus

tomer and then presents the subscriber 607C with a copy of
45

her current bill.

50

More particularly, as shown in FIG. 18, the electronic biller
602D performs some internal matching and determines that it
is likely that the subscriber 607C is one of its customers.
However, it must confirm this directly with the subscriber
607C, using supplemental “shared secret data the subscriber
607C knows, and that the electronic biller 602D also has

previously stored in association with the customer it thinks is
the subscriber 607C. It is presumed that the .NET My Bills
alert context can “span over to the electronic biller (so that
55

the electronic biller 602D does not have to route a notification

request through .NET My Bills, which may certainly be an
alternative).

each electronic biller includes Jane's full name, addresses,

phone numbers, and perhaps other identifying data Such as
credit card numbers. (The subscriber 607C agreed to this
exchange of information when she accepted terms and con
ditions during the signup process.) In essence, the message
informs electronic billers that the person described by the
contents of the message (Jane in this case) wishes to be billed
electronically. If this person is someone with whom an elec
tronic biller has a business relationship, then the electronic
biller should begin delivering bills electronically to that per

company sends a .NET Alert to the subscriber 607C inform
ing her that “Duke Power is ready to send her electronic bills'.
To be safe, Duke also sends the same information in an e-mail.

mation desired. Also, as will be discussed further below,

shared information could be subjected to processing of the
Privacy Engine.
Note that although this scenario only involves one elec
tronic biller, .NET My Bills may very well issue a number of
requests in parallel to a number of electronic billers, based on

has no idea whether or not the subscriber 607C is a customer.

But after performing an automated search of their customer
roster files, they are able to determine that the subscriber
607C is probably a customer based on the supplied informa

on the Subscriber 607C.

Also as necessary, at detail 19, .NET My Bills may update
.NET My Billing Profile information 1705 on the subscriber
607C. Finally, at detail 20, .NET My Bills issues a “do you
know Jane?’ discovery request to an electronic biller 602D. It
is assumed in this example that the request includes all of the
profile information (including billing-specific information)
available about the subscriber 607C. Alternatively, only a
minimal set of profile information, perhaps dependent upon a
biller's identity, could be provided, with the expectation that
the electronic biller would request specific additional infor

So far, all of this data exchange is made possible because
participating ones of each electronic billers 602A-N have
each made available a Web service that conforms to a speci
fication set forth by MicrosoftTM (or some standards body)
and has registered with the EBPSP 601 directly (possibly via
another Web service) as a standard electronic biller. Of
course, these biller requests could be presented by other

At detail 21, Duke Power initiates a notification to the
subscriber 607C that it thinks it has matched her, but confir
60

mation is first needed before she is activated to receive bills

65

electronically. This notification is directed to Jane's Passport
identity via the .NET Alert service.
.NET Alert forwards the notification to Jane's preferred
alert UI 1801 (again, it is assumed this is .NET Messenger and
that she is currently logged on), as shown in detail 22. At 23,
the subscriber 607C activates a link, and a browser window
1701 is launched.
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Passport user ID and password, not some user ID and pass
word used only at Duke Power. Of course, an electronic biller
602A-N could require entry of password ID for site access.
More particularly, as shown in FIG. 19, now the subscriber
607C is confirmed by Duke Power 602D and is therefore
“activated to begin viewing bills. An assumption with Biller
Discovery and Activation is that an electronic biller (or some
proxy for the electronic biller such as EBPSP 601) will host

Jane’s browser 1701 is directed to the Web site of Duke

Power 602D, and the Web site detects that no authentication

credentials are present (in .NET, user direction to “remem
ber past authentications is site-specific so the subscriber
607C must authenticate herself at the very least the first time
she visits each of .NET My Bills and every electronic biller
site), detail 24.
The electronic biller 602D redirects Jane’s browser to

.NET Passport for authentication, detail 25. As shown in
detail 26, .NET Passport presents a screen to the subscriber
607C asking her to authenticate herself (at a minimum, type
in a password), and whether she wants to have this “remem
bered for future sessions from this computer/browser at this

10

(either immediately or at the next billing cycle), Duke Power
must notify the subscriber 607C and support her viewing of
her data. At detail 32, Duke Power initiates a notification to
the Subscriber 607C that a bill is available for her to view

Web site.

The subscriber 607C responds. For this example it is

bills to be viewed over a Web browser. As bills are available

15

assumed that she also indicates that she wants her credentials

“remembered so she doesn't have to go through this every
time, detail 27...NET Passport updates its local repository
1507, provides “cookies' back to Jane's browser 1701, and

through the .NET Alert service.
As in prior steps, .NET Alert directs the notification to
Jane's preferred alert UI 1801, which in this example is
assumed to be .NET Messenger, detail 33. Assuming Jane is
logged on, she selects an embedded link, and a browser win

redirects Jane's browser 1701, back to the Duke Power site.

dow is launched, detail 34. Jane's browser 1701 is directed to

The redirection includes an encrypted authentication query
string that indicates to the electronic biller 602D that the
subscriber 607C has been successfully authenticated, as

the Duke Power Web site. The redirection includes an

shown at 28.

At detail 29 the electronic biller 602D presents the sub
scriber 607C a screen requesting the “shared secret data'.
Also, additional billing-specific profile information may be
requested. The subscriber 607C responds (and presumably
successfully confirms the “shared secret”), detail 30. If any
additional billing-specific information was collected, Duke
Power may beneficially update/extend the data in .NET My
Billing Profile data repository 1705, detail 31.
It is assumed in this example that no bill is available for
immediate presentation. A few weeks pass and the end of the
billing cycle rolls around. It is time for the electronic biller
602D to send the subscriber 607C her new bill. Once again,

25

the bill to the Subscriber 607C. The electronic biller 602D
30

may log a reference to the bill (and status as “viewed”) in
transaction history 1901 maintained by a general .NET My
Financial Transactions service, detail 37. The subscriber
607C may choose to view transaction history and be redi
rected to the UI 1902 offered by .NET My Financial Trans

35

actions, detail 38.

After viewing her bill, the subscriber 607C decides to pay
it. Via a Web interface supplied by Duke Power, the subscriber
607C gives permission for the electronic biller 602D to query

the electronic biller 602D sends the Subscriber 607C a .NET

Alert informing her that a new bill is available. This time,
however, the subscriber 607C is not online and (obviously)
does not receive the alert via her Windows Messenger client.
Rather, the .NET Alert system routes the message to her
e-mail address and signals her pager. (The subscriber 607C
specifically requested this behavior.)
The subscriber 607C receives the page, notes the fact that
she received a bill, but takes no action to receive the bill at this
point.
A couple more weeks pass by and Duke Power notices that
the subscriber 607C has not viewed, and more importantly,
paid her new bill. In fact, the due date of the bills is only a few
days away. Duke Power, not wanting customers to be late with
payments, sends yet another .NET Alert to the subscriber
607C informing her of the almost past due bill. This time the
subscriber 607C is online and sees the .NET Alert popup. The
subscriber 607C clicks on the .NET Alert message text to
view the bill.

her .NET Wallet service for her bank account information,
40

45
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Activating a link in the .NET Alert message text takes
Jane’s browser 1701 to Duke Power's Web site where she can
view her new bill. Since the Subscriber 607C uses .NET

Passport for authentication and also has chosen the “auto
matic signin' option, the electronic biller 602D does not have
to prompt the subscriber 607C for her user ID and password.
Rather, the electronic biller 602D can simply verify the cre
dentials received automatically with Jane's browser request

stored in database 1520, which Duke Power proceeds to do.
Finally, when the payment date arrives, an ACH record is
created by the electronic biller 602D and is included in a
transaction file sent daily to Duke Power's corporate bank.
The subscriber 607C has now paid her bill.
Alternatively, as shown in FIG. 20, it is assumed that the
electronic biller 602D, rather than handling the payment UI
and payment processing itself, has a relationship with the
EBPSP 601 which presents a UI to the subscriber 607C and
services her payment request, perhaps via the Universal Pay
ment functionality described above, or perhaps via a tradi
tional payments Engine. In this example it is assumed that the
subscriber 607C has not yet enrolled with EBPSP 601.
In detail 39 Duke Power presents a link to the subscriber
607C to EBPSP 601. The presented bill could include a link
directly to the payment functionality of the EBPSP 601. The
link may beneficially include as parameters key elements of
the payment request (e.g., amount, date, payee). The Sub
scriber 607C follows the link to a UI of EBPSP 601, detail 40.

60

The biller-supplied (payment request-specific) parameters
accompany the browser redirection. However, since this is the
subscriber's first time at the payment functionality of the
EBPSP 601, no authentication credentials for this EBPSP 601

and determine whether or not this is the “same Jane' as in the

original signup process. Also, it should be understood that
even if the subscriber 607C had not opted to automatically
sign in using Passport, she would still only have to Supply her

encrypted authentication query string that indicates previous
successful .NET Passport authentication from this computer/
browser for this specific site. Furthermore, the URL included
in the embedded link provided by the Duke Power preferably
includes a parameter that indicates the specific bill to be
presented to the subscriber 607C, detail 35.
At shown at detail 36, the electronic biller 602D presents
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site are provided.
The EBPSP 601 redirects Jane's browser to .NET Passport
for authentication, detail 41...NET Passport presents a screen
to the subscriber 607 asking her to authenticate herself (at a
minimum, type in a password), and whether she wants to have
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ies' to Jane's browser 1701, and redirects Jane's browser
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place, this includes both electronic bill payments and pur
chases made at retail sites. One approach may be to configure
her.NET Wallet to query the financial institution at which she
maintains her deposit account(s) so that her paper checks and
debit/ATM card purchases can be tracked as well. Another
approach may be to leverage the .NET My Financial Trans

1701 to the EBPSP 601 site. The redirection includes an

actions service described above.

encrypted authentication query string that indicates to the
EBPSP 601 that the subscriber 607C has been successfully

Outlook XP, which uses the .NET My Calendar service for
data storage, interfaces seamlessly with the new .NET My
Bills service. Reminders and calendar entries reflecting
upcoming bills and Scheduled payments show up automati
cally both in Outlook and wireless devices.
In further reference to FIGS. 17 through 20 it is important
to understand that some personal data that is being stored in
the .NET My Billing profile database 1705 is much more
sensitive than other information. For example, Social security

43
this “remembered for future sessions from this computer/
browser at the EBPSP 601 site, detail 42.

The subscriber 607C responds at detail 43. Again, it is
assumed that she wants her credentials “remembered'. .NET

Passport updates its local repository 1507, provides “cook

authenticated, detail 44.

As shown in detail 45, the EBPSP 601 may request any
available profile information on the subscriber 607C from
.NET Profile database 1510 (could be in .NET Passport data
base 1507).NET Profile (or Passport) returns any available
profile information on the subscriber 607C to the EBPSP 601,
detail 46. At detail 47 the EBPSP 601 may also request any
available billing-specific information on the subscriber 607C
from .NET My Billing Profile 1705. .NET My Billing Profile
returns any available profile information on the subscriber
607C to EBPSP 601, detail 48. Preferably all of this identi
fying information is stored by processor(s) 703 in data reposi
tory 706.
The EBPSP 601 presents the subscriber 607C with an
enrollment screen that contains any profile information
retrieved from .NET Profile/Passport and/or .NET My Billing
Profile, allows the subscriber 607C to change any of this, and
perhaps further request some additional payments-specific
profile information (e.g., funding account information),
detail 49. The subscriber 607C, at a minimum, provides the
necessary Supplemental payments-specific profile informa
tion and optionally updates other profile information, detail

10
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number is more sensitive than name and address information

and would have correspondingly higher levels of security and
restricted access than other information. Of course, this

applies to any stored personal data described herein. Access
to any stored personal information can be tiered Such that
Some entities are able to access move sensitive information,
while other entities cannot. Further, more sensitive informa

tion can be stored separate from less sensitive information.
25

In FIG. 17, it should be noted that the communication in
30

detail 20 (from the .NET My Bills service to the electronic
biller) is a push, in that the .NET My Bill service is pushing
activation data to the electronic biller. This is in contrast to
detail 29 of FIG. 18 where the electronic biller 602D needs
further information from the subscriber 607C in order to

SO.

As necessary, the EBPSP 601 updates .NET Profile/Pass
port and/or .NET My Billing Profile with received updates,
detail 51. At detail 52, the EBPSP 601 also updates a .NET
My Payments Profile 1905, which could be a part of data
repository 706, with the supplemental payments-specific
information (note this could be directed to .NET Wallet,
depending on the latter's ability to support DDA information,
as well as other data repositories).
Now the subscriber 607C is “enrolled” and can be pre
sented a payment screen for modification/confirmation. In
future payment handoffs, the enrollment steps outlined above
will be unnecessary, as will be the authentication steps
through .NET Passport if the subscriber 607C has indicated

Also, different entities can be allowed to write to stored

personal information, with Some entities able to write sensi
tive information, while other entities can only write more
generic information.

35

activate an e-bill. Here the electronic biller 602D prompts the
subscriber 607C for more information, and in detail 30 the

40
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information is provided by the subscriber 607C to the elec
tronic biller 602D in response to the request.
Both the Common Enrollment and Bill Retriever Engine
756 and the Biller Discovery and Activation Engine 758
facilitate subscribers 607A-N finding available electronic
billers having bills available for electronic presentment and
facilitate incremental profile buildup, with the Biller Discov
ery and Activation Engine 758 leveraging a technical frame
work separate from that of a EBPSP 601, in this example,

that credentials be remembered.

MicrosoftTM. As described above, the Common Enrollment

At detail 53, the EBPSP 601 presents the subscriber 607C
with a payment request screen pre-populated with the pay
ment information “handed off from Duke Power, if any. The
subscriber 607C modifies the payment request as allowed and
desired, and submits it to the EBPSP 601 for processing,
detail 54. After validation and acceptance, the EBPSP 601
may log a reference to the payment request (and status as
“accepted') in transaction history 1901 maintained by a gen
eral .NET My Financial Transactions service, detail 55. As
shown at detail 56, the subscriber 607C may choose to view
transaction history and be redirected to the UI offered by
.NET My Financial Transactions 1902. Additionally, the pay
ment request itself may be stored for later processing. Infor
mation associated with the payment can also be stored locally
by the EBPSP 601.
After signing up for several more electronic bills from
other of electronic billers 602A-N and using the service for a
number of months, the subscriber 607C finds that she really
likes using the service and that it truly makes managing her
finances easier. One thing that she really likes is the fact that

and Bill Retriever Engine 756 matches subscriber informa
tion with Biller data that is preferably hosted by the EBPSP
601 system 700, though the biller data could, as desired, be
hosted by an electronic biller 607A-N. On the other hand, in
accordance with the Biller Discovery and Activation Engine
758, subscriber data is preferably matched by electronic bill
ers with biller data that is not hosted by the EBPSP 601,
though the data could be hosted by the EBPSP 601.
In the processing of the Common Enrollment and Bill
Retriever Engine 756, preferably the EBPSP 601 performs
the matching of subscribers to electronic billers and any addi
tional matching information is gathered by the EBPSP 601. In
the processing of the Biller Discovery and Activation Engine
768, preferably an electronic biller 602A-N performs the
matching, and if additional matching information is needed,
an electronic biller 602A-N preferably gathers such from a

all of her online financial transactions are tracked in one
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subscriber 607A-N or other source, which could be the
65

EBPSP 601. Also, the Easy Payee Engine 764, and Remote
Matching Engine 760, each to be discussed further below, as
well as other engines and functionality described herein,
could be utilized in conjunction with either of the Common
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Enrollment and Bill Retriever Engine 756 or the Biller Dis
covery and Activation Engine 768.
The Common Enrollment and Bill Retriever Engine 756 is
built around a single session framework, while the Biller
Discovery and Activation Engine 768 contemplates multiple
indirect biller-subscriber sessions. Also, in the functionality
of each of engines 756 and 768 the EBPSP 601 is the central
entity in providing such functionality, with a Bill Retriever
user interface 1003 launched after Bill Retriever functionality
756B is invoked, while a Biller Discovery and Activation user
interface is launched before Biller Discovery functionality is
invoked. Of course as desired, different aspects of the Com
mon Enrollment and Bill Retriever Engine 756 and the Biller
Discovery and Activation Engine 768 could be blended in
different variations than those described above.
Matching
FIG. 21 depicts yet another aspect of the present invention,
known as the Matching Engine 759. FIG. 21 shows the
EBPSP system 700, the EBPSP processor(s) 703, and the
Matching Engine 759, which is a part of processor(s) 703.
Also shown in FIG. 21 are one or more e-mail list providers
2102, which are third party services 611A-N, an electronic
biller, in this example electronic biller 602E, a subscriber, in
this example subscriber 607F, and a consumer identity ser
vice 1030R, which is also a third party service 611A-N.
In one variation of the functionality of the Matching
Engine 759, the electronic biller 602E transmits to the EBPSP
601, via the network 600, a file containing biller customer
demographic data without e-mail addresses. This transmis
sion is made between communications interface(s) 812A of
the electronic biller system 800A and communications inter
face(s)712B of the EBPSP system 700. Separately, asynchro
nously, an e-mail list provider 2102 provides a clean list of
e-mail addresses along with consumer demographic informa
tion to the EBPSP 601, preferably via the network 600. The
Matching Engine 759 causes communications interface(s)
712B to transmit each of these lists to the consumer identity
service 1030R via the network 600, perhaps as soon as either
is received, or perhaps at later times, which could be deter
mined by an electronic biller with which customer informa
tion is associated. The function of the consumer identity
service 1030R is to process demographic information, such as
names and addresses, supplied by the EBPSP 601, or another
entity, to positively identify an individual based upon that
provided demographic information. Processing of a first form
of demographic information and of a second form of demo
graphic information, which perhaps are very different forms
of demographic information, may result in the consumer
identity service 1030R identifying the same individual,
assuming that both forms of demographic information are
associated with the same individual. The consumer identity
service 1030R returns unique consumer identifiers for each
consumer based upon the processing of consumer demo
graphic information, and unique customer identifiers for each
of customer based upon the processing of the customer demo
graphic information.
As an example, the electronic biller 602E could be Georgia
Power, and information received from Georgia Power could
be a bill for a John R. Smith, Jr., of Duluth, Ga., having
account No. XYZ, and owing $75.00. The EBPSP 601 later
receives a list from e-mail list provider 2102 that includes
information identifying an e-mail address associated with a
John Smith of Flower Mound, Tex. The EBPSP processor(s)
703 transmits part of or all the received information from
Georgia Power and all or part of the received information
from the e-mail list provider 2102 to the consumer identity
service 1030R via the network 600, utilizing communications
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interface(s) 712B. The consumer identity service 1030R pro
cesses the received information, based upon maintained his
torical information, typically addresses, to produce a unique
identifier based upon the Georgia Power information and a
unique identifier based upon the e-mail list provider 2102
information. The consumer identity service 1030R returns the
unique customer and consumer identifiers to the EBPSP 601.
The Matching Engine 759 stores the information from the
e-mail list provider 2102 and from the electronic biller 602E
in one or more databases, each of which may be a data
repository 706. For example, is a consumer database 2110
may be utilized. The consumer database 2110 stores con
Sumer information, regardless from what source the EBPSP
601 obtains that consumer information. Consumer informa

15

tion includes subscriber identifying information received
from subscribers 607A-N as well as information obtained

from an e-mail list provider 2102. The Matching Engine also
stores the received unique consumer identifiers in the con
Sumer database 2110 in association with the consumer infor

mation from which each respective unique consumer identi
fier is produced by the consumer identity service 1030R. This
consumer database 2110 could be the subscriber profile data
base 1037 discussed above, however, this is not typically
preferable.
25

The customer information received from the electronic

biller 602E, which can include an account number assigned to
a customer of electronic biller 602E by electronic biller 602E,
is stored by the Matching Engine 759 in an electronic biller
customer database 2115, which could be the database 1010
30

discussed above. All unique customer identifiers received
from the consumer identity service are also stored in the
electronic biller customer database 2115, in association with
the customer information identifying the customer with
which each is associated.
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The Matching Engine 759 compares the unique consumer
values with the unique customer values to determine if any
unique consumer value matches any unique customer value.
Regardless of when the lists are received, and regardless of
when they are Supplied to the consumer identity service
1030R, when a match is recognized by the Matching Engine
759, the Matching Engine 759 generates a match event. The
Matching Engine 759 identifies that a bill can be associated
with a consumer, which may be a subscriber 607A-N. This
match event is then stored in a matched consumer queue 2130
for processing by other engines described herein. It will be
appreciated that the Matching Engine 759 can be utilized in
conjunction with the Common Enrollment and Bill Retriever
Engine 756 and the Biller Discovery and Activation Engine
763, discussed above, to determine exact and probable
matches. In Such a case, the information Supplied by the
online consumer can be used in lieu of information in a

consumer database, and/or information at the EBPSP or biller
can be used in lieu of information in a biller customer data

base. The Messaging Engine 762, to be discussed further
55

below, utilizes the stored match events to inform a consumer,

which may be one of the subscribers 607A-N of the avail
ability of electronic bill presentment of bills of a matched
electronic biller 602A-N.
60

In another variation of the functionality of the Matching
Engine 759, the Matching Engine 759 is initiated at the behest
of the subscriber 607F. That is, to find electronic billers for the

subscriber 607F. In such a case, the Messaging Engine would
not be utilized. Subscriber demographic data, obtained from
the subscriber 607F and/or one or more other entities, is sent
65

to the consumer identity service 1030R. Consumer Identity
service 1030R returns a unique consumer value for subscriber
607F. At least one file containing electronic biller customer
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demographic data, with or without e-mail addresses, is Sup
plied to the EBPSP 601 by either an electronic biller or
another entity. This information is also sent to the consumer
identity service 1030. The consumer identity service returns a
plurality of unique customer values. The Matching Engine
759 compares the unique consumer value of subscriber 607F
with the plurality of unique customer values to detect a match.

48
Information identifying the match between subscriber
607G and electronic biller 602F is stored in a matched sub

If a match is found, the subscriber can be informed of the

availability electronic presentment of bills of a particular
electronic biller 602A-N on which a match was found. In

either variation of the functionality of the Messaging Engine
759, upon discovering a match to a subscriber or consumer,
that subscriber or consumer could automatically be activated
for receipt of electronic bills, or automatically be sent an
electronic bill based upon either an the e-mail address
obtained from an e-mail list provider, or based upon informa
tion already maintained by the EBPSP 601.

10

electronic biller 602F so that the electronic biller 602F can

15

can be matched with an electronic biller 602A-N as soon as

FIG.22 depicts functionality of the AutoActivation Engine
761, also known as payor matching. In the example of FIG.22
subscriber 607G directs the EBPSP 601 to pay an electronic
biller, in the example electronic biller 602F. However, that
payment is a manual payment instruction not based upon a

electronic biller customer database 2215. Further, as new

electronic billers Supply information for storage in the elec
tronic biller customer database 2215, those new electronic
25

is paying a paper bill received from electronic biller 602F.
Therefore, the electronic biller 602F in this scenario is not

deriving full benefit of the services offered by the EBPSP 601
because the electronic biller 602F must still generate and
present paper bills for customers of that electronic biller that

30

The electronic biller 602F provides to the EBPSP 601, via
the network 600, customer demographic information, prefer
ably along with account numbers assigned by the electronic
Engine 761 stores information about enrolled subscribers in a
subscriber database 2205, including e-mail addresses, which
is a data repository 706. Database 2205 could be the sub
scriber profile database 1037 discussed above. Information
indicating Subscriber/payee relationships is stored in Sub
scriber payee database 2210 by the Auto Activation Engine

35
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761. That is, an association between the subscriber 607G and

the billers he or she pays, via the EBPSP 601, including
electronic biller 602F from whom electronic bills are not

received, is known by the EBPSP 601. Each time subscriber
607G makes a payment, information associated with that
payment, including payee name, is stored in the Subscriber
payee database 2210. Database 2210 could, as desired, store
information identifying set up payees of the subscriber 607G.
The subscriber payee database 2210 is also referred to as a
payments database.

50

The information received from the electronic biller 602F is
55

60

607G with electronic biller 602F. It should be noted that this

mation retrieved from any consumer identity service,
although this is not mandatory.

Subscriber's name, branding information, locations of bit
maps and other images. The message template is maintained
by the electronic biller 602N through biller tool 2315. The
electronic biller 602N can make changes to a template at any
time. A single electronic biller can maintain multiple tem
plates.
The electronic biller 602N can also use the biller tool 2315

to review sets of messages to subscribers that have been
created based upon the processing of the Matching Engine
described above and are available for transmission to sub

match is preferably based on the information received from
the electronic biller 602F information, rather than on infor

entries in the matched consumer queue 2130 could, if desired,
be subjected to other processing than that of the Messaging
Engine 762.
The electronic biller 602N, utilizing the biller tool 2315,
defines message criteria. Defined are message templates that
indicate the formatting of invitational messages or promo
tional messages. Message templates are stored in database
2316, which is a data repository 706. This includes stock text,
fields that will be substituted with other information such as a

2210 with the information contained in the biller customer
database 2215 to match electronic billers 602A-N to sub

scribers 607A-N. Based upon the information associated with
the subscriber 607G manual payment to electronic biller
602F, the Auto Activation Engine 761 matches subscriber

made at least one payment to an electronic biller 607A-N
supplying customer identifying information to the EBPSP
601. It will also be recognized that the AutoActivation Engine
is only incrementally differently than the Matching Engine.
Messaging
FIG. 23 depicts the functionality of the Messaging Engine
762. Shown in FIG. 23 is a subscriber, in this example sub
scriber 607N, who is directly interacting with an e-mail in
box 2301, the Messaging Engine 762, a biller tool 2315, an
electronic biller, in this example electronic biller 602N, and
perhaps a sponsor Web site, in this example sponsor 618N.
Once the Matching Engine 759 or the Auto Activation
Engine 761 makes an addition to the matched consumer
queue 2130, this event is processed by Message Engine 762
and stored into a match message database 2313 that maintains
information about new matches. It should be noted that

45

stored in an electronic biller customer database 2215, which

is a data repository 706, and which could be the billing data
base 1010 discussed above. The Auto Activation Engine 761
compares the information in the Subscriber payee database

billers can immediately be matched to existing subscribers.
Also, as should be clearly apparent, the Auto Activation
Engine 761 can be utilized with both the Common Enroll
ment and Bill Retriever Engine 756 and the Biller Discovery
and Activation Engine 758 to identify electronic billers
602A-N of those of enrolled Subscribers 607A-N that have

do not receive electronic bills.

biller 602F to its customers. This information will not have
e-mail addresses associated with it. The Auto Activation

relate Subsequent payments with electronic bills, and poten
tially in the future cease paper billing altogether. Opt-in and
opt-out Messages will be discussed further below.
Especially beneficially, because of the stored subscriber/
payee relationship information 2210 a subscriber 607A-N
that electronic biller provides information for storage in the

Auto Activation

received electronic bill. In other words, the subscriber 607G

scriber database 2220, which also is a data repository 706, by
the Auto Activation Engine 761. This stored match informa
tion can then be extracted to the matched consumer queue
2130 and used to message the subscribers 607G. This sub
scriber message takes the form of an opt-in or an opt-out
invitation for electronic billing transmitted to the subscriber
607G via the network 600. Opt-in or opt-out activation infor
mation received from the subscriber 607G is then provided to

65

scribers 607A-N. The electronic biller 602N has the ability to
control the Volume of messaging over time. In Support of this,
the EBPSP 601 provides the ability for electronic biller 602N
to define criteria for marketing campaigns.
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Defined criteria for marketing campaigns can consist of a
start date and end date for the campaign, a total number of
messages to be sent for the campaign, some indication of a
geographical area that the campaign will reference Such as
ZIP code, number of messages per day, the time messages
will be transmitted, as well as demographic information used
to identify which matched subscribers will receive a message.
The electronic biller 602N defines the information necessary
to execute a campaign. Campaign definitions are stored in
campaign database 2335 that is a data repository 706. The
electronic biller 602N indicates when a campaign is ready for

50
to a EBPSP hosted UI in order for the Subscriber 607N to

perform the opt-out so that he or she will not receive elec
tronic bills.

An opt-in invitation message is sent in order to notify the
subscriber 607N that electronic billing is available from a
matched electronic biller. However, the subscriber 607N must

10

execution.

At the defined time for execution, the Messaging Engine
762 retrieves a campaign definition and start execution of the
campaign. A campaign is executed by retrieving matched
messages from the match message database 2313, campaign
definition from the campaign database 2335, the appropriate
message template from template database 2316, and also
pulling information from the consumer database 2110, such
as name, address, or other pieces of information that might be
Substituted into the message. The message template, match
message information, and the consumer database information
will all be used by the Message Engine 762 to format an
e-mail message according to a defined template. The Message
Engine 762 will then transmit the formatted e-mail message

15

viewable. It should be noted that the EBPSP 601 is not limited

to the use of the Messaging Engine in informing Subscribers
607A-N of the availability of electronic bill presentment, or
for any other type of communication with subscribers 607A
N.
Easy Payee
25

to the Subscriber 607N via the network 600.

Several things will happen after the subscriber 607N views
the e-mail message. The Message Engine 762 will be notified
and will keep track of the fact that the message has been
viewed, as well as keep track that a message has been sent. If
the message is undeliverable, for any of several reasons such
as a bad e-mail address, this will be noted in a message history
2332, which also stores other message related information, so
as no attempt to use that e-mail address in the future will be
made. An e-mail message could also be undeliverable simply

30
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because a subscriber's e-mail service is not available at a

particular time, in which case the message will be re-tried
several times until the message is deemed undeliverable.
Bounced e-mails will come back to the message Engine 762
and be processed accordingly.
A transmitted message itself will contain links. The link
can be, as desired, either an opt-in or opt-out link for a par
ticular e-bill, as per electronic biller 602N definition. At any
rate, as links are selected by the receiving subscriber 607N a
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Web browser of the Subscriber 607N is directed to the Mes

sage Engine 762. The Message Engine 762 will then store an
indication that a link has been followed and then re-direct the

linking subscriber 607N to the appropriate EBPSP/Biller/
Sponsor hosted user interface.
An opt-out invitational message is sent in order to notify

50

the Subscriber 607N that if the Subscriber 607N does not

request to not receive electronic bills, he or she will be acti
vated for electronic billing and will begin to receive electronic
bills of a matched electronic biller, in this example electronic
biller 602N. This is executed by first transmitting the format
ted e-mail with an opt-out invitation. If the receiving sub
scriber 607N does not respond to this message within a cer
tain period of time, a follow-up message is sent. The number
of follow-up messages can be configured on a biller-by-biller
basis, as will be understood by the discussion of campaign
definition above. In an opt-out campaign, if the Subscriber
607N does not respond to the opt-out message, or the follow
ups, then the subscriber 607N will be activated for electronic
billing. If the subscriber 607N activates an opt-out link in the
message, the Message Engine 762 will note that this link has
been followed and then redirect the linking subscriber 607N

actually come through an EBPSP user interface and opt-in to
receive electronic billing. An opt-in invitational e-mail mes
sage is formatted to include an opt-in link. Once the message
is sent to the subscriber 607N, an opt-in link must be selected
for that subscriber to activate electronic bill presentment.
Selection of the opt-in link will be noted by the Message
Engine 762 and then the subscriber's browser will be re
directed to an appropriate sponsor site, electronic biller site,
or EBPSP site in order to activate electronic billing. Regard
less of whether it is an opt-in oran opt-out campaign, activa
tion results in an electronic bill preferably being immediately
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As discussed above with reference to FIG. 5, the current

payee set up process requires a Subscriberto have information
that is provided on paper bills available for reference to set up
billers as payees. The information required includes biller
name, account number, remittance center address, phone
number, etc. Another aspect of the present invention makes
the payee set up process faster and easier for a Subscriber,
subscriber 607M in this example. The Easy Payee Engine 764
identifies payees and/or billers, which may or may not be
electronic billers. This functionality can also be utilized with
both the Common Enrollment and Bill Retriever Engine 756
and Biller Discovery and Activation Engine 758 to identify
potential electronic billers of a subscriber and even to exactly
match electronic billers with a subscriber. Additionally, the
functionality of the Easy Payee Engine 764 can, as desired, be
combined with the functionality of the Probable Biller Deter
mination Engine 767 to make the process of identifying and
setting up payees more efficient. The following discusses
Easy Payee in the context of setting up payees only, but will be
understood to be applicable to other situations.
The Easy Payee Engine 764 includes a Set-up Wizard that,
among other functions, pre-populates payee set up pages
based on information obtained from EBPSP 601 (internal) or
third party data sources in on-line Scenarios. These third party
data sources are third party services 611A-N of FIG. 6. The
Set-up Wizard user interface, which is presented during an
on-line session, is designed to take advantage of high Sub
scriber interest in EBP at the point of initial enrollment. That
is, the Set-up Wizard facilitates helping subscribers to access
EBP services as soon as they are enrolled. The Set-Up Wizard
user interface is transmitted to the subscriber system 900 of
subscriber 607M by communications interface(s) 712A via
the network 600. The Set-up Wizard is received by commu
nications interface(s) 912 and presented to the subscriber
607M by at least one user I/O 910. The Easy Payee Engine
764 can also be used as part of batch enrollment, although
with a different user interface than the Set-up Wizard.
As shown in FIG. 26, the Easy Payee Engine 764 uses
subscriber identifying information 2605 (name and address)
to find potential billers and/or payees from several possible
internal or third party data Sources, including credit bureau
data 2607, geographic lists 2610, and industry lists 2615,
among possible data sources.
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FIG. 27 shows subscriber data 2605 that is required to
utilize some sources, and data returned by some sources. Note

52
The geographic regions can, as desired, be of varying size,
including states, regions, metro areas, or cities. These regions

that data sources 2615, 2607 and 2610, as well-as other data

can also, as desired, be selected based on Subscriber location

Sources, can be used individually or in combination. The
minimum Subscriber data required by a source consists of
name and address (preferably including ZIP Code), with
social security number and date of birth being optional. Each
of the internal or third party data sources may require a

and company distribution to give coverage in areas where
large numbers of subscribers 607A-N and companies are
located. Geographic lists can also, as desired, be divided by
industry. Geographic lists can be fed by both data sources
internal to EBPSP system 700 and external to EBPSP system

5

different subset of this subscriber data, or none at all.

In order to match subscriber 607M to his/her credit report
utilizing source 2607, that subscriber's name and address is
the minimum information needed. In the event of ambiguity,
the optional data of subscriber's social security number and

700.
10

date of birth can be used, in addition to other information.

Subscriber date of birth is usually sufficient to resolve ques
tions of ambiguity, i.e., between John Doe, Jr. and John Doe,

15

Sr. Once subscriber 607M is matched to a credit bureau file,

the subscriber's existing payees/billers (creditors) are identi
fied. This can be performed, as desired, by the Easy Payee
Engine 764, or by the credit bureau. These creditors are typi
cally credit-granting entities. Such as mortgage lender, credit
cards providers, auto loans providers, etc.
The creditor data contained in the credit bureau report can
support either real time (on-line) or batch (off-line) processes
for payee set up and/or electronic biller identification. In the
case of an on-line session, Set-up Wizard preferably queries

25

the subscriber 607M for confirmation of individual creditors

and then sets up these as payees using information found in
the credit bureau report, or even activates electronic bill pre
sentment using information found in the credit bureau report.
In the case of an off-line session, the confirmation step is

30

deferred until the subscriber 607Minitiates an on-line session

via the network 600. However, payees/billers could be iden
tified and fully or partially set up to receive payments and/or
present electronic bills without subscriber 607M confirma

35

tions.

As an example of a communication with subscriber 607M
upon determining a possible match from credit report infor
mation, the Set-up Wizard could query the subscriber 607M
“we show that you have a mortgage with JPMorgan Chase. Is
this information (account number, payment amount) cor

tus. In Such a case, the Socioeconomic status of Subscriber
607M can be inferred from the ZIP code of subscriber 607M,
40

rect?

The Set-up Wizard, as desired and/or as available, can
provide account numbers and payment amounts as part of this
query, as this information is typically included in credit
bureau report. Additionally, the subscriber may be required to
confirm credit report data. Also, the Easy Payee Engine 764
could, if desired, offer to set up recurring payments (for
installment loans, etc), which may require the Subscriber
providing funding account information if not previously pro
vided. Because credit report information typically includes
account number assigned to customers of creditors, as well as
often payment address, a creditor found in a credit report can
often be completely set up as a payee by the Easy Payee
Engine 764, if desired. Further, if an identified creditor is a
known electronic biller, that electronic bill presentment of
bills of that identified creditor can be activated based solely
upon information contained in a credit report.
The Easy Payee Engine 764 also creates and stores lists of
companies that do business within particular geographic
regions. Included in Such lists can, as desired, be utility com
panies (power, gas, water), local telecommunications provid
ers (cable TV, local telephone, etc.), regional retailers,
regional banks, and/or other local merchants. Companies that
do business nationwide will be included in industry lists, to be
discussed further below. A single company can, as appropri
ate, appear in both geographic and industry lists.

The address of subscriber 607M can, as desired, be used to

select a geographic region and associated company lists, pos
sibly through the use of subscriber ZIP code. Only the first
three digits of the five-digit ZIP code might, as desired, be
used, as the first digit designates abroad geographic area (i.e.,
Zero for the Northeast) and the next two digits identify popu
lation concentrations within that broad geographic area. The
final two digits identify Small post offices or postal Zones
within larger Zoned cities. This level of granularity may not be
needed, but could certainly be utilized by the Easy Payee
Engine 764.
Once the subscriber 607M is matched to a geographic
location, Set-up Wizard presents a selection of candidate
billers/payees with a presence in that location, perhaps sorted
by industry, from which the subscriber 607M chooses. In one
possible alternative, the subscriber 607M is matched to
demographic information, based on ZIP code. This matching
allows the Easy Payee Engine 764 to present candidate bill
ers/payees that have a presence in the subscriber's area. For
example, the Easy Payee Engine 764 could query the sub
scriber 607M"Is your electric power utility company Ameri
can Electric Power (AEP)? If yes, please enter your account
number. If no who is your electric power utility company
(please select from the following list)?
The Easy Payee Engine 764 also includes functionality to
identify candidate billers/payees based upon a subscribers
Socioeconomic status, also known as Socio-demographic sta
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the credit report of subscriber 607M, or obtained from third
party services 611A-N. Likewise, the socioeconomic status
of a payee/biller's typical customer can be obtained from that
payee/biller or from a third party service 611A-N. Based
upon socioeconomic status of subscriber 607M, payees/bill
ers typically associated with that status are identified and
presented as candidate payees.
The Easy Payee Engine 764 also creates lists of companies
based on industry (preferably utilizing Standard Industry
Classification (SIC) codes). These industry lists could, for
example, include national telecommunications providers,
national retailers, major credit card companies, major banks
and mortgage lenders, the lending arms of auto manufactur
ers, and other merchants. Companies that do business within
a limited geographic region are preferably included in indus
try lists.
Because of the number of possible industries and related
lists, an initial Set-up Wizard menu is preferably configured
to query the subscriber 607M “What types of bills do you
pay?' and provide a list of candidate industries, for example,
Telecommunications, Retailers, Credit Card, Mortgage, and
Auto Loan, from which the subscriber 607M selects. This

information does not have to be gathered by the Set-up Wiz
ard.
65

The subscriber 607M could, as desired, select one industry
at a time, and then be prompted by Set-up Wizard to select
payees/billers from a list of candidates provided by the Easy
Payee Engine 764 based on available data. For example, if the
subscriber 607M selects "Telecommunications', he would
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then be queried, “Who is your long distance phone carrier
(select one from the following list: A, B, C)?
For major credit card accounts that use a common account
number scheme, a payee/biller could be identified from the
Subscriber's account number. In Support of this functionality,
the Easy Payee Engine 764 maintains a list of card issuers/

5

account number schemes for the credit card market. If

desired, the information can be obtained from card issuers.

Once the subscriber 607M selects acredit card type and enters
an account number, this information will then be used to

pre-populate portions of the payee set up pages, including at
least the name of a card issuer. Credit cards represent a special
case of the industry list.
Introduce above, the Easy Payee Engine 764 can be con
figured, as desired, to offer to set up recurring payments for
installment loans (mortgage, auto loan or lease, etc.) and
other recurring payments. The Easy Payee Engine 764 can
also as desired be configured to allow for set up of partial
payee records, assuming that a Subscriber may not have all
required information (i.e. account number) during an initial
session. By saving a partial set up for a payee, the Subscriber
could return later and complete the missing information, prior
to paying a bill. Partial set up functionality is available for all
billers/payees, not just those associated with recurring pay
mentS.

Choices of available/identified payees/billers are made via
pull-down windows, menus, and/or another means to allow
the rapid selection of payees/billers from among multiple
choices presented. The Set-up Wizard can also, as desired,
partially pre-populate payee set up page, then require the
subscriber 607M to confirm and/or provide additional infor
mation. For some managed payees, it is possible for the

10

15

information.

25
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remittance center available to the EBPSP 601 to be different

from the one printed on a subscriber's paper bill.
In the context of increasing active users, FIG. 28 shows
several examples of the geographic range of individual pay
ees/billers. An individual payee may have a geographic range
within a metropolitan area, shown in FIG. 28 as metro-At
lanta, which can, as desired be further defined by ZIP codes
(not shown). Another payee/biller may have a range within a
state, for instance within the state of Georgia, another payee
may have a range within a geographic region of the United
States, for example, the Southeast region, and furthermore
there may be some payees that are national in Scope. Addi
tionally, some payees/billers have international scope and
similar international metropolitan constraints or regional
constraints as well, though international designations are not
shown in FIG. 28. Interesting here is that payees/billers are
categorized in terms of their geographic presence. Based
upon where a given Subscriber is located, the processing of
the Easy Payee Engine 764 will find most, if not all, of the
payees/billers that are applicable, whether they are out of the
international level, national level, regional level, state level.
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information. In order to facilitate an increase in active users,

the Easy Payee Engine 764 adds extended attributes 2910 in
association with information associated with each of the man

aged payees 2901A-N shown in FIG. 29. Specifically, these
include attributes associated with the geographic location

In certain cases where there may be possibilities for opti
mized processing, the Easy Payee Engine 764 can create from
this database 2900, and/or other sources, lists that are particu
larly optimized to make searching easier. For example, a list
of payees/billers could be created that apply to the metro
Atlanta area because, as for example, there may be many
enrolling Subscribers from that particular area. This makes
the processing to identify Atlanta area payees/billers faster. It
should be noted that the optimized lists could also be stored in
a same data repository 706 that contains the managed payee
database. Lists can also be created, as desired, of all compa
nies within a given industry, as well as lists of companies
whose customers have certain Socioeconomic status(es).
FIG. 30A shows two possible flows for Easy Payee func
tionality. One flow, beginning at 3001, is initiated as part of a
batch process, another flow, beginning at 3002, is initiated as
part of an on-line session. It should be noted that this exem
plary Easy Payee functionality presupposes enrollment for a
subscriber, in this example subscriber 607H, has been com
pleted. That is, the EBPSP 601 has received information
identifying subscriber 607H. In the batch flow, a completed
enrollment process triggers a non-interactive execution 1305
of functionality of the Easy Payee Engine which can leverage,
as desired, any combination of the four different data types
discussed above: geographic data, industry classification
data, Socioeconomic data, and/or third party source data.
Leveraging any combination of these creates a set of defini
tively defined payees/billers (exact matches), a set of partially
set up new payees/billers, and a set of candidate payees/
billers to be presented to the subscriber 607H for activation.
Easy Payee functionality preferably accesses a managed
payee database 2900 or optimized lists as previously
described in this process. Identified payees/billers are popu
lated (exact matches, partially set up, and candidates) in asso
ciation with information identifying the subscriber 607H in
the subscriber profile database or another data repository.
Optionally, completing this process may allow the triggering
of an e-mail 1315 to the Subscriber 607H.

metro level, or other level.

FIG.29 also relates to Easy Payee functionality. Many EBP
service providers maintain a managed payee database 2900
that has an entry or a set of entries 2901A through 2901N for
every managed payee with which that EBP service provider
has a relationship. These existing databases capture a number
of payee attributes 2905, including name, address, preferred
remittance centers, preferred ways of delivering remittance,
and, if the payee is an electronic payee, deposit account
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2911 of the payee, as well as industry classification 2912.
Industry classifications can include, cable, gas, oil, depart
ment store, credit cards of various types, and other industry
classifications. These industry classifications preferably rep
resent Standard Industry Classification codes, but could be of
another form. The geographic information could leverage
information that is already maintained about the payee, for
example, state or ZIP code, but it preferably includes addi
tional new information, for example geographic information.
This information can, if desired, be the authority source for
the Easy Payee Engine 764 in performing either a geographic
or industry search for applicability to a given enrolling Sub
scriber. Though not shown in FIG. 29, the extended attributes
2910 can include information identifying a payee's typical
customer's Socioeconomic status, in addition to other payee
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FIG. 30A also shows the corresponding online initiative
flow, beginning with enrollment at 3002. Here, the subscriber
607H accesses a set of presentations to complete the enroll
ment process. There are multiple alternatives that could fol
low as a result of enrollment completing Successfully. In one
scenario, Easy Payee functionality could be invoked with
some portions being interactive 1320 with the subscriber
607H. In particular, Easy Payee functionality could request
identification of categories of bills to trigger the analysis of
industry classifications. This will be discussed in more detail
further below. Alternatively, Easy Payee functionality could
be triggered silently in the background, during an on-line
session, but in a non-interactive mode 1321. In that case,
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processing is the same as the non-interactive Easy Payee selects those categories that apply to her or him, and then
execution 1305. In any event, ultimately a screen presentation selects a submit button 3115 shown at the bottom of the
ofalist of fully setup payees/billers (exact matches), partially SCC.
FIG.32A is a continuation of FIG.31 where the subscriber
set up payees/billers, and candidate payees/billers is pre
sented to the subscriber 607H. It may not be necessary to have 5 607H has selected department stores as a type of payee. A set
all of these present. Also, a series of screens, each dedicated of payees, perhaps including managed payees, that are
to one of exact payees/billers, partial payees/billers, and can department stores is presented. In the example, NordstroMTM,
didate payees/billers could instead be presented.
SearsTM and JC PennyTM are shown. The subscriber 607H
Continuing with FIG. 30B, from optional detail 1315, the 10 selects one or more of those and activates a Submit button
subscriber 607H logs onto a Web site hosted by and branded 3202 to proceed. Note that in this example only a single
as a EBPSP 601 site 1325. Or, coming from details 1320 or industry was selected by the subscriber 607H.
In FIG. 32B a different example is shown where multiple
1321, the subscriber 607H continues in an already on-going
session. A presentation 1330 of the list of fully set up payees/ industries are dealt with together on one screen. Geography is
billers, partially set up payees/billers, and candidate payees/ 15 taken into consideration in presentation of this screen. That is,
billers is made to the subscriber 607H. For the candidate
the subscriber's address information is considered to shape
payees/billers and for the partially set up payees/billers, the the set of choices presented. In this example, an Ohio Sub
subscriber 607H may choose to do more partial set up at this scriber location is presupposed. An electric utility and a
point 1333. That is, add some necessary information, but not department store are two categories which include payees in
all. For the candidate payees/billers and the partially set up and around Ohio. The set of choices for electric utilities
payees/billers, the subscriber 607H may choose to take them includes American Electric Power (AEP)TM and Ohio
to full set up 1335. If so, these payees/billers are now usable PowerTM. For department stores, SakSTM, LazarusTM and
in the context of payment and/or electronic bill presentment. NordstromTM are shown. Again, the subscriber 607H can
In performing this payee/biller set up, beneficially some select among the choices and activate a link 3203 to proceed.
Subscriber data that has been accumulated through prior 25 FIG. 33A is an exemplary depiction of a screen of candi
enrollment and/or prior activation could be leveraged to pre dates payees based upon geographic filtering. These candi
populate some of the payee/biller data that is being requested, dates span different industries. As shown, the presentation is
such that the subscriber 607H does not have to enter any more not categorized by industry. No further interaction with the
information than absolutely necessary. If a payee/biller is 30 subscriber is undertaken to further tailor this list of payees in
recognized as a type that would be a recurring payment recipi this example.
ent, for example a loan provider of an auto loan, a mortgage
FIG.33B shows the same set of candidates, but with indus
loan, Easy Payee functionality preferably recognizes a recur try classification included for easier viewing. It will be under
ring payment and beneficially goes an extra step to prompt the stood in a large metropolitan region there may be a large
subscriber 607H to set up a recurring payment 1340. Easy 35 number of candidates, thus industry classification would cer
Payee functionality can partially set up a recurring payment tainly make it easier for a subscriber 607H to pinpoint payee/
from data obtained in a credit report. If the subscriber 607H billers of interest. So, for example, shown is a classification of
elects to set up, or finish setting up, a recurring payment, not cable, with Cox CableTM shown, a classification of electric/
only has a payee been established, but also a recurring pay gas utility, with two possibilities, AGLTM and COBB EMCTM
ment has been established. Easy Payee functionality can also 40 shown, a classification of mortgage, with Washington
recognize a recurring payment based upon an industry type of MutualTM shown, and a classification of department store
a particular payee, i.e. automobile lender.
with RichesTM shown. In both FIGS. 33A and 33B, the Sub
It should be noted that the partially set up payees/billers scriber 607H selects choices, and then selects a submit button
and the fully set up payees/billers both are stored in associa 3302,3303 to proceed with the interaction.
tion with information identifying the subscriber 607H in the 45 FIG.34 is a simplified depiction of a screen 3400 showing
subscriber profile data base 1037, or elsewhere, as well as fully set up payees 3405, partially set up payees 3410, and
information identifying any new recurring payments that candidate payees 3415 as a result of the functionality
have been established. Also, the payees/billers could be cat described above. In this example it is assumed that three
egorized, for example, by industry.
mechanisms have been used. That is, leveraging third party
Furthermore, it should be noted that use of a combination 50 information, leveraging of industry classification informa
of geographic, industry classification, Socio-economic, or tion, and leveraging of geographic information to constrain
third party information to filter candidates and to present the set of candidates has been performed. Leveraging third
candidates could be used as a front for Common Enrollment
party credit report information allows the EBPSP 601 to
and Bill Retriever and/or Biller Discovery and Activation definitively identify and set up three payees, that is Country
Engines to aid in the efficient identification of electronic 55 wide MortgageTM, GMACTM and MBNATM. These have been
billers.
identified based on a credit report complete with customer
FIG. 31 is an example of an initial Set-up Wizard screen account numbers and all the information necessary to com
3100 that could optionally be used in the interactive Easy plete set up for electronic payments. The subscriber 607H is
Payee scenario. Shown is a first query to solicit from the informed that billers have been set up.
subscriber 607H what types of bills the subscriber 607H 60 Unlike exact matches, the EBPSP 601 has identified,
receives on a monthly basis 3105. This aids in leveraging through some combination of functionality of the EBPSP
industry classification information. A number of biller cat 601, such as the Probable Biller Determination Engine 767,
egory types, such as mortgage, different types of credit cards, that it is highly likely that AEPTM is a payee for the subscriber
department stores, oil companies, phone, gas, electricity, and 607H. However, the EBPSP 601 may be missing an important
various other kinds of utility bills are shown 3110. Some of 65 element, for example, the customer account number, and
these categories may have a large number of payees, which therefore the best that can be accomplished is a partial set up
may or may not be managed payees. The subscriber 607H of that payee. The subscriber 607H cannot make an electronic
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payment to a partially set up payee. The subscriber 607H is
required to supply additional information to complete the
process.

Candidate payees based on industry classifications are
shown as telco, gas, oil, department store, and cable. The
subscriber 607His prompted to select industry classifications
of interest. Based on geographic constraints, the number of
choices in each classification has been limited. In this par
ticular example, under Telco is listed SprintTM and Amer
itechTM, under gas is listed Columbia GasTM, under oil is
listed BTM and ShellTM, under department stores are listed
SaksTM, NordstromTM, JC PennyTM and LazarusTM. Under

10

cable are listed Time WarnerTM and CoxTM. In FIG. 34 the

subscriber 607H can choose from among the payees pre
sented as “partial” and as “candidate' to at least partially
complete, if not fully set up selected payees. After selecting
any of those, a submit button 3401 is selected to proceed with

15

service 3601 returns a normalized value that is still readable,

set up.

FIG.35 is an example of a partially completed payee set up
screen 3500, where the EBPSP 601 has pre-populated some
of the information in the payee setup screen from information
the EBPSP 601 maintains or is available to the EBPSP 601.

Missing from screen 3500 is at least one crucial piece of
information. In this example AEPTM could not be completely
set up because the EBPSP 601 does not know the customer

25

account number for AEPTM. This account number field 3505

is left blank. The subscriber must supply the missing infor
mation, at which point set up can be completed. This requires
only a minimum amount of data entry by the subscriber 607H.
An alternative method of completing set up of partially set
up payees, is to show a screen that just prompts for the
missing pieces of information. In this alternative there would
only be a prompt for the account number. The benefit of that
would be that it would be less consternating to the subscriber
607H in terms of any confusion as to where pre-populated
information was obtained, or, for instance, if a pre-populated
payee address is different then a payee address which the
subscriber knows from a relationship with the biller.
Privacy
FIGS. 36, 37 and 38 depict alternative operations of the
Privacy Engine 765. Shown are three different approaches for
one entity, entity A, to request whether another entity, entity
B, knows about a given individual without revealing any
information about that individual to the other entity. This has
particular applicability when the EBPSP 601 requests of elec
tronic billers 602A-N whether any given electronic biller
knows about a given subscriber 607A-N, such as in the pro
cessing of the Common Enrollment and Bill Retriever Engine
765 and the Biller Discovery and Activation Engine 758, but
it certainly has much broader applicability.
FIG.36 presupposes that two entities (i.e., EBPSP 601 and
an electronic biller) are each using a common consumer iden
tity service 3601, which is a third party service 611A-N, that
returns a unique ID when given parameters associated with an
individual (i.e., a subscriber of the EBPSP 601 or an elec
tronic biller's customer). The unique ID does not reveal any of
the parameters. The presupposition here is that entity B, an
electronic biller in this example, has, for all the individuals it
knows about, received from the consumer identity service
3601 unique IDs for those individuals and has stored those
IDS in association with information identifying those indi
viduals on a database. Entity A, EBPSP 601 in this example,
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i.e., reveals parameters. Foragiven set of parameters, perhaps
an address, perhaps a form of a social security number, the
consumer identity service 3601 returns a normalized value
always in a predictable format so both entities are certain of
operating off the same exact form. Each entity executes a
one-way hash on that normalized value. Entity B would have
those normalized values which have been subjected to the
one-way hash stored alongside each individual with which
each respective normalized value is associated in a database,
perhaps database 1037. Entity Athen presents a query to
Entity B with the results of the one-way hash applied to the
normalized value, asking "do you know this hash' and then
Entity B would be able to do a match against its database and
returnyes or no. This being a one-way hash, there is no way
of being able to reverse engineer results of a one-way hash to
determine information about that individual. Thus, Entity B
cannot determine the individual’s parameter(s) from data
supplied by Entity A. As above, Entity B could supply the
Entity B one-way hash results to Entity A for Entity A to
match with the Entity A one-way hash result. Further, Entity
A could store the Entity B one-way hash results for later use.
FIG.38 is an alternative where the rules for normalization
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are known ahead of time to both entity A and entity B, so there
is no need for use of a third party consumer identity service.
For example, both entities could agree that a social security
number be nine digits with no dashes in between. Each entity
performs a one-way hash on Such a normalized social security
number. Thus, both parties would have the same unique ID
generated in a predictable fashion. Again entity B would have
results of a one-way hash associated with each of its individu
als on its database, so when presented a query it can easily
look up and see if that one-way hash result is present and
return ayes or no. Again this is a one-way hash, so no reverse
engineering could be used to discover information about an
individual. These are three alternative mechanisms that can

be used in the context of the EBPSP 601 determining if a
subscriber is a customer of an electronic biller 602A-N.
55

60

as it encounters a new individual, sends a set of individual

identifying parameters, which may be somewhat different
from entity Bs, to the consumer identity service 3601. The
consumer identity service 3601 returns a unique ID that
matches to the same individual at Entity B. Entity Athen is
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able to present a request that asks "do you know this unique
ID' to Entity B. If entity B finds that unique ID on its database
it can return a response of yes. Otherwise it would return a
response of no, and there is nothing that it can do with that
unique ID to discover information about the individual. Of
course, Entity B could send unique IDs to Entity A, and then
Entity A would determine if the unique ID it has obtained
from the consumer identity service 3601 matches with one of
the Entity B unique IDs. The Entity B IDs could be stored by
Entity. A for later use.
FIG. 37 depicts a similar process that also leverages the
consumer identity service 3601. Again, the same consumer
identity service 3601 is leveraged by both Entity A and Entity
B. Also, Entity B has pre-populated a database with a number
of unique identifying values. Here, the consumer identity
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It will be appreciated that the one-way hash does not have
to be agreed to in advance. Entity A could communicate the
rules for the one-way hash in association with matching
requests. Of course, in that case entity B would not have
pre-populated its database with one-way hash results in asso
ciation with all the individuals. Different one-way hashes
could be utilized by Entity A with different entities, or differ
ent one-way hashes could be utilized in making multiple “Do
you know this hash' requests between Entity A and Entity B.
Remote Matching
FIG. 40A depicts yet another aspect of the present inven
tion, known as the Remote Matching Engine 760. The func
tionality of the Remote Matching Engine 760 enables the
EBPSP 601 to associate a Subscriber 607A-N and an elec
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tronic biller 602A-N, either identifying one or more elec
tronic billers 602A-N of a given subscriber 607A-N, or iden
tifying one or more subscribers 607A-N as a customer of a
given electronic biller 602A-N. Information identifying and
associated with a subscriber 607A-N maintained by the
EBPSP 601 is not revealed to an electronic biller 602A-N, and

information identifying and associated with a customer of an
electronic biller 602A-N is not revealed to the EBPSP 601 in

the matching functionality of the Remote Matching Engine
760. The Remote Matching Engine 760 matches subscribers
607A-N and electronic billers 602A-N without requiring any

10

communication between an electronic biller 602A-N and the

EBPSP 601. In accordance with the functionality of the
Remote Matching Engine 760, the processing to match an
electronic biller 602A-N with a subscriber 607A-N is per
formed entirely by the EBPSP 601.
Shown in FIG.40A is the EBPSP system 700 including the
EBPSP processor(s)703, configured with the Remote Match
ing Engine 760, and a consumer data repository (CDR) 4005,
which is a data repository 706. Also shown in FIG. 40A is an
electronic biller, electronic biller 602H in this example, and a
consumer identity service 1030S, which is a third party ser

in a batch file, for each customer of the electronic biller 602H,
15

601, detail 4011. Abatch transmission of PMID/CID combi

nations could include a single biller identifier, which the
EBPSP 601 would then associate with each PMID/CID com
bination in that received transmission. This transmission is
made via network 600 between a communications interface
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607A-N or customer of an electronic biller 602A-N. Each

entry includes a SPID field 4030, a PMID field 4031, a Biller

30

below.
35

ated with at least one customer of the electronic biller 602H to

the consumer identity service 1030S along with a correlation
identifier (CID) by which the electronic biller 602H identifies
the customer. The CID is preferably only meaningful to the
electronic biller 602H. That is, on its face the CID does not

40

At some point in time, separate from and unrelated to
receipt of CID/PMID/Biller Identifier combinations from the
consumer identity service 1030S, the EBPSP 601 generates a
service provider identifier (SPID) for one or more subscribers
607A-N of the EBPSP 601. As discussed above, the EBPSP

associated with the electronic biller 602H or a customer.
45

50

601 maintains demographic (personal) information associ
ated with each of its subscribers 607A-N. Also separate from
and unrelated to receipt of CID/PMID/Bill Identifier combi
nations from the consumer identity service 1030S, the
Remote Matching Engine 760 transmits to the consumer
identity service 1030S, via network 600 and between a com
munications interface 712B of the EBPSP system 700 and a
communication interface 812F of the consumer identity ser
vice system 800F, demographic information associated with
at least one subscriber 607A-N, detail 4012. This transmis
sion can, as desired, include a SPID associated with demo
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graphic information for each subscriber. This transmitted
Subscriber demographic information can, as desired, be Sub
jected to one or more normalization rules agreed to by the
EBPSP 601 and one or more of the electronic biller 602H and

customers to subscribers 607A-N is over. That is, the elec

tronic biller 602H does not have to participate in any further
processing and/or request/response communications.
The consumer identity service 1030S processes the cus
tomer information to generate an identifier based upon the
demographic information of each received demographic
information/CID combination. An identifier generated by the
consumeridentity service 1030S is referred to here as a poten
tial match identifier (PMID). The processing to generate this

identity service 1030S is populated into a unique entry
4.025A-N in the CDR 4005. Though not shown, each entry
4.025A-N can, as desired, include a field for identifying a
consumer identity service from which a CIS/PMID/Biller
Identifier combination is received.

convey information associated with a customer of the elec
tronic biller 602H, or even identify that the CID is somehow
Preferably, the electronic biller 602H provides demographic,
along with a separate unique CID, for each of its customers. A
CID does not reveal any demographic (personal) information
associated with a customer. Also preferably, the demographic
information and CID is provided electronically via network
600, though it could be provided via another network, or even
either verbally or by hardcopy. Optionally, prior to providing
the customer demographic information to the consumer iden
tity service 1030S, the electronic biller 602H may normalize
the demographic data according to one or more normalization
rules agreed to in advance with one or both of the EBPSP 601
and/or the consumer identity service 1030S. Once demo
graphic information and CIDs for all customers are provided
by the electronic biller 602H to the consumer identity service
1030S the electronic biller's participation in matching those

812F of a third party system 800F associated with the con
Sumeridentity service 1030S and a communications interface
712B of the EBPSP system 700. The processor(s) 703
receives the transmitted information and passes it on to the
Remote Matching Engine 760. It should be noted that the
consumer identity service 1030S does not transmit the demo
graphic information upon which the PMID is based to the
EBPSP 601, or to any other entity.
The Remote Matching Engine 760 causes the received
information to be stored in the CDR 4005. Each CID/PMID?
Biller Identifier combination received from the consumer

Identifier field 4032, a CID field 4033, and an Additional
Links and/or Values field 4034, each to be further discussed

In detail 4010 of FIG. 40A electronic biller 602H provides
demographic (personal) information identifying and associ

the generated PMID, the CID supplied to the consumer iden
tity service 1030S by the electronic biller 602H, and a biller
identifier that identities electronic biller 602H to the EBPSP

vice 611A-N.

FIG. 40B is a further depiction of at least a portion of the
consumer data repository 4005 in accordance with a first
alternative implementation of the CDR4005. The CDR4005
shown in FIG. 40B includes multiple entries 4025A-4025N,
each associated with a single entity, such as a Subscriber

60
PMID is the same processing as discussed above and shown
in FIG. 21 to generate the identifiers utilized by the Matching
Engine 759. That is, generating identifiers, referred to here as
PMIDs, is a conventional function of consumer identity ser
vices. It will be understood by one of ordinary skill in the art
that the identifier (PMID) generated by the consumer identity
service 1030S is associated with the actual identity of the
individual with which the demographic information being
processed is associated. That is, processing of two different
sets of demographic information, associated with the same
individual, would yield the same identifier (PMID).
The consumer identity service 1030S transmits, preferably

60
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the consumer identity service 1030S. The consumer identity
service 1030S generates a PMID based upon the demo
graphic information received from the EBPSP 601.
The consumer identity service 1030S then transmits to the
EBPSP 601, preferably inabatch file, the generated PMID for
each subscriber 607A-N about which the consumer identity
service 1030S receives demographic information from the
EBPSP 601, detail 4013. This transmission can, as desired,

include each SPID if any SPIDs were transmitted to the
consumer identity service 11030S along with demographic
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information by the EBPSP 601. Inclusion of a SPID aids the
EBPSP 601 in processing the received PMIDs. That is, an
included SPID aids in associating a PMID with the subscriber
demographic information upon which that PMID is based.

62
ment. This notification of the availability could be made, as
desired, by the Messaging Engine 762.
It will be appreciated that subscriber 607D might be a new

This transmission is made via the network 600 and between a
communications interface 712B and a communications inter

made during enrollment, or shortly thereafter. It will also be
appreciated that subscriber 607D might be an existing sub
scriber having utilized the services of the EBPSP 601 for

face 812F. The Remote Matching Engine 760 stores each
received PMID, generated as a result of the EBPSP 601
transmitting Subscriber demographic information to the con
Sumer identity service 1030S, in association with the SPID of
the Subscriber upon whose demographic information that
PMID is based. This storage of the received PMIDs in com
bination with SPIDs may not, as desired, be made in the CDR
4005, but perhaps in another data repository, 706.
Preferably, the EBPSP 601 transmits demographic infor

Subscriber and that the exact match would, in Such a case, be

some time. In such a case, the subscriber 607D could have

requested that the EBPSP 601 locate available e-Bills, and
10

from that request. Or, also in Such a case, the electronic biller
602H could be a new participant in the network 600. Thus, the
exact match is made whenever the PMID of Subscriber 607D
15

mation associated with each subscriber 607A-N to the con

sumer identity service 1030S, and receives back a PMID for
that subscriber, as a part of enrollment of that subscriber with
the EBPSP 601. In such a case, this interaction is preferably
synchronous. However, a PMID can, as desired, be obtained
from the consumer identity service 1030S at any time by the
EBPSP 601. For example, a file of demographic information
associated with a plurality of the subscribers 607A-N could
be transmitted to the consumer identity service 1030S in
batch by the EBPSP 601. In turn, the consumer identity ser
vice 1030S would transmit back to the EBPSP 601 a plurality
of PMIDs, preferably in batch.

Also shown in FIG. 40C is optional detail 4015. In optional
detail 4015 the EBPSP 601 can, as desired, inform the elec
tronic biller 602H of the exact match with the subscriber

607.D. This communication, via the network 600 and between

a communications interfaces 712B of the EBPSP system 700
and a communications interface 812A of an electronic biller
25
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tronic biller 602H and a subscriber 607A-N. That is, the

EBPSP 601 knows with 100% certainty that a subscriber
607A-N is a customer of the electronic biller 602H. It will be

appreciated that the functionality of the Remote Matching
Engine 760 to match a subscriber 607A-N with an electronic
biller only requires the EBPSP 601 to make one transmission
onto network 300 (subscriber demographic data), and receive
two transmissions from the network 300 (the PMIDs).
In addition to storing the SPID of the matched subscriberin
the CDR 4005, the Remote Matching Engine 760 also stores

system 800A, can be a simple message to inform the elec
tronic biller 602N of the exact match, can be a request to
activate electronic billing for subscriber 607D, can be a
request for additional information, or another type of com
munication. Further, the communication from the EBPSP
601 to the electronic biller 602H can, as desired, include all or

N. Whenever a match is found between PMIDs, the SPID

associated with that subscriber 607A-N is stored in the entry
4.025A-N in the CDR4005 having the matched PMID. At this
point, the EBPSP 601 has an exact match between the elec

generated from customer demographic data of the electronic
biller 602H is received from the consumer identity service
1O3OS.

To associate a subscriber 607A-N and the electronic biller

602H the Remote Matching Engine 760 accesses the PMID
fields 4031 of the CDR4005 and compares the PMIDs stored
in these fields with the PMIDs that are generated based upon
demographic information associated with subscribers 607A

that the exact match with the electronic biller 602H results
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Some demographic information associated with the Sub
scriber 607D maintained by the EBPSP 601. This shared
demographic information serves to show that the EBPSP 601
knows the subscriber 607D. Any additional information pro
vided back to the EBPSP 601 at optional detail 4016 can be
further customer demographic information, a bill for elec
tronic presentment to the subscriber 607D, an account num
ber assigned to the subscriber 607D by the electronic biller
602H useful for including in remittance information associ
ated with any future payments made to the electronic biller
602H on behalf of the subscriber 607D, or another type of
information. Any additional information received by the
EBPSP 601, or perhaps links thereto, is stored by the Remote
Matching Engine 760 in an Additional Links and/or Values
field 4034 of the entry 4025A in the CDR 4005 associated
with Subscriber 607D. It should be noted that the EBPSP 601

45

can utilize the Remote Matching Engine 760 in combination
with any of the other engines described herein. Further, the
EBPSP 601 can, as desired, utilize the Remote Matching
Engine 760 to match subscribers 607A-N with one or more
electronic billers 602A-N, while different functionality

50

the SPID of the matched subscriber is stored. This other

described hereincan be utilized to match subscribers 607A-N
with different ones of the electronic billers 602A-N.

information can include all of part of or even a link to,
demographic information associated with the matched Sub

FIG. 40D is a further depiction of at least a portion of the
CDR 4005 in accordance with a second alternative imple

other information associated with the matched subscriber in

the entry 4025A-N in which the SPID of the matched sub
scriber is stored. This information is stored in an Additional

Links and/or Values field 4034 of the entry 4025A-Nin which

mentation of the CDR 4005. The Second alternative CDR

scriber. Other information which can, as desired, be stored in
an Additional Links and/or Values field will be discussed
further below.
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4005 depicted in FIG. 40D is especially useful in storing
PMIDs received from multiple electronic billers 602A-N. As
shown, this second alternative CDR 4005 includes multiple
entries 4039A-N, each populated with a PMID, one or more

60

includes multiple entries 4046A-N that do not contain any

FIG. 40C is a further depiction of operations of the Remote
Matching Engine 760 which can, as desired, be performed
subsequent to associating a subscriber 607A-N with the elec
tronic biller 602H. Shown in FIG. 40C is a subscriber, in this

CIDs, and/or a SPID. The CDR 4005 of FIG. 40D also

example subscriber 607D, interacting with a subscriber sys
tem 900. Subscriber 607D has been exactly matched with
electronic biller 602H by the Remote Matching Engine 760.
In optional detail 4014, which is a communication via net
work 600 and between communications interfaces 912 and

information. Entries 4046A-N will be discussed further
below.
Included in the CDR 4005 of FIG. 40D is a PMID column

4040 for storing PMIDs received from the consumer identity

812A, the EBPSP 601 informs the subscriber 607D that elec

Service 1038S. The Second alternative CDR 4005 also
includes one or more electronic biller CID columns 4041A

tronic bills of electronic biller 602H are available for present

N, each for storing CIDs received from the consumer identity
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service 1030S and associated with a particular electronic
biller 602A-N, though FIG. 40D only shows three electronic

64
database, information is linked as necessary. Thus, cells (an
intersection of a column and a row), entire rows, and entire
columns are not reserved before use. Accordingly, in the
preferred implementation, as any PMID/CID/Biller Identifier

biller CID columns, 4041A, 4041B, and 4041C. As shown,
column 4041A includes CIDs associated with customers of

electronic biller 602A, column 4041B includes CIDs associ
ated with customers of electronic biller 602M, and column

5

4041C includes CIDs associated with customers of electronic

made, that combination is added to the relational database.

biller 602N. It will be appreciated that the second alternative

All entries that share a common PMID are linked in the

CDR 4005 could include fewer or more electronic biller CID

columns 4041A-N than depicted in FIG. 40D. Preferably, the

10

second alternative CDR 4005 includes an electronic biller

CID column 4041A-N for each electronic biller that partici
pates in the functionality provided by the Remote Matching
Engine 760. Column 4044 stores SPIDs that are associated
with PMIDs.

combination is received, that combination is added to the

relational database. Also, as any PMID/SPID combination is
database. However, for ease in understanding the benefits
accorded by the second alternative CDR 4005, the second
alternative CDR 4005 of FIG. 40D is depicted with empty
reserved cells.

Though not shown in the Figures, it will be apparent to one
15

When utilizing this alternative CDR 4005, whenever the
EBPSP 601 receives a PMID/CID/Biller Identifier combina

of skill in the art that, as desired, the electronic biller 602H

could perform the function of matching PMIDs. In such a
case, PMIDs generated based upon demographic information
associated with subscribers 607A-N would be transmitted to

tion the Remote Matching Engine 760 determines if that
PMID is already stored in an entry 4039A-N in the PMID
column 4040. If so, the electronic biller CID column

the electronic biller 602H, along with corresponding SPIDs.
As desired, the consumer identity service 1038S could pass

4041A-N associated with the electronic biller 602A-N iden

these PMIDs to the electronic biller 602H, or the EBPSP 601

tified by the Biller Identifier included in the received combi

could pass these PMIDs to the electronic biller 602A. Further,
the PMIDs generated based upon demographic information

nation is accessed and the CID included in that combination
is stored in the field at the intersection of that electronic biller

CID column 4041A-N and the entry 4039A-N containing that
PMID. For example, if the received PMID is “DS54DS”, and

associated with customers of the electronic biller 602H would
25

the Biller Identifier identifies electronic biller 602M, the

the EBPSP 6O1.
Probable Biller Determination

received CID would be stored in field 4050 of entry 4039A/
electronic biller CID column 4041B.

If the Remote Matching Engine 760 determines that the
received PMID is not stored in an entry 4039A-N, the
received PMID is stored in one of the empty entries 4046A-N.

30

Also, the electronic biller CID column 4041A-N associated

with the electronic biller 602A-N identified by the Biller
Identifier included in the received combination is accessed
and the CID included in the combination is stored in the field
at the intersection of that electronic biller CID column

35

4041A-N and the entry 4046A-N into which the received
PMID has been stored. Thus, a new entry 4039A-N has been
created.

40

PMID is stored in that identified entry 4039A-N in the field at
the intersection of the SPID column 4044. For example, if the
received PMID, generated based upon subscriber demo
graphic information, is “DS4F8A6D4F", the SPID associ
ated with that PMID would be stored in field 4051 of entry

includes the ZIP code of each of the Subscribers 607A-N
ment. Stored in association with each ZIP code is information

identifying and associated with payees paid by the EBPSP
601 on behalf of the Subscribers 607A-N located in that ZIP
45

code. The ZIP Code/Payee data repository 4101 is preferably
implemented as a relational database Such that the informa
tion stored therein is linked as desired and accessible based

50

4039K/SPID column 4045.

If the received PMID, which is generated based upon sub
scriber demographic information, is not included in the PMID
column 4040, the Remote Matching Engine 760 stores that
PMID in an empty entry 4046A-N in the PMID column 4040.
Additionally, the SPID associated with that PMID is stored in
the field at the intersection of that entry 4046A-Nin which the

FIG. 41A depicts the Probable Biller Determination
Engine 767 in communication with various data repositories.
The functionality of the Probable Biller Determination
Engine 767 enables the EBPSP 601 to identify those of the
electronic billers 602A-N that are most likely to have a rela
tionship with a subscriber 607A-N.
The EBPSP System 700 shown in FIG. 41A includes pro
cessor(s)703, configured with the Probable Biller Engine 767
and a ZIP Code/Payee data repository 4101, which is a data
repository 706. The ZIP Code/Payee data repository 4101
(payors) on whose behalf the EBPSP 601 has made a pay

Likewise, whenever the EBPSP 601 receives a PMID gen
erated based upon demographic information associated with
a subscriber 607A-N, the Remote Matching Engine 706
determines if that PMID is stored in an entry 4039A-N in the
PMID column 4040. If so, the SPID associated with received

also be transmitted to the electronic biller 602H. Here again,
these PMIDs, as desired, could be passed to the electronic
biller 602H by either the consumer identity service 1030S or

55

upon one or more types of the included information.
Also shown in FIG. 41A is a Subscriber Profile data reposi
tory 4156, which is a data repository 706. The Subscriber
Profile data repository 4156 stores information associated
with each of the subscribers 607A-N in individual payor
profile records. Each payor profile record includes a sub
scriber identifier assigned to each subscriber 607A-N by the
EBPSP 601, as well as demographic information identifying
and associated with each of the subscribers 607A-N. The

demographic information identifying each of the Subscribers

PMID is now Stored and the SPID column 4045.

607A-N includes a ZIP code in which that Subscriber is

At any time desired, the Remote Matching Engine 760 can
process the data stored in the second alternative CDR4005 of
FIG. 40D to identify exact matches between customers of

located. ZIP code information is preferably gathered during
enrollment directly from a subscriber 607A-N, or perhaps

60

from another source.

electronic billers 602A-N and subscribers 607A-N. That is, if

an entry 4039A-N contains a SPID and one or more CIDs, an
exact match has been made.
The second alternative CDR 4005 shown in FIG. 40D is

preferably implemented as a relational database which allows
for dynamic expansion as new data is added. In a relational
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Also shown in FIG. 41A is a Set-Up Payees data repository
4102, which is also a data repository 706. The Set-Up Payees
data repository 4086 stores a subscriber identifier of each of
the subscribers 607A-N that has provided payee set-up infor
mation to the EBPSP 601. Stored in association with each

included subscriber identifier is information identifying each
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of the payees a respective subscriber 607A-N has set-up to
receive payments made by the EBPSP 601 on behalf of that
Subscriber 607A-N.

The EBPSP system 700 depicted in FIG.41A also includes
an optional Payment History data repository 4103, which too
is a data repository 706. The optional Payment History data
repository 4103 stores information associated with each pay
ment completed by the EBPSP 601 on behalf of the subscrib
ers 607A-N, also referred to here as payors. The optional
Payment History data repository 4103 is organized such that
information associated with each payment made by the

10

EBPSP 601 is stored in association with the subscriber iden

tifier of the subscriber 607A-N on whose behalf a payment
was made. The information associated with each completed
payment at least identifies the payee receiving that payment.
Of course, other information associated with each payment
could also be included in the optional Payment History data
repository 4103, such as, but not limited to, payment amount
and payment date.
The EBPSP system 700 depicted in FIG.41A also includes
an optional Presentation Rules data repository 4104, which
also is a data repository 706. The presentation Rules data
repository 4104 stores rules that govern how matched elec
tronic billers are presented to a subscriber 607A-N.
A portion of the ZIP Code/Payee data repository 4101 is
depicted in FIG. 41B. The ZIP Code/Payee data repository
4101 includes a “Payor ZIP Code' entry 4188 for each ZIP
code in which a payor is located. As shown, the depicted
portion is related to payor ZIP code 43230. Stored in asso
ciation with each “Payor ZIP Code entry 4188 is a “Count Of
Payors In ZIP Code” entry 4189 which identifies the total
number of payors located in a particular ZIP code. In this
example, 476 payors are located in ZIP code 43230. Also
included, in association with each “Payor ZIP Code' entry
4188 is a “Payee Name” entry 4190A identifying each payee
paid by the payors located in the identified ZIP code and/or
each payee identified by payors in that ZIP code as a payee
those payors intend to pay. A payee included in an entity
4190A could be located in any ZIP code.
Optionally, as desired, the ZIP Code/Payee data repository
4101 can include an “Electronic Biller” entry 4190B for each
included payor ZIP code. Information in an Electronic Biller
entry 4190B identifies those included payees that are elec
tronic billers 602A-Nas such. Each optional Electronic Biller
entry 4190B is populated based upon an authority table of
known electronic billers stored elsewhere. Also optionally, as
desired, the ZIP Code/Payee data repository 4101 can include
an “Industry Classification” entry 4190C for each included
payor ZIP code. Information in an Industry Classification
entry 4190C indicates the industry with which one or more of
the identified payees is associated, i.e., credit card issuer,
department store, mortgage company, cable service provider,
electric utility, gas utility, telephone utility, water utility, etc.
This industry classification information could be the SIC

with both Acme Auto and Mable's would indicate that less
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than five percent of the payors in ZIP code 43230 have paid/
intend to pay these payees. Information such as "K5%' could
be entered for both these payees.
The ZIP Code/Payee data repository 4101 is generated by
the Probable Biller Engine 767 based upon, as desired, the
contents of the Set-Up Payees data repository 4102 alone, the
contents of both the Set-Up Payees data repository 4102 and
the contents of the Payment History data repository 4103, or
perhaps the contents of the Payment History data repository
4103 alone. That is, the ZIP Code/Payee data repository 4085
is generated based upon information identifying set-up pay
ees and/or information identifying payees having received
payment from the EBPSP601 on behalf of a subscriber 607A
N. Of course, if both the Set-Up Payees data repository 4102
and the Payment History data repository 4103 are utilized as
sources to generate the ZIP Code/Payee data repository 4101,
once a payor/payee combination in one source is processed,
that same combination in the other source will not be pro
cessed. This prevents redundant information from affecting
“Count of Payors in ZIP Code Paying Payee' entries. Also,
once a “Count Of Payors In ZIP Code' entry 4189 has been
incremented based upon information associated with a par
ticular payor found in one source, that same “Count Of Payors
In ZIP Code” entry 4189 will not be incremented if informa
tion associated with that same particular payor is found in the
other source.

40

FIG. 41C is depiction of exemplary processing performed
by the Probable Biller Engine 767 to generate the ZIP Code/
Payee data repository 4101. This processing can, as desired,
be executed in a batch fashion once to create an initial ZIP

45

50

55

codes discussed above, or some other identifier of the indus

try with which a payee is associated. Each optional Industry
Classification entry 4190C is populated based upon an
authority table describing an industry with which a payee is
associated. This authority table is stored elsewhere.
Also included in the ZIP Code/Payee data repository 4101
is a “Count Of Payors In ZIP Code Paying Payee' entry 4.191
for each included payor ZIP code. Included in each “Count Of
Payors In ZIP Code Paying Payee' entry 4191 is the total
number of payors, in a given ZIP code, that have paid and/or
intend to pay, an identified payee. For example, as shown in
FIG. 40B, two payors have paid Acme Auto.

66
Optionally, the ZIP Code/Payee data repository 4101 can
include, for each included payor ZIP code, a “Percent Of
Payors In ZIP Code Paying Payee' entry 4192. Information in
such an entry identifies the percentage of the total number of
payors in the identified ZIP code that have paid and/or intend
to pay an identified payee. In this example, as shown in FIG.
41B, Zero percent of the payors located in ZIP code 43230
have paid Acme Auto. As desired, ifless than a predetermined
percentage of payors in the identified ZIP have paid and/or
intend to pay an identified payee, an indication of such can be
included. For example, the predetermined percentage could
be five percent. In such a case, the information associated

60
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Code/Payee data repository 4101, and then periodically be
re-executed to update the ZIP Code/Payee data repository
4101. The processing described below utilizes information
stored in the Subscriber Profile data repository 4156 and the
Set-Up Payees data repository 4102. It will be appreciated
that the processing described below could alternatively, as
desired, utilize information stored in the Subscriber Profile

data repository 4156 and the optional Payment History data
repository 4103.
As shown, at step 4105 the Probable Biller Engine 767
reads a payor profile record from the Subscriber Profile data
repository 4156. At step 4106 the Probable Biller Engine 760
determines if the end of the payor profile records has been
reached. That is, if all payor profile records included in the
Subscriber Profile data repository 4156 have been processed,
operations either end with step 4108, or continue with
optional step 4110.
If the end of the payor profile records has not been reached,
at step 4112 the Probable Biller Engine 767 determines if the
ZIP code in which the payor associated with the current payor
profile record is located is included in the ZIP Code/Payee
data repository 4101. That is, a determination as to if the
payor's ZIP code is included in a Payor ZIP Code entry 4188.
If not, at step 4115 the Probable Biller Engine 767 adds a
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Payor ZIP Code entry 4188 for the current ZIP code in the ZIP
Code/Payee data repository 4101. Then, the “Count Of Pay
ors In ZIP Code' entry 4189 associated with the newly cre
ated Payor ZIP Code entry is set to 1, step 4117. That is, so far
only one payor is determined to be located in the payor's ZIP
code of the current payor profile record. Operations continue
with step 4122.
Ifat step 4112 it is determined that the ZIP Code in which
the payor of the current payor profile record is located is
included in the ZIP Code/Payee data repository 4101, at step
4120 the Probable Biller Engine 767 increments the “Count
Of Payors In ZIP Code' entry 4189 associated with the ZIP
Code of the current payor profile record. Operations continue
with step 4122.
At step 4122 the Probable Biller Engine 766 reads a payee
included in the Set-Up Payees data repository 4102 that is
associated with the subscriber identifier of the current payor.
That is, utilizing the subscriber identifier of the current payor,
the Set-Up Payees data repository 4102 is accessed and a
payee that is associated with the subscriber identifier of the
current payor is read. This read payee is a payee that the
current payor has set-up to receive payments made by the
EBPSP 601 on behalf of the current payor.
At step 4125 the Probable Biller Engine 767 determines if
the end of the payees associated with the current payor has
been reached. That is, if all the payees that are referenced in
the Set-Up Payees data repository 4102 that are associated
with the current payor have been processed, operations con
tinue with step 4105.
If the end of the payees associated with the current payor
has not been reached, operations continue with step 4127 in
which the Probable Biller Engine 767 determines if the read
(current) payee is already associated with the current ZIP
code in the ZIP Code/Payee data repository 4101. That is, the
Probable Biller Engine 767 determines if the current payee is
already included in the Payee Name entry 4190A associated
with the current ZIP code in the ZIP Code/Payee data reposi
tory 4101. If not, at step 4030 the Probable Biller Engine 767
adds the current payees name in the Payee Name entry 4190A
associated with the current ZIP code.

Optionally, as desired, at step 4130a the Probable Biller
Engine 767 can add, in association with the newly added
payee name, an indication as to if the current payee is an
electronic biller in the optional Electronic Biller entry 4190B.
The optional addition of a status as an electronic biller is
based upon accessing a listing of known electronic billers.
Also optionally, as desired, at step 4130b, the Probable
Biller Engine 767 can add, in association with the newly
added payee name, an indication of the current payee’s indus
try classification in the optional Industry Classification entry
4190C. The optional addition of industry classification is
based upon industry classification information stored else
where. Alternatively, industry classification information can
be determined at the time of entry into the ZIP Code/Payee
data repository 4101.
After adding the payee’s name, and optionally electronic
biller status and/or industry classification information, at Step
4132, the Probable Biller Engine 767 sets a count associated
with the newly added payee to one in a "Count Of Payors In
ZIP Code Paying Payee' entry 4191 associated with the cur
rent ZIP code. Operations continue with step 4122.
Ifat step 4127 the Probable Biller Engine 767 determines
that the current payee is already associated with the current
ZIP code in the ZIP Code/Payee data repository 4101, opera
tions continue with step 4135. At step 4135 the Probable
Biller Engine 767 increments a count associated with the
current payee in a “Count Of Payors In Zip Code Paying
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Payee' entry 4191 associated with the current ZIP code.
Operations continue with step 4122.
Whenever, at step 4106, the end of payor profile records
has been reached, operations either, as desired, end at Step
4108, or continue with optional steps 4110,4137, 4140,4121,
and 4145. These optional steps are used to populate the each
optional“Percent Of Payors In ZIP Code Paying Payee' entry
4.192 in the ZIP Code/Payee data repository 4101. At optional
step 4110 the Probable Biller Engine 767 reads a ZIP code
from a Payor ZIP Code entry 4188 of the ZIP Code/Payee data
repository 4101. At optional step 4137 the Probable Biller
Engine 767 determines if the end of the Payor ZIP codes in the
ZIP Code/Payee data repository 4101 has been reached. That
is, if all payor ZIP codes referenced in the ZIP Code/Payee
data repository 4101 have been processed, operations end
with step 4108.
If the determination at optional step 4137 is that the end of
the payor ZIP codes in the ZIP Code/Payee data repository
4101 has not been reached, at optional step 4140 the Probable
Biller Engine 767 reads a payee associated with the current
ZIP code from the Payee Name entry 4190A associated with
the current ZIP code. At optional step 4142 the Probable
Biller Engine 767 determines if the end of the payees associ
ated with the current ZIP code has been reached. That is, if all
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payees associated with the current ZIP code have been pro
cessed, operations continue with optional step 4110.
If the end of the payees associated with the current ZIP
code has not been reached, operations continue with optional
step 4145. At optional step 4145 the Probable Biller Engine
767 calculates the percentage of payors in the current ZIP
code that have set-up the current payee as a payee that they
intend to pay utilizing the services of the EBPSP 601. The
percentage is determined by dividing the Count Of Payors In
ZIP Code Paying Payee for aparticular payee by the Count Of
Payors In ZIP Code. This value is then multiplied by a hun
dred. This percentage is stored in the optional “Percentage Of
Payors In ZIP Code Paying Payee' entry 4.192 of the current
ZIP code in association with the current payee. For example,
as shown in FIG. 41B for Countrywide, the Count Of Payors
In ZIP Code Paying Payee is twenty-five, and the Count Of
Payors In ZIP Code is four hundred seventy-six, resulting in
a determination that five percent of the payors in ZIP code
43230 pay Countrywide. Operations continue with optional
step 4140.
Operations to build the ZIP Code/Payee data repository
4101 end at step 4108 after each payor profile record has been
processed by the Probable Biller Engine 767.
The Probable Biller Engine 767 can be invoked at any time
to determine probable electronic billers 602A-N of a sub
scriber 607A-N. For example, the EBPSP 601 could receive a
request from a subscriber 607A-N for the EBPSP 601 to
locate billers having bills available for electronic presentment
to that subscriber. In such a case, the EBPSP 601 could invoke
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the Probable Biller Engine 767 to determine those of the
electronic billers 602A-N most likely to be an electronic biller
of that subscriber. Also, the Probable Biller Engine 767 could
be used in conjunction with one or more other engines
described herein, such as, but not limited to, the Common
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Enrollment and Bill Retriever Engine 756 the Biller Discov
ery and Activation Engine 758, and the Remote Matching
Engine 760.
Whenever the Probable Biller Engine 767 is invoked to find
potential electronic billers 602A-N of a subscriber 607A-N,
in this example subscriber 607K, the Probable Biller Engine
767 first determines the ZIP code in which Subscriber 607Kis

located. This is preferably determined based upon enrollment
information associated with Subscriber 607K that the EBPSP
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601 maintains in the Subscriber Profile data repository 4156.
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Whenever results of the processing of the Probable Biller
Engine 767 are to be presented, the Probable Biller Engine
767 retrieves presentation rules from the optional Presenta
tion Rules data repository 4104. In those instances in which a
rule varies by level, a precedence ordering to retrieve the

However, the ZIP code in which subscriber 607K is located
could be determined from another information source, or

perhaps even from a request/response communication
between the EBPSP 601 and the subscriber 607K. In any

correct rule version is followed. Each rule can have, a desired

even, the ZIP code in which the subscriber 607K is located is

identified by the Probable Biller Engine 767.
The Probable Biller Engine 767 access the ZIP Code/Payee
data repository 4101 based upon the ZIP code of subscriber
607K and identifies the electronic billers include in the Payee
Name entry 4190A associated with the Payor ZIP Code entry
4188 corresponding to the ZIP code of subscriber 607K. If the
ZIP Code/Payee data repository 4101 includes optional Elec
tronic Biller entries 4190B, the identification of the included

payees that are electronic billers is based upon this status
information. If the optional Electronic Biller entries 4190B
are not included, the Probable Biller Engine 767, for each
included payee, accesses an authority list of known electronic
billers stored else where to identify electronic billers.
Once the Probable Biller Engine 767 identifies the elec
tronic billers 607A-N included in a Payee Name entry 4190A
further processing can, as desired be performed by other
engines described herein, such as, but not limited to, the
Remote Matching Engine 760, to determine if these elec
tronic billers are exactly matched to the subscriber 607K.
Also, as desired, no further processing to exactly match to the
subscriber 607K might be performed. Results of the process
ing of the Probable Biller Engine 767, perhaps in combination
with processing of other engines described herein, can, as
desired, be presented to the subscriber 607K, or perhaps
another entity.
Presentation of the results of the processing of the Probable
Biller Engine 767 is preferably governed by one or more
tailorable presentation rules, stored in the optional Presenta
tion Rules data repository 4104. Examples of rules include
the number and types of industry classification categories to
be presented; maximum number of probable billers to be
presented per industry classification; maximum total number
of probable electronic billers to be presented; how to present
industry classifications having no identified electronic billers;
ordering of presentation of identified electronic billers; a
threshold of percentage of payors in a ZIP code paying a
particular payee utilized to determine if that particular payee
will be included in a presentation; identification of any man
datory electronic billers to be presented; specification of how
an electronic biller is to be presented, i.e., textually or by
biller logo. The preceding list of rules is not meant to be
exhaustive, merely exemplary.
These rules can, as desired, be established at multiple lev
els. Examples of levels include, but are not limited to, global
rules, sponsor rules, escort ID rules, and individual subscriber
rules. Thus, any rule may vary, as desired, by level, i.e. dif
ferent versions of a rule, may, as desired, exist per level. A
global rule applies to all presentations. A sponsor rule applies
to only presentations made to a subscriber 607A-N that
access the services of the EBPSP 601 via a certain sponsor
618A-N. An escort ID rule applies to presentations made to a
subscriber 607A-N who accesses the EBPSP system 700
utilizing a certain escort ID. An individual subscriber rule
applies to presentation made to only a particular subscriber.
Establishment of any or all of the presentation rules can, as
desired, be exclusively by the EBPSP 601. However, as
desired, some rules could be established in conjunction with,
or even by, other entities, such as a subscriber 607A-N, a
sponsor 618A-N, an electronic biller 607A-N, or even
another entity.

10

a unique precedence ordering. As an example of precedence
ordering for a single rule, a Subscriber-specific version of the
rule could take precedence over a sponsor-specific (or other
entity) version of the rule, while the sponsor-specific version
of the rule takes precedence over a global level version of the
rule.

15

Once the applicable versions of rules are determined they
are applied to the results, i.e., the electronic billers included in
the appropriate Payee Name entry 4190A, to determine which
of the included electronic billers are to be presented to the
subscriber 607K as potential (candidate) electronic billers,
the order in which the electronic billers are to be presented to
the subscriber 607K, and the form in which the electronic

25
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billers are to be presented to the subscriber 607K. The infor
mation stored in optional Industry Classification entries
4190C is especially useful when presentation rules involve
industry classification criteria.
It should be noted that when further processing to identify
exact matches which the subscribe 607K is performed this
may, depending upon the presentation rules utilized in pre
senting results, affect the number and placement of probable
electronic billers presented. Thus, for example, the number of
probable electronic billers presented may be reduced in order
to remain within rule dictating a maximum number of results
to be presented within a given industry classification. Further,
dependent upon presentation rules, exactly matched elec
tronic billers may be presented in a somewhat different fash
ion than probable electronic billers. It also should be noted
that exactly matched electronic billers do not have to be
identified as such. For example, FIG. 41D is a sample pre
sentation in which exactly matched electronic billers are dis
played as logos, details 4160A, 4160B, 4160C, and 4160D,
whereas probable electronic billers are displayed as text. Also
shown in FIG. 41D is a presentation section 4170 in which all
electronic billers 602A-N known to the EBPSP 601 are pre
sented in a pick-list. Note that the list of all electronic billers
is searchable by a subscriber 607A-N viewing this presenta
tion, detail 4171.
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Alternatively, as described, the EBPSP 601 does not have
to utilize presentation rules to offer the presentation flexibility
described above. In Such a case, one or more basic presenta
tion rules could be hard-coded into the Probable Biller Engine
767. In such a case, each presentation of potential electronic
billers to any of subscribers 607A-N would be made accord
ing to the same criteria.
As will be appreciated by one of ordinary skill in the art, the
Probable Biller Determination Engine 767 is especially use
ful in not only identifying potential electronic billers, but also
in identifying potential payees. As such, the functionality of
the Probable Biller Determination Engine 767 can, as desired,
be combined with the functionality of the Easy Payee Engine
764. Thus, the EBPSP 601 can utilize the Probable Biller

60

Determination Engine 767 to identify payees that co-located
payors pay. These identified payees are potential payees of a
Subscriber located in the same proximity as the co-located
payors.

65

Exemplary Combined Process Flow
FIG. 39a is a high level overview of exemplary processing
of the present invention to identify electronic billers of a
subscriber 607A-N, referred to as a consumer in FIGS. 39a

39c. FIGS. 39b and 39c show exemplary detailed processing
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to identify electronic billers which encompasses functionality
of several of the Engines described above. In step 3901 of
FIG. 39a the processor(s) 703 of the EBPSP 601 receive a
request to identify billers of a subscriber through one of
communications interfaces 712A and 712B via the network

600. This request could be received from the subscriber or
from another entity. At a minimum, the request includes infor
mation identifying the Subscriber and an instruction to find
electronic billers of the subscriber. The request lacks infor
mation naming any biller of the Subscriber. The request could

5

72
in a data repository 706, such as from enrollment or activation
of any electronic biller, information obtained from third par
ties services such as e-mail list providers and consumer iden
tity services, and information obtained from Web services
data repositories such as the .NET Profile database 1510 or
the .NET Passport database 1507, or any other Web services
database described herein.

10

At step 3917 very likely candidate electronic billers are
identified. This step can only be performed for those subscrib
ers to which the EBPSP 601 has provided a payment service.

even be received from the EBPSP 601 itself. In such a case,

That is, for those subscribers that the EBPSP 601 has made at

the request is triggered by some function of the EBPSP 601.
The processor(s)703 then, in step 3905, identify one or more

least one payment. In this step the EBPSP 601 utilizes pay
ment data stored in a data repository 706. The EBPSP 601
accesses an EBPSP data repository, based upon subscriber
identifying data, and determines if any payment data is stored
in association with data identifying the subscriber. Payment
data can include information identifying payees of payments
the EBPSP 601 has completed on behalf of the subscriber, as
well as data indicating payees that the Subscriber has indi
cated that he or she may pay.
The EBPSP 601 extracts any found payee data, and pref
erably excludes any payee data identifying billers from whom
the subscriber is already receiving electronic bills. This
extracted payee data is then preferably processed to deter
mine those of the identified payees that are known to elec
tronically present bills. The payees that are known electronic
billers are then designated as candidate electronic billers. The
stored payment data may include other information associ
ated with the payment, such as an account number issued by
a payee. If so, preferably this other information is extracted to
be utilized in determining definitive electronic billers of the

candidate electronic billers. A candidate electronic biller is

one of a plurality of electronic billers about whom it is deter

15

mined that there is a likelihood of that candidate electronic

biller being an electronic biller of the subscriber.
At step 3907 at least one electronic biller of the subscriber
is identified from the candidate electronic billers as being a
biller of the subscriber. This step is optional, as the processor
(s) 703 may not be able to definitively identify an electronic
biller for all subscribers. Also, the request may be a request to
only identify candidate electronic billers of the subscriber.
Thus, no processing might take place beyond identifying
candidate electronic billers of the subscriber.

25

Results are optionally presented in step 3910. That is,
results, either of candidate electronic billers of the subscriber

or determined electronic billers of the subscriber are pre
sented. In those instances in which no candidate or definite

electronic billers are identified the presentation includes
information indicating that no candidate electronic billers
were identified, or that no definitive electronic billers were

30

Subscriber.

At step 3920 likely candidate electronic billers of the sub
scriber are identified. This step can only be performed for

identified.

FIG. 39b shows exemplary processing in identifying can
didate electronic billers of the subscriber. It will be under

35

stood that while different functionality to identify candidates
are shown in a certain order in FIG. 39b, the different func

tionalities may be employed in alternate orders. Further, two
or more of the functionalities may be employed in parallel, or
perhaps one or more of the functionalities may not be utilized
at all. Also, some functionality may not be able to be utilized
in finding electronic billers of all subscribers. Accordingly,
each step in FIG. 39b is labeled as optional. Additionally,
other functionality described herein may be utilized in iden
tifying candidate electronic billers, though not depicted in
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FIG. 39E.

At step 3911 the received subscriber information is option
ally normalized. Normalization can consist of merely placing
the Subscriberidentifying information in a standard format, or
may include a transformation of the Subscriber identifying
information into an unique subscriber identifier which on its
face does not reveal the subscriber's identity. The normaliza
tion can be performed by the EBPSP 601 alone, or can be
performed by a third party service. Such as a consumer iden
tity service. Further, subscriber identifying information may
be normalized according to one or more of multiple normal

50

report. The EBPSP 601 processes the credit report to identify
creditors of the Subscriber. This processing can include iden
tifying those creditors that are current creditors of the sub
scriber, not past creditors. The EBPSP 601 extracts identified
creditor data, preferably excluding any creditor data identi
fying billers from whom the subscriber is already receiving
electronic bills or payees identified in step 3917, if per
formed. The extracted creditor data is then preferably pro
cessed to determine those of the identified creditors that are
known electronic billers. The creditors that are known elec

tronic billers are then designated as candidate electronic bill
ers. Similar to above, any information associated with a par
ticular creditor, such as account identifying data, is also
preferably extracted from the credit report to be utilized in
determining definitive electronic billers of the subscriber.
At step 3921 candidate electronic billers are identified
based upon geography associated with known electronic bill
ers. This processing includes identifying a location of the
subscriber. A subscriber's identified location could be as

55

ization rules.

The received subscriber identifying information can also
optionally be supplemented with additional subscriber iden
tifying information, as shown in step 3915. This supplemental
Subscriber information can also be normalized, as necessary.
It should be noted that supplemental information may be
obtained Subsequent to attempting to identify at least one
candidate electronic biller, or prior to attempting to identify
any candidate electronic biller. The supplemental information
can be obtained from any one, or any combination, of several
sources. This includes information stored by the EBPSP 601

those Subscribers for which the EBPSP 601 can obtain a credit
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granular as the subscriber's ZIP code. Or, the subscribers
identified location could be a broader geographic area, Such
as city, county, State and/or region, in addition to any other
geographic area. The information upon which Subscriber's
location is determined is based upon a residency location if
the subscriber is an individual, and a place of business if the
Subscriber is an organization. The information upon which
the subscriber's location is determined may be included in the
received subscriber information, or may be Supplemental
subscriber identifying information.
After the subscriber's location is identified, the EBPSP 601
determines those known electronic billers that do business in
and around the identified subscriber location. These deter
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mined known electronic billers are then identified as candi

date electronic billers. As above, electronic billers from

whom the subscriber is already receiving electronic bills are
preferably excluded, as well as any candidate electronic bill
ers identified in steps 3917 and 3920, if performed. Also,
optionally, others of the determined known electronic billers
can be excluded based upon an industry classification of a
candidate electronic biller in view of an industry classifica
tion of an electronic biller from which the subscriberalready
receives electronic bills. For example, if a telephone service
provider of the subscriber is known to present electronic bills
to the subscriber, other telephone service providers in the
Subscriber's geographic location may be excluded from being

10

a candidate electronic biller.

At step 3922 candidate electronic billers are identified
based upon geography associated with other Subscribers.
Once again, the subscriber's location is identified. Then, the

15

EBPSP 601 identifies those other Subscribers that are located

in the same location (co-located) as the subscriber for whom
electronic billers are being found. This location is preferably
the same ZIP code, however, it could have a different level of

granularity. Once these co-located subscribers are identified
the EBPSP 601 determines those known electronic billers that

the co-located subscribers have paid utilizing the services of
the EBPSP 601, and/or indicated that they intend to pay
utilizing the services of the EBPSP 601. These determined

25

mation can be normalized to different forms when determin

known electronic billers are then identified as candidate elec

tronic billers. As above, electronic billers from whom the

subscriber is already receiving electronic bills are preferably
excluded, as well as any candidate electronic billers identified
in steps 3917, 3920 and 3921, if performed. Also as above,
optionally, others of the determined known electronic billers
can be excluded based upon an industry classification of a
candidate electronic biller in view of an industry classifica
tion of an electronic biller from which the subscriberalready

30
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receives electronic bills.

At step 3925 candidate electronic billers are identified
based upon the Socio-demographic status of the Subscriber.
This includes identifying the Subscriber's Socio-demographic
status. This may be performed by a third party service. Such as
a consumer identity service, or may be performed by the
EBPSP 601 based on information maintained by the EBPSP
601, based upon information obtained from a third party
service, or based upon a combination of EBPSP 601 infor
mation and third party service information. Socio-demo
graphic status can be determined based upon a Subscriber's
ZIP code, based upon a subscriber's credit report, or based
upon other information. Those of known electronic billers
having customers which have the Subscriber's Socio-demo
graphic status are identified as candidate electronic billers.
Socio-demographic status of an electronic biller's customers
can be provided by the electronic biller, can be obtained from
a third party service, or can be determined by the EBPSP 601.
As above, billers that are known to already provide electronic
bills to the subscriber are preferably excluded from being
candidate electronic bills, as well as any candidate electronic
billers identified in any of steps 3917, 3920, and 3922, if
performed. And, also as above, electronic billers can be
excluded based upon industry classification. At the conclu
sion of step 3925 a list of candidate electronic billers has been

40

subscriber. This includes determining if the subscriber iden
tifying information, perhaps Supplemented, is the same as
information associated with a candidate electronic biller. That

is, subscriber information is matched with candidate elec
50
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FIG. 39c shows exemplary processing in identifying defi
nite electronic billers of the subscriber utilizing the

tronic biller information. The candidate electronic biller
information can be a list of that biller's customers. Such a list

could include any type of customer identifying information,
Such as customer name, address, phone number, account
number with the biller, social security number, date of birth,
mother's maiden name, or any other information identifying
a customer that may be known to a biller. The candidate
electronic biller information can also be billing information
issued by a biller. This can take the form of bills ready for
electronic presentment, or can take the form of information
typically contained in bills, such as customer name, address,
and account number with a biller.
Candidate electronic biller information can reside in a data

repository 706, or can reside at a candidate biller. If the
information resides in a data repository 706, the processor(s)
703 merely have to access the local data repository to obtain

assembled list of candidate electronic billers and other infor
definite electronic billers of the subscriber can be used in

ing if different candidate electronic billers are electronic
billers of the subscriber. And, no normalizing at all might be
performed.
Steps 3931a and 3931b depict optional addition of supple
mental subscriber identifying information to the received
subscriber identifying information, similar as discussed
above in relation to step 3915 of FIG. 39b. The processing of
steps 3931a and 3931b may be performed if the processing of
step 3915 was not performed. Or, the processing of steps
3931a and 3931b may be performed in addition to perfor
mance of step 3915. In such a case, different supplemental
information than that added in step 3915 can be added to the
subscriber identifying information. Also, different supple
mental information can be added dependent upon the identity
of a candidate electronic biller. And, of course, no supple
mental information might be added.
In step 3940 the EBPSP 601 processor(s) 703 determine if
a candidate electronic biller is an electronic biller of the

45

assembled.

mation. As with identifying candidate electronic billers, it
will be understood that different functionality in identifying
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different orders and combinations and that the processing
depicted in FIG. 39c and described below is merely exem
plary. Accordingly, each step in FIG. 39c is optional. Also,
other functionality described herein may be utilized in iden
tifying definite electronic billers of the subscriber, though not
depicted in FIG. 39c or described below.
As will be recognized from the discussion herein, identi
fying a definite electronic biller of the subscriber can be
entirely performed by the EBPSP 601, or can be performed in
concert with an electronic biller, or can be performed utilizing
a third party service. As such, FIG. 39c depicts three alterna
tives, with EBPSP-only processing beginning with step
3930a, with EBPSP-biller processing beginning with step
3930b, and with EBPSP-third party processing beginning
with step 3930C.
Steps 3930a and 3930b depict optional normalizing of
Subscriber identifying information, similar as described
above in relation to step 3911 of FIG.39b. The normalizing of
steps 3930a and 3930b can be performed if normalizing was
not performed in step 3911. Also, the normalizing of steps
3930a and 3930b could be performed in addition to the nor
malizing of step 3911. In such a case, the subscriber identi
fying information could be normalized to a different form
than that resulting from the normalization of step 3911. Fur
ther, it will be appreciated that subscriber identifying infor
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the information. If the information resides at a candidate

electronic biller, the processor(s) 703 either access the infor
mation via a network 600, or request a candidate biller to
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Subscriber may be a customer and has enough information to
contact the subscriber, perhaps based upon the subscriber
identifying information supplied by the EBPSP 601, but

75
Supply information as necessary. When the candidate elec
tronic biller information resides at a candidate, in EBPSP

only processing, the candidate electronic biller does not make
a determination as to if a subscriber is a customer. Rather, the

needs additional information to make a definitive determina

candidate merely allows the EBPSP 601 access to the infor
mation, or transmits the information upon request.
Optionally, the candidate electronic biller information can
be masked prior to providing it to the EBPSP 601, or prior to
allowing the EBPSP 601 access to it. The masked candidate
electronic biller information could take the form of a plurality
of unique identifiers, each based upon information identify
ing a single customer of the candidate electronic biller. The
unique identifiers could be obtained from a consumer identity
service, or could be the result of applying a one-way hash to

tion. Also, the additional information could be obtained from

information associated with each customer of the candidate
electronic biller. If the candidate electronic biller information

10

the transmitted consumer information is received back from
15

is masked, the subscriber information would also have to be

masked in the same fashion, i.e., according to a same algo
rithm/one-way hash, in order to make the match.
In step 3941, in which a candidate electronic biller per
forms the processing to determine if a Subscriber is a cus

CID/Biller Identifier combinations from the consumer iden

these combinations, as will be understood from the discussion

above in relation to the Matching Engine 760, is generated
based upon demographic (personal) information associated
with a customer of an electronic biller. Each combination is
25

the candidate electronic biller maintains about its customers.

Results of the candidate electronic biller's comparison is then
preferably transmitted back to the EBPSP 601. Also, a result
indicating that a candidate electronic biller is a biller of a
subscriber could be transmitted by an electronic biller
directly to a subscriber.
Optionally, the information transmitted to the candidate

the consumer identity service. Preferably, steps 3930c. 3955
and 3960 are each a part of enrollment. However, they could
be performed at any time.
At step 3965 the EBPSP 601 receives one or more PMID/
tity service. It will be appreciated that step 3965 could occur
prior to, concurrent with, or subsequent to, step 3960. Each of

tomer of that electronic biller, the EBPSP 601 transmits the

subscriber identifying information to the candidate electronic
biller. The candidate electronic biller then compares the
received subscriber identifying information with information

a third party service, or from a Web services data repository.
The operations shown beginning at step 3930c are not
dependent upon identifying candidate electronic billers, as
described above. As shown in step 3930c, received consumer
information can be optionally normalized. At step 3955 the
consumer information, perhaps normalized, is transmitted to
a consumer identity service. At step 3960 a PMID based upon

associated with a single customer of a single electronic biller.
A PMID, as discussed above, does not reveal any entity. The
CID identifies a customer to an electronic biller. The Biller
Identifier identifies the electronic biller to the EBPSP 601.

At step 3970 the PMID based upon consumer information
30

is matched with one or more PMID/CID/Biller Identifier

combinations. If the received PMID based upon consumer
information matches a PMID included in a PMID/CID/Biller

electronic biller can be masked, as described above. Here, the

Identifier combination, an exact match between the consumer

EBPSP 601 would either apply a one-way hash to the sub
scriber information, apply another type algorithm to the Sub
scriber information, or obtain a unique identifier from a con
Sumer identity service, prior to transmitting the masked
subscriber identifying information to the candidate electronic
biller. It will be recognized that when a one-way hash is

and the electronic biller identified by the Biller Identifier is

utilized, either when the EBPSP 601 or a candidate electronic

35
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biller makes a determination as to a definite match between a

subscriber and candidate electronic biller, different one-way
billers. Of course, the candidate electronic biller also has to
45

the match.

Optionally, as shown in step 3445, a candidate electronic
biller can obtain additional specific information identifying
the subscriber if the candidate electronic biller cannot deter
mine that the Subscriber is a customer. This can include a

50

request back to the EBPSP 601 by the candidate electronic
biller for the EBPSP 601 to provide the additional informa
information.

If the candidate electronic biller requests the EBPSP 601 to
supply the additional information, the EBPSP 601 can obtain
the information from various sources. If the requested infor
mation is stored by the EBPSP 601 in data repository 706, the
requested information is merely retrieved and transmitted to

55

the candidate electronic biller. However, if the information is

60

not stored by the EBPSP 601, the EBPSP 601 can obtain the
information directly from the subscriber, can obtain the infor
mation from a third party service, Such as an e-mail list
provider, or from a Web services data repository.
If the candidate electronic biller obtains the additional
the subscriber if the candidate electronic believes that the

would begin to receive electronically presented bills without
having to participate in an activation session.
The present invention is not to be limited in scope by the
specific embodiments described herein. Indeed, various
modifications of the present invention, in addition to those
described herein, will be apparent to those of skill in the art
from the foregoing description and accompanying drawings.
Thus, such modifications are intended to fall within the scope
of the appended claims.
What is claimed is:

tion, or the candidate electronic biller can itself obtain the

information, the information could be obtained directly from

Also optionally, as shown in steps 3950a, 3950b, and
3.950c, upon determining that an electronic biller is a biller of
the subscriber, electronic bill presentment for the subscriber
for bills issued by the determined electronic biller can be
activated without informing the subscriber. That is, the sub
scriber can be automatically activated for presentment of
electronic bills from this biller. In such a case, the subscriber

hashes can be utilized with different candidate electronic

mask the candidate electronic biller data in order to perform

made.

1. A computer-implemented method, comprising:
receiving, via a network by an electronic commerce service
provider system comprising one or more computers,
information identifying a location of a first consumer;
accessing, by the electronic commerce service provider
system, a database including information associated
with service provider consumers that the electronic
commerce service provider system provides a payment
service to:

65

identifying, by the electronic commerce service provider
system based at least in part on the accessed information
associated with the service provider consumers, a sec
ond consumer of the electronic commerce service pro
vider system that has a location proximate to the location
of the first consumer;
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identifying, by the electronic commerce service provider
system, one or more payees of the second consumer to
whom the electronic commerce service provider system
is operable to submit payments on behalf of the second
consumer,

determining, by the electronic commerce service provider
system, that at least one of the one or more payees of the
second consumer is an electronic biller having bills
available for electronic presentment; and
identifying, by the electronic commerce service provider
system, the at least one payee having bills available for
electronic presentment as a candidate payee of the first

10

COSU.

2. The method of claim 1, wherein receiving information
identifying a location of a first consumer comprises receiving
information identifying a location of a first consumer during
an enrollment process of the first consumer.
3. The method of claim 1, wherein identifying one or more
payees of the second consumer comprises identifying at least
one of (i) a payee paid by the electronic commerce service
provider system on behalf of the second consumer or (ii) a
payee designated by the second consumer as an intended

15

payee.

4. The method of claim 1, wherein identifying a second
consumer that has a location proximate to the location of first
consumer comprises identifying a plurality of consumers that
have a location proximate to the location of the first consumer,
wherein identifying one or more payees of the second
consumer comprises identifying one or more respective
payees for each of the plurality of consumers, and
wherein identifying at least one of the one or more payees
of the second consumeras a candidate payee of the first
consumer comprises identifying one or more of the
respective payees of the plurality of consumers as a
candidate payee of the first consumer.
5. The method of claim 1, wherein receiving information
identifying a location of a first consumer comprises receiving
a Zip code in which the first consumer is located, and
wherein identifying a second consumer that has a location
proximate to the location of the first consumer com
prises identifying a second consumer that is located in
the zip code in which the first consumer is located.
6. The method of claim 1, further comprising:
transmitting, by the electronic commerce service provider
system via the network, a message comprising an indi
cation of the at least one identified candidatepayee of the

25

behalf.
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10. The method of claim 7, wherein receiving information
identifying a location of a first consumer comprises receiving
a Zip code in which the first consumer is located, and
wherein identifying a plurality of consumers that have a
location proximate to the location of the first consumer
comprises identifying a plurality of consumers that are
located in the zip code in which the first consumer is

40

11. The method of claim 7, further comprising:
transmitting, by the electronic commerce service provider
system via the network, a message comprising an indi
cation of the at least one identified candidate payee of the

30

located.

first consumer.

45

first consumer.

7. A computer-implemented method, comprising:
receiving, via a network by an electronic commerce service
provider system comprising one or more computers,
information identifying a location of a first consumer;
accessing, by the electronic commerce service provider
system, a database including information associated
with service provider consumers that the electronic
commerce service provider system provides a payment

50
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identifying, by the electronic commerce service provider
system, one or more payees of the second consumer to
whom the electronic commerce service provider system
is operable to submit payments on behalf of the second

of the first consumer;

consumer,

identifying, by the electronic commerce service provider
system, at least one of the one or more payees of the
second consumer as a candidate payee of the first con

identifying, by the electronic commerce service provider
system, one or more respective payees of the plurality of
provider system is operable to Submit payments on
behalf of the plurality of consumers;

service to:

55

location of the first consumer;

consumers to whom the electronic commerce service

12. A computer-implemented method, comprising:
receiving, via a network by an electronic commerce service
provider system comprising one or more computers,
information identifying a location of a first consumer;
accessing, by the electronic commerce service provider
system, a database including information associated
with service provider consumers that the electronic
commerce service provider system provides a payment
identifying, by the electronic commerce service provider
system based at least in part on the accessed information
associated with the service provider consumers, a sec
ond consumer of the electronic commerce service pro
vider system that has a location proximate to the location

service to:

identifying, by the electronic commerce service provider
system based at least in part on the accessed information
associated with the service provider consumers, a plu
rality of consumers that have a location proximate to the

78
determining, by the electronic commerce service provider
system for each of the one or more respective payees, a
respective number of the plurality of consumers (i) that
have designated that payee as an intended payee or (ii)
that have had the electronic commerce service provider
system Submit a payment to that payee on their behalf
determining, by the electronic commerce service provider
system for each of the one or more respective payees,
whether the respective number of the plurality of con
Sumers satisfies a predetermined condition; and
identifying, by the electronic commerce service provider
system based at least in part on the determinations of
whether the respective number for each of the one or
more respective payees satisfies a predetermined condi
tion, one or more of the respective payees of the plurality
of consumers as a candidate payee of the first consumer.
8. The method of claim 7, wherein receiving information
identifying a location of a first consumer comprises receiving
information identifying a location of a first consumer during
an enrollment process of the first consumer.
9. The method of claim 7, wherein the predetermined con
dition comprises one of a total number of the plurality of
consumers or a percentage of the total number of the plurality
of consumers (i) that have designated a single payee as an
intended payee or (ii) that have had the electronic commerce
service provider Submit a payment to the single payee on their

65

Sumer,

transmitting, by the electronic commerce service provider
system to the first consumer via the network, a message
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comprising an indication of the at least one identified
candidate payee of the first consumer; and
receiving, by the electronic commerce service provider
system via the network and responsive to the transmitted
message, a first consumer selection of one of the at least
one identified candidate payee as a definite payee of the

80
18. The method of claim 17, wherein receiving information
identifying a location of a first consumer comprises receiving
information identifying a location of a first consumer during
an enrollment process of the first consumer.
19. The method of claim 17, wherein identifying one or
more payees of the second consumer comprises identifying at
least one of (i) a payee paid by the electronic commerce
service provider system on behalf of the second consumer or
(ii) apayee designated by the second consumeras an intended

first consumer.

13. The method of claim 12, wherein receiving information
identifying a location of a first consumer comprises receiving
information identifying a location of a first consumer during
an enrollment process of the first consumer.
14. The method of claim 12, wherein identifying one or
more payees of the second consumer comprises identifying at
least one of (i) a payee paid by the electronic commerce
service provider on behalf of the second consumer or (ii) a
payee designated by the second consumer as an intended

10

15

payee.

15. The method of claim 12, wherein identifying a second
consumer that has a location proximate to the location of first
consumer comprises identifying a plurality of consumers that
have a location proximate to the location of the first consumer,
wherein identifying one or more payees of the second
consumer comprises identifying one or more respective
payees for each of the plurality of consumers, and
wherein identifying at least one of the one or more payees
of the second consumeras a candidate payee of the first
consumer comprises identifying one or more of the
respective payees of the plurality of consumers as a
candidate payee of the first consumer.
16. The method of claim 12, wherein receiving information
identifying a location of a first consumer comprises receiving
a zip code in which the first consumer is located, and
wherein identifying a second consumer that has a location
proximate to the location of the first consumer com
prises identifying a second consumer that is located in
the zip code in which the first consumer is located.
17. A computer-implemented method, comprising:
receiving, via a network by an electronic commerce service
provider system comprising one or more computers,
information identifying a location of a first consumer;
accessing, by the electronic commerce service provider
system, a database including information associated
with service provider consumers that the electronic
commerce service provider system provides a payment
service to:

identifying, by the electronic commerce service provider
system based at least in part on the accessed information
associated with the service provider consumers, a sec
ond consumer of the electronic commerce service pro
vider system that has a location proximate to the location
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least one identified candidate payee is presented to the con
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first consumer and an indication of the at least one iden

tified candidate payee of the first consumer.

23. A system, comprising: at least one communications
interface operable to receive, via a network, information iden
tifying a location of a first consumer;
at least one memory operable to store information associ
ated with service provider consumers that an electronic
commerce service provider provides a payment service
to; and
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accessed information, a second consumer of the elec

tronic commerce service provider that has a location
proximate to the location of the first consumer, (iii)
identify one or more payees of the second consumer to
whom the electronic commerce service provider is oper
able to submit payments on behalf of the second con
Sumer, (iv) determine that at least one of the one or more
payees of the second consumer is an electronic biller
having bills available for electronic presentment, and
(iv) identify the at least one payee having bills available
for electronic presentment as a candidate payee of the
first consumer.

identifying, by the electronic commerce service provider
system, at least one of the one or more payees of the
second consumer as a candidate payee of the first con
Sumer,

Sumer in a second form.

at least one processor operable to (i) access the stored
information, (ii) identify, based at least in part on the

consumer,

identifying, by the electronic consumer service provider, at
least one definite payee of the first consumer, and
transmitting, by the electronic commerce service provider
system via the network, a message comprising an indi
cation of the at least one identified definite payee of the

20. The method of claim 17, wherein identifying a second
consumer that has a location proximate to the location of first
consumer comprises identifying a plurality of consumers that
have a location proximate to the location of the first consumer,
wherein identifying one or more payees of the second
consumer comprises identifying one or more respective
payees for each of the plurality of consumers, and
wherein identifying at least one of the one or more payees
of the second consumeras a candidate payee of the first
consumer comprises identifying one or more of the
respective payees of the plurality of consumers as a
candidate payee of the first consumer.
21. The method of claim 17, wherein receiving information
identifying a location of a first consumer comprises receiving
a Zip code in which the first consumer is located, and
wherein identifying a second consumer that has a location
proximate to the location of the first consumer com
prises identifying a second consumer that is located in
the zip code in which the first consumer is located.
22. The method of claim 17, wherein transmitting a mes
sage comprises transmitting a message such that the indica
tion of the at least one identified definite payee is presented to
the first consumer in a first form and the indication of the at

of the first consumer;

identifying, by the electronic commerce service provider
system, one or more payees of the second consumer to
whom the electronic commerce service provider system
is operable to submit payments on behalf of the second

payee.
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24. The system of claim 23, wherein the information iden
tifying a location of a first consumer is received by the at least
one communications interface during an enrollment process
of the first consumer with the electronic commerce service
provider.
25. The system of claim 23, wherein the at least one pro
cessor is further operable to identify one or more payees of the
second consumer by identifying at least one of (i) one or more
payees paid by the electronic commerce service provider on
behalf of the second consumer or (ii) one or more payees
designated by the second consumer as an intended payee.

