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(57) ABSTRACT 

A method and system are provided for associating a meter to 
a mesh gate through a mesh network. The method may 
include selecting a prospective mesh network. The method 
may include automatically transmitting a neighbor request to 
the prospective mesh network. The method may include 
receiving a neighbor response from a neighbor node from 
different mesh networks. The method may include transmit 
ting an association request to mesh gate via the prospective 
mesh network. The method may include receiving an asso 
ciation response responsive to a successful authentication by 
the mesh gate. 
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METHOD AND SYSTEM FOR CREATING 
AND MANAGING ASSOCATION AND 
BALANCING OF AMESH DEVICE INA 

MESH NETWORK 
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Creating and Managing Association and Balancing of a 
Mesh Device in a Mesh Network, filed Nov. 21, 2008 
(TR0038-US). 

FIELD OF THE INVENTION 

0035. This invention pertains generally to methods and 
systems for creating and managing association and balancing 
of a mesh device in a mesh network and more particularly to 
methods and systems for automatically creating associations 
and for managing such associations to maintain balance of 
one or more mesh devices in a mesh network. 

BACKGROUND 

0036. A mesh network is a wireless network configured to 
route data between nodes within a network. It allows for 
continuous connections and reconfigurations around broken 
or blocked paths by retransmitting messages from node to 
node until a destination is reached. Mesh networks differ 
from other networks in that the component parts can all con 
nect to each other via multiple hops. Thus, mesh networks are 
self-healing: the network remains operational when a node or 
a connection fails. 
0037 Advanced Metering Infrastructure (AMI) or 
Advanced Metering Management (AMM) are systems that 
measure, collect and analyze utility usage, from advanced 
devices such as electricity meters, gas meters, and water 
meters, through a network on request or a pre-defined sched 
ule. This infrastructure includes hardware, Software, commu 
nications, customer associated systems and meter data man 
agement software. The infrastructure collects and distributes 
information to customers, Suppliers, utility companies and 
service providers. This enables these businesses to either 
participate in, or provide, demand response solutions, prod 
ucts and services. Customers may alter energy usage patterns 
from normal consumption patterns in response to demand 
pricing. This improves system load and reliability. 
0038 A meter may be installed on a power line, gas line, or 
water line and wired into a power grid for power. Newly 
installed meters may associate with a specified network iden 
tifier entered by a user during installation. Alternatively, the 
user may initiate an association window during which a meter 
may associate with a nearby mesh network. 

SUMMARY OF THE INVENTION 

0039. A method and system provide for automatic asso 
ciation and balancing of a mesh device in a mesh network. 
The user is not required to input a network identifier or initiate 
an association widow. When a meter is installed and powers 
up, it automatically detects nearby mesh networks. Each 
mesh network may be associated with a mesh gate that com 
municates with a server over a wide area network. 
0040. The meter attempts to associate with a prospective 
mesh network by transmitting a request and an authentication 
key to a mesh gate. Once associated with a mesh network, the 
meter may begin transmitting sensor readings to a server via 
the mesh network and executing received instructions. The 
meter may periodically check for alternative mesh networks 
to associate with, for example, with a lower mesh gate load or 
signal quality. 
0041. In one aspect there is provided a method of associ 
ating a meter to a mesh network, comprising: selecting a 
prospective mesh network; automatically transmitting a 
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neighbor request to the prospective mesh network; receiving 
a neighbor response from a mesh gate via the prospective 
mesh network; transmitting an association request to mesh 
gate via the prospective mesh network, the association 
request including a meter identifier; and receiving an asso 
ciation response responsive to a successful authentication by 
the mesh gate. 
0042. In another aspect there is provided a method of 
associating a meter to a mesh network, comprising: receiving 
an automatically transmitted neighbor request from the meter 
through the mesh network, the neighbor request received 
responsive to a transmitted mesh network identifier on a pre 
defined channel; transmitting a neighbor response to the 
meter through the mesh network; receiving an association 
request, the association request including a meter identifier 
and an authentication key; and responsive to Successfully 
authenticating the authentication key, transmitting an asso 
ciation response and adding the meter identifier to a neigh 
borhood table. 
0043. In another aspect there is provided a system for 
transmitting a network power status, comprising: a prospec 
tive mesh network; a wide area network separate from the 
prospective mesh network; at least one meter, the meter con 
figured to: (i) detect the prospective mesh network, (ii) auto 
matically transmit an association request to the prospective 
mesh network, and (iii) associate with the prospective mesh 
network; a mesh gate in communication with the prospective 
mesh network and in communication with the wide area 
network, the mesh gate configured to: (i) receive the auto 
matically transmitted association request from the meter, and 
(ii) responsive to successfully authenticating the meter, trans 
mit an association response to the meter and adding the meter 
identifier to a neighborhood table; and a server in communi 
cation with the mesh gate over the wide area network, the 
server configured to receive the meter identifier from the 
mesh gate. 
0044. In another aspect there is provided a computer pro 
gram Stored in a computer readable form for execution in a 
processor and a processor coupled memory for to perform a 
method of associating a meter, the method comprising: 
selecting a prospective mesh network; automatically trans 
mitting a neighbor request to the prospective mesh network; 
receiving a neighbor response from a mesh gate via the pro 
spective mesh network; transmitting an association request to 
mesh gate via the prospective mesh network, the association 
request including a meter identifier; and receiving an asso 
ciation response responsive to a successful authentication by 
the mesh gate. 
0045. In another aspect there is provided a computer pro 
gram Stored in a computer readable form for execution in a 
processor and a processor coupled memory for to perform a 
method of associating a meter to a mesh network, the method 
comprising: receiving an automatically transmitted neighbor 
request from the meter through the mesh network, the neigh 
bor request received responsive to a transmitted mesh net 
work identifier on a predefined channel; transmitting a neigh 
bor response to the meter through the mesh network; 
receiving an association request, the association request 
including a meter identifier and an authentication key; and 
responsive to Successfully authenticating the authentication 
key, transmitting an association response and adding the 
meter identifier to a neighborhood table. 
0046. In another aspect there is provided a method of 
associating a meter to a mesh network, comprising: selecting 
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a prospective mesh network by the meter, the prospective 
mesh network associated with a mesh gate; automatically 
transmitting a neighbor request from the meter to the prospec 
tive mesh network; receiving the automatically transmitted 
neighbor request at the mesh gate from the meter through the 
prospective mesh network, the neighbor request received 
responsive to a transmitted mesh network identifier on a pre 
defined channel; transmitting a neighbor response from the 
mesh gate to the meter through the prospective mesh network; 
receiving the neighbor response at the meter from the mesh 
gate via the prospective mesh network; transmitting an asso 
ciation request from the meter to the mesh gate via the pro 
spective mesh network, the association request including a 
meter identifier; receiving the association request at the mesh 
gate, the association request including a meter identifier and 
an authentication key; responsive to Successfully authenticat 
ing the authentication key at the mesh gate, transmitting an 
association response and adding the meter identifier to a 
neighborhood table; and receiving an association response at 
the meter responsive to a Successful authentication by the 
mesh gate. 
0047. In another aspect there is provided a computer pro 
gram Stored in a computer readable form for execution in a 
processor and a processor coupled memory for to perform a 
method of associating a meter to a mesh network, the method 
comprising: selecting a prospective mesh network by the 
meter, the prospective mesh network associated with a mesh 
gate; automatically transmitting a neighbor request from the 
meter to the prospective mesh network; receiving the auto 
matically transmitted neighbor request at the mesh gate from 
the meter through the prospective mesh network, the neigh 
bor request received responsive to a transmitted mesh net 
work identifier on a predefined channel; transmitting a neigh 
bor response from the mesh gate to the meter through the 
prospective mesh network; receiving the neighbor response at 
the meter from the mesh gate via the prospective mesh net 
work; transmitting an association request from the meter to 
the mesh gate via the prospective mesh network, the associa 
tion request including a meter identifier, receiving the asso 
ciation request at the mesh gate, the association request 
including a meter identifier and an authentication key: 
responsive to successfully authenticating the authentication 
key at the mesh gate, transmitting an association response and 
adding the meter identifier to a neighborhood table; and 
receiving an association response at the meter responsive to a 
Successful authentication by the mesh gate. 
0048. In another aspect there is provided a system for of 
associating a meter to a mesh network, comprising: means for 
selecting a prospective mesh network by the meter, the pro 
spective mesh network associated with a mesh gate; means 
for automatically transmitting a neighbor request from the 
meter to the prospective mesh network; means for receiving 
the automatically transmitted neighbor request at the mesh 
gate from the meter through the prospective mesh network, 
the neighbor request received responsive to a transmitted 
mesh network identifier on a predefined channel; means for 
transmitting a neighbor response from the mesh gate to the 
meter through the prospective mesh network; means for 
receiving the neighbor response at the meter from the mesh 
gate via the prospective mesh network; means for transmit 
tinganassociation request from the meter to the mesh gate via 
the prospective mesh network, the association request includ 
ing a meter identifier, means for receiving the association 
request at the mesh gate, the association request including a 
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meter identifier and an authentication key; means for respon 
sive to Successfully authenticating the authentication key at 
the mesh gate, transmitting an association response and add 
ing the meter identifier to a neighborhood table; and means 
for receiving an association response at the meter responsive 
to a successful authentication by the mesh gate. 
0049. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0050 FIG. 1 illustrates an example system for providing 
AMI communications over a mesh network. 
0051 FIG. 2A illustrates an example meter for use within 
a mesh network. 
0.052 FIG. 2B illustrates an example mesh gate for use 
within a mesh network. 
0053 FIG. 3 illustrates an example network stack for use 
within a mesh radio. 
0054 FIG. 4A illustrates a first example procedure for 
associating a meter with a mesh network. 
0055 FIG. 4B illustrates a second example procedure for 
associating a meter with a mesh network. 
0056 FIG. 5 illustrates an example association schematic. 

DETAILED DESCRIPTION OF THE INVENTION 

0057 FIG. 1 illustrates an example system for providing 
AMI communications over a mesh network. A mesh network 
A 100 may include a mesh gate A 102 and a plurality of 
meters: meters A104, B106, C108, D110, E 112, and F 114. 
A mesh gate may also be referred to as a NAN-WAN gate or 
an access point. The mesh gate A102 may communicate with 
a server 118 over a wide area network 116. Optionally, a mesh 
gate B120 and a mesh network B 122 may also communicate 
with the server 118 over the wide area network (WAN) 116. 
0058. In one example embodiment, the server 118 is 
known as a "head end. The mesh gate may also be known as 
a collector, a concentrator, or an access point. 
0059. It will be appreciated that a mesh device association 
can include a registration for application service at the mesh 
gate A102 or the server 118. The mesh gate A102 and the 
server 118 can maintain a table of available applications and 
services and requesting mesh devices. 
0060 Optionally, a mesh gate C 124 and a mesh network 
C 126 may also communicate with the server 118 over the 
wide area network 116. 
0061 The mesh network A 100 may include a plurality of 
mesh gates and meters which cover a geographical area. The 
meters may include utility sensors and be part of an AMI 
system and communicate with the mesh gates over the mesh 
network. For example, the AMI system may monitor utilities 
usage, such as gas, water, or electricity usage and usage 
patterns. Alternative mesh devices include thermostats, user 
displays, and other components for monitoring utilities. 
0062. The mesh gate A 102 may provide a gateway 
between the mesh network A 100 and a server, discussed 
below. The mesh gate A 102 may include a mesh radio to 
communicate with the mesh network A 100 and a WAN 
communication interface to communicate with a WAN. 
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0063. The mesh gate A 102 may aggregate information 
from meters within the mesh network A 100 and transmit the 
information to the server. The mesh gate A 102 may be as 
depicted below. It will be appreciated that while only one 
mesh gate is depicted in the mesh network A100, any number 
of mesh gates may be deployed within the mesh network A 
100, for example, to improve transmission bandwidth to the 
server and provide redundancy in the mesh network. A typical 
system will include a plurality of mesh gates within the mesh 
network. In a non-limiting embodiment for an urban or met 
ropolitan geographical area, there may be between 1 and 100 
mesh gates, but this is not a limitation of the invention. In one 
embodiment, each mesh gate Supports approximately 400 
meters, depending on system requirements, wireless recep 
tion conditions, available bandwidth, and other consider 
ations. It will be appreciated that it is preferable to limit meter 
usage of bandwidth to allow for future upgrades. 
0064. The meters. A 104, B 106, C108, D110, E 112, and 
F 114 may each be a mesh device, such as a meter depicted 
below. The meters may be associated with the mesh network 
A 100 through direct or indirect communications with the 
mesh gate A 102. Each meter may forward transmissions 
from other meters within the mesh network A100 towards the 
mesh gate A. It will be appreciated that while only six meters 
are depicted in the mesh network A 100, any number of 
meters may be deployed to cover any number of utility lines 
or locations. 

0065. As depicted, only meters A 104 and D 110 are in 
direct communications with mesh gate A 102. However, 
meters B 106, E 112 and F 114 can all reach mesh gate A102 
through meter D 110. Similarly, meter C 108 can reach mesh 
gate A102 through meter E 112 and meter D 110. 
0066. The WAN 116 may be a communication medium 
capable of transmitting digital information. For example, the 
WAN 116 may be the Internet, a cellular network, a private 
network, a phone line configured to carry a dial-up connec 
tion, or any other network. 
0067. The server 118 may be a computing device config 
ured to receive information, Such as meter readings, from a 
plurality of mesh networks and meters. The server 118 may 
also be configured to transmit instructions to the mesh net 
works, mesh gates, and meters. 
0068. It will be appreciated that while only one server is 
depicted, any number of servers may be used in the AMI 
system. For example, servers may be distributed by geo 
graphical location. Redundant servers may provide backup 
and failover capabilities in the AMI system. 
0069. The optional mesh gates B 120 and C 124 may be 
similar to mesh gate A102, discussed above. Each mesh gate 
may be associated with a mesh network. For example, mesh 
gate B 120 may be associated with mesh network B 122 and 
mesh gate C 124 may be associated with mesh network C126. 
0070. The mesh network B 122 and the mesh network C 
126 may be similar to the mesh network A 102. Each mesh 
network may include a plurality of meters (not depicted). 
Each mesh network may include meters covering a geo 
graphical area, Such as a premise, a house, a residential build 
ing, an apartment building, or a residential block. Alterna 
tively, the mesh network may include a utilities network and 
be configured to measure utilities flow at each sensor. Each 
mesh gate communicates with the server over the WAN, and 
thus the server may receive information from and control a 
large number of meters or mesh devices. Mesh devices may 
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be located wherever they are needed, without the necessity of 
providing wired communications with the server. 
0071 FIG. 2A illustrates an example meter for use within 
a mesh network. A meter 200 may include a radio 202, a 
communication card 204, a metering sensor 206, and a bat 
tery or other power or energy storage device or source 208. 
The radio 202 may include a memory 210, a processor 212, a 
transceiver 214, and a microcontroller unit (MCU) 216 or 
other processor or processing logic. 
0072 A mesh device can be any device configured to 
participate as a node within a mesh network. An example 
mesh device is a mesh repeater, which can be a wired device 
configured to retransmitted received mesh transmissions. 
This extends a range of a mesh network and provides mesh 
network functionality to mesh devices that enter sleep cycles. 
0073. The meter 200 may be a mesh device communicat 
ing with a mesh gate and other mesh devices over a mesh 
network. For example, the meter 200 may be a gas, water or 
electricity meter installed in a residential building or other 
location to monitor utilities usage. The meter 200 may also 
control access to utilities on server instructions, for example, 
by reducing or stopping the flow of gas, water or electricity. 
0074 The radio 202 may be a mesh radio configured to 
communicate with a mesh network. The radio 202 may trans 
mit, receive, and forward messages to the mesh network. Any 
meter within the mesh network may thus communicate with 
any other meter or mesh gate by communicating with its 
neighbor and requesting a message be forwarded. 
0075. The communication card 204 may interface 
between the radio 202 and the sensor 206. Sensor readings or 
other data may be converted to radio signals for transmission 
over the radio 202. The communication card 204 may include 
encryption/decryption functionality or other security mea 
Sures to protect the transmitted data. In addition, the commu 
nication card 204 may decode instructions received from the 
SeVe. 

0076. The metering sensor 206 may be a gas, water, or 
electricity meter sensor, or another sensor. For example, digi 
tal flow sensors may be used to measure a quantity of water or 
gas flowing into a residence or building. Alternatively, the 
sensor 206 may be an electricity meter configured to measure 
a quantity of electricity flowing over a power line. 
0077. The battery or other energy storage device 208 may 
be configured to independently power the meter 200 during a 
power outage. For example, the battery 208 may be a large 
capacitor storing electricity to power the meter 200 for at least 
five minutes (or other predetermined period of time) after a 
power outage. Small compact but high capacity capacitors 
known as Super capacitors are known in the art and may 
advantageously be used. One exemplary Super capacitoris the 
SESSCAP 50f2.7 v18x30mm capacitor. Alternative battery 
technologies may be used, for example, galvanic cells, elec 
trolytic cells, fuel cells, flow cells, and voltaic cells. 
0078. It will be appreciated that the radio 202, communi 
cation card 204, metering sensor 206 and battery 208 may be 
modular and configured for easy removal and replacement. 
This facilitates component upgrading over a lifetime of the 
meter 200. 

(0079. The memory 210 of the radio 202 may store instruc 
tions and run-time variables for execution. For example, the 
memory 210 may include both volatile and non-volatile 
memory. The memory 210 may also store a history of sensor 
readings from the metering sensor 206 and an incoming 
queue of server instructions. 
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0080. The processor 212 of the radio 202 may execute 
instructions, for example, stored in memory 210. Instructions 
stored in memory 210 may be ordinary instructions, for 
example, provided at time of meter installation, or special 
instructions received from the server during run time. 
0081. The transceiver 214 of the radio 202 may transmit 
and receive wireless signals to a mesh network. The trans 
ceiver 214 may be configured to transmit sensor readings and 
status updates under control of the processor 212. The trans 
ceiver 214 may receive server instructions from a server, 
which are communicated to the memory 210 and the proces 
Sor 212. 
I0082 In the example of FIG. 2A, the MCU 216 can 
execute firmware or software required by the meter 200. The 
firmware or software can be installed at manufacture or via a 
mesh network over the radio 202. 
0083. In one embodiment, any number of MCUs can exist 
in the meter 200. For example, two MCUs can be installed, a 
first MCU for executing firmware handling communication 
protocols, and a second MCU for handling applications. 
0084 Meters may be located in geographically dispersed 
locations within an AMI system or infrastructure. For 
example, a meter may be located near a gas line, an electric 
line, or a water line entering a building or premise to monitor 
a quantity of gas, electricity, or waterflowing through the line. 
The meter may communicate with other meters and mesh 
gates through a mesh network. The meter may transmit meter 
readings and receive instructions via the mesh network. 
0085. It will be appreciated that a mesh device and a mesh 
gate can share the architecture of meter 200. The radio 202 
and the MCU 216 provide the necessary hardware, and the 
MCU 216 executes any necessary firmware or software. 
I0086 FIG.2B illustrates a non-limiting example of a mesh 
gate for use within a mesh network. The mesh gate 230 may 
include a mesh radio 232, a wide area network interface 234, 
a battery 236, and a processor 238. The mesh radio 232 may 
include a memory 242, a processor 244, and a transceiver 246. 
0087. The mesh gate 230 may interface between mesh 
devices (for example, meters) in a mesh network and a server. 
For example, meters may be as discussed above. The mesh 
gate 230 may be installed in a central location relative to the 
meters and also communicate with a server over a WAN. 
0088. The mesh radio 232 may be a mesh radio configured 
to communicate with meters over a mesh network. The radio 
232 may transmit, receive, and forward messages to the mesh 
network. 
I0089. The WAN interface 234 may communicate with a 
server over a WAN. For example, the WAN may be a cellular 
network, a private network, a dial-up connection, or any other 
network. The WAN interface 234 may include encryption/ 
decryption functionality or other security measures to protect 
data being transmitted to and from the server. 
0090 The battery or other energy storage device 236 may 
be configured to independently power the mesh gate 230 
during a power outage. For example, the battery 236 may be 
a large capacitor storing electricity to power the mesh gate 
230 for at least five minutes (or other predetermined period of 
time) after a power outage. 
0091. The processor 238 may control the mesh radio 232 
and the WAN interface 234. Meter information received from 
the meters over the mesh radio 232 may be compiled into 
composite messages for transmission to the server. Server 
instructions may be received from the WAN interface 234 and 
transmitted to meters in the mesh network for execution. 
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Server instructions may also be received from the WAN inter 
face 234 for execution by the processor 238. 
0092. It will be appreciated that the mesh radio 232, WAN 
interface 234, battery 236, and processor 238 may be modular 
and configured for easy removal and replacement. This facili 
tates component upgrading over a lifetime of the mesh gate 
23O. 
(0093. The memory 242 of the mesh radio 232 may store 
instructions and run-time variables of the mesh radio 232. For 
example, the memory 242 may include both volatile and 
non-volatile memory. The memory 242 may also store a 
history of meter communications and a queue of incoming 
server instructions. For example, meter communications may 
include past sensor readings and status updates. 
0094. The processor 244 of the mesh radio 232 may 
execute instructions, for example, stored in memory 242. 
Instructions stored in memory 242 may be ordinary instruc 
tions, for example, provided at time of mesh gate installation, 
or special instructions received from the server during run 
time. 
(0095. The transceiver 246 of the mesh radio 232 may 
transmit and receive wireless signals to a mesh network. The 
transceiver 246 may be configured to receive sensor readings 
and status updates from a plurality of meters in the mesh 
network. The transceiver 246 may also receive server instruc 
tions, which are communicated to the memory 242 and the 
processor 244. 
0096. A mesh gate may interface between a mesh network 
and a server. The mesh gate may communicate with meters in 
the mesh network and communicate with the server over a 
WAN network. By acting as a gateway, the mesh gate for 
wards information and instructions between the meters in its 
mesh network and the server. 
0097 FIG. 3 illustrates an example network stack for use 
within a mesh radio. A radio 300 may interface with an 
application process 302. The application process 302 may 
communicate with a network Stack including an application 
layer 304, which communicates with a transport layer 306, a 
network layer 308, a data link layer 310, and a physical layer 
312. 

0098. The radio 300 may be a mesh radio as discussed 
above. For example, the radio 300 may be a component in a 
meter, a mesh gate, or any other mesh device configured to 
participate in a mesh network. The radio 300 may be config 
ured to transmit wireless signals over a predetermined or 
dynamically determined frequency to other radios. 
0099. The application process 302 may be an executing 
application that requires information to be communicated 
over the network Stack. For example, the application process 
302 may be software supporting an AMI system. 
0100. The application layer 304 interfaces directly with 
and performs common application services for application 
processes. Functionality may include semantic conversion 
between associated application processes. For example, the 
application layer may be implemented as ANSI C 12.12/22. 
0101 The transport layer 306 responds to service requests 
from the application layer and issues service requests to the 
Network layer. It delivers data to the appropriate application 
on the host computers. For example, the layer may be imple 
mented as TCP (Transmission Control Protocol), and UDP 
(User Datagram Protocol). A more detailed description of an 
exemplary transport layer is found in U.S. patent application 
Ser. No. (Attorney Docket No. TR0003-US) filed 
Nov. 2008 and entitled “Efficient And Compact 
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Transport Layer And Model For An Advanced Metering 
Infrastructure (AMI) Network, which is incorporated herein 
by reference in its entirety. 
0102) The network layer 308 is responsible for end to end 
(source to destination) packet delivery. The layer's function 
ality includes transferring variable length data sequences 
from a source to a destination via one or more networks while 
maintaining the quality of service, and error control func 
tions. Data will be transmitted from its source to its destina 
tion, even if the transmission path involves multiple hops. 
0103) The data link layer 310 transfers data between adja 
cent network nodes in a network, wherein the data is in the 
form of packets. The layer provides functionality including 
transferring data between network entities and error correc 
tion/detection. For example, the layer may be implemented as 
IEEE 802.15.4. 
0104. The physical layer 312 may be the most basic net 
work layer, transmitting bits over a data link connecting net 
work nodes. No packet headers or trailers are included. The 
bit stream may be grouped into code words or symbols and 
converted to a physical signal, which is transmitted over a 
transmission medium, Such as radio waves. The physical 
layer provides an electrical, mechanical, and procedural inter 
face to the transmission medium. For example, the layer may 
be implemented as IEEE 802.15.4. 
0105. The network stack provides different levels of 
abstraction for programmers within an AMI system. Abstrac 
tion reduces a concept to only information which is relevant 
for a particular purpose. Thus, each level of the network stack 
may assume the functionality below it on the Stack is imple 
mented. This facilitates programming features and function 
ality for the AMI system. 
0106 FIG. 4A illustrates a first example procedure for 
associating a meter with a mesh network. A mesh device, Such 
as a meter, may be installed at a location and, upon installa 
tion, may automatically search for nearby mesh networks 
after power-on. The meter finds an appropriate mesh network 
and associates with it after authentication. The meter may 
then utilize the mesh network to communicate sensor read 
ings and receive instructions or commands. 
0107 More particularly, in 400, the meter may attempt to 
detect active mesh networks via its radio transceiver. If more 
than one mesh network is available, the meter may compile a 
list of mesh networks in service within radio range and collect 
information on each mesh network. For example, the meter 
may determine a signal strength, a network name, a Supported 
version number of each mesh network and other information 
described in further detail below that is relevant to finding and 
selecting an appropriate network with which to associate. 
0108. The mesh network information received by the 
unassociated meter is periodically broadcast from one or 
more mesh gates as a banner containing a network name and 
a network identifier. The meter may attempt to receive and 
parse or interpret the banner in order to determine nearby 
mesh networks. In one example, only the mesh gate may 
broadcast the banner, but each meter within the mesh network 
may forward, i.e., re-broadcast, the banner. In this way, 
meters outside direct radio range of the mesh gate may still 
participate in the mesh network through nearby neighbors. 
0109. In one example, the unassociated meter may 
actively scan all available radio channels to determine 
whether there are nearby mesh networks with which to asso 
ciate. Alternatively, the meter may actively transmit a neigh 
bor information request, as opposed to passively receiving 
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transmissions, on all available radio channels and awaits 
responses from nearby mesh networks. 
0110. In process or step 402, the meter may select a pro 
spective mesh network with which to associate through the 
mesh network's gate. From the list of mesh networks col 
lected above, the meter may parse the network name for a 
network prefix. The network prefix may determine, in part, 
services offered by the mesh network. Alternatively, the net 
work prefix may determine a provider of the mesh network. 
Based on the services offered or a registered provider of a 
mesh network, the meter may select the prospective mesh 
network. 
0111. The meter may further select the prospective mesh 
gate based on the number of hops to the prospective mesh 
gate, the actual load of the prospective mesh gate, the number 
of potential neighbors on the network associated with the 
prospective mesh gate, the qualities of the different links 
between the associating node and the mesh gate. A Smaller 
number of hops, a lower load, a higher number of neighbors 
and a better link quality for all the links between the associ 
ating node and the mesh gate are preferable 
0112. It will be appreciated that the meter may be outside 
direct radio range of the mesh gate. However, communica 
tions from the gate and/or other meters or mesh devices 
within the network may be forwarded through neighboring 
meters in accordance with mesh network protocols. 
0113. In one embodiment, the meter can retrieve associa 
tion parameters from an accessible memory. Example asso 
ciation parameters include a minimum delay before associa 
tion after power up, a random wait period before association 
after power up, a retry period, and a periodic re-association 
attempt to find a better mesh network. 
0114. In process or step 404, the meter may transmit a 
neighbor request to the selected prospective mesh gate 
selected above. The neighbor request may include a meter 
identifier and relevant meter status. The meter status may 
include, for example, a list of sensors provided by the meter 
and services requested by the meter. A schedule of Supported 
sensor reading transmission may be transmitted, for example, 
indicating whether the meter will transmit sensor readings 
every minute, hour, day, or according to other rules or policies 
or the like and any blackout periods. 
0.115. As described above, if the meter is not in direct radio 
range of the mesh gate, the communications may be relayed 
or forwarded through the mesh network. The meter may first 
transmit to a neighboring mesh device, which then forwards 
the communication on to one or more mesh gates associated 
with the mesh network. It will be appreciated that the above 
Sub-process may be executed automatically on power-up of 
the meter. No further input from a user may be required. 
Alternatively, the association process could be initiated by an 
installer either at the point of installation with a manual trig 
ger or wirelessly. 
0116. In process or step 406, the meter may receive a 
neighbor response to its neighbor request. Responsive to 
receiving the neighbor request from the meter, the mesh gate 
may compile and transmit the neighbor response via the mesh 
network. The neighbor response may provide information to 
the meter regarding associating with the prospective mesh 
network. 
0117 For example, the neighbor response may include a 
next hop to the mesh gate, a number of hops to the mesh gate, 
a path quality and a mesh gate load. Number of hops is the 
number of hops from a meter to the gate. A path quality may 
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be an indicator of the signal quality of the path to the mesh 
gate. The quality indicators include: LQIrx which is the link 
quality when receiving from this node: LQItX which is the 
link quality when transmitting to this node; Min LQI class 
which is minimum Link Quality Index classification and is 
selected from excellent (3), good (2), poor (1) and no con 
nectivity (0); and Avg. LQI which is average link quality for 
both receiving and transmitting on each hop between two 
nodes. A mesh gate load may indicate remaining capacity at 
the meshgate. This information is stored in neighbortables on 
the memory of the meters for each neighboring meter and is 
aggregated for all meters and stored in a neighborhood table 
at the gates or gates of the network. 
0118. In process or step 408, the meter may optionally test 
whether a time out has occurred. For example, the meter may 
wait for a predetermined or dynamically determined timeout 
period to receive a neighbor response above. If the timeout 
expires without receiving a neighbor response, the meter may 
proceed to process or step 400. If the timeout has not yet 
expired, the meter may continue to wait for the neighbor 
response in process or step 406. 
0119. In one embodiment, processes or steps 404, 406, and 
408 can be executed in parallel to determine information on 
the mesh network. 
0120 In process or step 410, the meter may transmit an 
association request to the mesh gate via the mesh network. 
The association request may indicate a meter's desire to asso 
ciate with the prospective mesh network selected above. For 
example, the association request may further include a meter 
identifier. 
0121. In an alternative example, the meter may parse the 
neighbor response received above and decide the prospective 
network is not appropriate. The meter may then proceed to 
402 and select another prospective mesh network. 
0122. In process or step 412, the meter may test whetheran 
association response was received. Responsive to receiving 
the association request from the meter, the mesh gate may 
associate the meter with the mesh network and transmit an 
association response. Similar to above, the association 
response may be forwarded through the mesh network. 
0123 For example, the mesh gate may check a mesh gate 
load factor before allowing the meter to associate. The mesh 
gate may also authenticate the meter before allowing the 
meter to associate. For example, the meter may transmit an 
authentication key Verifying its identity. For example, the 
mesh gate may look up the meter table at a server or in a look 
up table to verify the meter is authorized to associate. 
0.124. In process or step 414, the meter may optionally test 
whether a time out has occurred. For example, the meter may 
wait for a predetermined or dynamically determined timeout 
period to receive an association response above. If the timeout 
expires without receiving an association response, the meter 
may proceed to process or step 400 where another network is 
selected. If the timeout has not yet expired, the meter may 
continue to wait for the association response in process or step 
412. 

0.125. In process or step 416, the meter may associate with 
the mesh network. The meter may update an internal neighbor 
table with a mesh network identifier, a mesh network name, 
and neighbor information Such as a next hop and a number of 
hops to the mesh gate. 
0126 Future communications may be transmitted to the 
next hop, a nearby neighboring mesh device in the mesh 
network. After the meter is associated with the mesh network, 
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it may act as a neighboring mesh device for other new meters 
searching for a mesh network to associate with. 
I0127. In process or step 418, the meter may test whether a 
predefined trigger for re-association has occurred. For 
example, the meter may attempt to re-associate every 48 
hours or according to Some other predetermined or dynami 
cally determined schedule, rules, or policies. For example, the 
meter may attempt to re-associate if a new mesh gate is 
installed and activated. The newly installed mesh gate may 
transmit a banner, which indicates a new mesh gate is avail 
able for association. 

0128. In one embodiment, the meter will check for a better 
mesh network every 48 hours if already associated with a 
mesh network. In one embodiment, the meter will attempt to 
associate with a mesh network every hour, or some other 
predetermined interval, if it is not yet associated with a mesh 
network. 

I0129. The meter may associate with a new prospective 
mesh network if it is better according to a predetermined or 
dynamically determined formula. A mesh network and mesh 
gate may be better if it provides a lower mesh gate load, a 
better network signal, a lower number of hops, or the like. 
Other factors considered in determining whether a prospec 
tive mesh network is better are number of neighbors and a 
minimum signal quality. 
I0130 FIG. 5 illustrates a specific embodiment, wherein 
meter X is within range of both network A100 and network B 
120. More particularly, meter X’s immediate neighbors are 
meter A1 104 and meter B2132. As discussed above, meter X 
collects neighbor data from meters A1 104 and B2 132 via 
Paths 1 and 2, which allows meter X to make a determination 
regarding where to send the association request, i.e., mesh 
gate. A 102 or A2 122. Table 1 below illustrates exemplary 
data for neighbor meters A1 104 and B2 132 that is used to 
compute an association ratio. 

TABLE 1 

Meter A1 Meter B2 

Next Hop Mesh Gate A Meter B1 
Number of hops 1 2 
Number of 4 3 
Neighbors 
Min LQI class Excellent Good 
Sum LQI 242 186 
MeshCate Load 43% 28% 
Router load 246 145 
tXLQI 238 133 

The association ratio can be a weighted Sum of a number of 
hops to the mesh gate, a mesh gate load, a number of local 
neighbors, and a minimum signal quality class of the path to 
the mesh gate. 
I0131 Referring to the exemplary Table 2 below, the for 
mula may weight a number of hops at 40% (HOP NUM 
WEIGHT), a meshgate (coordinator) load at 40% (COORD 
LOAD WEIGHT), a number of neighbors at 10% (NUM 
NEIGHBORS WEIGHT), and a signal quality at 10% (LQI 
CLASS WEIGHT). Other or different factors or weighting 
may be applied. 
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TABLE 2 

Default 
Weighting 
Factor Weighted Formula 

Weighting Factor Parameter Value in % Variable 

COORD LOAD WEIGHT 40 Coordinator Load 
HOP NUM WEIGHT 40 Number of Hops 
NUM NEIGHBORS WEIGHT 10 Number of Neighbors 
LQI CLASS WEIGHT 10 Min LQI Class 

Each individual meter may calculate a score for each mesh 
network within range according to the above formula and 
re-associate with a mesh network with the best score. More 
particularly, the ratio could be calculated as follows: 

(0132 IF Coordinator Load the is 100% 
I0133. Ignore this network 

0.134 IF Coordinator Load <20% 
0.135 Association Ratio=COORD LOAD 
WEIGHT 

0.136 ELSE 
0.137 Association Ratio=COORD LOAD 
WEIGHT-((Coordinator Load-20)/80) 

I0138 IF the Dedicated Router Flag of the selected 
Association Router is true 
0.139 Association Ratio+=HOP NUM WEIGHT 

O140 ELSE 
0141 Association Ratio+=HOP NUM WEIGHT 
(1-Number of Hops-1)/(MAX HOPS-1)) 

0142 IF Number of Neighbors >=ASSOCIATION 
NEIGHBORS 

0.143 Association Ratio+=NUM NEIGHBORS 
WEIGHT 

0144 ELSE 
(0145 Association Ratio+=NUM NEIGHBORS 
WEIGHT (Number of Neighbors/ASSOCIATION 
NEIGHBORS) 

0146 Association Ratio+=LQI CLASS WEIGHT 
(Min LQI Class/4) 

Where: 

0147 MAX HOPS=9 
0148 ASSOCIATION NEIGHBORS=5 

For meters A1 104 and B2 132, Table 2 below illustrates an 
example in accordance with what is shown in FIG. 5 and the 
ratio formula set forth above. Given this data, meter X would 
send an association request through Path 2 and meter A1 104 
to mesh gate A102. And assuming that mesh gate A102 has 
capacity and can authenticate meter X, meter X will associate 
with mesh gate A102. 

TABLE 2 

No. of 
Neighbor No. of hops Load Neighbors LQI class Total 

Meter A1 1 = 40% 28% 4 = 8% Excellent = 10% 86% 
Meter B2 2 = 35% 36% 3 = 6% Good = 7% 84% 

0149. It will be appreciated that alternative formulas may 
be used. It will be appreciated that this dynamically balances 
loads in environments with multiple mesh networks and mesh 
gates. Associated meters will automatically test whether 
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alternative mesh networks and mesh gates are better and 
automatically associated with selected networks. 
0150. The mesh gate may transmit the meter identifier to a 
server, as well as periodic sensor readings. The server may 
maintain a table of active meters within the system. 
0151. The above procedure associates a meter with a 
nearby mesh network and periodically re-associates with a 
better or more preferred nearby mesh network. Once associ 
ated with the mesh network, the meter may begin transmitting 
sensor readings and receiving instructions. It will be appre 
ciated that in the absence of an associated mesh network, the 
meter may continue to store sensor readings for future trans 
mission. 
0152. It will be appreciated that a mesh network comprises 
nodes, and nodes can be access points/mesh gates, water, gas, 
electricity, hydrogen, wind or other utility meters with or 
without sleep functionality, e.g., reduced functionality net 
work devices (RFND) or power conserving network devices 
(PCND), and any other mesh device configured to communi 
cate over a mesh network. 

0153 FIG. 4B illustrates a second example procedure for 
associating a meter with a mesh network. A mesh gate may 
establish a mesh network and interface between the mesh 
network and a server over a WAN. The mesh network may 
include one or more mesh devices, such as a meter. The 
procedure discussed below may allow a new meter to associ 
ate with the mesh network. 

0154) In process or step 450, the mesh gate may transmit a 
mesh network identifier. For example, the mesh network 
identifier may be transmitted in a banner on a predetermined 
or dynamically determined channel. The banner may be 
transmitted at predetermined or dynamically determined 
intervals and alert nearby mesh devices to the mesh gate. 
0155 The banner may further include a network name, a 
network channel, services offered by the mesh gate, a mesh 
gate provider, a mesh gate load, and any other information to 
help a meter decide whether to associate with the mesh gate. 
In one example, the banner may cease transmission of the 
banner when a mesh gate load exceeds a predetermined or 
dynamically determined threshold, or when the mesh gate is 
otherwise unable to associate new mesh devices. 

0156 The banner may be forwarded by mesh devices 
within the mesh network, thus expanding a geographic cov 
erage area of the mesh network. Thus, mesh devices outside 
direct radio range with the mesh gate may still associate with 
the mesh network. 
0157. In process or step 452, the mesh gate may test 
whether a neighbor request has been received from a new 
meter. The new meter may, responsive to receiving the above 
mesh network identifier, transmit a neighbor request. 
0158. It will be appreciated that the new meter may not be 
in direct radio range with the mesh gate, as discussed above. 
The mesh network may forward communications within the 
mesh network, including communications between the new 
meter and the mesh gate. 
0159. If a neighbor request has been received, the mesh 
gate may proceed to process or step 454. If the neighbor 
request has not been received, the mesh gate may wait a 
predetermined or dynamically determined period of time 
before retransmitting the mesh network identifier in process 
or step 450. 
0160. In process or step 454, the mesh gate may transmit a 
neighbor response to the new meter. Responsive to receiving 
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a neighbor request from a new meter, the mesh gate may 
compile and transmit a neighbor response indicating a status 
of the mesh network. 
0161 For example, the neighbor response may include a 
next hop to the mesh gate, a number of hops to the mesh gate, 
a path quality, a mesh gate load, and a router load. A next hop 
to the mesh gate may describe the next mesh device on a path 
from the new meter to the mesh gate. A path quality may bean 
indicator indicating a signal quality of the path. A mesh gate 
load may indicate remaining capacity at the mesh gate. A 
router load may indicate remaining capacity at the mesh 
device next on the path, if the new meter is not in direct radio 
range with the mesh gate and forwarding is required. 
0162. In process or step 456, the mesh gate may test 
whether an association request has been received from the 
new meter. Responsive to receiving and parsing the neighbor 
response, the new meter may decide to associate with the 
mesh network. For example, the new meter may decide based 
on factors discussed above. The association request may be 
sent to the mesh gate via the mesh network. 
0163 The mesh gate request may include a new meter 

identifier, an authentication key, Services required by the new 
meter, and any other information needed to associate the new 
meter to the mesh network. 
0164. In process or step 458, the mesh gate may optionally 

test whether a time out has occurred. For example, the mesh 
gate may wait for a predetermined or dynamically determined 
timeout period to receive the association request discussed 
above. If the timeout expires without receiving an association 
request, the mesh gate may proceed to process or step 452 
where the mesh gate waits for another neighbor request. If the 
timeout has not yet expired, the mesh gate may continue to 
wait for the association request process or step 456. 
0.165. In process or step 460, the mesh gate may authenti 
cate the new meter. For example, the mesh gate may test 
whether a received authentication key is correct, whether the 
new meter identifier is in a list of authorized meters. It will be 
appreciated that alternative security and authentication mea 
Sures may be used. 
0166 In another example, the authentication can occur 
before association. The new meter can authenticate itself via 
a commissioning server. In another example, the new meter 
can be preinstalled with a certificate, a symmetric key, or an 
asymmetric key used to authenticate itself to the mesh gate. 
0167 If the meter is authenticated, the mesh gate may 
proceed to process or step 464. If the meter is not authenti 
cated, the mesh gate may proceed to 464 and transmit an 
association rejection. 
0.168. In process or step 462, the mesh gate may optionally 

test whether a mesh gate load is below a predetermined or 
dynamically determined threshold. A mesh gate load may be 
a percentage of the mesh gate's capacity that is currently in 
use. For example, a mesh gate may be configured to Support 
a predetermined or dynamically determined number of mesh 
devices. As meters are associated into the mesh network, the 
mesh gate load may increase until it exceeds the threshold. At 
this point, no more meters may associate with the mesh net 
work. 
0169. If yes, the mesh gate may allow the new meter to 
associate in process or step 466. If no, the mesh gate may 
reject the association request in 464. 
0170 In process or step 464, the mesh gate may reject the 
association request and transmit an association rejection to 
the new meter. For example, if authentication of the new 
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meter failed or the mesh gate load exceeds a threshold as 
discussed above, the new meter's association request may be 
rejected and a rejection message transmitted to the new meter. 
0171 In process or step 466, the mesh gate may transmit 
an association response to the new meter. For example, the 
association response may be an acknowledgement of the 
association request and include information necessary to 
associate the new meter to the mesh network. 
0172 Transmitted information in the association response 
may include, for example, a requested service type, security 
information, a short address assigned by the mesh gate, a 
mesh key for mesh network communications, an association 
status, and any other relevant information. 
0173. In process or step 468, the mesh gate may add the 
meter identifier received above to a neighborhood table. The 
neighborhood table may be stored in memory accessible to 
the mesh gate and representall mesh devices associated with 
the mesh network. The mesh gate may execute any other 
required steps to associate the new meter with the mesh 
network. 
0.174. It will be appreciated that if the meter identifier is 
already included in the neighborhood table, for example, 
from a previous association, the meshgate may simply update 
the relevant neighborhood table. 
0.175. In process or step 470, the mesh gate may transmit 
the meter identifier to a server. The mesh gate may be in 
communication with the server over a wide area network or 
WAN. The server may track mesh devices through notifica 
tions from mesh gates in the system. 
0176 After the above procedure, the mesh network may 
now include the new meter. Sensor readings from the new 
meter may be transmitted to the server, while instructions 
from the server may be transmitted to the new meter for 
execution. 
0177 Although the above embodiments have been dis 
cussed with reference to specific example embodiments, it 
will be evident that the various modification, combinations 
and changes can be made to these embodiments. Accordingly, 
the specification and drawings are to be regarded in an illus 
trative sense rather than in a restrictive sense. The foregoing 
specification provides a description with reference to specific 
exemplary embodiments. It will be evident that various modi 
fications may be made thereto without departing from the 
broader spirit and scope as set forth in the following claims. 
The specification and drawings are, accordingly, to be 
regarded in an illustrative sense rather than a restrictive sense. 

What is claimed is: 
1. A method of associating a meter to a mesh network, 

compr1S1ng: 
selecting a prospective mesh network; 
automatically transmitting a neighbor request to the pro 

spective mesh network; 
receiving a neighbor response from a mesh gate via the 

prospective mesh network; 
transmitting an association request to the mesh gate via the 

prospective mesh network, the association request 
including a meter identifier, and 

receiving an association response responsive to a success 
ful authentication by the mesh gate. 

2. The method of claim 1, further comprising: 
responsive to an occurrence of a predefined trigger, auto 

matically associating with a second mesh network. 
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3. The method of claim 2, wherein the trigger is at least one 
of an expiration of a predefined time period, and an installa 
tion of a new mesh gate within radio range of the meter. 

4. The method of claim 1, wherein the neighbor request is 
transmitted to a neighboring meter associated with the pro 
spective mesh network. 

5. The method of claim 1, wherein the neighbor response 
includes any combination of one or more of the following: 

a next hop to the mesh gate; 
a number of hops to the mesh gate; 
a path quality; 
a mesh gate load; and 
a router load. 
6. The method of claim 1, wherein the neighbor response 

includes all of the following: 
a next hop to the mesh gate; 
a number of hops to the mesh gate; 
a path quality; 
a mesh gate load; and 
a router load. 

7. The method of claim 1, wherein the prospective mesh 
network is associated with: 

a network name, the network name including a network 
name prefix identifying a service provided by the mesh 
network; and 

a network identifier. 

8. The method of claim 1, wherein the mesh gate further 
checks a mesh gate load factor before sending the association 
response. 

9. The method of claim 1, wherein the mesh gate further 
transmits the meter identifier to a server. 

10. A method of associating a meter to a mesh network, 
comprising: 

receiving an automatically transmitted neighbor request 
from the meter through the mesh network, the neighbor 
request received responsive to a transmitted mesh net 
work identifier on a predefined channel; 

transmitting a neighbor response to the meter through the 
mesh network; 

receiving an association request, the association request 
including a meter identifier and an authentication key: 
and 

responsive to Successfully authenticating the authentica 
tion key, transmitting an association response and add 
ing the meter identifier to a neighborhood table. 

11. The method of claim 10, wherein the neighbor response 
includes at least one of and any combination of two or more 
of: 

a next hop to the mesh gate; 
a number of hops to the mesh gate; 
a path quality; 
a mesh gate load; and 
a router load. 

12. The method of claim 10, wherein the neighbor response 
includes all of the following: 

a next hop to the mesh gate; 
a number of hops to the mesh gate; 
a path quality; 
a mesh gate load; and 
a router load. 
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13. The method of claim 10, wherein the mesh network is 
associated with: 

a network name, the network name including a network 
name prefix identifying a service provided by the mesh 
network; 

a network identifier; and 
a network channel. 
14. The method of claim 10, further comprising: 
before transmitting the association response, Verifying a 
mesh gate load is below a predetermined threshold. 

15. The method of claim 10, further comprising: 
transmitting the network identifier and the meter identifier 

to a server over a wide area network. 
16. The method of claim 15, further comprising: 
forwarding communications between the server and the 

meter. 

17. A system for transmitting a network power status, 
comprising: 

a prospective mesh network; 
a wide area network separate from the prospective mesh 

network; 
at least one meter, the meter configured to: 

(i) detect the prospective mesh network, 
(ii) automatically transmit an association request to the 

prospective mesh network, and 
(iii) associate with the prospective mesh network; 

a mesh gate in communication with the prospective mesh 
network and in communication with the wide area net 
work, the mesh gate configured to: 
(i) receive the automatically transmitted association 

request from the meter, and 
(ii) responsive to Successfully authenticating the meter, 

transmit an association response to the meter and 
adding the meter identifier to a neighborhood table; 
and 

a server in communication with the mesh gate over the 
wide area network, the server configured to receive the 
meter identifier from the mesh gate. 

18. The system of claim 17, wherein the mesh gate is 
further configured to transmit a next hop to the mesh gate, a 
number of hops to the mesh gate, a path quality, a mesh gate 
load, and a router load to the meter. 

19. The system of claim 17, wherein the prospective mesh 
network is associated with 

a network name, the network name including a network 
name prefix identifying a service provided by the mesh 
network; 

a network identifier; and 
a network channel. 

20. The system of claim 17, the mesh gate further config 
ured to, before transmitting the association response, Verify 
ing a mesh gate load is below a predetermined threshold. 

21. The system of claim 20, the mesh gate configured to 
forward communications between the server and the meter. 

22. The system of claim 17, the system further comprising: 
a second prospective mesh network; and 
a second mesh gate in communication with the second 

prospective mesh network and the wide area network; 
wherein the meter is further configured to, responsive to an 

occurrence of a predefined trigger, automatically asso 
ciate with the second mesh network. 
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23. A computer program stored in a computer readable 
form for execution in a processor and a processor coupled 
memory for to perform a method of associating a meter, the 
method comprising: 

Selecting a prospective mesh network; 
automatically transmitting a neighbor request to the pro 

spective mesh network; 
receiving a neighbor response from a mesh gate via the 

prospective mesh network; 
transmitting an association request to mesh gate via the 

prospective mesh network, the association request 
including a meter identifier, and 

receiving an association response responsive to a Success 
ful authentication by the mesh gate. 

24. A computer program stored in a computer readable 
form for execution in a processor and a processor coupled 
memory for to perform a method of associating a meter to a 
mesh network, the method comprising: 

receiving an automatically transmitted neighbor request 
from the meter through the mesh network, the neighbor 
request received responsive to a transmitted mesh net 
work identifier on a predefined channel; 

transmitting a neighbor response to the meter through the 
mesh network; 

receiving an association request, the association request 
including a meter identifier and an authentication key: 
and 

responsive to Successfully authenticating the authentica 
tion key, transmitting an association response and add 
ing the meter identifier to a neighborhood table. 

25. A method of associating a meter to a mesh network, 
comprising: 

Selecting a prospective mesh network by the meter, the 
prospective mesh network associated with a mesh gate; 

automatically transmitting a neighbor request from the 
meter to the prospective mesh network; 

receiving the automatically transmitted neighbor request at 
the mesh gate from the meter through the prospective 
mesh network, the neighbor request received responsive 
to a transmitted mesh network identifier on a predefined 
channel; 

transmitting a neighbor response from the mesh gate to the 
meter through the prospective mesh network; 

receiving the neighbor response at the meter from the mesh 
gate via the prospective mesh network; 

transmitting an association request from the meter to the 
mesh gate via the prospective mesh network, the asso 
ciation request including a meter identifier; 

receiving the association request at the mesh gate, the 
association request including a meter identifier and an 
authentication key; 

responsive to Successfully authenticating the authentica 
tion key at the mesh gate, transmitting an association 
response and adding the meter identifier to a neighbor 
hood table; and 

receiving an association response at the meter responsive 
to a successful authentication by the mesh gate. 

26. A computer program stored in a computer readable 
form for execution in a processor and a processor coupled 
memory for to perform a method of associating a meter to a 
mesh network, the method comprising: 

Selecting a prospective mesh network by the meter, the 
prospective mesh network associated with a mesh gate; 
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automatically transmitting a neighbor request from the 
meter to the prospective mesh network; 

receiving the automatically transmitted neighbor request at 
the mesh gate from the meter through the prospective 
mesh network, the neighbor request received responsive 
to a transmitted mesh network identifier on a predefined 
channel; 

transmitting a neighbor response from the mesh gate to the 
meter through the prospective mesh network; 

receiving the neighbor response at the meter from the mesh 
gate via the prospective mesh network; 

transmitting an association request from the meter to the 
mesh gate via the prospective mesh network, the asso 
ciation request including a meter identifier; 

receiving the association request at the mesh gate, the 
association request including a meter identifier and an 
authentication key; 

responsive to Successfully authenticating the authentica 
tion key at the mesh gate, transmitting an association 
response and adding the meter identifier to a neighbor 
hood table; and 

receiving an association response at the meter responsive 
to a successful authentication by the mesh gate. 

27. A system for of associating a meter to a mesh network, 
comprising: 
means for selecting a prospective mesh network by the 

meter, the prospective mesh network associated with a 
mesh gate; 

means for automatically transmitting a neighbor request 
from the meter to the prospective mesh network; 

means for receiving the automatically transmitted neigh 
bor request at the mesh gate from the meter through the 
prospective mesh network, the neighbor request 
received responsive to a transmitted mesh network iden 
tifier on a predefined channel; 

means for transmitting a neighbor response from the mesh 
gate to the meter through the prospective mesh network; 

means for receiving the neighbor response at the meter 
from the mesh gate via the prospective mesh network; 

means for transmitting an association request from the 
meter to the mesh gate via the prospective mesh net 
work, the association request including a meter identi 
fier; 

means for receiving the association request at the mesh 
gate, the association request including a meter identifier 
and an authentication key; 

means for responsive to successfully authenticating the 
authentication key at the mesh gate, transmitting an 
association response and adding the meter identifier to a 
neighborhood table; and 

means for receiving an association response at the meter 
responsive to a successful authentication by the mesh 
gate. 

28. The system of claim 27, wherein the means for select 
ing a prospective mesh network by the meter comprises com 
puter-readable instructions and a microcontroller unit. 

29. The system of claim 27, wherein the means for auto 
matically transmitting a neighbor request from the meter to 
the prospective mesh network comprises computer-readable 
instructions and a microcontroller unit. 

30. The system of claim 27, wherein the means for receiv 
ing the automatically transmitted neighbor request at the 
mesh gate from the meter through the prospective mesh net 
work, the neighbor request received responsive to a transmit 
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ted mesh network identifier on a predefined channel, com 
prises computer-readable instructions and a microcontroller 
unit. 

31. The system of claim 27, wherein the means for trans 
mitting a neighbor response from the mesh gate to the meter 
through the prospective mesh network comprises computer 
readable instructions and a microcontroller unit. 

32. The system of claim 27, wherein the means for receiv 
ing the neighbor response at the meter from the mesh gate via 
the prospective mesh network comprises computer-readable 
instructions and a microcontroller unit. 

33. The system of claim 27, wherein the means for trans 
mitting an association request from the meter to the mesh gate 
via the prospective mesh network, the association request 
including a meter identifier comprises computer-readable 
instructions and a microcontroller unit. 
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34. The system of claim 27, wherein the means for receiv 
ing the association request at the mesh gate, the association 
request including a meter identifier and an authentication key 
comprises computer-readable instructions and a microcon 
troller unit. 

35. The system of claim 27, wherein the means for respon 
sive to Successfully authenticating the authentication key at 
the mesh gate, transmitting an association response and add 
ing the meter identifier to a neighborhood table, comprises 
computer-readable instructions and a microcontroller unit. 

36. The system of claim 27, wherein the means for receiv 
ing an association response at the meter responsive to a Suc 
cessful authentication by the mesh gate comprises computer 
readable instructions and a microcontroller unit. 
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