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SYSTEM AND METHODS FOR ASSIGNING SLOTS AND RESOLVING SLOT 
CONFLICTS IN AN ELECTRICAL DISTRIBUTION GRID

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. provisional patent application 

No.62/072,882, filed October 30, 2014, the disclosure of which is incorporated herein by 

reference in its entirety.

TECHNICAL FIELD

[0002] The present invention relates to data communication systems, methods and apparatus 

and more particularly to data communication systems methods and apparatus associated with 

electrical power distribution networks.

SUMMARY

[0003] Some embodiments relate to a system and method for detecting and resolving conflicts 

in transmissions between, for example, downstream transmitters (hereinafter “DT” or “DTs”) 

located on the edge of an electrical power distribution grid and devices located at an associated 

substation. By examining the frame and time slot of the conflict and inferring a possible DT 

involved in the transmission conflict and reassigning the DT’s transmission to another frame and 

time slot, the conflict should be resolved and the data being provided by the DT is not necessarily 

lost nor is its receipt unreasonably delayed. Moreover, if the DT has a plurality of scheduled 

transmissions during a period, then the slot assignments for each of the transmissions is 

rescheduled. In an aspect, the identification of a possible conflicting DT may be an iterative 

process whereby if a conflict appears to exist after a DT has already been reassigned slot 

assignment(s), then another DT may need to have its slot assignment reassigned. Some 

embodiments determine the conflict without regard to having a priori knowledge of the system 

topology and layout, or its electrical characteristics.

[0004] Some embodiments relate to a system and method for detecting and resolving 

transmissions by knowing to look for a signal to be received during a time slot. If, during that 

time slot, energy is detected within the communications passband and that is greater than noise on 

the system (i.e., candidate signal energy) and the length of the candidate signal energy is 

approximately the same length as a transmitted signal, then the system checks to see if a 

transmission header, e.g., a GLA signal, is present. If a GLA signal is present, then the signal is 

processed normally. If a GLA signal is not present, then the system checks which DT should be 

sending a transmission during that time slot, and reassigns that DT to another available time slot.
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9 BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The accompanying drawings, which are incorporated in and form part of the 

specification, illustrate embodiments of the present disclosure and, together with the description, 

serve to explain the principles of the embodiments.

[0006] For purposes of explanation, numerous specific details are set forth in order to provide 

a thorough understanding of the present disclosure. It will be apparent, however, to one skilled in 

the art that the present disclosure may be practiced without these specific details. In other 

instances, well-known structures and devices are shown in block diagram form in order to avoid 

unnecessarily obscuring the substance disclosed.

[0007] It should be noted that, while the various figures show respective aspects of the present 

disclosure, no one figure is intended to show the entirety of the present disclosure. Rather, the 

figures together illustrate embodiments of the present disclosure in its various aspects and 

principles. As such, it should not be presumed that any particular figure is exclusively related to a 

discrete aspect or species of the present disclosure. To the contrary, one of skill in the art would 

appreciate that the figures taken together reflect various embodiments.

[0008] Correspondingly, referenced throughout the specification to "one embodiment" or "an 

embodiment" means that a particular feature, structure, or characteristic described in connection 

with the embodiment is included in at least one embodiment of the present disclosure. Thus, the 

appearance of the phrases "in one embodiment" or "in an embodiment" in various places 

throughout the specification are not necessarily all referring to the same embodiment.

Furthermore, the particular features, structures, or characteristics may be combined in any suitable 

manner in one or more embodiments. In the drawings:

[0009] FIG. 1 is a simplified illustration of the power path from a generation point to a

2
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distribution substation to a consumer, showing the high voltage, medium voltage, and low voltage 

regions of the distribution grid and depicting some of the major features of an electrical 

distribution grid;

[0010] FIG. 2 is a simplified illustration of a logical structure of domains of an exemplary 

electrical distribution grid, showing enterprise, region, substation, and transformer domains;

[0011] FIG. 3 is a simplified block diagram of the substation apparatus in a Grid Location 

Aware™ network, illustrating how the Grid Location Aware™ network apparatus couples to the 

existing SCADA and/or protection relay lines in the substation and how the data from the 

Substation Receiver is backhauled to a data center;

[0012] FIG. 4 is a simplified block diagram illustration of the invention showing major 

logical structures of the invention;

[0013] FIG. 5 is a simplified illustration of a portion of an exemplary slot structure showing 

six time slots in one frame from two channels;

[0014] FIG. 6 is a simplified illustration of a data burst profile showing a first part with a 

GLA preamble data and a second part having Address, control, data, or CRC data;

[0015] FIG. 7 is a simplified logical flow diagram of a methodology for an initial DT 

detection and assignment in accordance with an embodiment of the invention;

[0016] FIG. 8 is a simplified logical flow diagram of a methodology for a slot assignment in 

accordance with an embodiment of the invention;

[0017] FIG. 9 is a simplified logical flow diagram of another methodology for a slot 

assignment in accordance with an embodiment of the invention;

[0018] FIG. 10 is a simplified logical flow diagram of a methodology for a decision process 

to assign a new slot in accordance with an embodiment of the invention;

[0019] FIG. 11 is a simplified illustration of a slot reassignment depicting a slot conflict 

occurring in Frame 1, Slot 3, a new slot assignment received in Frame 3, and a DT of record 

being re-assigned to Frame 4, Slot 5;

[0020] FIG. 12 is a simplified logical flow diagram of a methodology for a single slot3
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reassignment in accordance with an embodiment of the invention;

[0021] FIG. 13 is a simplified logical flow diagram of a methodology for a multiple slot 

reassignment in accordance with an embodiment of the invention;

[0022] FIG. 14 is a simplified logical flow diagram of a methodology for resolving a 

conflicting DT in accordance with an embodiment of the invention; and

[0023] FIG. 15 is a simplified logical flow diagram of a methodology for an intentional 

reassignment of a DT in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0024] In the following detailed description, reference is made to the accompanying drawings, 

which form a part hereof, and in which is shown by way of illustration specific exemplary 

embodiments of the invention. These embodiments are described in sufficient detail to enable 

those of ordinary skill in the art to make and use the invention, and it is to be understood that 

structural, logical, or other changes may be made to the specific embodiments disclosed without 

departing from the spirit and scope of the present invention.

[0025] The following description is provided to enable any person skilled in the art to make 

and use the disclosed inventions and sets forth the best modes presently contemplated by the 

inventors of carrying out their inventions. In the following description, for purposes of 

explanation, numerous specific details are set forth in order to provide a thorough understanding 

of the present invention. It will be apparent, however, to one skilled in the art that the present 

invention may be practiced without these specific details. In other instances, well-known 

structures and devices are shown in block diagram form in order to avoid unnecessarily obscuring 

the substance disclosed.

[0026] The present invention discloses a system and method of resolving slot conflicts 

between DTs which may require dynamically re-assigning at least one DT to a different time slot. 

The present invention comprises a system and methods for constructing and operating an on-grid 

data collection network in such a way as to resolve conflicts between transmissions from DTs that 

occur during at least partially at the same time and/or on substantially the same channel.

4
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One of skill in the art will appreciate that, while the present disclosure emphasizes exemplary 

systems in which time division multiplexing (with or without frequency division channels) is 

employed, it will be possible to enjoy the benefits of the invention when applied to a variety of 

other systems. For example, a system and arrangement (including various methods and apparatus) 

based on, e.g., frequency division multiplexing, spatially separated multiplexing, or any other 

appropriate communication system, such as is known or becomes known in the art, would 

likewise be beneficially developed on the basis of the present invention.

[0027] In one aspect the system integrates with other adjacent networks and devices present at 

the edge, substations, and features of an electrical distribution network, wherein the other 

networks and devices may include Smart Meters and the AMI and a conventional network such as 

the Internet. The system and methods may also employ the capabilities of the integrated networks 

to otherwise change DT transmission time with a reduced communication to the DT without 

significant delay in changing the transmission time and without losing the data to be transmitted 

by the DT. This leads to the ability of the system to increase timely data flow from the edge of a 

distribution grid, thereby supporting increased accuracy in the monitoring of demands and 

supplies on the system, models to support Smart Grid applications such as conservation voltage 

reduction, volt/Var optimization, load balancing, fault isolation, and recovery management.

[0028] In an embodiment, the present invention determines the existence of a slot assignment 

conflict and then the identification of the DT that is in conflict that should have its slot 

assignment(s) reassigned. The invention determines the identification of the DT in any of various 

ways including, but not limited to, looking up the identification of the DT that is assigned that slot 

assignment, determining the identification of the DT based on information from the payload data 

of the signal that was received, and determining the identification of the DT based on inferring the 

feeder and phase that the signal was received on and some information from the payload data of 

the signal that was received. Then the invention finds an available time slot, or if the DT requires 

multiple slots, then the invention finds time slots, to reassign the DT to. The DT is sent the new 

slot assignment(s) and stores that information within its system. The computer system also stores 

the slot assignment(s) for the DT in its system.

[0029] It is often advantageous to have various equipment and components of an electrical 5
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power grid intercommunicate. The data associated with such communications can be transferred 

in a variety of ways. These include the application of dedicated and general-purpose electrical 

and optical transmission media, and various wireless schemes including existing cellular and 

satellite networks, among others. The present invention deals with the significant benefits 

available from employing direct data transmission through the power lines of the power 

transmission network itself.

[0030] Communication across the power transmission media is desirable because of the 

intrinsic presence of such media between components of the system. While alternative 

transmission mechanisms are often available to devices on a smart grid and those alternatives may 

come at a lower cost than grid-based communications, they lack the ability to provide information 

about the grid. Thus, for example, a cellular or satellite communication system may be available 

between a substation and a DT, but communications over the corresponding data channel may 

incur variable per-communication costs which may be relatively low when compared to the fixed 

costs associated with the related communication hardware.

[0031] The power transmission media of the network, however, forms a noisy and dynamic 

channel that inhibits the reliable transport of communication signals. In the course of normal 

events, operation of the network includes the switching of various transmission links in and out of 

service, the addition and removal of passive and reactive loads and the connection and 

disconnection of various centralized and distributed generating nodes. In addition, inductive and 

capacitive crosstalk, varying environmental factors and assorted failure modes of line-connected 

apparatus can result in the system as a whole having rapidly varying characteristics.

[0032] Because of these deficits and impediments, early efforts at on-grid data transmission 

were largely deemed to be failures and/or inappropriate for certain desirable applications. The 

current inventors, having given careful consideration to the potential advantages of such a system, 

and having applied new and hard-won understanding to the problems at hand, have developed 

certain novel approaches and inventions that provide the possibility of an effective 

communication methodology where previously none was available. The result includes certain 

inventive improvements and novel apparatus, methods and systems for the transmission of data 

across a power transmission network. 6
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[0033] Among the problems discovered by the present inventors to be significant in providing 

the previously desired, but unavailable functionality was a need to provide reliable data 

communication in the face of the inadvertent overlapping of signals that were otherwise intended 

to be time multiplexed. In actual physical systems, such signal overlap may result from dynamic 

changes on the network including, among others, the switching of applicable feeders and/or 

phases, the switching of loads, system crosstalk, device reset activity, and signal reflections at 

various physical impedance transitions present in the network. This undesirable signal overlap is 

included in the term "data conflict" and the present invention includes, inter alia, various systems, 

methods and apparatus for slot assignment and conflict resolution.

[0034] In certain preferred embodiments, the slot-assignment and conflict resolution features 

of the present invention will achieve, among other objectives:

[0035] 1. the ability to provide a DT introduction as the basis for further communications

between DT and central devices with or without a priori knowledge of the circuit topology and 

provisioning information;

[0036] 2. the ability to detect and address asynchronous foldovers (i.e., circuits or potions of

circuits transferred from one element of the grid to another element of the grid) and provide 

subsequent conflict resolution; and

[0037] 3. the ability to manage intentional and/or arbitrary slot reassignments.

[0038] As will become apparent in light of the following discussion, DTs include any of a 

variety of devices and systems, such as, e.g., general-purpose systems and systems with 

embedded computer technology, that are present in the vicinity of a consumer of electrical power, 

where that electrical power is received across a power transmission network. By convention the 

grid location of such a consumer is generally referred to as the "edge of the network." Central 

devices will be found in a variety of locations within the network that are distal with respect to the 

edge of the network and, most typically in the present context, at or in the vicinity of a power 

transmission substation.

[0039] A "slot," as in "slot assignments" and “time slot” will refer, for example, to the time 

intervals assigned by convention to various payload time intervals within a time-multiplexed data 7
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transmission. This will become clear to a reader of ordinary skill in the art in light of further 

description to follow below. Likewise, the meanings of the terms "foldover", "asynchronous 

foldover", "transmission conflict" and "conflict resolution" will become clear to the skilled reader 

in the course of the following disclosure. As these terms become understood, the nature and 

meaning of "slot reassignments" will naturally emerge to the reader.

[0040] Although a general understanding of power transmission grids, including "Smart Grid" 

technology and "Advanced Metering Infrastructure" will be possessed by the practitioner of 

ordinary skill in the art, the following description of typical network conventions and topology is 

provided for additional clarity.

[0041] An electrical power grid is generally considered to be composed of two topological 

regions, the Transmission Grid(s) and the Distribution Grid(s). The Transmission Grid originates 

at large generation points such as hydroelectric dams, nuclear reactors, wind farms, and coal-fired 

or gas-fired power plants. Power from the generation point is transmitted as high-voltage 

alternating current (AC) over a loosely connected network of long, high-voltage lines to points 

where demand for power exists, such as factories, farms, and population centers. Distribution 

Substations are typically located at various points on the periphery or edge of a transmission grid.

[0042] FIG. 1 illustrates a typical segment of an electrical power grid. An electrical power 

grid is generally considered to be composed of two logical regions, the Transmission Grid(s) and 

the Distribution Grid(s). The Transmission Grid originates at large generation points, e.g., power 

plant 120, such as hydroelectric dams, nuclear reactors, wind farms, solar farms, and coal-fired or 

gas-fired power plants. Power from the generation point is transmitted as high-voltage alternating 

current (AC) over a connected network of long, high-voltage lines to points where demand for 

power exists, such as factories, farms, and population centers. At the edges of the Transmission 

Grid there is a collection of Distribution Substations, e.g., distribution substation 124. Distribution 

Substations contain one or more Substation Transformers which step down the voltage from high 

transmission line levels (typically 130 kV to 700 kV) to the medium voltage levels (currently 

typically from 4 kV to about 35 kV in the United States, higher voltages are currently used 

outside the United States, although the specific distribution voltage is not germane to the 

invention) at which power is distributed to consumers within a distribution service area.8
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[0043] At the edge of the Distribution Grid are a number of Service Transformers, e.g., 

service transformer 136, which transform the medium voltage of the distribution grid to lower 

voltages (in the United States, typically 120V, 208V, 240V, 277V, or 480V). Other voltages in 

addition to some of these can be used elsewhere in the world. In some cases, a tier of one or more 

transformers, called step-down transformers, e.g., transformer 128, lying schematically between 

the Substation Transformers and the Service Transformers, create intermediate voltage reductions 

between the Substation and the Service Transformers.

[0044] Each Service Transformer powers one or more metered, e.g., using meter 142, or 

unmetered loads. A load, e.g., load 150, can be a dwelling, a commercial or industrial building, an 

element of municipal infrastructure such as a series of street lamps, or agricultural apparatus such 

as irrigation systems. A typical distribution grid includes other elements used to control, balance, 

and regulate the flow of power. Examples of such elements are capacitor banks, e.g., capacitor 

bank 132, voltage regulators, switches, and reclosers.

[0045] Distribution grids have been designed and deployed in a variety of topological 

configurations. In the United States, distribution grid types are typically characterized as radial, 

loop, or networked. Other emerging cases are the campus grids and microgrids. Additional 

topologies, not described, are used elsewhere in the world. In a radial grid, a substation has one or 

more substation transformers. Each substation transformer has one or more substation busses. 

One or more three-phase feeders "radiate" outward from each substation bus, with single-phase, 

or three-phase lateral lines branching off from the feeders, and tap-off points (or simply "taps") in 

turn branching from the laterals. Radial grids are inexpensive to design and build because they are 

simple, but they are most vulnerable to outages because they lack redundant power paths, so that 

any break causes at least one load to lose power. Network and loop grids are also well known to 

one of skill in the art and are equally amenable to supporting corresponding embodiments of the 

invention.

[0046] A distribution substation receives high-voltage power from the transmission grid into 

one or more large power transformers. A distribution transformer may incorporate a type of 

regulator called a load-tap changer, which alters the voltage that the transformer delivers to a 

power distribution bus (a substation distribution bus) by including or excluding some turns of the 9
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secondary winding circuit of the transformer, thereby changing the ratio of input to output 

voltage. Certain embodiment of the invention will operate properly notwithstanding changes in 

these turns ratios. One or more feeders emanate from the substation bus. If too many feeders are 

required in order to service the loads or topology, additional transformers and busses are used.

[0047] FIG. 2 is a simplified illustration of a logical structure of domains of an exemplary 

electrical distribution grid, showing enterprise, region, substation, and transformer domains. A 

power transmission grid can be viewed as consisting of a hierarchy of functional and logical 

domains "Domains." A top level domain is referred to as an "Enterprise Domain." An Enterprise 

Domain (ED), e.g., Enterprise Domain 210, typically encompasses the entire distribution grid of a 

business stemming from an electrical generation system, e.g., a power plant to the edges of the 

grid. An Enterprise Domain 210 will generally encompass several "Regional Domains," e.g., 

Regional Domain 214. A Regional Domain (RD) can be further broken down into at least one 

Substation Domain, e.g., Substation Domain 220. Typically, a Substation Domain includes the 

circuitry of a substation and circuits downstream.

[0048] A Substation Domain (SD) 220 can be further broken down into at least one 

Transformer Domain, e.g., Transformer Domains 222, 224, 226. A Transformer Domain includes 

a substation transformer converting voltage from transmission voltage to distribution voltage, and 

all circuits downstream of that transformer. In the current presentation, unless otherwise 

indicated, a "domain" will refer to a Substation Domain. Generally, a physical substation will 

include one or more transformers, each defining a Transformer Domain. Each transformer 

domain can have various types of arrangements of circuits downstream. Each transformer 

provides one or more feeders and, conventionally, each feeder consists of three phases. It is 

conceivable to have a grid that includes several transformers, with each having one or more 

feeders, each feeder having three phases and supporting various subordinate circuitry. It will be 

appreciated by one of skill in the art, however, that other phase arrangements are possible and are 

considered to be within the scope of the invention.

[0049] In order to monitor and control the components of the grid, feeder/phase current 

transformers (FPCTs) are attached to power-bearing conductors within the substation. The FPCTs 

output a relatively low alternating current (typically up to 5 amps) on a looped conductor which is 10
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accurately proportional to the current flowing through the high voltage conductor being 

monitored. These low-current outputs are suitable for connecting to data acquisition subsystems 

associated with Supervisory Control and Data Acquisition (SCADA) systems or relay protection 

systems in the substation. FPCTs are designed and built into the substation, because changing or 

adding FPCTs to the high-voltage components is impossible or dangerous while current is 

flowing. On the other hand, additional monitoring CTs (MCTs) may be safely added around the 

low-current loops as needed without impacting power delivery, the protection circuits, or the 

accuracy of the SC AD A system..

[0050] In addition to the power lines themselves, the distribution grid contains numerous 

other devices intended to regulate, isolate, stabilize, and divert the flow of power. These devices 

include switches, reclosers, capacitor banks (usually for power factor or voltage correction), and 

secondary voltage regulators. All these devices affect the behavior of the distribution grid when 

considered as a data-bearing network, as do the various loads and secondary power sources on the 

grid. Devices that have abrupt state changes will introduce impulse noise on the grid, as can loads 

turning on and off. Some devices, such as transformers and capacitor banks, filter and attenuate 

signals at certain frequencies and can cause cross-talk of signals above the fundamental frequency 

of the power delivery system.

[0051] Other than the wires connecting a consumer load and the associated meter to a service 

transformer, the service transformer is typically the outermost element of the distribution grid 

before the power is actually delivered to a consumer. The meter is attached at the point where the 

power from the service transformer is delivered to the consumer. Service transformers can be 

three-phase or single phase, as can meters.

[0052] Traditionally, reading meters was one of the largest operational costs incurred by 

electrical utilities. Original electric meters were analog devices with an optical read-out that had 

to be manually examined monthly to drive the utility billing process. Beginning in the 1970s, 

mechanisms for digitizing meter data and automating its collection began to be deployed. These 

mechanisms evolved from walk-by or drive-by systems where the meter would broadcast its 

current reading using a short-range radio signal, which was received by a device carried by the 

meter reader. These early systems were known as Automated Meter Reading systems or AMRs.11
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Later, a variety of purpose-built data collection networks, employing a combination of short

range RF repeaters in a mesh configuration with collection points equipped with broadband 

backhaul means for transporting aggregated readings began to be deployed. In time, two-way 

purpose-build collection networks utilizing two-way paging technology and cellular 

communications were also deployed, either as independent systems, or as a portion of a complex 

purpose-build data collection system.

[0053] These networks were capable of two-way communication between the "metering head

end" at a utility service center and the meters at the edge of this data collection network, which is 

generally called the Advanced Metering Infrastructure or AMI. AMIs can collect and store 

readings frequently, typically as often as every 15 minutes, and can report them nearly that often 

across an entire deployment. They can read any meter on demand provided that this feature is 

used sparingly, and can connect or disconnect any meter on demand as well. AMI meters can pass 

signals to consumer devices for the purpose of energy conservation, demand management, and 

variable-rate billing. Because the AMI network is separate from the power distribution grid, AMI 

meters are neither aware of nor sensitive to changes in the grid topology or certain conditions on 

the grid. Nonetheless, the introduction of AMI is generally considered to be the beginning of the 

Smart Grid.

[0054] Many characteristics of the electrical distribution infrastructure have limited the 

success of efforts to use the grid itself as a communications medium. First, the grid is a noisy 

environment. State changes in loads on the grid, as well as control and regulation artifacts on the 

grid itself, cause impulse noise on the power line. Normal operation of loads like electrical 

motors, simple variations in the overall load, and ambient RF noise (chiefly from lightening and 

other weather-related causes) add up to significant Gaussian noise.

[0055] The measured noise floor at a typical substation in the United States sits at about 80-90 

dB below the maximum amplitude of the line fundamental frequency. The complex impedance of 

the grid varies across both the frequency and time domains. This may lead to loss of signal at an 

on-grid receiver sited at a higher voltage point on the grid when impedance increases, or 

alternately force the on-grid transmitter to use more energy than would be necessary on the 

average. 12
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[0056] Capacitor banks sited at points along the grid for the purpose of optimizing power 

factor can cause signal attenuation. These capacitor banks can be static values or dynamic values, 

which are changed manually or automatically. Most significantly, transformers act as low-pass 

filters, dramatically attenuating signals above a certain frequency. The effective passband is not 

the same on every distribution grid, because different arrangements and types of transformers are 

employed and because the transformers themselves are not deliberately tuned to filter at a 

specified frequency above the fundamental. All these variables impact the frequency response of 

the grid as a transmission medium.

[0057] Additionally, injecting modulated current signals on the grid may cause interference 

between the injected signals themselves. One problematic phenomenon is crosstalk, where a 

signal injected on one power line is detectable on another line. When crosstalk occurs on two or 

more phases of the same feeder, it can be caused by inductive and/or capacitive coupling as the 

phase lines run alongside one another for most of the length of the feeder. Crosstalk may also be 

due to multiple phase windings on the same transformer core, and may be caused by reflection of 

the injected signal off the power bus at the substation.

[0058] Feeder-to-feeder crosstalk has also been measured, and may be caused by reflection of 

the injected signal off the power bus at the substation. As will be further discussed below, the 

amplitude of a signal received at a substation may be higher (at some frequencies) on a crosstalk 

channel (feeder / phase), than on the originating feeder/phase. Given the complexity, diversity, 

and age of the distribution grids in the United States and the world, less is known about these 

phenomena at frequencies above the fundamental than might be expected.

[0059] FIG. 3 is a logical block diagram of the intelligent platforms of one embodiment of the 

invention, showing where the processing elements reside with respect to a network. The 

exemplary network illustrated includes a wide area network such as the Internet, an AMI, and a 

medium voltage electrical distribution grid, or other such medium. Connected at the edge, or an 

internal junction point, of the medium voltage electrical distribution grid is at least one DT.

[0060] FIG. 3 shows that the system may be divided into three regions or tiers. The edge tier 

301 includes at least one DT. The DT, e.g., DT 305, can be located at a service transformer 303 or 

the DT, e.g., DT 304, can be located at a power consumption site underneath the service13
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transformer.

[0061] The invention does not require the installation of communication devices or other 

modifications between the edge tier and the substation tier. However, if it is desirable to collect 

data from a feature of the medium-voltage grid, such as a capacitor bank, a variation of the DT 

may be installed there. Such a DT is technically still at the Edge Tier, since it is powered by a 

low-voltage outlet located at the feature, and not directly from the medium-voltage line(s) upon 

which the grid feature is installed.

[0062] Still referring to FIG. 3, the substation tier 306 comprises at least one Substation 

Receiver 307 operable to receive transmissions from the DT in the edge tier, or intermediate 

junction point, without recourse to any signal amplifiers, bypass mechanisms, or bridges installed 

on the medium voltage infrastructure of the electrical distribution grid. The Substation 

Receiver(s) connect via a local area network to a Computing Platform 308 containing non-volatile 

computer-readable memory and a CPU for storing and executing the software 309 which 

maintains the Inventory and Grid Map databases and carries out the tasks of provisioning and 

managing the data network. One of skill in the art will appreciate that, while a computing 

platform containing non-volatile computer readable memory is described above, any of a wide 

variety of computing platforms and computing systems or computer systems may be used in the 

practice of the present invention. Likewise, those of skill in the art will understand that such 

systems may be modified in any way that is known, or that becomes known, so as to more fully 

enjoy the benefits of the present invention.

[0063] Additionally the Computing Platform stores and executes software 310 which 

processes the Inventory and Grid Map data in combination with messages received from the 

Substation Receiver 307 to infer information about the state of the Grid over and above what the 

Substation Receiver alone can detect based only on incoming transmissions. The combination of 

the substation receiver 307 and its associated computing platform 308 is also referred to as a 

Feeder Intelligence Module (FIM).

[0064] In an embodiment of the invention, a substation receiver 307 includes a number of 

analog-to-digital (A/D) converters, although typically depicted as the A/D converter being located 

outside of a substation receiver 307. Each A/D converter is coupled to a prospective sensor on
14
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each feeder phase looped conductor, i.e., each phase of each feeder supports an A/D converter. In 

one embodiment, the signals received from the phases of the feeders are current wave forms. In 

one approach, the A/D converter is located near each MCT on each respective feeder phase input 

line. (FIG. 4)

[0065] The FIM includes MCTs coupled to the outputs of the FPCTs. The outputs of the 

MCTs are, in turn, connected to the inputs of the A/D converters respectively. Desirably, the 

A/Ds are located near the respective MCT on each feeder phase cunent loop. (FIG. 3) In one 

approach, when processing signals, the substation receiver 307 ignores signals at the grid's 

fundamental line frequency and its integer harmonics.

[0066] Referring back to FIG. 3, each distribution substation has at least one substation 

transformer. Depending on the type and number of loads connected to the substation, there may 

be more than one substation transformer in a substation. The substation transformer and its 

topology-the circuits and features between the substation transformer and its loads, inclusive-is 

generally referred to as a Substation Domain. In an exemplary case, the system includes a 

substation receiver 307 uniquely associated with each substation transformer. In this exemplary 

case, the substation tier 306 has two substation domains corresponding to the two substation 

receivers 307. In other approaches, a substation receiver 307 is shared by more than one 

substation domain, or a substation domain has more than one substation receiver.

[0067] In some embodiments of the invention, the computer-based components of the 

Substation Receiver and the Computing Platform components are hosted on the same processing 

subsystem. In such embodiments, the communications protocol (such as HTTP) used to transfer 

data between the Substation Receiver and the Computing Platform software components need not 

change, even though there is no physical local area network required.

[0068] In one embodiment, Computing Platform 308 connects to a conventional wide area 

network 311, such as the Internet, for the purpose of communicating with a Concentrator 312 in a 

data center tier 313. In some embodiments of the invention, and regardless of whether the 

Computing Platform and Substation Receiver are co-located or on separate processing 

subsystems, the processing subsystems may be configured in a redundant cluster to ensure 

continuous operation of the system. 15
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[0069] Referring again to FIG. 3, in certain embodiments the Concentrator 312 hosts software 

with an analogous architecture to the software in the substation(s). Such an architecture may 

include a network and data management component 314 providing software services to one or 

more applications 315 for GLA. The applications use conventional network-based messaging 

protocols such as, but not limited to, JMS, SOAP, and REST to publish information to subscriber 

applications such as a Geographic Information System (GIS) 316.

[0070] The data and network management component 314 may integrate with an AMI head

end 317 for the purpose of causing the AMI network to broadcast data blocks to the DTs in the 

edge tier 301 or at intermediate junction points. Data and network management component 314 

may integrate with AMI head end 317 using a standard protocol and/or a proprietary interface.

[0071] Other embodiments of the invention may employ alternative ancillary network 

components. For example, Substation-to-Edge broadcast capability and/or time synchronization 

from the substations to the DTs may be provided by medium-voltage PLC transmitters attached to 

the feeders at the substation rather than using an AMI for this purpose.

[0072] Likewise, a separate radio transmitter broadcasting messages originating at the 

distribution substation may be employed. The radio transmitter does not need to be physically 

located at the substation as long as there is a communications path from the Computing Platform 

at the substation to that transmitter. A single radio transmitter may serve as the Substation-to- 

Edge channel for a multiplicity of substations. When the Substation-to-Edge channel is not an 

AMI, synchronization of the DT clocks may be provided as described in U.S. patent application 

Ser. No. 13/566,481, titled System and Methods for Synchronizing Edge Devices on Channels 

without Carrier Sense, which is incorporated herein by reference. One of skill in the art will 

appreciate that, in embodiments of the invention where channels are not time slotted (for 

example, TDMA), clock synchronization is unnecessary.

[0073] FIG. 4 is a simplified block diagram of a typical distribution substation apparatus in a 

GLA network and edge of the grid topology. FIG. 4 includes a distribution substation 440 which 

includes a substation transformer 442 which is electrically coupled to a distribution bus 430, 

which, in turn, is electrically coupled to feeder phase lines 421. The edge of the grid includes a 

plurality, e.g., n, of feeders 410, each feeder 410 having three feeder phase lines 421. Each
16
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respective feeder phase line is typically connected to a load 418 through a service transformer 

414. A DT 417 is located near a service transformer 414 and/or a DT 416 is located next to/or 

part of a meter. The distribution substation 440 also includes a SCADA/protection relay 420 

which is electrically coupled to feeder phase lines 421 through loops 426, respectively. The FIM 

is also electrically coupled to loops 426 through A/D converters 422 and MCTs 424, respectively. 

[0074] FIG. 4 details how in, one embodiment, the FIM monitors the feeder phase lines 421 

on the low-voltage side of the substation transformer 442 by attaching MCTs, e.g., MCTs 424, to 

the SCADA/protection relay loops, e.g., loops 426, already in place to the SCADA, or protection 

relay, 420. This coupling method allows a Substation Receiver to be installed in a distribution 

substation without disrupting the operation of the substation. Other coupling methods such as hot- 

stick clamp-on current transformers are well known in the art, and may be equivalently employed 

in lieu of the secondary coupling to SCADA loops described herein. Some distribution 

substations 440 may lack SCADA loops 426, or existing loops may be inaccessible due to 

physical placement or utility regulations.

[0075] FIG. 4 also shows the MCT 424 connections to the A/D converters 422. The A/D 

converters 422 digitize the analog current signal read from the output of the MCTs, which output 

is proportional to the current flowing through the corresponding feeder phase as measured by its 

FPCT 425. In certain embodiments, the resulting digitized signal is conveyed to one or more FIM 

computing element by means of one or more FIM switches (not depicted in FIG. 4 for reasons of 

simplicity). As one of skill in the art will appreciate that, in an exemplary system, the computing 

element will include, but is not limited to, one or more of a conventional microprocessor-based 

computer, a Digital Signal Processor, or other signal processing device such as a Field 

Programmable Gate Array and/or Graphics Processing Unit. In certain embodiments, the FIM 

encompasses all of the electronics of a substation receiver, not all necessarily in the same rack. 

The FIM switch performs several functions including collecting signals from the A/Ds. FIM 

switches also provide power over the Ethernet connection to the A/Ds 422.

[0076] Despite the many engineering difficulties inherent in using the power grid as a 

communications medium, it has remained attractive to electrical utilities because the utility 

already owns the infrastructure, and it is present at all the points where the utility needs to collect17
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data. Under the umbrella name Power Line Communication or PLC, some medium-frequency 

power line protocols have been used with success for Smart Grid applications. Despite their 

limitations, low-frequency systems have achieved market penetration in rural areas where 

wireless systems are cost-prohibitive.

[0077] High frequency communications require additional equipment to allow the signals to 

cross transformers and capacitor banks. Such signals can also be severely attenuated by passage 

through underground cables, and can radiate RF signals on overhead lines. Consequently this 

technology has not been widely adopted..

[0078] The problems with, and limitations of, the high, medium, and low-frequency PLC 

methods as discussed above have led in the 21st century to rapid development of custom built 

wireless networks for AMI data collection in the United States. High-frequency on-grid methods 

have proven to be too expensive, not sufficiently reliable, and too fraught with error and 

uncertainty to be commercially viable. Low-frequency methods can be implemented with low

cost edge-to-substation transmitters, but these lack the data-bearing capacity required by modern 

AML Moreover, on-grid low-frequency substation-to-edge transmitters like AFRC are large, 

expensive, and have undesirable side effects which limit their use in urban settings. One possible 

option would be to use high-frequency substation-to-edge transmitters in conjunction with low- 

frequency edge-to-substation transmitters. However, in the United States, market forces have led 

to the rapid penetration of wireless AMI systems, especially in urban and suburban areas.

[0079] Cost constraints and availability of unregulated spectrum have dictated the use of low 

cost mesh architectures within AMI networks, with neighborhood concentrators that collect data 

from a grouping of meters and use traditional infrastructure (POTS, fiber, or cellular) for 

backhaul to data centers. Mesh architecture means that, although the RF transceivers used have 
individually high data rates, the edge networks are easily saturated. Most of the available data 

bearing capacity in these networks is used just for reporting meter interval data, with limited 

capacity reserved for firmware updates and control packets for applications such as demand 

management.

[0080] There are two major factors that limit the utility of the existing AMI infrastructures. 

The first is, of course, the capacity limitations of the mesh. The second, and more significant, is 
18 
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the fact that the AMI network is not congruent with the electrical grid. It is capable of providing 

little information about the operational state of the grid, and is not knowledgeable of the 

schematic configuration of the gird. This is unnecessary for meter reading, but more sophisticated 

Smart Grid applications (for energy conservation, asset protection, load balancing, fault isolation, 

recovery management, and non-technical and technical loss determinations) require accurate 

information about the schematic relationships of various assets (such as grid assets, load and 

conditions on the several segments of the grid, and the current state of bi-modal and multi-modal 

assets). This information, together with the geospatial locations of the same assets, is called the 

Grid Map.

[0081] Utilities typically maintain two maps or models of the Grid. A Physical Network 

Model (PNM) aggregates the geospatial location of the assets on the grid. PNMs thanks to 

modern GPS technology, are reasonably accurate with respect to point assets such as substations, 

capacitor banks, transformers, and even individual meters. Inaccuracies stem from failure to 

update the maps when repairs or changes are made. For example, a service transformer may be 

moved from one side of a street to the other as a result of street widening.

[0082] Longitudinal assets, especially buried cables, are less well represented in the PNM. 

The PNM can contain as-designed data, but since, in many places, the cable was laid before 

global positioning technology had matured, the designs were based on ground-level surveys. 

Subsequently, original maps may or may not have been updated to reflect changes. Later surface 

changes complicate the problem of verifying the geographic path taken by medium-voltage 

distribution lines.

[0083] The second model is the Logical Network Model, or LNM. LNMs describe how grid 

components are connected, without reference to their geospatial location. The LNM changes 

frequently. During the course of repairs, the way transformers attach to taps and laterals, and 

meters attach to transformers, may be altered. Such changes affect both the LNM and the PNM.

[0084] In many utilities, such changes are recorded manually by field agents. The manual 

reports may or may not be updated in the LNM and PNM and, when updates are made, the time 

lag between maintenance occurring and its being recorded is variable. Additionally, many grid 

components, especially regulators, switches and reclosers, change state asynchronously and/or
19
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automatically. Unless these components are instrumented with communications back to a data 

center, rather than simply being subject to local control systems, such dynamic changes are not 

reflected in the LNM. They do, however, affect the power path, the load and environmental stress 

on other components of the distribution grid, and the service level to consumers.

[0085] Examples of significant but not reliably known aspects of the (actual) Grid Map are 

the feeder and phase by which each meter is currently powered. Other significant factors include 

the relative load on each phase of each feeder, especially on subordinate branches (laterals) of the 

grid, the actual voltage supplied to each meter, the power factor along the edges of the grid, and 

whether all the power drawn at a transformer is metered. Additionally, it is important know the 

state of switch sets, local connections, or protection devices such as fuses, especially after a 

weather event that has caused outages.

[0086] If this information were reliably known, utilities could conserve energy (much of the 

savings from which would pass on to consumers), save maintenance costs, prolong the life of 

equipment in the field, improve the efficiency and life of utility and consumer equipment, avoid 

outages, reduce recovery times after unavoidable outages, and improve operational safety for their 

field engineers

[0087] The problem of automated dynamic grid mapping is not solved by wireless Smart 

Meters. The consensus among utilities is that the volatility of the LNM is such that using field 

engineers to measure and monitor changing attributes of the grid map is generally not a cost 

effective or workable solution.

[0088] Utilities habitually oversupply the line voltage to consumers to ensure that fluctuations 

in load, power losses in home wiring, etc. do not result in some consumers' service falling below 

1 lOv AC effective at individual outlets inside the building, which is generally the optimum for 

home appliances and the like. The goal of a well-instrumented fine-grained conservation voltage 

regulation system might be to reduce the typical effective voltage at a single-phase meter to 

114VAC as measured from one leg of the typical 240VAC service to neutral in the United States.

[0089] Cost constraints also dictate that placing SCADA or other instrumentation at every 

medium-voltage field asset is impractical. The "touch points" on the distribution grid are, for 

20
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better or worse, largely the meters at the edge and the instrumentation in the substations. This 

dictates that techniques for power line communication be revisited, because signals traveling on 

the power line can be used both to infer and to report grid mapping information not detectable by 

means of wireless AMI. The ubiquitous presence of wireless AMI for reporting meter data can be 

considered as a benefit in the search for effective grid-mapping technology, in that it frees the 

limited data-bearing capacity of low-frequency on-grid transmission methods to support grid 

mapping systems instead. It is, however, desirable to identify a transmission method that is low 

cost at the edge and at other points within the electrical distribution system, coexists with the 

AMR or AMI, and does not trigger any of the above-noted pitfalls of on-grid transmission. Such 

pitfalls also include requirements for intermediate devices such as repeaters between the edge and 

the substation; unacceptable flicker; RF interference; impulse noise; etc. Finally, the transmission 

must require very little power, because the energy expended driving the transmitters reduces any 

financial benefits obtained.

[0090] Finally, the schematic topology of the grid is subject to change without notice or 

recordation. Therefore, the source of a signal may not be easily discernable. Consequently, it 

would be desirable to have a reasonably quick, reasonably low-cost solution to continuously, 

periodically or sporadically determine changes in the schematic topology of a grid and/or to 

ascertain the schematic location of a signal source. In addition, having established these schematic 

locations, there is a wealth of information available that can be analyzed to determine information 

about other aspects of the distribution grid such as, for example, segments connecting different 

elements of the grid.

[0091] In data communications, it is possible to have dedicated media between 

communicating devices. In the context of the present invention, two or more devices share a 

particular communication medium. This arrangement is referred to as "Multiple Access." That is, 

Multiple Access means that more than one transmitter can use the same transmission channel 

without the signal from one transmitter destructively interfering with the signal of another 

transmitter. It will be understood, for present purposes that transmission and reception facilities 

may be included within a single device.

[0092] Ideally, power line communication transmission must require very little power, 21
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because the energy expended driving the transmitters reduces the energy conservation benefits 

obtained. Some PLC methods have adapted radio modulation techniques, e.g., DPSK, and 

channel access methods, e.g., TDMA, to the medium of the electrical distribution grid. In TDMA, 

the channel is divided cyclically over time, with each transmitter sharing the channel assigned a 

specific time slot in the cycle where that transmitter uniquely has permission to transmit. TDMA 

requires that all the transmitters have system clocks which are synchronized with one another 

within a close enough tolerance that one channel accessor does not overlap its transmission with 

that of another channel accessor. Generally, the transmitter is not aware of other transmitters and 

other transmissions on the channel; the transmitter is only aware of the transmission that it 

provides. Thus, in implementation it happens that two transmitters transmitting on a same time 

slot causing a conflict in the respective transmissions from the two transmitters. Therefore, it 

would be desirable to have a reasonably quick, reasonably low-cost solution to resolve the 

conflict.

[0093] In an approach, the DTs transmit information from the associated meter to the 

substation receiver via a feeder and phase (feeder phase).

[0094] In systems implementing time slot messaging, there is an established period for the 

length of all time slots combined. In some systems, the period can be dynamic and can be 

changed during operation, which would require notifying and adjusting all of the elements on the 

system from the old period to the new period. In many systems, the combined time slot period is 

24 hours. The length of a time slot is also established; it many systems, the length of a time slot 

can also be dynamically changed. In an approach, each transmission channel has a combined 

time period which can be logically segmented into time frames, and in turn, each time frame can 

be further logically segmented into individual time slots.

[0095] In accordance with TDMA and other multi access communications, transmitting 

devices are assigned one or more unique time slots to reduce the possibility of two (or more) 

transmitting devices transmitting signals at substantially the same time. In an aspect of the 

invention, the Computing Platform, or another higher level computer system that works with the 

Computing Platform, assigns time slots for each DT that is downstream of the distribution 

substation. Thus, each DT within a given domain has a unique time slot, or slots, for transmitting 22
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information to the computing platform. Therefore, when the computing platform receives a signal 

during a particular time slot in a particular domain, the computing platform can determine, with a 

high degree of certainty, which DT sent the signal.

[0096] A DT typically includes circuits for the appropriate communications necessary, (e.g., 

AMI, PLC, Cellular, and other), data collections circuits, and a non-volatile memory in addition 

to data processing abilities. A GPS signal or NTP time base may be used for synchronizing the 

DTs in addition to providing means to associate the logical network model with the physical 

network model and/or for synchronizing transmissions on a slotted channel so as not to collide 

with transmissions from other DTs.

[0097] When a DT becomes operational, the DT is provisioned, thereby it generally obtains 

the network system time if available, for example by querying the AMI logic in the Smart Meter, 

and formats, encodes, and transmits a provisioning request on an Edge-to-Substation channel 

reserved for provisioning requests and alerts. When a Substation Receiver detects the 

provisioning request, it may cause a provisioning response to be sent, either via the AMI, or via 

an available on-grid or wireless Substation-to-Edge channel. In a preferred electrical distribution 

system, once a DT is operational on a grid it is provisioned with information—the DT requests 

from the computer platform operational information. In response, the computer platform provides 

the DT with operational information, including, but not limited to, information describing the type 

of information the DT will transmit and one or more slot assignments.

[0098] Once a DT is assigned a slot assignment, and if appropriate, a channel, it will always 

transmit during its slot assignment on that channel, until either the DT receives some further 

instructions from the computer platform or an error occurs. In an embodiment, each domain 

generally employs one transmission frequency channel, but the domain may employ a plurality of 

channels, depending on the domain’s configuration. As there may be a limited number of 

channels available for use, a domains may be using one or more of the same channels as another 

domain(s) in the system.

[0099] As noted above, the present invention provides for the communication of data signals 

across power transmission media. Such communications can be deployed across any of the 

system domains described above. Most typically, however, the subject communications will take 23
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place across various Substation Domains. Accordingly, for exemplary purposes, the present 

discussion will deal primarily with substation domain communications.

[00100] A method implemented by the DTs and the Substation Receiver provides for 

channelizing and modulating current signals transmitted from the at least one DT in the service 

area of an electrical distribution substation such that the signals are received at the Substation 

Receiver and the Substation Receiver is able to infer the electrical phase of the specific feeder 

upon which the signal was transmitted. The signal is transmitted on a broad band of the frequency 

spectrum called a channel, but the frequency bands of channels are selected so that the frequency 

is lower than the low-pass threshold of the service transformer that powers the Edge Transmitter. 

The method requires little power to inject the signal, so that the signals as modulated do not 

radiate energy in the RF spectrum or cause flicker or hum on devices in proximity to the 

transmissions or exhibit any of the other undesirable characteristics of prior art methods of on- 

grid messaging. The method works on all grid topologies through the use of domains, and can 

support a sufficient number of DTs per substation transformer such that even the largest 

substations can be fully covered. Consequently, the system is fully scalable.

[00101] In an embodiment, when the Substation Receiver has completely processed a 

transmission, it packages the decoded transmission together with any additional information about 

the message inferred by the receiver logic, such as the phase and feeder on which the message 

was transmitted, the channel on which the message was transmitted, and an indication of the 

parameters of the modulation method used for that transmission. The Substation Receiver 

forwards the entire message package to the substation Computing Platform using a normal 

TCP/IP-based protocol such as HTTP.

[00102] As noted above, electrical distribution grids are highly subject to dynamic changes, 

planned and unplanned. Circuits of the distribution grid can be changed, manually, semi- 

automatically, or automatically. For example, a lineman may cause a transformer to be moved 

from one side of a street to the other side of the street, and therefore may affect which DTs the 

transformer is connected to. Re-closers can be programmed to alter circuits in a distribution grid 

to compensate for short term power loss. These changes can be for various lengths of time 

usually dependent on the cause of the change. For example, a change caused by a re-closer due to 
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short term power loss is generally a short term change. A change by moving a transformer is 

likely to be a long term change.

[00103] The complexity of a change in the distribution grid can be complicated in that accurate 

records are generally not maintained by the person or entity causing the change. For example, the 

lineman may not always accurately record and report the change of the transformer from one 

circuit to another. Thus, the associated computing platform is not aware of the circuit to which 

the transformer is connected. Furthermore, a circuit (or portion thereof) may be moved from one 

domain to another domain. If a DT associated with the changed transformer has moved from one 

domain to a second domain, then the DT may be transmitting on the same time slot as another DT 

previously present on the second domain. This will result in a conflict. In a distribution grid, as 

should be apparent with respect to FIG. 2, it is possible to switch one subordinate circuit of one 

feeder/phase of a domain to another feeder/phase of a different domain. Thus, domains that have 

previously operated independently are now at least partially joined. Consequently DTs that have 

been moved and are now on this new domain may be transmitting at the same time and on the 

same channel as other DTs that were already present on the resultant domain. This may result of 

a plurality of conflicts.

[00104] In another aspect, the operation of a device on a circuit may dynamically change. For 

example, a DT relies on an internal timing mechanism to determine when to transmit its signal. 

The DT’s timing mechanism might drift, or some other circuit problem that affects the DT’s 

timing, causing the DT to transmit its information out of sync with respect to the rest of the 

system or domain. When the transmission from this DT is out of sync, then the transmission is 

likely to at least partially overlap a time slot with another transmission that is in sync causing a 

conflict between the two signals.

[00105] In yet another aspect, in many existing electrical distribution systems, and those that 

are being planned and built, there are DTs spread out over a distribution grid. The DTs, although 

capable of both receiving and transmitting signals, are designed to predominately provide 

outbound communications, e.g., to the concentrator, a computer system at the distribution 

substation. The DTs are typically “dumb” devices with limited awareness of the context in which 

they are operating. For example, a DT is generally not aware of any other DT transmitting a 25
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signal. Thus, when a DT is transmitting its signal, the DT is not aware that it might be 

transmitting at least partially on top of a transmission from another DT.

[00106] The provisioning scheme (provisioning of a newly installed DT) anticipates and 

minimizes the problem of crosstalk, and provides means for logic on the Substation Receivers, the 

substation Computing Platforms, and the Concentrator, to hierarchically process the messages 

received from each DT. This information can be used to infer the state of various devices on the 

grid, such as switches, reclosers, and/or failures in the power lines. Other properties of the 

transmission are determined dynamically by firmware and instrumentation on the DT. For 

example, the power used when transmitting may be related to the impedance of the line as 

measured immediately prior to transmitting.

[00107] In an aspect, stored programs at each of the at least one DT integrate the Edge-to- 

Substation GLA network with adjacent networks, such as the AMI, as well as with the native 

intelligence of the Smart Meter platforms themselves. The DT can poll the local native Smart 

Meter intelligence to obtain local data such as current, voltage, and phase angle. The DT then 

derives results from the collected data points.

[00108] The DT stores, compresses, and/or processes the gathered data according to the 

policies and application algorithms contained within the stored programs until the operable policy 

dictates that the gathered data and/or derived results of the gathered data may be transmitted to the 

Substation Receiver. These policy-based "derived results" can be thought as "apps" for DTs and 

can be altered or changed from time to time.

[00109] When slotted channels and/or time-scheduled transmission policies are used, the DT

may require a method of synchronizing its system clock to a known tolerance with other DTs in 

the same service area. In an embodiment, each DT may poll the local meter or AMI network to 

obtain the AMI network time, which the DT uses to determine when scheduled transmissions 

must occur, and to obtain data blocks received via the AMI, which are intended for the Grid 

Location Aware intelligence on the DT. Such data blocks may include firmware updates and 

changes in network policy or provisioning that will affect the subsequent behavior of the DT. 

Additionally, in another aspect, DTs may synchronize based on a wireless broadcast signal. In yet 

another aspect, if no synchronization method is available, channel access may not be based on 
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time slots at all. This reduces the data-bearing capability of the network but does not impact the 

ability of the system to provide data. In some embodiments, DTs may contain a Global 

Positioning System (GPS) receiver. This GPS signal may be used for synchronizing the DTs in 

addition to providing means to associate the logical network model with the physical network 

model.

[00110] In one embodiment, the Computing Platforms and the Concentrator maintain two 

master data tables that can be initially extracted from the utility's PNM and/or LNM, or which can 

be entirely accumulated from reports from the DTs. These data tables are the Inventory, which is 

a table of all the DTs that have been detected, and the Grid Map, which is a schematic 

representation of the grid's topology and state, similar to an LNM.

[00111] The Grid Map and Inventory at substation Computing Platforms may be partial, 

representing only the portion of the grid accessible to the substation at least at certain times. The 

Grid Map and Inventory at the Concentrator generally represent the entire utility service area, 

although gaps in the Grid Map may exist if instrumentation of the service area with DTs is 

incomplete. In an embodiment, when the Computing Platform at a substation receives any 

message from a DT, it compares the data in the message and the message enhancements inferred 

by the Substation Receiver with the data in the Inventory and Grid Map. The logic and policy on 

the Computing Platform are used to determine if the local copy of the Grid Map and Inventory 

need to be updated, and whether the update must be sent on to the Concentrator to update the 

master Grid Map and Inventory. If the policy in effect at the Computing Platform so dictates, the 

data collected from the edge is also forwarded to the Concentrator. The Concentrator in turn 

carries out policies dictating which events and scheduled reports must be published out to other 

data center applications.

[00112] Further to the discussion of channelization, in an aspect, FIG. 5 depicts a slot structure 

for a portion of a period. The slot structure depicts one frame 462 having a first and second 

channel 452, where each channel has six time slots 452. In an embodiment five of the time slots 

452 of each channel, i.e., Time Slots 1-5, are payload slots or synchronous slots. The sixth slot of 

each channel is an async slot, i.e., Time Slot 6. The sync time slots are generally used for 

scheduled transmissions, e.g., slot transmissions. The async time slot is used for other 
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unscheduled transmissions. An async time slot is used, for example, when a DT first starts up on 

a system (initial provisioning) and sends a message, using on-grid communications, to the FIM or 

other appropriate element(s) requesting a time slot assignment.

[00113] The time slots are further described with respect to having a data burst portion 456 and 

an inter-burst interval 458. In an exemplary approach, the data burst portion 456 is approximately 

5 seconds in length and the inter-burst interval is around 1 second, although different time 

allocations can be implemented, as is known. Channels 1 and 2 are depicted as having scheduled 

organization. Channel 1 is depicted has having designated DT HR101 for Time Slot 1, DT 

HR102 for Time Slot 2, DT HR103 for Time Slot 3, DT HR104 for Time Slot 4, DT HR105 for 

Time Slot 5, and async for Time Slot 6. Channel 2 is depicted has having designated DT HR201 

for Time Slot 1, DT HR202 for Time Slot 2, DT HR203 for Time Slot 3, DT HR204 for Time 

Slot 4, DT HR205 for Time Slot 5, and async for Time Slot 6. Although depicted with more than 

one channel, a system may employ only a single channel.

[00114] FIG. 6 depicts a burst profile of a time slot of FIG. 5 in greater detail. As depicted, the 

burst has a designed burst time, e.g., around 5 seconds, and a burst direction, e.g., beginning with 

the right side burst and ending with the left side of the burst. In an approach, the burst profile can 

be broken into two component parts, e.g., a header and a tail. The header 472 of the data burst 

typically includes system information. For example the head, or header, provides preamble data 

used by the computing system for Grid Location Awareness and demodulator synchronization. In 

an aspect, the header includes a characterizing signal that is used for detection by the FIM. The 

tail 474 of the data burst provides payload data, e.g., address data, control data, CRC data, voltage 

data, and/or other types of data.

[00115] The number and organization of channels described is by example only. On some 

substations, only one reliable channel may be available. Regardless of the number of channels, a 

plurality of time slots may be reserved for alerting (e.g., async messages), while other time slots 

are scheduled. In one embodiment, a single channel is sufficient to permit 12,000 DTs to transmit 

once daily. It should be obvious to one skilled in the art, that the number of DTs, the periodicity 

of their scheduled transmissions, the number of available asynch slots, the size of the scheduled 

and asynch slots, and the number of required channels are all interrelated.
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[00116] In an aspect, the computer system can dynamically change what data a DT is 

providing. Moreover, if the amount of information being sent in a single transmission by a DT is 

decreased, then the periodicity can be increased. This is helpful in certain applications, such as 

detection of technical losses or non-technical losses (theft) or in rapidly detecting storm damage.

[00117] Currently, a power company becomes aware of power loss based upon customers 

calling the power company the company to complain. The power company correlates the phone 

calls to a location(s) and sends a repair crew(s) to the identified location(s). Should a significant 

number of customers call, then the power company would likely investigate a higher level cause 

of the power outage, e.g., phase, feeder or substation failure. Conversely, a power company is 

generally not informed when customers’ power is restored. As a result, a power company 

typically resorts to sending out workers to drive around and observe. Thus, a computer system 

using DTs in storm mode may not necessarily be concerned about the voltage level or other data 

typically collected and stored at the DT, only that the DT is transmitting, which would indicate 

that the DT still has power. This smaller amount of data translates to a smaller scheduled time 

slot, which in turn results in more slots during a period, and thus faster reporting by the DTs. If 

one or more DTs are not received by the computer system, then something has failed— 

presumably due to weather. The presence and/or lack of transmissions by one or more DTs can 

be used for circuit failure inference. For example, the computer system knows that time slot 222, 

slot 235, and slot 987 correspond to DTs on same circuit, and if the computer system is not 

receiving any information during those respective time slots from those devices, then the 

computer system can infer the entire circuit has failed. Quickly identifying circuit failure can lead 

to quicker system analysis and correction.

[00118] Once a DT has been installed and enabled for operation, including the process of 

syncing its operations with the computer system, the DT sends a message to the FIM which is 

forwarded to the concentrator system, or more specifically the network and data management 

component. The network and data management component determines a slot assignment for the 

DT that requested a slot assignment, records that slot assignment in a database, and forwards, 

using a downstream radio link or other appropriate method, that slot assignment downstream to 

the DT. When the DT receives the slot assignment, it stores the slot assignment information in 
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non-volatile memory and sends an acknowledgement signal back to the network and data 

management component, preferably through a upstream radio link. In the situation where the DT 

is schedule to have multiple transmissions per period, e.g., to transmit on more than one slot, then 

a similar process is employed to request a (another) slot time and frame—requesting, receiving 

and acknowledging-until all of the number of required slots have slot assignments.

[00119] A flowchart depicting the logical flow of the DT start up and slot assignment are 

depicted in FIG. 7.

[00120] In segment S200, the process starts. Process flow continues to segment S202.

[00121] In segment S202, a DT begins to power up. In an approach, the DT sends a message

using an async channel of a Power grid communication system requesting slot timing 

information. Process flow continues to segment S204.

[00122] In segment S204, the DT acquires slot timing information. Process flow continues to 

segment S206.

[00123] In segment S206, the DT checks to see if the slot assignment information is stored in 

its persistent memory. If the slot assignment information is stored in persistent memory, then 

process flow continues to segment S220. If the slot assignment information is not stored in 

persistent memory, then process flow continues to segment S208.

[00124] In segment S208, the DT transmits, preferably using on-grid communication 

mechanism, a provision request to an upstream processing system, e.g., the network and data 

management component by way of a substation receiver, preferably using an Async payload slot. 

Process flow continues to segment S210.

[00125] In segment S210, the DT starts a fixed retransmission timer plus random 

retransmission timer. Process flow continues to segment S212.

[00126] In segment S212, the DT checks whether a slot assignment has been received, 

preferably through an RF link. If a slot assignment has been received, then process flow 

continues to segment S216. If a slot assignment has not been received, then process flow 

continues to segment S214.
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[00127] In segment S214, the DT checks to see if there is a timeout due to a fixed plus random 

time. If there is a timeout, process flow continues to segment S208. If there is not a timeout, 

process flow continues to segment S212.

[00128] In segment S216, the DT stores the slot assignment in its persistent memory. Process 

flow continues to segment S218.

[00129] In segment S218, the DT sends a signal acknowledging the receipt of the provision 

request, preferably by way of an upstream radio. Process flow continues to segment S220. 

[00130] In segment S220, the Routine exits and the process ends.

[00131] Thus, at the end of the process a DT has requested and received its provision request 

for a slot assignment and has stored that information in its persistent memory. In a DT designated 

to have more than one slot assignment, the process above is repeated for each slot assignment 

required.

[00132] In an approach of the invention, the data and network management component is 

tasked with managing the DTs, including providing, directly or indirectly, the provisioning 

information to each DT. In a preferred approach, DTs are provided with one or more slot 

assignment(s), e.g., Scheduled Payload Slot(s) assignment(s), for a given Frame and Slot on a 

pseudo-random basis. The first slot assignment is random, with the seed for the random number 

generator provided by the time of receipt of the Provisioning Request from the DT. After 

comparing the randomly generated first slot assignment with the data and network management 

component to see if the computed slot is already assigned, the process is repeated until an 

available slot is determined. In a preferred approach, multiple slot assignments are provided so as 

to schedule the slot assignments more or less equally throughout the time slot period, e.g., 24 

hours, although the specific slot is still pseudo randomly generated. This pseudo random slot 

assignment methodology reduces the likelihood that when two circuits are folded on top of one 

another without a priori knowledge, the number of conflict in timing assignment is reduced and, 

in turn, the need and the required time for resolving the conflict is likewise reduced. In one 

embodiment, the data and network management component receives provision requests from the 

DT via on-grid communications. It provides a slot assignment via the upstream and downstream 
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RF link, although any appropriate communication systems can be employed for the slot 

assignment message.

[00133] FIG. 8 is a flowchart depicting an exemplary logical flow of a methodology for 

assigning a slot for a DT that has provided a provision request.

[00134] In segment S500, the provision process begins. Process flow continues to segment 

S502.

[00135] In segment S502, a provision request from a DT is received by the data and network 

management component. This request is generally received by the data and network management 

component by way of the substation receiver, which in turn, received the request by way of on- 

grid communications. Process flow continues to segment S504.

[00136] In segment S504, the data and network management component clears—resets—the 

Round_Trip_Timer and the Background ’l askjl’imer. Process flow continues to segment S506.

[00137] In segment S506, the data and network management component, e.g., the VirtuGrid 

(VG), looks up, e.g., Num_Slots_DT, the DT to determine how slots, e.g., how many slots, are to 

be assigned to the DT. Process flow continues to segment S508.

[00138] In segment S508, an initial slot assignment, e.g., Slot Assigned, is determined based 

on randomizing function of the time that the provision request was received, the maximum 

number of slots available, the substation domain, and the substation transfer domain and then the 

result normalized against the range of slot assignments, e.g., the slot is a random function of 

fRANDi (Prov_Req_Time, Max_Slots, SD, ST), where SD is the substation domain and ST is the 

substation transformer domain. Process flow continues to segment S510.

[00139] In segment S510, the slot assignment, e.g., Slot_Assigned, is reserved for the DT, e.g., 

in the VG. Process flow continues to segment S512.

[00140] In segment S512, the data and network management component checks to see if the 

initial slot assignment is available. If the slot assignment is available then the process flow 

continues to segment S516. If the slot assignment is not available, then the process continues to 

segment S514.
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[00141] In segment S514, the slot assignment for the DT is released in the data and network 

management component. Process flow continues to segment S508.

[00142] In segment S516, the slot assignment is provided to the DT, preferably using an RF 

link. Process flow continues to segment S518.

[00143] In segment S518, the process waits until the system clock, or other timing mechanism 

reaches a predefined value for the Round_Trip clock. Process flow continues to segment S520.

[00144] In segment S520 data and network management component checks to see if has 

received an provision acknowledgement signal from the DT. If the acknowledgement signal has 

been received, then process flow continues to segment S522. If the acknowledgement signal has 

not been received from the DT, then the process flow continues to segment S526.

[00145] In segment S522, the data and network management component confirms in its 

database that the slot has been assigned to the DT. Process flow continues to segment S524.

[00146] In segment S524, the data and network management component checks to see if the 

number of slots requested, e.g., Num Slots DT, for the DT is greater than one. If the number is 

greater than one, then the process flow continues to S532 to assign additional slots to the DT. If 

the number not greater than one, then process flow continues to segment S534.

[00147] In segment S526, the process waits until the system clock or other timing mechanism, 

reaches a predefined value for the Background_Task. Process flow continues to segment S528.

[00148] In segment S528, data and network management component checks to see if there has 

been a new provision request received from the same DT. If there has been a new provision 

request received, then the process flow continues to segment S530. If there has not been a new 

provision request received then, the process flow continues to segment S516.

[00149] In segment S530, data and network management component releases in its database 

the slot assigned for the DT. Process flow continues to segment S504.

[00150] In segment S532, the system repeats this slot assignment methodology, or another slot 

assignment methodology, for example as described below with referenced to FIG. 9, for each slot 

assignment needed greater than one. When all of the slot assignments have been processed, then 
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process flow continues to segment S534.

[00151] In segment S534, the process exits and ends.

[00152] Thus, at the end of the process, the data and network management component has 

generated and provided a slot assignment(s) for a DT and received acknowledgement from the DT 

that it has received the slot assignment(s).

[00153] If multiple slots are to be assigned for a DT, then FIG. 9 is a flowchart depicting an 

exemplary logical flow of a methodology for assigning a plurality of slots for a DT that has 

provided a provision request.

[00154] In segment S602, the process to assign multiple slots to a DT starts. Process flow 

continues to segment S604.

[00155] In segment S604, a slot index is determined as the Max slots available divided by the 

number of slot assignments required by this DT, e.g., Slotindex = Max_Slots I Num_Slots_DT. 

Process flow continues to segment S606.

[00156] In segment S606, the loop count is set equal to one, e.g., Loop_Count = 1, and N_Slot 

is set equal to the slot previously assigned to the DT and stored in the data and network 

management component, e.g., N Slot = Slot_Assigned. Process flow continues to segment S608.

[00157] In segment S608, the (proposed) new slot assignment for the DT is set to the 

previously assigned slot plus an offset, e.g., N_Slot is set equal to N_Slot plus the Slot_Index. 

Process flow continues to segment S610.

[00158] In segment S610, the systems checks whether the number of slots is beyond the 

boundary of the allowable slot assignments, e.g., is N Slot greater than the maximum number of a 

slot that can be assigned or N_Slot > Max_Slots? If N_Slot is greater, then process continues to 

segment S612. If N Slot is not greater, then process flow continues to segment S614.

[00159] In segment S612, N slot is set equal to N_slot minus the maximum number of slots, 

e.g., N Slot = N_Slot - Max_Slots. Process flow continues to segment S614.

[00160] In segment S614, a proposed slot assignment is determined by setting the proposed 

slot to a random function of provision request time, the N_slot, and the window size, e.g., Slot = 34
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fRAND2 (Prov_Req_Time, N_Slot, Window_Size). In an approach, the window size is the region of 

uncertainty around the next ideal slot assignment. Process flow continues to segment S616.

[00161] In segment S616, data and network management component compares the proposed 

slot to the slot assignment database to determine if the proposed slot is available. If the proposed 

slot is available, then process flow continues to segment S624. If the proposed slot is not 

available, the process continues to S614

[00162] In segment S624, the proposed slot assignment, e.g., Slot_Assigned, is sent to the DT, 

preferably by way of a RF link. Process flow continues to segment S622.

[00163] In segment S622, the data and network management component confirms in its 

database the slot assigned, e.g., Slot Assigned, for the DT. Process flow continues to segment 

S620.

[00164] In segment S620, the loop count is incremented. Process flow continues to segment 

S618.

[00165] In segment S618, the loop count is compared to the number of slots needed for the DT, 

e.g., Loop_Count < Num Slots DT?. If the loop count is less than the number of slots needed, 

then the process flow continues to segment S608. If the loop count is not less than the number of 

slots needed then the process flow continues to segment S626.

[00166] In segment S626, the system waits for a system clock or other timing mechanism to 

reach a predefined time, e.g., Background Task seconds. Process flow continues to segment 

S628.

[00167] In segment S628, data and network management component checks to see if 

acknowledgements, e.g., Provision Ask, have been received for all of slots assigned to the DT. If 

all of the acknowledgement have been received then, process flow continues to S632. If not all of 

the acknowledgements have been received, then process flow continues to segment S630.

[00168] In segment S630, the data and network management component determines which slot 

assignment acknowledgement has not been received and provides the slot assignment(s) to the 

DT. Process flow continues to segment S626.
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[00169] In segment S632, the routine exits and the process ends.

[00170] Thus, at the end of the process, multiple slots assignments have been created for a DT, 

sent to the DT, and acknowledged by the DT.

[00171] Once an electrical grid system is operational and the operating DTs have been 

provisioned, there may come a time where there is a conflict in an assigned time slot between at 

least two DTs. Collisions of transmitted information from DTs, being either partial or totally 

overlapping transmissions ideally should be prevented because they can destructively interfere 

with the data contained in the transmissions.

[00172] A slot conflict can occur when two or more DTs use the same Scheduled Payload Slot, 

e.g., a slot assignment, at substantially the same time. The slot conflict is typically caused by 

either an Unknown Event or a Rogue Transmitter. An Unknown Event is typically caused when 

the computer system makes or has made multiple assignments to the same scheduled payload slot.

This typically occurs when the network and data management component assigns a particular 

payload slot to a first DT that located in a first domain of the distribution grid and to a second DT. 

At the time the network and data management component makes that assignment, the second DT 

is understood by the network and data management component to be in a domain other than the 

first domain. However, if the second DT moved into the first domain either at some time before, 

unbeknownst to the network and data management component, the slot assignments were made to 

the first DT or after the network and data management component made the assignment. Under 

such circumstances, the possibility for a slot conflict is created. This movement of a DT from one 

domain to another without the knowledge of the network and data management component 

typically occurs during unplanned changes in the distribution grid circuit paths. Thus, for 

example, when a lineman goes out to fix a line problem as part of an unplanned change due to 

weather or an accident and the lineman switches a circuit from a domain to another domain 

without appropriately reporting the change, or the change was reported, but the data was not 

properly entered in the computer system, then in either case, the network and data management 

component was not properly updated. Presumably, when planned changes in the distribution 

grid circuit paths occur, the network and data management component is appropriately updated 

with the changes that affect the grid layout, although the invention does not need such updating to
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function appropriately in every embodiment.

[00173] A slot conflict can also be caused by a rogue transmitter of a DT in the electric 

distribution grid. A DT includes internal circuitry that tracks master timing of the slot 

transmissions. As is known, time slotted transmission systems typically employ a universal 

timing synchronization signal that is periodically transmitted in a system to sync all of the units 

that send/receive on the system, generally referred to as a Master Sync. It is conceivable that a 

situation can arise where a DT’s internal timing drifts off, and is no longer synchronized with the 

master timing. Lack of synchronization is typically caused by failure to update timing via NTP or 

Loss of GPS timing signal. When this out of sync event occurs, the DT transmits its signal(s) at 

the appropriate time slot according to its internal timing however this time slot is not the 

appropriate time slot with respect to the master timing schedule. A Rogue Transmitter can "walk" 

its timing so as to create a single slot conflict, or span across two slots and create an adjacent slots 

conflict. DTs must obtain master timing on a periodic basis or are automatically squelched. If the 

signal is squelched, then the Rogue Transmitter’s signal ceases to transmit, and the conflict 

likewise ceases to exist.

[00174] A slot conflict is detected by examining the candidate signal energy that is received by 

the FIM during a time slot. This can be candidate signal energy over time or it can be an absence 

of candidate signal energy. Energy over time is the candidate signal energy that is received and is 

across substantially all of the time slot, partially across the time slot, and partially across adjacent 

time slots.

[00175] Energy Across the Slot is when the FIM detects candidate signal energy across the 

slot, i.e., of a duration approximately equivalent to a DT transmission, then there is either a Slot 

Conflict or the presence of a large amount of impulse noise. Energy Partially Across the Slot is 

when the FIM detects candidate signal energy across a portion the slot, i.e., of a duration less than 

that of a DT transmission, then there is either a Rogue Transmitter Slot Conflict or the presence of 

some amount of impulse noise. Energy Partially Across Adjacent Slots is when the FIM detects 

candidate signal energy across a portion of two adjacent slots, then there is either a Rogue 

Transmitter Slot Conflict or the presence of some amount of impulse noise.

[00176] If candidate signal energy is substantially not detected at the FIM for an Assigned Slot,37
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then no recognizable signal is received at that time slot. This lack of candidate signal energy 

suggests that a DT failed to transmit, the circuit powering the DT has failed, a condition on the 

Grid has attenuated the DT’s transmit signal sufficiently to not be detected by the FIM, or the DT 

is transmitting at a time other than the assigned slot.

[00177] In an approach of the invention, once a slot conflict has been identified, the network 

and data management component initiates, at the earliest opportunity, a process for resolving the 

slot conflict. An exemplary method for resolving a time slot conflict generally depends on 

implied cause of the conflict, which is based on how the conflict was detected. If the conflict was 

detected based on Energy across a slot, then the network and data management component 

determines the DT that is the DT of record (i.e., the DT that the network and data management 

component believes should be transmitting at that time slot according to its database of assigned 

time slots) for that time slot, then the network and data management component determines a new 

assignable (not currently taken) payload slot for that DT and provides that payload slot 

information to the DT.

[00178] If a conflict is determined based on Energy Partially Across the Slot, then candidate

signal energy received at the time slot is examined, e.g., by the FIM, to determine if any 

information can be extracted. If a valid GLA signal—the header of the burst data—is extracted, 

then the network and data management component does not issue a new slot assignment.

[00179] If the FIM fails to detect a valid GLA signal, a new Assignable Payload Slot is given

to the DT of Record (i.e., the DT that the network and data management component believes 

should be transmitting in this slot).

[00180] If the FIM detects Energy Partially Across Adjacent Slots, then the network and data 

management component will follow the process described above with respect to Energy partially 

across the slot.

[00181] FIG. 10 is a flowchart depicting a logical flow of a methodology for the decision 

process of whether to assign a new payload slot to a DT in the event that a network and data 

management component determines that there is a slot conflict.

[00182] In segment S700, the new slot assignment decision process begins. Process flow 
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continues to segment S702.

[00183] In segment S702, the FIM has detected candidate signal energy has been detected 

during a valid slot time. Process flow continues to segment S704.

[00184] In segment S704, the FIM examines the duration of candidate signal energy detected 

in the time slot and compares it to an established burst time, e.g., Energy_Duration = 

Burst_Time?. If they are not approximately the same length of time, then burst length is likely 

invalid and the likely cause is noise. However, there also exists the possibility of a rogue 

transmitter causing the conflict, but not likely; thus, process flow continues to segment S710. If 

they are approximately the same length of time then process flow continues to segment S706.

[00185] In segment S706, the FIM examines the candidate signal energy received to determine 

whether a valid GLA signal has been detected. If a valid GLA signal has been detected, then the 

transmitted signal is likely a normal signal, where the conflict in transmission may be due to late 

noise or a rogue transmitter, but not likely; process flow continues to segment S710. If a valid 

GLA has not been received then this indicates that a collision is likely, which could have been 

caused by noise or by a rogue transmitter, but not likely; process flow continues to segment S708.

[00186] In segment S708, a new assigned slot(s) is provided to the DT of record. Process flow 

continues to segment S710.

[00187] In segment S710, the routine exits and the process ends.

[00188] Thus, at the end of the process, if the network and data management component 

determines that a collision has occurred, then the DT of record is provided a new assigned time 

slot. The network and data management component stores the new assignment slot along with the 

DT within its system and the DT stores the assignment slot in its system.

[00189] When a conflict is determined to exist, in a preferred approach, the computer system 

may employ one of several different approaches to reassigning slot assignments: in a situation 

with a DT having a single slot assignment, the computer system would typically use a Single Slot 

Reassignment approach; in a situation with a DT having a multiple slot reassignments, the 

computer system would typically use a Multi-Slot Reassignment approach; and in the situation 

where there is a conflicting DT, the computer system would typically employ a conflicting DT 39
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resolution approach.

[00190] In a preferred Single Slot Reassignment approach of the invention, also referred to as a 

DT with Single Scheduled Payload Slot, once a slot conflict has been identified, the conflict 

should be ideally resolved at the earliest reasonable time so that there will be a reduction or 

elimination of the likelihood that current and/or new information transmitted by a DT(s) in 

conflict will be lost, overwritten, or otherwise being inaccessible . However, the process should 

ensure that the new assigned time slot does not occur too close in time to the current, (e.g., old) 

assigned time slot as the system must account for some delays in providing the information to the 

DT and time for the DT to function. One part of the delay is for the system to determine what the 

new slot assignment should be for the DT of record. A second part of the delay is minimum 

amount of time needed to communicate the new slot assignment with the DT of record; this part 

of the delay would take into consideration, the traffic on the RF link used to transmit the new slot 

assignment. A third part of the delay, although typically insignificant, is a delay for the DT to 

store the new assignment information and prepare to transmit the information during the new time 

slot. See, for example, FIG. 11, which depicts a slot reassignment.

[00191] As depicted in FIG. 11, in a Frame 1152, a computer system detects a slot conflict in 

Frame 1, slot 3, denoted by an “X”, e.g., time slot 1162. Shortly thereafter, the computer system 

determines a new slot assignment for the DT. There is a transmission delay—it isn’t until the time 

corresponding to Frame 3, slot 3 that the appropriate DT of record receives the slot assignment 

information, e.g., at time slot 1164. The new slot assignment is Frame 4, Slot 5, e.g., time slot 

1166. Assuming that each slot is six seconds, the DT has approximately five time slots or thirty 

(30) seconds to prepare to transmit the information that it is supposed to transmit. Thus, once the 

conflict was detected, a DT associated with that conflict had its slot assignment re-assigned and 

provided with its new slot assignment within a minute. Although this might be a best case 

scenario, the resubmission of this DTs’ information was transmitted within approximately 18 time 

slots or 108 seconds.

[00192] In a preferred approach of the invention, upon Slot Conflict Detection, the network 

and data management component should initiate a process to reassign the slot assignment for the 

conflicted DT. First, the network and data management component identifies the conflicted DT.
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Using its database, the network and data management component looks up what DT has been 

assigned to the slot with a conflict, which may be referred to as the “DT of Record.” The network 

and data management component seeks to give the DT of Record a pseudo random slot 

assignment within the range of a minimum offset, i.e., "No Assignment" period or “No 

Assignment Window” 1154, and a maximum offset, i.e., Max Recovery.

[00193] A "No Assignment" period allows sufficient time for the DT to receive the assignment 

message via the downstream radio link. The minimum No Assignment period is typically set 

based upon the type of downstream radio rink type, the outbound message queue time, and the 

upstream radio link type. In an approach, the no assignment period will be measured in seconds, 

but the system would typically avoid a No Assignment period being less than one Frame time or 

thirty (36) seconds for practical purposes. As such, a new slot assignment cannot within the time 

period covered by the No Assignment period.

[00194] The computer system would also employ a maximum "Recovery" period, which is the 

longest period of time before which a DT will be provided a slot assignment. Typically the Max 

Recovery would be set to 24 hours, but can be set much shorter if the information from a 

particular DT is considered high value and thus sought to have the DT’s information transmitted 

sooner than later, for example, approximately 12 hours, then the Max Recovery off would be set 

to 43,200 second (= twelve (12) hours).

[00195] In another aspect, the computer system also employs a Max setoff, which is the 

maximum value, typically expressed in seconds, between the DT’s slot assignment having a 

conflict and the newly proposed slot assignment for the DT. Again, for a high value DT where it 

is sought to have the information from the DT before too long a period, for example, 

approximately 12 hours, then the Max Set off would be set to 43,200 second (= twelve (12) 

hours).

[00196] After receiving the new assigned slot, the DT acknowledges the slot assignment over 

the upstream radio link. The DT stores the new slot assignment, and updates its circuitry 

appropriately to transmit at the new slot assignment.

[00197] FIG. 12 is a flowchart depicting a logical flow of a methodology for a single slot 
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reassignment according to a preferred approach of the invention. As described above, when the 

computer system determines that a DT having a single slot assignment has a conflict and needs to 

be reassigned, then the computer system implements the following approach:

[00198] In segment SI 102, the single slot reassignment process begins. Process flow 

continues to segment SI 102.

[00199] In segment SI 104, NSlot, is set approximately equal to the current slot of the DT in 

conflict plus an offset the value of the No Assignment window, e.g., No_Assign_Window. 

Process flow continues to segment SI 106.

[00200] In segment SI 106, the proposed slot assignment seed is compared to the maximum 

number of slots available, e.g., Max_Slots. If the proposed slot assignment number is greater than 

Max Slots, then process flow continues to segment SI 108. Otherwise, process flow continues to 

S1110.

[00201] In segment SI 108, N slot is set equal to N_slot minus the maximum number of slots, 

e.g., N_Slot = N Slot - Max Slots. Otherwise, process flow continues to SI 110.

[00202] In segment SI 110 the proposed slot assignment is set approximately equal to a random 

number generated based on the seeding of the date and time, the proposed assignment slot seed, 

and the window size (i.e., the region of uncertainty around the next slot assignment. It is a range 

+/- around the proposed slot assignment. This is typically set to the value 10, but can be set to 

any value). For example, Slot = Ir/ww (Date_Time, N_Slot, WindowSize). Process flow 

continues to segment SI 112.

[00203] In segment SI 112, the network and data management component of the computer 

system checks its database to see whether the proposed assignment slot is available. If the 

proposed assignment slot is available, then process flow continues to segment SI 114. Otherwise, 

process flow continues to SI 110.

[00204] In segment SI 114, the network and data management component records the proposed 

slot assignment, e.g., Slot Assigned, for the DT in its database. Process flow continues to 

segment SI 116.
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[00205] In segment SI 116, a loop counter (i.e., LoopCount) is set to zero. Process flow 

continues to segment S1118.

[00206] In segment S1118, the loop counter is incremented by one. Process flow continues to 

segment SI 120.

[00207] In segment SI 120, the loop counter is compared to a defined number for the max 

number of attempts to communicate the new assigned slot to the DT, e.g., LoopCount > 

Max Retries? If the loop counter is greater than the Max number of retries, then process flow 

continues to SI 128. Otherwise, process flow continues to segment SI 122.

[00208] In Segment SI 122, the computer systems send the proposed slot assignment, e.g., 

Slot_Assigned, to the DT, preferably via RF link. Process flow continues to segment SI 124.

[00209] In segment SI 124, the system waits for a defined amount of time, e.g., 

Round_Trip_Seconds. When the delay is over, process flow continues to segment SI 126.

[00210] In segment SI 126, the computer system checks to see if an acknowledgement has been 

received from the DT that the slot assignment, more specifically a slot reassignment, has been 

received from the DT, e.g., Slot Reassign Ack. If an acknowledgement has been received, then 

process flow continues to segment SI 132. If not, the process flow continues to SI 118.

[00211] In segment SI 128, the computer system releases the proposed slot assignment which 

can be used by the system for future use. Process flow continues to segment SI 130.

[00212] In segment SI 130, the Routine exits and the process ends.

[00213] In segment SI 132, the computer stores confirmation of the proposed slot assignment

as the slot assignment for the DT. Process flow continues to segment SI 130.

[00214] Thus, at the successful completion of the process the DT is provided with a new slot 

assignment, where the slot assignment should be far enough in the future that the DT will have 

time to transmit its data at the new slot assignment. If the process ends because it has tried too 

many times, then the DT is not reprogrammed at this time.

[00215] In a Reassignment approach for a DT with two or more Scheduled Payload Slots, also 

referred to as a Multi-Slot Reassignment, the computer system typically applies a combination of 43
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methods. In a preferred approach, a first slot reassignment is done according to DT of Record is 

given the first slot assignment using the procedure of "DT with Single Assignable Payload Slot" 

as discussed above with reference to FIG. 12. The remainder of slot assignments are provided 

generally using the procedure of "Initial DT Detection and Assignment" as discussed above with 

reference to FIGs. 7, 8 and 9 for the remaining assignment slots of the DT having a plurality of 

assignment slots.

[00216] FIG. 13 is a flowchart depicting a logical flow of a methodology for a multiple slot 

reassignment. As described above, when the computer system determines that a DT having a slot 

assignment has a conflict and needs to be reassigned, then the computer system implements the 

following in a preferred approach.

[00217] In segment SI200, the process starts. Process flow continues to segment SI202.

[00218] In segment SI202, the single slot reassignment process begins. Process flow 

continues to segment SI204.

[00219] In segment S1204, the proposed slot assignment N_Slot seed is set approximately 

equal to the current slot of the DT, e.g., DT Slot, plus the value of an offset to account of delay, 

e.g., the No_Assign_Window. Process flow continues to segment S1206.

[00220] In segment S1206, the proposed slot assignment seed, e.g., N Slot, is compared to the 

maximum number of slots available. If the proposed slot assignment number is greater than 

Max Slots, then Process flow continues to segment SI208. Otherwise, process flow continues to 

S1210.

[00221] In segment S1208, the proposed assigned slot seed, e.g., N Slot, is set equal to the 

proposed assigned slot seed minus Max_Slots e.g., N_Slot = N_Slot - Max_Slots. Process flow 

continues to segment SI210.

[00222] In segment S1210 the proposed slot assignment is set approximately equal to a random 

number generated by the date and time, the proposed assignment slot seed, and the window size. 

For example, Slot = fRAND2 (Date_Time, NjSlot, Window_Size). Process flow continues to 
segment S1212.
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[00223] In segment S1212, the network and data management component checks its database 

to see whether the proposed assignment slot is available. If the proposed assignment slot is 

available, then process flow continues to segment S1214. Otherwise, process flow continues to 

S1210.

[00224] In segment S1214, the network and data management component records the proposed 

slot assignment for the DT in its database. Process flow continues to segment S1216.

[00225] In segment S1216, a slot index is determined as the Max slots available divided by the 

number of slot assignments required by this DT e.g., Slot index = Max Slots / Num Slots DT. 

Process flow continues to segment S1218.

[00226] In segment S1218, the loop count is set equal to one and N slot is set equal to the slot 

previously assigned to the DT and stored in the data and network management component, e.g., 

N_Slot = Slot_Assigned. Process flow continues to segment SI220.

[00227] In segment SI220, N_slot is set equal to N_slot plus the slot index, e.g., N_Slot = 

N_Slot + Slot_Index. Process flow continues to segment S1227.

[00228] In segment SI227, if N_Slot greater than the maximum number of slots that can be 

assigned, e.g., N_Slot > MaxjSlots? If NjSlot is greater, then process continues to segment 

S1224. If N_Slot is not greater, then process flow continues to segment S1226.

[00229] In segment S1224, N_slot is set equal to N_slot minus the Max number of slots, e.g., 

e.g., N Slot = NjSlot - MaxjSlots. Process flow continues to segment SI226.

[00230] In segment SI 226, slot is set equal to a random function of provision request time, the 

N_slot, and the window size. For example, Slot = fRAND2 (DateJTime, N_Slot, Window_Size). 

Process flow continues to segment S1234.

[00231] In segment SI234, the data and network management component compares the slot to 

the slot assignment database to determine if slot is available. If the slot is available, then process 

flow continues to segment S1232. If the slot is not available, the process continues to S1226.

[00232] In segment, S1232, the data and network management component reserves the slot 

assignment, e.g., Slot Assigned, for the DT in its database, e.g., the VG. Process continues to 
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segment S1230.

[00233] In segment SI230, the loop count is incremented, e.g., LoopCount = LoopCount +

1. Process flow continues to segment S1228.

[00234] In segment S1228, the loop count is compared to the number of slots need for the DT, 

e.g., LoopCount < Num_Slots_DT. If the loop count is less than the number of slots needed, 

then the process flow continues to segment S1220. If the loop count is not less than the number 

of slots needed then the process flow continues to segment S1236.

[00235] In segment S1236, the Loop Count is set to zero. Process flow continues to segment 

S1238.

[00236] In segment S1238, the Loop_Count is incremented by one, e.g., Loop_Count = 

Loop Count + 1. Process flow continues to segment SI240.

[00237] In segment S1240, the Loop Count is compared to the maximum number of retries 

(Max_Retries). If Loop Count is greater than the MaxRetries, e.g., Loop_Count >

Max Retries?, then the process flow continues to SI242. Otherwise the process flow continues to 

segment S1244.

[00238] In segment SI 242, all of the proposed slot assignments, e.g., Slot_Assigned, for the 

DT are released. Process flow continues to segment S1252.

[00239] In segment SI 244, all of the proposed slot assignments for the DT are sent to the DT, 

preferably via RF link. Process flow continues to segment SI246.

[00240] In segment SI246, the system waits for a system clock or other timing mechanism to 

reach a predefined time of Round Trip seconds. Process flow continues to segment SI248.

[00241] In segment SI248, the data and network management component checks to see if 

acknowledgements have been received for all of slots assigned to the DT, e.g.,

Slot Reassign Ack received?. If all of the acknowledgements have been received then, process 

flow continues to SI 250. If not all of the acknowledgements have been received, then process 

flow continues to segment SI238.

[00242] In segment SI250, the data and network management component confirms in its 
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database all of slots assigned to the DT. Process flow continues to segment S1252

[00243] In segment S1252, the Routine exits and the process ends.

[00244] Thus, at the end of the process, multiple slots assignments have been created for a DT, 

sent to the DT, stored in and acknowledged by the DT and stored in the database of the computer 

system.

[00245] When a conflicting situation occurs and the DT of record has been subsequently 

reassigned to another slot, then typically the DT that caused the conflict with prior DT of record 

at an allotted time slot can generally be detected by the computer system. The computer system 

detects the conflicting DT when the conflicting DT transmits at the next allotted time slot, which, 

on a 24 hour period, will be approximately 24 hours after the last allotted time slot. The computer 

system can determine the DT’s location on the grid based on its established techniques. See, for 

example, “System And Method For Inferring Schematic And Topological Properties Of An 

Electrical Distribution Grid”, U.S. Patent application number 13/871,944 and “System And 

Methods For Inferring The Feeder And Phase Powering An On-Grid Transmitter” U.S. Patent 

application number 14/304,648, the contents of which are incorporated herein in their entirety.

[00246] Additionally, the computer system can determine an ID of the conflicting DT based on 

information that it transmits. In one aspect, the conflicting DT transmit identifying information 

for itself as part of a scheduled signal transmission, as the DT’s identifying information is 

contained as part of the data burst (FIG. 6), which may be part of the header and/or the tail of the 

data burst. In another approach, the computer system sends a signal to the conflicting DT 

directing it to send its identifying information during its next scheduled transmission. A computer 

system may infer which DT is the conflicting DT if it reviews which DTs it has received a 

transmission from. If there is a DT having a missing transmission, then the computer system can 

infer that this is the conflicting DT and send an instruction to that DT to have it send its 

identifying information during its next schedule transmission. If the computer systems receives a 

DT’s identifying information during the next time slot corresponding to the conflicting time slot, 

then that identifying information is presumed to be the conflicting DT. If the computer system 

finds that there are several DTs that do not seem to have transmitted a signal, then the computer 

system can interactively go through each missing DT sending instructions to each until the
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identifying information is received during the conflicting time slot or until there are no DTs with 

missing transmission remaining. If the computer system is unable to infer which is the missing 

DT either based on a DTs with missing transmissions or otherwise, then the computer system can 

send instructions to all of the DTs in the domain indicating that during the next period of signal 

transmissions, each DT is to transmit its identifying information. Although the first two 

approaches could generally be sent via a downstream RF link directed at a specific DT, in this 

approach, the computer system would employ an on-grid transmission and/or a downstream RF 

link to all of the DTs to increase the likelihood that the conflicting DT will receive the 

transmission. Once the ID of the conflicting DT has been received during the conflicting time 

slot, then the computer system, and generally it is the FIM which determines a DT’s ID from a 

transmission signal, updates its database to reflect that the conflicting DT associated with the 

conflicting DT’s ID is transmitting at the conflicting time slot.

[00247] FIG. 14 is a flowchart depicting a logical flow of a methodology for resolving the 

conflict in transmissions between two DTs. As described above, when the computer system 

determines the identification of the conflicting DT, then the computer system updates its database 

to reflect the conflicting slot allotment time to be that of the conflicting DT. The computer 

system implements the following in a preferred approach to update the computer system’s 

database information:

[00248] In segment SI300, the conflicting DT resolution process begins. Process flow 

continues to segment SI302.

[00249] In segment S1302, the Conflicting DT is detected, e.g., most likely during the next 

time corresponding to the assigned slot, which is typically 24 hours later, when it again transmits. 

Process flow continues to segment SI304.

[00250] In segment SI 304, the computer system determines the ID of the Conflicting DT and 

provides it to the computer system, e.g., the network and data management component of the 

computer system, for lookup. In one respect the ID of the conflicting DT is determined by 

identification of the DT. In another aspect, the conflicting DT is determined based on a 

combination of the feeder and phase that the computer system, most likely the FIM, has 

associated with the signal received from the conflicting DT and some portion of information in
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the header or payload data of the signal. The computer system also tracks the location of the 

conflicting DT. Process flow continues to segment SI306.

[00251] In segment S1306, the computer system’s database, e.g., VG, is updated to reflect the 

conflicting DT to transmit at the conflicting slot allotment time and the location of the conflicting 

DT. Process flow continues to segment SI308.

[00252] In segment S1308, the Routine exits and process ends.

[00253] Thus, at the end of this process, the conflicting DT has been identified and the 

computer system’s database has been updated to reflect the conflicting DT’s slot allotment and its 

location.

[00254] During the course of a distribution grid operation, the occasion may arise when a DT 

should have a new slot allotment. The occasion could be, for example, due to a conflict, as 

described above, or the occasion could be for some other reason. Once the computer system has 

determined that a DT should be reassigned to a different time slot(s), it will reserve a new slot(s) 

for the DT and send that new slot(s) information to the DT. After the computer system receives 

acknowledgement of receipt back from the DT, the computer system updates its database to 

reflect the slot assignments for the DT.

[00255] In another approach, the computer system determines the conflicting DT by looking at 

signals received from DTs on the grids. The computer system tracks when the last signal has 

been received from each DT. Therefore, the computer system can determine which, if any, DTs 

that are scheduled to transmit, e.g., they have at least one slot assignment, but the computer 

system has not received any signals from them for at least some time, e.g. one period. If there is 

only one DT from which there has been no signal received for some time, then the computer 

system assumes that this the DT in conflict. If there several DTs from which there has been no 

signal received for some time, then the computer system can iteratively process each of these DTs 

assuming that it is the DT in conflict, and reassign slot assignments for each. In a variation of this 

approach, the computer system will work reassigning DTs iteratively through only some of the 

DTs without a recent signal until some stopping point is reached (and the computer system can 

resume reassigning DTs that have not been recently heard from). For example, the computer 
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system will stop after a fixed number of DTs are reassigned. In another approach, the computer 

system will stop reassigning DTs when the time slot that had candidate signal energy received but 

no identifiable signal has changed, and now the time slot either has an identifiable signal or the 

time slot does not have candidate signal energy sufficient to suggest that a DT device transmitted 

during that time.

[00256] FIG. 15 is a flowchart depicting a logical flow of a methodology for resolving the 

conflicting DT in accordance with a preferred approach of the invention. As described above, 

when the computer system determines the identification of the conflicting DT, then the computer 

system updates its database to reflect the conflicting slot allotment time to be that of the 

conflicting DT. The computer system implements the following in a preferred approach:

[00257] In segment SI402, the Intentional Reassignment process begins. Process flow 

continues to segment SI404.

[00258] In segment SI404, the network and data management component reserves a slot(s) for 

the DT. The component preferably uses one of the methods described above to assign slot(s) for 

the DT, or any other appropriate method. Process flow continues to segment SI406.

[00259] In segment SI406, a counter, Loop_Count, is set to zero. Process flow continues to 

segment S1408.

[00260] In segment SI408, the counter is incremented by one, e.g., LoopCount = LoopCount 

+ 1. Process flow continues to segment SI410.

[00261] In segment S1410, the counter is compared to MaxJRetries, the max number of retries 

for waiting for acknowledgement from the DT, e.g., Loop Count > Max_Retries?. If the counter 

is less than Max Retries, then process flow continues to segment S1412. Otherwise, process flow 

continues to segment S1420.

[00262] In segment S1412, the computer system causes the slot assignment(s), e.g., 

Slot_Assigned, to be sent to the DT, preferably by way of an RF link. Process flow continues to 

segment S1414.

[00263] In segment S1414, the system waits for a system clock or other timing mechanism to 
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reach a predefined time of Round_Trip seconds. Process flow continues to segment SI416. 

[00264] In segment S1416, the system checks whether it has received an acknowledgment of 

slot assignments being received from the DT. If an acknowledgement has been received, the 

process flow continues to segment S1418. Otherwise, process flow continues to segment SI408. 

[00265] In segment S1418, the network and data management component confirms that the 

reserved slot(s), e.g., Slot_Assigned, for the DT are assigned to the DT. Process flow continues 

to segment SI422.

[00266] In segment S1422, the process exits and ends.

[00267] In segment SI 420, the computer system releases all of the reserved slots for the DT in

the database. Process flow continues to segment SI422.

[00268] Thus, at the preferable end of the process, the DT has been assigned a new time slot(s). 

The slot assignment(s) for the DT is stored in the DT and in the computer system.

[00269] Use of the present invention provides at least several advantages: First, the 

algorithm(s) are relatively simple, which would suggest that the algorithms are relatively simple 

to employ, modify, if needed, and maintain. Secondly, the invention can be employed to introduce 

or modify DT operation without or with a priori knowledge of the circuit topology. Thirdly, the 

invention can be employed to introduce or modify a DT. Fourth, the invention can be employed to 

resolve circuit fold-overs without increase of time or complexity, essentially without regard to the 

size of the fold-over. Fifth, employment of the invention supports recovery of information in a 

timely manner. Sixth, employment of the invention is compatible with, but does not require, a 

priori knowledge of movement of DTs. Seventh, employment of the invention can be used 

without a priori assignment of initial slot assignments. Eighth, employment of the invention is 

False Positive Tolerant. Ninth, employment of the invention does not add traffic to async payload 
slots.

[00270] One of skill in the art will appreciate that the foregoing disclosure includes important 

novel inventions. In certain aspects, and in no way negativing the novelty of the present 

invention, one of skill in the art will appreciate that portions of these inventions represent the 

novel combination of some known features. It will also be well appreciated that such known 51



WO 2016/070104 PCT/US2015/058423

features (such as, for example, methods of seeding a random number generator and methods of 

sending sequential instructions or a message containing all instructions), can be performed in any 

of a variety of well-known ways. Consequently, any particular presentation as to a method or 

feature provided above, should be understood to be merely exemplary. The practitioner of 

ordinarily of skill in the art, having had the benefit of the present disclosure, will readily see how 

to apply other methods, whether already known or yet to be developed, in the practice of the 

present invention. The inventors therefore make the following disclosure with the understanding 

that any such routine applications of known methods are intended to fall within the scope of the 

present disclosure, without in any way reducing the inventiveness of the material disclosed.

[00271] While the invention has been described and illustrated with reference to specific 

exemplary embodiments, it should be understood that many modifications, combinations, and 

substitutions can be made without departing from the spirit and scope of the invention. For 

example, although process flows are described with a certain process flow and segments, the 

invention is not so limited and various flows could achieve the same desired result. Similarly 

some segments can be modified, omitted and new segments included and achieve the same 

desired result. Accordingly, the invention is not to be considered as limited by the foregoing 

description but is only limited by the scope of the claims.
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9 CLAIMS:

1. A method for resolving a slot conflict, comprising:

determining, by a computing device comprising a processor device, that signals 

received by a receiver via an electrical distribution grid during a message time slot 

comprise multiple transmissions that were transmitted by corresponding multiple 

downstream transmitters of a plurality of downstream transmitters, the message time 

slot being assigned to only one downstream transmitter of the multiple downstream 

transmitters;

identifying a first downstream transmitter of the multiple downstream 

transmitters;

assigning a new message time slot to the first downstream transmitter; and

causing a new time slot identifier that identifies the new message time slot to be 

sent to the first downstream transmitter.

2. The method of claim 1, wherein causing the new time slot identifier that identifies 

the new message time slot to be sent to the first downstream transmitter further 

comprises causing the new time slot identifier that identifies the new message time 

slot to be wirelessly sent to the first downstream transmitter.

3. The method of claim 1 or claim 2, wherein the receiver is coupled to the electrical 

distribution grid on a high voltage side of one or more service transformers between 

the receiver and the multiple downstream transmitters.

4. The method of any one of claims 1 to 3, wherein identifying the first downstream 

transmitter comprises:
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9 accessing a slot assignment database that identifies the plurality of downstream 

transmitters and a corresponding plurality of message time slots assigned to the 

plurality of downstream transmitters; and

based on the slot assignment database, determining that the message time slot is 

assigned to the first downstream transmitter.

5. The method of claim 4, further comprising:

determining that signals received by the receiver during a subsequent occurrence 

of the message time slot originate from a second downstream transmitter of the 

multiple downstream transmitters; and

updating the slot assignment database to assign the message time slot to the 

second downstream transmitter.

6. The method of any one of claims 1 to 5, wherein assigning the new message time 

slot to the first downstream transmitter comprises randomly selecting the new 

message time slot from a plurality of available message time slots.

7. The method of claim 6, wherein assigning the new message time slot to the first 

downstream transmitter comprises assigning a new message time slot that occurs at a 

time greater than a predetermined amount of time from a time at which the new 

message time slot is selected.

8. The method of any one of claims 1 to 5, wherein assigning the new message time 

slot to the first downstream transmitter comprises assigning a plurality of new 

message time slots to the first downstream transmitter, and wherein causing the new 

time slot identifier that identifies the new message time slot to be sent to the first 

downstream transmitter comprises causing a plurality of new time slot identifiers that
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slots to be sent to the downstream transmitter.

9. The method of claim 8, wherein assigning the plurality of new message time slots 

to the first downstream transmitter comprises randomly assigning the plurality of new 

message time slots to the first downstream transmitter.

10. The method of any one of claims 1 to 9, wherein identifying the first downstream 

transmitter of the multiple downstream transmitters comprises:

maintaining data that identifies a time of receipt of a last transmission from each 

downstream transmitter of the plurality of downstream transmitters;

determining that no transmission was received for each of the multiple 

downstream transmitters; and

selecting a downstream transmitter of the multiple downstream transmitters as the 

first downstream transmitter.

11. A system comprising:

a computing device comprising:

a communication interface configured to communicate with a receiver coupled to 

an electrical distribution grid; and

a processor device coupled to the communication interface and configured to:

determine that signals received by the receiver via the electrical 

distribution grid during a message time slot comprise multiple transmissions that 

were transmitted by corresponding multiple downstream transmitters of a 

plurality of downstream transmitters, the message time slot being assigned to only 

one downstream transmitter of the multiple downstream transmitters;
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transmitters;

assign a new message time slot to the first downstream transmitter; and

cause a new time slot identifier that identifies the new message time slot to 

be sent to the first downstream transmitter.

12. The system of claim 11, wherein to cause the new time slot identifier that 

identifies the new message time slot to be sent to the first downstream transmitter, the 

processor device is further configured to cause the new time slot identifier that 

identifies the new message time slot to be wirelessly sent to the first downstream 

transmitter.

13. The system of claim 11 or claim 12, further comprising the receiver, and wherein 

the receiver is coupled to the electrical distribution grid on a high voltage side of one 

or more service transformers between the receiver and the multiple downstream 

transmitters.

14. The system of any one of claims 11 to 13, wherein to identify the first 

downstream transmitter, the processor device is further configured to:

access a slot assignment database that identifies the plurality of downstream 

transmitters and a corresponding plurality of message time slots assigned to the 

plurality of downstream transmitters; and

based on the slot assignment database, determine that the message time slot is 

assigned to the first downstream transmitter.

15. The system of claim 14, wherein the processor device is further configured to:
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the message time slot originate from a second downstream transmitter of the multiple 

downstream transmitters; and

update the slot assignment database to assign the message time slot to the second 

downstream transmitter.

16. The system of any one of claims 11 to 15, wherein to assign the new message 

time slot to the first downstream transmitter the processor device is further configured 

to randomly select the new message time slot from a plurality of available message 

time slots.

17. The system of claim 16, wherein to assign the new message time slot to the first 

downstream transmitter the processor device is further configured to assign a new 

message time slot that occurs at a time greater than a predetermined amount of time 

from a time at which the new message time slot is selected.

18. The system of any one of claims 11 to 15, wherein to assign the new message 

time slot to the first downstream transmitter the processor device is further configured 

to assign a plurality of new message time slots to the first downstream transmitter, 

and wherein to cause the new time slot identifier that identifies the new message time 

slot to be sent to the first downstream transmitter the processor device is further 

configured to cause a plurality of new time slot identifiers that identify corresponding 

new message time slots of the plurality of new message time slots to be sent to the 

downstream transmitter.

19. The system of claim 18, wherein to assign the plurality of new message time slots 

to the first downstream transmitter the processor device is further configured to 

randomly assign the plurality of new message time slots to the first downstream 

transmitter.
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20. The system of any one of claims 1 to 19, wherein to identify the first downstream 

transmitter of the multiple downstream transmitters the processor device is further 

configured to:

maintain data that identifies a time of receipt of a last transmission from each 

downstream transmitter of the plurality of downstream transmitters;

determine that no transmission was received for each of the multiple downstream 

transmitters; and

select a downstream transmitter of the multiple downstream transmitters as the 

first downstream transmitter.
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