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SCALABLE SERVER ARCHITECTURE
SYSTEMS AND METHODS

Cross-Reference to Related Applications

The present application is related to U.S. Patent Application (CPA) No.
08/852,557, entitled “Remote Digital Image Viewing System and Method”, filed May
7, 1997 (CPA filed October 26, 1999); U. S. Provisional Patent Application No.
60/177,329, entitled “Wireless Network System and Method”, filed January 21, 2000;
U.S. Provisional Patent Application No. 60/180,649, entitled “Digital Image Transfer
System and Method”, filed February 7, 2000; and U.S. Provisional Patent
Application No. 60/220,730, entitled “Wireless Network System and Method,” filed
July 26, 2000, each of the same inventor hereof, and those respective applications are
incorporated herein. The present application is also related to U. S. Provisional
Patent Application No. 60/241,096, entitled “Wireless ASP Systems and Methods,”
filed October 16, 2000, U. S. Provisional Patent Application No. 60/241,095, entitled
“E-Mail and Messaging Systems and Methods,” filed October 16, 2000, U.S.
Provisional Patent Application No. 60/241,087, entitled “Wireless Communications
Protocols and Architectures Systems and Methods,” filed October 16, 2000, and U.S.
Provision Patent No. 60/240,985, entitled “Browser and Network Optimization
Systems and Methods,” filed October 16, 2000.

Backeround of the Invention

The present invention generally relates to wireless communications systems
and methods and, more particularly, relates to scalable server architecture systems
and methods for wireless packetized data communications networks using specialized

protocols.
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Conventional packetized data communications protocols and network

architectures were developed primarily for use in wired networks and conditions.
The protocols and networks are not optimized for the peculiarities of wireless
communications environments. Networks, particularly client-server networks such as
the Internet, are commonly designed to conform to standardized protocols, for
example, the Transport Control Protocol/Internet Protocol (TCP/IP).

In wireless communications, protocols more appropriate for the wireless
environment and conditions can provide better performance. The related patent
applications describe various protocols and other features that aid wireless
communications, such as wireless Internet and e-mail communications. In particular,
the related applications describe certain client-server networks for the wireless
communications. A desirable aspect of these networks is that be scalable in order to
permit and enable desired communications between wireless client devices and
wireless application server provider (ASP) servers. Moreover, these ASP servers
must be able to also function with standard communications protocols and
characteristics for communications over and with standards-based networks and
components, for example, over the Internet with other wired and wireless Internet
devices that communicate using TCP/IP or other common protocols.

It would be a significant improvement in the art and technology to provide
systems and methods for providing such scalable server architectures capable of
communicating wirelessly via specialized wireless protocols, yet maintaining
capabilities to integrate those wireless communications for use in communications
over standard networks and protocols for communications, for example, over the

Internet.
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Summary of the Invention

An embodiment of the invention is a wireless communications network. The
network includes a client device, a router, a deserialized server, a centralization
server; and a session server that generates a proxy cookie. The client device
wirelessly communicates with the router according to specialized protocols, the
router, deserialized server, the centralization server, and the session server
communicate according to standard protocols, and the proxy cookie is commonly
shared to control routing for purposes of segregating relatively dynamic information
and relatively static information.

Another embodiment of the invention is a method of wireless client-server
communications. A client device communicates wirelessly with a wireless
application service provider (ASP) server computer via specialized protocols. The
method includes communicating by the client device to a router of the ASP server
computer, communicating by the router to a session server of the ASP server
computer, generating a proxy cookie by the session server, delivering the proxy
cookie to the router, and, directing access by the client to the ASP server computer by

the proxy cookie.

Brief Description of the Drawings

The present invention is illustrated by way of example and not limitation in
the accompanying figures, in which like references indicate similar elements, and in
which:

FIG. 1 illustrates a client-server network including a wireless client device
and an ASP server for wirelessly communication with the wireless client device,

according to embodiments of the present;
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FIG. 2 illustrates an architecture of the ASP server that allows for scalability

of the client-server network of Fig. 1, according to embodiments of the present
invention;

FIG. 3 illustrates a method of operation of the ASP server having the
architecture of Fig. 2, according to embodiments of the present invention; and

FIG. 4 illustrates an operational diagram of an ASP server having the
architecture of Fig. 2 and operating by the method of Fig. 3, according to

embodiments of the present invention.

Detailed Description of Preferred Embodiments

Referring to FIG. 1, a communications system 100 includes a wireless
communications portion and a wired communications portion. The system 100
includes a network, such as the Internet 106. The network is operable according to a
particular packetized data protocol, such as transport control protocol/Internet
protocol (TCP/IP) or some other network protocol. The network, such as the Internet
106, ipterconnects various computing and communications devices, for example,
among other devices, a server computer 108 and a wireless ASP server computer
1‘04. The server computer 108 and the wireless ASP server computer 104 are each
one or more server computers including a microprocessor, memory storage, and
communications capabilities via wire or wireless connection with the Internet 106.
The server computer 108 and the wireless ASP server computer 104 communicate
over the Internet 106 or other network via the particular protocol of the network, such
as the standard Internet network protocol TCP/IP.

The network, such as the Internet 106, is also connected with a wireless

communications service provider (not shown in detail, although the wireless
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communications connection is illustrated by the arrow between the ASP server

computer 104 and a wireless client device 102 in Fig. 1). The wireless
communications service provider is, for example, a cellular or other packetized data
wireless communications network. The wireless service provider connects by wire
connection with the network, such as the Internet 106. Alternatively, the wireless
communications service provider could comnect with the network 106 by other
communications connection, such as fiber optic, coax cable, wireless channel, or
other communications connection. Furthermore, the wireless communications
service provider can be a single particular communications channel, multiple links
and multiple channels of those links, for example, communications links of wired and
wireless channels, can alternatively provide the same functions and are included for
purposes of the description.

The wireless service provider is capable of communicating through wireless
channels with various devices, such as a wireless device 102. The wireless device
102 is a processing device, such as a data-enabled cellular telephone, a personal
digital assistant, a laptop computer, or any of a wide variety of other processing
devices that can wirelessly communicate with the wireless service provider. Of
course, the wireless device 102 includes communications equipment for
accomplishing the wireless communication with the wireless service provider, such
as wireless modem.

The wireless device 102 communicates through the wireless service provider
and over the network, such as the Internet 106, with the wireless ASP server
computer 104. The wireless ASP server computer 104 serves as a dedicated server
for the wireless device 102 in its communications. The wireless ASP server

computer 104 sends and receives communications to and from the wireless device
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102 over the network, such as the Internet 106, and on through the wireless service

provider. The wireless ASP server computer 104 also communicates over the

network, such as the Internet 106, with other network connected devices, such as the

‘server computer 108, via particular protocols in communications channels enabled

for such communications on the network. In certain embodiments, for example, the
wireless ASP server computer 104 and the wireless device 102 communicate with
specialized protocols, such as optimized packetized data protocols, for example,
optimized TCP/IP protocols or other protocols such as described in the related patent
applications.

Communications between the wireless ASP server computer 104 and the
wireless device 102 over the network, including through the wireless service provider
and the wireless portion, are performed according to special optimized, non-standard
protocols and formats. Communications between the wireless ASP server computer
104 and other portions and elements of the Internet, for example, with the server
computer 108, are performed according to different protocols and formats, such as
standard networking formats like TCP/IP. For purposes of example here, the network
protocol is that of the Internet 106 (i.e., TCP/IP) and certain embodiments of non-
standard protocols and formats, for the wireless communications between the
wireless ASP server computer 104 and the wireless device 102, are described in the
related patent applications. The optimized protocols and formats are not limited to
those of the related applications, however, and the same principles and concepts
described herein apply to other situations and designs, as well.

Referring to Fig. 2, as can be expected, in a system 100 of Fig. 1 pluralities of
wireless client devices 102 will be concurrently communicating with the wireless

ASP server computer 104. In order to enable such concurrent communications,
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therefore, the wireless ASP server computer 104 must be substantially scalable. As

previously mentioned, the wireless ASP server computer 104 is illustrated as a single
element for purposes of this description. It is to be understood, however, that the
wireless ASP server computer 104 will, in fact, be highly scalable from a single to
computer to pluralities of computers sufficient for concurrent communications of
pluralities of wireless client devices 102.

The wireless ASP computer 104, whether comprising one or more physical
computing devices, has a tiered architecture 200 of Fig. 2. In this tiered architecture
200, a router 202 interfaces direl:tly with the client device 102. The router 202, as is
conventional, directs communications received by the router 202 from the client
device 102 to appropriate server elements. Two tiers of server elements, comprising
a deserialized server 204 and a centralization server 206, perform distinct server
functions in the architecture 200. In the architecture 200, the client device 102
communicates wirelessly with the router 202 by particular protocols, such as
optimized wireless protocols as described in the related applications. The router 202
communicates with the deserialized server 204 and the centralization server 206 by
conventional standard protocols, such as TCP.

The distinct server function performed by the deserialized server 204 is
related to relatively dynamic data that must pass between the client device 102 and
the server 104. The centralization server 206, on the other hand, serves primarily the
functions related to relatively static data. In other words, the “primary location”
function of the deserialized server 204 regards real-time instantaneous events and
status, whereas the ‘reference location” function of the centralization server 206
regards continuing events and status that do not often or readily change in most

instances during communications with the client device 102. By employing this two-
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tiered server architecture 200, higher tiered architectures are not utilized in the typical

communications scenarios, and greater and higher scalability is possible.

An additional session server 208 is also part of the server architecture 200.
The session server 208 has specific function of establishing logical sessions, by
providing data that is common and shared among the other tiers of the architecture
200. Certain of the data that is so shared is herein referred to as “proxy cookies”. As
hereinafter described in more detail, each of these proxy cookies correspond to a
particular one of the client devices 102. The relevant proxy cookie provides
information regarding everything about the particular client device 102 to which the
cookie relates. The information represented by the proxy cookie includes, for
example, prior session manager information and all present status, condition, and
reference information for the relevant wireless client device 102. On ending a
communications session with a particular client device 102, all session information of
the proxy cookie for the session is saved by the server, for example, by a fourth tier
(not shown in detail). Such a saved proxy cookie in a fourth tier provides default
fall-back cookie information in the event of a failure during a session. In any event,
the proxy cookie concept serves to maintain via the session server 208 complete
information regarding each client device 102 then communicating by virtue of the
respective proxy cookie for the client device 102. Because each proxy cookie is
common data to the deserialization server 204 and the centralization server 206, and
a fourth tier (not shown) of the server maintains default information from prior
communications session, all server functions can be segregated by relatively dynamic
versus relatively static data, according to the server segmentation previously

mentioned.
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Referring to Fig. 3, a method 300 is performed in operation of the wireless

ASP server 104. In the method, the client device 102 communicates in a step 302 to
the router 202 to initiate a communications session. In a step 304, the router 202
communicates the initiation to the session server 208. The session server 208 then
generates and delivers in a step 306 a proxy cookie specific to the client device 102
and the session to the router 202. The router 202 can then direct in a step 308 any
network elements, such as servers 108 (shown in Fig. 1), how and through what
location to access the particular client device 102 and interact with the wireless ASP
server 104, all via the proxy cookie.

Referring to Fig. 4, exemplary elements of a wireless client-server
communications system 400, in accordance with the server architecture 200 and the
system 100, includes at least one client device 102. The server 104 in the system 400
includes a plurality of elements, for example, three routers 202a, 202b, 202c, three e-
mail servers 402a, 402b, 402¢c, and the session server 204 as previously described
with respect to the architecture 200. The particular elements are intended merely as
exemplary, and elements can be increased or decreased to provide scalability and also
to provide different or added functions (e.g., ftp server, web server or other server
function). The e-mail server function of the illustration is only an example.

In the system 400, the client device 102 initiates a communication session, for
example, according to specialized wireless protocols, by connecting one of the
roﬁters, such as the router 202b for example purposes. Once the client device 102 so
initiates communications, the tiered server 204, 206, together with the session server
208, operate to cause the session server 208 to generate a proxy cookie for the

particular session. As previously described, the proxy cookie provides all relevant
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information regarding the client device 102 for the session and is commonly shared

by the tiered server 204, 206 in operation.

The proxy cookie is also delivered to and shared with the router 202b
involved in the initiated communication. The proxy cookie dictates for the router
202b the reference locations of the particular e~mail server 402a for purposes of
client-server interactions in the communication session. Of course, depending on the
particularities of the proxy cookie for the session, the e-mail server so located could
have been any other of the e-mail servers 402b, 402c. In effect, the relatively
dynamic nature of e-mail data in the system 400 is handled by the system 400 by the
proxy cookie that directs the router 202b to provide for communications of the client
device 102 with the e-mail server 402a. As can be understood, by using the particular
server architecture 200 and the generation and sharing of proxy cookies, scalability of
the system 400 is virtually unlimited. Of course, various considerations and
limitations will affect the scalability, particularly, the discrimination of appropriate
types of relatively dynamic data versus relatively static data. Nonetheless, given
suitable discrimination in any application, the system 400 is highly scalable because
of the particular architecture 200.

In operation of the foregoing systems' ‘and methods, alternative business and
technical arrangements are possible. For example, the network could be an intranet,
or even an intranet combination or intranet-extranet combination. Numerous banks
of the wireless ASP server computer can be possible for receiving communications
from pluralities of wireless devices, and the wireless ASP server computers can be
centrally located or distributed through a wide geographic area. In the case of a
global network such as the Internet, the network is capable of generally

communicating by its protocols, which may include other specialized protocols for
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specific situations, notwithstanding that specialized protocols can be employed for
client-server communications in particular in the wireless channels.

In the foregoing specification, the invention has been described with reference
to specific embodiments. However, one of ordinary skill in the art appreciates that
various modifications and changes can be made without departing from the scope of
the present invention as set forth in the claims below. Accordingly, the specification
and figures are to be regarded in an illustrative rather than a restrictive sense, and all
such modifications are intended to be included within the scope of the present
invention.

Benefits, other advantages, and solutions to problems have been described
above with regard to specific embodiments. However, the benefits, advantages,
solutions to problems and any element(s) that may cause any benefit, advantage, or
solution to occur or become more pronounced are not to be construed as a critical,
required, or essential feature of element of any or all the claims. As used herein, the
terms "comprises, "comprising," or any other variation thereof, are intended to cover
a non-exclusive inclusion, such that a process, method, article, or apparatus that
comprises a list of elements does not include only those elements but may include
other elements not expressly listed or inherent to such process, method, article, or

apparatus.
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Claims
What is Claimed is:
1. A wireless communications network, comprising:

a client device;

a router;

a deserialized server;

a centralization server; and

a session server that generates a proxy cookie;

wherein the client device wirelessly communicates with the router
according to specialized protocols, the router, deserialized server, the
centralization server, and the session server communicate according to
standard protocols, and the proxy cookie is commonly shared to control
routing for purposes of segregating relatively dynamic information and

relatively static information.

2. A method of wireless client-server communications, wherein a client
device communicates wirelessly with a wireless application service provider (ASP)
server computer via specialized protocols, comprising the steps of:

communicating by the client device to a router of the ASP server
computer;

communicating by the router to a session server of the ASP server
computer,

generating a proxy cookie by the session server;

delivering the proxy cookie to the router; and
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directing access by the client to the ASP server computer by the proxy

cookie.
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