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device identifier (PNDI). The PNDI may in-
clude a public IP address of the routing
device, a public first port number such as a
destination port number, and optionally a
public second port number such as a source
port number, the combination of public IP
address and public port number(s) being
unique to the network device.
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METHOD AND SYSTEM FOR FORWARDING DATA BETWEEN
NETWORK DEVICES

TECHNICAL FIELD

[0001] The present technology pertains in general to data transfer systems and in

particular to addressability of network devices in data transfer systems.

BACKGROUND

[0002] Many data transfer systems used today for exchanging data between network
devices employ packet-switched networks and use communication protocols included in
the Internet Protocol (IP) suite. Particulars of definitions of a number of communication
protocols are controlled by the Internet Engineering Task Force (IETF) in a series of
Request for Comments (RFC) documents. For example, aspects of the Internet protocol

suite are defined in RFC 1122 and RFC 1123.

[0003]  The protocols most used on the Internet today include the Transmission Control
Protocol (TCP) and the User Datagram Protocol (UDP) which, while a number of
alternatives exist, are widely carried via the IP suite. TCP provides a number of functions
not provided by UDP. For example, TCP can be used to ensure that data packets are
submitted by a source network device at a rate supported by the intermediate network and
destination network device, or that data packets can be transmitted to a destination
network device and reassembled in an intended sequence. UDP does not provide the
sequencing or flow control of TCP. To identify network devices, IP uses IP addresses. IP
version 4 (IPv4) encodes network addresses in 32 bit long binary numbers providing

approximately four billion addresses.

[0004] Due to demand for connectivity, previously isolated networks have become
interconnected. For example, the integration of mobile phone networks into the Internet
provides a substantial number of network devices for integration into the Internet. The
limited address space provided by IPv4 and the allotment of predetermined quantities of

IP addresses to network operators by regulating authorities, have forced solutions that
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support more network devices on the Internet than there arc public IP addresses but yet

circumvent limitations due to exhaustion of IPv4 address space.

[0005]  One solution is to transition the Internet to IP version 6 (IPv6), which provides
a vastly increased 128 bit address space. However, in order lo provide its benefits
network wide, virtually all network infrastructure is required to support IPv6. To date, not
all network infrastructure supports IPv6, and upgrades to IPv6 are still ongoing. Adoption
of TPv6 is slow because it partially entails costly infrastructure upgrades. IPv6 does not

provide an imminent solution to the IPv4 address space dilemma.

[0006]  Another solution is based on privateIP addresses for which a fraction of the
IPv4/IPv6 address space has been set aside for special purpose uses in private IP
networks. In contrast to a public IP address, a private I[P address can be used multiple
times in two or more network segments without risk of collision as the private IP
addresses are not reachable from a public network. Sending data packets to private IP
addresses from devices with public IP addresses is not possible without special provisions
provided by some forms of Network Address Translation (NAT), for example. As such
private IP addresses are commonly characterized as being not globally routable because
no data can be sent to them from public IP addresses without further network
configuration. Possible gains from multiple usages of private IP addresses, however, are
offset by the comparatively small private address space (the number of private IP
addresses) for IPv4 and the complex processing required for addressing private IP

addresses.

[0007] A similar solution to the above can be carried out for IPv6. However, in this
case, a local IP address may be used in place of a private IP address. For example, the
local IPv6 address may be a Unique Local Address which is still officially globally
reachable. Therefore, there may still be a low risk of collision when using IPv6 local IP
addresses. However, IPv6 Unique Local Addresses will not typically be made easily
known outside the private network. Therefore, for at least some practical purposes, these
addresses may be considered to be sufficiently non-routable from outside of the local

network.

[0008] Network Address Translation (NAT) mitigates the shortcomings of private

networks but increases network complexity and maintenance requirements. A NAT
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device, typically a router, conncects one part of a network (a private network) with another
part of a network (a public network), NAT exists in a number of forms: For example,
basic NAT simply translates certain IP addresses of a data packet; Network Address Port
Translation (NAPT) additionally translates ports. Basic NAT and NAPT, however,
require initial communication from a private/local IP address to a public IP address. Bi-
directional NAT enables communication from a public IP address into a private network
without requiring prior communication from the private/local [P address; NAT-PT
enables interconnecting [Pv4 and IPv6 networks; and Realm Specific TP (RSIP)
overcomes certain issues caused by embedding network addresses in the payload of data

packets.

[0009] Generally NAT maps one or more private network addresses of outbound (from
the private network) data packets to a public IP address associated with the NAT device.
For this purpose NAT uses rules stored in translation tables to map destination addresses
of outbound data packets and to determine how to reverse map destination addresses of
inbound (to the private network) data packets back into private network addresses.
Depending on the form of the NAT, rules may be preconfigured or generated in response
to outbound data packets and/or only used until they expire. Some forms of NAT also
perform port mapping. Private and public IP addresses are defined in RFC 1918. NAT,
NAPT, Bi-directional NAT, NAT-PT and Realm Specific IP (RSIP) are described in a
number of documents, for example, RFC 2663, RFC 2766 and RFC 3022,

[0010]  Other extensions have been developed that recoup interconnectivity functions
lost due to NAT but which are otherwise available in NAT-free network connections.
These extensions typically concern connecting small numbers of network devices to the
Internet. Further extensions have been developed in an attempt to cnable NAT to conncct
networks that allow large numbers of network devices with private IP addresses to
connect to the Internet and provide a minimum of interconnectivity functions for them.
Known extensions are described by B. Landfeldt ef al. in “Providing Scalable and
Deployable Addressing in Third Generation Cellular Networks”, School of Electrical and
Information Engineering and School of Information Technologies, The University of
Sydney, Australia, as well as in United States Patent Nos. 7,139,828 and 7,362,760.
Further documentation referring to or describing various aspects of NAT include the

Internet Gateway Device (IGD), Simple Service Discovery Protocol (SSDP), Universal

PCT/CA2012/050070
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Plug and Play (UPnP), Devices Profile for Web Services (DPWS), NAT-Port Mapping
Protocol (NAT-PMP), Zero Configuration Networking (Zeroconf) and Jini™™, for
example. Existing forms of NAT, however, can be complex, cumbersome and error-
prone, and extensions typically fail to provide required scalability or even rudimentary

security features.

[0011]  Furthermore, data may be delivered to network devices, for example, in cellular
networks using a Mobile Subscriber Integrated Services Digital Network Number
(MSISDN). The MSISDN is used for example in Short Message Service (SMS)
communications and when setting up packet-based communications. Some aspects of
packet-based communication with or without MSISDN are noted in 3rd Generation
Partnership Project, Specification Group: TSG Service and System Aspects (ISG-SA),
Meeting # 50, Agenda Item 11.13: "LS from CT WG3: Reply LS on direct stage 3 work
for NIMTC functionality," (Incoming Letter) Ref. # SP-100664, December 13-15, 2010,
ftp://ftp.3gpp.org/tsg_sa/TSG_SA/TSGS_50/Docs/SP-100664.zip, for example. Using
SMS and/or MSISDN, howcver, requires special configuration of network infrastructure

and additional network resources which may not be cost and/or network traffic effective.

[0012]  Although the MSISDN includes 15 decimal digits, several digits are reserved
for certain designations which severely reduces the MSISDN address space. The
increased use of network devices for machine to machine communication (M2M), for
example, for wireless communication with hydro or gas meters, has accelerated MSISDN
address space exhaustion. In response some regulating authorities have restricted the use

of MSISDN for use with human-to-human (H2H) communication.

[0013] Therefore there is a need for a solution that overcomes at least one of the

deficiencies in the prior art.

[0014] This background information is provided to reveal information believed by the
applicant to be of possible relevance to the present technology. No admission is
necessarily intended, nor should be construed, that any of the preceding information

constitutes prior art against the present technology.
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SUMMARY

[0015]  An object of the present technology is to provide a method and system for
forwarding data between network devices. In accordance with one aspect of the present
technology, there is provided a method for forwarding data to one or more network
devices operatively connected to a private network, the method comprising: receiving
data at a routing device, the routing device operatively connected with the private
network and a public network; identifying, by the routing device, portions of said
received data intended for at least one of the one or more network devices; and
forwarding, by the routing device, said identified portions of said received data to the

private network for receipt by the at least one of the one or more network devices.

[0016] In accordance with another aspcct of the present technology, there is provided a
network system for forwarding data between network devices, the system comprising:
one or more network devices for operative connection with a private network; and a
routing device for operative connection with the private network and a public network,
the routing device configured to: receive data; identify portions of said received data as
data intended for at least one of the one or more network devices; and forward said data
intended for the network device to the private network for receipt by the at least one of

the one or more network devices.

[0017]  In accordance with another aspect of the present technology, there is provided a
method for forwarding data between network devices, the method comprising:
configuring one or more network devices for operative connection with a private network;
configuring a routing device for operative connection with the private network, the
routing device configured to receive data intended for forwarding to at least one of the
one or more network devices, and to make a determination of how to forward the reccived
data to the at least one of the one or more network devices; and forwarding the received
data from the routing device to the at least one of the one or more network devices based

on said determination.

[0018] Inaccordance with another aspect of the present technology, there is provided a
network system for forwarding data between network devices, the system comprising:
one or more network devices operatively connected with a private network; and a routing

device operatively connected with the private network, the routing device configured to:

PCT/CA2012/050070
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receive data intended for forwarding to at least one of the one or more network devices,
make a determination of how to forward the received data to the at least one of the one or
more network devices; and forward the received data from the routing device to the at

least one of the one or more network devices based on said determination.

[0019] In accordance with another aspect of the present technology, there is provided a
method for forwarding data between network devices, the method comprising:
configuring a network device for operative connection with a private network; associating
the network device with a public network via a public network device identifier (PNDI),
the public network device identifier including a public routing device address, a public
first port number and a public second port number; configuring a routing device for
operative connection with the private network and a public network; the routing device
configured for operative association with the public network via the public routing device
address; and forwarding, by the routing device, to the private network for receipt by the
network device each received data packet associated with the PNDI wherein a destination
network address corresponds with the public routing device address, a destination port
number corresponds with the public first port number and a source port number

corresponds with the public second port number.

[0020] In accordance with another aspect of the present technology, there is provided a
network system for forwarding data between network devices, the system comprising: a
network device for operative connection with a private network; the network device
associated with a public network via a public network device identifier (PNDI), the public
network device identifier including a public routing device address, a public first port
number and a public second port number; and a routing device for operative connection
with the private network and a public network; the routing device configured for
operative association with the public network via the public routing device address; the
routing device configured to forward to the private network for receipt by the network
device each received data packet associated with the PNDI wherein a destination network
address corresponds with the public routing device address, a destination port number
corresponds with the public first port number and a source port number corresponds with

the public second port number.

[0021]  In accordance with another aspect of the present technology, there is provided a

computer program product comprising a computer readable memory storing computer

6
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executable instructions thereon that when executed by a computer perform one or more

methods as described herein.

BRIEF DESCRIPTION OF THE FIGURES

[0022]  Figure 1 illustrates a schematic network architecture diagram for employment

of embodiments of the present technology.

[0023] Figure 2 illustrates elements of a forwarding rule according to some

cmbodiments of the present technology.

[0024]  Figure 3 illustrates an example data flow sequence diagram in accordance with

some embodiments of the present technology.

[0025] Figure 4 illustrates a communication diagram for establishing a packet data
protocol (PDP) context with a network device in a cellular private network according to

some embodiments of the present technology.

[0026] Figure 5 illustrates the composition of an Integrated Circuit Card 1D (ICCID),

which can be used in accordance with some embodiments of the present technology.

[0027}  Figure 6 illustrates a block diagram of a portion of an example network system
according to some embodiments of the present technology. Figure 7 illustrates a
communication diagram for establishing forwarding data and/or data packets from a
service portal to a network device using a DT-GW according to some embodiments of the

present technology.

DETAILED DESCRIPTION OF THE TECHNOLOGY
Definitions

[0028] As used herein, the term “network”™ refers to an operative interconnection of
data processing devices including desktop, notebook, server or super- computers,
personal digital assistants (PDAs), mobile phones, smart phones, digital cameras, smart
meters, monitoring devices sensing devices or other digital, H2H or M2M network
devices or a combination thereof by means of one or more network connection media that

employ a packet-switched, circuit-switched or other data delivery mechanism. Network

PCT/CA2012/050070
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connection media may include wired or wireless interconnections, wherein network
connection media can include for example, electrical transmission lines, waveguides,
fiber-optic media, laser communication systems, radio and/or micro wave systems, and
infrared systems. Two or more networks may be interconnected, hierarchically or
otherwise organized and collectively referred to as one network. Furthermore, different

networks can have different network topologies.

[0029]  As used herein, the term “private IP address” can refer to an IP address which
is not directly routable from outside of a predetermined network boundary, such as a
private IPv4 address. The term “private IP address” can also refer to a local IP address,
such as an IPv6 address which, although it is technically routable from outside of a
predetermined network boundary, the information regarding such routing is not generally
made publicly available outside of the network boundary. In some cases below, the
potential for private IP addresses to be local IP addresses has been emphasized below by

referring to them as “private/local” addresses.

[0030]  As used herein, the term “private network” can refer to a network comprising
devices with private IP addresses, local IP addresses, or both. A private network may
thus, in some instances, be regarded as a “local network” comprising devices with local

IP addresses.

[0031]  As used herein, the term “about” refers to a +/- 10% variation from the nominal
value. It is to be understood that such a variation is always included in a given value

provided herein, whether or not it is specifically referred to.

[0032]  Unless defined otherwise, all technical and scientific terms used herein have
the same meaning as commonly understood by one of ordinary skill in the art to which

this technology belongs.

[0033] The present technology can be employed to communicate with a network
device in a private network via a public network device identifier (PNDI) associated with
the network device. The present technology can be used to communicate with the network
device via a suitably configured routing device based on the PNDI from a public network
that uses public IP addresses (public network) and/or a private network. Depending on the
embodiment, network devices associated with the privale network may or may not use

privatc/local IP addresses.
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[0034]  According to embodiments, communication of data to/from a network device in
a private network via a PNDI can be established via a packet or non-packet based data
protocol, a circuit-switched or packet-switched data protocol, an IP or non-IP based data
protocol or another data protocol. Depending on the embodiment, data communication
with a network device in the private network based on the PNDI may be possible from
outside and/or from within the private network. According to some embodiments, one or
more data protocols (DPs) may be established as needed to facilitate data communication.
Depending on the embodiment, the DP may be a packet data protocol (PDP) or other

protocol, the DP may be packet switched and/or circuit switched.

[0035] According to some embodiments, one or more DPs may be torn down if no
longer needed. Depending on the embodiment, establishment of a DP may include set up
of a X.25, Frame Relay, point-to-point (PPP) protocol, evolved packet system (EPS)
bearer, one or more link layer protocols, similar or other protocols. Depending on the
embodiment, the private network can be IP based or at least partially non-IP based.
Depending on the embodiment, data may be communicated to/from the network device
irrespective of whether an IP connection has been established between the network device
and the private network without and/or before a private/local IP address has been
assigned to the network device. Depending on the embodiment, the private network may

be a cellular network or other network.

[0036] According to some embodiments, the PNDI comprises a public IP address of
the routing device, a public first port number, for example associated with a TCP/UDP
destination port number, and a public second port number, for example associatcd with a
TCP/UDP source port number, associated with the network device for communication.
As such the IP address and the port numbers of the PNDI can be used to address network
devices and to distinguish among network devices in the private network. According to
some embodiments, the PNDI comprises the public IP address of the routing device and

the public first port number, but not necessarily the public second port number.

[0037]  According to various embodiments, the public IP address of the routing device
may correspond to the TP address in a packet header of a data packet received at the
routing device. The public first port number may correspond with a TCP or UDP
destination port number of a packet header ol a data packet received at the routing device.

The public sccond port number may correspond with a TCP or UDP source port number

9
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of a packet header of a data packet received at the routing device. While the public IP
address specifies the routing device, the first and second port numbers may be used to

identify one or more particular network devices serviced by that particular routing device.

[0038] Depending on the embodiment, the PNDI can be configured to provide an
address space that is larger than that provided by the private/local IP address space
provided by IPv4 and/or IPv6 or similar configured networks. According to an
embodiment, the routing device may be assigned more than one public IP address for use
in PNDIs to further increase address space provided based on such PNDIs. According to
embodiments, the PNDI can be used to address network devices on an application
network protocol layer, in Uniform Resource Identifiers (URIs) such as
SIP:PNDI@networkoperator.com, www.networkoperator.PNDI or other URIs, a domain
specific Uniform Resource Name (URN), Network Access Identifier (NAI), and/or a
Fully Qualified Domain Name (FQDN), for example.

[0039] According to embodiments, and as further described herein, each public
network device identifier is mapped to a network device identifier available in the private
network. In some embodiments, the mapping of the PNDI may be to a public (e.g. IMEI,
MSISDN, ICCID) network identifier which is available in the private network. In some
embodiments, the mapping of the PNDI may be to a private (e.g. IMSI) network
identifier. The network identifier may be non-IP based. Depending on the embodiment,
the private network device identifier can be IP based and/or at least partially non-IP
based. In cellular private networks, examples of non-IP based network identifiers may
include the MSISDN, the International Mobile Subscriber Identity (IMSI), the
International Mobile Equipment Identifier (IMEI) or the Integrated Circuit Card D
(ICCID) associated with thc nctwork device. As such, the public network device
identifiers may be used in association or in place of MSISDNs or other forms of network
identifiers, for example. Accordingly, services such as SMS, a Unstructured
Supplementary Service Data (USSD), Multimedia Messaging Service (MMS), Cell
Broadcasting Service (CBS), paging and so forth in cellular network systems which are
today dependent on non-IP based network identifiers may be employed to forward data in
the private network and/or the private network may be configured to employ PNDIs for
such services rather than MSISDNs. When multiple services or mechanisms are

supported by a private network to forward data to network devices, a routing device in the

10
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private network may make the determination of which delivery mechanism or

mechanisms to use to forward the data to the network devices.

[0040]  According to embodiments, a single public network device identifier may be
associated with and used to identify one or more network devices. Depending on the
embodiment, a single PNDI may be associated with a group of two or more network
devices. As such, a single PNDI may be used to broadcast or multicast data to two or
more network devices. Using one PNDI to address groups of network devices may
provide for efficient communication and substantially reduced network traffic, which may
be useful to communicate with M2M or other types of network devices, for example. As
such, network devices may be grouped by like functionality and/or by network device
operator, or other aspects. For example, electricity meters which are under the control of

the same utility or operator, may be segmented into one or more groups.

Figure 1 illustrates an example network system 100 which may be configured so that at
least some embodiments of the present technology may be employed in it. The illustration
shows a private network 120 connected to a public network 130 via a routing device 110.
As illustrated, the private network 120 is configured as a wireless cellular network but
can be configured as one or a combination of wireless and wired networks as would be
readily understood. The private network 120 includes one or more wireless receiving
stations 129 which can be terrestrial or satellite based. The private network can include a
number of network devices 12, for example, as illustrated a notebook with cellular
modem 121, a cellular phone 122, a smart phone 123, a PDA 126, a tablet computer or
handheld device 125, an electricity or natural gas meter (not illustrated) or other digital,
M2M or 1211 network device. Devices within the private network may be associated with
private 1P, local IP or public IP addresses. The public network 130 can be configured as a
wired and/or wireless network and includes a number of servers 134, 132, and 133,
collectively referred to as 13. The public network 130 may provide access to or form part
of the Internet. The servers 134, 132, and 133 may use public 1P addresses. The routing
device 110 can be considered part of the private network 120 as well as part of the public

network 130.Routing Device

[0041] According to embodiments, the routing device provides an operative
connection between the private network and the public network, According to

embodiments, the routing device may be configured to forward data packets that it

11
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receives depending on associations between PNDIs and private network device
identifiers. Depending on the embodiment, such associations may be provided by
forwarding rules included in one or more translation tables, information included in the
received data packets and/or other information. For example, and according to some
embodiments, a data packet may includc one or more private network device identifiers
providing one or more associations between a PNDI and one or more private network
device identifiers. According to some embodiments, a routing device can be configured to
determinc where to forward received data packets based on private network device
identifiers that are included in data packets. Depending on the embodiment, the routing
device may be configured to validate private network device identifiers provided in data
packets against private network device identifiers provided included in one or more
translation tables, as described herein, before forwarding the data packets and/or data

from the data packets.

[0042]  According to some embodiments, a translation table or equivalent is included
in or otherwise available (e.g. in HSS/HLR) to the routing device and comprises
associations between public network device identifiers and private network device
identifiers. A translation table may include one or more private network device identifiers
per public network device identifier and vice versa. As such the translation table may be
structured in various ways to accommodate non-injective relationships between private
network device identifiers and public network device identifiers. The routing device may
be referred to as a NAT device or firewall that restricts access to a specific network
device from the public network as it requires knowledge of the public network device
identifier, however, the rouling device can be configured in other manners as would be

readily understood.

[0043]  According to some embodiments, addressing via the PNDI may be considered
to provide a predetermined security level, as a corresponding network device can only be
addressed if its full PNDI is known. For example, network operators/providers may
favour use of PNDIs over (static) and globally routable IPv6 addresses of network
devices in privatc networks because knowledge of associations between PNDIs and
network devices can be restricted, which may hence mitigate concerns regarding tracking
and profiling of network devices - thereby potentially improve privacy, determination of

network device addresses when roaming, when changing network operators/providers or

12
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when associating network devices with multiple network operators/providers, and/or

efficient utilization of network resources.

[0044]  According to embodiments, the routing device determines if the public network
device identifier is included in the translation table or equivalent. If an entry is found, the
routing device rcads the specific private network device address. This may entail reading
the specific first port number, MSISDN, IMSI, IMEI, ICCID and/or other network device
designation that are defined in the translation table for the public network device
identifier. Information from the private network device identificr is then used for the
address and port translation. If no entry is found, the routing device may ignore the data
packet or forward the data packet in accordance with other routing rules. For example, if
a data packet is designated for delivery to a network device that is associated with a
public IP address, the data packet may be forwarded to the private network in accordance

with standard IP routing schemes.

[0045]  According to some embodiments, the translation table look-up is performed
based on one or more elements of the public network device identifier. For this purpose,
the routing device is configured to search for an entry in the translation table with a public
IP address, TCP/UDP source port number and the TCP/UDP destination port number
which match the corresponding elements of the public network device identifier.
According to an embodiment, the routing device is configured to receive only data
packets that have a destination address which matches the routing device’s public IP
address, in which case the routing device may match only the TCP/UDP source port

number and the TCP/UDP destination port number during a translation table look-up.

[0046] According to some embodiments, the private network is configured as a
cellular network and the routing device is configured to translate the public network
device identifier into an MSISDN, IMSI, IMEI, 1CCID and/or other device 1dentifier and
perform or cause other network components to deliver/forward data packets and/or the
data included in the data packets to a network device in the private network. According to
some embodiments, the routing device and/or other components of the private network
may be configured to forward data packets and/or perform data delivery to a nctwork
device based on the corresponding public network device identifier alone without the use
of an MSISDN, IMSI, IMEI, ICCID and/or other designation associated with a cellular
network device. Depending on the embodiment, use of the MSISDN, IMSI, IMEI, ICCID
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and/or other device identifier may be limited to the setup of an IP network protocol

context between the routing device and a network device.

[0047]  According to embodiments, the routing device is configured to forward data
packets in accordance with the configuration of the private network via one or more
network protocols. For this purpose, the routing device may establish or cause to establish
a PPP, EPS bearer, an IP connection or other network connection, for example an 1Pv4,
IPv6, or other packet data protocol (PDP) context with a network device in the private
network for which a forwarded data packet is destined. As used herein, a PDP context
may also be referred to as packet data network (PDN) connection. The routing device can
further forward the data packet, optionally reformat the data packet and/or split the data
packet, and/or forward the data included in the data packet in or without combination
with data from other data packets and address the network device via IP, and/or employ
other PDPs or cellular context, for example using a MSISDN, an IMSI, an IMEI and/or
an ICCID, in order to forward the data packet via a corresponding network protocol to a
network device. Depending on the embodiment, some or all such steps may be performed

by the routing device or in combination with or by other network components.

[0048] According to some embodiments, a determination may be made how to
forward data and/or data packets to one or more network devices in the private network.
For example, a determination may be made by a routing device in the private network, for
example, a Device Trigger Gateway (DT-GW), whether to employ one or more data
delivery mechanisms including a packet data protocol (PDP) context, a circuit switched
data connection, a Short Mcssage Scrvice (SMS), a Cell Broadcast Service (CBS), Non
Access Stratum (NAS) protocol messaging, Access Stratum (AS) protocol messaging, [P
Multimedia Subsystem (IMS) and/or Session Initiation Protocol (SIP), for forwarding
data packets to the network device based upon receipt of the received data packet. One or
more data delivery mechanisms may thus be selected by said determination. Depending
on the embodiment, such a determination may be made depending on or irrespective of
whether one or more of the delivery mechanisms are established or need to be set up. The
determination may involve one or more network components and may be made and/or
influenced by and/or information obtained from the routing device, the Home Location
Register (HLR), the Home Subscriber Server (HSS), an AAA server in the private

network and/or other network components, for example. The obtained information may
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include network operator policy information, subscription information related to the
network device, current registration/attachment, reachability and connectivity information
of the network device, and the data delivery mechanisms available in the current home
and visited networks of the network device, for example. According to some
embodiments, such a determination may be based on existence and/or type of existing
connection(s) between the private network and a network device to which data is to be

forwarded, which may includc data and/or signalling connections, for example.

[0049] Depending on the embodiment, the routing device may be configured to route
data packets only from the private network, only from the public network or irrespective

of whether they originate from the private network or the public network.

[0050] According to embodiments, the routing device is configured to receive data
packets returned by network devices in response to previously forwarded data packets and
may forward returned data packets accordingly. Returned data packets may be formatted
in accordance with the same network protocol in which previously forwarded data
packets were forwarded. Depending on the embodiment, different network protocols may
be employed during communications between the routing device and a network device
via the private network. Furthermore, such communications may be in a format different
from the communication of the routing device with the public network. For example, the
routing device may employ a non-IP based network protocol for communication with a
network device within the private network. Moreover, depending on the embodiment, the
routing device may communicate with different network devices using different network

protocols.
Forwarding Rules

[0051] According to some embodiments, the routing device is configured to forward
data packets based on forwarding rules (FRs). Each forwarding rule comprises two or
more components which include a public portion and a private portion. The public portion
of an FR includes one public network device identifier and the private portion of the FR
includes one private network device identifier. As noted, forwarding rules may be
provided via one or more translation tables. Each forwarding rule determines how a
specific public network device identifier is associated with one or more specific private

network device identifiers and how they can be mapped/translated onto each other in

15

PCT/CA2012/050070



WO 2012/106820

10

15

20

25

30

order to enable the sending and receiving of data packets to/from one or more network

devices via the public network device identifier.

[0052]  According to some embodiments, the translation table can be configured and/or
reconfigured in a number of ways. Depending on the embodiment, entries in the
translation table may be made, added, updated or removed based on subscription data
associated with a network device. T'or example, when a new network device is added, a
new or existing public network device identifier may be associated with that network
device and a corresponding entry may be made in the translation table. Otherwise the
translation table may be updated accordingly whenever the subscription status of a
network device changes or the topology of the private network changes (e.g. routing
device is added to, modified or removed from the private network). Depending on the
embodiment, updates to the translation table may be facilitated by certain network
components, for example, account/client management systems which may be used to
manage client and/or network device specific information. In some embodiments, a
certain network component may be configured to directly or indirectly perform and/or

cause updates to a translation table.

[0053] Depending on the embodiment, a private network device identifier may include
a private network device address, a private first port number and a private second port
number, an MSISDN, an IMSI, an IMEI, an ICCID and/or other designation associated
with a network device. Depending on the embodiment, the routing device may employ
Uniform Resource Identifiers (URIs), Network Access Identifier (NAI), and/or Fully
Qualified Domain Names (FQDNSs) as aliases for the public network device identifiers in
order to deliver data to a cellular network device. The employment of URIs, and/or
FQDNs may be used in conjunction with aspects of an IP Multimedia Subsystem (IMS)

and/or a Session Initiation Protocol (SIP), for example.

[0054] Depending on the embodiment, the private network device identifier may
employ TCP/UDP I[P addressing elements and/or addressing information of other
networking protocols. Depending on the embodiment, irrespective of whether the private
network device identifier is IP based, data packet transport between the routing device
and a network device may at least in part entail non-IP based data packet transport. For
example, small amounts of data may be forwarded to and/or received from a network

device in the private network by the routing device and/or other network components via
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non-IP  based communication within the private network, in order to avoid
communications required to establish an IP-based association between the network device
and the routing device which may save network traffic cost. As such the private network
device identifier may be non-IP based. Depending on the embodiment, non-IP based
communications with a specific network device within the private network may occur
irrespective of whether an IP association with that network device exists and/or
independent of the nature of communications with other network devices as described in

an example herein.
Name Resolution of the PNDI (Public Network Device Identifier)

[0055] According to embodiments, a network system provides limited or full access to
a network device via its PNDI. For example, access to a network device via its PNDI
may be used for initial communications, such as triggering a device to perform an action
or establish communication via another means. In some embodiment, the initial
communications may be utilized until a temporary public IP address is assigned to the
device. According to some embodiments, associations between URIs, NAls or FQDNs
and public network device identifiers may be defined in a name space. The name space
can be configured to provide associate mnemonic names with PNDIs. The name space
can be used to define one URI or FQDN per public network device identifier and may be
provided by a name resolution service. According to an embodiment, the name resolution
service may be provided by the routing device or another network device and may be

referred to as a name server.

[0056] Depending on the embodiment, the name resolution service may be configured
to provide a public network device identifier in response to a URI or FQDN submitted via
a corresponding name-resolution request via an adequately configured network protocol.
The public network device identifier may be returned to a requesting device which may
utilize the response in order to establish communication with the corresponding network
device(s) in subsequent data packets in accordance with IPv4 and/or IPv6 network
protocols. As such this process resembles communications associated with 1P address
resolution. According to an embodiment, the URI/FQDN name resolution request may be

implemented based on a Domain Name Server with extended functionality, for example.

17

PCT/CA2012/050070



WO 2012/106820

10

15

20

25

30

Network Devices for Association with the Private Network

[0057] According to some embodiments, network devices for association with a
private network via PNDIs as described herein may be configured in accordance with
existing IP network protoco! standards or they may need to be configured in a
predetermined way. Predetermined configuration may be required in order to support
distinguishing more network devices than there are private/local IP addresses available in

a private network.

[0058] Depending on the embodiment, network devices for association with the
private network may be configured to disregard a data packet although the data packet
and network device have the same IP address because of the need to discriminate between
network devices based on the public network device identifier. As such, a network device
may be configured to disregard any data packets with source port and destination port

numbers that do not match those specified in the private network device identifier.

[0059] Tigure 2 illustrates elements of a forwarding rule (FR) according to some
embodiments of the present technology. Figure 2 illustrates how the public network
device identifier 20 is mapped onto a private network device identifier 30. The public
network device identifier may be mapped onto more than one network device identifier
(not illustrated). The routing device 210 employs TCP/UDP IP network protocol elements
for forwarding/receiving data packets into/from the private network. For this purpose the
routing device 210 includes a forwarding rule comprising a public portion 223 and an IP-
based private portion 221. Depending on the embodiment, the forwarding rulc may be

provided as an element of a translation table (not illustrated).

[0060] The public portion of the FR includes a specific public network device
identifier 20 and a public server IP address 3, associated with the service portal 213,
which may be provided by a server. The private portion of the FR includes a specific
private network device identifier 30 as well as the public server IP address 3. The
forwarding rule defines that port numbers and IP addresses for each data packet which
traverses the routing device 210 are to be mapped into each other according to the
following associations: The public routing device address is mapped to/from the private
network device address and the public first port number (the routing device port number)

is mapped to/from the private network device port depending on the direction in which
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the corresponding data packet travels whereas the public server IP address and the public

server port remain unchanged.

[0061] Figure 3 illustrates an example data flow sequence diagram in accordance with
some embodiments of the present technology. The sequence diagram illustrates data
packet flow from 31 (downlink) a server 213 to a network device 212 and back 32
(uplink). Indicated are only the ports and IP addresses without the payload of respective
data packets 320 and 330 and how, if at all, ports and/or IP addresses are translated by the
routing device 210. As illustrated, source (SRC) and destination (DST) port numbers and
IP addresses of data packets may be translated when they traverse the routing device 210.
Depending on the direction of the data-packet flow, only the destination or the source port
number and IP address mapped. Provided there is a corresponding forwarding rule, the
specific example routing device 210 translates the destination IP address and the
destination port of a data packet during a downlink 31 while it leaves the source IP
address and the source port as they are. In contrast, the routing device 210 may only
change the source port and source IP address during an uplink subject to the availability
of the corresponding forwarding rule. As such and provided the network devices within
the private network are adequately configured (as described herein), each network device
can be associated with the public network device identifier and data packets can be sent to

and received from the network device.

[0062] It is noted that if a server is associated with a private network (not illustrated),
outgoing data packets from such a scrver destined for a network device may be routed to
the network device by the routing device, provided the data packets employ the public
network device identifier that is associated with that network device and the routing
device is configured to provide a corresponding routing function for data packets that

originate from the private network.

[0063] Optionally, when the private nctwork identifier includes at least a portion of an
ICCID, the private network is configured to employ the ICCID as a replacement for a

mobile subscriber integrated services digital network number (MSISDN).

[0064]  Optionally, the public network device identifier may be used as a replacement
for a mobile subscriber integrated services digital network number (MSISDN) in the

private network, wherein the private network is a cellular network.
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[0065]  Optionally, a name resolution service for determining the PNDI associatcd with
a specific network name in a name space is provided by the routing device. The name
space may be defined, the name space comprising associations between network names

and public network device identificrs.

[0066]  Optionally, the received data packet is received by the routing device from the

public network.

[0067]  Optionally, the system is configured to define an association between the PNDI
and a corresponding private network device identifier; and the router is configured to
forward each received data packet associated with the PNDI to the network device

identified by the private network device identifier identified by the association.

[0068]  Optionally, the routing device includes a translation table and is configured to
determine the corresponding private network device identifier based on thc translation

table and a PNDI.

[0069]  Optionally, a name space is defined, the name space comprising associations
between network names and public network device identifiers, and the system further
comprises a name resolution service for determining the PNDI associated with a specific
network name in the name space. Optionally, the name resolution service is provided by

the routing device.

[0070]  Optionally, the system is further configured to forward data packets to the
network device within the private network employing a pre-existing packet-data protocol

(PDP) context.

[0071]  Optionally, the system is further configured to forward data packets to the
network device within the private network employing a pre-existing evolved packet

subsystem (EPS) bearer.

[0072]  Optionally, the system is further configured to forward data packets to the

network device within the private network employing a circuit switched data connection.

[0073]  Optionally, the system is further configured to forward data packets to the

network device within the private network employing a Short Message Service (SMS).
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[0074]  Optionally, the system is further configured to forward data packets to the

network device within the private network employing a Cell Broadcast Service (CBS).

[0075]  Optionally, the system is further configured to forward data packets to the

network device within the private network employing a Session Initiation Protocol (SIP).

[0076] Optionally, the routing device is configured to determine one or more data
delivery mechanisms including an evolved packet subsystem (EPS) bearer, a circuit
switched data connection, a Short Message Service (SMS), a Cell Broadcast Service
(CBS), and/or Session Initiation Protocol (SIP), for forwarding data packets to the

network device based upon receipt of the received data packet.

[0077] Optionally, the routing device is configured to determine one or more of the
delivery mechanisms based on an instant connection of the network device with the

private network.

[0078]  Optionally, the routing device is configured to determine the instant connection
based on information obtained from one or more network components of the private

network.

[0079]  Optionally, the one or more network components include Home Location

Register (HLR) and/or a Home Subscriber Server (HSS).

[0080] Optionally, at least one of the one or more network devices is operatively
connected with the private network via a private network address selected from a private

address realm.

[0081] Optionally, the private network, the public network, or both, is configured in

accordance with Internet Protocol version 4 (IPv4) or Internet Protocol version 6 (IPv6).

[0082]  Optionally, the routing device may be configured to receive a request for a
public identifier associated with at least one network device of the private network, and to
provide a response to the rcquest by the routing device, the response indicative of the
public identifier. Optionally, the public identifier may be a PNDI. Additionally or
alternatively, the routing device may be one configured to make a determination of how
to forward identified portions of received data to the private network for receipt by the at

least one network device.
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[0083] The instant technology will now be described with reference to specific
examples. It will be understood that the examples are intended to describe aspects of
some embodiments of the technology and are not intended to limit the technology in any

way.

EXAMPLE 1

[0084] The instant example refers to a network system including a private network
configured in accordance with Code Division Multiple Access (CDMA), General Packet
Radio Service (GPRS), Universal Mobile Telecommunications System (UMTS), Long
Term Evolution (LTE), Third (3") Generation Partnership Project (3GPP) specifications
and/or other specifications. MS refers to a mobile station, UE refers to user equipment,
BSS refers to Base Station Subsystem, RNS refers to Radio Network Subsystem, NB
refers to Node-B or Base Transceiver Station, eNB refers to evolved Node B, SGSN
refers to Serving GPRS Support Node, MME refers to Mobile Management Entity, HLR
refers to Home Location Register, HSS refers to Home Subscriber Server, GGSN refers
to Gateway GPRS Support Node, S-GW refers to Serving Gateway, P-GW refers to
Packet Data Gateway.

[0085]  Figure 4 illustrates a communication diagram for establishing a packet data
PDP context, for example an EPS bearer equivalent in a 3GPP Evolved Packet System
(EPS), with a network device 450 between a public network 401 and a private network
403 according to some embodiments of the present technology. The private network 403
is configured as a cellular network which may employ one or more of each of a GGSN/S-
GW+P-GW 410, a HLR/HSS 420, SGSN/MME 430, BSS/RNS/NB/eNB 440 and MS/UE
450. The GGSN/S-GW+P-GW 410 further provides the routing device, also referred to as
firewall. The MS/UE 450 refers to a network device.

[0086] The public network 401 includes a web service portal on an application server
490 and an optional (web) service portal 480. The service portal/application server
480/490 provides functions for communicating with the network devices in the private
network in order to perform certain tasks including maintenance, queries or other
communication with the network devices. The service portal/application server 480/490 is
configured to submit data packets via the public network 401 and the private network 403

to network devices in the private network 403 based on the PNDI of the network devices.
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The service portal 480 may be optionally provided in order to facilitate communication

between the service portal/application server 480/490 and GGSN/S-GW+P-GW 410.

[0087]  The illustrated communication employs a PNDI to establish a data connection
between the service portal/application server 480/490 when the network device 450 can
be registered or attached but no IP-based routable connection to the network device has
been established, yet. The cellular network is configured to establish a PDP with the
network device 450 and deliver, 491 and/or 481, data packets to the network device 450
without requiring more from the service portal/application server 480/490 than sending

data packets based on the PNDI.

[0088] In this example, if no PDP context (routable IP connection 495) with the
network device 450 does yet exist when the GGSN/S-GW+P-GW 410 receives a data
packet based on an existing PNDI, the PNDI is used by the cellular network to determine,
411, 421 and 413, the IMSI of the network device 450 so that the network device 450 can
then be paged, 431 and 451, to establish, 453, 443, 433 and 415, a routable IP connection
495. If a PDP context already exists, the cellular network uses it to forward corresponding
data packets received by the GGSN/S-GW+P-GW 410. Using the PNDI to reach the
nctwork device 450 may be efficient for communicating predetermined amounts of data.
Depending on the geographical location of the network device 450 and the GGSN/S-
GW+P-GW 410 a new PNDI may be assigned (not illustrated) to the network device 450

to generate a more efficient route for data packet delivery.

[0089] If the amount of data is small, for example a trigger or short message sent by
the web server portal, the entire communication between the network device 450 and the
service portal/application server 490 can take place via the PNDI. The cellular network
may be configured to limit communication over an existing PNDI route to an initial
phase, which can be used to trigger the network device to setup another routable IP
connection within the cellular network (not illustrated). Such a process may be employed,
for example, if the application server 490 and network device 450 are located in North

America and the PNDI is anchored to a GGSN in Europe.

[0090]  Rather than using the IMSI for paging, the core network may be configured to
determine to page the network device using the PNDI only (not illustrated), or with an

alternative identifier or trigger the network device to establish an [P connection through

23

PCT/CA2012/050070



WO 2012/106820

10

15

20

25

30

the use of broadcasting, SMS, multicasting and so forth, for example. As such, the
network device, while being registered/attached to the network, may be listening for

broadcasts or pages on a special channel or time slot.

[0091] The network system can be configured to send SMS or other messages to
network devices without use of MSTISDNs. For this purpose, the network system may be
configured to forward SMS messages with a dummy MSISDN, that is without a valid
MSISDN or with a predetermined MSISDN, to the SMSC or equivalent network
component, which is configured to recognize SMS with the predetermined MSISDN and
inspect the payload of such SMS for (an) encoded PNDI(s) to perform the lookup of the
network device based on the PNDI. As such, such a network system can provide
communication between the appropriate scrvice portal and a network device based on the

PNDI

[0092] Furthermore, if a replacement of the MSISDN address space is required, the
network system may be configured to employ a predetermined cellular network identifier
as the private network device identifier. For example, the SMSC may be configured to
employ the IMSI, IMEI, ICCID - including or excluding a mobile network operator
(MNO) number, or other cellular network identifier. Use of an existing cellular network
identifier may help keep modifications to the cellular network to a predetermined amount.
IMSIs as well as IMEIs and ICCIDs can be used to provide a scalable and substantially
improved address space over MSISDNs. To avoid use of an ICCID that is unique only
within the MNO core domain, which may be the case when SMS aggregators are
employed, the ICCID may need to be combined with the MNO number. The MNO
number is defined as a public part of the IMSI. Accordingly, corresponding URIs, NAls
or FQDNs may include the ICCID in combination with the MNO number. Like
associations can be configured for a PNDI which is associated with two or more network
devices. As such a web service portal application can trigger certain network operations,
PDP connections, transfer/monitor certain data and/or alarms associated with one or more
network devices, determine availability of one or more network devices, or perform other

actions per network device or group of network devices.

[06093] If the GGSN/S-GW+P-GW 410 determines that an incoming data packet is
associated with a group PNDI that is associated with more than one network device, the

cellular network is configured to perform operations as noted above in order to establish
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PDP connections with the MSs/UEs that are members of the group defined by the group
PNDI. The cellular network may be configured to perform respective operations one by
one for each network device of the group, or the cellular network may broadcast, for
example employ a Cell Broadcast Service and/or use System Information from RAN and
so forth, or in other ways, to establish a PDP connection with the MSs/UEs of the

corresponding group.

[0094]  Furthermore, the cellular network may be configured to employ an existing
network device identifier as the private network device identifier for association with the
PNDI. For cxample, the cellular network may use the ICCIDs of the network devices as a
private network device identifier. As such, the cellular network and/or the service
portal/application server 480/490 may be configured with corresponding associations
between PNDIs and ICCIDs, for example. For this purposc, because there arc more
unique ICCIDs possible than there are different IPv4-based PNDIs available, a
predetermined portion of an ICCID may be associated with a PNDI. For example, PNDI
addresses may be associated with a certain digits or a predetermined range of digits of an

ICCID in a binary, decimal or other representation of the ICCID.

[0095] Figure 5 illustrates the structure of an ICCID 500. An ICCID includes 19
decimal digits. Depending on the specific type of the cellular network, up to seven of the
most significant digits - as referenced by 510, may be associated with various network
operator, country or issuer identifiers/codes. For example, the two most significant
decimal digits can be associated with an MNO number - as referenced by 520, and the
third to fifth most significant digits may represent a country code - as referenced by 530.
Furthermore, the least significant digit includes a checksum 540. The rest of the digits
550 are reserved for association with specific network devices and the associated
remaining ICCID address space is large enough for unique association with 2°2 PNDIs

and beyond.

[0096] While a network device may be assigned first and second port numbers for a
PNDI before initial operation, for example during manufacture or during subscription, the
IP address part of @ PNDI may be determined later during subscription of the network
device when the network device is activated and access to it is enabled within the cellular
network. The cellular network may be configured so that the [P address part of a PNDI
may be provided by an MNO directly to the service portal/application server 480/490
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and/or via name resolution of a URI, NAI, or FQDN, such as www,MNO.PNDI, for
example. In order to extend the address space, thc GGSN/S-GW+P-GW 410 can be
assigned more than one public [P address for use with PNDIs. As such the number of
global routes available via the resulting PNDIs can be multiplied by the number of public
IP addresses assigned to GGSN/S-GW+P-GW 410.

[0097] Depending on how and when the port information of a PNDI is determined
some or all of the private network identifier may need to be communicated in various
ways within the public network. This may be relevant if the private network identifier is
based on the IMSI or other private identifier of a network device. Provided the cellular
network is adequately configured, associations between PNDIs and private network
device identifiers can be made without disclosing private identifiers associated with
network devices within the cellular network. Like considerations apply to other types of

private networks.

EXAMPLE 2

[0098] The instant example refers to a network system including a private network
configured in accordance with Code Division Multiple Access (CDMA), General Packet
Radio Service (GPRS), Universal Mobile Telecommunications System (UMTS), Evolved
Packet System (EPS) / Long Term Evolution (LTE), Third (3") Generation Partnership
Project (3GPP) specifications and/or other specifications. With reference to Figure 6 and
Figure 7, HLR refers to a Home Location Register, HSS refers to a Home Subscriber
Server, S-CSCF refers to a Serving Call Session Control Function, SMS-SC refers to a
Short Message Service Service Center, CBC refers to a Cell Broadcast Center, NB refers
to Node-B or Base Transceiver Station, eNB refers to evolved Node B, MSC refers to a
Message Switching Center, SGSN refers to a Serving GPRS Support Node, MME refers
to a Mobility Management Entity, GGSN refers to Gateway GPRS Support Node, P-GW
refers to Packet Data Network Gateway, AS refers to an IMS Application Server, SME
refers to a Short Message Entity, CBE refers to a Cell Broadcast Entity, DT-GW refers to
a Device Trigger Gateway routing device, C refers to the reference point interface
between a DT-GW and a HLR, Sh refers to the reference point interface between the IMS
AS capability of a DT-GW and an HSS, ISC refers to the reference point interface
between the TMS AS capability of a DT-GW and a S-CSCF, Gn refers to the reference
point interface between the DT-GW and a MSC, SGSN or MME, Gi refers to the

26



WO 2012/106820

10

15

20

25

30

reference point interface between a DT-GW and a GGSN, and SGi refers to the reference

point interface between a DT-GW and a P-GW.

[0099]  Figure 6 illustrates a block diagram of a portion of an example network system
according to some embodiments of the present technology. The network system includes
a DT-GW 650, service portal 670, an HLR/HSS 610, a S-CSCF 620, a SMS-SC 630, a
CBC 640, a MSC/SGSN/MME 680 and a GGSN/P-GW 660. The DT-GW 650 is
communicatively connected with the service portal 670 via a communicative connection
674 and optionally via a communicative connection 672. The communicative connection
672 may be employed when the DT-GW includes/provides a Domain Name Service 658
for resolving names associated with PNDIs of network devices with the private network.
Alternatively, the Domain Name Server may be provided as a separate entity from the
DT-GW. The DT-GW 650 provides an interface between the private network and the
public network and as such can be considered being part of the private network and the

public network.

[00100] The DT-GW 650 includes at least some aspects of an AS 652, a SME 654, a
CBE 656 and, as already mentioned, an optional DNS 658. The DT-GW 650 is
configured to determine how a data packet is forwarded to one or more specific network
devices within the private network. Specifically, the DT-GW 650 determines if a data
packet is to be forwarded via communicative connection C/Sh 651, ISC 653, 655, 657,
G1/SGi 679 and/or Gn 681. If and when a globally routable packet data connection with
the network device is made available and made known to a service portal 670, a data
packet can also be forwarded to/from a network device via communicalive connection

Gi/SGi 676 between the service portal 670 and the GGSN/P-GW 660.

[00101] The DT-GW 650 is further configured to communicate with the HLR/HSS 610
via communicative connection 651 in order to determine the nature of any instant
communicative connections (not illustrated) between a network device and the private
network, if any. The DT-GW 650 in this example is configured to determine (not
illustrated) an actual communicative connection (not illustrated) from the possible
communicative connections between a network device and the private network in a
predetermined manner. Each communicative connection may be associated with a
different data delivery mechanism in the private network. For example, the DT-GW 650

i1s configured to select from the possible communicative connections based on an
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estimated amount of signalling and/or data traffic and/or time required to setup the
communicative connection, if not already established, and forward data, the monetized
trade-off costs associated with forwarding the data over the different possible
communicative connections, the current private network congestion load over the
different possible communicative connections, the type of data included in one or more
data packets or other information indicated by available information, for example,
including information included in one or more data packets including the payload of data
packets and/or time required to setup and/or tear down a particular communicative
connection. In some embodiments, estimating monetized trade-off costs may comprise
estimating costs associated with establishing a connection and/or forwarding data via that
connection, comparing the estimated costs for two or more connection types, and
selecting, for example, the lowest-cost option. Benefits may be evaluated as negative
costs. In some embodiments, if the type of data is determined to be “device trigger” data,
that is, data intended to trigger a target network device into a certain operational state, this

may affect the communicative connection selection.

[00102] For this purpose, the AS 652, the SME 654, and the CBE 656 functionality of
the DT-GW 650 are configured to employ communication with the S-CSCT 620, a SMS-
SC 630, a CBC 640, and a GGSN/P-GW 660 via corresponding communicative
connections ISC 653, 655, 657, and/or Gi/SGi 679. The DT-GW 650 is further configured
to employ communications with the MSC/SGSN/MME 680 via a corresponding
communicative connection Gn 681. The DT-GW 650 is further configured to hand over
communication with the GGSN/P-GW 660 directly to the service portal 670 under certain
circumstances, for example, after performing one or more predetermined initialization
tasks and/or initialization of corresponding communicative connections. Figure 7
illustrates an exemplary communication diagram for forwarding data and/or data packets
between a service portal 670 in the public network 401 and a network device 450 in the
private network 403. The illustrated communication employs a DT-GW 650 to forward
the data or data packets to the network device 450. Upon reception of the data and/or data
packets 750 from the service portal 670, the DT-GW 650 may include communication
755/756 with the HLR/HSS 610 in order to gather information used to determine the
delivery mechanism to use for forwarding of the data and/or data packets to the network
device(s) 450 addressed by the data and/or data packets. After which, the DT-GW 650

uses this and other information to make a determination of the mechanism to use for
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delivery of the data and/or data packets to the network device 450. In one example 710,
when a PDP context/EPS bearer is selected as the delivery mechanism, the DT-GW 650
forwards the data and/or data packets 760 to the appropriate GGSN/PGW 660. If the PDP
context/EPS bearer is not established, the private network initiates the network initiated
PDP context activation procedure 765. Once the PDP context/EPS bearer is available, the
GGSN/PGW 660 forwards the data or data packets to the network device over the PDP
context/EPS bearer 770. In another example 720, when SMS via a SMS-SC is selected as
the delivery mechanism, the SMS-SC forwards the data and/or data packets 780 to the
appropriate SMS-SC 630 who then forwards the data and/or data packets to the network
device 450 using SMS 780. In other examples not illustrated in Figure 7, other delivery

mechanisms are selected according to some embodiments of the present technology.

[00103] The DT-GW 650 is configured for forwarding and/or facilitating setup of a
communicative connectton between the service portal 670 and one or more network
devices within the private network once it has determined which specific communicative
connection is to be used for forwarding data to/from a particular network device within
the private network. As such, the DT-GW 650 may translate between corresponding
PNDIs and the private network device identifiers and/or provide such information to one
or more network components, for example, the GGSN/P-GW 660 and/or the service
portal 670 in order to facilitate the forwarding of data to/from network devices in the
private network. In addition, the DT-GW 650 may be configured to allow communication
between network devices within the private network directly from within the private
network and/or without involvement of network components within the public network
(not illustrated). When a globally routable packet data connection is not currently
available or known by a service portal 670, a request may be sent to the DT-GW 650 first,
to trigger a globally routable packet data connection with the network device or inform
the service portal 670 of the IP address and optionally TCP or UDP destination and/or

source ports to be used to communicate directly with the network device.

[00104] It will be appreciated that, although specific embodiments have been described
herein for purposes of illustration, various modifications may be made without departing
from the spirit and scope of the technology. In particular, it is within the scope of the
technology to provide a computer program product or program element, or a program

storage or memory device such as a transmission medium, magnetic or optical wire, tape
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or disc, or the like, for storing signals readable by a machine, for controlling the operation
of a computer according to the method of the technology and/or to structure its

components in accordance with the system of the technology.

[00105] Further, each step of the methods may be exccuted on a general computer, such
as a personal computer, server or the like and pursuant to one or more, or a part of one or
more, program elements, modules or objects generated from any programming language,
such as C, C++, Java, Perl, PL/1, or the like. In addition, each step, or a file or object or
the like implementing each said step, may be executed by special purpose hardware or a

circuit module designed for that purpose.

[00106] It is obvious that the foregoing embodiments of the technology are examples
and can be varied in many ways. Such present or future variations are not to be regarded
as a departure from the spirit and scope of the technology, and all such modifications as
would be obvious to one skilled in the art are intended to be included within the scope of

the following claims.
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WE CLAIM:

I. A method for forwarding data to one or more network devices operatively connected
to a private network, the method comprising:
a. receiving data at a routing device, the routing device operatively connected
5 with the private network and a public network;

b. identifying, by the routing device, portions of said received data intended for

at least one of the one or more network devices; and
c. forwarding, by the routing device, said identified portions of said received
data to the private network for receipt by the at least one of the one or more

10 network devices.

2. The method of claim 1, the method further comprising making a determination of how
to forward said identified portions of said received data to the private network for

receipt by the at least one of the one or more network devices.

3. The method of claim 2, wherein making the determination includes determining
15 whether to employ one or more data delivery mechanisms selected from a

predetermined set of available data delivery mechanisms.

4. The method of claim 3, wherein the predetermined set of available data delivery
mechanisms comprises at least one member selected from the group comprising: a

packet data protocol (PDP) context, an evolved packet subsystem (EPS) bearer, a

20 circuit switched data connection, a Short Message Service (SMS), a Cell Broadcast
Service (CBS), a Non Access Stratum (NAS) protocol, an Access Stratum (AS)
protocol, an IP Multimedia Subsystem (IMS), and a Session Initiation Protocol (SIP).

5. The method of claim 3, wherein the determination is based at least in part on an
evaluation of which of the available data delivery mechanisms are currently set up for

25 use with the at least one of the one or more network devices.

6. The method of claim 2, wherein the determination is based at least in part on an
estimation of resources required to set up a connection with the at least one of the one
or more network devices, to forward the received data to the at least one of the one or
more network devices, or both, said resources including one or more of: an amount of

30 signalling, an amount of data traffic, and an amount of time.
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The method of claim 3, wherein the determination is based at least in part on an
estimation of network congestion associated with at lcast one of the one or more data

delivery mechanisms.

The method of claim 3, wherein the determination is based at least in part on
monetized trade-off costs associated with forwarding the data over at least two of the

one or more data delivery mechanisms.

The method of claim 2, wherein the determination is based at least in part on a type of

the received data.

The method of claim 2, wherein the determination is based at least in part on

information obtained from one or more network components of the private network.

The method of claim 1, the method further comprising associating the network device
with the public network via a public network device identifier (PNDI), wherein
identifying portions of said received data intended for the at least one of the one or
more network devices comprises identifying the PNDI, the PNDI including a public

IP address of the routing device and a public first port number.

The method of claim 11, wherein the public first port number corresponds with a TCP

or UDP destination port number of a packet header of said received data.

The method of claim 11, wherein the PNDI further includes a public second port
number corresponding with a TCP or UDP source port number of a packet header of

said received data.

The method of claim 11, wherein the PNDI is associated with the at least one of the
one or more network devices based on subscription data associated with the network

device.

The method of claim 11, further comprising defining an association between the
PNDI and a corresponding private network device identilier; and employing the
corresponding private network device identifier for forwarding each received data
packet associated with the PNDI to at least one of the one or more network devices in

the private network based on the association.
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22.

23.

The method of claim 15, further comprising providing the association by including
the corresponding private network device identificr in one or both of: the data packet,

and a translation table.

The method of claim 16, further comprising configuring the routing device to
determine the corresponding private network device identifier based on the translation

table.

The method of claim 15, wherein the private network device identifier includes an
identifier selected from the group comprising: a private network device address along
with a private first port number; a mobile subscriber integrated services digital
network number (MSISDN); and at least a portion of an Integrated Circuit Card ID
(ICCID).

The method of claim 11, wherein two or more of the one or more network devices are

assigned the same public network device identificr.

The method of claim 11, further comprising defining a name space, the name space
comprising associations between network names and public network device
identifiers; and providing a name resolution service for determining the PNDI

associated with a specific network name in the name space.

The method of claim 1, further comprising receiving, at the routing device, a request
for a public identifier associated with at least one of the one or more network devices,
and providing a response to the request by the routing device, the response indicative

of the public identifier.

The method of claim 1, further comprising forwarding data packets within the private
network based on either a packet-data protocol (PDP) context or an evolved packet

subsystem (EPS) bearer.

The method of claim 1, further comprising configuring the routing device as a Device
Trigger Gateway (DT-GW) for initiating activation of a new packet-data protocol
(PDP) context in coordination with a Serving GPRS Support Node (SGSN) or a
MME.

33

PCT/CA2012/050070



WO 2012/106820 PCT/CA2012/050070

24. A network system for forwarding data between network devices, the system
comprising:

a. one or more network devices for operative connection with a private network;
and

5 b. a routing device for operative connection with the private network and a

public network, the routing device conligured to: receive data; identify

portions of said received data as data intended for at least one of thc one or

more network devices; and forward said data intended for the network device

to the private network for receipt by the at least one of the one or more

10 network devices.

25. The system of claim 24, wherein the routing device is further configured to make a
determination of how to forward said identified portions of said received data to the

private network for receipt by the at least one of the one or more network devices.

26. The system of claim 25, wherein making the determination includes determining
15 whether to employ one or more data delivery mechanisms selected from a

predetermined set of available data delivery mechanisms.

27. The system of claim 26, wherein the predetermined set of available data delivery

mechanisms comprises at least one member selected from the group comprising: a

packet data protocol (PDP) context, an evolved packet subsystem (EPS) bearer, a

20 circuit switched data connection, a Short Message Service (SMS), a Cell Broadcast
Service (CBS), a Non Access Stratum (NAS) protocol, an Access Stratum (AS)
protocol, an IP Multimedia Subsystem (IMS), and a Session Initiation Protocol (SIP).

28. The system of claim 26, wherein the determination is based at least in part on an
evaluation of which of the available data delivery mechanisms are currently set up for

25 use with the at least one of the one or more network devices.

29. The system of claim 25, wherein the determination is based at least in part on an
estimation of resources required to set up a connection with the at least one of the one
or more network devices, to forward the received data to the at least one of the one or
more network devices, or both, said resources including one or more of; an amount of

30 signalling, an amount of data traffic, and an amount of time.
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38.

39.

The system of claim 26, wherein the determination is based at least in part on an
estimation of network congestion associated with at least one of the one or more data

delivery mechanisms.

The system of claim 26, wherein the determination is based at least in part on
monetized trade-off costs associated with forwarding the data over at least two of the

one or more data delivery mechanisms,

The system of claim 25, wherein the determination is based at least in part on a type

of the received data.

The system of claim 25, wherein the determination is based at least in part on

information obtained from one or more network components of the private network.

The system of claim 24, wherein at least one of the one or more network devices is
operatively connected with the private network via a private network address selected

from a private address realm.

The system of claim 24, wherein the private network, the public network, or both, is
configured in accordance with Internet Protocol version 4 (IPv4) or Internet Protocol

version 6 (IPv6).

The system of claim 24, wherein the routing device is further configured to associate
at least one of the one or more network devices with the public network via a public
network device identifier (PNDI), wherein identifying portions of said received data
intended for the network device comprises identifying the PNDI, the PNDI including

a public IP address of the routing device and a public first port number.

The system of claim 36, wherein the public first port number corresponds with a TCP

or UDP destination port number of a packet header of said received data.

The system of claim 36, wherein the PNDI further includes a public second port
number corresponding with a TCP or UDP source port number of a packet header of

said received data.

The system of claim 36, wherein the PNDI is associated with the network device

based on subscription data associated with the network device.
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40.

41.

42,

43,

44.

45.

The system of claim 36, wherein the system is further configured to define an
association between the PNDI and a corresponding private network device identifier;
and employing the corresponding private network device identifier for forwarding
each received data packet associated with the PNDI to network devices in the private

network based on the association.

The system of claim 24, further comprising receiving, at the routing device, a request
for an identifier associated with at least one of the one or more network devices, and
providing a response to the request by the routing device, the response indicative of

the identifier.

A computer program product comprising a computer readable memory storing
computer executable instructions thereon that when executed by a computer perform

the method of claim 1.

A method for forwarding data between network devices, the method comprising:

a. configuring one or more network devices for operative connection with a
private network;

b. configuring a routing device for opcrative connection with the private
network, the routing device configured to receive data intended for forwarding
to at least one of the one or more network devices, and to make a
determination of how to forward the received data to the at least one of the one
or more network devices; and

c. forwarding the received data from the routing device to the at least one of the

one or more network devices based on said determination.

The method of claim 43, wherein making the determination includes determining
whether to employ one or more data delivery mechanisms selected from a

predetermined set of available data delivery mechanisms.

The method of claim 44, wherein the predetermined set of available data delivery
mechanisms comprises at least one member selected from the group comprising: a
packet data protocol (PDP) context, an evolved packet subsystem (EPS) bearer, a
circuit switched data connection, a Short Message Service (SMS), a Cell Broadcast
Service (CBS), a Non Access Stratum (NAS) protocol, an Access Stratum (AS)
protocol, an IP Multimedia Subsystem (IMS), and a Session Initiation Protocol (SIP).

36

PCT/CA2012/050070



WO 2012/106820 PCT/CA2012/050070

46. The method of claim 44, wherein the determination is based at least in part on an
evaluation of which of the available data delivery mechanisms arc currently set up for

use with the one or more network devices.

47. The method of claim 43, wherein the determination is based at least in part on

5 information obtained from one or more network components of the private network.

48. The method of claim 43, the method further comprising associating each of the one or
more network devices with a public network via a corresponding public network
device identifier (PNDI), the routing device operatively connected to the public
network, the routing device configured to identify portions of said received data

10 intended for the one or more network devices based at least in part on the PNDI, the
PNDI including a public IP address of the routing dcvice and a public first port

number.

49. The method of claim 48, wherein the public first port number corresponds with a TCP

or UDP destination port number of a packet header of said received data.

15 50. The method of claim 48, wherein the PNDI further includes a public second port
number corresponding with a TCP or UDP source port number of a packet header of

said received data.

51. A network system for forwarding data between network devices, the system

comprising:
20 a. one or more network devices operatively connccted with a private network;
and

b. a routing device operatively connected with the private network, the routing
device configured to: receive data intended for forwarding to at least one of
the one or more network devices, make a determination of how to forward the

25 received data to the at least one of the one or more network devices; and
forward the received data from the routing device to the at least one of the one

or more network devices based on said determination.

52, The system of claim 51, wherein making the determination includes determining
whether to employ one or more data delivery mechanisms selected from a

30 predetermined set of available data delivery mechanisms.
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The system of claim 52, wherein the predetermined set of available data delivery
mechanisms comprises at least one member selected from the group comprising: a
packet data protocol (PDP) context, an evolved packet subsystem (EPS) bearer, a
circuit switched data connection, a Short Message Service (SMS), a Cell Broadcast
Service (CBS), a Non Access Stratum (NAS) protocol, an Access Stratum (AS)
protocol, an [P Multimedia Subsystem (IMS), and a Session Initiation Protocol (SIP).

The system of claim 52, wherein the determination is based at least in part on an
evaluation of which of the available data delivery mechanisms are currently set up for

use with the one or more network devices.

The system of claim 51, wherein the determination is based at least in part on

information obtained from one or more network components of the private network.

The system of claim 51, wherein the determination is based at least in part on an
estimation of resources required to set up a connection with the at least one of the one
or more network devices, to forward the received data to the at least one of the one or
more network devices, or both, said resources including one or more of: an amount of

signalling, an amount of data traffic, and an amount of time.

The system of claim 52, wherein the determination is based at least in part on an
cstimation of network congestion associated with at least one of the one or more data

delivery mechanisms,

The system of claim 52, wherein the determination is based at least in part on
monetized trade-off costs associated with forwarding the data over at least two of the

one or more data delivery mechanisms.

The system of claim 51, wherein the determination is based at least in part on a type

of the received data.

The system of claim 51, the routing device operatively coupled to a public network
and [urther configured to associale each of the one or more network devices with the
public network via a corresponding public network device identifier (PNDI), the

routing device configured to identify portions of said received data intended for the
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one or more network devices based at least in part on the PNDI, the PNDI including a

public 1P address of the routing device and a public first port number.

61. The system of claim 60, wherein the public first port number corresponds with a TCP

or UDP destination port number of a packet header of said received data.

5  62. The method of claim 60, wherein the PNDI further includes a public second port
number corresponding with a TCP or UDP source port number of a packet header of

said received data.

63. A method for forwarding data between network devices, the method comprising:
a. configuring a network device for operative connection with a private network;
10 b. associating the network device with a public network via a public network
device identifier (PNDI), the public network device identifier including a
public routing device address, a public first port number and a public second
port number;
¢. configuring a routing device for operative connection with the private network
15 and a public network; the routing device configured for operative association
with the public network via the public routing device address; and
d. forwarding, by the routing device, to the private network for receipt by the
network device each received data packet associated with the PNDI wherein a
destination network address corresponds with the public routing device
20 address, a destination port number corresponds with the public first port
number and a source port number corresponds with the public second port

number.

64. A network system for forwarding data between network devices, the system
comprising:
25 a. anetwork device for operative connection with a private network; the network
device associated with a public network via a public network device identifier
(PNDI), the public network device identifier including a public routing device
address, a public first port number and a public second port number; and
b. a routing device for operative connection with the private nctwork and a
30 public network; the routing device configured for operative association with

the public network via the public routing device address; the routing device
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configured to forward to the private network for receipt by the network device
cach received data packet associated with the PNDI wherein a destination
network address corresponds with the public routing device address, a
destination port number corresponds with the public first port number and a

source port number corresponds with the public second port number.
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