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1
COOPERATIVE DISTRIBUTED CONTROL
OF TARGET SYSTEMS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 14/746,777, filed Jun. 22, 2015 and entitled
“Managing Construction Of Decision Modules To Control
Target Systems,” which is hereby incorporated by reference
in its entirety.

BACKGROUND

Various attempts have been made to implement automated
control systems for various types of physical systems that
have inputs or other control elements that the control system
can manipulate to attempt to provide desired output or other
behavior of the physical systems being controlled. Such
automated control systems have used various types of archi-
tectures and underlying computing technologies to attempt
to implement such functionality, including to attempt to deal
with issues related to uncertainty in the state of the physical
system being controlled, the need to make control decisions
in very short amounts of time to provide real-time or
near-real-time control and with only partial information, etc.

However, various difficulties exist with existing auto-
mated control systems and their underlying architectures and
computing technologies, including with respect to managing
large numbers of constraints (sometimes conflicting), oper-
ating in a coordinated manner with other systems, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a network diagram illustrating an example
environment in which a system for performing cooperative
distributed control of target systems may be configured and
initiated.

FIG. 2 is a network diagram illustrating an example
environment in which a system for performing cooperative
distributed control of target systems may be implemented.

FIG. 3 is a block diagram illustrating example computing
systems suitable for executing an embodiment of a system
for performing cooperative distributed control of target
systems in configured manners.

FIG. 4 illustrates a flow diagram of an example embodi-
ment of a Collaborative Distributed Decision (CDD) System
routine.

FIGS. 5A-5B illustrate a flow diagram of an example
embodiment of a CDD Decision Module Construction rou-
tine.

FIGS. 6A-6B illustrate a flow diagram of an example
embodiment of a decision module routine.

FIGS. 7A-7B illustrate a flow diagram of an example
embodiment of a CDD Control Action Determination rou-
tine.

FIGS. 8A-8B illustrate a flow diagram of an example
embodiment of a CDD Coordinated Control Management
routine.

FIG. 9 illustrates a flow diagram of an example embodi-
ment of a routine for a target system being controlled.

DETAILED DESCRIPTION

Techniques are described for implementing automated
control systems to control or otherwise manipulate at least
some operations of specified physical systems or other target
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systems. A target system to be controlled or otherwise
manipulated may have numerous elements that are inter-
connected in various manners, with a subset of those ele-
ments being inputs or other control elements that a corre-
sponding automated control system may modify or
otherwise manipulate in order to affect the operation of the
target system. In at least some embodiments and situations,
atarget system may further have one or more outputs that the
manipulations of the control elements affect, such as if the
target system is producing or modifying physical goods or
otherwise producing physical effects.

As part of implementing such an automated control
system for a particular target system, an embodiment of a
Collaborative Distributed Decision (CDD) system may use
the described techniques to perform various automated
activities involved in constructing and implementing the
automated control system—a brief introduction to some
aspects of the activities of the CDD system is provided here,
with additional details included below. In particular, the
CDD system may in some embodiments implement a Deci-
sion Module Construction component that interacts with one
or more users to obtain a description of a target system,
including restrictions related to the various elements of the
target system, and one or more goals to be achieved during
control of the target system—the Decision Module Con-
struction component then performs various automated
actions to generate, test and deploy one or more executable
decision modules (also referred to at times as “decision
elements” and/or “agents”) to use in performing the control
of the target system. When the one or more executable
decision modules are deployed and executed, the CDD
system may further provide various components within or
external to the decision modules being executed to manage
their control of the target system, such as a Control Action
Determination component of each decision module to opti-
mize or otherwise enhance the control actions that the
decision module generates, and/or one or more Coordinated
Control Management components to coordinate the control
actions of multiple decision modules that are collectively
performing the control of the target system. Additional
details related to such components of the CDD system and
their automated operations are included below.

As noted above, the described techniques may be used to
provide automated control systems for various types of
physical systems or other target systems. In one or more
embodiments, an automated control system is generated and
provided and used to control a micro-grid electricity facility,
such as at a residential location that includes one or more
electricity sources (e.g., one or more solar panel grids, one
or more wind turbines, etc.) and one or more electricity
storage and source mechanisms (e.g., one or more batteries).
The automated control system may, for example, operate at
the micro-grid electricity facility (e.g., as part of a home
automation system), such as to receive requests from the
operator of a local electrical grid to provide particular
amounts of electricity at particular times, and to control
operation of the micro-grid electricity facility by determin-
ing whether to accept each such request. If a request is
accepted, the control actions may further include selecting
which electricity source (e.g., solar panel, battery, etc.) to
use to provide the requested electricity, and otherwise the
control actions may further include determine to provide
electricity being generated to at least one energy storage
mechanism (e.g., to charge a battery). Outputs of such a
physical system include the electricity being provided to the
local electrical grid, and a goal that the automated control
system implements may be, for example, is to maximize
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profits for the micro-grid electricity facility from providing
of the electricity. It will be appreciated that such a physical
system being controlled and a corresponding automated
control system may include a variety of elements and use
various types of information and perform various types of
activities, with additional details regarding such an auto-
mated control system being included below.

In one or more embodiments, an automated control sys-
tem is generated and provided and used to control a vehicle
with a motor and in some cases an engine, such as an
electrical bicycle in which power may come from a user who
is pedaling and/or from a motor powered by a battery and/or
an engine. The automated control system may, for example,
operate on the vehicle or on the user, such as to control
operation of the vehicle by determining whether at a current
time to remove energy from the battery to power the motor
(and if so to further determine how much energy to remove
from the battery) or to instead add excess energy to the
battery (e.g., as generated by the engine, and if so to further
determine how much energy to generate from the engine;
and/or as captured from braking or downhill coasting).
Outputs of such a physical system include the effects of the
motor to move the vehicle, and a goal that the automated
control system implements may be, for example, to move
the vehicle at one or more specified speeds with a minimum
of energy produced from the battery, and/or to minimize use
of fuel by the engine. It will be appreciated that such a
physical system being controlled and a corresponding auto-
mated control system may include a variety of elements and
use various types of information and perform various types
of activities, with additional details regarding such an auto-
mated control system being included below.

In one or more embodiments, an automated control sys-
tem is generated and provided and used to manage product
inventory for one or more products at one or more locations,
such as a retail location that receives products from one or
more product sources (e.g., when ordered or requested by
the retail location) and that provides products to one or more
product recipients (e.g., when ordered or requested by the
recipients). The automated control system may, for example,
operate at the retail location and/or at a remote network-
accessible location, such as to receive requests from product
recipients for products, and to control operation of the
product inventory at the one or more locations by selecting
at a current time one or more first amounts of one or more
products to request from the one or more product sources,
and by selecting at the current time one or more second
amounts of at least one product to provide to the one or more
product recipients. Outputs of such a physical system
include products being provided from the one or more
locations to the one or more product recipients, and a goal
that the automated control system implements may be, for
example, to maximize profit of an entity operating the one
or more locations while maintaining the inventory at one or
more specified levels. It will be appreciated that such a
physical system being controlled and a corresponding auto-
mated control system may include a variety of elements and
use various types of information and perform various types
of activities, with additional details regarding such an auto-
mated control system being included below.

In one or more embodiments, an automated control sys-
tem is generated and provided and used to manage cyber-
security for physical computing resources being protected
from unauthorized operations and/or to determine a risk
level from information provided by or available from one or
more information sources. The automated control system
may, for example, operate at the location of the computing
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resources or information sources and/or at a remote net-
work-accessible location, such as to receive information
about attempts (whether current or past) to perform opera-
tions on computing resources being protected or about
information being provided by or available from the one or
more information sources, and to control operation of the
cyber-security system by determine whether a change in
authorization to a specified type of operation is needed and
to select one or more actions to take to implement the change
in authorization if so determined, and/or to determine
whether a risk level exceeds a specified threshold and to
select one or more actions to take to mitigate the risk level.
A goal that the automated control system implements may
be, for example, to minimize unauthorized operations that
are performed and/or to minimize the risk level. It will be
appreciated that such a target system being controlled and a
corresponding automated control system may include a
variety of elements and use various types of information and
perform various types of activities, with additional details
regarding such an automated control system being included
below.

In one or more embodiments, an automated control sys-
tem is generated and provided and used to manage transac-
tions being performed in one or more financial markets, such
as to buy and/or sell physical items or other financial items.
The automated control system may, for example, operate at
the one or more final markets or at a network-accessible
location that is remote from the one or more financial
markets, such as to control operation of the transactions
performed by determining whether to purchase or sell par-
ticular items at particular times and to select one or more
actions to initiate transactions to purchase or sell the par-
ticular items at the particular times. A goal that the auto-
mated control system implements may be, for example, to
maximize profit while maintaining risk below a specified
threshold. It will be appreciated that such a target system
being controlled and a corresponding automated control
system may include a variety of elements and use various
types of information and perform various types of activities,
with additional details regarding such an automated control
system being included below.

In one or more embodiments, an automated control sys-
tem is generated and provided and used to perform coding
for medical procedures, such as to allow billing to occur for
medical procedures performed on humans. The automated
control system may, for example, operate at a location at
which the medical procedures are performed or at a net-
work-accessible location that is remote from such a medical
location, such as to control operation of the coding that is
performed by selecting particular medical codes to associate
with particular medical procedures in specified circum-
stances. A goal that the automated control system imple-
ments may be, for example, to minimize errors in selected
medical codes that cause revenue leakage. It will be appre-
ciated that such a target system being controlled and a
corresponding automated control system may include a
variety of elements and use various types of information and
perform various types of activities, with additional details
regarding such an automated control system being included
below.

It will also be appreciated that the described techniques
may be used with a wide variety of other types of target
systems, some of which are further discussed below, and that
the invention is not limited to the techniques discussed for
particular target systems and corresponding automated con-
trol systems.
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As noted above, a Collaborative Distributed Decision
(CDD) system may in some embodiments use at least some
of the described techniques to perform various automated
activities involved in constructing and implementing a auto-
mated control system for a specified target system, such as
to modify or otherwise manipulate inputs or other control
elements of the target system that affect its operation (e.g.,
affect one or more outputs of the target system). An auto-
mated control system for such a target system may in some
situations have a distributed architecture that provides coop-
erative distributed control of the target system, such as with
multiple decision modules that each control a portion of the
target system and that operate in a partially decoupled
manner with respect to each other. If so, the various decision
modules’ operations for the automated control system may
be at least partially synchronized, such as by each reaching
a consensus with one or more other decision modules at one
or more times, even if a fully synchronized convergence of
all decision modules at all times is not guaranteed or
achieved.

The CDD system may in some embodiments implement
a Decision Module Construction component that interacts
with one or more users to obtain a description of a target
system, including restrictions related to the various elements
of the target system, and one or more goals to be achieved
during control of the target system—the Decision Module
Construction component then performs various automated
actions to generate, test and deploy one or more executable
decision modules to use in performing the control of the
target system. The Decision Module Construction compo-
nent may thus operate as part of a configuration or setup
phase that occurs before a later run-time phase in which the
generated decision modules are executed to perform control
of the target system, although in some embodiments and
situations the Decision Module Construction component
may be further used after an initial deployment to improve
or extend or otherwise modify an automated control system
that has one or more decision modules (e.g., while the
automated control system continues to be used to control the
target system), such as to add, remove or modity decision
modules for the automated control system.

In some embodiments, some or all automated control
systems that are generated and deployed may further provide
various components within them for execution during the
runtime operation of the automated control system, such as
by including such components within decision modules in
some embodiments and situations. Such components may
include, for example, a Control Action Determination com-
ponent of each decision module (or of some decision mod-
ules) to optimize or otherwise determine and improve the
control actions that the decision module generates. For
example, such a Control Action Determination component
in a decision module may in some embodiments attempt to
automatically determine the decision module’s control
actions for a particular time to retlect a near-optimal solution
with respect to or one more goals and in light of a model of
the decision module for the target system that has multiple
inter-related constraints—if so, such a near-optimal solution
may be based at least in part on a partially optimized
solution that is within a threshold amount of a fully opti-
mized solution. Such determination of one or more control
actions to perform may occur for a particular time and for
each of one or more decision modules, as well as be repeated
over multiple times for ongoing control by at least some
decision modules in some situations. In some embodiments,
the model for a decision module is implemented as a
Hamiltonian function that reflects a set of coupled differen-
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tial equations based in part on constraints representing at
least part of the target system, such as to allow the model and
its Hamiltonian function implementation to be updated over
multiple time periods by adding additional expressions
within the evolving Hamiltonian function.

In some embodiments, the components included within a
generated and deployed automated control system for execu-
tion during the automated control system’s runtime opera-
tion may further include one or more Coordinated Control
Management components to coordinate the control actions
of multiple decision modules that are collectively perform-
ing the control of a target system for the automated control
system. For example, some or all decision modules may
each include such a Control Action Determination compo-
nent in some embodiments to attempt to synchronize that
decision module’s local solutions and proposed control
actions with those of one or more other decision modules in
the automated control system, such as by determining a
consensus shared model with those other decision modules
that simultaneously provides solutions from the decision
module’s local model and the models of the one or more
other decision modules. Such inter-module synchronizations
may occur repeatedly to determine one or more control
actions for each decision module at a particular time, as well
as to be repeated over multiple times for ongoing control. In
addition, each decision module’s model is implemented in
some embodiments as a Hamiltonian function that reflects a
set of coupled differential equations based in part on con-
straints representing at least part of the target system, such
as to allow each decision module’s model and its Hamilto-
nian function implementation to be combined with the
models of one or more other decision modules by adding
additional expressions for those other decision modules’
models within the initial Hamiltonian function for the local
model of the decision module.

Use of the described techniques may also provide various
types of benefits in particular embodiments, including non-
exclusive examples of beneficial attributes or operations as
follows:

Infer interests/desired content in a cold start environment
where textual (or other unstructured) data is available
and with minimal user history;

Improve inference in a continuous way that can incorpo-
rate increasingly rich user histories;

Improve inference performance with the addition of feed-
back, explicit/implicit, positive/negative and preferably
in a real-time or near-real-time manner;

Derive information from domain experts that provide
business value, and embed them in inference frame-
work;

Dynamically add new unstructured data that may repre-
sent new states, and update existing model in a cali-
brated way;

Renormalize inference system to accommodate conflicts;

Immediately do inferencing in a new environment based
on a natural language model;

Add new information as a statistical model, and integrate
with a natural language model to significantly improve
inference/prediction;

Integrate new data and disintegrate old data in a way that
only improves performance;

Perform inferencing in a data secure way;

Integrate distinct inferencing elements in a distributed
network and improve overall performance;

Easily program rules and information into the system
from a lay-user perspective;
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Inexpensively perform computer inferences in a way
that is suitable for bandwidth of mobile devices; and
Incorporate constraint information.
It will be appreciated that some embodiments may not
include all some illustrative benefits, and that some embodi-
ments may include some benefits that are not listed.

For illustrative purposes, some embodiments are
described below in which specific types of operations are
performed, including with respect to using the described
techniques with particular types of target systems and to
perform particular types of control activities that are deter-
mined in particular manners. These examples are provided
for illustrative purposes and are simplified for the sake of
brevity, and the inventive techniques may be used in a wide
variety of other situations, including in other environments
and with other types of automated control action determi-
nation techniques, some of which are discussed below.

FIG. 1 is a network diagram illustrating an example
environment in which a system for performing cooperative
distributed control of one or more target systems may be
configured and initiated. In particular, an embodiment of a
CDD system 140 is executing on one or more computing
systems 190, including in the illustrated embodiment to
operate in an online manner and provide a graphical user
interface (GUI) (not shown) and/or other interfaces 119 to
enable one or more remote users of client computing sys-
tems 110 to interact over one or more intervening computer
networks 100 with the CDD system 140 to configure and
create one or more decision modules to include as part of an
automated control system to use with each of one or more
target systems to be controlled.

In particular, target system 1 160 and target system 2 170
are example target systems illustrated in this example,
although it will be appreciated that only one target system or
numerous target systems may be available in particular
embodiments and situations, and that each such target sys-
tem may include a variety of mechanical, electronic, chemi-
cal, biological, and/or other types of components to imple-
ment operations of the target system in a manner specific to
the target system. In this example, the one or more users (not
shown) may interact with the CDD system 140 to generate
an example automated control system 122 for target system
1, with the automated control system including multiple
decision modules 124 in this example that will cooperatively
interact to control portions of the target system 1 160 when
later deployed and implemented. The process of the users
interacting with the CDD system 140 to create the auto-
mated control system 122 may involve a variety of interac-
tions over time, including in some cases independent actions
of different groups of users, as discussed in greater detail
elsewhere. In addition, as part of the process of creating
and/or training or testing automated control system 122, it
may perform one or more interactions with the target system
1 as illustrated, such as to obtain partial initial state infor-
mation, although some or all training activities may in at
least some embodiments include simulating effects of con-
trol actions in the target system 1 without actually imple-
menting those control actions at that time.

After the automated control system 122 is created, the
automated control system may be deployed and imple-
mented to begin performing operations involving control-
ling the target system 1 160, such as by optionally executing
the automated control system 122 on the one or more
computing systems 190 of the CDD system 140, so as to
interact over the computer networks 100 with the target
system 1. In other embodiments and situations, the auto-
mated control system 122 may instead be deployed by
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executing local copies of some or all of the automated
control system 122 (e.g., one or more of the multiple
decision modules 124) in a manner local to the target system
1, as illustrated with respect to a deployed copy 121 of some
or all of automated control system 1, such as on one or more
computing systems (not shown) that are part of the target
system 1.

In a similar manner to that discussed with respect to
automated control system 122, one or more users (whether
the same users, overlapping users, or completely unrelated
users to those that were involved in creating the automated
control system 122) may similarly interact over the com-
puter network 100 with the CDD system 140 to create a
separate automated control system 126 for use in controlling
some or all of the target system 2 170. In this example, the
automated control system 126 for target system 2 includes
only a single decision module 128 that will perform all of the
control actions for the automated control system 126. The
automated control system 126 may similarly be deployed
and implemented for target system 2 in a manner similar to
that discussed with respect to automated control system 122,
such as to execute locally on the one or more computing
systems 190 and/or on one or more computing systems (not
shown) that are part of the target system 2, although a
deployed copy of automated control system 2 is not illus-
trated in this example. It will be further appreciated that the
automated control systems 122 and/or 126 may further
include other components and/or functionality that are sepa-
rate from the particular decision modules 124 and 128,
respectively, although such other components and/or func-
tionality are not illustrated in FIG. 1.

The network 100 may, for example, be a publicly acces-
sible network of linked networks, possibly operated by
various distinct parties, such as the Internet, with the CDD
system 140 available to any users or only certain users over
the network 100. In other embodiments, the network 100
may be a private network, such as, for example, a corporate
or university network that is wholly or partially inaccessible
to non-privileged users. In still other embodiments, the
network 100 may include one or more private networks with
access to and/or from the Internet. Thus, while the CDD
system 140 in the illustrated embodiment is implemented in
an online manner to support various users over the one or
more computer networks 100, in other embodiments a copy
of'the CDD system 140 may instead be implemented in other
manners, such as to support a single user or a group of
related users (e.g., a company or other organization), such as
if the one or more computer networks 100 are instead an
internal computer network of the company or other organi-
zation, and with such a copy of the CDD system optionally
not being available to other users external to the company or
other organizations. The online version of the CDD system
140 and/or local copy version of the CDD system 140 may
in some embodiments and situations operate in a fee-based
manner, such that the one or more users provide various fees
to use various operations of the CDD system, such as to
perform interactions to generate decision modules and cor-
responding automated control systems, and/or to deploy or
implement such decision modules and corresponding auto-
mated control systems in various manners. In addition, the
CDD system 140, each of its components (including com-
ponent 142 and optional other components 117, such as one
or more CDD Control Action Determination components
and/or one or more CDD Coordinated Control Management
components), each of the decision modules, and/or each of
the automated control systems may include software instruc-
tions that execute on one or more computing systems (not
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shown) by one or more processors (not shown), such as to
configure those processors and computing systems to oper-
ate as specialized machines with respect to performing their
programmed functionality.

FIG. 2 is a network diagram illustrating an example
environment in which a system for performing cooperative
distributed control of target systems may be implemented,
and in particular continues the examples discussed with
respect to FIG. 1. In the example environment of FIG. 2,
target system 1 160 is again illustrated, with the automated
control system 122 now being deployed and implemented to
use in actively controlling the target system 1 160. In the
example of FIG. 2, the decision modules 124 are represented
as individual decision modules 124a, 1245, etc., to 124n,
and may be executing locally to the target system 1 160
and/or in a remote manner over one or more intervening
computer networks (not shown). In the illustrated example,
each of the decision modules 124 includes a local copy of a
CDD Control Action Determination component 144, such as
with component 144a supporting its local decision module
124a, component 1445 supporting its local decision module
1245, and component 144z supporting its local decision
module 124%. Similarly, the actions of the various decision
modules 124 are coordinated and synchronized in a peer-
to-peer manner in the illustrated embodiment, with each of
the decision modules 124 including a copy of a CDD
Coordinated Control Management component 146 to per-
form such synchronization, with component 146a support-
ing its local decision module 124a, component 1465 sup-
porting its local decision module 1245, and component 146
supporting its local decision module 124z.

As the decision modules 124 and automated control
system 122 execute, various interactions 175 between the
decision modules 124 are performed, such as to share
information about current models and other state of the
decision modules to enable cooperation and coordination
between various decision modules, such as for a particular
decision module to operate in a partially synchronized
consensus manner with respect to one or more other decision
modules (and in some situations in a fully synchronized
manner in which the consensus actions of all of the decision
modules 124 converge). During operation of the decision
modules 124 and automated control system 122, various
state information 143 may be obtained by the automated
control system 122 from the target system 160, such as
initial state information and changing state information over
time, and including outputs or other results in the target
system 1 from control actions performed by the decision
modules 124.

The target system 1 in this example includes various
control elements 161 that the automated control system 122
may manipulate, and in this example each decision module
124 may have a separate group of one or more control
elements 161 that it manipulates (such that decision module
A 124a performs interactions 169a to perform control
actions A 147a on control elements A 1614, decision module
B 12456 performs interactions 1696 to perform control
actions B 14756 on control elements B 1615, and decision
module N 1247 performs interactions 169z to perform
control actions N 147z on control elements N 161#). Such
control actions affect the internal state 163 of other elements
of the target system 1, including optionally to cause or
influence one or more outputs 162. As operation of the target
system 1 is ongoing, at least some of the internal state
information 163 is provided to some or all of the decision
modules to influence their ongoing control actions, with
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each of the decision modules 124a-124» possibly having a
distinct set of state information 143a-143#, respectively, in
this example.

As discussed in greater detail elsewhere, each decision
module 124 may use such state information 143 and a local
model 145 of the decision module for the target system to
determine particular control actions 147 to next perform,
such as for each of multiple time periods, although in other
embodiments and situations, a particular automated control
system may perform interactions with a particular target
system for only one time period or only for some time
periods. For example, the local CDD Control Action Deter-
mination component 144 for a decision module 124 may
determine a near-optimal location solution for that decision
module’s local model 145, and with the local CDD Coor-
dinated Control Management component 146 determining a
synchronized consensus solution to reflect other of the
decision modules 124, including to update the decision
module’s local model 145 based on such local and/or
synchronized solutions that are determined. Thus, during
execution of the automated control system 122, the auto-
mated control system performs various interactions with the
target system 160, including to request state information,
and to provide instructions to modify values of or otherwise
manipulate control elements 161 of the target system 160.
For example, for each of multiple time periods, decision
module 124a may perform one or more interactions 169a
with one or more control elements 161a of the target system,
while decision module 1245 may similarly perform one or
more interactions 1695 with one or more separate control
elements B 1615, and decision module 1247 may perform
one or more interactions 169» with one or more control
elements N 1617 of the target system 160. In other embodi-
ments and situations, at least some control elements may not
perform control actions during each time period.

While example target system 2 170 is not illustrated in
FIG. 2, further details are illustrated for decision module 128
of automated control system 126 for reference purposes,
although such a decision module 128 would not typically be
implemented together with the decision modules 124 con-
trolling target system 1. In particular, the deployed copy of
automated control system 126 includes only the single
executing decision module 128 in this example, although in
other embodiments the automated control system 126 may
include other components and functionality. In addition,
since only a single decision module 128 is implemented for
the automated control system 126, the decision module 128
includes a local CDD Control Action Determination com-
ponent 244, but does not in the illustrated embodiment
include any local CDD Coordinated Control Management
component, since there are not other decision modules with
which to synchronize and interact.

While not illustrated in FIGS. 1 and 2, the distributed
nature of operations of automated control systems such as
those of 122 allow partially decoupled operations of the
various decision modules, include to allow modifications to
the group of decision modules 124 to be modified over time
while the automated control system 122 is in use, such as to
add new decision modules 124 and/or to remove existing
decision modules 124. In a similar manner, changes may be
made to particular decision modules 124 and/or 128, such as
to change rules or other restrictions specific to a particular
decision module and/or to change goals specific to a par-
ticular decision module over time, with a new corresponding
model being generated and deployed within such a decision
module, including in some embodiments and situations
while the corresponding automated control system continues
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control operations of a corresponding target system. In
addition, while each automated control system is described
as controlling a single target system in the examples of
FIGS. 1 and 2, in other embodiments and situations, other
configurations may be used, such as for a single automated
control system to control multiple target systems (e.g.,
multiple inter-related target systems, multiple target systems
of the same type, etc.), and/or multiple automated control
systems may operate to control a single target system, such
as by each operating independently to control different
portions of that target control system. It will be appreciated
that other configurations may similarly be used in other
embodiments and situations.

FIG. 3 is a block diagram illustrating example computing
systems suitable for performing techniques for implement-
ing automated control systems to control or otherwise
manipulate at least some operations of specified physical
systems or other target systems in configured manners. In
particular, FIG. 3 illustrates a server computing system 300
suitable for providing at least some functionality of a CDD
system, although in other embodiments multiple computing
systems may be used for the execution (e.g., to have distinct
computing systems executing the CDD Decision Module
Construction component for initial configuration and setup
before run-time control occurs, and one or more copies of
the CDD Control Action Determination component 344
and/or the CDD Coordinated Control Managements com-
ponent 346 for the actual run-time control). FIG. 3 also
illustrates various client computer systems 350 that may be
used by customers or other users of the CDD system 340, as
well as one or more target systems (in this example, target
system 1 360 and target system 2 370, which are accessible
to the CDD system 340 over one or more computer networks
390).

The server computing system 300 has components in the
illustrated embodiment that include one or more hardware
CPU (“central processing unit”) computer processors 305,
various [/O (“input/output™) hardware components 310,
storage 320, and memory 330. The illustrated I/O compo-
nents include a display 311, a network connection 312, a
computer-readable media drive 313, and other I/O devices
315 (e.g., a keyboard, a mouse, speakers, etc.). In addition,
the illustrated client computer systems 350 may each have
components similar to those of server computing system
300, including one or more CPUs 351, I/O components 352,
storage 354, and memory 357, although some details are not
illustrated for the computing systems 350 for the sake of
brevity. The target systems 360 and 370 may also each
include one or more computing systems (not shown) having
components that are similar to some or all of the components
illustrated with respect to server computing system 300, but
such computing systems and components are not illustrated
in this example for the sake of brevity.

The CDD system 340 is executing in memory 330 and
includes components 342-346, and in some embodiments
the system and/or components each includes various soft-
ware instructions that when executed program one or more
of the CPU processors 305 to provide an embodiment of a
CDD system as described elsewhere herein. The CDD
system 340 may interact with computing systems 350 over
the network 390 (e.g., via the Internet and/or the World Wide
Web, via a private cellular network, etc.), as well as the
target systems 360 and 370 in this example. In this example
embodiment, the CDD system includes functionality related
to generating and deploying decision modules in configured
manners for customers or other users, as discussed in greater
detail elsewhere herein. The other computing systems 350
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may also be executing various software as part of interac-
tions with the CDD system 340 and/or its components. For
example, client computing systems 350 may be executing
software in memory 357 to interact with CDD system 340
(e.g., as part of a Web browser, a specialized client-side
application program, etc.), such as to interact with one or
more interfaces (not shown) of the CDD system 340 to
configure and deploy automated control systems (e.g., stored
automated control systems 325 that were previously created
by the CDD system 340) or other decision modules 329, as
well as to perform various other types of actions, as dis-
cussed in greater detail elsewhere. Various information
related to the functionality of the CDD system 340 may be
stored in storage 320, such as information 321 related to
users of the CDD system (e.g., account information), and
information 323 related to one or more target systems.

It will be appreciated that computing systems 300 and 350
and target systems 360 and 370 are merely illustrative and
are not intended to limit the scope of the present invention.
The computing systems may instead each include multiple
interacting computing systems or devices, and the comput-
ing systems/nodes may be connected to other devices that
are not illustrated, including through one or more networks
such as the Internet, via the Web, or via private networks
(e.g., mobile communication networks, etc.). More gener-
ally, a computing node or other computing system or device
may comprise any combination of hardware that may inter-
act and perform the described types of functionality, includ-
ing without limitation desktop or other computers, database
servers, network storage devices and other network devices,
PDAs, cell phones, wireless phones, pagers, electronic orga-
nizers, Internet appliances, television-based systems (e.g.,
using set-top boxes and/or personal/digital video recorders),
and various other consumer products that include appropri-
ate communication capabilities. In addition, the functional-
ity provided by the illustrated CDD system 340 and its
components may in some embodiments be distributed in
additional components. Similarly, in some embodiments
some of the functionality of the CDD system 340 and/or
CDD components 342-346 may not be provided and/or other
additional functionality may be available.

It will also be appreciated that, while various items are
illustrated as being stored in memory or on storage while
being used, these items or portions of them may be trans-
ferred between memory and other storage devices for pur-
poses of memory management and data integrity. Alterna-
tively, in other embodiments some or all of the software
modules and/or systems may execute in memory on another
device and communicate with the illustrated computing
systems via inter-computer communication. Thus, in some
embodiments, some or all of the described techniques may
be performed by hardware means that include one or more
processors and/or memory and/or storage when configured
by one or more software programs (e.g., by the CDD system
340 and/or the CDD components 342-346) and/or data
structures, such as by execution of software instructions of
the one or more software programs and/or by storage of such
software instructions and/or data structures. Furthermore, in
some embodiments, some or all of the systems and/or
components may be implemented or provided in other
manners, such as by using means that are implemented at
least partially or completely in firmware and/or hardware,
including, but not limited to, one or more application-
specific integrated circuits (ASICs), standard integrated cir-
cuits, controllers (e.g., by executing appropriate instructions,
and including microcontrollers and/or embedded control-
lers), field-programmable gate arrays (FPGAs), complex
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programmable logic devices (CPLDs), etc. Some or all of
the components, systems and data structures may also be
stored (e.g., as software instructions or structured data) on a
non-transitory computer-readable storage medium, such as a
hard disk or flash drive or other non-volatile storage device,
volatile or non-volatile memory (e.g., RAM), a network
storage device, or a portable media article to be read by an
appropriate drive (e.g., a DVD disk, a CD disk, an optical
disk, etc.) or via an appropriate connection. The systems,
components and data structures may also in some embodi-
ments be transmitted as generated data signals (e.g., as part
of a carrier wave or other analog or digital propagated
signal) on a variety of computer-readable transmission
mediums, including wireless-based and wired/cable-based
mediums, and may take a variety of forms (e.g., as part of
a single or multiplexed analog signal, or as multiple discrete
digital packets or frames). Such computer program products
may also take other forms in other embodiments. Accord-
ingly, the present invention may be practiced with other
computer system configurations.

FIG. 4 is a flow diagram of an example embodiment of a
Collaborative Distributed Decision (CDD) system routine
400. The routine may, for example, be provided by execu-
tion of the CDD system 340 of FIG. 3 and/or the CDD
system 140 of FIG. 1, such as to provide functionality to
construct and implement automated control systems for
specified target systems.

The illustrated embodiment of the routine begins at block
410, where information or instructions are received. If it is
determined in block 420 that the information or instructions
of block 410 include an indication to create or revise one or
more decision modules for use as part of an automated
control system for a particular target system, the routine
continues to block 425 to initiate execution of a Decision
Module Construction component, and in block 430 obtains
and stores one or more resulting decision modules for the
target system that are created in block 425. One example of
a routine for such a Decision Module Construction compo-
nent is discussed in greater detail with respect to FIGS.
5A-5B.

After block 430, or if it is instead determined in block 420
that the information or instructions received in block 410 are
not to create or revise one or more decision modules, the
routine continues to block 440 to determine whether the
information or instructions received in block 410 indicate to
deploy one or more created decision modules to control a
specified target system, such as for one or more decision
modules that are part of an automated control system for that
target system. The one or more decision modules to deploy
may have been created immediately prior with respect to
block 425, such that the deployment occurs in a manner that
is substantially simultaneous with the creation, or in other
situations may include one or more decision modules that
were created at a previous time and stored for later use. If it
is determined to deploy one or more such decision modules
for such a target system, the routine continues to block 450
to initiate the execution of those one or more decision
modules for that target system, such as on one or more
computing systems local to an environment of the target
system, or instead on one or more remote computing sys-
tems that communicate with the target system over one or
more intermediary computer networks (e.g., one or more
computing systems under control of a provider of the CDD
system).

After block 450, the routine continues to block 460 to
determine whether to perform distributed management of
multiple decision modules being deployed in a manner
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external to those decision modules, such as via one or more
centralized Coordinated Control Management components.
If so, the routine continues to block 465 to initiate execution
of one or more such centralized CDD Coordinated Control
Management components for use with those decision mod-
ules. After block 465, or if it is instead determined in block
460 to not perform such distributed management in an
external manner (e.g., if only one decision module is
executed, if multiple decision modules are executed but
coordinate their operations in a distributed peer-to-peer
manner, etc.), the routine continues to block 470 to option-
ally obtain and store information about the operations of the
one or more decision modules and/or resulting activities that
occur in the target system, such as for later analysis and/or
reporting.

If it is instead determined in block 440 that the informa-
tion or instructions received in block 410 are not to deploy
one or more decision modules, the routine continues instead
to block 485 to perform one or more other indicated opera-
tions if appropriate. For example, such other authorized
operations may include obtaining results information about
the operation of a target system in other manners (e.g., by
monitoring outputs or other state information for the target
system), analyzing results of operations of decision modules
and/or activities of corresponding target systems, generating
reports or otherwise providing information to users regard-
ing such operations and/or activities, etc. In addition, in
some embodiments the analysis of activities of a particular
target system over time may allow patterns to be identified
in operation of the target system, such as to allow a model
of that target system to be modified accordingly (whether
manually or in an automated learning manner) to reflect
those patterns and to respond based on them. In addition, as
discussed in greater detail elsewhere, distributed operation
of multiple decision modules for an automated control
system in a partially decoupled manner allows various
changes to be made while the automated control system is in
operation, such as to add one or more new decision modules,
to remove one or more existing decision modules, to modify
the operation of a particular decision module (e.g., by
changing rules or other information describing the target
system that is part of a model for the decision module), etc.
In addition, the partially decoupled nature of multiple such
decision modules in an automated control system allows one
or more such decision modules to operate individually at
times, such as if network communication issues or other
problems prevent communication between multiple decision
modules that would otherwise allow their individualized
control actions to be coordinated—in such situations, some
or all such decision modules may continue to operate in an
individualized manner, such as to provide useful ongoing
control operations for a target system even if optimal or
near-optimal solutions cannot be identified from coordina-
tion and synchronization between a group of multiple deci-
sion modules that collectively provide the automated control
system for the target system.

After blocks 470 or 485, the routine continues to block
495 to determine whether to continue, such as until an
explicit indication to terminate is received. If it is deter-
mined to continue, the routine returns to block 410, and
otherwise continues to block 499 and ends.

FIGS. 5A-5B illustrate a flow diagram of an example
embodiment of a CDD Decision Module Construction rou-
tine 500. The routine may, for example, be provided by
execution of the component 342 of FIG. 3 and/or the
component 142 of FIG. 1, such as to provide functionality to
allow users to provide information describing a target sys-
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tem of interest, and to perform corresponding automated
operations to construct one or more decision modules to use
to control the target system in specified manners. While the
illustrated embodiment of the routine interacts with users in
particular manners, such as via a displayed GUI (graphical
user interface), it will be appreciated that other embodiments
of the routine may interact with users in other manners, such
as via a defined API (application programming interface)
that an executing program invokes on behalf of a user. In
some embodiments, the routine may further be implemented
as part of an integrated development environment or other
software tool that is available for one or more users to use,
such as by implementing an online interface that is available
to a variety of remote users over a public network such as the
Internet, while in other embodiments a copy of the CDD
system and/or particular CDD components may be used to
support a single organization or other group of one or more
users, such as by being executed on computing systems
under the control of the organization or group. In addition,
the CDD Decision Module Construction component may in
some embodiments and situations be separated into multiple
sub-components, such as a rules editor component that users
interact with to specify rules and other description informa-
tion for a target system, and a rules compiler engine that
processes the user-specified rules and other information to
create one or more corresponding decision modules.

The illustrated embodiment of the routine 500 begins at
block 510, where the routine provides or updates a displayed
user interface to one or more users, such as via a request
received at an online version of component that is imple-
menting the routine, or instead based on the routine being
executed by one or more such users on computing systems
that they control. While various operations are shown in the
illustrated embodiment of the routine as occurring in a serial
manner for the purpose of illustration, it will be appreciated
that user interactions with such a user interface may occur in
an iterative manner and/or over multiple periods of time
and/or user sessions, including to update a user interface
previously displayed to a user in various manners (e.g., to
reflect a user action, to reflect user feedback generated by
operation of the routine or from another component, etc.), as
discussed further below.

After block 510, the routine continues to block 520 to
receive information from one or more such users describing
a target system to be controlled, including information about
a plurality of elements of the target system that include one
or more manipulatable control elements and optionally one
or more outputs that the control elements affect, information
about rules that specify restrictions involving the elements,
information about state information that will be available
during controlling of the system (e.g., values of particular
elements or other state variables), and one or more goals to
achieve during the controlling of the target system. It will be
appreciated that such information may be obtained over a
period of time from one or more users, including in some
embodiments for a first group of one or more users to supply
some information related to a target system and for one or
more other second groups of users to independently provide
other information about the target system, such as to reflect
different areas of expertise of the different users and/or
different parts of the target system.

After block 520, the routine continues to block 525 to
identify any errors that have been received in the user input,
and to prompt the user(s) to correct those errors, such as by
updating the display in a corresponding manner as discussed
with respect to block 510. While the identification of such
errors is illustrated as occurring after the receiving of the
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information in block 520, it will be appreciated that some or
all such errors may instead be identified as the users are
inputting information into the user interface, such as to
identify syntax errors in rules or other information that the
users specify. After block 525, the illustrated embodiment of
the routine continues to block 530 to optionally decompose
the information about the target system into multiple subsets
that each correspond to a portion of the target system, such
as with each subset having one or more different control
elements that are manipulatable by the automated control
system being created by the routine, and optionally have
overlapping or completely distinct goals and/or sets of rules
and other information describing the respective portions of
the target system. As discussed in greater detail elsewhere,
such decomposition, if performed, may in some situations be
performed manually by the users indicating different sub-
groups of information that they enter, and/or in an automated
manner by the routine based on an analysis of the informa-
tion that has been specified (e.g., based on the size of rules
and other descriptive information supplied for a target
system, based on inter-relationships between different rules
or goals or other information, etc.). In other embodiments,
no such decomposition may be performed.

After block 530, the routine continues to block 535 to, for
each subset of target system description information (or for
all the received information if no such subsets are identi-
fied), convert that subset (or all the information) into a set of
constraints that encapsulate the restrictions, goals, and other
specified information for that subset (or for all the informa-
tion). In block 540, the routine then identifies any errors that
occur from the converting process, and if any are identified,
may prompt the user to correct those errors, such as in a
manner similar to that described with respect to blocks 525
and 510. While not illustrated in this example, the routine
may in some situations in blocks 525 and/or 540 return to
block 510 when such errors are identified, to display corre-
sponding feedback to the user(s) and to allow the user(s) to
make corrections and re-perform following operations such
as those of blocks 520-540. The errors identified in the
converting process in block 540 may include, for example,
errors related to inconsistent restrictions, such as if the
restrictions as a group are impossible to satisfy.

After block 540, the routine continues to block 545 to, for
each set of constraints (or a single constraint set if no subsets
were identified in block 530), apply one or more validation
rules to the set of constraints to test overall effectiveness of
the corresponding information that the constraints represent,
and to prompt the one or more users to correct any errors that
are identified in a manner similar to that with respect to
blocks 525, 540 and 510. Such validation rules may test one
or more of controllability, observability, stability, and goal
completeness, as well as any user-added validation rules, as
discussed in greater detail elsewhere. In block 550, the
routine then converts each validated set of constraints to a
set of coupled differential equations that model at least a
portion of the target system to which the underlying infor-
mation corresponds.

After block 550, the routine continues to block 553 to
perform activities related to training a model for each set of
coupled differential equations, including to determine one or
more of a size of a training time window to use, size of
multiple training time slices within the time window, and/or
a type of training time slice within the time window. In some
embodiments and situations, the determination of one or
more such sizes or types of information is performed by
using default or pre-specified information, while in other
embodiments and situations the users may specify such
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information, or an automated determination of such infor-
mation may be performed in one or more manners (e.g., by
testing different sizes and evaluating results to find sizes
with the best performance). Different types of time slices
may include, for example, successions of time slices that
overlap or do not overlap, such that the training for a second
time slice may be dependent only on results of a first time
slice (if they do not overlap) or instead may be based at least
in part on updating information already determined for at
least some of the first time slice (if they do overlap in part
or in whole). After block 553, the routine continues to block
555 to, for each set of coupled differential equations repre-
senting a model, train the model for that set of coupled
differential equations using partial initial state information
for the target system, including to estimate values of variable
that are not known and/or directly observable for the target
system by simulating effects of performing control actions
over the time window, such as for successive time slices
throughout the time window, and to test the simulated
performance of the trained model. Additional details related
to training and testing are included elsewhere herein.

After block 555, the routine continues to block 560 to
determine whether the training and testing was successful,
and if not returns to block 510 to display corresponding
feedback information to the users to allow them to correct
errors that caused the lack of success. If it is instead
determined in block 560 that the testing and training were
successful, however, the routine continues instead to block
570 to generate an executable decision module for each
trained and tested model that includes that model, as well as
a local CCD Control Action Determination component that
the decision module will use when executed to determine
optimal or near-optimal control actions to perform for the
target system based on the information included in the
model, and in light of the one or more goals for that decision
module. The generated executable decision module may in
some embodiments and situations further include a local
CCD Coordinated Control Management component to coor-
dinate control actions of multiple decision modules that
collectively will provide an automated control system for the
target system, such as by synchronizing respective models of
the various decision modules over time. After block 570, the
routine continues to block 580 to provide the generated
executable decision modules for use, including to optionally
store them for later execution and/or deployment.

After block 580, the routine continues to block 595 to
determine whether to continue, such as until an explicit
indication to terminate is received. If it is determined to
continue, the routine returns to block 510, and otherwise
continues to block 599 and ends.

FIGS. 6A-6B illustrate a flow diagram of an example
embodiment of a routine 600 corresponding to a generic
representation of a decision module that is being executed.
The routine may, for example, be provided by execution of
a decision module 329 or as part of an automated control
system 325 of FIG. 3 and/or a decision module 124 or 128
of FIG. 1 or 2, such as to provide functionality for control-
ling at least a portion of a target system in a manner specific
to information and a model encoded for the decision module,
including to reflect one or more goals to be achieved by the
decision module during its controlling activities. As dis-
cussed in greater detail elsewhere, in some embodiments
and situations, multiple decision modules may collectively
and cooperatively act to control a particular target system,
such as with each decision module controlling one or more
distinct control elements for the target system or otherwise
representing or interacting with a portion of the target
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system, while in other embodiments and situations a single
decision module may act alone to control a target system.
The routine 600 further reflects actions performed by a
particular example decision module when it is deployed in
controlling a portion of a target system, although execution
of at least portions of a decision module may occur at other
times, such as initially to train a model for the decision
module before the decision module is deployed, as discussed
in greater detail with respect to the CDD Decision Module
Construction routine 500 of FIGS. 5A-5B.

The illustrated embodiment of the routine 600 begins at
block 610, where an initial model for the decision module is
determined that describes at least a portion of a target system
to be controlled, one or more goals for the decision module
to attempt to achieve related to control of the target system,
and optionally initial state information for the target system.
The routine continues to block 615 to perform one or more
actions to train the initial model if needed, as discussed in
greater detail with respect to blocks 553 and 555 of FIGS.
5A-5B—in some embodiments and situations, such training
for block 615 is performed only if initial training is not done
by the routine 500 of FIGS. 5A-5B, while in other embodi-
ments and situations the training of block 615 is performed
to capture information about a current state of the target
system at a time that the decision module begins to execute
(e.g., if not immediately deployed after initial creation and
training) and/or to re-train the model at times as discussed in
greater detail with respect to routine 700 of FIGS. 7A-7B as
initiated by block 630.

After block 615, the routine continues to block 617 to
determine a time period to use for performing each control
action decision for the decision module, such as to reflect a
rate at which control element modifications in the target
system are needed and/or to reflect a rate at which new
incoming state information is received that may alter future
manipulations of the control elements. The routine then
continues to block 620 to start the next time period, begin-
ning with a first time period moving forward from the startup
of the execution of the decision module. Blocks 620-680 are
then performed in a loop for each such time period going
forward until execution of the decision module is suspended
or terminated, although in other embodiments a particular
decision module may execute for only a single time period
each time that it is executed.

In block 625, the routine optionally obtains state infor-
mation for the time period, such as current state information
that has been received for the target system or one or more
related external sources since the last time period began,
and/or by actively retrieving current values of one or more
elements of the target system or corresponding variables as
needed. In block 630, the routine then initiates execution of
a local CCD Control Action Determination component of
the decision module, with one example of such a routine
discussed in greater detail with respect to routine 700 of
FIGS. 7A-7B. In block 635, the results of the execution of
the component in block 630 are received, including to either
obtain an updated model for the decision module with a local
solution for the current time period and decision module that
includes one or more proposed control action determinations
that the decision module may perform for the current time
period, or to receive an indication that no local solution was
found for the decision module in the allowed time for the
execution of the component in block 630. It is then deter-
mined in block 640 whether a solution was found, and if so
continues to block 642 to store the updated model for the
decision module, and otherwise continues to block 643 to
use the prior model for the decision module to determine one
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or more control action determinations that are proposed for
the current time period based on a previous model (e.g., that
does not reflect recent changes in state information and/or
recent changes in activities of other decision modules, if
any), as discussed in greater detail with respect to routine
700 of FIGS. 7A-7B.

After blocks 642 or 643, the routine continues to block
644 to determine if other decision modules are collectively
controlling portions of the current target system, such as part
of the same automated control system as the local decision
module, and if so continues to block 645. Otherwise, the
routine selects the local proposed control actions of the
decision module as a final determined control action to
perform, and continues to block 675 to implement those
control actions for the current time period.

If there are other operating decision modules, the routine
in block 645 determines if the local decision module
includes a local copy of a CDD Coordinated Control Man-
agement (CCM) component for use in synchronizing the
proposed control action determinations for the decision
module’s local solutions with activities of other decision
modules that are collectively controlling the same target
system. If so, the routine continues to block 647 to provide
the one or more proposed control action determinations of
the decision module and the corresponding current local
model for the decision module to the local CDD CCM
component, and otherwise continues to block 649 to provide
the one or more proposed control action determinations for
the decision module and the corresponding local model of
the decision module to one or more centralized CDD CCM
components.

After blocks 647 or 649, the routine continues to block
655 to obtain results of the actions of the CDD CCM
component(s) in blocks 647 or 649, including to either
obtain a further updated model resulting from synchroniza-
tion of the local model for the current decision module with
information from one or more other decision modules, such
that the further updated model indicates one or more final
control action determinations to perform for the time period
for the current decision module, or an indication that no such
synchronization was completed in the allowed time. The
routine continues to block 660 to determine whether the
synchronization was completed, and if so continues to block
665 to store the further updated model from the synchroni-
zation, and otherwise continues to block 670 to use the prior
proposed control action determinations locally to the deci-
sion module as the final control action determinations for the
time period.

After blocks 665 or 670, the routine continues to block
675 to implement the one or more final determined control
actions for the decision module in the target system, such as
by interacting with one or more effectuators in the target
system that modify values or otherwise manipulate one or
more control elements of the target system, or by otherwise
providing input to the target system to cause such modifi-
cations or other manipulations to occur. In block 680, the
routine optionally obtains information about the results in
the target system of the control actions performed, and stores
and/or provides information to the CDD system about such
obtained results and/or about the activities of the decision
module for the current time period.

After block 680, the routine continues to block 695 to
determine whether to continue, such as until an indication to
terminate or suspend is received (e.g., to reflect an end to
current operation of the target system or an end of use of the
decision module to control at least a portion of the target
system). If it is determined to continue, the routine returns
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to block 620 to start the next time period, and otherwise
continues to block 699 and ends.

FIGS. 7A-7B are a flow diagram of a example embodi-
ment of a CDD Control Action Determination routine 700.
The routine may, for example, be provided by execution of
the component 344 of FIG. 3 and/or components 144a-n or
244 of FIG. 2, such as to determine control actions for a
decision module to propose and/or implement for a target
system during a particular time period, including in some
embodiments to perform an optimization to determine near-
optimal actions (e.g., within a threshold of an optimal
solution) to perform with respect to one or more goals if
possible. While the illustrated embodiment of the routine is
performed in a manner local to a particular decision module,
such that some or all decision modules may each implement
a local version of such a routine, in other embodiments the
routine may be implemented in a centralized manner by one
or more components with which one or more decision
modules interact over one or more networks, such as with a
particular decision module indicated to be used at a particu-
lar time rather than acting on behalf of the local decision
module.

The illustrated embodiment of the routine 700 begins at
block 703, where information or a request is received. The
routine continues to block 705 to determine a type of the
information or request, and to proceed accordingly. In
particular, if a request is received in block 703 to attempt to
determine a solution for a current time period given a current
model of the local decision module, the routine continues to
block 710 to begin to perform such activities, as discussed
in greater detail with respect to block 710-790. If it is instead
determined in block 705 that a request to relax one or more
rules or other restrictions for the current model of the local
decision module is received, such as discussed in greater
detail with respect to blocks 760 and 765, the routine
continues to block 765. If it is determined in block 705 that
a request is received to repair one or more rules or other
restrictions for the current model of the local decision
module, such as discussed in greater detail with respect to
blocks 775 and 780, the routine continues to block 780 to
obtain user input to use during the rule repair process (e.g.,
to interact with a CDD Decision Module Construction
component, or to instead interact with one or more users in
another manner), such as to allow the current model for the
local decision module to later be updated and replaced based
on further resulting user actions, or if operation of the target
system can be suspended, to optionally wait to further
perform the routine 700 until such an updated model is
received. If it is instead determined in block 705 that the
information or request is of another type, the routine con-
tinues instead to block 708 to perform one or more other
indicated operations as appropriate, and to then proceed to
block 799. Such other indicated operations may include, for
example, receiving information about current models and/or
control actions proposed or performed by one or more other
decision modules that are collectively controlling a target
system with the local decision module (such as for use in
synchronizing the model of the local decision module with
such other decision modules by generating a consensus or
converged shared model, as discussed in greater detail with
respect to routine 800 of FIGS. 8A-8B), to receive updates
to a model or underlying information for the model for use
in ongoing operation of the routine 700 (e.g., from a CDD
Decision Module Construction component, such as results
from interactions performed in block 780), to receive current
state information for the target system, such as for use as
discussed in routine 600 of FIGS. 6A-6B, etc.
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If it determined in block 705 that a request for a solution
was received in block 703 for a current time period and
based on a current model of the local decision module, the
routine continues to block 710 to receive a current set of
coupled differential equations that represent the current
model for the local decision module of at least a portion of
the target system, optionally along with additional state
information for the target system for the current time. The
routine then continues to block 715 to determine whether to
train or re-train the model, such as if the routine is called for
a first time upon initial execution of a corresponding deci-
sion module or if error measurements from ongoing opera-
tions indicate a need for re-training, as discussed in greater
detail with respect to blocks 755, 770 and 730. If it is
determined to train or re-train the model, the routine con-
tinues to block 720 to determine one or more of the size of
a training time window, size of training time slices within
the time window, and/or type of training time slices within
the training time window, such as in a manner similar to that
previously discussed with respect to block 553 of routine
500 of FIGS. 5A-5B. After block 720, the routine continues
to block 725 to use partial initial state information for the
target system to train the model, including to estimate values
of state variables for the target system that are not known
and/or directly observable, by simulating effects of perform-
ing control actions over the time window for each of the time
slices, as discussed in greater detail with respect to block
555 of routine 500 of FIGS. 5A-5B.

After block 725, or if it is instead determined in block 715
not to train or re-train the model, the routine continues to
block 730 to perform a piecewise linear analysis to attempt
to determine a solution for the current model and any
additional state information that was obtained in block 710,
with the solution (if determined) including one or more
proposed control action determinations for the local decision
module to take for a current time period, as well as in some
embodiments to use one or more model error gauges to make
one or more error measurements with respect to the current
model, as discussed in greater detail elsewhere. The routine
then continues to block 735 to determine if the operations in
block 730 determined a solution within a amount of time
allowed for the operation of block 730 (e.g., a defined subset
or fraction of the current time period), and if so continues to
block 740 to update the current set of coupled differential
equations and the resulting current model for the local
decision module to reflect the solution, with the resulting
updated information provided as an output of the routine
700.

If it is instead determined in block 735 that the operations
in block 730 did not determine a solution, the routine
continues to block 745 to determine if additional time is
available within the current time period for further attempts
to determine a solution, and if not continues to block 790 to
provide output of the routine 700 indicating that no solution
was determined for the current time period.

If additional time is available within the current time
period, however, the routine continues to perform blocks
755-780 to perform one or more further attempts to identify
the solution—it will be appreciated that one or more of the
operations of blocks 755-780 may be repeatedly performed
multiple times for a given time period if sufficient time is
available to continue further solution determination
attempts. In particular, the routine continues to block 755 if
additional time is determined to be available in block 745,
where it determines whether the measurements from one or
more gauges indicate model error measurements that are
over one or more thresholds indicating modifications to the
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model are needed, such as based on the model error mea-
surements from the gauges discussed with respect to block
730. If not, the routine continues to block 760 to determine
whether there are one or more rules or other restrictions in
the current model that are available to be relaxed for the
current time period (that have not previously attempted to be
relaxed during the time period, if this is not the first pass
through this portion of the routing for the current time
period), and if so continues to block 765 to relax one or more
such rules or other restrictions and to return to block 730 to
re-attempt the piecewise linear analysis with the revised
model based on those relaxed rules or other restrictions.

If it is instead determined in block 755 that the model
error measurements from one or more of the gauges are
sufficient to satisfy one or more corresponding thresholds,
the routine continues instead to block 770 to determine
whether to re-train the model based on one or more of the
gauges indicating sufficient errors to do so, such as based on
accumulated errors over one or more time periods of updates
to the model. If so, the routine returns to block 720 to
perform such re-training in blocks 720 and 725, and then
continues to block 730 to re-attempt the piecewise linear
analysis with the resulting re-trained model.

If it is instead determined in block 770 not to re-train the
model (or if the model was re-trained already for the current
time period and the resulting re-attempt in block 730 again
failed to find a solution), the routine continues to block 775
to determine whether the model error measurements from
one or more of the gauges indicate a subset of one or more
rules or other restrictions in the model that potentially have
errors that need to be repaired. If so, the routine continues to
block 780 to provide information to one or more users via
the CDD Decision Module Construction component, to
allow the users to revise the rules or other restrictions as
appropriate, although in other embodiments some or all such
rule repair activities may instead be attempted or performed
in an automated manner. After block 780, or if it is instead
determined in block 775 not to repair any rules, the routine
continues to block 790 to provide an indication that no
solution was determined for the current time period. After
blocks 740, 708, or 790, the routine continues to block 799
and ends. It will be appreciated that if the routine 700 was
instead implemented as a centralized routine that supports
one or more decision modules remote from the executing
component for the routine, the routine 700 may instead
return to block 703 to await further information or requests.

FIGS. 8A-8B are a flow diagram of an example embodi-
ment of a CDD Coordinated Control Management routine
800. The routine may, for example, be provided by execu-
tion of the component 346 of FIG. 3 and/or the components
146a-n of FIG. 2, such as to attempt to synchronize current
models and their proposed control actions between multiple
decision modules that are collectively controlling a target
system. In the illustrated embodiment of the routine, the
synchronization is performed in a pairwise manner between
a particular local decision module’s local current model and
an intermediate shared model for that decision module that
is based on information about the current state of one or
more other decision modules, by using a Pareto game
technique to determine a Pareto equilibrium if possible that
is represented in a consensus shared model, although in
other embodiments other types of synchronization methods
may be used. In addition, in the illustrated embodiment, the
routine 800 is performed in a local manner for a particular
local decision module, such as by being included within that
local decision module, although in other embodiments the
routine 800 may be implemented in a centralized manner to
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support one or more decision modules that are remote from
a computing system implementing the component for the
routine and that communicate with those decision modules
over one or more computer networks, such as with a
particular decision module indicated to be used at a particu-
lar time rather than acting on behalf of the local decision
module.

The illustrated embodiment of the routine 800 begins at
block 805, where it waits to receive information or another
indication. The routine continues to block 810 to determine
if a consensus model or other updated information for
another decision module has been received, such as from a
copy of the routine 800 executing for that other decision
module, and if so continues to block 815 to use the received
information to update local intermediate shared model infor-
mation for use with the local decision module on whose
behalf the current copy of the routine 800 is executing, as
discussed in greater detail with respect to block 830. If it is
instead determined in block 810 that the information or
request received in block 805 is not information related to
one or more other decision modules, or after block 815, the
routine continues to block 820 to determine whether to
currently perform a synchronization for the current local
model of the local decision module by using information
about an intermediate shared model of the local decision
module that includes information for one or more other
decision modules, such as to do such synchronization each
time that an update to the local decision module’s model is
received (e.g., based on operation of the routine 700 for a
copy of the CDD Control Action Determination component
local to that decision module) in block 805 and/or each time
that information to update the local decision module’s
intermediate shared model is received in block 805 and used
in block 815, or instead as explicitly indicated in block
805—if the synchronization is to currently be performed, the
routine continues to block 825 and begins to perform blocks
820-880 related to such synchronization activities. Other-
wise, the routine continues to block 885 to perform one or
more other indicated operations as appropriate, such as to
receive requests from the CDD system or other requestor for
current information about operation of the routine 800
and/or to provide corresponding information to one or more
entities (e.g., to reflect prior requests), etc.

If it is determined in block 820 that synchronization is to
be currently performed, such as based on updated model-
related information that is received in block 805, the routine
continues to block 825 to obtain a current local model for the
local decision module to use in the synchronizing, with the
model including one or more proposed control actions to
perform for a current time period based on a local solution
for the local decision module. The routine then continues to
block 830 to retrieve information for an intermediate shared
model of the local decision module that represents informa-
tion for one or more other decision modules (e.g., all other
decision modules) that are collectively participating in con-
trolling the target system, with that intermediate shared
model similarly representing one or more other proposed
control actions resulting from local solutions of those one or
more other decision modules, optionally after partial or
complete synchronization has been performed for those one
or more other decision modules between themselves.

The routine then continues to block 835 to attempt to
determine a consensus shared model that synchronizes the
current model of the local decision module and the inter-
mediate shared model by simultaneously providing solu-
tions to both the local decision module’s current model and
the intermediate shared model. In some embodiments, the
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operations of block 835 are performed in a manner similar
to that discussed with respect to blocks 710-730 of routine
700 of FIG. 7A-7B, such as if the local model and the
intermediate shared model are combined to create a combi-
nation model for whom one or more solutions are to be
identified. As discussed in greater detail elsewhere, in some
embodiments, the local current model and intermediate
shared model may each be represented by a Hamiltonian
function to enable a straightforward creation of such a
combined model in an additive manner for the respective
Hamiltonian functions, with the operations of routines 600
and/or 700 of FIGS. 6A-6B and 7A-7B, respectively, simi-
larly representing the models that they update and otherwise
manipulate using such Hamiltonian functions.

After block 835, the routine continues to block 840 to
determine whether the operations of block 835 succeeded in
an allowed amount of time, such as a fraction or other
portion of the current time period for which the synchroni-
zation is attempted to be performed, and if so the routine
continues to block 845 to update both the local model and
the intermediate shared model of the local decision module
to reflect the consensus shared model. As earlier noted, if
sufficient time is allowed for each decision module to
repeatedly determine a consensus shared model with chang-
ing intermediate shared models representing one or more
other decision modules of a collective group, the decision
modules of the collective group may eventually converge on
a single converged shared model, although in other embodi-
ments and situations there may not be sufficient time for
such convergence to occur, or other issues may prevent such
convergence. After block 845, the routine continues to block
850 to optionally notify other decision modules of the
consensus shared model determined for the local decision
module (and/or of a converged shared model, if the opera-
tions of 835 were a last step in creating such a converged
shared model), such as if each of the notified decision
modules is implementing its own local version of the routine
800 and the provided information will be used as part of an
intermediate shared model of those other decision modules
that includes information from the current local decision
module’s newly constructed consensus shared model.

If it is instead determined in block 840 that a synchroni-
zation did not occur in the allowed time, the routine con-
tinues to perform blocks 860-875 to re-attempt the synchro-
nization with one or more modifications, sometimes
repeatedly if sufficient time is available, and in a manner
similar to that discussed with respect to blocks 745-780 of
routine 700 of FIGS. 7A-7B. In the illustrated example, the
routine determines in block 860 if additional time is avail-
able for one or more such re-attempts at synchronization,
and if not the routine continues to block 880 to provide an
indication that no synchronization was performed within the
allowed time. Otherwise, the routine continues to block 870
to take one or more actions to perform one or more of
relaxing rules or other restrictions, repairing rules or other
restrictions, and/or re-training a model, with respect to one
or both of the current model of the local decision module
and/or one or more other decision modules whose informa-
tion is represented in the intermediate shared model of the
local decision module. If it is determined in block 870 to
proceed in this manner, the routine continues to block 875 to
perform corresponding actions, sometimes one at a time in
a manner similar to that discussed with respect to routine
700, including to cause resulting updates to the current
model of the local decision module and/or to the local
intermediate shared model of the local decision module,
after which the routine returns to block 835 to re-attempt to
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synchronize the local model and the intermediate shared
model of the local decision module.

If it is instead determined in block 870 that no further
actions are to be performed with respect to relaxation, repair
and/or re-training, the routine continues instead to block
880. After blocks 850, 880 or 885, the routine continues to
block 895 to determine whether to continue, such as until an
explicit indication to terminate or suspend operation of the
routine 800 is received, such as to reflect an end to operation
of'the target system and/or an end to use of the local decision
module and/or a collective group of multiple decision mod-
ules to control the target system. If it is determined to
continue, the routine returns to block 805, and otherwise
continues to block 899 and ends.

FIG. 9 illustrates a flow diagram of an example embodi-
ment of a routine 900 performed for a representative generic
target system, with respect to interactions between the target
system and one or more decision modules that are control-
ling at least a portion of the target system. The routine may,
for example, be provided by execution of a target system 360
and/or 370 of FIG. 3, and/or a target system 160 and/or 170
of FIGS. 1 and 2, such as to implement operations specific
to the target system. It will be appreciated that the illustrated
embodiment of the routine focuses on interactions of the
target system with the one or more decision modules, and
that many or all such target systems will perform many other
operations in a manner specific to those target systems that
are not illustrated here for the purpose of brevity.

The routine begins at block 910, where it optionally
provides initial state information for the target system to a
CDD system for use in an automated control system of the
CDD system for the target system, such as in response to a
request from the CDD system or its automated control
system for the target system, or instead based on configu-
ration specific to the target system (e.g., to be performed
upon startup of the target system). After block 910, the
routine continues to block 920 to receive one or more inputs
from a collective group of one or more decision modules that
implement the automated control system for the target
system, including one or more modified values for or other
manipulations of one or more control elements of a plurality
of elements of the target system that are performed by one
or more such decision modules of the automated control
system. As discussed in greater detail elsewhere, the blocks
920, 930, 940 may be repeatedly performed for each of
multiple time periods, which may vary greatly in time
depending on the target system (e.g., a microsecond, a
millisecond, a hundredth of a second, a tenth of a second, a
second, 2 seconds, 5 seconds, 10 seconds, 15 seconds, 30
seconds, a minute, 5 minutes, 10 minutes, 15 minutes, 30
minutes, an hour, etc.).

After block 920, the routine continues to block 930 to
perform one or more actions in the target system based on
the inputs received, including to optionally produce one or
more resulting outputs or other results within the target
system based on the manipulations of the control elements.
In block 940, the routine then optionally provides informa-
tion about the outputs or other results within the target
system and/or provides other current state information for
the target system to the automated control system of the
CDD system and/or to particular decision modules of the
automated control system. The routine then continues to
block 995 to determine whether to continue, such as until an
explicit indication to terminate or suspend operation of the
target system is received. If it is determined to continue, the
routine returns to block 920 to begin a next set of control
actions for a next time period, and otherwise continues to
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block 999 and ends. As discussed in greater detail elsewhere,
state information that is provided to a particular decision
module may include requests from external systems to the
target system, which the automated control system and its
decision modules may determine how to respond to in one
Or more manners.

The following sections describe a variety of specific,
non-exclusive embodiments in which some or all of the
described techniques may be implemented. It will be appre-
ciated that particular details of particular embodiments may
not be included in or true for all embodiments, and that the
described embodiments may be implemented individually or
in combination with any and all other combinations of other
embodiments.

The following discusses several non-exclusive example
embodiment, in which one or more specified embodiments
of the Collaborative Distributed Decision system are each
referred to as a Collaborative Distributed Inferencing (CDI)
system or a Cooperative Distributed Inferencing Platform
(CDIP), in which one or more specified embodiments of the
Decision Module Construction component are each referred
to as the “Rules Builder” or including or being performed by
a “Rule Conversion Engine” (RCE) or a “CDL Compiler” or
a “Rule(s) Entry Interface” (REI) or a “Rules and Goals UI”,
in which one or more specified embodiments of the Control
Action Determination component are each referred to as
having “chattering” subcomponents or performing “chatter-
ing” functionality or including or being performed by a
“Query Response Engine” (QRE) or an “Optimization Ele-
ment” or via “Hamiltonian-Chattering Control”, in which
one or more specified embodiments of the Coordinated
Control Management component are each referred to as
having or performing “mean field” information or function-
ality or including or being performed by a “Tellegen” agent
or a “Pareto Multi-Criteria Optimization Engine” (PMOE)
or a “Pareto element”, in which decision modules are
referred to as “agents™ or “peer agents” or “agent nodes” or
“decision elements”, in which an automated control system
may include a “cluster” of agents and in some cases is
referred to as a “distributed architecture”, in which a target
system is referred to as an “application domain”, in which a
decision module’s stored information about a target system
includes an “Internal Heterogeneous Database” (IHDB)
and/or a “Domain Rules Knowledge Base”, in which a
decision module’s consensus shared model is referred to as
an “internal optimum” generated using mean field informa-
tion, in which changes propagated from one decision mod-
ule to others is referred to as a “delta”, etc.

Further details related to an example CDI system are
shown below and included in provisional U.S. Patent Appli-
cation No. 62/015,018, filed Jun. 20, 2014 and entitled
“Methods And Systems For Cooperative Distributed Infer-
encing,” which is hereby incorporated by reference in its
entirety. In addition, further details related to example
details of using gauges to perform model error measure-
ments are included in provisional U.S. Patent Application
No. 62/182,796, filed Jun. 22, 2015 and entitled “Gauge
Systems,” which is also hereby incorporated by reference in
its entirety. Furthermore, further details related to examples
of using the CDD system in particular manners with par-
ticular types of target systems are included in provisional
U.S. Patent Application No. 62/182,968, filed Jun. 22, 2015
and entitled “Applications Of Cooperative Distributed Con-
trol Of Target Systems,” which is also hereby incorporated
by reference in its entirety—the example types of target
systems discussed include, for example, a vehicle being
controlled, controlling inventory management, controlling a
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micro-grid electrical generation facility, controlling activi-
ties in a day trader financial setting, etc.

Current notation  Comments 5

Notation for algorithmic time.

Notation of canonical coordinate vector for entire

system.

q Notation of canonical coordinate vector dropping time

dimension.

Notation of canonical coordinate vector for specific

function f.

q Notation of first time derivative of canonical coordi-
nate vector.

q Notation of second time derivative of canonical coordi-
nate vector.

h Notation of HEAD of Horn clause.

Notation of generic proposition.

Notation of generic proposition alternate to ¢.

Notation of the TV of a soft rule.

Generic equational form relating two propositions.

Notation of the equational form of ¢(q).

Notation for proposition defined by the query.

Notation for equation defined by the query.

Notation for minimization function for the query.

Notation for static Lagrangian

Notation for total static Lagrangian for DE,.

t
q(®)

10
q(f)

15

20

25

Primary Hamiltonian for the absolute rules for DE,.
Hamiltonian for the Tellegen agent of the total
Hamiltonian’s rules.

Total Hamiltonian for DE,.

30

Overview

This document introduces and specifies the architecture
for the Cooperative Distributed Inferencing Platform
(CDIP). The primary instance of this is the Distributed
Architecture (DA) for resolving queries by accessing both
an Internal Heterogeneous Database (IHDB) populated by a
special class of Horn Clause rules and external data sources
referred to as sensors.

The architecture implements a network of active devices
at its nodes. These devices are called Decision Elements
(DE’s). The DE’s cooperate in the resolution of a query
posed to one or several of them. The DE’s in a given DA are
referred to as the team.

Every DE in a team is programmed to transform rules in
its domain, determined by a posed query, into an ordinary
differential equation (ODE), whose dependent variables
represent internal variables and parameters. The dependent
variables include unknowns of the query posed to the DE.
The DE’s in the architecture are synchronized via a Pareto
multi criteria optimization strategy.

The components of the CDIP include:

Application requirements that the system is designed to

accommodate.

Functional requirements that satisfy the application
requirements and pertain directly to the construction
and operation of the system components.

Subcomponents which are necessary to implement the
functional requirements

Limitations which highlight noteworthy constraints which
are inherent the specified implementation of the archi-
tecture.

Architectural flow describes key aspects of the architec-
ture that indicate how the system is to be constructed
given the specified essence and key behavior of the
subcomponents.
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Software realization of the architecture describes the key
pieces of software necessary for system implementa-
tion.

Data describes the kinds of data the system is expected to
accept as input and produce as output.

Data exchange protocols reference key data types and
structures that need to be exchanged across the system
and the protocols for exchange.

Environment describes the particulars of the environ-
ments that the system will be able to operate in and
therefore should be tested in.

Testing describes how the system should be tested given
the data and operating environments.

Subcomponents

Subcomponents are fundamental parts of the architecture
that perform particular roles. This section contains descrip-
tions for each of the subcomponents of the architecture. The
subcomponents are:

The Distributed Architecture (DA).

The Internal Heterogeneous Database (IHDB).

The Rule Entry Interface (REI).

The Rule Editor (RE).

The External Knowledge Base (EKB).

The Sensor Ingestion Interface (SII).

The Rule Conversion Engine (RCE).

The Decision Element (DE).

The Query Language Interface (QLI).

The Minimization Function Generator (MFG).

The Query Response Engine (QRE).

The Pareto Multi-Criteria Optimization Engine (PMOE).
Distributed Architecture (DA)

The DA is a platform of interacting components called
DE’s. The DE’s collaborate in the resolution of a query
posed by one of them. The DE’s implement a distributed,
dynamic optimization process, herein referred as the opti-
mization process (OP). OP implements an optimization
process that computes an answer to the active queries as a
function of data stored in two categories of repositories:
THDB and EKB’s. These repositories of the data needed to
implement OP given a query.

The EKB’s are a collection of public or private reposito-
ries of knowledge relevant to the DE posing a query. A DE
has a list of external repositories (LER). Each entry in an
LER includes 1) a protocol, 2) a heading sub-list, and 3) a
translation grammar. Each protocol entry prescribes the
access procedure to the corresponding knowledge reposi-
tory. Each heading sub-list entry contains a summary of the
knowledge contents of the corresponding repository. Finally,
each translation grammar entry provides a procedure for
converting knowledge elements of the corresponding reposi-
tory in to the rule representation in the IHDB of the DE.

Functional characteristics of this architecture and in par-
ticular, the DE’s, IHDB, and the sensors are described,
including the following concepts:

The DA

A process for resolving queries by accessing the IHDB
and External Knowledge Bases (EKB’s) through sen-
sors

The constitution of DE’s

A query and corresponding rules transformation into an
ODE

The orchestration of a team of DE’s through a Pareto
multi criteria optimization strategy
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The Internal Heterogeneous Database (IHDB)

Composition of IHDB as a Set of Knowledge Compo-
nents

The THDB encodes knowledge about the implemented
application. The IHDB is divided into knowledge compo-
nents (KC’s). Each KC is consulted and updated by a DE in
the DA. Any pair of KC’s may have an overlapping set of
rules by which they operate, but there is no a priori con-
straint on intersections or inclusion. The collection of KC’s
constitutes the existing knowledge of the system.

Algorithmic Formulation of a Rule

A KC is a collection of rules, written in a restrictive Horn
clause format. The rules are logic entities. When a rule is
instantiated, it has a logic value. The logic values a rule can
have are taken from the interval [0,1]. The entire system of
rules is evaluated using variables and parameters which are
collectively referred to as the generalized coordinates of the
system and are indexed as follows:

q@={gP@, . . . g™}

The time argument t refers to the algorithmic time of the
system which means that it has no other meaning than as a
continuous index with respect to the evolution of the system.
There is therefore no requirement that it correspond to a
physical aspect of the system although this may naturally
occur. Physical time may be represented specifically by a
canonical coordinate of choice q™(t). Alternatively, we may
refer to the q’s without expressly stating the independent
time argument and write

(3.2-1)

a@0~{g®, ... ¢™}.
Then we should also note that the time derivatives are
referred to notationally as

(3.2-2)

. dgy _ d’q()
PR ")

(3.2-3)

These coordinates are referred to variously as q depending
on the context and the expected arguments of the function to
which they are applied. When it is necessary to distinguish
between more than one q in equational form we generally
write q, where T denotes the reference function or appropri-
ate domain. Typically, we assume without loss of generality
the entire set of canonical coordinates q is an argument to
any function, term or proposition. In practice, we may
further assume it is possible to apply the particular required
coordinates as need to mathematical construct in question.

The rules in each knowledge component are of three
types: absolute rules, hard rules, and soft rules. Absolute
rules and hard rules take logic value O (false) or 1 (true)
when instantiated. Soft rules take any value in the interval
[0,1].

The format of the restrictive Horn Clauses in the IHDB is
illustrated in Equation 3.2-2. A Horn Clause is an object
composed of two objects a HEAD and a BODY connected
by backward Implication (<) The logic implication trans-
fers the logic value of the BODY to the HEAD. If the rule
is an absolute rule or a hard rule, the logic value is 1 (if the
BODY is logically true) or 0 (if the BODY is logically false).
If the rule is a soft rule, the logic value transferred by the
body is any number in [0, 1].

The HEAD is a data structure composed of two objects:
A name, h, and a list of arguments described by the argument
vector g=(q", . . ., q*). The list of arguments includes
variables and parameters. The variables take values in the
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domain of the rule and the parameters are constants passed
to the rule and unchanged by the instantiation of the rule.
The domain of the rule is a set of values that each of its
variables can take. In general, variables can take values over
numerical or symbolic domains. As an example, a symbolic
domain can be a list of diseases. A numeric domain can be
a set of pairs of numbers representing blood pressure.

For the applications of CDI, the domains for variables are:
real numbers, complex numbers (floating point and floating
point complex numbers), integer numbers, binary numbers
and symbolic token on finite domains.

The BODY of a clause is a data structure composed of one
or more terms, denoted @,(q). The composition operation is
extended and, denoted by: /\. The extended and works as a
regular and in absolute rules and hard rules and as a
functional product® on soft rules.

A rule with a head but not a body is called a fact. A fact’s
truth value is determined on the basis of the instantiation of
its variables.

Each term in the body of a rule is an extended disjunction
(or denoted by \/) of sub-terms. The v operator behaves like
the standard or for absolute and hard rules and behaves in a
functional form, described later, when connecting sub-terms
encoding heads of soft rules.

A sub-term is either the HEAD of a rule, a relation or a
truth valuation (TV). When it is a HEAD it may have the
same name as the one in the HEAD of the rule but with
different arguments. This provides a recursive mechanism
for rule evaluation.

When a rule has a sub-term that is the head of another rule
it is said that the two rules are chained together by the
corresponding sub-term. Note that a rule can be chained to
several rules via corresponding sub-terms.

Constraint Domains

Constraint domains augment the BODY clause of Horn
clauses to facilitate dynamic programming. Constraints are
specified as a relationship between terms. Define the rela-
tionship between two terms

@(q)relo(q). (3.2-4)
as a member of the following set
relE{=,=,<,>, statistical propagation}. (3.2-5)

A relation can be of two types numeric or symbolic.
Numeric relations establish equational forms between two
functional forms. (For the initial phase only polynomial and
affine linear functional forms will be considered.)

In general, an equational form is a set of one or more
relations. For numeric relations, @(q) rel o(q), rele{=, =, =,
=, <, >, statistical propagation}. The table below gives the
relations considered and their symbols.

TABLE EE
Numeric Relation Symbol Code Form
Equality = ¢=0
Disequation = ¢\=0
Less-inequality < p<0o
Less-Equal = =<0
Great-equality > >0
Great- inequality = ¢>=0

The adopted code forms are the ones used in constraint
logic programming.

A symbolic relation can be of two types: inclusion and
constraint. Inclusion relations are of the form:

qESet (3.2-6)
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Where x is a variable or a parameter, € is the inclusion
symbol and Set is a set of symbolic forms or a set of numbers
or a composite set of the form shown in the table below.

TABLE FF
Composite Set Symbol Code Form
Intersection N Setl/\Set2
Union U SetlVSet2
Complement \ \Set

Constraint forms of the symbolic relational type may be one
or a set of the forms presented in the table below For
numeric relations, @(q) rel o(q), rel E {=, =, =, o, C, D}

TABLE GG

Symbolic Relation Symbol Code Form
Equal = g#=0
Not Equal = ¢\ =o0o

Is Contained c g# <o
Contains =) g# > 0o

Is Contained or Equal c gH# =< o
Contains or Equal 2 G >=0

ATV is either a variable or a constant with values in the
interval [0,1]. The TV of a Horn Clause that is an absolute
rule or a hard rule can only take two values: 1 or 0. The TV
when instantiated is 0 or 1. If the TV for an absolute or hard
rule is 1, the rule is said to be in inactive state; if the TV is
0, the rule is said to be in active state.

The TV, T,, of a soft rule satisfies

0=T<1. (3.2-7)

If 7; above satisfies,

TzThreshotd (3.2-8)
the soft clause is said to be in inactive state. If

Ti< T inreshotds (3.2-9)

the soft clause is said to be in active state, where T,;,,. /070
is a constant in [0,1] defined for each soft clause. The default
value is 0.5.

This concludes the description of the knowledge repre-
sentation. The instantiation process of the goal in a DE, as
function of its knowledge base, is carried out by the infer-
ence engine of the DE. This process is the central component
of CDI and will be described later on the document.

Summary of Terminology

The following table summarizes the terminology we have
just reviewed.

TABLE HH

Reference term Definition

proposition Defined as a construct as in the
propositional calculus where the proposition
takes on the value of true or false.
term Recursively according to its assigned sub-term.
sub-term A sub-term may be a Horn clause, a

relation between two other sub-terms or an
extended truth valuation depending on the
context of absolute, hard or soft rules. In
the case of absolute and hard rules it may
be evaluated as a proposition. In the case
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TABLE HH-continued

Reference term Definition

of soft rules it takes a value on the interval
[0, 1] and is considered to be active or true
in the case that it exceeds its specific
threshold.

A disjunction of terms with at most one
positive term.

A Hom clause with exactly one positive
term.

A Hom clause with no positive terms.

A definite clause with no negative terms.
The positive term of a definite clause.

The case when a rule will not apply for
constrained optimization.

The case when a rule will apply for
constrained optimization.

The value that is used to determine whether
a rule is active or inactive.

Horn clause
definite clause
goal clause
fact

head

inactive state

active state

truth value, TV

Horn Clause Example

The following example illustrates a Horn clause:
has_fever(name, temperature, white_count, heartrate,
blood_pressure)

<(temperature>37)

/\((heartrate=70)\/bp(name,temperature,blood_pres-
sure)

\/we(name,white_count)) (3.2-10)

The clause establishes under which conditions the patient of
name, has a fever. The variables in clause are:

name, temperature, white_count, heartrate, blood_pres-
sure.

When instantiated they represent, respectively, the name of
the patient, his current body temperature, his white blood
cell count, his heart rate range, and his blood pressure.

The clause body includes other clauses: bp (blood pres-
sure) and we (white count).

This completes the specification of the rule-based frame-
work. The next step is to specify a complete process for
converting all rules of this form to a set of equations.

Rule Entry Interface (REI)

The Rule Entry Interface provides a mechanism for:

Providing an API for the entry of rules into the IHDB.

Validating the specification of rules to be inserted into the

THDB.

Routing the rules to the appropriate DE’s for insertion to

their respective KC’s.

Rule Editor (RE)

The Rule Editor allows users to specify rules associated
with the systems to be interrogated.

External Knowledge Base (EKB)

It may be distributed or not

It may be persisted or not

It may be persisted locally or remotely to an agent

It may or may not be architecturally co-located with the

THDB

A sensor may include any source of data used by the agent

It may use various types of buses for data communication

Sensors may or may not be co-located with agents/DEs

Rule Conversion Engine (RCE)

The rule conversion engine converts rules of the IHDB
into equations.
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Method for Specification of a Simple Term as an Equation
Consider the term ¢(q) with the following truth assign-
ment.

(3.6-1)

Then we can define the set of arguments which yield positive
truth assignment.

{4€D ()T}
Define the corresponding equation ¢(q) of the term ¢(q) as

(3.6-2)

I ol@<T
0 olg«F

Then extend the range of @(a) to the closed unit interval
P(@—[0,1]. (3.6-4)
Revisiting the taxonomy of absolute, hard and soft rules, we

recognize that hard and soft rules (terms in this example) can
take values along the interval

O=qp(g)=1.
And for absolute rules we add the constraint ¢(a)—>{0,1}
() (1-9(9))=0. (3.6-6)

(3.6-5)

Conversion of Fundamental Clauses of
Propositional Calculus to Equations

Define the following notation for the propositional cal-
culus.

TABLE 1I
Symbol Function
AN And
v Or
= Implication
~ Not
3 Exists
v All
Fuzzy rule
Theorem 3.6.1.

Given the method for the specification of equations from
propositions, we prove the following transformations.

TABLE 1I
Proposition Equation
~p() - @
o(@) /N o(g) ; @@ o@
@(@) V o(q) @(@) + 0(q) -, (@ - o(q)
@(q) = o(q) 1 - (@ + ¢(q) - o(q)

ACIRAN S(VIZANNAAN

@-1(@) N\ 9(@) = 9(@)
(tail recursive)

. hin-1,q
$n, )= ———————
Fm, fm-1,q) -1

Proof by Enumeration for Equational
Representation of Conjunction

Define the function ¥(q; ¢, o) which represents the equa-
tion corresponding to conjunction (/\). Verify by enumera-
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tion the correspondence of the mathematical equation values
corresponding to the mapping T—1 and F—0.

TABLE KK
i(q; 9, 0) =
P(q) A o(g) P(q) - o(Q)
T T T [1=1-1]
T F F 0=1-0
F F T 0=0-1
F F F 0=0-0

Proof by Enumeration for Equational
Representation of Disjunction

Define the function ¥(q; ¢, o) which represents the equa-
tion corresponding to disjunction (\/). Verity by enumera-
tion the correspondence of the mathematical equation values

corresponding to the mapping T—1 and F—0.
TABLE LL
a; 4.0 =
@ + 0 -
9@ \ o(q) 9 - oq)
T T T 1=1+1-1-1
T T F 1=1+40-1-0
F T T 1=0+1-0-1
F F F 0=0+0-0-0

Proof by Enumeration for Equational
Representation of Negation

Define the function ¥(q; ¢, o) which represents the equa-
tion corresponding to negation (\/). Verify by enumeration
the correspondence of the mathematical equation values
corresponding to the mapping T—1 and F—0.

TABLE MM
) ~p(q) i(q; 4. 0) = 1 - @(q)
T F 0=1-1
F T 1=1-0

Proof by Enumeration for Equational
Representation of Implication

Define the function ¥(q; ¢, o) which represents the equa-
tion corresponding to disjunction (=). First note the equiva-
lence of

¢(g)=>0(g) and ~p(g)\/0(q). (3.6-7)

Verify by enumeration the correspondence of the mathemati-
cal equation values corresponding to the mapping T—1 and
F—0.

TABLE NN
@ @,,0) =
~p(q) \/ o(Q) 1- (@ + 9@ - o(@
T T T l=1-1+1-1
T F F 0=1-1+1-0
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TABLE NN-continued
g 9,0 =
~9(q) Y o(@ L - (@) + 9@ - o(@)
F T T 1=1-0+0-1
F T F 1=1-0+0-0

Proof for equational representation of tail recursion
Tail recursion is propositionally defined as

Q=01 (@ \AD/ . .. N1 (9)\p(g)

where s represent the current state. To develop an equational
representation of the recursive formulation, first define the
general function ¢(n, q) where n represents the n” iteration
of the tail recursion ad @(n, q) is the logical consequent.
Then rewrite the above formulation using the recursive step.

(3.6-8)

(bl(nxq)/\(bz(”:q)/\ B /\(bkfl(”:q)/\(b(”—laq)é(b(n,
q) (3.6-9)

Define

(3(n,q)~(]>1(n,q)/\(b2(n,q)/\ s /\(bk—l(nxq)

Pn-1,g)=0(n,9)\p(n-1,9) (3.6-10)

Then the tail recursion is rewritable as
S(n,9)\gn-1,9)=9(1,q)

Pn-1,9)=(n,q). (3.6-11)

According to the equational representation of implication,
let

F(n-1,g)=1-0(1,9)9(1-1,0)+00. 0y (1-1.9) (2. (3.6-12)

Since by definition %(n—l, q):8(n, q)~c})(n—l, q). Then

v B it(n—l,q)+o:'(n, q)-g:o(n—l,q)—l (3.6-13)

@(n, q)

& q)-pln -1, q)

with boundary condition n=0.

Converting Rules Based System of Inference to the Prob-
lem of Constrained Minimization

Consider the following example.

Converting Rules to Constraints
The preceding discussion has established an algorithm for
convert rules of the form

M=o (@ @)\ - .. Np,(q) (3.6-14)
To constraints of the form
M= (@ 0x(9) - - - Bl@)- (3.6-15)

Decision Element (DE)

A diagram of the Decision Element Architecture is shown
in illustration OO.

It is composed six elements:

Programmable search engine (PSE)

Internal heterogeneous database (IHDB)

Inference engine (IE)

Inference rule base (IRB)

APl/user interface

Network interface (NI)

List of External Repositories (LER)

A DE has a List of External Repositories (LER). Each
entry in an LER includes 1) a protocol, 2) a heading sub-list,
and 3) a translation grammar. Each protocol entry prescribes
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the access procedure to the corresponding external knowl-
edge repository. Each heading sub-list entry contains a
summary of the knowledge contents of the corresponding
repository. Finally, each translation grammar entry provides
a procedure for converting knowledge elements of the
corresponding repository in to the rule representation in the
THDB of the DE.
Programmable Search Engine

The programmable search engine implements a standard
hashing algorithm for detecting active rules as a function of
the current instantiation of the variables in a variable buffer
(VB) of the IE, and the contents of the active rule buffer
(ARB). The VB contains the variables that form part of the
query and all additional variables incorporated to this buffer
during the inference process (IP). The VB includes all
relevant data from the EKB beneficial to perform the query.
The IP will be described below. The ARB contains all the
currently active rules in the IP.

The search hashing algorithm is characterized by the
search rules in the Inference Rule Base.

Internal Heterogeneous Database

The IHDB is the repository of the application clauses
associated with the DE. These encode the domain of knowl-
edge characterizing the expertise of the DE. For example in
a medical application, a decision element may deal with
expertise on heart illnesses, and the corresponding clauses
might encode diagnoses and treatments for these diseases.

Inference Engine

The IE encodes an algorithm, the IP, for assigning values
to the variables appearing in the query.

Inference Rule Types

The DE incorporates inference rules (IR) that are a
collection of rules for transforming and inferring instantia-
tions of the goal. These rules provide the Inference Engine
with directives for processing database rules to give a
satisfactory instantiation to a given query or to request
additional information so that a satisfactory instantiation can
be generated. They are organized according to their func-
tionality as follows. (See Illustration PP)

Equation Rules

These rules include the formal rules for inference. This
includes all rules for natural language modeling from first
principles.

Optimizer Rules

These rules include rules for finding the interior point in
optimization.

Search Rules

These rules include rules for identifying the nature of
insufficient potential. The goal is to apply these rules to
acquire additional information required to satisfy the opti-
mization goal.

Adaptation Rules

Adaptation rules are used to update the soft rules to relax
them further to reduce the complexity and constrains of the
optimization problem. The adaptation also serves to update
the search rules to improve information acquisition.

Language Statistics and Pattern Rules

These rules embody the machine learning models.

Network Rules

These rules define how information is distributed over the
network and what information is available from which
resources.
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Hybridization Rules

The rules define how other rules may be combined.

User Interface

The Ul provides the utilities for entering queries, pragma
rules, displaying query answers, status and for general
interaction with the IE.

Network Interface

The NI provides a generic mechanism for interacting with
other DE’s via a procedure termed companionship. The
companionship procedure implements the active coupling
for the cooperation of the DE’s in query resolution. This
procedure is not hierarchical and implements a Pareto
Agreement set strategy as the mechanism for Ca

Query Language Interface (QLI)

Information about the QLI is available elsewhere herein.

Process for Determining Active Constraints

The process for determining active constraints is available
elsewhere herein.

Minimization Function Generator (MFG) and Determin-
ing Active Constraints

The minimization function generator converts a query to
a minimization function. Again, we assume without loss of
generality the entire set of canonical coordinates q is an
argument to any proposition ¢,. In practice, we may further
assume it is possible to apply the particular required coor-
dinates as need to the proposition or function in question.
Then let ¢® be the set of propositions associated with DE,
in the context of query Q. These propositions are composed
of the proposition associated with the query @(q), and other
propositions ¢,(q), comprising the constraints of the system.
The proposition @4(q) associated with a given query Q can
be converted to an equation @(q). Queries that are satisfi-
able specify a set.

{gl9g(e)<T} (3.10-1)

Similarly, a satisfied query represented as an equation is also
a set

{glog(@)=1}. (3.10-2)

Relaxing the values that cvpg(') can take to include the unit
interval so that soft rules are incorporated yields the follow-
ing constrained optimization expression. Let J(q):(cbg(q)—
1)>. Then specify the optimization

rr}]inJ(q) (3.10-3)

Subject to:
L gulg=l
2. 9p(q)=z0 5 5
3. A knowledge base on the set {@,(qQ), - . -, ¢,(Q), - - -,
@, o(QIC @™ which represents a further set of active
constraints specific to the problem:
a. ¢,(q)=0 for 1=i=n,
b. @,(q)=1 or, equivalently —(¢,(q)-1)=0 for 1=i=n,
c. and in the case of absolute rules ¢,(q)(1-¢,(q))=0 for
n<lsn+s.
Introduce the indicator functions

(3.10-4)
Ve =
@i

{ 0 ¢lg=0
oo ig) <0

and
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-continued

0 1-g(g) =0 (3.10-5)

v ={ sv@‘(q)
oo 1-g(g) <0
which yields the two logarithmic barrier functions

Ve =—log(@49)) (3.10-6)
and
Vi =log(1-9i(q)) (3.10-7)

According to the method of Lagrange multipliers, combine
this with the equality constraints to form the static Lagran-
gian function

VoVl

P ¥ W1 -

ntl>

) o (3.10-8)

£(£1;

)

W5, W ) Q)

() (Q) —
241> -0 Wonss Wontstls Wonts2 | =

v u vt VT s v v
o@+ 3 [V + oV |+ D oSlg@il - é@) -
i=1 =1

W) s1loglpg (@) - W olog(l - 9 @),

the roots of which can be found using a formulation of
Newton-Raphson. Since £ here includes absolute, hard and
soft rules we may call it the total static Lagrangian for DE,
and refer to it as £, .

Construct Equations of Motion

Information for equations of motion is available else-
where herein.

Query Response Engine (QRE) which Includes Process
for Constructing Differential Equations

Application of Newton-Raphson

Consider a continuous analog of the independent vari-
ables of L (*)

) (3.12-1)

g=q()=
0]

where each of the v total independent variables of £ () is
mapped to its corresponding position in q(t), the column
vector that is represented with a lower-case q. To reiterate,
the independent variable t refers algorithmic time as
opposed to physical time which may also be represented in
the system. The corresponding unconstrained optimization
goal can be written as

min LgV@, ..., ") (3.12-2)
Loy
so that VL(q)
oL (3.12:3)
I v
VLgm=| i |=| i |=0
8L VL,
5
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with positive definite Hessian matrix Via continualization we approximate the derivative
V2 Llg(0) = 3.12-4 d _ X
(@0 GEe 0= 20 - £1gnV Ligt0) G127
arL oL
9gDagDh T agMagm VL o VL
: : I T Translation of Inverted Matrix
or or VL - VL Consider M, an invertible and positive de.:ﬁnite matrix.
379350 T 5a050 Then we make the following provable assertions.
qMdq qaq 1 Th - .
1. A"A is symmetric.
2. —ATA has negative eigenvalues.
Define
. 3.12-8
Write the recursion for Newton’s method & -ATAM @) +A7 G128
GO0 O=(VL (@) VL (qg(0)- (3.12-5)
This is equivalently rewritten
20
G+ — g (D) _l(vzz( OV LGa®) (3.12-6) I 1 .
; =73 £ qw\D)- Then as t—o00, M(O—=A"=V" L (qy, (1))"". Using (3.12-3)
and (3.12-4) approximate {(t) by rewriting the derivative in
the context of M(t). This yields the following two equations.

my e omy, [ VL m VL + - +m VL, (3.12-9)
G =-MOVLg)=| : "~ o= :
myy oMy [LVL my VL + - +my, VL,

d’Zf’) = —(V2 L) (V> LGoOM®) + (V> Lg@) (3.12-10)
VLy o VLo [VLy - VL [my - myy VLy - VL,
= - : : : : H— Clg : . :
VL o VL IIVLy o VL |[my o my VL, - VL
VL 4+ VLY o VLGV Ly 4 VLV Ly [Ty o myy
= - : . : coe
VLuVL++VL,VL, - VL 44V L My e My
VL, o VL,
VL, - VL,
(VL + VL gy + o+ (VL 4+ VL gy + o +
(VLU Ly + o+ VLAV Loy + o (VLYV Loy + o+ VLoV Loy, +

VL VL,

VLuVLyy+ - +VLVL ) myg + - + VLV Ly + -+ VLV L mpy, + - +
(VL +-+ VL m, + (VL + + VL my, +
VL VL

Vmy - Vmy,

Vmy,y - Vmy,
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The approximation proceeds as follows, applying the Mag-
nus expansion to compute the integral:

1. Fix M(0)=V2£ (q(0)) and =V2£ (q(t)).

2. Use the variation of constants formula to solve

M(T)=e P5@MIt A7(0)4 ], %e @I -0 gr1v2
L gy

The following is computation flow, flowing down unless
otherwise indicated: (A) Initialize q,, k=0 and express the
Hessian A(q)=V>£ symbolically; (B) Evaluate the Hessian
at q; AFA(Q)RVL(qy); (C) If A=A, |l2E, solve
M(t)=—(A,)*M(t)+A, for large t=T. M(t)~A,~'; (D) Integrate
qt)y=-Gain-M(T)V L (q(t)) from t, to t,+t with initial con-
dition q,. Set q,,,=q(t,+t); and (E) Continue?, and then
Stop, or t,,,<t.+T and k<—k+1 and return to (B) above.

Process for Determining Dynamic Lagrangian Via
Hemholtz Equations

Given
n . ) (3.12-11)
Gt )= ) Wi 9@ 94 + Kilg. ) =0 j=1, ..on
=1
If the three conditions
G, 3G, (3.12-12)
350 a0’
G, 0G; d(3G, 3G,
-+ — = — ~ —
aq(]) aq(t) dr 521-(1) 521-(1) ’
aG, G, 1 d(aG; acj]
349 " agh ~ 2di\ag?  ag0 )
with 1,j=1, . . ., n hold, then
L L 9L (3.12-13)

)l

_ +——-——=G;,i=1,...n
3599501 T agnag®  og0

>

J=1

This is a second order, linear hyperbolic differential equation
on the Lagrangian L. It can be solved efficiently by the
method of characteristics.

Let

(1)
(1)
M)

(3.12-14)
GG, 4.9 =
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-continued

1
q()

q(V)

my VL ++mVL,

ma VL +-+m, VL,

= lel
Vo

Vmy,

Vi,

Process for Determining Hessian Rank of Dynamic
Lagrangian

Information for determining Hessian rank of dynamic
Lagrangian is available elsewhere herein.

Converting the Lagrangian to the Hamiltonian Via the
Legendre Transformation.

In our formulation the Lagrangian, L,‘(q, q; ), may be
converted to the Hamiltonian using the Legendre transfor-
mation, so that

oLl (3.12-15)
H (g, pyw) = a—;iz -1, ¢ w)

. T .
=p"4-Lq. 4 w)

Pareto Multi-Criteria Optimization Engine (PMOE)

Consider the problem of determining the relaxed Pareto
optimal solution to a given system query at a given time step.
There are N decision elements, k=1, . . ., N. A given decision
element, DE,, has the following associated parameters
which are constituent to the ARB:

A generalized set of coordinates relevant to DE,, q.

A generalized set of linearly independent momenta {p_}
where the index a refers the linearly independent
momenta selected from the canonical set p.

A set of control parameters co for hard a soft rules of the
system, where O=zw,=1.

The ARB has the following components which determine
the constraints of DE,:

The Hamiltonian which identifies the fundamental
dynamics of the system of the system for the k’th
decision element denoted

Hq{p.})- (3.13-1)
The summation of the first class constraints of the system,

which is
> wifig®, wp) (3.13-2)

The summation of the second class constraints of the
system which is

(3.13-3)

Zgi(qm, w;)
7
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The Tellegen agent which is a function of the Hamilto-
nians of the absolute rules of the other N-1 decision
elements in the system

HAO-F,OFH,D (3.13-4)

The total Hamiltonian of the system is denoted H®.
Approximations to the various Hamiltonian’s are denoted
H,, H® and H, for the Tellegen, total, and DE-level
Hamiltonians respectively.
System Initialization
Determining the relaxed Pareto optimal point of the
system is a process which includes:
Initialization of N decision elements.
Synchronization through companionship of each of the N
decision elements with its respective Tellegen agent.
System Operation
Illustration SS shows how decision elements interact with
the network, receive queries, and return results. In this
example, the distributed system effectively implements an
abstract classifier that has no real implementation. The DE’s
receive sensor data from the network which includes new
available information which may benefit classification. The
user submits a query that is received by a DE which then
returns a result.
Gauge Systems in a Hamiltonian Domain
The time integral of the Lagrangian [.(q, q) is the action
S, defined as

Se, " Lig.d)de

where

T odr

The Lagrangian conditions for stationarity are first that

di L ~ L =0 (314-1)
where n=1, . . ., N,
Loy = B—L, and L ) = B—L
q 551(»1) q aq(n)
And, secondarily
(3.14-2)

Lo 00 = Lyon = 4" Lo o

q

N ’
Z -q(n )
=1

where

9L
Ay

4250
50 _ 44 -
=7 and Lq(”)q(”) =

The generalized accelerations ™ are immediately deter-
mined if L eym is invertible, or equivalently
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det{Lymym) * 0 (3.14-3)

fori=1, ..., N.If for some n, det(L;»,)=0, the acceleration
vector 4 will not be uniquely determined.

The departing point for the Hamiltonian approach is the
definition of conjugate momentum

Pu=Lym (3.14-4)

where n=1, . . ., N. We will see that (3.14-3) is the condition
of non-invertibility of

Lgmy o Lyay,m

G4

Loy v Lyonmn

of the velocities of the functions of the coordinates q and
momenta p. In other words, in this case, the momenta
defined in (3.14-4) are not all independent. Define the
relations that follow from (3.14-4) as

$.(.0) (3.14-5)
where m=1, . . . , M. Write (3.14-4) in vector notation as
p=Lyq.9)-

Then compatibility demands

(2L o(2.9)0
is an identity with m=1, . . . , M.

Relations specified in (3.14-5) are called primary con-
straints. For simplicity let’s assume that rank(L,,) is con-
stant throughout the phase space, (q, q), so that (3.14-5)
defines a submanifold smoothly embedded in the phase
space. This manifold is known as the primary constraint
surface. Let

rank(L g, )~N-M’ (3.14-6)

Then there are M' independent constraints among (3.14-5)
and the primary constraint surface is a phase space submani-
fold of dimension 2N-M'.

We do not assume that all the constraints are linearly
independent so that

M'sM. (3.14-7)

It follows from (3.14-5) that the inverse transformation from
the p’s to the q’s is multivalued. That is, given q, p that
satisfies (3.14-5), the inverse image (q, q) that satisfies

) =(g_1i;)7 (3.14-8)

is not unique, since (3.14-8) defines a map from a 2N-di-
mensional manifold (q, §) to the smaller (2N-M'")-dimen-
sional manifold. Thus the inverse image of the points of
(3.14-5) form a manifold of dimension M'.

Conditions on the Constraint Function

There exist many equivalent ways to represent a given
surface by means of equations of the form of (3.14-5). For
example the surface p,=0 can be represented equivalently by
p,>=0, \/WZO, or redundantly by p,=0 and p,?=0. To use
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the Hamiltonian formalism, it is necessary to impose some
restrictions which the regularity conditions for the con-
straints.

Regularity Conditions

The (2N-M")-dimensional constraint surface ¢,,(q, p)
should be covered of open region: in each region the
constraints can be split into independent constraints

{Qdm'=1, ... M.

Their Jacobian matrix

¢, A1
api, g " dpu, g™
{ b }_ : :
3pns g1 ) )
O,y O,
Api, gV " O pa, g™
with m'=1, ..., M' and n=1, N, is of rank M'.

The dependent constraints ¢,,, m=M'+1, M of the other
$,,, =0 =¢,,=0. Alternatively the condition on the Jacobian.
1. The function ¢m' can be taken locally as the first M'

coordinates of a new regular system in the vicinity of the

constraint surface or the differentials d¢,, . . . , d¢,, are
locally linearly independent:
dp/\ . N\dy=0 (3.14-9)

2. The variations 3¢, are of order € for arbitrary variations
3q®, dp, of order € (Dirac’s approach).

Theorem 3.14.1. If a smooth, phase space function G

vanishes on {¢,,=0} then

b (3.14-10)
G=8"¢n
m=1

Proof:
(local proof). Set ¢,,., m'=1, . . . , M' as coordinates
(V'sX o) wWith y,,~¢,,. In these coordinates G(0, x)=0 and

1 d )
G(y, x) :f = Gy, x)dt (3.14-11)
o al

M’ 1 g
=" f o Gly. vdr
ot 0 9¥m!

w
= > 8" D (v, )
m'=1

with

’ 19
"y, x) = f 3o Gy, xd.
0 OVm'

Theorem 3.14.2.

If the sum X(A8q"+u,8p,)=0 for arbitrary variations
3q™, Op, tangent to the constraint surface {¢(g, p)—
Olm=1, . . ., M}, then

(3.14-12)

w
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-continued

M
3¢ (3.14-13)
— (m) m
f= i T
m=1

Proof.
The dimension of {¢,,} is 2N-M'. Thus the variations at
a point (p, q) forms a 2N-M' dimensional space

N (3.14-14)
> A%dg" + p,6p,) =0

n=1

By the singularity assumption, there exists exactly M' solu-
tions to (3.14-14). Clearly, the gradients

B A,y
{m} and {m}

are linearly independent. They are the basis for solutions to
(3.14-14).

Note that in the presence of redundant constraints, the
functions u'™ exist but are not unique.

Canonical Hamiltonian

The Hamiltonian in canonical coordinates is

v (3.14-15)
Hig.p)= )" 4" p,—Lig. 4)

n=1

The rate § enters through the combination through conjugate
momenta defined for each coordinate

Pal@ =L 40(q.4) (3.14-16)

This remarkable property is essential for the Hamiltonian
approach. It is verified by evaluating the change H involved
by arbitrary independent variations of position and veloci-
ties.

N (3.14-17)
SH= 3" (§"0p,+84" p) - oL

n=1

N
= D, @"0pu+ 04" p) -
n=1

1=

(L, 0g"™ + L, 4™)

3
o

Utilizing (3.14-16) in (3.14-17) yields

N 3.14-18
SH = Z (4 5p. - L woq™) ( )

n=1

The Hamiltonian defined by (3.14-15) is not unique as a
function of p, q. This can be inferred from (3.14-18) by
noticing that {3p, In=1, . .. ,N} are not all independent. They
are restricted to preserve the primary constraints ¢,,,~0 which
are identities when the p’s are expressed as functions of q’s
via (3.14-16).
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Using the definition of the differential in several variables
applied to SH=8H({q""}, {p,.}), (3.14-18) can be rewritten g=q
OH U 3¢,
Ao - 917 ) Z9m
N N aL (3.14-19) 5 4 W?pf%” apn
)y (aq(n)5 "+ _5p”) = ( "o =045 (n))
n=l n=l bmlg, p) =
or
N aH Thus invertibility of the Legendre transformation when
Z ( ] o 4 Z (— —q(")]épn =0 10
pe g™ aq(n) — Dn

det(L 4)=0
can be regained at the prices of adding extra variables
Action Principle of the Hamiltonian Form
From theorem 2 we then conclude for each n that.

With (3.14-21) and (3.14-22) we can rewrite (3.14-1) in
15 the equivalent Hamiltonian form

O (3.14-20)
aq(n) aq(n) Z;” EPa) . ,3H+ i 86 (3.14-23)
= g =22 o CPm
Opn = dpn
and
20 y
M 0H ag,
Odm h o= — - (m) _7 7
_§ gt e S
=l apn =l

Smlg. p)=0,m=1,... M
So for each n:

25
The Hamiltonian Equations (3.14-23) can be derived from
the following variational principle:
M
a¢, (3.14-21)
+ um T p=1,..,N
'; o 30 N M
(3.14-24)
and 5f2[2 q(”)pn—H—Z u(”’)qﬁm =0
L Ln=1L m=1
L M (3.14-22)
(rn) —
Bq(”) Bq(”) Z 9 (n),n_l,...,N.

for arbitrary variations of 8q™, 8p,, and du™ subject to
. 8q(11)=0q(1)=0
Note that if the constraints are independent, the vectors

where the u™ appear now as Lagrange multipliers enforcing
the primary constraints
ulgp)=0m=1, ... .M
I
o=
"= ap,’

40 Let F(p, q) be an arbitrary function of the canonical vari-
ables, then

m=1, M are also independent because of the regularity N NoaF (3.14-25)
conditions (this is proved later). Hence no two sets of 45 - Z EPol fln Z Wﬁn

{u"Im=1, . . ., M} can yield the same velocities via nel 20T
(3.14-21).

N
oF
= g™

Thus, using

AH 4 L)
o7 ) O Pm
ey }+

Pn
n=1
50 N
aF u
e S
G 20 (VG i ; Bpn pn —
=g, +; u™(q, q)apn (g plg. 9)) = m=1
M
= [F.Hl+ ) u™[F, ¢,]
we can find u“(p, ¢). If we define the transformation from > i
(@, 9) to the manifold {¢,,(q. p)~0lm=1, . . ., M}, from g, The equation (3.14-25) introduces the new binary operator
Q. u—>q, p, u by [+,*] which is the Poisson bracket and has the form
=gn=1,...
g=gn=1,....N 60
ZN: [ dF 9G OF ac] (3.14-26)
p=Lyq9)n=1, ... N-M' i3 ap, * Tp agm
N
W=y (g dHm=1, ... M 65 Z q(n) Gy, +Fp, Gq(n)]
n=1
We see that this transformation is invertible since one has
from q, p, u—q, g, v
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Secondary Constraints
The basic consistency condition is that the primary con-
straints be preserved in time. So for

Fp.9~.(q.0)
we should have that ¢,,=0. {¢,,(q, p)=0}. So this means

(3.14-27)

Z U™ o ) =

This equation can either reduce to a relation independent of
the u‘?, or, it may impose a restriction on the u’s.

u=={ [P P 1} (91 (2.) (3.14-28)

In the case (3.14-27) is independent of the u’s (3.14-27) is
called a secondary constraint. The fundamental difference of
secondary constraints with respect to primary constraints is
that primary constraints is that primary constraints are the
consequence of the definition (3.14-8) while secondary
constraints depend on the dynamics.

If X(q, p)=0 is an external constraint, we most impose a
compatibility condition

o (3.14-29)

(X, H]+ 3" u™[X, ¢p] =

m=1
Next we need to test whether this constraint:
(3.14-30)
Op. q) = Z X, ¢n] =
=1

(3.14-31)

Implies new secondary constraints or whether it only
restricts the u’s. After the process is finished we are left with
a number of secondary constraints which will be denoted by

O=0k=M+1, . . . M+K

where K is the total number of secondary constraints. In
general, it will be useful to denote all the constraints
(primary and secondary) in a uniform way as

$(q.p)=0/=1,M+K=J

We make the same regularity assumptions on the full set of
constraints.

Weak and Strong Equations

Equation (3.14-32) can be written as

(3.14-32)

¢(*)=0

To emphasize, the quantity ¢ is numerically restricted to
be zero but does not vanish throughout the space. What this
is means is that ¢, has non-zero Poisson brackets with the
canonical variables.

Let F, G be functions that coincide on the manifold
{9~01j=1, . .., I} are said the be weakly equal and denoted
by F~G. On the other hand, an equation that holds through-
out the entire phase space and not just on the submanifold
{¢=~0} is called strong. Hence, by theorem 1

(3.14-33)
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EA (3.14-34)
FxGeoF-G=) p, qp;
=

Restrictions on the Lagrange Multipliers
Assume that we have found a complete set of constraints

$;~001j=1..,4

(3.14-35)

(3.14-36)

1=

l¢). H U5, bl 0

1+
1

3
1l

We consider (3.14-36) as a set of non-homogeneous linear
equations with M=J unknowns with coefficients that are
functions of the q’s and p’s.

The general solution of (3.14-36) for each j is of the form

D=L =1 M (3.14-37)

with V™ the solution of the homogeneous equation

M (3.14-38)
DV, ¢l %0
m=1

The most general solution of (3.14-38) is a linear combina-
tion of linearly independent solutions of V_ where
a=1, ..., Awith A<M. Under the assumption that the matrix

\[¢1a¢1] [¢1,¢M]] (3.14-39)

[$s. 911 .. [ds. dm]

is of constant rank, the number of independent solutions A
is the same for all p, q. Thus the general solution to (3.14-36)
can be written as

A 3.14-40
A g 4 Z Jarym, ( )

a=1

Irreducible and Reducible Cases

If the equations {¢,=0lj=1, . . ., J} are not independent,
one says that the constraints are reducible. The system is
irreducible when the constraints are independent. However
the separation of constraints into dependent and independent
ones might be difficult to perform. It also may disturb
invariance properties under some important symmetry. In
some cases it may be impossible to separate irreducible from
irreducible contexts. Reducible cases arise for example
when the dynamical coordinates include p-form gauge
fields.

Any irreducible set of constraints can always be replaced
by a reducible set by introducing constraints of the ones
already at hand. The formalism should be invariant under
such replacements.
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Total Hamiltonian

We now discuss details of the dynamic equation (3.14-25)

. (3.14-41)
F=

A
FoH +Y v‘%a}

where from (3.14-40)

u (3.14-42)
=H+ ) U™y,

m=1

and

M
fa= ) Vi a=1,.. ,A

m=1

This is the result of theorem 3 (see below).

Theorem 3.

(3.14-43)

(3.14-44)

Proof.

(3.14-45)

3 U(””
q(t)

g

m=

{IF, U™ + UIF, $l}

So

M
F, Y U™,

m=1

U(m)

m=1 m=1

and from (3.14-34) in (3.14-45), (3.14-43) follows. By a
similar process we show (3.14-44). We now prove the
validity of (3.14-41).

Theorem 4.

Let F(q, p) be a regular function, then F(p, q) propagates
in time according to the approximate equation (3.14-41).

10

15

20

35

40

45

50

55

60

65

52
Proof.
From (3.14-25),

g M (3.14-46)
@ (m)
— = [F. H] +;u [F, ).

From (3.14-40) into (3.14-46) we obtain,
. M (3.14-47)
iy (m) @)y
P H+ Z{U +Z ve }[F B

m=1

or

dF S (rn) RN (@) (rn)
— R (P H+ Y U )+ ) SV OVIIE, 6]

m=1 m=1 a=1

Thus from (3.14-43) and (3.14-44) of theorem 3, we get

M A M (3.14-48)
HI+ Y [F, U™g,] Z vNE, vj;")gsm}
m=1 m=1
a=1
M A M
x| H+ Y U™, + Z S Ving,,
m=1 — m=1
a=1
M A
S| H Y UM,y v(a)qﬁa}
m=1 a=1
with
M (3.14-49)
=H+ Y U™y,
m=1
M (3.14-50)
fo = Vi,
m=1
Now define
A (3.14-51)
Hr=H'+ 3 v,
a=1
So we obtain
(3.14-52)

First and Second Class Functions

The distinction between primary and secondary con-
straints is of little importance. We now consider a funda-
mental classification. It depends on the concept of first class
and second class functions.

Definition 1

A function F(q, p) is said to be first class if its Poisson
bracket with every constraint vanishes weakly, [F, ¢,]=0,
=1, ..., ]. A function of the canonical variables that is not
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first class is called second class. Thus F is second class if [F,
¢,] # 0 for at least one k, k=1, . . ., M.

Theorem 5.

If F and G are first class functions, then their Poisson
bracket is also a first class function.

Proof:
By Hypothesis,

M (3.14-53)
= > 10
(3.14-54)
G, $;1= Zgj“an
Applying the Jacobi identity, we get
[[F, Gl ¢;1=1[F, (G, ¢;11-[G, [F, $,]]
M M
=|F. > e e~ |6 ) 1
=1 k=1
F o aF 9 ¥
(l) 0]
Z{a—a—Z " 3 a2 “”}—
7 =1 =1
Z 3G 3 @, 08G 9 i ©
3q 35, 21T T Bp agm 2T
M
Bq“) Y ap
_ =1
i &j o i
B_Z{Bq“)¢' & Bq“)}
=1
B_G Bf f(k)a¢k
rel 7 opn
2 o
= | 9CG afi @ 9%
apn {Bq‘”) W g

ar 9g®  aF ag?
” 3g0 ap; apiagn |t

1}
ME
)
@
=
@
s
@
-
@
s
|

T
-5
——
D
=N
D
=N
1
D
=
D
=
[

aGc af?  a8c af®
i 3q™ 3pn dp. g | *

G Iy }

M=

~
I
=

/ {aq(n) ap, Op, g™

lF, g1+ V1F, 41} -

e

M
D AnIG, g1+ 116, ¢cl)

G, £{91¢ +

M
RS

k=1

1=
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-continued
Mom Mom
Z {Z g}”fl(l/)}‘ﬁl’ _ Z {Z £k, }qﬁk/
) =1 o1 k=1

=0

We now use theorem 5 to show the following.

Theorem 6.

H' defined by (3.14-49) and ¢, defined by (3.14-50) are
first class functions.

Proof:

This follows directly from (3.14-36) and (3.14-38).

We learn from theorem 6 that the total Hamiltonian
defined by (3.14-51) is the sum of the first class Hamiltonian
H' and the first class primary constraints ¢, multiplied by
arbitrary coeflicients.

First Class Constraints as Generators of Gauge Transfor-
mations

Gauge transformations are transformations that do not
change the physical state.

The presence of arbitrary functions of time (%,
a=1, . .., A in the total Hamiltonian, H, (see (3.14-51))
imply that not all the q’s and p’s are observable given a set
of q’s and p’s where the state of the physical system is
uniquely determined. However the converse is not true:
there is more than one set of values of the canonical
variables that defines a state. To illustrate this, we see that if
we give an initial set of values of physical state at time t, we
expect the equations of motion to fully determine the state
at other times. Thus any ambiguity in the value of the
canonical variables at t,=t; should be irrelevant from the
physical point of view.

A Derivation Example

We propose here an alternate formulation of Dirac’s
formalism.

Primary Constraints

Recall that the momenta, canonically conjugate to the
generalized “coordinates” q%”, =1, . . ., N is given by

oL(g, q) .
pj= Bq(j) ,ji=1,... ,N.

E-1

For non-singular systems the equations allows us to express
4%, =1, .. ., N in terms of the canonical variables,

dO=flg.p), i=1, . ..

By performing a Legendre transformation

N (E-2)

N
H(p. @)= ) pif(@, P)+ L@, f(p. )

i=1

We obtain the Hamiltonian of the system H_. And from this
function we obtain the standard equations of motion of the
system.

(E-3)
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-continued
. OH.
P=-3
For (E-2) to be well-defined we need to have the Hessian W
of satisty
det#=0 (E-4)

In this case the accelerations §* are uniquely determined by
the q¥” and q®.

When detW=0, the Hamiltonian equations of motion do
not take the standard form, and we speak of a singular
Lagrangian. For illustration purposes, consider a Lagrangian

of the form

1&g S . (E-5)
La.9) =5, > Wi@dd? + 3 ni@i® - V(@
i=1 j

= i=1

with W a symmetric matrix. From (E-1), the canonical
momentum for (E-5) is given by

R . (E--6)
pi=5) Wi@d” +mig.i=1. ... .n
=

If W is singular of rank Ry, then it possesses N-Rj
eigenvectors with corresponding zero eigenvalues. Then for
eigenvectors Vj(“)

N
D Wil@v(@ =0,

J=1

a=1,...,N-R,
So pre-multiplying (E-6) by Vj(“) and summing over i we
get

N el _ E-T)
= Z [Z VP @Wy(@a") + v @mile)
= g
=> v @m@, a=1, ... ,N-Ry
i=1
N
VNP —milg) =0, a=1, ... , N =Ry.
i=1
Let {p,}, o=1, . . ., N=-R,;, denote the linearly dependent
elements of p. Let {p,}, a=1, . . ., R, be the momenta

satisfying (E-1). Then the constraint equations are of the
form

N-Rw (E--8)
> Map@pp = Falg pph=0,0=1,... ,N-Ry
p=1
Maﬁ(Q) = V(ﬁa)
N Ry (E-9)
Falg.Apsh = Y v (@m@ + Y v @ps
i=1 b=1
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The matrix {M,} is necessarily invertible because other-
wise M would possess eigenvectors with zero eigenvalues,
implying existence of additional constraints. Note that (E-8)
can be written as

Po —8alg-{pa}) =0, @=1,... ,N-Rw (E--10)

with

N-Ry
gal@Apal) = D MahFpa.pa)
B=1

with dim{p,}=R,,. So we can define,

e3PV P 8ol @ Pa})=0, =1, . . . ,N-Rypr

In Dirac’s terminology, constraints of the form of (E-11) are
referred to as primary constraints. Although the derivation
above is based on a Lagrangian, quadratic in the velocity
terms, it is generally valid for Lagrangians which depend on
q and g but not on higher derivatives.

Note: Primary constraints follow exclusively from the
definition of canonical momenta.

The derivation above is valid for general Lagrangians and
their Hessian. Let’s assume {W,(q, )} is the Hessian of a
given Lagrangian L. Let {W_,la, b=1, . . . , R;;} be the
largest sub-matrix of {W,} with suitable rearrangement if
necessary. We then solve (E-1) for R, velocities ¢ in terms

(E-11)

of {q®li=1, , n}, {p,la=1, , R} and
{qla=1, . .., N-R}. That is
dO~fola{pu} 4P} (E-12)

with a, b=1, ..., Ry and f=Rp+1, ..., N.
Inserting these relations into (E-1), we get relations of the
form

pj:hj(qx {Pa}x{q(a)})

with a, =1, . . ., Ry-and a=Ry+1, . . ., N. This relation
reduces to an identity by construction. The remaining equa-
tions are of the form

(E-13)

Po=hol@{p1 (4P}

with =1, . . ., N-Ry;. However, the right hand side cannot
depend on {q®} since otherwise we could express more
velocities in terms of the momenta of the coordinates of the
momenta and the remaining velocities.

Hamiltonian Equations of Motion for Constrained Sys-
tems

Theorem 3.16.1.

In the space I', define by I',={¢,(p, Pla=1, . .., N-R}
where ¢, is defined as (E-11). The Hamiltonian is only a

(E-14)

function of {q®li=1, .. ., N} and momenta {p_la=1, . . .,
R} and does not depend on {q®la=1, . . ., N-R}
Proof.
On T', the Hamiltonian is given by
Ry N-Ry (E--15)
Ho=Hely, = Y pafe= ., 8ad =L@ {fih 4*)
a=1 a=1
where f,, a=1, . . . , N-Ry is given by (E-12) and

g, 0=1, ..., Ry is given by (E-10). We want to show that
H, does not depend on ¢, p=1, . .., N-R ;. We compute
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with a=1, . . . , n-Ry. Further
Rw Rw E--16
9H, af. aL af, oL E-16)
3g® = L 9P 8T L 1 5q@ 34®  g® ry VR
a=1 a=1 D=f, @)=, s be (508 OL
aqm Zpba @ Z 17540 " 3g0 -
= -
Ry da=ta
:Zp_aL oo, OL o
04 o, Jag® T ay® Z aL 9t
1 =1, =g, aq"
= -
10 X
W N-R
. o oL af, Y 5088
Since by definition = Z(pb wra " ]qu + ; 5
JaL
aL 30 o,
Pa=W,a=1,---,RW 15 NeR
q Vo085 AL
= Z aqm )
D=1,
And from (E-11) NZR:W , 985 oL
20 = gl dt(a m]
9 4=,
B oL (E--17)
8ZPE= 5P
o=ta from (add reference).
So 25
9 Ho aH w8
=0,8=1,... ,N—Ry. o _ . » 0858
359 <= —p+ g :
4 a0 ; a0
30
and therefore
From (E-19) and (E-20) we get:
H,(q.{p b A DH.(g.{p}-
N-R
Theorem 3.16.2. 35 49 = dH, ZW Bﬁqw) w1 Ru
. . 3P4 .l .
In the presence of primary constraints (E-11), the Ham- Pa = 0P
ilton equations of motion are given by 5 Ry o
. H, g .
bi=—5g+ q 5 i=1,... ,N
dq' ; daq
40
i 005 (E-18)
,i=1,... ,N
ap FE o Since
b= ([3) ¢[J’ i=1, N
pi aw Z:: g T 45 OH, 04
T T
a(poq)=0,a=1,... ,N—Ry
we can supplement these equations with
where ¢‘® are a priori underdetermined velocities. 50
Proof: From (E-15) we obtain and the application of o
a
Theorem 3.16.1 g = 988 . g9 o= _
Bpa Z i @=L N =R
55
Ry E--19 .
_f Ry afb Z Bgﬁ 4 L dfy ¢ ) So we can write
‘ EP aq‘b) dps
Ry N-R
AL \af, W ogg 60 Bgﬁ .
— 4@ _9E o) 8 ® qP 0=
S SR T
b1 A=l
N-Ry N-R
9g aH, ]
_ @ Y55 B .o 9f, (3988 . _
g7+ Zf apaq b= 340 Z q _Bq(i)’l_l’”' N

65

(B--20)

(E--21)

(E--22)

(E--23)

(E--24)
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For consistency with (E-11) we should write

@) _ (E--25)

d
g ;[—ga(q,{pa}),wzl,... ,N—Ry

where p,, is given by the right hand side of (E-22).
Streamlining the Hamiltonian Equation of Motion (EOM)

Definition 3.16-1

A function f is weakly equal to g denoted by f=g, if f and
g are equal on the subspace defined by the primary con-
straints,

¢p=0 Whenﬂrp:g\rp

and

Ra.p)~g(q.p)=Aq.p)=g(q.p) when{p.(q.0)=0}

Theorem 3.16.3.
Assume f, g are defined over the entire space spanned by

{9®}, {p;}- Then if

7. pll,, = 8(g. p) (B--26)
p
Then
9 oh (E--27)
WA R T
and

P afry 9 ah
CRT T

for i=1, . . . N.

Proof: Consider the two functions f(q, {p,}, {5}D and
h(q, {p,}, {x}D. Using (E-11) and from the hypothesis of
the theorem,

A vt g e {pat{gad) (E-28)
Thus is follows
af @ af n
Z f p7+2 [ 9gs (E--29)
Bq(‘) dpg Ag® Bp Bq(‘)
Tp
dh dh dp, dh 8
— +Z 28 Cp +Z Ih %8s
dg® Opa 09 L4 dps 09
a r,
and
df Bps af 8 n
pr+zfgﬁ (E--30)
BP‘ = dpas Opi dpp dpi
s
dh dh dps Ah 8
oh . Z oh op + Z 98s
dpi 44 0pa Op;i dps dpi
s
Note since ¢(q,p)=Pa—ga(d: {P.}), We have
9gs  9¢5(g, p)
g~ ag®
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-continued
and
9gs _ 9¢sa. p)
api dpi
and
0¢alg, p) =
for a=1, ..., N-R,. We have

[ ira Z

of 8¢5y _ dh d¢s
dpg d qm] ( dg® Zapﬁ qm]
Tp s

which can be written as

¢} h
aqm( Z¢ﬁ ]”W(}‘_Zﬁ:"’ﬁ@]

since ¢Bazf/apﬁz:0 because ¢p=0. Similarly,

A5 -5

Corrolary 3.16-1.

. OH )

S 9 » 78

7o +ZV dpi

B
0dg
- ®
pi= qm Z EPe
fori=1, ..., N.

Proof.
We consider two Hamiltonians H({q“},{p,}) and
H,({9”}.{p.}). Define H({q“}.{p,}) as follows
H{g pH=H {47} {pa})-
Then using the result of Theorem 3.16.1, from (E-29) with
f=H and h=H,

8H, 8 [H Niw¢ aH (E-31)
0~ 5elH - 5
840~ ag® £ "apg
8H, 8 & aH (E-32)
~ —|H- bpm—
dpi Bpt[ [JZ::‘ dps
Using (E-31) and (E-32) in (E-24), we get
. @ H N (E--33)
q()za_p{ _Z¢ﬁ5_ +Zq(ﬁ) ;
B B
9¢s

Z B 50
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-continued on shell. Expanding E,*

] le} oH
OBV PO _N
x| Z¢ﬁ ap 2

5%
B

o FLg g ., Lgd ] 0Lg d
Ef-)(q,iz,ii)=2[ 9.5, 1D o) 014

5 i3 959 PYarym) a0
a 0H
hir-gm H_Z¢ﬁ(__fl(ﬁ)]] ), PLG.q) o L. )
F] (t)[ F] _ () 9 9) . 9,9
4 7 Ps —ZWy(q, g + 3400t o
J
- . D + k(o 8
Define 10 = ZJ] Wila. 947 + kila, )
vy = g oH IfLis singule}.r, .W(N"N) is not invertible so.(3.l7-l) cannot
dpp be solved for §,, i=1, . . . , N. If Rank(W(q, q))=R ;- on shell,

15 then there exist N-R,;, in the theory. There exist N-R .

= ® ; ) .
Hr = H+Zﬁlv 95 independent left (or right) zero mode eigenvectors w, ™,

i=1, ..., N-R, such that
So (E-33) becomes
20 S w0, gWylg. =0k =1, ... ,N=Ry (3.17-2)
g 2 (E-34) Thus
B .
pi
N
b~ 2Hr ’s 990 = > g DE 0. 4. )
tra =1
Constrained Hamiltonian Systems depend on q and  only. The $©* also vanish on shell:
Local symmetries on a Lagrangian based model. Consider
4O g (D400 30 g d)=0k=1, . .. N-Ryy
©R) 1= — i
O OD)64O0) The set {¢ k=1, ., N R} are the(ozgro generation
constraints. It is possible that not all the {¢>*} are linearly
with i=1, . . ., N. The action of the system is given by independent. So we may find linear combinations of the zero
Sta.i)=IL(g.d)dt 35 mode eigenvectors
where q and ¢ are n-dimensional column vectors. The action
differential (o) ) (0k)
v =y g W
2
40
oS = fL(q +0g, g+ dq)dt — fL(q, g)dr
such that we have
= fL(q +0q, §+dq)dr - fL(q, Qar
Glomd=enE@=0,, . . . N, (3.17-3)
= f Z a—f_)dq‘“ +Z B_(L_)&I(i)}d, 45 These are called gauge identities.
— dql G“ _n .
r ; 9 Any variation dq,, i=1, . . . , N, of the form
_ d oL 9L
=[5 ot
! 0g; = &y, vfo'"")

O s 50
= —Z dry’ E¥Nq, 4, og"

Is action invariant by (3.17-1).

where we define the Euler-Lagrange differential operator Given this definition of 8q; and (3.17-3), we conclude
55
s o dadL AL N
FE D=0 T g os= | dry E'Gany e, o0
i=1 o
Note that 6

N
= f drE e, ) BV, 4. Vg, §)
i=1 o

N
v ) (3.17-1) _ fd Gono)
f > B, 4 9)6gdr=0 ’Zl Fro
=1 65 -
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everywhere. The remaining zero generating modes which
we denote by u®®”” lead to genuine constraints. They are of
the form ¢{°"?(q,q)=0 on shell, where
o) =y (om0 E@), (3.17-4) 5
The algorithm now proceeds as follows. We separate the
gauge identities (3.17-3) from the nontrivial constraints
(3.17-4) and will list them separately. They will be used for

determining local symmetry transformations. 10

Next we want to search for additional constraints. We do
this by searching for further functions of the coordinates and
velocities which vanish in the space of physical trajectories.
To this effect consider the following N+N_, vector con-
structed from E* and the time derivative of the constraints
(3.17-4)

E© (B.17-5) 5
i (oD Fe)y E@
dr
(01 = 5 T Ly
4 dr
2 (ylomo) g0
dt(u wE) 25

by construction. The constraint ¢ is valid for all time and
therefore

30
d
o — 0
dl‘¢
on shell, but 35
4o _ _ 3.17-6
T = VgD + ¥ gl Eg G176)
40
So
(EP1= " wike, 94 + kg, @
=
45
where 1,=1, . . ., N+N_, and
we (3.17-7)
) 30
V(" E)
Wil = :
V(oMo )
55
k@
d . )
(0,i) o)y - (/)
2 50 W EN
(1 /
[ki;'1=
60

a .
_Y (oo g0y,
Zaqm(” ENg
4

We next look for the zero modes of W, By construction, 65
these zero modes include the o modes of the previous level.
The gauge identities at level 1 are.

No (3.17-8)
(Lny) — (Lo gl _ (L,0) ¢, Lo.no) plo)y =
G = D E §1Mnlno(u 70) ((9)) = ()

where n,=1, .
form

.., N; and the genuine constraints are of the

¢(1’"1)#])(1’"1)E1:0

with n;=1, . . ., N, on shell.

We next adjoin the new identities (3.17-8) to the ones
determined earlier (3.17-3) with the remaining constraints
(3.17-9) we proceed as before, adjoining their time deriva-

(3.17-9)

5 tives to (3.17-5) and construct W,V and k, V.

The iterative process will terminate at some level M if
either 1) there is not further zero modes, or ii) the new
constraints can be expressed as linear combinations of
previous constraints.

The Maximal Set of Linearly Independent Gauge Identi-
ties Generated by the Algorithm

Note that the algorithm steps are of the form

GOno) = oo F0) = (3.17-10)
1 Ny ) (3.17-11)
G = gD - 3T ST MU 4 )
£ =0ny =0
with L=1, ..., N,. The Mn,nl(l’m are only functions of q and
g. And
¢ =y BOED =1, Ny, (3.17-12)
E© (3.17-13)
d¢(0)
EO Z dr
dptV
dr

where ¢ is a column vector with N, components ¢, Thus
we conclude from (3.17-13) and (3.17-11) that the general
form of the gauge identity given by (3.17-11) is of the form

N, i

1=

am (3.17-14)
Gl = S £ ptor _
g

i

m=1

where C,,,“"(q,q) and N,<M. From (3.17-14) it also fol-
lows that

(3.17-15)

M {
ST mgn =g

=1 =1
This identity can also be written as

oo d 3.17-16
qu()ﬁé)_jf ( )
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where
NI Rp a”
5= 331 Vs e @
F1 n=lm=q

and F is a complicated function of q and ¢. By collecting
indices 1,n, together

M N
Sgi= )0 30 3 (=1

F1 n=lm=q

Example of Constrained Hamiltonian System in Lagran-
gian Form

Let
oL . 1 2 3.17-17
Lg. 9= 54" +4"4% + 54" - 4™ ( )
d a aL (3.17-18)
T 30 340 5D 425 _ o0
o _ ag @ [47+24" 4 }
d o oL gV = g?
& 90 340
10 -
Y :[ } (3.17-19)
00
. [ 40 g 4 g (3.17-20)
—g @ 4 g0
The only o mode is
#@ =10, 1] (3.17-21)
Then

E© = W(")Z[' + k@

[1 0 21-(1)} [[-1(2)_[1(1)+q(2)
= +
00 ZI-(Z) _q(l)_q(2)+q(1)
Then
(1) 22 _ (D), @
WOFEO = [0 1]“1 0}[q(2)}+[ qm 1 2+q1 }
0 0]y —gD g g g
— 50 _q(2) +q(1)
=0

on shell. Then there are no gauge identities for E). Now
construct BV,

A (2 1 2
o §D — gl 4 g®
(1 2 1

W=, = | =g g g0
SUE? 1 2 1

ar —gh _ @ 4 5
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which can be written
0 0 42 =gV 4 g
EV w440 =] 0 0 [ NE —gV — g 4 g
q
-1 0 —g? g

There zero modes of W are

The first zero mode is the previous one augmented by one
dimension and reproduces the previous constraint. The sec-
ond mode reproduces the negative of the constraint (3.17-
21). That is,

YDED—_ @@
with v®P=[1 0 1]. This leads to the gauge identity
GO=UDED 4 @F@=0

Companionship: Reconciling Agents in the Network.

The outline of the companionship process is as follows for
a system of N agents.

Determine the state action space of the system for N-1

agents to create a Tellegen decision element.

Update the remaining agent with the Tellegen DE.

Repeat process so that all N agents are updated with
respect to their Tellegen DEs.

User submits query.

System used KB to establish equations of motion for
system in Lagrangian or Hamiltonian form.

System determines optimal trajectory via optimization
algorithm of the equations of motion that conform to
the principle of least action.

System returns solution which is a point in the phase
space and also serves as an answer to the query.

It will also be appreciated that in some embodiments the
functionality provided by the routines discussed above may
be provided in alternative ways, such as being split among
more routines or consolidated into fewer routines. Similarly,
in some embodiments illustrated routines may provide more
or less functionality than is described, such as when other
illustrated routines instead lack or include such functionality
respectively, or when the amount of functionality that is
provided is altered. In addition, while various operations
may be illustrated as being performed in a particular manner
(e.g., in serial or in parallel, synchronously or asynchro-
nously, etc.) and/or in a particular order, those skilled in the
art will appreciate that in other embodiments the operations
may be performed in other orders and in other manners.
Those skilled in the art will also appreciate that the data
structures discussed above may be structured in different
manners, such as by having a single data structure split into
multiple data structures or by having multiple data structures
consolidated into a single data structure. Similarly, in some
embodiments illustrated data structures may store more or
less information than is described, such as when other
illustrated data structures instead lack or include such infor-
mation respectively, or when the amount or types of infor-
mation that is stored is altered.

From the foregoing it will be appreciated that, although
specific embodiments have been described herein for pur-
poses of illustration, various modifications may be made
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without deviating from the spirit and scope of the invention.
Accordingly, the invention is not limited except as by the
appended claims and the elements recited therein. In addi-
tion, while certain aspects of the invention are presented
below in certain claim forms, the inventors contemplate the
various aspects of the invention in any available claim form.
For example, while only some aspects of the invention may
currently be recited as being embodied in a computer-
readable medium, other aspects may likewise be so embod-
ied.

What is claimed is:

1. A computer-implemented method comprising:

receiving, by one or more computing systems, system

information that describes a physical system having a
plurality of inter-related elements and having one or
more outputs whose values vary based at least in part
on values of one or more manipulatable control ele-
ments of the plurality, wherein the system information
includes multiple rules that have conditions to evaluate
and that specify restrictions involving the plurality of
elements;

generating, by the one or more computing systems, a

Hamiltonian function that expresses a model describing
a current state of the physical system, including con-
verting coupled differential equations that are based on
the system information and based on sensor informa-
tion identifying current state information for at least
one element of the plurality and based on objective
information identifying a goal to be achieved while
controlling the physical system;

performing, by the one or more computing systems, a

piecewise linear analysis of the coupled differential
equations to identify one or more control actions that
manipulate values of the one or more manipulatable
control elements and that provide a solution for the
goal;

initiating performance of the identified one or more

control actions in the physical system to control the
physical system at a first time, including manipulating
values of the one or more manipulatable control ele-
ments and causing resulting changes in the values of
the one or more outputs; and

updating, by the one or more computing systems, and

based at least in part on further sensor information
obtained after the first time that identifies further state
information for at least one element of the plurality, the
Hamiltonian function to represent the further sensor
information within the model, for use in further con-
trolling the physical system after the first time.

2. The computer-implemented method of claim 1 wherein
the physical system is an electricity generating facility,
wherein the plurality of inter-related elements include mul-
tiple alternative electricity sources within the electricity
generating facility, wherein the manipulatable control ele-
ments include one or more controls to determine whether to
accept a request to supply a specified amount of electricity
at a current time and to select which alternative electricity
source to provide the specified amount of electricity at the
current time if accepted, and wherein the outputs include the
electricity being provided.

3. The computer-implemented method of claim 1 wherein
the physical system is an energy generating facility, wherein
the plurality of inter-related elements include at least one
energy source within the energy generating facility and at
least one energy storage mechanism within the energy
generating facility, wherein the manipulatable control ele-
ments include one or more controls to determine whether to
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accept a request to supply a specified amount of energy at a
current time and to determine to provide energy to the at
least one energy storage mechanism at the current time if not
accepted and to provide energy from the at least one energy
source if accepted, and wherein the outputs include the
energy being provided.

4. The computer-implemented method of claim 1 wherein
the physical system is a vehicle, wherein the plurality of
inter-related elements include a motor and a battery of the
vehicle, wherein the manipulatable control elements include
one or more controls to select whether at a current time to
remove energy from the battery to power the motor or to add
excess energy to the battery and how much energy to remove
from the battery, wherein the outputs include effects of the
motor to move the vehicle, and wherein the goal is to move
the vehicle at one or more specified speeds with a minimum
of energy produced from the battery.

5. The computer-implemented method of claim 4 wherein
the plurality of inter-related elements further includes an
engine that is manipulatable to modify energy generated
from the engine, wherein the manipulatable control elements
further include one or more additional controls to determine
how much energy to generate from the engine for use at least
in part in adding the excess energy to the battery, and
wherein the goal includes to minimize use of fuel by the
engine.

6. The computer-implemented method of claim 1 wherein
the physical system includes product inventory at one or
more locations, wherein the plurality of inter-related ele-
ments include one or more product sources that provide
products and increase the inventory at the one or more
locations and further include one or more product recipients
that receive products and decrease the inventory at the one
or more locations, wherein the manipulatable control ele-
ments include one or more first controls to select at a current
time one or more first amounts of one or more products to
request from the one or more product sources, and further
include one or more second controls to select at the current
time one or more second amounts of at least one product to
provide to the one or more product recipients, wherein the
outputs include products being provided from the one or
more locations to the one or more product recipients, and
wherein the goal includes maintaining the inventory at one
or more specified levels.

7. The computer-implemented method of claim 1 wherein
the multiple rules include one or more soft rules whose
conditions evaluate to one of three or more possible values
under differing situations to represent varying degrees of
uncertainty and further include additional rules whose con-
ditions evaluate to either true or false under differing situ-
ations, the additional rules including one or more non-soft
absolute rules that specify non-modifiable restrictions that
are requirements regarding operation of the physical system,
and further including one or more non-soft hard rules that
specify restrictions regarding operation of the physical sys-
tem that can be modified in specified situations.

8. The computer-implemented method of claim 1 wherein
the generating and the performing and updating are per-
formed by a collaborative distributed decision system imple-
mented by the one or more computing systems, wherein the
system information and the sensor information and the goal
are associated with a first decision module of a plurality of
decision modules of the collaborative distributed decision
system, wherein other decision modules of the plurality of
decision modules separate from the first decision module
each has a distinct model describing the current state of the
physical system that is based on a distinct set of system



US 11,052,772 B2

69

information and sensor information and one or more goals,
and wherein the method further comprises determining an
aggregated model that is based on the expressed model of
the first decision module and on the distinct models for the
other decision modules and that simultaneously provides
solutions for the goals of each of the plurality of decision
modules, and using the aggregated model to determine one
or more additional control actions to perform for the further
controlling of the physical system after the first time.

9. The computer-implemented method of claim 8 further
comprising determining the aggregated model by succes-
sively synchronizing, for each of the plurality of decision
modules, the model for that decision module with a shared
model describing the current state of the physical system
maintained for an additional virtual decision module, and
wherein the determined one or more additional control
actions are based on results of the successive synchronizing.

10. The computer-implemented method of claim 9
wherein the plurality of decision modules each has an
associated Hamiltonian function that expresses the model
for that decision module, wherein the shared model for the
additional virtual decision module is expressed with an
additional Hamiltonian function, and wherein the synchro-
nizing, for each of the plurality of decision modules, of the
model for that decision module with the shared model for the
additional virtual decision module includes:

creating a combined Hamiltonian function that includes

the Hamiltonian function associated with that decision
module and the additional Hamiltonian function for the
additional virtual decision module;

determining a Pareto equilibrium for the combined Ham-

iltonian function; and

before performing the synchronizing for a next of the

plurality of decision modules, updating the shared
model and the model specific to the decision module
based on results of the determined Pareto equilibrium.

11. The computer-implemented method of claim 8
wherein the aggregated model that simultaneously provides
solutions for the goals of each of the plurality of decision
modules corresponds to a second time after the first time,
and wherein the method further comprises, for each of
multiple additional successive times after the second time,
updating the aggregated model for the additional successive
time by:

obtaining, by the collaborative distributed decision sys-

tem, additional sensor information that identifies cur-
rent state information at the additional successive time
for one or more elements of the plurality;

creating, by the collaborative distributed decision system,

additional coupled differential equations from the
aggregated model and from the additional sensor infor-
mation;

performing, by the collaborative distributed decision sys-

tem, a piecewise linear analysis of the additional
coupled differential equations to attempt to identify an
additional solution at the additional successive time
that simultaneously provides solutions for the goals of
each of the plurality of decision modules; and

if the additional solution at the additional successive time

is identified, updating the aggregated model to reflect
the additional solution.

12. The computer-implemented method of claim 11 fur-
ther comprising, during one of the multiple additional suc-
cessive times, modifying the plurality of decision modules
to include an additional decision module having a model
describing the current state of the physical system that is
different from the models of other of the plurality of decision
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modules and that includes a distinct set of system informa-
tion and sensor information and one or more goals, and
wherein the updating of the aggregated model after the one
additional successive time includes using the additional
decision module as part of the plurality of decision modules.

13. The computer-implemented method of claim 11 fur-
ther comprising, during one of the multiple additional suc-
cessive times, modifying the plurality of decision modules
to remove one or more decision modules from the plurality
of decision modules, and wherein the updating of the
aggregated model after the one additional successive time
includes using the plurality of decision modules without the
one or more removed decision modules.

14. The computer-implemented method of claim 11 fur-
ther comprising:

during one of the multiple additional successive times,

losing an ability to communicate with one or more
decision modules of the plurality of decision modules;
and

for each of one or more further successive times of the

multiple additional successive times after the one addi-
tional successive time and while the ability to commu-
nicate with the one or more decision modules is
unavailable, individually updating, for each of the one
or more decision modules, the aggregated model for the
further successive time using additional sensor infor-
mation for the further successive time and using the
distinct set of system information and one or more
goals for that decision module.

15. The computer-implemented method of claim 14
wherein the losing of the ability to communicate with the
one or more decision modules is based on one or more
unreliable network connections to the one or more decision
modules, wherein at least some decision modules of the
plurality retain the ability to communicate after the one
additional successive time, and wherein the method further
comprises, for each of the one or more further successive
times, performing the updating for the further successive
time of the aggregated model by using at least some decision
modules without the one or more decision modules.

16. The computer-implemented method of claim 1
wherein the generating and the performing and updating are
performed by a collaborative distributed decision system
implemented by the one or more computing systems, and
wherein the method further comprises:

storing, by the collaborative distributed decision system

and for a later time after the performing of the piece-
wise linear analysis, a model describing a current state
of the physical system at the later time that includes the
goal information and the system information and infor-
mation about the resulting changes in the values of the
one or more outputs from the performance of the one or
more control actions in the physical system; and

at one or more second times after the later time, updating

the stored model by:

obtaining, by the one or more computing systems,
additional sensor information that identifies current
state information at the second time for one or more
elements of the plurality;

creating, by the collaborative distributed decision sys-
tem, additional coupled differential equations from
the stored model and from the additional sensor
information;

performing, by the collaborative distributed decision
system, a piecewise linear analysis of the additional
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coupled differential equations to attempt to identify
an additional solution for the goal at the second time;
and
if the additional solution at the second time is identi-
fied, updating the stored model to reflect the addi-
tional solution for the second time.
17. The computer-implemented method of claim 16
wherein the one or more second times include multiple
additional successive times after the later time, and wherein
the method further comprises identifying patterns in changes
over the multiple additional successive times of the stored
model, and using the identified patterns to control the
physical system after the multiple additional successive
times.
18. The computer-implemented method of claim 16
wherein the one or more second times include multiple
additional successive times after the later time, wherein the
method further comprises modifying the multiple rules,
during one of the multiple additional successive times, and
wherein the updating of the stored model after the one
additional successive time includes using the modified rules.
19. The computer-implemented method of claim 16
wherein the attempt to identify the additional solution for the
goal at one of the second times does not succeed, and
wherein the method further comprises:
determining, by the collaborative distributed decision
system, at least one of the multiple rules to relax by
modifying at least one of the specified restrictions
corresponding to the determined at least one rules;

creating, by the collaborative distributed decision system,
modified system information with the modified at least
one specified restriction;

converting, by the collaborative distributed decision sys-

tem, the modified system information and the objective
information and the additional sensor information to
further coupled differential equations;

performing, by the collaborative distributed decision sys-

tem, a piecewise linear analysis of the further coupled
differential equations to identify the one or more addi-
tional control actions that manipulate values of the one
or more manipulatable control elements and that pro-
vide the additional solution for the goal at the one
second time, wherein the provided additional solution
is within a threshold amount of an optimal solution for
the goal at the one second time; and

updating the stored model to reflect the additional solution

for the one second time.

20. The computer-implemented method of claim 19
wherein the modifying of the at least one specified restric-
tion includes suspending one or more of the at least one
specified restrictions for at least a period of time.

21. A non-transitory computer-readable medium having
stored contents that cause one or more computing systems of
a collaborative distributed decision system to perform auto-
mated operations including at least:

receiving, by the one or more computing systems, system

information describing a target system having a plural-
ity of elements that are inter-related and that include
one or more manipulatable control elements with modi-
fiable values, wherein the system information includes
multiple rules that have conditions to evaluate and that
specify restrictions involving the plurality of elements,
the multiple rules including one or more soft rules
whose conditions evaluate to one of three or more
possible values under differing situations to represent
varying degrees of uncertainty and further including
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additional rules whose conditions evaluate to either true
or false under differing situations;

creating by the one or more computing systems, a model

describing a state of the target system at a specified
time, including converting, to coupled differential
equations that represent the model, information that
includes the system information and further includes
obtained sensor information identifying information
about a physical state of at least one element of the
plurality at the specified time and further includes
objective information identifying a goal to be achieved
while modifying the values of the one or more manipu-
latable control elements;

performing, by the one or more computing systems, a

piecewise linear analysis of the coupled differential
equations to identify one or more values of the one or
more manipulatable control elements that provide a
solution for the goal for the specified time;

initiating modification of the one or more manipulatable

control elements for the specified time to have the
identified one or more values; and

updating, by the one or more computing systems, and

based at least in part on additional information obtained
after the specified time about a physical state of at least
one element of the plurality, the model describing the
state of the target system, for use in further controlling
the target system after the specified time.

22. The non-transitory computer-readable medium of
claim 21 wherein the target system is a physical system
having one or more outputs whose values vary based at least
in part on the values of the manipulatable control elements,
and wherein the stored contents include software instruc-
tions that, when executed, further cause the one or more
computing systems to initiate performance of one or more
control actions in the physical system to modify the one or
more manipulatable control elements to have the identified
one or more values and to cause resulting changes in the
values of the one or more outputs.

23. The non-transitory computer-readable medium of
claim 21 wherein the target system includes one of:

one or more computing resources being protected from

unauthorized operations, wherein the plurality of inter-
related elements include one or more sources of
attempts to perform operations, wherein the manipu-
latable control elements include one or more controls to
determine whether a change in authorization to a speci-
fied type of operation is needed and to select one or
more actions to take to implement the change in
authorization if so determined, and wherein the goal is
to minimize unauthorized operations that are per-
formed; or

one or more information sources to be analyzed to deter-

mine a risk level from information of the one or more
information sources, wherein the manipulatable control
elements include one or more controls to determine
whether the risk level exceeds a specified threshold and
to select one or more actions to take to mitigate the risk
level, and wherein the goal is to minimize the risk level;
or

one or more financial markets, wherein the plurality of

inter-related elements include items that can be pur-
chased and/or sold in the one or more financial markets,
and wherein the manipulatable control elements
include one or more controls to determine whether to
purchase or sell particular items at particular times and
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to select one or more actions to initiate transactions to

purchase or sell the particular items at the particular

times; or

functionality to perform coding for medical procedures
performed on humans, wherein the plurality of inter-
related elements include a plurality of medical codes
corresponding to a plurality of medical procedures,
wherein the manipulatable control elements include
one or more controls to select particular medical codes
to associate with particular medical procedures in
specified circumstances, and wherein the goal is to
minimize errors in selected medical codes.

24. A system comprising:

one or more processors of one or more computing sys-
tems; and

a memory with stored instructions for multiple modules of

a collaborative distributed decision system that, when

executed by at least one of the one or more processors,

cause the one or more processors to implement the
collaborative distributed decision system, the multiple
modules including:

a user interface module that generates a graphical user
interface for use by one or more users and that
receives, from the one or more users, system infor-
mation that describes a physical target system having
a plurality of inter-related elements and having one
or more outputs whose values vary based at least in
part on values of one or more manipulatable control
elements of the plurality, wherein the system infor-
mation includes multiple rules that have conditions
to evaluate and that specity restrictions involving the
plurality of elements;

one or more sensor event modules that obtain sensor
information identifying current state information for
at least one element of the plurality;

a builder module that converts the system information
to a plurality of constraints, that generates, from the
plurality of constraints and the sensor information
and a goal to be achieved during controlling of the
physical target system, coupled differential equations
to represent a model describing a current state of the
physical target system, and that generates an asso-
ciated Hamiltonian function to express the model;
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an optimization determination module that performs a
piecewise linear analysis of the coupled differential
equations to identify one or more control actions that
manipulate values of the one or more manipulatable
control elements and that provide a solution for the
goal, wherein the provided solution is within a
defined threshold amount of an optimal solution for
the goal; and

one or more output modules that provide information
about the one or more control actions, to cause
performance of the one or more control actions in the
physical system to manipulate values of the one or
more manipulatable control elements and to cause
resulting changes in the values of the one or more
outputs.

25. The system of claim 24 further comprising:

the one or more manipulatable control elements;

one or more effectuators to manipulate the values of the
one or more manipulatable control elements and to
cause the resulting changes in the values of the one or
more outputs;

a first decision module that includes the system informa-
tion and the sensor information and the goal, and that
stores the model describing the current state of the
physical target system for the first decision module;

multiple other decision modules that each has a distinct
model describing the current state of the physical target
system that is based on a distinct set of system infor-
mation and sensor information and one or more goals;
and

a stored aggregated model that is based on the model for
the first decision module and the distinct models for the
multiple other decision modules and that simultane-
ously provides solutions for the goals of the first
decision module and of each of the multiple other
decision modules, wherein the aggregated model has
one or more associated control actions to perform in the
physical target system to manipulate values of the one
or more manipulatable control elements in a specified
manner.



