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TENANT ISOLATED DATA IN SHARED “ Service Instances ” ) per Applications in those spaces where 
REUSABLE SERVICES corresponding Applications are deployed , can be achieved . 

Sixth , costs can be allocated to the owners of the respective 
BACKGROUND spaces ( for example , in a Platform as a Service environment 

( PaaS ) ) , where corresponding Service Instances are created . 
Reuse services ( or “ Services ” ) available in network com The details of one or more implementations of the subject 

puting ( for example , a multi - tenant cloud - computing envi matter of this specification are set forth in the Detailed 
ronment ) can provide Services to groups ( such as , a com Description , the Claims , and the accompanying drawings . 
pany or other organization ) of users ( or “ Tenants ” ) through Other features , aspects , and advantages of the subject matter 
software applications ( or “ Applications ” ) . In multi - Tenant 10 will become apparent to those of ordinary skill in the art 
Services , it is desired to share as many resources as possible , from the Detailed Description , the Claims , and the accom 
without endangering ( for example , exposing to or sharing panying drawings . 
with other Tenants or Applications ) each Tenant's data . Data 
separation can be accomplished based on the Application DESCRIPTION OF DRAWINGS 
that uses the Service . One technique is to bind Applications 15 
to instances of the Service ( or “ Service Instances ” ) , and FIG . 1 illustrates a Service categorization based on data 
manage the instances with Service Brokers . In this technique separation , according to an implementation of the present 
an Application is the exclusive owner of a Service Instance disclosure . 
and any data that the Service puts into the Service Instance FIG . 2 is a block diagram illustrating a high - level 
is isolated from other Applications . This understanding of 20 sequence of events in an example of a method for subscrib 
isolation is also leveraged by multi - Tenant enabled Appli ing a tenant ( or “ Tenant ” ) to multi - Tenant services , accord 
cations that separate their Tenant's data by creating a dedi ing to an implementation of the present disclosure . 
cated Service Instance per Tenant . However , this technique FIG . 3 is a flowchart illustrating a lower level example of 
does not provide an efficient structure for data separation per a method for subscribing a Tenant to a Tenant - aware Ser 
Tenant . 25 vice , according to the present invention . 

FIG . 4 is a block diagram illustrating a high - level 
SUMMARY sequence of events in an example of a method for unsub 

scribing a Tenant from a Service , according to an imple 
The present disclosure describes data isolation in multi mentation of the present disclosure . 

tenant reuse services ( or “ Services ” ) . FIG . 5 is a flowchart illustrating a lower - level example of 
In an implementation , one or more computers receive a a method for unsubscribing a Tenant from a Service , accord 

Tenant request to subscribe to an Application . By the one or ing to the present invention . 
more computers , a Service that the Application consumes is FIG . 6 is a block diagram illustrating an example of a 
determined . By the one or more computers , the Tenant is computer - implemented system used to provide computa 
determined to be new to the Service , and a subscription of 35 tional functionalities associated with described algorithms , 
the Tenant in the Service is provided . By the one or more methods , functions , processes , flows , and procedures , 
computers , the Application is provided to be added to the according to an implementation of the present disclosure . 
subscription of the Tenant in the Service . 

Implementations of the described subject matter , includ DETAILED DESCRIPTION 
ing the previously described implementation , can be imple- 40 
mented using a computer - implemented method ; a non The following detailed description describes techniques 
transitory , computer - readable medium storing computer for data isolation in multi - tenant reuse services ( or “ Ser 
readable instructions to perform the computer - implemented vices ” ) . Various modifications , alterations , and permutations 
method ; and a computer - implemented system comprising of the disclosed implementations can be made and will be 
one or more computer memory devices interoperably 45 readily apparent to those of ordinary skill in the art , and the 
coupled with one or more computers and having tangible , general principles defined can be applied to other imple 
non - transitory , machine - readable media storing instructions mentations and applications , without departing from the 
that , when executed by the one or more computers , perform scope of the present disclosure . In some instances , one or 
the computer - implemented method / the computer - readable more technical details that are unnecessary to obtain an 
instructions stored on the non - transitory , computer - readable 50 understanding of the described subject matter and that are 
medium . within the skill of one of ordinary skill in the art may be 

The subject matter described in this specification can be omitted so as to not obscure one or more described imple 
implemented in particular implementations , so as to realize mentations . The present disclosure is not intended to be 
one or more of the following advantages . First , techniques to limited to the described or illustrated implementations , but 
support scenarios where data isolation by tenants ( or “ Ten- 55 to be accorded the widest scope consistent with the 
ants " ) is required , is provided . Second , data security is described principles and features . 
improved because Tenants of the same software application Services available in network computing ( for example , a 
( or “ Application ” ) can be mapped to different persistencies multi - tenant cloud - computing environment ) can provide 
in the Service that supports the Application . Third , tech Services to a plurality of users ( or “ Tenants ” ) through 
niques for managing persistency lifecycle are provided , 60 software applications ( or “ Applications ” ) . In multi - Tenant 
which results in improving overall computer processing Services , it is desired to share as many resources as possible , 
speed and preserving other computer resources ( for without endangering each Tenant's data ( for example , 
example , memory storage , network bandwidth , data exposing to or sharing each Tenant's data with other Tenants 
throughput , and graphical user interface display speed ) . or Applications ) . Data separation can be accomplished based 
Fourth , computational and management burdens ( for data 65 on the Application that uses the Service . One technique is to 
isolation per Tenant ) on the Applications are reduced . Fifth , bind Applications to instances of the Service ( or “ Service 
the ability to create and bind instances of a Service ( or Instances ” ) , and manage the instances with Service Brokers . 
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In this technique an Application is an exclusive owner of a tions use the same Service , it must be possible to allocate the 
Service Instance and any data that the Service puts into the incurred cost to the correct Application , independent of 
Service Instance is isolated from other Applications . This whether all Applications access shared or isolated data . By 
understanding of isolation is also leveraged by multi - Tenant creating dedicated Service Instances for each Application 
enabled Applications that separate their Tenant's data by 5 and hosting the Service Instance spaces owned by the 
creating a dedicated Service Instance per Tenant . However , respective Applications , costs can be allocated to the owners 
this technique does not provide an efficient structure for data of the respective spaces where the corresponding Service 
separation per Tenant . Instances have been created . 

A Service Instance can be as computing resource inten Turning to FIG . 1 , FIG . 1 illustrates Service categoriza 
sive as a dedicated deployment of a Service on hardware 10 tion based on data isolation , according to an implementation 
designed exclusively for the performing the Service for an of the present disclosure . Services in this categorization are 
Application . A Service Instance can also be as light ( from a divided based on their abilities regarding two levels of data 
computing resource standpoint ) as an identifier ( for isolation : instance , and Tenant . 
example , a key in a database table ) of a central Service At an instance level , a Service is aware of Service 
shared by all Applications . As previously mentioned , an 15 Instances and separates data per Application by providing 
Application is the exclusive owner of a Service Instance and one instance per Application . At a Tenant - level , a Service is 
any data that the Application puts into the Service Instance aware of a Tenant that requests ( or uses ) the Service . 
is isolated from other Applications . Instance and Tenant levels are illustrated as dimensions in 
One example of a Service Instance is a database schema . FIG . 1. There are four types of Services presented in FIG . 1 . 

While a database system hosting many schemas is shared , an 20 A first type of Service is neither Tenant - aware nor isolated 
individual Service Instance ( which can be considered a by instances . The lower left corner of FIG . 1 represents these 
schema ) is used exclusively by the Application bound to that Services ( or “ lower left corner Services ” ) . Examples of these 
Service Instance . Services include Services associated with public data ( such 

This understanding of isolation is also leveraged by as , GOOGLE MAPS , weather forecast , and stock ticker ) . 
multi - Tenant - enabled Applications that separate Tenant data 25 Applications that use this type of Service provide the same 
by creating a dedicated Service Instance per Tenant and information , irrespective of who ( which Application or 
manage the instances with an Instance Manager ( for Service ) has requests the Service . 
example SAP's INSTANCE MANAGER ) . In case of a A second type of Service is Tenant - unaware , but isolated 
database Service that provides individual schemas as Ser by instance . The lower right corner of FIG . 1 represents this 
vice Instance ( for example in SAP HANA ) this technique 30 type of Service ( or “ lower right Service ” ) . As explained 
results in a schema - per - Tenant isolation on database level . above , these Services isolate Applications by Service 
However , this technique does not provide an efficient Instances . An example of this Service type is a Service that 

structure for data isolation per Tenant . A Tenant - unaware provides a database consisting of schemas as Service 
Service can only separate data by the Service Instance used , Instances and each Application that consumes the Service , 
which may be mapped by an Application to a Tenant . 35 obtains a schema exclusive to the Application . 
However , this practice is overly complex because it requires A third type of Service is Tenant - aware , but not isolated 
an extensive use of an Instance Manager and puts a lot of by instance . Upper left corner of FIG . 1 represents this type 
management burdens ( such as computational and categori of Service ( or “ upper left Service ” ) . An upper left Service 
zation burdens ) on the consumer side ( that is , on the provides shared access across its instances . An example of 
Applications ) . A multi - Tenant Application using this tech- 40 this type of Service is MASTER DATA ( or “ Master Data ” ) . 
nique would need to use an Instance Manager to deal with For example , if a Service provides trading information , a 
the Tenant - instance mapping because the Service itself does Tenant may desire similar access to the trading information 
not distinguish between the Tenants , but knows about the regardless of whether a financial or a trading Application is 
Service Instances . Further , the technique would require all used . Therefore , accessing Applications are not distinguish 
Applications to be deployed to the same space as Service 45 able in an upper left Service and the Service provides the 
Instances cannot be bound to Applications across spaces . same Service to different accessing Applications . In some 

In Platform as a Service ( PaaS ) environments , multiple implementations , these Services can still follow standards of 
software providers use the same cloud platform , but each a network computing environment ( for example a cloud 
one of the software providers receive one or several spaces computing environment such as CLOUD FOUNDRY ) 
that isolate their particular Applications and Service 50 regarding Service Instances , but the data can still be shared 
Instances from those of others . A " space ” can be considered across the Service Instances . These Services , however , iso 
to “ virtualize ” a PaaS for a software provider building their late the data by Tenants . 
own Applications on the PaaS platform . By associating A fourth type of Service is Tenant - aware and isolated by 
Service Instances to the spaces in which they are created , a instance . Upper right corner of FIG . 1 represents this type of 
cost from the service can be assigned to the owning software 55 Service ( or “ upper right Service ” ) . This type of Service 
provider . The software providers can then sell the solution provides isolation both on a Tenant and on an instance level . 
they build to their Tenants and charge them for use of their An example of this type are Services similar to Master Data , 
software . The Tenants however are not aware of the under but are also Application - specific . Thus , in the previous 
lying PaaS or the space in the PaaS or the Services used or example , an upper right Service provides trading informa 
the cost incurred ; this is all handled by the software vendor . 60 tion in a Service Instance specific to the financial Applica 
What is needed , however , is the ability to create and bind tion , and another Service Instance specific to the trading 

Service Instances per Application in those spaces where the Application . 
corresponding Applications are deployed . The reason for At a high - level , this disclosure provides techniques to 
this is an " ownership ” principle associated with Service isolate data per Tenant in multi - Tenant ( or shared ) Services . 
Instances , which , in some implementations , can be stated as : 65 At lower - level , the disclosure discusses events that result in 
whoever creates an instance , owns that instance , and con creation and deletion of containers that isolate the data per 
sequently , has to pay for the instance . If different Applica Tenant ( or instance , or both Tenant and instance ) . 
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The implementations according to the present disclosure over a network . In some implementations , the illustrated 
can reduce computational and managerial burdens on an components can be integrated on one or more computing 
Application since the Application only needs to bind one devices . 
single instance of a Service for all its Tenants and the burden According to the sequence of events 200 , Cockpit 202 
of Tenant isolation is pushed to the Service . Further , each 5 sends a subscribe request ( subscribe 212 ) to the Central 
Application has its own view of a Tenant's data , even if the Component 204 upon receipt of a Tenant request to sub 
same Tenant uses different Applications that all consume the scribe to an Application ( for example , Application 206 ) . In 
same Service . some implementations , the Cockpit 202 is a computing 

In some implementations , a multi - Tenant Service creates device that receives the Tenant requests . For example , the 
persistencies to distinguish the Tenants . In some implemen- 10 Cockpit 202 can be a personal computer , or a computing 
tations , persistence management is used to enable a device in communication with the Tenant's personal com 
Service prepare its own persistencies . Without persistence puter over a network . In some implementations , the Central 
management it might be challenging for Service providers to Component 204 plays a managerial role in provisioning 
decide on how to implement data isolation in the four types Services associated with the requested Application . For 
of Services ( especially in Tenant - aware Services ) . While 15 example , in some implementations , the Cockpit 202 can be 
discriminatory columns for instances and Tenants in tables a web Application calling Services that are provided by the 
of a shared database container is a valid option for data Central Component 204 ( for example , provisioning Ser 
separation , data volume , data management , or extensibility vices ) . In some implementations , the Central Component 
requirements may demand dedicated containers that isolate 204 provides the On - Boarding Service . 
the data per instance , Tenant or even the combination of 20 In some implementations , the Central Component 204 is 
instance and Tenant . One question to be asked in this case is in communication with one or more Applications ( for 
which events trigger creation or deletion of such containers . example Application 206 ) to which the Tenant may sub 

In some implementations , a solution to this question is scribe . In some implementations , when a Tenant subscribes 
Services that use containers to isolate data by Service to an Application , the Tenant also indirectly subscribes to a 
Instance ( the lower and upper right Services ) using Service 25 Service consumed by the Application . In some instances , the 
brokers such as CLOUD FOUNDRY SERVICE BROKER Central Component 204 sends an inquiry ( for example 
APIs to create or delete a container when a Service Instance get_dependencies 214 ) to the requested Application 206 , 
is created or deleted . asking about the Services that the Application consumes . In 

Services that use containers to isolate data by Tenant response , the Application 206 provides a list of Services that 
( upper left and right Services ) need a comparable manage- 30 the Application depends on , for example through dependen 
ment scheme for creating or deleting a persistency when a cies list 216. The dependencies list 216 can contain one or 
Tenant subscribes or unsubscribes to an Application that more Services that depend from other Services ( sub - Ser 
consumes the Service . The persistence management dis vices ) . Thus , the Central Component 204 performs one or 
cussed in this disclosure manages Tenant persistency and more recursive calls ( for example , recursive call 218 ) to 
subscription , in Tenant - aware Services . 35 obtain the dependencies of these Services until all Services 

In some implementations , Tenant - aware Services can that the Application ultimately depends on ( or consumes ) are 
register with an On - boarding Service to receive an on identified . 
boarding or off - boarding callback whenever a Tenant sub In some implementations , the Central Component 204 
scribes or unsubscribes an Application that consumes the sends the list of the dependent Services ( for example 
Service . As multiple Applications might consume the same 40 through subscription 220 ) to UAA 208. In some implemen 
Service , a Service may receive several on - boarding / off tations , at UAA 208 , each Service has at least one OPEN 
boarding calls per Tenant . However , creating a container AUTHORIZATION ( OAUTH ) Client of the Service . In 
upon receiving an on - boarding and deleting a container upon some implementations , for each Service in the subscription 
receiving an off - boarding call is not an efficient practice in 220 the UAA 208 copies the OAUTH Client of the Service 
terms of data volume ( storage ) and management . Further , if 45 to the Tenants . In some examples , the Central Component 
data is to be shared among different Applications ( upper left 204 sends a list of identifiers ( IDs ) that identify the services 
corner ) , the same container should be used for all Service to the UAA 208. UAA 208 has a mapping of Service IDs to 
Instances that use the data to implement shared access to the OAUTH Clients of the Services . When UAA 208 receives 
data . In some implementations , a reference counter is imple the list of IDs , the UAA 208 searches for corresponding 
mented to let the Service decide when to add a new or delete 50 OAUTH Clients and copies them to the Tenants . In some 
an existing container for a Tenant . In some implementations , implementations , the UAA 208 sends a response 222 report 
when a Service Instance is created , a container is also ing that a Tenant has been associated with the Services . In 
created for the Tenant associated with the Service Instance . some implementations , the Central Component 204 sends 
As a result , single - Tenant Applications and developer that one subscription 220 that includes all Services that the 
have no Tenant on - boarding callback can be supported . 55 Application 206 depends upon . In some implementations , 

FIG . 2 is a block diagram illustrating a high - level the Central Component 204 sends more than one subscrip 
sequence of events in an example of a method 200 for tion 220 to cover all such Services . 
subscribing a Tenant to multi - Tenant services , according to In some implementations , the Central Component 204 
an implementation of the present disclosure . As illustrated , performs dependencies - loops 224 to cover all dependent 
FIG . 2 includes a Cockpit 202 , a central management 60 Services . For instance , the Central Component 204 can be 
component ( Central Component 204 ) , an Application 206 , a configured to send subscription 220 for sub - Services of a 
User Account and Authorization ( UAA ) 208 , and dependent Service , after receiving and performing a response 222 and 
Services 210. In some implementations , one or more of the a dependencies - loop 224 associated with the Service , 
illustrated components can be implemented in multi - Tenant respectively . 
computing environments ( for example , a cloud computing 65 Having the list of dependent Services , the Central Com 
environment such as CLOUD FOUNDRY ) . In some imple ponent 204 sends a subscription call 226 ( for example 
mentations , the illustrated components can be connected subscription - call - to - service 326 ) to the dependent Services 
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210. In some implementations , the dependent Services 210 Service is registered for Tenant subscription purposes . In 
includes all dependent Services and sub - Services . In some some implementations , the Tenant is affiliated to a group or 
implementations , the subscription call 226 causes invocation business . For example , members ( Tenants ) of a gaming 
of a subscription API ( or “ Callbacks ” because the Applica group may want to share the same features of the Service , 
tion needs to register its own callback and those of its direct 5 but be isolated from other gaming groups . In these imple 
dependent services , which also register their dependent mentations , 306 checks for a subscription for the Tenant ( or 
Services ' callbacks ( for example , with get_dependencies Tenant affiliations ) in the Service , as well . If no subscription 
214 ) ) of each of the dependent Services and sub - Services for the Tenant ( or Tenant affiliation ) exists in the Service 
( hereinafter , “ Services ” ) . In some implementations , the sub ( that is , the Tenant is new to the Service ) , method 300 
scription call 226 acts as an On - Boarding Callback of the 10 proceeds to 308 ; otherwise , it proceeds to 310 . 
dependent Services and invokes an On - Boarding Service At 308 , a persistency is created for the Tenant in the 
associated with one or more dependent Services . In some Service . In some implementations , a subscription associated 
implementations , the dependent Services 210 respond ( for with the persistency is created for the Tenant to include the 
example by one or more responses 228 ) to the Central Application 206. In some implementations , the subscription 
Component 204 indicating that the Tenant has been sub- 15 is implicit in the creation of the persistency . In some 
scribed to the Services , or confirming the receipt of the implementations , the persistency covers both the Tenant and 
subscription call 226 . Tenant affiliations . From 308 , method 300 proceeds to 312 . 

In some implementations , the Central Component 204 At 312 , the Application is added to the Tenant subscrip 
sends the Application 206 On - Boarding callbacks 230. In tion in the Service . A Tenant subscription ( or “ subscription " ) 
some examples , an On - Boarding callback 230 activates the 20 is associated with the Tenant persistency . In some imple 
Application 206 to provide one or more of the dependent mentations , the subscription includes a list of Applications 
Services 210. In some instances , the Application 206 sends 206 that consume the Service and at 312 the requested 
back response 232. For example , the response 232 can Application 206 being added to the list . In some implemen 
indicate that the Application 206 has received the On tations , for each Application 206 , a subscription is created in 
Boarding callbacks 230 . 25 the Service ; but all subscriptions of a Tenant are associated 

In some implementations , the Cockpit 202 sends an with the same persistency in the Service . From 312 , method 
inquiry ( for example get - status 234 ) to the Central Compo 300 proceeds to 314 . 
nent 204 inquiring on the subscription status . In some Note that in some implementations , 308 and 312 can be 
implementations , the Central Component 204 sends the performed in the opposite order . In these and the described 
Cockpit 202 a notification ( for example finish 236 ) inform- 30 implementations , 308 and 312 are performed together , but 
ing the Cockpit 202 that the subscription operation has been can be configured , depending on particular implementations , 
completed . for 312 to be performed before 308 . 

FIG . 3 is a flowchart illustrating a lower level example of At 14 , a reference counter associated with the Tenant 
a method 300 for subscribing a Tenant to a Tenant - aware subscription is set to 1. The reference counter counts the 
Service , according to an implementation of the present 35 number of Tenant - subscribed Applications 206 that consume 
disclosure . As illustrated , method 300 includes a subscrip the Service . In some implementations , the reference counter 
tion - call - to - service 326 , which can be for example the is associated with the Tenant affiliations ( for example , when 
subscription call 226. For clarity of presentation , the the subscription is associated with a Tenant affiliation ) . From 
description that follows generally describes method 300 in 314 , method 300 proceeds to 318 . 
the context of the other figures in this description . However , 40 At 318 , the Tenant is subscribed to the Application 206 . 
it will be understood that method 300 may be performed , for In some implementations , once the Tenant is subscribed to 
example , by any suitable system , environment , software , the Application 206 , the Application 206 is able to call the 
and hardware , or a combination of systems , environments , Dependent Services 210 in the context of the Tenant . 
software , and hardware , as appropriate . In some implemen If it is determined that a subscription for the Tenant 
tations , various steps of method 300 can be run in parallel , 45 existed at 306 , the method 300 proceeds to 310. The 
in combination , in loops , or in any order . In some imple existence of a Tenant subscription on a Service indicates that 
mentations , all communication between elements in method a Tenant persistency also exists in the Service . In other 
300 is encrypted ( for example , using HTTPS ) . words , the Tenant's first connection to the Service had 
At 302 , a Tenant request to subscribe to an Application is happened upon the Tenant's request to subscribe to another 

received . For example , the Tenant request can be received at 50 Application 206 that consumes the Service ; which led to 
the Cockpit 202 or at the Central Component 204. For creation of a persistency ( by 308 ) and a subscription asso 
example , the Tenant can request subscription to Application ciated with the persistency for the Tenant in the Service . 
206. From 302 , method 300 proceeds to 304 . Once a subscription for the Tenant is detected ( at 306 ) , 308 
At 304 , a Service that the Application consumes ( a does not have to be re - performed . Instead , the method 300 

Dependent Service 210 ) is determined . For example , apply- 55 proceeds to 310 . 
ing 304 to Application 206 , 304 determines at least one of At 310 , the Application 206 is added to Tenant subscrip 
the Services of the Dependent Services 210. In some imple tion in the Service . In some implementations , the subscrip 
mentations , all Services that the Application 206 consumes tion includes a list of consuming Applications 206 and the 
are determined at 304. For example , the Central Component Application 206 is added to the list . In some implementa 
204 can perform one or more recursive call 218 to obtain all 60 tions , a new subscription is created in the Service for the 
Dependent Services 210 of the Application 206. From 304 , Application 206. The new subscription and the already 
method 300 proceeds to 306 . existing subscriptions of the Tenant are associated with the 

At 306 , a determination is made as to whether a subscrip same persistency in the Service . From 310 , method 300 
tion for the Tenant exists in the Service . In some implemen proceeds to 316 . 
tations , 306 is performed in the Service upon receiving a 65 At 316 , the reference counter associated with the Tenant 
subscription - call - to - service 326. In some implementations , subscription is incremented by 1. The reference counter 
306 is performed at an On - Boarding Service to which the counts the Tenant - subscribed Applications 206 that consume 
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the Service . In some implementations , a subscription is separately , the Service checks with the UAA 208 on how 
capable of covering Tenant affiliates as well . In these imple many copies of the OAUTH Client of Service for the Tenant 
mentations , the reference counter is capable of counting a have been made . The UAA 208 is aware of all Tenants . In 
number of Applications 206 that consume the Service and some implementations , the UAA 208 maintains a table of 
are requested ( that is , requested to be subscribed ) by any of 5 OAUTH clients for each Tenant . To this table , the OAUTH 
the Tenants within the Tenant affiliate . From 316 , method client of a newly subscribed Service is copied . The UAA 208 
300 proceeds to 318 . call the Tenant domain an “ identity zone . " 

The general idea behind method 300 works for isolating In some implementations , 306 can be replaced by a check 
data per Tenant in any Tenant - aware Services , including on the number of OAUTH Client of Services associated with 
both the upper left and the upper right Services . Consider 10 the Applications 206 that have been copied for the Tenant . 
Master Data as an example of upper left Service . For Accordingly , if the number is greater than 1 , the Tenant has 
example , assume a Tenant has subscribed to a financial already subscribed to an Application 206 that consumes the 
Application that consumes the Master Data . If the Tenant Service ; thus , the Tenant has been subscribed to the Service 
wants to subscribe to another Application 206 , for example and method 300 proceeds to 310. If the number is 1 , no 
a trading Application , that uses the same Master Data , no 15 subscription for the Tenant existed before in the Service and 
new persistency will be created because a subscription the method proceeds to 308. In these implementations , there 
associated with the Tenant already exists in the Master Data is no need for performing steps 314 or 316. As copying 
( which was created when the Tenant subscribed to the OAUTH clients 220 happens before 306 , the number will 
financial Application ) . Therefore , the method proceeds from already be 1 ( or more than 1 ) and never 0 , as a new 
306 to 310 and adds the trading Application to the existing 20 subscription already counts . 
subscriptions of the Tenant . In some implementations , depending on how many Appli 
With a little modification , method 300 works for upper cations 206 the Tenant uses to consume the Service , unsub 

right Services . In some implementations , the upper right scribing the Application 206 has different effects on the 
Services include more information in their subscription call , Tenant's subscription in the Service . 
to isolate data by the instance as well . In some implemen- 25 FIG . 4 is a block diagram illustrating a high - level 
tations , at 304 , Service Instances that the Application 206 sequence of events in an example of a method 400 for 
uses for consuming dependent Services are determined . In unsubscribing a Tenant from a Service , according to an 
these implementations , the later procedures in method 300 implementation of the present disclosure . As illustrated , 
are applied on Service Instances of Dependent Services 210 FIG . 4 includes similar components as FIG . 2 does , such as 
rather than on the dependent Services 210 themselves . In 30 Cockpit 202 , Central Component 204 , Application 206 , 
this case , the Service knows for which Service Instance the UAA 208 , and dependent Services 210. These components 
Tenant subscription takes place . As a result , the Service can be in communication to each other as explained in FIG . 
configuration of each dependent Service knows specifically 2 . 
which Service Instance ( isolation by instance ) and which When a Tenant unsubscribes from an Application 206 ) , 
Tenant subscription ( isolation by Tenant ) are being used . 35 the Central Component 204 receives a notification message ; 
The reference counter in this case counts Applications 206 for example , the Cockpit 202 sends an unsubscribe message 
per Tenant ( or Tenant affiliates ) for each Service Instance . 412 to the Central Component 204. The Central Component 

In some implementations , the Central Component 204 has 204 determines one or more Services that the Application 
the capability to decide which Service type ( for any of the 206 consumes . In some implementations , the Central Com 
four Service types ) is being consumed and include the 40 ponent 204 has stored information on dependent Services 
proper information in subscription call 226 ( for example from previous inquiries to the Application ( for example from 
subscription - call - to - service 326 ) . In some implementations , the calls 214 , 216 , and 218 ) . In some implementations , the 
the Central Component 204 sends the detailed information Central Component 204 sends a series of calls ( not illus 
that are needed for an upper right Service and let the Service trated ) similar to 214 , 216 , and 218 , to determine the 
to decide and select the information that it needs . For 45 Services that the Application 206 consumes . 
example , the Central Component 204 send the detailed Based on the determined dependent Services , the Central 
information , and if a Service is an upper left Service , it Component 204 sends an unsubscribe call 414 ( for example , 
ignores the information regarding the Service Instances and one or more unsubscribe - call - to - service 520 ) to the depen 
subscribes the Tenant as a subscription to a Tenant - aware / dent Services ( for example , Dependent Services 210 ) . Once 
shared - instance Service . In some implementations , if the 50 the unsubscribed call 414 is received , the Service perform 
Service is a Tenant - unaware Service , the Service can ignore unsubscribing process . In some implementations , the unsub 
one or more data of the subscription call regarding the scribing process ( for example , unsubscribing process 500 as 
Tenant ( for example , for Tenant - unaware Services ) . described in FIG . 5 ) is performed based on how many other 

The reference counter in method 300 can be a separate or Tenant - subscribed Applications 206 consume the Service . In 
an internal component in the Central Component 204 ( which 55 some implementations , the Dependent Services 210 send 
is called by the Service ) , or can be a counter within the one or more responses 416 to the Central Component 204 , 
Service . In some implementations , the reference counter for indicating that the un - subscription has been performed , or 
a Tenant is the number of OAUTH Client of Services ( for that the unsubscribe call 414 has been received . 
example OAUTH Clients of the Service or client creden In some implementations , the Central Component 204 
tials ) copied for the Tenant upon the Tenant subscription 60 sends a delete subscribe callback 424 to the Application 206 . 
request . As explained above , upon sending subscription 220 In response , the Application 206 deletes the Tenant's sub 
to UAA 208 , an OAUTH Client of Service by which an scription to the Application 206 and deletes the persistence 
Application 206 calls a Service is copied for the Tenant . associated with this Tenant if this was the last subscription 
Accordingly , in these implementations , each new Tenant of an application to this service for the Tenant . In some 
subscription to an Application 206 includes making a new 65 implementations , the Application 206 sends back a response 
copy of the OAUTH Client of Service for the Tenant . In 426 , informing the Central Component 204 that the Tenant 
some examples , instead of ( or in addition to ) counting has been unsubscribed . 
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In some implementations , the Central Component 204 sistency ( along with the reference counter and subscription 
sends a delete subscription 420 message to UAA 208. Then , associated to the Tenant ) . From 508 , method 500 proceeds 
the UAA 208 deletes the OAuth Client of Service ( for to 514 . 
example an OAUTH Client ) associated to the Application At 514 , the Tenant is unsubscribed from the Application 
that it had copied for the Tenant . In some implementations , 5 206. In some implementations , 514 is accompanied with a 
the UAA 208 sends a response 422 and informs the Central message ( for example , Finish 430 message ) to the Tenant ( or 
Component 204 that the deletion has been performed or that the Cockpit 202 ) confirming the Tenant's un - subscription 
the delete subscription 420 has been received . In some from the Application 206 . 
implementations , the Central Component 204 goes through If 506 determines that the count is greater than 1 , method 
one or more dependencies loops 418 to send delete sub - 10 500 proceeds to 510 . 
scription message 420 for all Services ( including the sub At 510 , the Application 206 is removed from Tenant 

subscription . When the count on the reference number Services ) that the Application 206 consumes , to the UAA associated with the Tenant subscription is greater than one , 208 . the Tenant is connected to the Service through more than one In some implementations , the Cockpit 202 sends an 15 Application 206. In other words , the Tenant is subscribed to inquiry ( for example get - status 428 ) to the Central Compo multiple Applications 206 ( for example a financial Applica 
nent 204 inquiring on the subscription status . In some tion and a trading Application ) that consume the Service . implementations , the Central Component 204 sends the Contrary to 508 , unsubscribing from one of these Applica 
Cockpit 202 a notification ( for example finish 430 notifica tions 206 ( for example the financial Application ) , does not 
tion ) informing the Cockpit 202 that the subscription opera- 20 result in losing connection to the Service through the other 
tion has been completed Applications 206 ( for example the trading application ) to 

FIG . 5 is a flowchart illustrating a lower - level example of which the Tenant is subscribed . Thus , other than losing an 
a method 500 for unsubscribing a Tenant from Service , Application 206 , the Tenant's persistency is intact in 510. In 
according to an implementation of the present disclosure . As implementations that create one subscription for each Ten 
illustrated , method 500 includes an unsubscribe - call - to- 25 ant - subscribed Application 206 , the subscription associated 
service 520 , which can be for example the unsubscribe call with the Application 206 is deleted . In implementations that 
414. For clarity of presentation , the description that follows have a list of Tenant - subscribed Applications , the Applica 
generally describes method 500 in the context of the other tion is deleted from the list . From 510 , method 500 proceeds 

to 512 . figures in this description . However , it will be understood 
that method 500 may be performed , for example , by any At 512 , the reference counter associated with the Tenant 
suitable system , environment , software , and hardware , or a subscription is decremented by 1. This decrementing is an 

indication of losing an Application 206 in the Tenant sub combination of systems , environments , software , and hard scriptions . From 512 , method 500 proceeds 514 . ware , as appropriate . In some implementations , various 
steps of method 500 can be run in parallel , in combination , 35 OAUTH Client of Services ( for example OAUTH Clients of 

Alternatively , in some implementations , a number of 
in loops , or in any order . In some implementations , all the Service or client credentials ) copied for the Tenant are communication between elements in method 500 is checked at 506. In these implementations , at 506 a deter encrypted ( for example , using HTTPS ) . mination is made as to whether the number is greater than 1 . 
At 502 , a Tenant request to unsubscribe an Application In response to determining that the number is greater than 1 , 

( for example , Application 206 ) is received . For example , the 40 method 500 proceeds to 510 ; otherwise , the method 500 
Tenant request can be received at a Cockpit ( for example , proceeds to 508. In some instances , the number of OAUTH 
Cockpit 202 ) , or at a Central Component ( for example , Client of Services is used as the count on the reference 
Central Component 204 ) . For example , the Tenant can counter . In these alternative implementations , 512 does not 
request un - subscription from Application 206. From 502 , need to be performed ; as a UAA ( for example , UAA 208 ) 
method 500 proceeds to 504 . 45 keeps track of the number ( or the count ) based on delete 

At 504 , a Service that the Application consumes ( a subscription 420 messages received by the UAA 208 . 
Dependent Service ( for example , Dependent Service 210 ) ) FIG . 6 is a block diagram illustrating an example of a 
is determined . In some implementations , a list of the Depen computer - implemented System 600 used to provide compu 
dent Services 210 is stored in the Central Component 204 tational functionalities associated with described algorithms , 
from the 214 , 216 , and 218 calls . From 504 , method 500 50 methods , functions , processes , flows , and procedures , 
proceeds to 506 . according to an implementation of the present disclosure . In 

At 506 , a determination is made as to whether the count the illustrated implementation , System 600 includes a Com 
on the reference counter of the Tenant ( or the Tenant puter 602 and a Network 630 . 
affiliates ) subscription is greater than 1. If the count is 1 , The illustrated Computer 602 is intended to encompass 
method 500 proceeds to 508 ; if the count is greater than 1 , 55 any computing device such as a server , desktop computer , 
method 500 proceeds to 510 . laptop / notebook computer , wireless data port , smart phone , 

At 508 , the persistency for the Tenant ( or the Tenant personal data assistant ( PDA ) , tablet computer , one or more 
affiliate ) is deleted . A count equal to 1 indicates that the processors within these devices , another computing device , 
Tenant is connected to the Service only through one Appli or a combination of computing devices , including physical 
cation 206. In other words , the Tenant is subscribed to only 60 or virtual instances of the computing device , or a combina 
one Application 206 that consumes the Service . This is the tion of physical or virtual instances of the computing device . 
same Application 206 that the Tenant has requested to Additionally , the Computer 602 can include an input device , 
unsubscribe at 502. Thus , once unsubscribed from this such as a keypad , keyboard , touch screen , another input 
Application 206 , there is no other Application 206 through device , or a combination of input devices that can accept 
which the Tenant consumes the Service ; and there would be 65 user information , and an output device that conveys infor 
no need to keep the Tenant's persistency in the Service . mation associated with the operation of the Computer 602 , 
Accordingly , at 508 , the Service deletes the Tenant's per including digital data , visual , audio , another type of infor 



US 10,715,405 B2 
13 14 

mation , or a combination of types of information , on a with another computing system ( whether illustrated or not ) 
graphical - type user interface ( UI ) ( or GUI ) or other UI . that is communicatively linked to the Network 630 in a 

The Computer 602 can serve in a role in a distributed distributed environment . Generally , the Interface 604 is 
computing system as a client , network component , a server , operable to communicate with the Network 630 and includes 
a database or another persistency , another role , or a combi- 5 logic encoded in software , hardware , or a combination of 
nation of roles for performing the subject matter described software and hardware . More specifically , the Interface 604 in the present disclosure . The illustrated Computer 602 is can include software supporting one or more communication communicably coupled with a Network 630. In some imple protocols associated with communications such that the mentations , one or more components of the Computer 602 Network 630 or hardware of Interface 604 is operable to can be configured to operate within an environment , includ- 10 communicate physical signals within and outside of the ing cloud - computing - based , local , global , another environ illustrated Computer 602 . ment , or a combination of environments . 

At a high level , the Computer 602 is an electronic The Computer 602 includes a Processor 605. Although 
computing device operable to receive , transmit , process , illustrated as a single Processor 605 , two or more Processors 
store , or manage data and information associated with the 15 605 can be used according to particular needs , desires , or 
described subject matter . According to some implementa particular implementations of the Computer 602. Generally , 
tions , the Computer 602 can also include or be communi the Processor 605 executes instructions and manipulates 
cably coupled with a server , including an application server , data to perform the operations of the Computer 602 and any 
e - mail server , web server , caching server , streaming data algorithms , methods , functions , processes , flows , and pro 
server , another server , or a combination of servers . 20 cedures as described in the present disclosure . 

The Computer 602 can receive requests over Network 630 The Computer 602 also includes a Database 606 that can 
( for example , from a client software application executing hold data for the Computer 602 , another component com 
on another Computer 602 ) and respond to the received municatively linked to the Network 630 ( whether illustrated 
requests by processing the received requests using a soft or not ) , or a combination of the Computer 602 and another 
ware application or a combination of software applications . 25 component . For example , Database 606 can be an in 
In addition , requests can also be sent to the Computer 602 memory , conventional , or another type of database storing 
from internal users ( for example , from a command console data consistent with the present disclosure . In some imple 
or by another internal access method ) , external or third mentations , Database 606 can be a combination of two or parties , or other entities , individuals , systems , or computers . more different database types ( for example , a hybrid in Each of the components of the Computer 602 can com- 30 memory and conventional database ) according to particular municate using a System Bus 603. In some implementations , needs , desires , or particular implementations of the Com any or all of the components of the Computer 602 , including puter 602 and the described functionality . Although illus hardware , ftware , or a combination of hardware and 
software , can interface over the System Bus 603 using an trated as a single Database 606 , two or more databases of 
application programming interface ( API ) 612 , a Service 35 similar or differing types can be used according to particular 
Layer 613 , or a combination of the API 612 and Service needs , desires , or particular implementations of the Com 
Layer 613. The API 612 can include specifications for puter 602 and the described functionality . While Database 
routines , data structures , and object classes . The API 612 can 606 is illustrated as an integral component of the Computer 
be either computer - language independent or dependent and 602 , in alternative implementations , Database 606 can be 
refer to a complete interface , a single function , or even a set 40 external to the Computer 602 . 
of APIs . The Service Layer 613 provides software services The Computer 602 also includes a Memory 607 that can 
to the Computer 602 or other components ( whether illus hold data for the Computer 602 , another component or 
trated or not ) that are communicably coupled to the Com components communicatively linked to the Network 630 
puter 602. The functionality of the Computer 602 can be ( whether illustrated or not ) , or a combination of the Com 
accessible for all service consumers using the Service Layer 45 puter 602 and another component . Memory 607 can store 
613. Software services , such as those provided by the any data consistent with the present disclosure . In some 
Service Layer 613 , provide reusable , defined functionalities implementations , Memory 607 can be a combination of two 
through a defined interface . For example , the interface can or more different types of memory ( for example , a combi 
be software written in JAVA , C ++ , another computing nation of semiconductor and magnetic storage ) according to 
language , or a combination of computing languages provid- 50 particular needs , desires , or particular implementations of 
ing data in extensible markup language ( XML ) format , the Computer 602 and the described functionality . Although 
another format , or a combination of formats . While illus illustrated as a single Memory 607 , two or more Memories 
trated as an integrated component of the Computer 602 , 607 or similar or differing types can be used according to 
alternative implementations can illustrate the API 612 or the particular needs , desires , or particular implementations of 
Service Layer 613 as stand - alone components in relation to 55 the Computer 602 and the described functionality . While 
other components of the Computer 602 or other components Memory 607 is illustrated as an integral component of the 
( whether illustrated or not ) that are communicably coupled Computer 602 , in alternative implementations , Memory 607 
to the Computer 602. Moreover , any or all parts of the API can be external to the Computer 602 . 
612 or the Service Layer 613 can be implemented as a child The Application 608 is an algorithmic software engine 
or a sub - module of another software module , enterprise 60 providing functionality according to particular needs , 
application , or hardware module without departing from the desires , or particular implementations of the Computer 602 , 
scope of the present disclosure . particularly with respect to functionality described in the 

The Computer 602 includes an Interface 604. Although present disclosure . For example , Application 608 can serve 
illustrated as a single Interface 604 , two or more Interfaces as one or more components , modules , or applications . Fur 
604 can be used according to particular needs , desires , or 65 ther , although illustrated as a single Application 608 , the 
particular implementations of the Computer 602. The Inter Application 608 can be implemented as multiple Applica 
face 604 is used by the Computer 602 for communicating tions 608 on the Computer 602. In addition , although 
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illustrated as integral to the Computer 602 , in alternative one , and , in response , requesting , by the one or more 
implementations , the Application 608 can be external to the computers , removal of the second Application from the 
Computer 602 . Tenant subscription on the second Service 

The Computer 602 can also include a Power Supply 614 . A sixth feature , combinable with any of the previous or 
The Power Supply 614 can include a rechargeable or non 5 following features , comprising determining , by the one or 
rechargeable battery that can be configured to be either user more computers , that the counter number is equal to one , and 
or non - user - replaceable . In some implementations , the in response , requesting , by the one or more computers , 
Power Supply 614 can include power - conversion or man removal of the Tenant subscription from the second Service . 
agement circuits ( including recharging , standby , or another In a second implementation , non - transitory , computer 
power management functionality ) . In some implementa- 10 readable medium storing one or more instructions execut 
tions , the Power Supply 614 can include a power plug to able by a computer system to perform operations compris 
allow the Computer 602 to be plugged into a wall socket or ing : receiving a Tenant request to subscribe to a first 
another power source to , for example , power the Computer Application ; determining a first Service that the first Appli 
602 or recharge a rechargeable battery . cation consumes ; and determining that the Tenant is new to 

There can be any number of Computers 602 associated 15 the first Service ; and in response , providing a subscription of 
with , or external to , a computer system containing Computer the Tenant in the first Service ; and providing the first 
602 , each Computer 602 communicating over Network 630 . Application to be added to the subscription of the Tenant in 
Further , the term “ client , ” “ user , " or other appropriate ter the first Service . 
minology can be used interchangeably , as appropriate , with The foregoing and other described implementations can 
out departing from the scope of the present disclosure . 20 each , optionally , include one or more of the following 
Moreover , the present disclosure contemplates that many features : 
users can use one Computer 602 , or that one user can use A first feature , combinable with any of the following 
multiple computers 602 . features , comprising one or more instructions executable to 

Described implementations of the subject matter can perform : determining that the subscription of the Tenant 
include one or more features , alone or in combination . 25 exists on the first Service ; and in response to determining 
For example , in a first implementation , receiving , at one that the subscription of the Tenant exists in the first Service , 

or more computers , a Tenant request to subscribe to a first providing the first Application to be added to the subscrip 
Application ; determining , by the one or more computers , a tion of the Tenant in the first Service . 
first Service that the first Application consumes ; and deter A second feature , combinable with any of the previous or 
mining , by the one or more computers , that the Tenant is new 30 following features , wherein the subscription is associated 
to the first Service ; and in response , providing , by the one or with a reference counter counting number of Applications 
more computers , a subscription of the Tenant in the first that consume the first Service and are subscribed by the 
Service ; and providing , by the one or more computers , the Tenant . 
first Application to be added to the subscription of the Tenant A third feature , combinable with any of the previous or 
in the first Service . 35 following features , wherein the number on the reference 

The foregoing and other described implementations can counter is determined by a number of Service OPEN 
each , optionally , include one or more of the following AUTHORIZATION ( OAUTH ) Clients provided for each 
features : Tenant request to an Application subscription . 

A first feature , combinable with any of the following A fourth feature , combinable with any of the previous or 
features , comprising determining , by the one or more com- 40 following features , comprising one or more instructions 
puters , that the subscription of the Tenant exists on the first executable to perform providing a persistency for the sub 
Service ; and in response to determining that the subscription scription of the Tenant in the first Service . 
of the Tenant exists in the first Service , providing , by the one A fifth feature , combinable with any of the previous or 
or more computers , the first Application to be added to the following features , comprising one or more instructions 
subscription of the Tenant in the first Service . 45 executable to perform : receiving a Tenant request to unsub 

A second feature , combinable with any of the previous or scribe from a second Application ; determining a second 
following features , wherein the subscription is associated Service associated with the second Application ; determining 
with a reference counter counting number of Applications a reference counter number associated with a Tenant sub 
that consume the first Service and are subscribed by the scription on the second Service ; and determining that the 
Tenant . 50 reference counter number is greater than one , and in 

A third feature , combinable with any of the previous or response , requesting removal of the second Application 
following features , wherein the number on the reference from the Tenant subscription on the second Service . 
counter is determined by a number of Service OPEN A sixth feature , combinable with any of the previous or 
AUTHORIZATION ( OAUTH ) Clients provided for each following features , comprising one or more instructions 
Tenant request to an Application subscription . 55 executable to perform determining that the counter number 

A fourth feature , combinable with any of the previous or is equal to one , and in response , requesting , by the one or 
following features , comprising providing a persistency for more computers , removal of the Tenant subscription from 
the subscription of the Tenant in the first Service . the second Service . 

A fifth feature , combinable with any of the previous or In a third implementation , a computer - implemented sys 
following features , comprising receiving , at the one or more 60 tem , comprising : one or more computers ; and one or more 
computers , a Tenant request to unsubscribe from a second computer memory devices interoperably coupled with the 
Application ; determining , by the one or more computers , a one or more computers and having tangible , non - transitory , 
second Service associated with the second Application ; machine - readable media storing one or more instructions 
determining , by the one or more computers , a reference that , when executed by the one or more computers , perform 
counter number associated with a Tenant subscription on the 65 one or more operations comprising : receiving a Tenant 
second Service ; and , determining , by the one or more request to subscribe to a first Application ; determining a first 
computers , that the reference counter number is greater than Service that the first Application consumes ; and determining 
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that the Tenant is new to the first Service ; and in response : or similar terms ( as understood by one of ordinary skill in 
providing a subscription of the Tenant in the first Service ; the art ) , means that an action and a response are temporally 
and providing the first Application to be added to the proximate such that an individual perceives the action and 
subscription of the Tenant in the first Service . the response occurring substantially simultaneously . For 

The foregoing and other described implementations can 5 example , the time difference for a response to display ( or for 
each , optionally , include one or more of the following an initiation of a display ) of data following the individual's 
features : action to access the data can be less than 1 millisecond ( ms ) , 

A first feature , combinable with any of the following less than 1 second ( s ) , or less than 5 s . While the requested 
features , further configured to : determine that the subscrip data need not be displayed ( or initiated for display ) instan 
tion of the Tenant exists on the first Service ; and in response 10 taneously , it is displayed ( or initiated for display ) without 
to determining that the subscription of the Tenant exists in any intentional delay , taking into account processing limi 
the first Service , providing the first Application to be added tations of a described computing system and time required 
to the subscription of the Tenant in the first Service . to , for example , gather , accurately measure , analyze , pro 

A second feature , combinable with any of the previous or cess , store , or transmit the data . 
following features , wherein the subscription is associated 15 The terms “ data processing apparatus , " " computer , ” or 
with a reference counter counting number of Applications “ electronic computer device ” ( or an equivalent term as 
that consume the first Service and are subscribed by the understood by one of ordinary skill in the art ) refer to data 
Tenant . processing hardware and encompass all kinds of appara 

A third feature , combinable with any of the previous or tuses , devices , and machines for processing data , including 
following features , wherein the number on the reference 20 by way of example , a programmable processor , a computer , 
counter is determined by a number of Service OPEN or multiple processors or computers . The computer can also 
AUTHORIZATION ( OAUTH ) Clients provided for each be , or further include special purpose logic circuitry , for 
Tenant request to an Application subscription . example , a central processing unit ( CPU ) , an FPGA ( field 

A fourth feature , combinable with any of the previous or programmable gate array ) , or an ASIC ( application specific 
following features , further configured to provide a persis- 25 integrated circuit ) . In some implementations , the computer 
tency for the subscription of the Tenant in the first Service . or computer - implemented system or special purpose logic 

A fifth feature , combinable with any of the previous or circuitry ( or a combination of the computer or computer 
following features , further configured to : receive a Tenant implemented system and special purpose logic circuitry ) can 
request to unsubscribe from a second Application ; determine be hardware- or software - based ( or a combination of both 
a second Service associated with the second Application ; 30 hardware- and software - based ) . The computer can option 
determine a reference counter number associated with a ally include code that creates an execution environment for 
Tenant subscription on the second Service ; determine that computer programs , for example , code that constitutes pro 
the reference counter number is greater than one , and in cessor firmware , a protocol stack , a database management 
response , request removal of the second Application from system , an operating system , or a combination of execution 
the Tenant subscription on the second Service ; and deter- 35 environments . The present disclosure contemplates the use 
mine that the counter number is equal to one , and in of a computer or computer - implemented system with an 
response , request removal of the Tenant subscription from operating system of some type , for example LINUX , UNIX , 
the second Service . WINDOWS , MAC OS , ANDROID , IOS , another operating 

Implementations of the subject matter and the functional system , or a combination of operating systems . 
operations described in this specification can be imple- 40 A computer program , which can also be referred to or 
mented in digital electronic circuitry , in tangibly embodied described as a program , software , a software application , a 
computer software or firmware , in computer hardware , unit , a module , a software module , a script , code , or other 
including the structures disclosed in this specification and component can be written in any form of programming 
their structural equivalents , or in combinations of one or language , including compiled or interpreted languages , or 
more of them . Software implementations of the described 45 declarative or procedural languages , and it can be deployed 
subject matter can be implemented as one or more computer in any form , including , for example , as a stand - alone pro 
programs , that is , one or more modules of computer program gram , module , component , or subroutine , for use in a 
instructions encoded on a tangible , non - transitory , com computing environment . A computer program can , but need 
puter - readable medium for execution by , or to control the not , correspond to a file in a file system . A program can be 
operation of , a computer or computer - implemented system . 50 stored in a portion of a file that holds other programs or data , 
Alternatively , or additionally , the program instructions can for example , one or more scripts stored in a markup lan 
be encoded in / on an artificially generated propagated signal , guage document , in a single file dedicated to the program in 
for example , a machine - generated electrical , optical , or question , or in multiple coordinated files , for example , files 
electromagnetic signal that is generated to encode informa that store one or more modules , sub programs , or portions of 
tion for transmission to a receiver apparatus for execution by 55 code . A computer program can be deployed to be executed 
a computer or computer - implemented system . The com on one computer or on multiple computers that are located 
puter - storage medium can be a machine - readable storage at one site or distributed across multiple sites and intercon 
device , a machine - readable storage substrate , a random or nected by a communication network . 
serial access memory device , or a combination of computer While portions of the programs illustrated in the various 
storage mediums . Configuring one or more computers 60 figures can be illustrated as individual components , such as 
means that the one or more computers have installed hard units or modules , that implement described features and 
ware , firmware , or software ( or combinations of hardware , functionality using various objects , methods , or other pro 
firmware , and software ) so that when the software is cesses , the programs can instead include a number of 
executed by the one or more computers , particular comput sub - units , sub - modules , third - party services , components , 
ing operations are performed . 65 libraries , and other components , as appropriate . Conversely , 

The term “ real - time , " " real time , " " realtime , " " real ( fast ) the features and functionality of various components can be 
time ( RFT ) , ” “ near ( ly ) real - time ( NRT ) , ” " quasi real - time , ” combined into single components , as appropriate . Thresh 



US 10,715,405 B2 
19 20 

olds used to make computational determinations can be by which the user can provide input to the computer . Input 
statically , dynamically , or both statically and dynamically can also be provided to the computer using a touchscreen , 
determined . such as a tablet computer surface with pressure sensitivity , 

Described methods , processes , or logic flows represent a multi - touch screen using capacitive or electric sensing , or 
one or more examples of functionality consistent with the 5 another type of touchscreen . Other types of devices can be 
present disclosure and are not intended to limit the disclo used to interact with the user . For example , feedback pro 
sure to the described or illustrated implementations , but to vided to the user can be any form of sensory feedback ( such 
be accorded the widest scope consistent with described as , visual , auditory , tactile , or a combination of feedback 
principles and features . The described methods , processes , types ) . Input from the user can be received in any form , 
or logic flows can be performed by one or more program- 10 including acoustic , speech , or tactile input . In addition , a 
mable computers executing one or more computer programs computer can interact with the user by sending documents to 
to perform functions by operating on input data and gener and receiving documents from a client computing device 
ating output data . The methods , processes , or logic flows can that is used by the user ( for example , by sending web pages 
also be performed by , and computers can also be imple to a web browser on a user's mobile computing device in 
mented as , special purpose logic circuitry , for example , a 15 response to requests received from the web browser ) . 
CPU , an FPGA , or an ASIC . The term " graphical user interface , ” or “ GUI , ” can be 

Computers for the execution of a computer program can used in the singular or the plural to describe one or more 
be based on general or special purpose microprocessors , graphical user interfaces and each of the displays of a 
both , or another type of CPU . Generally , a CPU will receive particular graphical user interface . Therefore , a GUI can 
instructions and data from and write to a memory . The 20 represent any graphical user interface , including but not 
essential elements of a computer are a CPU , for performing limited to , a web browser , a touch screen , or a command line 
or executing instructions , and one or more memory devices interface ( CLI ) that processes information and efficiently 
for storing instructions and data . Generally , a computer will presents the information results to the user . In general , a GUI 
also include , or be operatively coupled to , receive data from can include a number of user interface ( UI ) elements , some 
or transfer data to , or both , one or more mass storage devices 25 or all associated with a web browser , such as interactive 
for storing data , for example , magnetic , magneto optical fields , pull - down lists , and buttons . These and other UI 
disks , or optical disks . However , a computer need not have elements can be related to or represent the functions of the 
such devices . Moreover , a computer can be embedded in web browser . 
another device , for example , a mobile telephone , a personal Implementations of the subject matter described in this 
digital assistant ( PDA ) , a mobile audio or video player , a 30 specification can be implemented in a computing system that 
game console , a global positioning system ( GPS ) receiver , includes a back - end component , for example , as a data 
or a portable memory storage device . server , or that includes a middleware component , for 
Non - transitory computer readable media for storing com example , an application server , or that includes a front - end 

puter program instructions and data can include all forms of component , for example , a client computer having a graphi 
permanent / non - permanent or volatile / non - volatile memory , 35 cal user interface or a Web browser through which a user can 
media and memory devices , including by way of example interact with an implementation of the subject matter 
semiconductor memory devices , for example , random described in this specification , or any combination of one or 
access memory ( RAM ) , read only memory ( ROM ) , phase more such back - end , middleware , or front - end components . 
change memory ( PRAM ) , static random access memory The components of the system can be interconnected by any 
( SRAM ) , dynamic random access memory ( DRAM ) , eras- 40 form or medium of wireline or wireless digital data com 
able programmable read - only memory ( EPROM ) , electri munication ( or a combination of data communication ) , for 
cally erasable programmable read - only memory ( EE example , a communication network . Examples of commu 
PROM ) , and flash memory devices ; magnetic devices , for nication networks include a local area network ( LAN ) , a 
example , tape , cartridges , cassettes , internal / removable radio access network ( RAN ) , a metropolitan area network 
disks ; magneto optical disks ; and optical memory devices , 45 ( MAN ) , a wide area network ( WAN ) , Worldwide Interop 
for example , digital versatile / video disc ( DVD ) , compact erability for Microwave Access ( WIMAX ) , a wireless local 
disc ( CD ) ROM , DVD +/- R , DVD - RAM , DVD - ROM , high area network ( WLAN ) using , for example , 802.11 a / b / g / n or 
definition / density ( HD ) -DVD , and BLU - RAY / BLU - RAY 802.20 ( or a combination of 802.11x and 802.20 or other 
DISC ( BD ) , and other optical memory technologies . The protocols consistent with the present disclosure ) , all or a 
memory can store various objects or data , including caches , 50 portion of the Internet , another communication network , or 
classes , frameworks , applications , modules , backup data , a combination of communication networks . The communi 
jobs , web pages , web page templates , data structures , data cation network can communicate with , for example , Internet 
base tables , repositories storing dynamic information , or Protocol ( IP ) packets , frame relay frames , Asynchronous 
other appropriate information including any parameters , Transfer Mode ( ATM ) cells , voice , video , data , or other 
variables , algorithms , instructions , rules , constraints , or ref- 55 information between network nodes . 
erences . Additionally , the memory can include other appro The computing system can include clients and servers . A 
priate data , such as logs , policies , security or access data , or client and server are generally remote from each other and 
reporting files . The processor and the memory can be typically interact through a communication network . The 
supplemented by , or incorporated in , special purpose logic relationship of client and server arises by virtue of computer 
circuitry . 60 programs running on the respective computers and having a 

To provide for interaction with a user , implementations of client - server relationship to each other . 
the subject matter described in this specification can be While this specification contains many specific imple 
implemented on a computer having a display device , for mentation details , these should not be construed as limita 
example , a cathode ray tube ( CRT ) , liquid crystal display tions on the scope of any inventive concept or on the scope 
( LCD ) , light emitting diode ( LED ) , or plasma monitor , for 65 of what can be claimed , but rather as descriptions of features 
displaying information to the user and a keyboard and a that can be specific to particular implementations of par 
pointing device , for example , a mouse , trackball , or trackpad ticular inventive concepts . Certain features that are 
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described in this specification in the context of separate providing , by the one or more computers , a second 
implementations can also be implemented , in combination , Application to be added to the already - existing sub 
in a single implementation . Conversely , various features that scription of the Tenant to the first Service ; 
are described in the context of a single implementation can wherein the already - existing subscription is associated 
also be implemented in multiple implementations , sepa- 5 with a reference counter counting number of Applica 
rately , or in any sub - combination . Moreover , although pre tions that consume the first Service and are subscribed 
viously described features can be described as acting in by the Tenant ; 
certain combinations and even initially claimed as such , one wherein the number on the reference counter is deter 
or more features from a claimed combination can , in some mined by a number of Service OPEN AUTHORIZA 
cases , be excised from the combination , and the claimed 10 TION ( OAUTH ) Clients provided for each Tenant 
combination can be directed to a sub - combination or varia request received from the Tenant to get a respective 
tion of a sub - combination . Application subscription . 

Particular implementations of the subject matter have 2. The computer - implemented method of claim 1 , 
been described . Other implementations , alterations , and wherein the Tenant is a first Tenant and the Tenant request 
permutations of the described implementations are within 15 is a first request , the method further comprising : 
the scope of the following claims as will be apparent to those receiving , at the one or more computers , from a second 
skilled in the art . While operations are depicted in the Tenant a second request to unsubscribe from a third 
drawings or claims in a particular order , this should not be Application ; 
understood as requiring that such operations be performed in determining , by the one or more computers , a second 
the particular order shown or in sequential order , or that all 20 Service associated with the third Application ; 
illustrated operations be performed ( some operations can be determining , by the one or more computers , a reference 
considered optional ) , to achieve desirable results . In certain counter number associated with a second Tenant sub 
circumstances , multitasking or parallel processing ( or a scription to the second Service ; and 
combination of multitasking and parallel processing ) can be determining , by the one or more computers , that the 
advantageous and performed as deemed appropriate . reference counter number is greater than one , and , in 
Moreover , the separation or integration of various system response : 

modules and components in the previously described imple requesting , by the one or more computers , removal of 
mentations should not be understood as requiring such the third Application from the second Tenant sub 
separation or integration in all implementations , and it scription to the second Service . 
should be understood that the described program compo- 30 3. The computer - implemented method of claim 2 , 
nents and systems can generally be integrated together in a wherein the persistency is a first persistency , and the method 
single software product or packaged into multiple software further comprises : 
products . determining , by the one or more computers , that the 

Accordingly , the previously described example imple reference counter number is equal to one , and in 
mentations do not define or constrain the present disclosure . 35 response : 
Other changes , substitutions , and alterations are also pos requesting , by the one or more computers , removal of a 
sible without departing from the spirit and scope of the second persistency associated with the second Tenant . 
present disclosure . 4. The method of claim 1 , wherein the first service 

Furthermore , any claimed implementation is considered provides one or more service instances to one or more 
to be applicable to at least a computer - implemented method ; 40 applications , the method further comprising : 
a non - transitory , computer - readable medium storing com determining that the first Application uses a first service 
puter - readable instructions to perform the computer - imple instance for the Tenant , the first service instance being 
mented method ; and a computer system comprising a com a service instance of the one or more service instances , 
puter memory interoperably coupled with a hardware wherein providing the subscription of the Tenant to the 
processor configured to perform the computer - implemented 45 first Service includes subscribing the Tenant to the first 
method or the instructions stored on the non - transitory , instance of the first service . 
computer - readable medium . 5. The method of claim 4 , wherein the Tenant is sub 
What is claimed is : scribed to a second service instance different from the first 
1. A computer - implemented method , comprising : service instance , the second service instance being an 
receiving , at one or more computers , a Tenant request to 50 instance of the one or more service instances of the first 

subscribe to a first Application ; service that the second Application uses , the second Appli 
determining , by the one or more computers , a first Service cation being different from the first Application . 

that the first Application consumes ; 6. The method of claim 1 , wherein the Tenant is a first 
determining , by the one or more computers , that a Tenant Tenant , the persistency is a first persistency , and the sub 

is new to the first Service and in response : 55 scription is a first subscription to the first Service , the 
creating , by the one or more computers , a persistency method further comprising : 

for the Tenant with respect to the first Service , receiving , from a second Tenant different from the first 
providing , by the one or more computers , a subscrip Tenant , a second request to subscribe to the first Appli 

tion of the Tenant to the first Service , cation ; and 
associating , by the one or more computers , the sub- 60 determining that the second Tenant is new to the first 

scription to the persistency , and Service , and in response : 
adding , by the one or more computers , the first Appli creating a second persistency for the second Tenant 

cation to the subscription of the Tenant to the first with respect to the first Service , the second persis 
Service ; tency being different from the first persistency , 

identifying , by the one or more computers , an already- 65 providing a second subscription of the second Tenant to 
existing subscription of the Tenant to the first Service ; the first Service and associating the second subscrip 
and , tion to the second persistency , and 
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adding the first Application to the second subscription . 10. A computer - implemented system , comprising : 
7. A non - transitory , computer - readable medium storing one or more computers ; and 

one or more instructions executable by a computer system to one or more computer memory devices interoperably 
perform operations comprising : coupled with the one or more computers and having 

receiving a Tenant request to subscribe to a first Appli tangible , non - transitory , machine - readable media stor 
cation ; ing one or more instructions that , when executed by the 

determining a first Service that the first Application con one or more computers , perform operations compris 
ing : 

determining that a Tenant is new to the first Service and receiving a Tenant request to subscribe to a first Appli 
in response : cation , 
creating a persistency for the Tenant with respect to the determining a first Service that the first Application con 

first Service , sumes , and 
providing a subscription of the Tenant in the first determining that a Tenant is new to the first Service , and 

in response : Service , 
associating the subscription to the persistency , and creating a persistency for the Tenant with respect to the 

first Service , adding the first Application to the subscription of the 
Tenant to the first Service ; providing a subscription of the Tenant in the first 

Service , identifying an already - existing subscription of the Tenant 
to the first Service ; and associating the subscription to the persistency , and 

providing a second Application to be added to the already- 20 adding the first Application to the subscription of the 
Tenant to the first Service ; existing subscription of the Tenant to the first Service ; identifying an already - existing subscription of the Tenant wherein the already - existing subscription is associated to the first Service ; and with a reference counter counting number of Applica 

tions that consume the first Service and are subscribed providing a second Application to be added to the already 
by the Tenant ; existing subscription of the Tenant to the first Service ; 

wherein the number on the reference counter is deter wherein the already - existing subscription is associated 
mined by a number of Service OPEN AUTHORIZA with a reference counter counting number of Applica 

tions that consume the first Service and are subscribed TION ( OAUTH ) Clients provided for each Tenant 
request received from the Tenant to get a respective by the Tenant ; 

wherein the number on the reference counter is deter Application subscription . 
mined by a number of Service OPEN AUTHORIZA 8. The non - transitory , computer - readable medium of TION ( OAUTH ) Clients provided for each Tenant claim 7 , wherein the Tenant is a first Tenant and the Tenant 

request is a first request , and the operations further comprise : request received from the Tenant to get a respective 
receiving from a second Tenant a second request to Application subscription . 
unsubscribe from a third Application ; 11. The computer - implemented system of claim 10 , 

wherein the Tenant is a first Tenant and the Tenant request determining a second Service associated with the third 
Application ; is a first request , the system being configured to : 

determining a reference counter number associated with a receive from a second Tenant a second request to unsub 
scribe from a third Application ; second Tenant subscription to the second Service ; and determine a second Service associated with the third determining that the reference counter number is greater 40 

than one , and in response : Application ; 
determine a reference counter number associated with a requesting removal of the third Application from the 

second Tenant subscription to the second Service . second Tenant subscription to the second Service ; and 
determine that the reference counter number is greater 9. The non - transitory , computer - readable medium of than one , and in response : claim 8 , 

wherein the persistency is a first persistency , and opera requesting removal of the third Application from the 
tions further comprise : second Tenant subscription to the second Service and 

determine that the reference counter number is equal to one or more instructions executable to perform determin one , and in response : ing that the reference counter number is equal to one , 
and in response : request removal of the second tenant subscription from 

the second service . requesting removal of a second persistency associated 
with the second Tenant . 
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