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DATA STRUCTURE FOR ACCESS CONTROL

CROSS REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of priority from U.S. Utility Application
entitled “Data Structure for Access Control,” filed August 18, 2003, Application Serial
No. 10/642,499.

TECHNICAL FIELD
This description relates to managing information used to control access to data in

a computer system.

BACKGROUND

Computer systems often are used to manage and process business data. To do so,
a business enterprise may use various application programs running on one or more
computer systems. Application programs may be used to process business transactions,
such as taking and fulfilling customer orders, providing supply chain and inventory
management, performing human resource management functions, and performing
financial management functions. Application programs also may be used for analyzing
data, including analyzing data obtained through transaction processing systems. A
business enterprise often may have a large volume of data and a large number of users
who access data to process business transactions or to analyze data.

It may not be desirable for ail users of a computer system to have access to all
data in a computer system. This may be particularly true when a computer system has a
large number of users, a large volume of data, or both a large number of users and a large
volume of data. This also may be particularly true when a compﬁter system is accessible
to users or other computer systems over a private or public network.

One approach to preventing access to some portions of data by some users while

permitting access to the portions of data by other users is to assign to particular users
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access privileges to particular portions of data. An access control list may be used to
identify the particular users that are permitted access to particular portions of data.
Creating and updating an access control list so that the access control list accurately
provides access to the appropriate portions of data to the appropriate users may be a
burdensome and time-consuming process. One approach to reducing the burden of
managing access control information is to use an access control list that provides users
access to particular portions of data based on a user attribute that is shared by many users

(rather basing access on a user identifier that is unique to each user).

SUMMARY

Generally, the invention automatically generates and stores access control
information that identifies users that are permitted to access particular business objects
used by a computer application. The generation of access control information is based on
a characteristic that is shared by the user and the business object to be accessed. The
characteristic may be, for example, an attribute or a method to determine a characteristic
of a user and/or a characteristic of a business object. In another aspect, the invention
identifies a data structure for storing access control information.

In one general aspect, data structures are stored on a computer-readable medium
or included in a computer-readable propagated signal. The data structures may be used
for access control to data objects by users of a computer system or computing device.

The data structures include an access control group data structure, a user access data
structure, and a data object access data structure. The access control group data structure
stores access control group data. The user access data structure stores user access data.
The user access data relates to at least one entry in the access control group data structure.
The data object access data structure stores data object access data. The data object
access data relates to at least one entry in the access control group data structure.

Implementations may include one or more of the following features. For example,
at least one entry in the access control group data may include a characteristic for use in
determining at least one entry in the user access data structure that relates to the at least
one entry in the access control group data structure. At least one entry in the access

control group data structure may include a characteristic for use in determining at least
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one entry in the data object access data structure that relates to the at least one entry in the
access control group data structure. At least one entry in the access control group data
structure may include (1) a user characteristic for use in determining at least one entry in
the user access data structure that relates to the at least one entry in the access control
group data structure, and (2) an object characteristic for use in determining at least one
entry in the data object access data structure that relates to the at least one entry in the
access control group data structure. At least one entry in the access control group data
structure may include an indication of an access control rule for use in determining (1) at
least one entry in the user access data structure that relates to the at least one entry in the
access control group data structure, and (2) at least one entry in the data object data
structure that relates to the at least one entry in the access control group data structure.

Regarding the data object access data structure, at least one entry in the data
object access data may include an indication of action that is permitted to be performed
on a data object identified in the at least one entry in the data object access data structure.
Also considering the user access data structure, at least one entry in the user access data
structure may include an indication of action that is permitted to be performed by a user
identified in the at least one entry in the user access data structure on a data object
identified in the at least one entry in the data object access data structure. The at least one
entry in the data object access data structure may relate to the at least one entry in the user
access data structure.

The data structures also may include an access rule data structure. The access rule
data structure may store access control rule data. The access rule data may relate to at
least one entry in the access control group data structure. At least one entry in the access
rule data structure may include an indication of action that is permitted to be performed
for at least one entry in the data object access data structure. At least one entry in the
access rule data structure may include an indication of how to determine at least one entry
in the data object access data structure that relates to at least one entry in the access
control group data structure. At least one entry in the access rule data structure may
include an indication of how to determine at least one entry in the user access data

structure that relates to at least one entry in the access control group data structure.
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Each of the access control group data structure, the user access data structure, and
the data object access data structure are separately maintainable from each of the other
data structures. Similarly, each of the user access data structure and the data object access
data structure are separately maintainable from the other data structure. A change in the
user access data stored in the user access data structure does not necessitate a change in
the data object access data stored in the data object access data structure to maintain
desired control over access by particular users to particular data objects. Similarly, a
change in the data object access data stored in the data object access data structure does
not necessitate a change in the user access data stored in the user access data structure to
maintain desired control over access by particular users to particular data objects.

In another general aspect, other data structures are stored on a computer-readable
medium or included in a computer-readable propagated signal. The data structures may
be used for access control to data objects by users of a computer system or computing
device. The data structures include an access control rule data structure and a
characteristic method data structure. The access control rule data structure stores access
control rule data, and the characteristic method data structure stores characteristic method
data. The characteristic method data relates to at least one entry in the access control rule
data structure.

Implementations may include one or more of the following features. The data
structures may include a user data structure to store user data. At least one entry in the
characteristic method data structure may include an indication of a method to determine a
user characteristic associated with at least one entry in the user data structure. At least
one entry in the access control rule data structure may include an indication of a criterion
for use in eliminating at least one entry in the data object data structure when using the
method to determine a user characteristic, as may at least one entry in the characteristic
method data structure.

The data structure may include a data object data structure to store data object
data. At least one eniry in the characteristic method data structure may include an
indication of a method to determine a data object characteristic associated with at least
one entry in the data object data structure. At least one entry in the characteristic method

data structure or the access control rule data structure may include an indication of a
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criterion for use in eliminating at least one entry in the data object data structure when
using the method to determine a data object characteristic.

Implementations of the any techniques discussed above may include data
structures stored on a computer-accessible medium, data structures on a propagated
signal, or a system or an apparatus. The details of one or more implementations of the
invention are set forth in the accompanying drawings and the description below. Other
features, objects, and advantages of the invention will be apparent from the description

and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram of a system incorporating various aspects of the
invention.

FIGS. 2, 7 and 8 are block diagrams illustrating example data structures for use in
automatically generating access control information and using the generated access
control information.

FIGS. 3, 9 and 10 are flow charts of processes for generating access control
information.

FIGS. 4 and 13 are flow charts of processes for checking whether a particular user
is permitted to access a particular business object.

FIGS. 5, 11A, 11B and 12 are block diagrams of representations of example
access control information, user information, and business object information.

FIG. 6 is a flow chart of a process for modifying an access control rule that is used

to generate access control information.

DETAILED DESCRIPTION
FIG. 1 shows a block diagram of a system 100 of networked computers that
includes a computer system 110 for a business application. A user of the business
application only is permitted to access a portion of the business data. The portion of the
business data accessible to a user is based on a characteristic that is shared by the business
data and the user. The characteristic can be an attribute that is directly or indirectly

related to the user and an attribute that is directly or indirectly related to the business data.
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The system 100 includes the computer system 110, a client computer 115 used by
a system administrator 117 to administer the business application, and a client computer
120 used by a user 122 to access the business application. The computer system 110, the
client computer 115 and the client computer 120 all are capable of executing instructions
on data. As is conventional, the computer system 110 includes a server 130 and a data
storage device 135 that is associated with the server 130. The data storage device 135
includes data 140 and executable instructions 145. A particular portion of data, here
referred to as business objects 150, is stored in the computer system 110. The business
objects 150 includes multiple business objects. Each business object in business objects
150 is a collection of data attribute values, and typically is associated with a principal
entity represented in a computing device or a computing system. Examples of a business
object include information about a customer, an employee, a product, a business partner,
a product, a sales invoice, and a sales order. A business object may be stored, for
example, as a row in a relational database table, an object in an object-oriented database,
data in an extensible mark-up language (XML) file, or a record in a data file. Attributes
152 are associated directly or indirectly with each of the business objects 150. In one
example, a customer business object may be associated with a series of attributes
including a customer number uniquely identifying the customer, a first name, a last name,
an electronic mail address, a mailing address, and a telephone number. In another
example, a sales order business object may include a customer number of the purchaser,
the date on which the sales order was placed, and a list of products, services, or both
products and services purchased.

The computer system 110 also stores another particular portion of data, here
referred to as user information 155. Like the business data 150, the user information 155
includes multiple user objects. Attributes 157 are associated with a portion of the user
information 155. Each portion of user information is a collection of data attribute values
associated with a particular user of the business application. Typically, a portion of user
information is directly or indirectly associated with some attributes of attributes 152. One
type of attribute is a user identifier that uniquely identifies a particular user. Another type
of attribute associated with the user, for example, may be an organizational unit to which

the user is assigned, the sales territory for which the user is responsible, or the name of
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the user. The user information may be stored as rows in a relational database table,
objects in an object-oriented database, data in an extensible mark-up language (XML)
file, or records in a data file.

The computer system 110 also stores access control rules 160 for generating
access control information 165. The computer system 110 includes a process 170 for
generating access control information 165 and a process 175 to check, using the access
control information 165, whether a particular user is permitted access to a particular
business object. The generate access control information process 170 includes executable
instructions for automatically generating, based on a characteristic that is shared by a user
and a business object, access control information 165 using access control rules 160, as
described more fully below. The check user access process 175 includes executable
instructions for determining, based on the generated access control information 165,
whether a particular user is permitted access to a particular business object, as described
more fully below.

The computer system 110 and the client computers 115 and 120 may be arranged
to operate within or in concert with one or more other systems, such as, for example, one
or more LANs (“Local Area Networks™) and/or one or more WANSs (“Wide Area
Networks™). Each of the client computers 115 or 120 may be a general-purpose computer
that is capable of operating as a client of the application program (e.g., a desktop personal
computer, a workstation, or a laptop computer running an application programy), or a more
special-purpose computer (e.g., a device specifically programmed to operate as a client of
a particular application program). The client computer 115 uses a wired or wireless
communication pathway 180 to communicate with the computer system 110, and the
client computer 120 uses a wired or wireless communication pathway 182 to
communicate with the computer system 110. For brevity, FIG. 1 illustrates only a single
system administrator computer 115 and a single user computer 120 for system 100.

In general, the system administrator defines access control rules 160 to identify a
characteristic shared by a user and a business object on which access to the business
object is to be determined. The computer system 110 automatically generates, based on a
shared characteristic, access control information that identifies the particular users that are

permitted access to a particular business object. This may be accomplished, for example,
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through the use of a task scheduler (not shown) that initiates the automated access control
generation process 170 at a particular day and time. In general, the generate access
control information process 170 uses the access control rules 160, attributes 152 of
business objects 150, and attributes 157 of user information 155 to generate access
control information 165 that identifies the particular users that are permitted to access
particular business objects. The generate access control information process 170 may be
scheduled as a recurring event based on the occurrence of a predetermined time or date
(such as each night or every Saturday at one o’clock a.m.). Examples of automated
generate access control information processes are described more fully in FIGS. 3, 9 and
10.

The ability to automatically generate access control information for a business
application may be useful. This may be particularly true in a business enterprise that has
a large number of users (perhaps, thousands, or tens of thousands, of users) and/or a large
number of business objects (perhaps, even millions of business objects) to which each
user needs to be granted permission in order to access. The burden of assigning each user
identifier to each business object that the user is permitted to access may be so large in
some cases as to prohibit the ability of a business enterprise to adequately restrict user
access to data.

FIG. 2 shows an example of a data structure 200 that can be used for
automatically generating, based on a characteristic shared by the user and the business
object to which access is sought, access control information and using the generated
access control information for determining whether a particular user is permitted to access
a particular business object. The data structure 200 includes user information 210 that
may be, for example, an implementation of user information 155 in FIG. 1. The user
information 210 includes a user identifier 211 that uniquely identifies information
associated with a particular user, a user characteristic 212 and, optionally, a user group
identifier 213. The user characteristic 212 is an attribute or attributes that are associated
with the user. For example, the user characteristic 212 may be a unique identifier of an
organizational unit, such as a department, to which the user is assigned or may be a
unique identifier of a geographic territory, such as a sales territory, over which the user is

responsible. The optional user group identifier 213 uniquely identifies a particular user
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group to which the user is assigned. A user group is a collection of users that share a
common characteristic or attribute. For example, a user group may be “managers” that is
associated with a user who is a manager. Another user group may be “sales employees”
that is associated with a user who is a sales employee.

The data structure 200 also includes a business object information 220 that may
be, for example, an implementation of business information 150 in FIG. 1. The business
object information 220 includes a business object identifier 221 that uniquely identifies
information associated with a particular business object, a business object type 222 and a
business object characteristic 223. The business object type 222 identifies a group of
business objects of a particular type, such as a sales order, an employee, or product
information. The business object characteristic 223 is an attribute that is (or attributes
that are) associated with the business object. For example, the business object
characteristic 223 may be a unique identifier of an organizational unit (such as a
department) or a unique identifier of a geographic location to which the business object is
associated (such as the geographic area in which a sale occurred).

The data structure 200 also includes access control rule information 230 that may
be, for example, an implementation of access control rules 160 in FIG. 1. The access
control rule information 230 includes an access control rule identifier 231 that uniquely
identifies a particular access control rule, a business object type 232 that identifies a
business object type to which the rule applies, a characteristic 233, an optional permitted
action 234, and an optional user group identifier 235.

The characteristic 233 identifies the characteristic that the user and the business
object each must have for the user to be permitted to access the business object. In one
example, the characteristic 233 may be a particular organizational unit. When the user
characteristic 212 of a particular user and the business object characteristic 223 both
correspond to the characteristic 233 of the access control rule information 230, the user is
permitted to access the particular business object. The characteristic 233 may be an
attribute, an attribute and a corresponding attribute value, or a method of determining
whether the user and the business object both have a characteristic. When an attribute
only is identified in characteristic 233, the value of the attribute associated with the user

must correspond to the value of the attribute associated with business object. The ability
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to identify a characteristic as an attribute (rather than an attribute and a particular value
that the attribute must have) may help reduce the amount of user manipulation required to
define access control rules. For example, a system administrator only identifies a
particular attribute (such as an organizational unit or a sales territory) rather than
identifying separate rules for each value for the attribute. Thus, a system administrator
may identify a single rule having an attribute for organizational unit (or sales territory
attribute) rather than defining many rules, each of which identifies a particular value of
the organization unit (or sales territory).

The optional list of permitted actions 234 identifies the action or actions that a
user may perform on the business object. Permitted actions may be one or more of a type
of database operation (such as read, write, or delete) or may be another type of action,
such as access permitted to copy the business object.

The user group identifier 235 optionally identifies the user group to which a user
must belong to receive access to the business object. The optional user group identifier
235 may be used to provide a filter condition that reduces the amount of user information
210 processed to generate access control information. This may be accomplished, for
example, when access control information is only generated for a subset of the user
information that belong to the user group identified by the user group identifier 235. This
capability may be particularly useful in an computer system that includes a large number
of users.

The data structure 200 also includes access control information 240 that may be,
for example, an implementation of access control information 165 in FIG. 1. The access
control information 240 includes a record for each user that is permitted to access a
particular business object. The access control information 240 includes an access control
identifier 241, a user identifier 242, a business object identifier 243, an optional indication
of permitted action 244, and an optional access control rule identifier 245. The access
control identifier 241 uniquely identifies a particular access control record, and the user
identifier 242 identifies a user that is permitted to access the business object identified by
the business object identifier 243. The access control information 240 optionally includes
an indication of the permitted action 244 or actions that the user is permitted to perform

on the business object.

10
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The access control information 240 also optionally includes an access control rule
identifier 245 that identifies the access control rule used to generate the particular record
in the access control information 240. By storing the access control rule identifier 245 in
the access control information 240, the capability is provided to identify the particular
access control rule used to generate the record of access control information. The
capability (which may be referred to as traceability) may enable the selective creation or
update of access control information when an access control rule is modified or deleted.
This may be particularly useful when a computer system includes a large number of
users, a large volume of data, or both a large number of users and a large volume of data.

When the access control rule information 230 includes an indication of permitted
actions 234, an access rule identifier 245 for a particular access control information
record may be able to identify permitted action from the access control rule information
230 even when the list of permitted actions 244 are not included in the access control
information 240. This may be accomplished by identifying the indication of permitted
action 234 in the access control rule based on the access control rule identifier 245 in the
access control information 240.

In some implementations, the indication of permitted actions 234 in the access
control rule information 230 and the indication of permitted actions 244 in the access
control information 240 may correspond even when the permitted actions are represented
in a different manner. For example, the access control rule information 230 may include
an indication of permitted action 234 that are more easily understood by a system
administrator (who is responsible for creating and updating the access control rules) than
the indication of permitted actions 244 in access control information 240 that may be
represented as permitted data operations. The indication of permitted action 234 in access
control rule information 230 may include options of view, modify and archive that is
easily understood by a system administrator defining an access rule, whereas the
indication of permitted action 244 in the access control information 240 may include
options of read, write and delete that correspond to database operations. In such a case,
for example, the view option may correspond to the read operation; the modify option
may correspond to the read operation and write operation; and the archive option may

correspond to the read operation, write operation, and delete operation.

11
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FIG. 3 illustrates an automated process 300 for generating access control
information. The automated process 300 may be performed by a processor on a
computing system, such as the computer system 110 of FIG. 1. The processor is directed
by a method, script, or other type of computer program that includes executable
instructions for performing the generate access control information process 300. An
example of such a collection of executable instructions is the generate access control
information process 170 of FIG. 1.

The automated process 300 may begin at a predetermined time and date (typically
a recurring predetermined time and date), may begin when a predetermined condition is
met (such as the definition of a new access control rule), or may be manually initiated by
a system administrator or another type of user. The processor receives an access control
rule (step 310). In one example, the processor receives from a calling software module or
other type of executable software a particular access control record (such as a record from
the access control rule information 230 in FIG. 2). Alternatively, the processor may
access a particular access control record stored in access control rule information, such as
access control rule information 230 in FIG. 2, based on an access control rule identifier
received by the processor.

The processor identifies, based on the characteristic identified in the received
access control rule, users that have the identified characteristic (step 320). This may be
accomplished, for example, by determining records in the user information 210 that
include a user characteristic 212 that corresponds to the characteristic 233 in the access
control rule information 230.

The processor identifies, based on the characteristic identified in the received
access control rule, business objects that have the identified characteristic (step 330).
This may be accomplished, for example, by determining records in the business object
information 220 that include a business object characteristic 223 that corresponds to the
characteristic 233 in the access control rule information 230.

The processor then generates access control information to allow each user having
the identified characteristic (and identified in step 320) to access each business object
having the identified characteristic (and identified in step 330). Each combination of a

user and a business object that is generated may be referred to as a user-business-object
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pair — that is, a user identifier and a business object identifier for a particular access
control information record. The generation of the access control information may be
accomplished, for example, by the processor generating a record of access control
information 240 for each user-business-object pair. The processor may generate an
unique access control identifier 241, associate the user identifier 242 that corresponds to
the user identifier 211 of the user information for the user of the user-business-object pair,
and associate the business object identifier 243 that corresponds to the business object
identifier 221 for the business object of the user-business-object pair. When access
control rule information includes an indication of permitted action 234, the indication of
permitted action 244 may be associated with the access control information record. Some
implementations may associate the access control rule identifier 231 of the access control
rule received in step 310 with the generated access control information.

The processor optionally stores the generated access control information in
persistent storage (step 350). For example, the generated access control information 240
may be stored with the access control information on a data storage device, such as the
access control information 165 stored on the data storage device 135 associated with the
computer system 110 in FIG. 1.

FIG. 4 illustrates a process 400 for using access control information to check
whether a particular user is permitted to access a particular business object. The process
400 may be performed by a processor on a computing system, such as the computer
system 110 of FIG. 1. The processor is directed by a method, script, or other type of
computer program that includes executable instructions for performing the check user
access process 400. An example of such a collection of executable instructions is the
check user access process 175 of FIG. 1.

The process 400 may be initiated by another software module or other type of
executable software when a user seeks to access a particular business object. The
processor receives a user identifier and a business object identifier (step 410). This may
be accomplished, for example, when the computer program that initiates the check access
control process 400 provides a user identifier and a business object identifier to the
processor when the check user access process 400 is initiated. Optionally, the processor

receives an action to be performed by the user on the business object (step 415). In some
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cases, a received action may include multiple actions. In one example, the received
action may include both a read operation and a write operation or may include a read
operation, a write operation and a delete operation.

The processor then searches access control information to identify a record that
includes both the user identifier and the business object identifier (step 420). An access
control information record that includes the user identifier and the business object
identifier indicates that the user is permitted to access the business object identified by the
business object identifier.

When the processor does not find access control information that permits the user
to access the business object (step 425), the processor does not permits access to the
business object (step 430). This may be accomplished, for example, by the processor
returning to the initiating software module or other type of executable software an
indication that the user is not permitted access to the business object. The processor then
ends the process 400.

When the processor finds access control information that permits the user to
access the business object (step 425), the processor permits access to the business object
(step 435). This may be accomplished, for example, by the processor returning to the
initiating software module or other type of executable software an indication that the user
is permitted access to the business object.

Some implementations also may determine whether a requested action is
permitted on the business object. In such a case, the processor determines whether the
received action is permitted (step 440). To do so, for example, the processor may
determine whether the received permitted action corresponds to a permitted action
included in the indication of permitted action 244 in the access control information 240.
This may involve, for example, accessing a table that translates a value of a received
permitted action to the corresponding value or values of permitted actions in the access
control information, as described in FIG. 2 with respect to translating an indication of
permitted actions 234 in the access control rule information 230 to an indication of
permitted action 244 in the access control information 240. When the requested action is
not permitted (step 445), the processor denies the action on the business object (step 450),

whereas when the requested action is permitted (step 445), the processor permits the
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action to occur on the business object (step 455). An indication whether the user is
permitted to perform the requested action on the identified business object, for example,
may be provided to the initiating software module or other type of executable software.

FIG. 5 shows a representation 500 of user information, sales area information,
business object information and access control rule information. The user information
includes two user groups 510A and 510B. The user group 510A includes two users 515A
and 515B, whereas user group 510B includes user 515C. Sales area information includes
two sales areas 520A and 520B. User 515A is assigned to sales area 520A, whereas users
515B and 515C both are assigned to sales area 520B. The business object information
includes a customer business object 525A that is assigned to sales area 520B.

The access control rule information 530 includes two rules 530A and 530B for
permitting access to a customer business object, as shown by the business object type 532
having a value of “CUSTOMER?” for each of rules 530A and 530B. According to rule
530A, users who (1) are associated with the user group identifier 510B that correspond to
the user group identifier 535 of rule 530A (that is, “USER GROUP B”) and (2) share the
characteristic 534 of “SALES AREA” with a customer business object may access the
customer business object to perform the actions that are included in permitted action 533
(here, “FULL”). Therefore, according to rule 530A, user 515C may access the customer
business object 525A to perform any of the actions permitted by “FULL” access. This is
because user 515C (1) is associated with of the user group 510B (that is, “USER GROUP
B”) and (2) shares the characteristic “SALES AREA” with the customer business object
525A — that is, the user 515C and the customer business object 525A both are associated
with the same sales area (here, sales area 520B). The users 515A and 515B are not
permitted full access to the customer business object 515A.

According to rule 530B, users who (1) are associated with the user group
identifier 510A that correspond to the user group identifier 535 of rule 530B (that is,
“USER GROUP A”) and (2) share the characteristic 534 “SALES AREA” with a
customer business object may access the customer business object to perform the actions
that are include in permitted action 533 for the rule 530B (here, “READ ONLY™).
Therefore, according to rule 530B, user 515B may access the customer business object
525A to perform “READ ONLY” action. This is because user 515B (1) is associated
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with the user group 510A (that is, “USER GROUP A”) and (2) shares the characteristic
“SALES AREA” with the customer business object 525A — that is, the user 515B and the
customer business object 525A both are associated with the same sales area (here, sales
area 520B). The user 515A is not permitted full access to the customer business object
515A. According to rule 530B, user 515C is not permitted “READ ONLY" access to the
customer business object 525A; however, user 515C is permitted, based on rule 530A,
“FULL” access (which includes read access) to the customer business object 5154, as
described above.

FIG. 6 depicts a process 600 for modifying an access control rule and modifying
access control information based on the modified access control rule. The process 600
may be performed by a processor on a computing system, such as the computer system
110 of FIG. 1. The processor is directed by a method, script, or other type of computer
program that includes executable instructions for performing the process 600.

The process 600 is initiated by a system administrator or another type of user who
seeks to modify a particular access control rule. The user uses a computer system, such
as client computer system 115 in FIG. 1, to identify a particular access control rule to be
modified. The processor receives an identification of the particular access control rule to
be modified (step 610). This may be accomplished, for example, when the user uses a
computer interface to select a particular access control rule from a list of access control
rules. The user may use a pointing device to select the particular access control rule. The
processor receives the indication of the particular access control rule from the input of the
pointing device. The processor then may retrieve the access control rule information that
corresponds to the selected access control rule, for example, by using the identifier, such
as the access control rule identifier 231 in FIG. 2, to locate and retrieve the selected
access control rule.

The processor displays the access control rule on a display device that is
associated with the computer that the user is using (step 620). The user then may use an
input device to enter a modification to the access control rule. The processor receives the
access control rule modification (step 630).

The processor generates access control information for the modified access

control rule (step 640). This may be accomplished, for example, in a manner similar to
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the process 300 for generating access control information. The process optionally stores
the generated access control information in persistent storage (step 650).

In one example of process 600, a user modifies access control rule 530B in FIG. 5
to permit the action of “CHANGE” which permits a user to perform read and write
operations on any business object that is accessible to the user (but not perform a delete
operation that would also be permitted if the user were granted “FULL” action). The user
identifies access control rule 530B, and the processor receives the access control rule
identifier 531 (step 610). The processor, based on the received access control rule
identifier 531, displays the access control rule 530B (step 620) and receives the
modification of the permitted action 533 to “CHANGE” (step 630).

The processor then modifies the access control information to reflect the modified
access control rule (step 640). When the access control information includes an access
control rule identifier 245, the processor is able to identify each access control
information record that includes an access control rule identifier 245 that corresponds to
the access control rule being modified. The processor updates each corresponding access
control information record to include the modified permitted action 244 of “CHANGE.”

In contrast, when the access control information does not include an access
control rule identifier 245, the processor identifies each user and each business object that
shares the characteristic of the modified access control rule. This may be accomplished
in a manner similar to identifying each user-business-object pair as described previously
in step 340 in FIG. 3. The processor then modifies the access control information records
that correspond to each identified user-business-object pair such that the access control
information records include the modified permitted action 244 of “CHANG J
Therefore, the use of an access control rule identifier 245 may reduce the system
resources and time required to update access control information.

Other types of modification of an access control rule also may be performed. For
example, a characteristic that must be shared by a user and a business object may be
modified. In such a case, for example, the processor deletes the access control records
that correspond to the unmodified access control rule and generates access control
information records that correspond to the modified characteristic in the access control

record.
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FIG. 7 illustrates another example data structure 700 for access control
information. In contrast to the data structure of access control information 240 in FIG. 2,
the access control information data structure 700 includes three data structures 740, 750
and 760 for access control information. The data structures 740, 750 and 760 are related
through the use of an access control group identifier 741, 751 and 761, respectively, that
associates information in each of the three data structures 740, 750 and 760, as shown by
links 766 and 767. |

The user context data structure 740 includes an access control group identifier 741
that uniquely identifies the group of access control information to which the user context
data structure 740 relates. The user context data structure 740 also includes a user
identifier 742 that identifies the user that is permitted to access the business object
identified by the access control list 760, as described more fully below. The user context
data structure 740 may be an example of a user access data structure. The access control
group data structure 750 includes an access control group identifier 751 to identify the
access control group to which the access control group data structure 750 relates, a
characteristic 753 that identifies the characteristic that is shared by a user and a business
object to which the user is permitted access. As described previously, the characteristic
may be a characteristic attribute, a characteristic attribute and a characteristic value for
the identified attributed, or a method for determining whether a user and a business object
share a characteristic. In some implementations, the characteristic 752 may be a type of
characteristic. In some implementations, particularly when the characteristic 753 is a type
of characteristic or an attribute, the characteristic 753 may be referred to as an actor. The
actor may include, for example, the identifier for an organizational unit, a sales territory
that encompasses a defined geographic area, or a zip code. The access control group data
structure 750 also includes an access control rule identifier 755 that identifies the access
control rule for which the access control group relates.

The access control list 760 includes an access control group identifier 761 to
identify the access control group to which the access control list data structure 760
relates, a business object identifier 763 that identifies the business object to which access
is permitted. The access control list 760 also includes an indication of permitted action

765. The access control list 760 may be an example of a data object access data structure.
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In general, the data structures 740, 750 and 760 may be used to determine whether
a particular user is permitted to access a particular business object. When the access
control group identifier 741 of a record in the user context data structure 740 corresponds
to the access control group identifier 761 of a record in the access control list data
structure 760, the user identified in the user context data structure 740 is permitted access
to the business object identified in the access control list data structure 760. Examples of
ways in which the data structures 740, 750 and 760 may be used to manage access control
information are illustrated in FIGS. 9-13.

In some implementations, a user context data structure 740 also may include an
indication of permitted actions (not shown). The indication of permitted actions may be
used to control the types of actions that are permitted by a user in lieu of the permitted
action 765 associated with the access control list 760. In such a case, a user may be
permitted to perform any of the indicated actions associated with the user context data
structure 740 for any business object to which the user has access. This may be referred
to as an access control override setting. The use of such an override setting may be
particularly useful to users who are system administrators who are permitted particular
actions for all business objects in a particular business application.

FIG. 8 illustrates an example data structure 800 for access control rule
information. In contrast to the data structure of access control rule information 230 in
FIG. 2, the access control rule information data structure 800 includes data structures 840
and 850 for use in the definition and storage of access control rule information. In
general, the data structure 840 is an example of a data structure for access control rule
information that identifies a user group, a object type, and a permitted action. The data
structure 850 is an example of a characteristic method data structure that identifies
particular methods for determining a user characteristic and a business object
characteristic. The separation of the method for identifying a characteristic from the
access privilege information of the user group, the business object type and permitted
action may be useful. For example, a particular characteristic method record may be used
by more than one access control rule. The ability fo reuse particular characteristic
methods may result in improved maintainability of the access control rule information.

The data structures 840 and 850 are related through the use of a characteristic method
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identifier 845 and 851, respectively, that associates information in each of the data
structures 840 and 850.

The rule data structure 840 includes a rule identifier 841 that uniquely identifies a
particular rule record in the rule data structure 840. The rule data structure 840 also
includes a user group identifier 843, a characteristic method identifier 845, an indication
of permitted action 846, an object type 859, optional business object filter criteria 848,
and optional user filter criteria 849. The user group identifier 843 identifies a user group
to which a user must be associated with to obtain the permitted action 846 access to a
business object that shares a characteristic with the user. The object type 847 indicates
the type of business object for which access control information is to be generated. In the
rule data structure 840, the user group identifier 843 and the object type 847 provide
additional filters to reduce the amount of data that is processed when access control
information is generated or modified. The indication of permitted action 857 identifies
the permitted action or actions that may be performed on the particular business object to
which a user is permitted access. The indication of permitted action 846 indicates a right
or rights, such as particular types of data operations (including read, write and delete) or
other types of rights, as previously described with respect to FIG. 2.

The optional business object filter criteria 848 identifies filter criteria or a filter
criterion to limit the business objects to which the access control rule applies. The user of
such a filter may reduce the number of business objects to be processed when generating
access control information, which, in turn, help improve the efficiency of generating
access control information. Some implementations may allow a user to identify the
business object filter criteria.848 when the rule is created or modified. In such a case, the
business object filter criteria 848 can be applied programmatically each time access
control information is generated for the rule. This may be referred to as the programmatic
identification of business object filter criteria 848. Alternatively, in some
implementations, when initiating the generation of access control information for a rule, a
user may indicate an optional business object filter criteria 848 to be used. This may be
referred to as the interactive identification of business object filter criteria 850. In some
implementations, a user may be able to identify the business object filter criteria 850

either programmatically or interactively.
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Similarly, the optional user filter criteria 849 identifies filter criteria or a filter
criterion to limit the user information records to which the access control rule applies. A
user may be able to identify the user filter criteria 849 programmatically, interactively, or
both programmatically and interactively.

The characteristic method data structure 850 includes a rule identifier 851, a
characteristic type 853, a method 855 for determining a user characteristic, a method 857
for determining a business object characteristic, an optional business object filter criteria
857, and an optional user filter criteria 858. The characteristic method identifier 851
uniquely identifies a characteristic method entry in the characteristic method data
structure 850. The characteristic method identifier 850 may be used with the
characteristic method identifier 845 of the rule data structure 850 to associate a particular
characteristic method with a particular rule, as illustrated by link 852.

The characteristic type 853 indicates the type of characteristic that is shared by a
user and a business object that a user is permitted access. In some implementations, the
characteristic type 846 may be used to provide context to the system administrator or
other type of user that is creating and maintaining access control rules. For example, a
user may be able to easy identify the rules that apply to a particular type of characteristic.

The method 855 for determining a user characteristic identifies a script, module,
method, computer program or another type of executable instructions that indicate how to
determine user characteristic that is necessary to access a business object having the same
characteristic. Similarly, the method 856 for determining a business object characteristic
identifies a script, module, method, computer program or another type of executable
instructions that indicate how to determine a business object characteristic on which
access is to be permitted. The use of a method enables the definition of more complex
relationships between users and characteristics (and business objects and characteristics)
than otherwise may be possible through the use of a characteristic alone, as described
previously in FIG. 2. While the use of a method may be useful, the invention is not
limited to the use of a method to define a user characteristic and/or a business object
characteristic. The optional business object filter criteria 857 and the optional user filter
criteria 858 are substantially the same as the optional business object filter criteria 848

and the optional user filter criteria 849 of the rule data structure 840.
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In some implementations, the rule data structure 850 and the characteristic method
data structure 850 may be included in a single access control rule data structure.
Moreover, some implementations may persistently store the rule data structure and the
characteristic method data structure as separate data structures but create a single rule-
characteristic-method data structure for use in generating access control information. The
rule data structure 840, the characteristic method data structure 850, or both the rule data
structure 850 and the characteristic method data structure 850 may be referred to as an
access control rule data structure.

FIG. 9 depicts an example process 900 that uses access control rules to generate
access control list information and access control group information that may be used to
manage access control to particular business objects. The access control rules used may
be, for example, an implementation of the rule data structure 840 and the characteristic
method data structure 850 in FIG. 8. The generated access control list information and
the access control group information may be, for example, and implementation of access
control list 760 and access control group information 750, both in FIG. 7. In contrast to
process 300 in FIG. 3, the process 900 only generates a portion of access control
information. More specifically, the process 900 generates access control information that
relates to a particular business object. Access control information that relates to a user is
generated by another process, such as process 1000 of FIG. 10.

The process 900 is performed, for example, when a new business object is added
to the business application to which the access control information applies. The process
900 may be initiated by a user when a new business object is added or may be initiated
programmatically based on a predetermined schedule (such as nightly or weekly).

The process begins when a business object identifier is received (step 910). The
processor determines the object type that is associated with the business object identifier
(step 915). The object type of the received business object identifier, for example, may
be determined by accessing the business object information that corresponds to the
received business object identifier (as illustrated in FIG. 2).

The processor identifies an access control rule or multiple access control rules for
the object type associated with the business object identifier (step 920). This may be

accomplished, for example, by accessing access rule information 840 and identifying
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access rules that have an object type identifier 847 that corresponds to the object type of
the business object for which access control information is to be generated. When more
than one access control rule is identified, the processor selects one of the identified access
control rules (step 925).

The processor determines a method to determine the business object characteristic
to be used for the identified access control rule (step 930). For example, the processor
may identify the method 856 to determine the business object characteristic for the
characteristic method entry in the characteristic method data structure 950 that
corresponds to the characteristic method identifier 845 in the access control rule 840
being processed.

The processor then determines the business object characteristic for the access
control rule (step 932). This may be accomplished, for example, by the processor
executing the method 856 to determine the business object characteristic previously
identified.

The processor then determines whether an access control group in access control
information 750 corresponds to the identified access control rule and the identified
business object characteristic (step 935). This may be accomplished, for example, by
determining whether the rule identifier 841 of the access control rule 840 and the business
object characteristic identified by the method 856 correspond to an access control rule
identifier 755 and the characteristic 753, respectively, in a record of the access control
group information 750. A record in the access control group information 750 may be
referred to as an access control group.

When the access control group does not exist in the access control group
information 750 (step 935), the processor generates a unique access control group
identifier. For example, the processor may generate an identifier using a proprietary key
numbering system in which identifiers are created by sequentially allocating numbers
within an predetermined number range. In another example, the processor may generate
an identifier that uses a GUID (“globally unique identifier”’) key that is produced from a
well-known algorithm. The processor also generates other access control group
information including a characteristic 753 that corresponds to the business object

characteristic identified by the method 856 and an access control rule identifier 755 that
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corresponds to the access control rule identifier 841 of the selected access control rule

(step 945). The processor then stores the access control group (step 947). By contrast,
when an existing access control group corresponds to the business object characteristic
and the access control rule (step 935), the processor identifies the access control group
identifier 751 for the record in the access control group information 750.

Whether access control group information has been accessed (step 950) or
generated (step 945), the processor next generates access control list information for the
business object (step 960). This may be accomplished, for example, when the processor
generates a record for the access control list 760 by using the access control group
identifier 761 that has been previously identified (in step 950) or generated (in step 945).
The generated access control list record also includes a business object identifier 763 that
corresponds to the received business object identifier and an indicator of permitted action
765 that corresponds to the indicator of permitted action 846 of the rule data structure 840
that corresponds to the selected access control rule 840. Optionally, the generated access
control list information may be stored in persistent storage (step 970).

The processor determines whether there are more access control rules for the
business object (step 980), and, if so, selects another access control rule to process (step
925) and continues as described above. When the processor determines that there are not
more access control rules for the business object (step 980), the process 900 ends.

FIG. 10 illustrates an example process 1000 that generates user context
information and access control group information that may be used to manage access
control to particular business objects. The generated user context information and the
access control group information may be, for example, an implementation of user context
information 740 and access control group information 750, both in FIG. 7. The access
control rule information may be, for example, an implementation of the rule data structure
840 and the characteristic method data structure 850, both in FIG. 8. The process 1000
may be performed by a processor on a computing system, such as the computer system
110 of FIG. 1. The processor is directed by a method, script, or other type of computer
program that includes executable instructions for performing the process 1000. Like

process 900 of FIG. 9 and in contrast to process 300 in FIG. 3, the process 1000 only

24



10

15

20

25

30

WO 2005/017723 PCT/EP2004/008959

generates a portion of access control information. More specifically, the process 1000
generates access control information that relates to a particular user.

The process 1000 may be performed, for example, when a user is given access to
the business application to which the access control information applies. In some
implementations, the process 1000 is performed each time that a user logs into or
otherwise initiates the business application. The process 1000 also may be performed, for
example, the first time during a day, or the first time during particular day, that a user logs
into the business application. Alternatively, the process 1000 may be performed on a
periodic basis, such as each night or each week. Additionally or alternatively, the process
1000 may be initiated by a system administrator or another type of user when the user
determines that the process 1000 should be performed.

The process begins when a user identifier is received (step 1010). The processor
determines a user group that is associated with the user identifier (step 1015). For
example, the processor accesses user information, such as user information 200 in FIG. 2,
to determine a user group identifier 213 associated with a user identifier 211 that
corresponds to the received user identifier.

The processor identifies an access control rule or multiple access control rules for
the user group associated with the user identifier (step 1020). This may be accomplished,
for example, by identifying an access rule information 840 rule that has a user group
identifier 843 that corresponds to the user group associated with the user identifier. When
more than one access control rule is identified for a received user group, the processor
selects one of the identified access control rule (step 1025).

The processor then determines a method to determine the user characteristic for
the access control rule (step 1030). To do so, for example, the processor identifies the
method 855 to determine a user characteristic in the characteristic method data structure
850 has a characteristic method identifier 851 that corresponds to the characteristic
method identifier 845 in the access control rule 840 being processed.

The processor determines a user characteristic to be used for the access control
rule (step 1032). For example, the processor may execute the identified method 855 to

identify the characteristic for the user.
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The processor then determines whether an access control group in access control
information 750 corresponds to the identified access control rule and the identified user
characteristic (step 1035). This may be accomplished, for example, by determining
whether the rule identifier 841 of the access control rule 840 and the user characteristic
identified by the method 855 correspond to an access control rule identifier 755 and the
characteristic 753, respectively, in a record (that is, an access control group) in access
control group information 750.

When an access control group does exist (step 1035), the processor generates a
unique access control group identifier (step 1040), as described previously in FIG. 9. The
processor also generates access control group information, including a characteristic 753
that corresponds to the identified user characteristic and an access control rule identifier
755 that corresponds to the selected access control rule (step 1045). Optionally, the
processor stores the access control group information in persistent storage (step 1047).
When an existing access control group corresponds to the user characteristic and the
access control rule (step 1035), the processor identifies the access control group identifier
751 for the record in the access control group information 750 (step 1050), as described
previously in FIG 9.

Whether access control group information has been accessed (step 1050) or
generated (step 1045), the processor also generates user context information for the user
(step 1060). This may be accomplished, for example, when the processor generates a
record for the user context information 740 having an access control group identifier 741
that corresponds to the access control group identifier 761 that has been previously
identified (in step 1050) or generated (in step 1045). The user context record also
includes a user identifier 742 that corresponds to the received user identifier. Optionally,
the generated user context record may be stored in persistent storage (step 1070).

The processor determines whether there are more access control rules for the user
group (step 1075), and, if so, selects another access control rule to process (step 1020)
and continues as described above. When the processor determines that there are not more
access control rules for the user group (step 1075), the process 1000 ends.

FIG. 11A represents a sample 1100A of user information and business object

information, and FIG. 11B represents a sample 1100B of access control information that
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is used to illustrate the generation of access control information. FIG. 12 depicts the
generated access control information 1200 of the samples 1100A and 1100B.

Referring to FIG. 11A, the sample 1100A is stored in a relational database system
that logically organizes data into database tables. The database tables arranges data
associated with an entity (here, a user, a user assignment or a sales order) in a table or
tables. The sample 1100A shows a portion of a user table 1110, a portion of a user group
table 1115 and a portion of a sales order table 1120.

The user table 1110 arranges data associated with a user into a series of columns
1111, 1112 and 1114, and rows 1110A-1110B. Each column 1111, 1112 and 1114
describes an attribute of a user for which data is being stored. Each row 1110A-1110B
represents a collection of attribute values for a particular user identifiable by a user
identifier 1111. The attributes include the user group identifier 1112 that is associated
with a particular user and a user name 1114 of the particular user.

The user assignment table 1115 arranges data associated with a user assignment
into a series of columns 1116 and 1118, and rows 1115A-1115C. Each column 1116 and
1118 describes an attribute of a user assignment for which data is being stored. Each row
1115A-1115B represents a collection of attribute values for a particular assignment for a
particular user who is identifiable by a user identifier 1116. The attributes include the
sales territory 1118 for which a particular user is responsible -- that is, the user assigned
to the sales territory 1118.

The sales territory to which a user is assigned may be determined by using the
user identifier 1111 to identify a sales territory record in sales territory table 1115 that has
a corresponding user identifier 1116, as represented by link 1119. For example, “User A”
of row 1110A in the user information table 1110 is responsible for the “SouthEast” sales
territory 1118. This may be determined by identifying the sales territory row 1115A that
has a user identifier 1116 that corresponds to the “User A” user identifier 1111 in the user
information table 1110.

The sales order table 1120 arranges data associated with a user assignment into a
series of columns 1121 and 1123, and rows 1120A-1120D. Each column 1121 and 1123
describes an attribute of a sales order for which data is being stored. Each row 1120A-

1120D represents a collection of attribute values for a particular sales order identifiable
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by a sales order identifier 1121. The attributes include the sales territory 1123 in which
the sales order was placed.

The user responsible for a particular sales order may be determined by using the
sales territory attribute 1123 to identify the users assigned to a particular sales territory, as
reflected in the user assignment table 1115. This is reflected in link 1125. For example,
“Sale A” of row 1120A in the sales order table 1120 occurred in the “SouthEast” sales
territory 1123, according to row 1120A. The users assigned to the “SouthEast” sales
territory 1123 may be determined by identifying the user assignment rows 1120A and
1120B that have “SouthEast” sales territory assignments as identified by attribute 1118 in
the user assignment table 1115.

Referring to FIG. 11B, the sample 1100B is stored in a relational database system
that logically organizes data into database tables. The database tables arranges data
associated with the access control rules and characteristic methods into two tables. The
sample 1100B shows a portion of a rule table 1150 and a portion of a characteristic
method table 1160.

The rule table 1150 arranges data associated with an access control right into a
series of columns 1151-1159 and rows 1150A-1150C. Each of columns 1151-1159
describes an attribute of an access control right for which data is being stored. Each row
1150A-1150C represents a collection of attribute values for a particular access control
rule identifiable by the rule identifier 1151. The attributes include a user group identifier
1153, a characteristic method identifier 1155, an indication 1157 of permitted action, and
an object type 1159, as described previously with respect to rule information 840 in FIG.
8.

The characteristic method table 1160 arranges data associated with a method to
determine a characteristic into a series of columns 1161-1167 and rows 1160A-1160C.
Each column of columns 1161-1167 describes an attribute of an access control rule for
which data is being stored. Each row 1160A-1160C represents a collection of attribute
values for a particular characteristic method identifiable by the characteristic method
identifier1161. The attributes include an a characteristic typel163, a method 1165 to

determine a user characteristic, and a method 1167 to determine a business object
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characteristic, as described previously with respect to characteristic method information
850 in FIG. 8.

Referring to FIG. 12, the results 1200 of generating access control information are
stored in a relational database system that logically organizes data into a user context
table 1240, an access control group table 1250 and an access control list table 1260, that
are substantially the same as the user context information 740, the access control group
information 750 and the access control list information 760 in FIG. 7.

The user context table 1240 arranges access data associated with a user into a
series of columns 1241 and 1242 and rows 1240A-1240C. Each column 1241 and 1242
describes an attribute of a user context data being stored. Each row 1240A-1240C
represents a collection of attribute values for a particular user identifiable by a user
identifier 1241. The attributes include the user identifier 1241 that is associated with a
particular user and an access control group identifier 1242 that associates the
corresponding records in the user context table 1240, the access control group table 1250
and the access control list table 1260, as described previously with respect to FIG. 7.

The access control group table 1250 arranges access data into columns 1251, 1253
and 1255 and rows 1250A-1250D. Column 1251 describes an access control group
identifier 1251. Column 1253 describes the characteristic attribute 1253, and access
control rule identifier 1255 identifies a corresponding record in the access control rule
table 1150 that was used to generate the access control group identified by the access
control group identifier 1251. Each row 1250A-1250D represents a collection of attribute
values for a particular access control group identifiable by the access control identifier
1251.

The access control list table 1260 arranges access data into columns 1261, 1263
and 1265, each of which describes an attribute, and rows 1260A-1260H. Each row
1260A-1260H represents a collection of attribute values for a particular access control
group identifiable by the access control identifier 1261. The attributes include a business
object identifier 1263 and an indicator 1265 of permitted actions.

An entry in the user context table 1240 is related to an entry in the access control
group table 1250 through the access control group identifiers 1242 and 1251, as shown by
link 1270. Similarly, an entry in the access cont;ol group table 1250 is related to an entry
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in the access control list table 1260 through the access control group identifiers 1251 and
1261, as shown by link 1275.

Referring also to FIG. 9, in one example, the business object identifier 1121 (here,
a sales order identifier) of row 1120A in the sales order table 1120 is received (step 910).
Here, the business object identifier 1121 corresponds to “Sale A.” The processor
determines that the business object type is a “Sales Object ” based on the type of business
object identifier received (step 915). The processor identifies rows 1150A and 1150B in
the access control rule table 1150 as being associated with the object type “Sales Object”
based on the object type attribute 1159 having a value of “Sales Object” in those rows
(step 920). The processor selects the first row 1150A of the identified rows 1150A. and
1150B (step 925).

The processor determines the method record 1155 as identified in the access
control rule table 1150 to determine the business object characteristic for the object type
1159 of “Sales Object” (step 930). Here, the processor identifies two methods for the
object type as shown in rows 1150A and 1150B. However, in this case, the two rows
both use the same method 1167 to determine a business object characteristic, as shown by
the “GetSalesTerritoryForObject” method in the characteristic method table 1160.

The processor uses the method 1167 identified in row 1160A to determine the
business object characteristic for the “Sale A” sales object (step 930). The processor
executes the “GetSalesTerritoryForObject” method 1167 identified in row 1160A to
determine that the characteristic of the business object is “SouthEast,” based on row
1120A of Sales Object 1120 that has a sales territory 1123 value of “SouthEast.”

Assuming that no access control groups have yet been determined for the “Sale
A” sales object associated with the “SouthEast” sales territory (step 935), the processor
generates a unique access control group identifier (here, “ACgroup1”)(step 940). The
processor also generates the characteristic attribute 1253 of “SouthEast” based on the
results of executing the method 1167 for the business object identifier “Sale A.” The
processor generates the access control rule identifier 1255 of “Rule01” based on the rule
identifier 1151 of the access control rule (here, row 1150A) previously selected from the
access control table 1150 (step 945). The access control group information is stored in

row 1250A of the access control group table 1250.
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The processor then generates access control list information for the “Sale A” sales
object (step 960). This is accomplished by using the access control group identifier
“ACgroupl” that was generated as the access control group identifier 1261, the received
business object identifier “Sale A” as the business object identifier 1263, and the
permitted action 1157 “Change” of row 1150A in the rule table 1150 (that corresponds to
the rule identifier 1155 for access control rule “Rule01” that is being processed) as the
permitted action attribute 1265. The processor transforms the “Change” permitted value
into the database operations of “Read, Write” which are the attributes associated with
permitted action attribute 1265. The transformation may be accomplished using
processing logic that maps one or more values of permitted action 1157 in the rule table
1150 to one or more values of permitted action 1265 in the access control list table 1260.
The generated access control list information is stored in row 1260A of the access control
list table 1260.

The processor determines that another access control rule applies to the object
type “Sales Object” (here, Rule02 in row 1150B of access control rule table 1150) (step
980) and selects that rule for processing (step 925). The result of the processing of
Rule02 is row 1250B being stored in the access control group table 1250 and the row
1260B being stored in the access control list table 1260.

The rows 1250C and 1250D in the access control table 1250 and the rows 1260C-
1260H in the access control list table 1260 result from using the process 900 to generate
access control information for the sales objects 1120B-1120D stored in sales object table
1120.

Referring also to FIG. 10, the user identifier 1111 of row 1110A in the user table
1110 is received (step 1010). Here, the user identifier 1111 has a value of “User A.” The
processor determines that the user identifier is associated with the user group identifier
1112 (here, “Sales Employee”™) (step 1015). By finding a corresponding user group
identifier 1153 of “Sales Employee” in row 1150A of the rule table 1150, the processor
identifies row 1150A in the access control rule table 1150 as being associated with the
value of the user group identifier 1112 (also “Sales Employee™) of the user.

The processor then identifies the method to use to determine a user characteristic

(step 1020). To do so, the processor uses the characteristic method identifier 1155 in the
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rule table 1150 to identify a particular characteristic method in the characteristic method
table 1160 that has a corresponding value for the characteristic method identifier 1155 in
the rule table 1150.

The processor uses the method 1165 identified in row 1160A to determine the
user characteristic for the “User A” user (step 1030). The processor executes the
“GetSalesTerritoryForUser” method 1165 identified in row 1160A to determine that the
characteristic of the user is “SouthEast.” This is accomplished by accessing row 1115A of
the user assignment table 1115. As illustrated by method 1165 identified in row 1160A,
obtaining a characteristic on which the user-to-business-object relation is based may be a
complex relation that is defined programmatically and is not limited to the definition of
an attribute value that is occurs in the user record. Similarly, a characteristic of a business
object is not limited to the attributes that are stored in the business object. A user
characteristic may be any characteristic that is directly or indirectly related to a particular
user, as a business characteristic may be any characteristic that is directly or indirectly
related to a particular business object.

Assuming that the access control groups have been determined as described above
with respect to FIG. 9, the processor accesses the access control group identifier 1255 in
row 1250A (here, “ACgroup1”) that is associated with (1) the characteristic 1253 that
corresponds to the user characteristic identified using the method 1148 (here, the
assignment of a user to the “SouthEast” sales territory) and (2) the access control rule
identifier “Rule01” that corresponds to the access control rule being processed (step
1050). The processor then generates user context information for the “User A” user
record (step 1060). This is accomplished by using the access control group identifier
“ACgroupl” as the access control group identifier 1242 and the received user identifier
“User A” as the user identifier 1241 of the user context information. The generated user
context information is stored in row 1240A of the user context table 1240.

The processor determines that another access control rule does not apply to the
user group “Sales Employee” that is associated with the received user identifier (step

1080) and ends the process 1000.
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The rows 1240B and 1240C in the user context table 1240 result from using the
process 1000 to generate user context information for the users that are represented by
rows 1110B-1110C stored in user table 1110.

FIG. 13 depicts an example of a process 1300 that uses the access control
information 1200 to determine whether a particular user is permitted to access a particular
business object and to perform a particular action on the business object. The process
1300 may be performed by a processor on a computing system, such as the computer
system 110 of FIG. 1. The processor is directed by a method, script, or other type of
computer program that includes executable instructions for performing the check user
access process 400. An example of such a collection of executable instructions is the
check user access process 175 of FIG. 1.

The process 1300 is initiated by another computer program when a user seeks to
access a particular business object. The processor receives a user identifier and a
business object identifier (step 1310) and an optional action to be performed on the
business object (step 1315), as described previously in FIG. 4. In one example, the user
identifier “User A,” the business object identifier “Sale A,” and a request to read the
business object is received.

The processor then accesses the access control list table 1260 and the user context
table 1240 (step 1317). The processor does not need to access the access control group
table 1250 when determining whether a user is permitted to access a particular business
object. This may be useful because a process that accesses a smaller number of data
tables often may be more efficient than a process that accesses that more data tables.

The processor then determines whether an access control group identifier is
associated both with the received user identifier and the received business ij ect
identifier (step 1320). Some implementations may perform a database operation to join,
based on matching values in the access control group identifier attributes 1242 and 1261,
the access control list table 1250 with the user context table 1240. The resulting joined
table may be used to identify an access control group identifier that is associated both
with the received user identifier and the received business object identifier. Here, the row
1240A in the user context table 1240 and the row 1260A in the access control list table
1260 both contain the same access control group identifier (here, “ACgroupl™). This
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indicates that the received user (“User A”) is permitted to access the received business
object (“Sale A”).

When such an access control group identifier is not found (step 1325), the user is
not permitted to access the business object (step 1330) and the processor ends the process
1300. When the processor finds access control group identifier that permits the user to
access the business object (step 1325) (as is the case for “User A”), the processor permits
access to the business object (step 1335).

In this example, the processor then determines whether the received action of
“Read’ is permitted (step 1340). To do so, the processor determines whether the received
permitted action of “Read” is included in the permitted action 1265 in row 1260A of the
access control list table 1260. Here, the requested action “Read” is permitted (step 1345),
so processor permits the action to occur on the business object (step 1355). If the
requested action “Read” was not permitted (step 1345), the processor would not permit
the action to occur on the business object. In either case, an indication whether the user is
permitted to perform the requested action on the identified business object may be
provided to the initiating software module or other type of executable software and the
process 1300 ends.

Although the techniques and concepts described above refer to a business object
for a business application operating on a computer system, the applicability of the
techniques and concepts is not limited to that particular context. For example, the
techniques and concepts may be applicable to accessing resources identified by a
directory structure that are not associated with a business application. The techniques and
concepts may be applicable to controlling access to another type of software, such as real-
time software, scientific and engineering software, embedded software, and artificial
intelligence software. Also, the techniques and concepts may be applicable to permitting
access to particular attributes of a business object or collections of attributes of a business
object.

A number of implementations of the invention have been described.

Nevertheless, it will be understood that various modifications may be made without
departing from the spirit and scope of the invention. Accordingly, other implementations

are within the scope of the following claims.
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Claims

1. A computer-readable storage medium having data structures stored thereon
or a computer-readable propagated signal having data structures, the data structures
comprising:

an access control group data structure to store access control group data;

a user access data structure to store user access data wherein the user ac-
cess data relates to at least one entry in the access control group data structure; and

a data object access data structure to store data object access data wherein
the data object access data relates to at least one entry in the access control group
data structure.

2. The medium or propagated signal of claim 1 wherein at least one entry
in the access control group data includes a characteristic for use in determining at
least one entry in the user access data structure that relates to the at least one entry

in the access control group data structure.

3. The medium or propagated signal of claim 1 or 2 wherein at least one entry in
the access control group data structure includes a characteristic for use in determin-
ing at least one entry in the data object access data structure that relates to the at

least one entry in the access control group data structure.

4. The medium or propagated signal of anyone of the preceding claims, wherein

at least one entry in the access control group data structure includes:
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a user characteristic for use in determining at least one entry in the user access
data structure that relates to the at least one entry in the access control group data
structure, and

an object characteristic for use in determining at least one entry in the data ob-
ject access data structure that relates to the at least one entry in the access control

group data structure.

5. The medium or propagated signal of anyone of the preceding claims, wherein
at least one entry in the access control group data structure includes an indication of
an access control rule for use in determining:

at least one entry in the user access data structure that relates to the at least one
entry in the access control group data structure, and

at least one entry in the data object data structure that relates to the at least one

entry in the access control group data structure.

6. The medium or propagated signal of anyone of the preceding claims, wherein
at least one eniry in the data object access data structure includes an indication of
action that is permitted to be performed on a data object identified in the at least one

entry in the data object access data structure.

7. The medium or propagated signal of anyone of the preceding claims, wherein:
at least one entry in the user access data structure includes an indication of ac-
tion that is permitted to be performed by a user identified in the at least one entry in
the user access data structure on a data object identified in the at least one entry in
the data object access data structure such that the at least one entry in the data ob-
ject access data structure relates to the at least one entry in the user access data

structure.

8. The medium or propagated signal of anyone of the preceding claims, further
comprising an access rule data structure to store access control rule data wherein
the access control rule data relates to at least one entry in the access control group
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data structure.

9. The medium or propagated signal of claim 8 wherein at least one entry in the
access rule data structure includes an indication of action that is permitted to be

performed for at least one entry in the data object access data structure.

10. The medium or propagated signal of claim 8 or 9 wherein at least one
entry in the access rule data structure includes an indication of how to determine at
least one entry in the data object access data structure that relates to at least one

entry in the access control group data structure.

11. The medium or propagated signal of anyone of claims 8 to 10 wherein

at least one entry in the access rule data structure includes an indication of how to

_ determine at least one entry in the user access data structure that relates to at least

one entry in the access control group data structure.

12. The medium or propagated signal of anyone of the preceding claims,
wherein each of the access control group data structure, the user access data
structure, and the data object access data structure are each separately maintain-

able from each of the other data structures.

13. The medium or propagated signal of anyone of the preceding claims,
wherein each of the user access data structure and the data object access data

structure are separately maintainable from the other data structure.

14. The medium or propagated signal of claim 13 wherein a change in the
user access data stored in the user access data structure does not necessitate a
change in the data object access data stored in the data object access data structure

to maintain desired control over access by particular users to particular data objects.
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15. The medium or propagated signal of claim 13 or 14 wherein a change
in the data object access data stored in the data object access data structure does
not necessitate a change in the user access data stored in the user access data
structure to maintain desired control over access by particular users to particular data

objects.

16. A computer-readable storage medium having data structures stored
thereon or a computer-readable propagated signal having data structures, the data
structures comprising:

an access control rule data structure to store access control rule data; and

a characteristic method data structure to store characteristic method data
wherein the characteristic method data relates to at least one entry in the access

control rule data structure.

17. The medium or propagated signal of claim 16 further comprising a user

data structure to store user data.

18. The medium or propagated signal of claim 17 wherein at least one en-
try in the characteristic method data structure includes an indication of a method to
determine a user characteristic associated with at least one entry in the user data

structure.

19. The medium or propagated signal of claim 18 wherein at least one en-
try in the access control rule data structure includes an indication of a criterion for
use in eliminating at least one entry in the data object data structure when using the

method to determine a user characteristic.

20. The medium or propagated signal of claim 18 or 19 wherein at least

38



10

15

20

25

30

35

WO 2005/017723 PCT/EP2004/008959

one entry in the characteristic method data structure includes an indication of a crite-
rion for use in eliminating at least one entry in the data object data structure when

using the method to determine a user characteristic.

21. The medium or propagated signal of anyone of claims 16 to 20 further
comprising a data object data structure to store data object data.

22, The medium or propagated signal of claim 21 wherein at least one en-
try in the characteristic method data structure includes an indication of a method to
determine a data object characteristic associated with at least one entry in the data

object data structure.

23. The medium or propagated signal of claim 21 or 22 wherein at least
one entry in the characteristic method data structure includes an indication of a crite-
rion for use in eliminating at least one entry in the data object data structure when
using the method to determine a data object characteristic.

24, The medium or propagated signal of anyone of claims 21 to 23 wherein
at least one entry in the access control rule data structure includes an indication of a
criterion for use in eliminating at least one entry in the data object data structure

when using the method to determine a data object characteristic.

25. An apparatus including a computer-readable storage medium having
data structures stored thereon, the data structures comprising:
an access control group data structure to store access control group data;
a user access data structure to store user access data wherein the user ac-
cess data relates to at least one entry in the access control group data structure; and
a data object access data structure to store data object access data wherein
the data object access data relates to at least one entry in the access control group

data structure.
39
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26. An apparatus including a computer-readable storage medium having
data structures stored thereon, the data structures comprising:
5 an access control rule data structure to store access control rule data; and
a characteristic method data structure to store characteristic method data
wherein the characteristic method data relates to at least one entry in the access
control rule data structure.
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