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MAC AGGREGATION RESILIENT TO DENIAL-OF-SERVICE ATTACKS
FOR USE IN A MULTI-NODE DATA NETWORK

FIELD OF THE INVENTION

This invention relates generally to data security and, more particularly, to
techniques for aggregation of message authentication codes for use in multi-node data

networks.

BACKGROUND OF THE INVENTION

A message authentication code (MAC, or MAC "tag") is a digital signal
sequence used for authenticating a message exchanged between a sender and receiver
each having a shared secret "key." In a typical MAC authentication scenario, the
sender of a message runs it through a cryptographic hash function having the message
and the secret key as inputs, yielding a MAC tag as an output. The sender then sends
the message and the tag to the receiver. The receiver runs the received message
through the same MAC algorithm using the same key, yielding a second MAC tag.
The receiver then compares the tag generated by itself to the tag received from the
sender and if they are the same, the message is deemed authentic. If they are not the
same, it is an indication that the message was altered or compromised in some manner
during the exchange.

Although MAC tags are relatively short, they can represent a significant
overhead in data networks that include multiple nodes generating multiple messages
and hence, multiple different MAC tags. This overhead is most pronounced when the
MAC tags are larger than the messages themselves. As one example, distributed
sensor networks (such as "Smart Grid" energy metering networks) rely on a multitude
of deployed cheap sensors to report measurements, such as temperature, electricity
consumption, etc. This data is transmitted hop-by-hop over multiple nodes and needs
to be authenticated and verified by a central node. The measurement data can be quite
small (e.g., on the order of 10-15 bits), whereas the typical MAC tag is 128 bits which
is roughly an order of magnitude larger than the data it authenticates.

To mitigate the overheads inherent in multi-node data networks, the concept of
aggregate MACs (comprising an aggregation of multiple MAC tags into a shorter tag)
has been proposed by the cryptographic community. Aggregate MACs are much

1
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shorter than the concatenation of constituent MACs, thus greatly reducing the network
overhead, yet can still be verified by a central node that shares a distinct key with
each sending node. However, existing MAC aggregation techniques produce tags that
are vulnerable to denial-of-service (DoS) attacks, where a rogue node or man-in-the-
5 middle attacker can easily disrupt the entire set of MACs, and hence prevent using all
of the transmitted data. Accordingly, there is a need for improved MAC aggregation
techniques that not only greatly reduce the overhead of a multi-node data network, but
that shows a strong resilience to denial-of-service (DoS) attacks. Embodiments of the

present invention are directed to addressing this need.
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SUMMARY OF THE INVENTION

Generally, embodiments of the present invention describe an improved MAC
aggregation technique that not only greatly reduces the network overhead, but also
shows a strong resilience to denial-of-service (DoS) attacks.

In one embodiment, there is provided a MAC aggregation method carried out
by a sending node in a communication network including a plurality of successive
sending nodes operably linked to a control node. The method comprises receiving
from a previous node a first message authentication code (MAC); generating a second
message authentication code (MAC); executing a MAC aggregation function to
combine the first and second MACs, yielding an aggregate MAC; and sending the
aggregate MAC to a next consecutive node for use in deriving a next instance of
aggregate MAC, or if the next consecutive node is the control node, for use in
authenticating data originated from the sending nodes; wherein upon instance of the
first MAC including corrupted data, the aggregate MAC is constructed in a manner in
which only a portion of the aggregate MAC will include corrupted data, at least a
portion of the aggregate MAC thereby including valid verifiable data.

In one embodiment, there is provided an apparatus for performing MAC
aggregation of constituent MACs, the apparatus at a sending node comprising an
input interface, an output interface, a memory and a processor. The processor is
operably coupled to the input interface, output interface and memory and configured
to: (a) receive from a previous node a first message authentication code (MAC); (b)
generate a second message authentication code (MAC); (c) execute a MAC
aggregation function to combine the first and second MACs, yielding an aggregate
MAC; and (d) send the aggregate MAC to a next consecutive node for use in deriving
a next instance of aggregate MAC, or if the next consecutive node is the control node,
for use in authenticating data originated from the sending nodes; wherein upon
instance of the first MAC including corrupted data, the aggregate MAC is constructed
in a manner in which only a portion of the aggregate MAC will include corrupted

data, at least a portion of the aggregate MAC thereby including valid verifiable data.
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In one embodiment, there is provided a MAC aggregation method carried out
by a control node in a communication network including a plurality of successive
sending nodes operably linked to a control node. The method comprises receiving
from a previous node a message string including payload data from a plurality of
sending nodes and at least one aggregate MAC computed by aggregating a plurality
of constituent MACs generated by the respective sending nodes; executing a MAC
computation function to recompute the constituent MACs from the payload data and
one or more shared secret keys, yielding a plurality of recomputed constituent MACs;
executing a MAC aggregation function on the recomputed constituent MACs,
yielding a computed aggregate MAC; comparing the computed aggregate MAC to the
received aggregate MAC to determine an authentication status of the received
aggregate MAC; if the computed aggregate MAC is not equal to the received
aggregate MAC: identifying a valid portion and an invalid portion of the received
aggregate MAC; estimating a source of corruption of the received aggregate MAC,
based on indicia of which constituent MACs are included in the valid portion; and

declaring valid the constituent MACs that are wholly included in the valid portion.
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In one embodiment, there is provided an apparatus for performing MAC
aggregation of constituent MACs, the apparatus at a control node comprising a
communication interface, a memory and a processor. The processor is operably
coupled to the communication interface and memory and configured to: (a) receive
from a previous node a message string including payload data from a plurality of
sending nodes and at least one aggregate MAC computed by aggregating a plurality
of constituent MACs generated by the respective sending nodes; (b) execute a MAC
computation function to recompute the constituent MACs from the payload data and
one or more shared secret keys, yielding a plurality of recomputed constituent MACs;
(c) execute a MAC aggregation function on the recomputed constituent MACs,
yielding a computed aggregate MAC; (d) compare the computed aggregate MAC to
the received aggregate MAC to determine an authentication status of the received
aggregate MAC; (e) if the computed aggregate MAC is not equal to the received
aggregate MAC: (el) identify a valid portion and an invalid portion of the received
aggregate MAC; (e2) estimate a source of corruption of the received aggregate MAC,
based on indicia of which constituent MACs are included in the valid portion; and

(e3) declare valid the constituent MACs that are wholly included in the valid portion.
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BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other advantages of the invention will become apparent

upon reading the following detailed description and upon reference to the drawings in
which:

FIG. 1 illustrates an exemplary message sequence in a multi-node data
network utilizing MAC aggregation;

FIG. 2 illustrates a MAC aggregation function according to the prior art;

FIG. 3 illustrates an exemplary MAC aggregation function according to
embodiments of the present invention;

FIG. 4 is a block diagram illustrating a logical hardware configuration of a
generic sending node in a multi-node data network;

FIG. 5 is a block diagram illustrating a logical hardware configuration of a
central node in a multi-node data network;

FIG. 6 is a flowchart showing steps performed by a generic sending node
according to embodiments of the present invention; and

FIG. 7 is a flowchart showing steps performed by a central node according to

embodiments of the present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

FIG. 1 illustrates an exemplary message sequence in a multi-node data
network 100 utilizing MAC aggregation. The multi-node data network 100 includes a
plurality of sending nodes 102 (four shown) operably connected to a control node
104. For convenience, the sending nodes 102 are identified as "node 1," "node 2,"
"node 3" and "node 4" in relation to their proximity to the control node 102. The
sending nodes may comprise, generally, any system, server, router, application or
function adapted to communicate data with other nodes of the multi-node data
network 100. The control node may comprise, generally, any system, server, router,
application or function adapted to receive and authenticate data received from the
sending nodes.

Most typically, the sending nodes and the control node reside in separate
physical devices or structures distributed throughout the network 100. For example
and without limitation, the sending nodes may comprise or be associated with

multiple sensors deployed throughout a sensor network (such as a "Smart Grid"
6
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energy metering network) and the control node may comprise an energy monitoring
and/or billing system, server or application that receives and authenticates the sensor
data. As will be appreciated, the sending nodes and the control node are functional
elements that may embody generally any data networking modality, may be arranged
in alternative network topologies and may be distributed and/or combined among
generally any combination of physical devices or structures.

In the example network of FIG. 1, the sending nodes 4, 3, 2, 1 are linked
together in sequence and communicate successively ("hop-by-hop") to the control
node. For purposes of illustration, it is presumed that the outermost sending node
(node 4) has initiated a message ("msg 4") to be transported through the multi-node
network 100. Node 4 develops a message string 106 including the message ("msg 4™)
and a message authentication code ("MAC 4") and sends the message string 106 to
the next successive node (node 3). In one embodiment, MAC 4 is computed in
conventional fashion, by running msg 4 through a cryptographic hash function having
msg 4 and a shared secret key (shared by node 4 and the central node) as inputs,
yielding the tag "MAC 4" as an output.

Node 3 generates its own message ("msg 3") and computes its own associated
message authentication code ("MAC 3") and, having received message string 106
including MAC 4, executes a MAC aggregation function to combine MAC 3 and
MAC 4 yielding an aggregate MAC ("AggMACs4"). The MAC aggregation function
will be described in greater detail in relation to FIG. 3. Node 3 develops a message
string 108 including its own message ("msg 3") and the message from node 4 ("msg
4"y and the aggregate MAC ("AggMACs4"), and sends the message string 108 to the
next successive node (node 2).

Node 2 generates its own message ("msg 2") and associated message
authentication code ("MAC 2") and, having received message string 108 including
AggMACs4, executes a MAC aggregation function to derive a next instance of
aggregate MAC ("AggMAC»34") based on a combination of MAC 2 and AggMACsg.
Node 2 develops a message string 110 including its own message ("msg 2") and the
messages from node 3 ("msg 3") and node 4 ("msg 4") and the aggregate MAC

("AggMAC;34"), and sends the message string 110 to the next successive node (node

).
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Node 1 generates its own message ("msg 1") and associated message
authentication code ("MAC 1") and, having received message string 110 including
AggMAC,34, executes a MAC aggregation function to derive a next instance of
aggregate MAC ("AggMAC,)»34") based on a combination of MAC 1 and
AggMAC,34. Node 1 develops a message string 112 including its own message ("msg
1"} and the messages from node 2 ("msg 2"), node 3 ("msg 3") and node 4 ("msg 4")
and the aggregate MAC ("AggMAC»34"), and sends the message string 110 to the
control node 104.

The control node 104, having received the message string 110 including
payload data from the previous nodes and possession of the respective shared secret
keys, recomputes the constituent MACs ("MAC 1," "MAC 2," "MAC 3" and "MAC
4"). Further, having knowledge of the network topology, the control node executes a
MAC aggregation function on the recomputed constituent MACs (i.e., in the same
sequence executed by the constituent nodes) to produce a computed aggregate MAC
("AggMAC,234"). The control node then compares the computed aggregate MAC to
the received aggregate MAC to determine an authentication status of the received
aggregate MAC. If the computed aggregate MAC is equal to the received aggregate
MAC, the received aggregate MAC is deemed valid and the constituent MACs from
which the aggregate MAC was derived are known to be valid. Conversely, if the
computed aggregate MAC and received aggregate MAC are not the same, it is an
indication that some form of data impairment occurred in the network, either
accidentally or maliciously.

In MAC aggregation techiques of the prior art, any such data impairments will
disrupt the entire aggregate MAC, and no information can be derived from which the
source of data impairment can be ascertained. In contrast, according to embodiments
of the present invention, the aggregate MAC is constructed in a manner in which only
a portion of the aggregate MAC will include corrupted data and at least a portion will
include valid verifiable data. Advantageously, a source of corruption of the received
aggregate MAC may be identified based on indicia of which constituent MACs are
included in the valid portion; and the control node may declare valid any of the
constituent MACs that are wholly included in the valid portion. This contrast is best
observed with reference to FIG. 2 and FIG. 3.

8
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Referring initially to FIG. 2, a MAC aggregation function according to the
prior art comprises a bitwise exclusive OR (XOR) operation on successive MACs 202
(e.g., MAC I, MAC 2..MAC n), yielding an aggregate MAC 204. A bitwise XOR
function operates on two bit patterns of equal length and performs the logical XOR
operation on each pair of corresponding bits. The resulting bit pattern is of equal
length and the bit in any position is 1 if the corresponding bits are different (i.e., if
only one of the first bit or second bit is 1 and the other of the first and second bit is 0)
or 0 if the corresponding bits are the same (i.e., both are 1 or both are 0). The MAC
aggregation function shown in FIG. 2 will therefore result in an aggregate MAC 204
that is equal in length to the constituent MACs 202 with a bit pattern derived by the
constituent MACs. It is apparent that should any of the constituent MACs be
corrupted either accidentally or maliciously, the resulting aggregate MAC will
corrupted and there is no information in the aggregate MAC from which one can
determine the source of the disruption.

Now referring now to FIG. 3, a MAC aggregation function according to
embodiments of the present invention comprises a "shifted bitwise XOR" operation
on successive MACs. In the shifted bitwise XOR operation, each successive MAC
302 (e.g., MAC 1, MAC 2..MAC n) is shifted by a certain number of bits, s (forming
a "staircase" configuration) with each successive MAC being bitwise XOR-ed with
the previous MAC (or previous aggregated MAC) to generate an aggregated MAC
304 that is slightly longer ((n-1) % s longer) than an individual MAC.

For example, referring to the example network of FIG. 1, a shifted bitwise
XOR operation executed initially on the constituent MACs 4, 3, 2, 1 (presuming 128-
bit constituent MAC length and a shift s = 8 bits) will yield:

at node 3, AggMACs4 (formed by XOR-ing MAC 4 with a shifted MAC 3)
will have a length of 136 bits;

at node 2, AggMAC,s4 (formed by XOR-ing AggMACs4 with a shifted MAC
2) will have a length of 144 bits;

at node 1, AggMAC, 34 (formed by XOR-ing AggMAC,34 with a shifted
MAC 1) will have a length of 152 bits.

Generally, the contribution of any individual MAC (e.g., MAC 1, MAC
2..MAC n) is only combined with a small number of other individual MACs (to be



WO 2012/151040 PCT/US2012/033810

10

15

20

25

30

exact, with ¢ = [128/s] - 1 of them). Therefore, for example, an attacker inserted at
the edge of the network can disrupt reports of only ¢ other sensors. Thus, it is
apparent that should any of the constituent MACs be corrupted either accidentally or
maliciously, such data impairments will not disrupt the entire aggregate MAC, and
(provided a sufficiently large number of nodes and/or a sufficiently large shift s)
information can be derived from which the source of data impairment can be
ascertained. On the other hand, an attacker inserted closely to the control node can
disrupt almost all reports, but is easily located as such an attack is only possible from
a small number of close-to-center locations.

In one embodiment, the source of data impairment can be ascertained by the
control node by first identifying a valid portion and invalid portion of the received
aggregate MAC, and then estimating a source of corruption of the received MAC
based on indicia of which constituent MACs are included in the valid portion. In
particular, if there are any constituent MACs that are wholly included in the valid
portion, the control node may declare those MACs to be valid. The control node can
then estimate (at least one) source of corruption by excluding nodes that could not
have caused the corruption (e.g., at the left-most corrupted bit of the AggMAC
stream).

FIG. 4 and FIG. 5 illustrate a logical hardware configuration of a generic
sending node 400 and a central node 500, respectively, in a multi-node data network
according to embodiments of the present invention.

The generic node 400 comprises any system, server, application or function
adapted to communicate data with other nodes of a multi-node data network 100. For
example and without limitation, generic nodes may collectively comprise or be
associated with multiple sensors deployed throughout a sensor network (such as a
"Smart Grid" energy metering network), wherein each generic node nominally
communicates payload data (e.g., sensor data or the like) and MAC tags to other
nodes. The generic nodes may be arranged in virtually any type of network
configuration, including linear, tree or star-based architectures or combinations
thereof.

The generic node 400 includes a processor 402 and memory 404 for effecting

communication transactions with other nodes and for generating MAC tags. The
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processor and memory are logically connected to an input interface 406 that receives
inputs (e.g., payload data and MAC tags) from other node(s); and an output interface
408 that sends output (e.g., payload data and MAC tags) to other node(s). The logical
hardware configuration further includes a MAC generation process module 410 for
generating MAC tags. The MAC generation process module 410 may be
implemented, for example and without limitation, by the processor 402 executing
program code (e.g., including but not limited to operating system firmware/software
and application software) stored in the memory 404 to generate MAC tags.

According to embodiments of the present invention, the MAC generation
process module 410 is operable to generate two types of MAC tags: a "standard"
MAC 412 (e.g., an AES-based tag, typically 128 bits) derived from the payload and a
shared secret key; and an aggregate MAC ("AggMAC") derived by combining the
MAC 412 with a MAC or AggMAC from a previous node using a MAC aggregation
function. For example and without limitation, the AggMAC may be derived by a
shifted-bitwise XOR operation such as described in relation to FIG. 3. As will be
appreciated, the MAC generation process module 410 is a logical hardware
component that may embody firmware, microchips (e.g., ASICs), software executable
on a hardware device, hardware, specialized hardware, and/or the like, may be
implemented in one or more physical devices and may implement one or more
communication technologies including wired, wireless or packet-based links.

The control node 500 comprises any system, server, application or function
adapted to receive, process and authenticate data from other nodes of a multi-node
data network 100. For example and without limitation, the control node 500 may
comprise an energy monitoring and/or billing system, server or application that
receives, processes and authenticates payload data (e.g., sensor data or the like) and
MAC tags received from one or more nodes.

The control node 500 includes a processor 502 and memory 504 for effecting
communication with and for processing and authenticating data received from one or
more generic nodes. The processor and memory are logically connected to a
communication interface 506 that receives inputs (e.g., payload data and MAC tags)
from other node(s); and may send outputs, where appropriate, to one or more node(s).

The logical hardware configuration further includes a MAC generation process

11
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module 510 and a node authentication process module 512. The MAC generation
process module 510 and node authentication process module 512 may be
implemented, for example and without limitation, by the processor 502 executing
program code (e.g., including but not limited to operating system firmware/software
and application software) stored in the memory 504.

According to embodiments of the present invention, the MAC generation
process module 510 operates (similarly as the MAC generation process module 410 of
the generic nodes) to generate two types of MAC tags: "standard" MACs (comprising
for example recomputed constituent MACs derived from the payload data of
constituent nodes) and an aggregate MAC ("computed AggMAC") derived by
executing a MAC aggregation function on the recomputed constituent MACs. For
example and without limitation, the AggMAC may be derived by a shifted-bitwise
XOR operation such as described in relation to FIG. 3. As noted in relation to FIG. 1,
the control node computes AggMAC in the same sequence executed by the
constituent nodes and therefore must have knowledge of the network topology.

In one embodiment, the node authentication process module 512 operates to
authenticate respective "standard" MACs and/or received AggMAC. This is
accomplished by comparing the computed AggMAC to the received AggMAC and, if
they are the same, the received AggMAC is deemed valid and the constituent MACs
from which the aggregate MAC was derived are known to be valid. But if they differ,
the control node knows that some form of data impairment occurred in the network,
either accidentally or maliciously. As described in relation to FIG. 3, the source of
data impairment can be ascertained by the control node by first identifying a valid
portion and invalid portion of the received aggregate MAC, and then estimating a
source of corruption of the received MAC based on indicia of which constituent
MAC:s, if any, are wholly included in the valid portion.

As will be appreciated, the MAC generation process module 510 and the node
authentication process module 512 are logical hardware components that may embody
firmware, microchips (e.g., ASICs), software executable on a hardware device,
hardware, specialized hardware, and/or the like, may be implemented in one or more
physical devices and may implement one or more communication technologies

including wired, wireless or packet-based links.
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FIG. 6 is a flowchart showing steps performed by a generic node 400 (FIG. 4)
according to embodiments of the present invention. For convenience, the steps of
FIG. 6 will be described with reference to a generic node (e.g., node 1, 2, 3, 4)
operating within a linear network topology such as described in relation to FIG. 1. As
will be appreciated, however, the steps of FIG. 6 may be performed by generic nodes
in virtually any type of network topology.

At step 610, the generic node may optionally receive input from a previous
node depending on its location within the network topology. For example, with
reference to FIG. 1, intermediate nodes 3, 2 and 1 receive input from their respective
previous nodes 4, 3 and 2; whereas node 4 is the initiating node and does not receive
input from any previous nodes. In one embodiment, the input received by the
intermediate nodes includes payload data from one or more previous nodes and a
previous MAC (which depending on location within the network topology, may
comprise a "standard" MAC or an aggregate MAC). For example, with reference to
FIG. 1, node 3 receives payload data (msg 4) and a standard MAC (MAC 4) from
node 4; node 2 receives payload data (msg 3, msg 4) and an aggregate MAC
(AggMACs;4) from node 3; and node 1 receives payload data (msg 2, msg 3 and msg
4) and an aggregate MAC (AggMAC;34) from node 2.

At step 620, the generic node generates its own payload data and standard
MAC. For example, with reference to FIG. 1, node 3 generates msg 3, node 2
generates msg 2 and node 1 generates msg 1; and each respective node generates its
own standard MAC (e.g., using standard AES-based hash algorithms) based on its
payload data and a shared secret key, to yield MAC 3, MAC 2 and MAC 1,
respectively.

At step 630, the generic node generates an aggregate MAC, based on the
MAC (or aggregate MAC) received from the previous node and the standard MAC
generated by itself. For example, with reference to FIG. 1, node 3 generates
AggMACs4 based on an aggregation of MAC 3 with MAC 4; node 2 generates
AggMAC,34 based on an aggregation of MAC 2 with AggMACs4; and node 1
generates AggMAC 534 based on an aggregation of MAC 1 with AggMAC,34. For
example and without limitation, the respective AggMACs may be derived by a
shifted-bitwise XOR operation such as described in relation to FIG. 3.

13
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At step 640, the generic node creates a message string including payload data
from itself (and, depending on its location within the network topology, from one or
more previous nodes) and the aggregate MAC generated by itself. For example, with
reference to FIG. 1, node 3 generates message string 108, node 2 generates message
string 110 and node 1 generates message string 112, each of the message strings 108,
110, 112 including an aggregate MAC generated by the corresponding node.

Then, at step 650, the generic node sends the message string to the next
consecutive node. For example, with reference to FIG. 1, node 3 sends message
string 108 to node 2, node 2 sends message string 110 to node 1 and node 1 sends
message string 112 to the control node. Thereafter, at each consecutive node, the
received aggregate MAC is used to derive a next instance of aggregate MAC, or if the
next consecutive node is the control node, it is used to authenticate data originated
from the respective nodes, for example, such as described in relation to FIG. 5.

FIG. 7 is a flowchart showing steps performed by a control node 500 (FIG. 5)
according to embodiments of the present invention. For convenience, the steps of
FIG. 7 will be described with reference to the control node 104 operating within a
linear network topology such as described in relation to FIG. 1. As will be
appreciated, however, the steps of FIG. 7 may be performed by control node(s) in
virtually any type of network topology.

At step 710, the control node receives a message string from a previous node.
In one embodiment, the received message string includes payload data from one or
more previous nodes and a previous MAC (which depending on the previous node's
location within the network topology, may comprise a "standard" MAC or an
aggregate MAC). For example, with reference to FIG. 1, the control node receives a
message string 112 from node 1. The message string 112 includes payload data from
4 previous nodes (msg 1, msg 2, msg 3 and msg 4) and an aggregate MAC
(AggMAC234) from node 1.

At step 720, the control node recomputes constituent MACs of the previous
nodes that contributed to the message string. For example, with reference to FIG. 1,
the control node recomputes constituent MACs of nodes 1, 2, 3 and 4 based on the

payload data (msg 1, msg 2, msg 3 and msg 4) and respective shared secret keys
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associated with the constituent nodes, yielding recomputed MACs (MAC 1, MAC 2,
MAC 3 and MAC 4).

At step 730, the control node computes an aggregate MAC ("computed
AggMAC") derived by executing a MAC aggregation function on the recomputed
constituent MACs. For example, with reference to FIG. 1, the control node computes
AggMAC 234 by successively executing a MAC aggregation function on recomputed
MACs (MAC 1, MAC 2, MAC 3 and MAC 4) of the constituent nodes. For example
and without limitation, the computed AggMAC may be derived by a shifted-bitwise
XOR operation such as described in relation to FIG. 3.

At step 740, the control node compares the computed AggMAC to the
received AggMAC to determine an authentication status of the received AggMAC. If
the computed and received AggMACs are the same, the process proceeds to step 780
whereby the received AggMAC is authenticated as valid and the constituent MACs
contributing to the received AggMAC are known to be valid. But if they differ, the
control node knows that some form of data impairment occurred in the network and
the message string is deemed to have been compromised at step 750.

Having determined that the message string is compromised, the control node
at step 760 identifies disrupted and valid parts of the received AggMAC to estimate
the location of the disruption. For example, as described in relation to FIG. 3, the
source of data impairment can be ascertained by the control node by first identifying a
valid portion and invalid portion of the received aggregate MAC, and then estimating
a source of corruption of the received MAC based on indicia of which constituent
MAC:s, if any, are wholly included in the valid portion. At step 770, the control node
declares valid any constituent MACs that are wholly included in the valid portion.

FIGS. 1-7 and the foregoing description depict specific exemplary
embodiments of the invention to teach those skilled in the art how to make and use the
invention. The described embodiments are to be considered in all respects only as
illustrative and not restrictive. The present invention may be embodied in other
specific forms without departing from the scope of the invention which is indicated by
the appended claims. All changes that come within the meaning and range of

equivalency of the claims are to be embraced within their scope.
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For example, embodiments of the MAC aggregation function has been
described herein with reference to a linear network topology and a MAC aggregation
function based on a shifted-XOR operation, whereby MAC aggregation is
accomplished by shift XOR-ing individual MACs of constituent nodes to the
aggregate in sequential fashion. However, it will be appreciated that embodiments of
the present invention may be implemented in any number of alternative network
topologies and/or with any number of alternative MAC aggregation operations.

For example and without limitation, embodiments described herein may be
implemented in a "tree" topology, whereby MAC aggregation is accomplished in at
least one instance by a gateway node combining two aggregate MACs received from
different branches; or a combination of tree topology with linear branches.

Moreover, MAC aggregation may be accomplished by a much larger class of
functions, instead of just a shifted-bitwise-XOR of the components. Generally, the
security holds for any efficiently computable function that is one-to-one on its
components. (A function is invective or one-to-one if every element of the function's
range is mapped to by at most one element of its domain. Further, the function is one-
to-one on its components if it is one-to-one when all but one of its component inputs
are fixed. For example, a three-component function, f (x, y, z) is one-to-one on its
components if functions f (¥, y, z), f (x, *, z) and f (x, y, * are one-to-one for every

fixed string x, y and z.).
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WHAT IS CLAIMED IS:

1. In a communication network including a plurality of successive sending
nodes operably linked to a control node, a method, carried out by at least one sending
node, comprising:

receiving from a previous node a first message authentication code (MAC);

generating a second message authentication code (MAC);

executing a MAC aggregation function to combine the first and second MAC:s,
yielding an aggregate MAC; and

sending the aggregate MAC to a next consecutive node for use in deriving a
next instance of aggregate MAC, or if the next consecutive node is the control node,
for use in authenticating data originated from the sending nodes;

wherein upon instance of the first MAC including corrupted data, the
aggregate MAC is constructed in a manner in which only a portion of the aggregate
MAC will include corrupted data, at least a portion of the aggregate MAC thereby

including valid verifiable data.

2. The method of claim 1, wherein the first MAC comprises:
an individual MAC, if the previous node is a first successive sending node; or

an aggregate MAC, if the previous node is an intermediate sending node.

3. The method of claim 1, wherein the MAC aggregation function comprises
a shifted bitwise XOR operation performed on corresponding bits of:

the first MAC; and

the second MAC, after having shifted the second MAC by s bits.
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4. Apparatus for performing MAC aggregation of constituent MACs, in
accordance with a communication network including a plurality of successive sending
nodes operably linked to a control node, the apparatus at at least one sending node
comprising:

an input interface;

an output interface;

a memory; and

at least one processor operably coupled to the input interface, output interface
and memory and configured to:

(a) receive from a previous node a first message authentication code (MAC);

(b) generate a second message authentication code (MAC);

(c) execute a MAC aggregation function to combine the first and second
MAC:s, yielding an aggregate MAC; and

(d) send the aggregate MAC to a next consecutive node for use in deriving a
next instance of aggregate MAC, or if the next consecutive node is the control node,
for use in authenticating data originated from the sending nodes;

wherein upon instance of the first MAC including corrupted data, the
aggregate MAC is constructed in a manner in which only a portion of the aggregate
MAC will include corrupted data, at least a portion of the aggregate MAC thereby

including valid verifiable data.
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5. A method comprising:

receiving from a first node a first message authentication code (MAC);

receiving from a second node a second message authentication code (MAC);

executing a MAC aggregation function to combine the first and second MAC:s,
yielding an aggregate MAC;

wherein upon instance of the first or second MAC including corrupted data,
the aggregate MAC is constructed in a manner in which only a portion of the
aggregate MAC will include corrupted data, at least a portion of the aggregate MAC

thereby including valid verifiable data.

6. The method of claim 5, wherein the first and second MACs comprise

aggregate MACs.

7. The method of claim 5, wherein the MAC aggregation function comprises
a shifted bitwise XOR operation performed on corresponding bits of:

the first MAC; and

the second MAC, after having shifted the second MAC by s bits.
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8. In a communication network including a plurality of sending nodes
operably linked to a control node, a method, carried out by the control node,
comprising:

receiving from a previous node a message string including payload data from a
plurality of sending nodes and at least one aggregate MAC computed by aggregating
a plurality of constituent MACs generated by the respective sending nodes;

executing a MAC computation function to recompute the constituent MACs
from the payload data and one or more shared secret keys, yielding a plurality of
recomputed constituent MACs;

executing a MAC aggregation function on the recomputed constituent MACs,
yielding a computed aggregate MAC;

comparing the computed aggregate MAC to the received aggregate MAC to
determine an authentication status of the received aggregate MAC;

if the computed aggregate MAC is not equal to the received aggregate MAC:

identifying a valid portion and an invalid portion of the received aggregate
MAC,;

estimating a source of corruption of the received aggregate MAC, based on
indicia of which constituent MACs are included in the valid portion; and

declaring valid the constituent MACs that are wholly included in the valid

portion.
9. The method of claim &8, wherein the MAC aggregation function comprises

a shifted bitwise XOR operation performed successive instances of constituent

MAC:s, after having shifted the successive instances by s bits.
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10. Apparatus for performing MAC aggregation of constituent MACs, in
accordance with a communication network including a plurality of successive sending
nodes operably linked to a control node, the apparatus at the control node comprising:

a communication interface;

a memory; and

at least one processor operably coupled to the communication interface and
memory and configured to:

(a) receive from a previous node a message string including payload data from
a plurality of sending nodes and at least one aggregate MAC computed by
aggregating a plurality of constituent MACs generated by the respective sending
nodes;

(b) execute a MAC computation function to recompute the constituent MACs
from the payload data and one or more shared secret keys, yielding a plurality of
recomputed constituent MACs;

(c) execute a MAC aggregation function on the recomputed constituent
MAC:s, yielding a computed aggregate MAC;

(d) compare the computed aggregate MAC to the received aggregate MAC to
determine an authentication status of the received aggregate MAC;

(e) if the computed aggregate MAC is not equal to the received aggregate
MAC:

(el) identify a valid portion and an invalid portion of the received aggregate
MAC,;

(e2) estimate a source of corruption of the received aggregate MAC, based on
indicia of which constituent MACs are included in the valid portion; and

(e3) declare valid the constituent MACs that are wholly included in the valid

portion.
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