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(57) Abstract: Each node on the network is in collab-
oration with each other node through a protocol. The
protocol at each node passively observes the network
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traffic. Upon specific predetermined patterns in the
network traffic being recognized by the protocol at any
one node, a report is generated based on such pattern at
such node. This report may then be shared with each
other node, which should have recognized the same
pattern. If the report at any two nodes does not match,
an error is generated based on the discrepancy con-
tained in the mismatched report. The protocol at the
node at which the error occurs can now access a knowl-
edge base to determine if such similar error has oc-
curred in the past. If such error is found, the protocol
at the node in error can reconfigure the node to elimi-
nate such error.
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