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» DIGITAL MONITOR

(71)  We, WESTINGHOUSE ELECTRIC prior art. 50
CORPORATION of Westinghouse Building, Gate- The invention resides in an apparatus for
way Center, Pittsburgh, Pennsylvania, United  determining the operational status of a digital
States of Ameirca, a Company organised and system which is adapted to sequentially gener-
existing under the laws of the Commonwealth  jate a plurality of different multibit digital sig-
of Pennsylvania, United States of America, do  pals, each of said multibit signals having a pre- 55
hereby declare the invention, for which we dictable bit pattern, comprising: first means for
pray that a patent may be granted to us, and receiving as an input said digital signals and for
the method by which it is to eb performed, to  in response thereto generating a pattern fault
be particularly described in and by the follow-  signal for each of said digital signals having an
ing statement: — unexpected bit pattern; second means for re- 60

This invention relates to digital monitors and ceiving as an input said digital cignals and for in
more particularly to monitoring circuits for response thereto generating an error signal for
determining the operational status of a digital each pattern found to be in an unexpected se-
system by checking bit patterns generated by quence; and third means for combining said
the system to determine that they are valid,in  pattern fault and said error signals to generate a g5
the proper sequence, that the total number of  composite status signal indicative of the opera-
valid patterns generated during each operating  tional status fo said digital system, said second
cycle is as expected, and that the monitored means comprising fourth means responsive to a
patterns contain no unexpected transitions. first portion of the bits of said digital signals to

Prior art monitors for monitoring digital generate a series of sequential numbers if the 70
systems have typically utilized an address gen-  bit pattern of said first portion is as expected;
erator to generate addresses to read digital fifth means responsive to a second pattern of
patterns from a memory. The bit patterns the bits of said digital signals to generate a
‘being monitored were then compared to the count of the detected number of expected bit
bit patterns read from the memory on a bit by  patterns; and sixth means responsive to said 75
bit basis to determine if the pattern being sequential number and said count of the de-
monitored was as expected. Each time a valid tected number of expected bit patterns to gen-
pattern was detected, a counter was stepped erate said error signal.
one count. At the end of the cycle of the cir- For the purpose of description of the moni-
cuit being monitored, the counter was inter- tor, each monitored pattern can be considered 80
rogated to determine if the expected number as consisting of three distinct portions with the
of valid patterns had been detected. If the bits designated B, through B,,. In the preferred
expected number of valid patterns was not de-  embodiment N = 21. The first five bits are used
tected, a signal indicating a system malfunction as an address by a first programmable read-only
was generated. These monitors also could in- memory to read up to sixteen eight bit digital 85
clude transition counters for counting the words from this memory. Four bits of each of
transitions of signals during a specified time these words are used as sequence tags and can
period to determine if the expected number of ~ have a numerical value ranging from these
transitions occurred. memories. Bits By, through B, of the pattern

While these systems operated as expected, being monitored are compared to the digital 90

the address generator required considerable
circuit complexity and the transition counter
circuit might miss errors due to a misalign-
ment of the transitions with respect to time but
not with respect to their number.
It is the principal object of this invention to

provide an improved digital monitor with a

' view to overcoming the deficiencies of the

words read from the second and third program-
mable read-only memories.

The above-described comparison of the words
read from the programmed read-only memory
to bits B8 through B, ; of the pattern being
monitored is performed by coupling the data
read from the programmable read-only mem-
ories and bits Bg through B, to the inputs of
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2 1579775

an array of exclusive OR gates. The data stored
in the read-only memories is selected such that
when the pattern from the system being moni-
tored contains the expected pattern of logic
onc and logic zero bits, there will be a one to
one correspondence between the data read
from the memories and the corresponding bits
of the pattern being monitored. The outputs by
the exclusive OR gates are wired in an AND
arrangement to produce a digital signal in-
dicating the presence or absence of a valid pat-
tern.

Each time a valid bit pattern is detected, a
counter is stepped one count, The output of
this counter is compared to the sequence tags
read from the first programmable read-only
memory to determine if the pattern is in the
proper sequence. If the pattern is not in the ex-
pected sequence, a digital sequence error signal
is gencrated to indicate detection of a sequence
error. At the end of the testing cycle the con-
tents of the counter and the status of the se-
quence error signals are examined to generate a
pattern fault malfunction signal if the correct
number of expected patterns have not been de-
tected in the expected sequence.

Additionally, the bits of the pattern being
monitored are coupled to a spurious transition
detector. If any transitions occur at unexpected
times, a spurious transition fault signal is gener-
ated which indicates a system malfunction.
Thus a fault signal is generated if the correct
number of valid patterns is not detected, if any
pattern appeared in the wrong sequence or if
the bit pattern being monitored contains any
unexpected transition. These fault signals are
combined to form a composite malfunction
signal.

The invention will become readily apparent
from the following description of an exemplary
embodiment thereof when read in conjunction
with the accompanying drawings, on which:

Figure 1 is a block diagram of the digital
monitor;

Figure 2 is a waveform diagram of control

signals generated by the circuit being monitored:

Figure 3 is a diagram illustrating the use of
program read-only memories in the pattern
fault detector:

Figure 4 is a circuit diagram of the spurious
transition detector;

Figure 5 is a diagram illustrating waveforms
rclated to the operation of the spurious tran-
sition detector.

Referring to Figure 1, the digital patterns
from the circuit being monitored are sequen-
tially coupled to a valid pattern detector cir-
cuit 20 and to the spurious transition detec-
tion circuit 21. The digital monitor also re-
ceives a trigger signal and an end of cycle sig-
nal from the system being monitored. These
signals are illustrated in Figure 2.

One of the patterns to be monitored occurs
between each adjacent pair of pulses of the
trigger signal. The patterns to be monitored are

coupled to the input of the valid pattern de-
tector 20. The bits of the pattern to be moni-
tored have been labeled B; through B,, for
convenience of description. In the preferred
embodiment described in detail N = 21. The
valid pattern detector includes three program-
mable read-only memories respectively il-
lustrated at reference numerals 22, 23 and 24
(Figure 3). The first five bits of the pattern

to be monitored are coupled to the first pro-
grammable read-only memory 22 as address
inputs. In response to each address coupled to
the programmable read-only memory 22, an
eight bit digital word is read with four of these
bits being utilized as a portion of the address
inputs to the second and third programmable
read-only memories, illustrated at reference
numerals 23 and 24, and as sequence tags by
the valid sequence detector which will be
described later. Bits B¢ and B, of the pattern
being monitored are utilized as the fifth bits
of the address inputs to programmable read-
only memories 23 and 24, Each of the bits of
the monitored pattern ranging from Bg to B,
serve as a first input to exclusive OR gates G,
through G, with G, being illustrated at
reference numerals 25 and G, being illustrated
at reference numeral 26. The second input to
the exclusive OR gates G, through G, are the
remaining four bit of the output of program-
mable read-only memory 22 and the eight out-
put bits of programmable read-only memories
23 and 24. The outputs of all of the exclusive
OR gates G; through G,, are connected in
parallel to generate a logic one signal whenever
the output of any one of the gates G, through
Gy, is a logic one. The data in the first program
read-only memory 22 is selected such that
when the bits B; through Bs have the expected
patterns and sequence, the four bits coupled
to the valid sequence detector will sequentially
assume decreasing values between N-1 and 0
where N-1 is the number of expected valid
patterns during the operating cycle and the re-
maining four bits will have a one to one cor-
respondence to bits Bg to B, of the pattern
being monitored. (N4« = 16). The data stored
in programmable read-only memories 23 and
24 are selected such that when a valid pattern
appears, both inputs to each exclusive OR
gates G5 through G,, of the array are identical.
This results in an output signal from the G, to
G, indicating that the pattern is valid.

The output of the valid pattern detector 20
is coupled as a first input to a valid pattern
pulse shaper 30 (Figure 1). The second input to
the valid pattern pulse shaper circuit 30 is the
pulses of the trigger signal illustrated in Figure
2. The output of the valid pattern pulse shaper
circuit is a pulse synchronized with the trigger
signal. This pulse steps a valid pattern down
counter 31, one count for each valid pattern
detected.

Overall synchronization of the monitor
circuit is provided by synchronizing flip-flop
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33. This flip-flop is set inhibiting operation of
the monitor by the output of OR gate 32 when
the monitor is initially turned on, by a manual-
ly activated reset signal or by an external sys-
tem which interrogates the monitor. Setting
this flip-flop inhibits the monitor by disabling
the valid pattern detector 20 through OR gate
53 and flow of clock pulses to pattern fault
detector 40 through AND gate 41. The reset
signal for flip-flop 33 is the output signal of
load down counter pulse generator 36. Load
down counter pulse generator 36 is a pulse
shaper for shaping the leading and trailing
edges of the pulses of the end of cycle signal
to assure that the flip-flops and other circuits
of the monitor operate properly.

Resetting of flip-flop 33 permits the normal
monitoring cycle to begin by enabling gate 34
and the valid pattern detector 20. Thus ir-
respective of the instant the monitor is swit-
ched on or reset, the monitor remains in-
hibited until the first pulse of the end of cycle
signal. Thsi prevents the generation of odd
number of valid pattern pulses over an un-
known fraction of the operating cycle result-
ing in a nuisance alarm when the monitor is
switched on.

A down counter 31 is also preset to be ex-
pected number of valid patterns. The present
pulse for this counter is the output pulse
from the OR gate 38 and is either generated by
the reset signal to flip-flop 33, or the output
signal from load down counter pulse generator
36 at the end of each test cycle.

Each time a valid pattern is detected, valid
pattern pulse shaper 30 generates a pulse which
reduces the count in the valid pattern down
counter 31 by one count. The output of the
valid pattern down counter 31 is coupled to a
first input of the valid pattern sequence detec-
tor 37. The second input to the valid pattern
sequence detector 37 is the sequence tags from
the valid pattern detector 20. As previously
explained, the sequence tags from the valid pat-
tern detector 20 i$ a four bit digital number
which sequentially decreases through values
ranging from N-1 to O provided the patterns
being monitored are in the right sequence. N is
the expected number of valid patterns during
the operating cycle. Thus, by comparing the
number from the valid pattern detector 20 to
the contents of the valid pattern down counter
31, asignal is generated indicating whether or
not the patterns are in the expected sequence.
If the patterns are not in the expected sequence,
an error signal is generated which is coupled to
one input of an OR gate 39. The output signal
of OR gate 39 is the D signal of the pattern
detector flip-flop 40. The other input to OR
gate 39 is the borrow signal from the valid pat-
tern down counter 31. This latter signal will be
present at the end of each cycle of the system
being monitored provided the valid pattern de-
tector circuit 20 has detected the expected num-
ber of valid patterns causing the value stored in

the valid pattern down counter 31 to decrease to
zero. At the end of each cycle of the system
being monitored, a pulse of the end of cycle sig-
nal is coupled through OR gate 35, AND gate
34 to generate a clock signal for the fault de-
tector flip-flop 40. Thus, if either the valid pat-
tern sequence detector 37 or the valid pattern
down counter indicates detection of an error,
the pattern fault detector 40 will change

state, when clocked to generate an error sig-
nal.

The output of the pattern fault detector
flip-flop is one of the inputs to an OR gate
50. The borrow signal from the valid pat-
tern down counter 31 indicating that this
counter has been stepped the expected num-
ber of times is utilized as a trigger input to a
borrow pulse detector circuit 51. This circuit
may simply be a retriggerable monostable
flip-flop with a period such that if the moni-
tor is cycling through its entire sequence at
the expected rate, the trigger is sufficiently
frequent to maintain the output of this
monostable at zero.

The clock signal to the pattern fault de-
tector flip-flop 40 is coupled to a test pulse
presence detector monostable flip-flop 52.
This circuit may also be monostable which is
retriggered by the clock signal to pattern
fault detector flip-flop 40 and is timed such
that if these pulses occur at the expected rate,
the output of the monostable is always zero.
The output signal of the borrow pulse pre-
sence detector 51 and the test pulse presence
detector 52 form second and third inputs to
OR gate 50. Thus, an output from OR gate 50
indicates that either the pattern fault detector
flip-flop 40 is set as a result of a faulty pattern
being detected or the output of either borrow
pulse or test pulse presence detector mono-
stables changed to logic one, indicating that at
least one of these signals is not occurring at the
expected rate or is missing altogether indicating
that the monitor is malfunctioning. The out-
put of OR gate 50 is the error of status signal.
This signal is also coupled through OR gate 53
to form an inhibit signal to the valid pattern
detector circuit 20 to prevent further operation
when an error is detected.

The patterns of multi-bit digital dignals from
the circuit being monitored are also coupled to
the spurious transition detector circuit 21.
When this circuit indicates that a spurious
transition has occurred, an error signal is gen-
erated which directly sets the pattern fault
detector flip-flop 40 to generate a signal in-
dicating that an error has been detected. Since
this signal is not clocked by the timing signals
from the circuit being monitored, it may occur
at any portion within the cycle of the system
being monitored.

Figure 4 is a more detailed schematic of the
spurious transition detector circuit 21. Each of
the bits of the pattern being monitored previous-
ly designated B; through By, are coupled to the
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first input of respective exclusive OR circuit G,
through G,,. Exclusive OR circuit G, is illus-
trated at reference number 70 in Figure 4 with
exclusive OR gate G,, being indicated at refer-
ence numeral 71, Each of the bits is also coup-
led through respective delays labeled 1 through
n in Figure 4 to form the second input to ex-
clusive OR gates G; through G,,. Delay number
one is indicated at reference numeral 72 with
delay number n being indictated at reference
numeral 73. The output of each of the delays
forms an second input to the associated ex-
clusive OR circuit. For example, the output of
delay #1 forms a second input to exclusive

OR circuit G; with the output of delay #n
forming the second input to exclusive OR
circuit G;.

Typical transitions of one of the input
bits, for example the B, bit which is the in-
put to G, is illustrated in the top line of
Figure 5. The second line of Figure 5 shows
this input as delayed by delay number 1 and
applied to the second input of G, . Since the
output of G, is only a high level when the two
inputs are different delaying one of the inputs
as described above will cause the output of G,
to be a series of narrow pulses as illustrated in
line 3 of Figure 5. Thus line 3 of Figure 5,
shows that the output of G; will be a series of
sharp pulses at each transition of the B, bit.
Gate G, through G,, perform in a similar
fashion with respect to their respective input
signals. The output of all of the exclusive OR
gates G, through G, are connected in parallel
to generate a composite signal consisting of a
train of short pulses at the transition of any of
the input signals consisting of bits B, through
B,,. This composite signal forms one input to an
AND gate 74, i

The system being monitored also generates
expected transition disabling gate signals having
a width and a position sufficient to overlap
each of the pulses of the composite output sig-
nal from gates G, through G, which represents
cxpected transitions in the pattern being moni-
tored. In Figure 4 two disabling gate generators
are indicated and labeled A and B. These gate
generators are a part of the system being moni-
tored. The output signals of these generators are
the inputs to an OR circuit 75 whose output
forms the second input to the AND gate 74.

In Figure S, the first two pulses of the B,
bit are indicated at 76 and 77. These pulses are
expected transitions with the output pulses
from gate G, as shown in line 3. The output
pulses of G, resulting from these expected
transitions are overlapped by pulses of the ex-
pected transition gate signal illustrated in the
bottom linc of Figure 5. However, the third
pulse of the B, bit illustrated at reference num-
eral 78 is a spurious transition. This results in two
small pulses in the composite output signal from
G, which have no corresponding pulses in the
expected transition gate signal. Therefore, these
signals will be transmitted through AND gate 74

and produce an output indicating that spurious
transitions have been detected.

The output signal from the spurious tran-
sition detector 21 illustrated in Figure 1 directly
sets the pattern fault flip-flop 40. The output of 70

. this flip-flip is coupled through OR gate 40 and

generates a signal indicating a fault has been de-
tected. Since this signal is not clocked by either

the trigger or end of cycle signals, it may occur

at any instant during the operating cycle of the 75
circuit being monitored.

The monitor also includes circuitry permit-
ting the status of the system being monitored to
be determined by interrogation from an external
system such as a digital computer. Interrogation 80
is accomplished by shifting a code identifying
the particular monitor into a shift register 54.

The code and clock signal is provided by the
computer performing the interrogation. The out-
put of the register 54 is coupled as a first input 85
to a comparator 55. The second input to com-
parator 55 is a code designating the appro-
priate monitoring circuit. When the codes
coupled to the comparator are identical, a logic
onc output signal is generated. This signal is
fed to the first input of an AND gate 56. The
second input to AND gate 56 is a flag mode
control signal cnabling the interrogation by the
computer. The output signal of AND gate 56

is used to control a second AND gate 57 from
whose output the monitor status signal to an
external system is derived.

The output signal of comparator 55 is coup-
led as one input to an AND gate 59. The other
inputs to this AND gate are the status signal and
one extra bit in the inquiry register 54. The
extra bit indicates that the associated monitor
circuit should be reset. Thus, when all inputs to
AND gate 59 are logic one, a monitor reset sig-
nal is generated which is coupled through OR
gate 32. The output signal of comparator 55 is
also coupled to the first input of a delay circuit
58 to generate a reset signal for inquiry register
54. Resetting of the inquiry register 54 causes
the output of comparator 55 to go to a logic
zero and disabling of gate 56. Thus, under ex-
ternal computer inquiry, the status signal out-
put of AND gate 57 is a pulse whose width is
determined by the pulse width of delay at 58.

The monitoring circuit described above can
be used with combinational or sequential logic.
The monitor will not only indicate that the
associated logic system has malfunctioned be-
cause of a hardware failure but it will also in-
dicate a malfunction due to errors in the input
to the monitored system. This generates little
problem when the system being monitored is
truly independent. However, it can cause
considerable difficulties when a plurality of
systems are interconnected in a feedback loop
so that malfunctions may propagate through
the various systems. This problem is some-
what alleviated by the transition detector
circuit due to the fact that this circuit may de-
tect errors before they have propagated through 30
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subsequent systems.

The monitor described above can be imple-
mented using commercially available circuits.
For example, the entire monitor may be im-

5 plemented using standard TTL circuits. Alter-
natively the memories may utilize TTL circuits
and the remainder of the monitor may utilize
MOS circuits. The detailed implementation of
the monitor is within the ordinary skill fo a
logic designer. Therefore, for pusposes of sim-
plicity, no detailed logic diagrams are included.
WHAT WE CLAIM IS:—

1. Apparatus for determining the operation-
al status of a digital system which is adapted to
15 sequentially generate a plurality of different
multibit digital signals, each of said multibit
digital signals having a predictable bit pattern,
comprising: first means for receiving as an input
said digital signals and for in response thereto
generating a pattern fault signal for each of said
digital signals having an unexpected bit pattern;
second means for receiving as an input said
digital signals and for in response thereto gen-
erating an error signal for each pattern found to
be in an unexpected sequence; and third means
for combining said pattern fault and said error
signals to generate a composite status signal
indicative of the operational status of said digi-
tal system, said second means comprising fourth
means responsive to a first portion of the bits of
said digital signals to generate a series of sequen-
tial numbers if the bit pattern of said first por-
tion is as expected; fifth means responsive to a
second portion of the bits of said digital signals
35 to generate a count of the detected number of

10

20

25

30

expected bit patterns; and sixth means respon-
sive to said sequential number and said count of
the detected number of expected bit patterns
to generate said error signal.

2. Apparatus in accordance with claim 1
wherein said first means includes: a first memory
which receives a portion of the bits of said digi-

140

. tal signal as an address to read stored data from

said first memory;second and third memories for
receiving a portion of the stored data read from 45
said first memory and a portion of the bits of said
digital signal as address inputs to read data from

said second and third memories; and compare

means responsive to portions of the data from

said first, second and third memories and portions 50
of the bits of said digital signal to generate said
fault signal when said signal includes an un-
expected bit pattern.

3. Apparatus in accordance with claim 1 or 2
wherein: said fifth means includes a digital coun-
ter which is stepped one count for each of said
digital signals found to have an expected bit pat-
tern.

4. Apparatus in accordance with claim 3
wherein said sixth means includes compare means 6(
for comparing said sequential number to the num-
ber stored in said counter to generate said error
signal when they are different,

5. Apparatus for determining the operational
status of a digital system, substantially as herein- g5
before described with reference to, and as shown
in, the accompanying drawing.
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