
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(10) International Publication Number
(43) International Publication Date
11 November 2010 (11.11.2010) WO 2010/128358 Al

(51) International Patent Classification: HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
G06F 17/00 (2006.01) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
(21) International Application Number: NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,

PCT/IB2009/05 1868 SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT, TZ, UA,

(22) International Filing Date: UG, US, UZ, VC, VN, ZA, ZM, ZW.

6 May 2009 (06.05.2009) (84) Designated States (unless otherwise indicated, for every

(25) Filing Language: English kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,

(26) Publication Language: English ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,

(72) Inventor; and TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

(71) Applicant : LEVIT, Grigory [IL/IL]; 6 Zichron Moshe ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

St, apt. 10, 49314 Petach Tikva (IL). MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, TR),
OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML,

(81) Designated States (unless otherwise indicated, for every MR, NE, SN, TD, TG).
kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, Published:

CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, — with international search report (Art. 21(3))
EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

(54) Title: PERMISSIONS VERIFICATION METHOD AND SYSTEM

Fig. 15

(57) Abstract: Automated method for verification of permissions created in an e-business system as a part of business process im
plementation, comprising the steps of business process scenario preparation, mapping the authorization checks linked to the above
business processes in a reference system, processing of the raw recorded logs in order to remove the unneeded overheads and
compiling the mapped authorization checks steps into a database table, automated comparison between the data from the reference
database and information in the analyzed system, presenting the user with the comparison results to fix the inconsistencies in the
implementation. System comprising a centralized data repository for the storage of the reference information, GUI for the purpos
es of business processes mapping, logs processing, managing the comparison between the reference data and the verified system,
comparison engine driven by GUI and implementing the verification by accessing the data in the centralized data repository and
the verified system.



Description
Title of Invention: PERMISSIONS VERIFICATION METHOD

AND SYSTEM

Background Art

Background Art
[1] E-business involves business processes spanning the entire value chain: electronic

purchasing and supply chain management, processing orders electronically, handling

customer service, and cooperating with business partners. Special technical standards

for e-business facilitate the exchange of data between companies. E-business software

solutions allow the integration of intra and inter firm business processes. E-business

can be conducted using the Web, the Internet, intranets, extranets, or some com

bination of these.

[2] Enterprise Resource Planning (ERP) is one of the major areas of e-business ap

plications. ERP is an enterprise- wide information system designed to coordinate all the

resources, information, and activities needed to complete business processes such as

order fulfillment or billing. A standard functionality of an ERP system is to implement

the business processes of the organization. A business process is implemented as a

sequence of transactions. The exact implementation depends on the specific ERP

product and its architecture.

[3] Standard business processes are usually defined within the relevant module of an e-

business product. For example, these could be modules implementing financial op

erations, warehouse management, human resources, customer relations management

and others.

[4] A business process implemented within the e-business system may contain one or

more sub-processes. For example, within the business process 'Purchase Order' the

possible sub-processes may be 'Create Purchase Order', 'Change Purchase Order' and

'Display Order'. Execution of the sub-processes would mean a different sequence of

transactions to be executed. Moreover, the same transaction might have different

permission level when executed within the different sub-processes of the same

business process. For example, a transaction handling documents would open a

document for editing in 'Change Purchase Order' sub-process, but will only permit

'read' when reached through the 'Display order' sub-process.

[5] Most e-business products provide a degree of flexibility in customizing the standard

out-of-the- box business process to the specific needs of an organization. This is

generally achieved by adding and removing transactions with their corresponding p a

rameters to and from the originally defined sequence of processes and sub-processes.



[6] Because of the complexity of the internal implementation of an e-business system

there is often a challenge in identifying the exact subset of low-level transactions

involved in its execution. In addition, often there is integration with external systems

and custom-developed transactions that need to be assigned the right permissions in the

context of the relevant groups of users. The challenge is therefore the amount of

knowledge of low-level transactions, customized transactions and integrations with the

external systems that the security person responsible for the e-business application

needs to have in order to effectively configure and troubleshoot the permissions for the

transactions while maintaining the adequate level of security within the e-business

system. As a result, there is no predefined list of permissions that has to be verified

while executing the business process.

[7] There is a number of existing products assisting the user with configuring the per

missions for the transactions in the system. These products either perform an audit of

the already implemented permissions structure or alternatively suggest an optimal per

missions structure in the context of business processes in the system. The core element

of these products is a database containing restrictions on transactions that a certain user

can access in accordance to Risk Management methodology, such as Sarbanes Oxley.

Examples of these products are Virsa tools by SAP AG, Authorization Organizer and

Authorization Auditor by CSI tools, Eurekify Enterprise Role & Compliance

Management Suite by Eurekify Ltd. and others.

[8] A limitation of these products is that they cannot identify the set of permissions

required for the successful execution of the transactions comprised in a customized

business process in an e-business system. These limitations have two implications on

the possibility of adequate permissions configuration within an e-business system: on

one hand unnecessary permission can be given to certain users, on the other hand there

could be required permissions not given to the users executing certain transaction thus

preventing the business process execution.

[9] U.S. Pat. No. 6,005,571 'Graphical user interface for managing security in a database

system' describes a method for user friendly management of security in an ERP

system. The method includes producing a plurality of task groups, which include

actions that may be performed by the users. The patent also covers a graphical user

interface that can be used to perform these tasks.

[10] U.S. Pat. No. 7,343,628 'Authorization data model' suggests a structure of security

permissions and possible implementation of security authorization process in an ERP

system.

[11] While both U.S. Pat. No. 6,005,571 and 7,343,628 address the optimization of

security permissions handling in an ERP system they do not address in any way the

method or system that can be used to verify an existing configuration of permissions



configured in an ERP system.

Technical Field

Technical Field
[12] The present invention relates to a computerized database system. More specifically, it

relates to a method and a system for verification of permissions in e-business systems,

wherein reference data is generated in a specially configured reference system for

subsequent comparison with the verified system.

Disclosure of Invention

Disclosure
[13] It is an objective of the present invention to provide a user friendly system, further

referred to as a Verification Tool, and methodology enabling effective validation of

permissions configuration in an e-business system while reducing the time otherwise

required for this purpose.

[14] It is another objective of this invention to enable a user with limited experience and

knowledge of the verified e-business system to make an effective use of the disclosed

Verification Tool.

[15] Embodiments of the invention are based on using the logs generated by an e-business

system and reflecting the permission checks invoked while executing the transactions

comprised in a business processes. The embodiments of the invention make use of

these logs collected in a specially configured reference system in order to verify the

permissions in the target system.

[16] One embodiment of the invention is a method to verify the permissions for the roles

and profiles configured in an e-business system. The method includes creation of

reference data by the use of a dedicated reference system. The reference system is

configured with a profile that has permissions to execute all transactions in the scope

of the verification project. The business processes in the scope of the verification

project are executed in the reference system with the resulting logs being saved for the

subsequent processing. The logs are processed by manual and automatic deletion of the

irrelevant data and saved in the database for use as reference data for the verification

project. The data saved in the reference database is rearranged to enable presenting it

in a user friendly way during the verification process.

[17] In the verification phase of the method the permissions for the roles in the target

system are compared with the corresponding permissions in the reference data. The

discrepancies between the reference data and the permissions in the verified target

system are automatically analyzed and presented in a user friendly way to human

operator.

[18] Another embodiment of the present invention comprises a system providing a



graphical user interface as well as the logic behind it to facilitate the use of the

disclosed permissions verification method. The core of the system is a reference

database which is created and updated for each new verification project. The system

provides a number of graphical user interfaces for the different operations done with

the help of the system.

[19] The first graphical user interface provides a user friendly way to map the business

process implemented in the verified system which is in the scope of the verification

project.

[20] Another graphical user interface is an editor enabling manual and automatic

processing of a raw log collected from the reference system, saving the processed log

in the reference database and its mapping to the preconfigured business processes. The

automatic processing is done with the use of exceptions tables which are maintained

and updated by the user.

[21] Yet another graphical user interface guides the user through the verification process

by fetching the relevant data views from the reference database and presenting it to the

user. Subsequently, following a trigger from the user, the system executes the

comparison with the actual verification process and presents the results to the user.

[22] A comparison engine is a yet another part of the system which is driven by the

system's graphical user interface. The comparison engine has an interface with the

reference database and the verified system.

[23] An important embodiment of the present invention is its implementation for the

products by SAP AG. This embodiment is mentioned separately due to the special

structure and limitations of the logs generated by SAP products.

[24] Advantages:

The invention provides an innovative approach for the verification of permissions in

a complex modern e-business system. The disclosed method provides a generic

approach to handle heavily customized implementations of business processes without

the need for analyzing the source code of the core e-business system or its cu s

tomization. Therefore the use of the disclosed system can be made by a user with basic

general knowledge of the administration and authorization of the verified e-business

system.

[25] The system provides a replacement for otherwise tedious and error prone manual

process executed by a human operator with no automation or data management fa

cilities involved.

[26] Other features of one or more embodiments of the invention are set forth in the ac

companying drawing and the description below. Other features, objects, and ad

vantages of the invention will be apparent from the description and drawings, and from

the claims.



Brief Description of Drawings
[27] FIG. 1 is an illustration of permissions model in a generic e-business system.

FIG. 2 is a flow chart showing the sequence of the permissions verification project

stages.

FIG. 3 is a flow chart showing the steps of mapping Business Processes to Roles in

the Verification Tool.

FIG. 4 shows the flow of data in the process of creating Merged Snapshots from Raw

Logs.

FIG. 5 shows a detailed flow chart with the steps of Merged Snapshots creation.

FIG. 6 shows the structure of a Reference Database.

FIG. 7 shows the hierarchy of the elements of the data stored in the Reference

Database.

FIG. 8A, FIG. 8B and FIG. 8C show the sequence of steps of data processing in the

Reference Database used to produce the Roles to Business Processes Mapping and

Snapshots.

FIG. 9 shows details of the structure of the Reference Database.

FIG. 10 illustrates a possible structure of the Exceptions Table.

FIG. 11 illustrates the process of merging two Snapshots into a Merged Snapshot.

FIG. 12 is flow chart showing the steps of the permissions verification process.

FIG. 13A is flow chart describing a comparison algorithm for a generic e-business

system executed on the Reference Data view and the verified Role table.

FIG. 13B is flow chart describing a comparison algorithm for an e-business system

by SAP AG which is executed on the Reference Data view and the verified Role table.

FIG. 14A shows the results of a comparison between the Reference Data view and

the Role table in the verified generic e-business system.

FIG. 14B shows the results of a comparison between the Reference Data view and

the Role table in the verified e-business system by SAP AG.

FIG. 15 shows the architecture of the Verification Tool.

Description Of Drawings

[28] Introduction:

Modern e-business system systems have the functionality of granulated access

control enabling a detailed set of permissions to be granted to a user or a group of users

in using the system's resources.

[29] This set of permission requires tight supervision which can require a time consuming

effort of a human operator. Different e-business system vendors might use different

terminology regarding the features governing the access control in the system;

however the key principles are common. The generic terms related to this functionality



will be:

Transaction: a set of functions or procedures in an e-business system that achieves a

meaningful logical result within the workflow of a business operation.

Business process: a sequence of transactions that make up a workflow of a logically

accomplished business operation.

Role: a business function of a user or a group of users in an organization reflected in a

set of permissions to execute certain business processes and transactions within e-

business systems.

Permission Check: is an operation that checks if a transaction has the correct p a

rameters to permit its execution.

[30] FIG. 1 shows the interrelation between a role, a business process, a transaction and

their permissions in a generic e-business system covered by the present invention. The

Role 101 is entitled to execute Business Processes 105 and 140. In the illustrated em

bodiment the Business Process 105 contains, among others, the Transactions 115, 125

and 135. In order for the Role 101 to be able to execute the Business Process 105 it

needs to have the permissions for the Transactions constituting this Business Process.

For this purpose the Role 101 contains a set of Permissions 110, 120 and 130 which

correspond to Transactions 115, 125 and 135 of the Business Process 105. The method

disclosed in the present patent application involves the use of a reference system to

obtain the data subsequently involved in configuration of the target system. The

reference system is configured with the same code set as the target system; however

the permissions on the reference system are configured with the least possible level of

restriction.

[31] The implementation of setting up the least possible level of permissions depends on a

specific e-business system. In general, a role should be created that would include per

missions for all the business processes that are in the scope of the verification project.

Some e-business systems have permissions that limit the level of details that the logs

that are generated during the business process execution. It is important to ensure that

these permissions are not assigned to the role configured with the least possible level

of restriction in the reference system.

[32] The concept of the method involves logging the permission checks required for the

execution of a certain business process in the reference system. Subsequently, the log

is processed to obtain a filtered reference snapshot file. In the last step of the method

the reference snapshot file is compared with the compatible view of the permissions

for a role in the target system and the parameters in the target system can be verified

and corrected.

[33] Solution:

FIG. 2 shows a high-level approach to the e-business system permissions verification



project execution. The step 201 refers to the phase of the project where the business

process and roles implemented in the e-business system are mapped and documented.

The mapping process is covered in more details in FIG. 3. Further in FIG. 2 the Step

210 covers the process of creating the Reference Database which will be used in the

verification process. This step can be repeated a few times through the time span of the

project for the purpose of updating and improving the reference data. The Step 210 of

FIG. 2 is disclosed in more details in FIG. 5. The actual verification process is done in

the step 220. In this step the permissions for the roles of interest in the target system

are compared with the corresponding entries in the Reference Database created in step

210. The verification algorithm is covered in more details in FIG. 5.

[34] FIG. 3 illustrates the process of mapping the Business Processes to the Roles in the

system. Step 301 refers to the identification of business processes in the organization.

This could be done based on existing documentation of the deployed e-business system

or by a series of interviews with the users of the system. Step 305 corresponds to the

definition of the scope of the verification project. The scope of the project is limited by

the set of business processes and roles that are of interest. Step 310 covers the mapping

of the Business Processes to the Roles as described in more details under FIG. 8B.

[35] FIG. 4 shows the logical sequence of actions involved in creating the Reference

Database. Initially, a human operator will execute the sequence of transactions

(effectively screens and menus) in the system which will produce the detailed log,

containing the record of the permission verification operations invoked in the process

of the transactions sequence execution. The resulting log will be saved for subsequent

processing and we will refer to it as a Raw Log. The Raw Log contains the information

required for the eventual verification purpose but also has a lot of records not needed

for the permission verification purpose. In the next step we will process each Raw Log

by removing the irrelevant information and save the resulting data into the database

table which we define as a Snapshot. Effectively, the Snapshot contains the distilled

version of the information in the Raw Log. There is one Snapshot created for each Raw

Log. The process of Raw Log conversion into a Snapshot table is done through the

Snapshot Editor which is a part of the system disclosed herein.

[36] While processing Raw Logs in Snapshots for a plurality of Business Processes one

may notice a consistent set of permission checks that is eliminated from each Raw Log

in the cleansing process. In order to optimize this process we introduce an Exceptions

Table which will store the details of the permanent set of permission checks to be

deleted from a Raw Log in the Snapshot creation process. The content of the E x

ceptions Table can be updated for the needs of a particular Business Process where a

certain permission check is or is not meaningful. The permission checks defined in the

Exceptions Table can be automatically purged from the Raw Log in the Snapshot



creation process. Additional unneeded information in the Raw Log may be deleted

manually using the Snapshot Editor.

[37] Eventually we have a set of Snapshot tables, each pertaining to a Business Process.

In its turn, as discussed in the description of FIG. 3, the Business Processes are mapped

to Roles. Because the verification process is driven by the Roles we need to combine

the information related to a certain Role across multiple Business Processes. The

system will automatically combine the Snapshots pertaining to a certain role into the

final Merged Snapshot. The Merged Snapshot can be a result of one or more Snapshots

combined together. The structure of the Merged Snapshot is covered in the description

of the FIG. 6.

[38] FIG. 5 shows the flow of the Reference Database creation process. In step 501 we

use the documentation describing the scope of the project and choose a Business

Process which we will start the Raw Log recording with. In step 505 we capture the

Raw Log file for the selected Business Process. In step 510 we have an option to redo

the capture from step 505 in case of a human error in execution of the selected

Business Process in the e-business system. In step 520 we check the Exceptions Table

to see if the checks and parameters that we want to exclude from the Snapshots are

already there. If missing exceptions are identified they can be added in step 525.

[39] After the Exceptions Table is updated we create a snapshot in step 530 using a

sequence of automatic and manual cleansing processes. In the automatic phase the data

defined in the Exceptions Table is deleted from the Raw Log. Then additional entries

can be deleted manually. The entries to be deleted are generally added to the E x

ceptions Table if we expect them to recur in other Raw Lags. An additional case when

we might want to add a permission to the Exceptions Table is when there is a

permission that we explicitly don't want any Role to have.

[40] In step 535 we have a choice to capture another Raw Log for the same Business

Process. This is done if the initial Raw Log contained only a part of the end-to-end

process. In other words, this is when a part of the Business Process wasn't followed

when capturing the initial Raw Log. This can be done on purpose because of the lim

itations of a Business Process Execution.

[41] In step 540 we can select another Business Process of interest to capture the Raw Log

and create a Snapshot for it too. After all Business Processes in the scope of work are

followed and captured into the Snapshots we create the Merged Snapshot by

combining the data from different Snapshots pertaining to the same Role in step 545.

The process of combining may be automatic or manual. Manual combining permits the

process to be more controlled by the user through the GUI of the Verification Tool.

[42] FIG. 6 shows a possible structure of the Reference Data Table from the Reference

Database. The eventual purpose of the Reference Database is to support the veri-



fication process. All the data required for this process is contained in Reference Data

table 635. However it is usually impossible to obtain the data needed for the Reference

Data table 635 without intermediate steps. The sequence of steps required for the

Reference Data Table 635 calculation is described in more details in Figure 8. The

tables supporting the Reference Data calculation are 'Business Process' 610, 'Snapshot'

615, 'Snapshot 2' 620, 'Snapshot 3' 625, 'Exceptions table' 630.

[43] FIG. 7 shows the high-level organization of the data in the system which is sub

sequently reflected in the structure of the Reference Data table. The eventual objective

of the reference data collection is to enable mapping between the role that is being

verified and the set of permission checks that are actually invoked while executing the

Business Processes related to that role. The elements of the data structure shown in

FIG. 7 include information collected from the logs: Transactions and Permission

Checks; Data encapsulation parameters: Merged Snapshots and Snapshots; Verified

Roles. Snapshots 715, 720 and 725 refer to the processed logs obtained while

executing the Business Processes belonging to the Role. Each of the snapshots contains

a plurality of transactions. Each of these transactions in its turn has a plurality of

permission checks that were invoked while its execution. For our purpose we need to

be able to unify the transactions and their permission checks with the corresponding

parameters across multiple snapshots. This is achieved by creating the Merged

Snapshot 710. For example, Transaction 1 appears as item 730 in Snapshot 1 (item

715) and as item 740 in Snapshot 2 (item 720). In Snapshot 1 Transaction 1 contains

Permission Checks 1 and 2 (items 750 and 755) while in Snapshot 2 the same

Transaction contains Permission Checks 1 and 3 (items 760 and 765). For the veri

fication purpose there is no need to maintain the linkage between a Transaction and the

Snapshot containing this Transaction. The unified view of Permission Checks 1, 2 and

3 belonging to Transaction 1 is achieved by merging Snapshot 1 (item 715) and

Snapshot 2 (item 720) into a Merged Snapshot (item 710). The Merged Snapshot 710

is mapped to the actual Role 705.

[44] FIG. 8A, 8B and 8C show the sequence of tables in the Reference Database that are

updated in the process of generation of data for the Reference Data Table 635 shown in

FIG. 6, and disclosed in more details in FIG. 8C. FIG 8A, 8B and 8C show the steps of

the Reference Data table generation process. The "Business Process" table 820 shown

in FIG. 8B is generated by identifying the Roles in that are entitled to execute the

Transactions making up the Business Processes in the scope of the verification. This is

done by querying the target system through an API and manually accomplishing the

selection of the Roles in the scope of the verification project using the Verification

Tool's Business Process Editor as shown in more details in FIG. 15. Raw Log files 805

in FIG. 8A are created for each of the Business Processes in the scope of the veri-



fication table is processed using and an Exceptions Table 810 by deleting from it in

formation stored in the Exceptions Table. The structure of the Exceptions Table 810 is

shown in more details in FIG 10. The resulting data is stored in the table 815

"Snapshot" of the Reference Database as shown in FIG 8A. The table 815 "Snapshot"

and the table 820 "Business Process" in FIG. 8B are manually processed together using

the Snapshot Editor of the Verification Tool's GUI as shown in FIG. 15. The Snapshot

ID in table 815 is manually assigned to a Business Process in the table 820 with the

result saved in the table 825 "Snapshot 2" as shown in FIG. 8B. The table 830

"Snapshot 3" shown in FIG. 8B is obtained from the table 825 "Snapshot 2" by adding

a column "Merged Snapshot" which contains the number of the Merged Snapshot that

is being generated. The number of the Merged Snapshot is equal to the number of the

Role of a Snapshot in the table 825. FIG. 8C shows the table 835 "Reference Data

Table" which is the eventual table used as a source of reference data in the verification

process. Table 835 "Reference Data Table" is obtained from the table 830 "Snapshot

3" by deleting repeating entries of the Transactions with their corresponding

Permission Checks and Parameters under the same Merged Snapshot. The columns

"Business Process" and "Snapshot ID" are not copied from the table 830 "Snapshot 3"

into the table 835 "Reference Data Table" because they are not needed in the veri

fication process.

[45] FIG. 9 shows the structure of the Reference Data Table. The structure of the table

follows the Role to Transaction mapping as described in FIG. 7. The content of the

Reference Data Table serve two major purposes. The first one is to enable the Veri

fication Tool GUI to fetch the view of the Permissions for the Role. The second

objective is to give the user a way to combine different Snapshots into a Merged

Snapshot. As discussed above the same Snapshot can be mapped to different Business

Processes and therefore can be relevant for different Roles. The columns of the

Reference Data Table are "Merged Snapshot ID" (item 905), "Mapped Roles" (item

910), "Transaction" (item 925), "Check" - referring to Permission Check (item 930),

"Parameters" referring to Permission parameters (item 935).

[46] FIG. 10 shows the structure of the Exceptions Table which is the second table in the

Reference Database. The Fields of the Exceptions Table are "Snapshot ID", "Check",

"Parameter", "Value (from)", "Value (to)" and "Exclusion Flag". The value in the field

"Parameter" contains the names of the Parameters corresponding to a Permission

Check in the field "Check". The values in the fields "Value (from)" and "Value (to)"

define the range of values that a Parameter can have.

[47] FIG. 11 shows the process of merging a number of Snapshots into a Merged

Snapshot. The first step in merging multiple Snapshots into a Merged Snapshot is

identifying Transactions appearing in more than one of the Snapshots to be merged. In



different Snapshots the same Transaction can have different sets of Permission Checks

and their parameters attached to it. In the second step we create a unified list of all Per

missions Checks with all of their possible parameters involved in executing the

Transactions described in step one for the Snapshots to be merged. This unified set of

Permission Checks is stored in the field attached to the relevant Transaction. In the

third step we will combine the parameters for the Permission Checks of step two. All

Transactions that appear in one Snapshot only will be added to the resulting Merged

Snapshot without changing the set of Permission Checks and their parameters. FIG. 11

further provides an illustration of merging a Transaction existing in two Snapshots into

the Merged Snapshot. "Transaction 3" in Snapshot 1104 contains Permission Checks

"Check 1" and "Check 2", while in Snapshot 1139 the same "Transaction 3" involves

"Check 1" and "Check 3". The merging process will create "Transaction 3" in the

Merged Snapshot 1174 with the set of Permission Checks: "Check 1", "Check 2" and

"Check 3". Next layer we will merge the Parameters for the matching Permission

Checks pertaining to the same Transaction in the merged Snapshots. For example, in

Snapshot 1104 Permission Check 1 for Transaction 3 has Parameter "Pl=2000", while

in Snapshot 1139 Permission Check 1 for Transaction 3 has Parameter "Pl=IOOO".

Therefore in Merged Snapshot 1174 Permission Check 1 for Transaction 3 has

Parameter "Pl=IOOO, 2000". As we said, Transactions that exist in only one of the

Snapshots to be merged will appear in the Merged Snapshot without a change - with all

the Permission Checks and Parameters as in the Snapshot participating in the merging

process. For example "Transaction 2" exists in Snapshot 1104 only while "Transaction

4" appears only in Snapshot 1139. Both "Transaction 2" and "Transaction 4" with all

the corresponding Permission Checks and Parameters will be added to the Merged

Snapshot 1174.

[48] FIG. 12 shows the sequence of steps involved in the verification process executed

with the use of the reference data collected and processed as described in the previous

figures. In step 1201 the user selects the Role from the target system to be verified. The

user relies on the e-business system GUI to get the view of the Permissions with their

corresponding parameters and the values that are assigned to these parameters. In the

step 1203 the user checks if the Merged Snapshot corresponding to the selected Role is

opened in the verification program that is disclosed by the present invention. If the

Merged Snapshot is not open then the user opens it in step 1210. Opening a Snapshot

is accomplished by selecting the name of this Role in the GUI menu of the disclosed

system. As a result of this operation the user will be presented with the view of the

Role, permissions for that Role and their corresponding parameters with their values.

The view can be seen is a filter applied to the data in the Reference Database. At this

point the user can see permission for the selected Role in the verified e-business



system and in the reference system. Then in step 1205 the user triggers an automatic

comparison operation. In step 1215 the verification system shows the user the

comparison results as described in more details in FIG. 14A and FIG. 14B. In step

1218 the user can choose to repeat the process for a different role or to quit the veri

fication process.

[49] FIG. 13A and FIG. 13B illustrate the comparison algorithm that is executed when a

Role with its permissions in the target system is verified against the corresponding

Reference Database view as described above with respect to FIG. 12. FIG.13A shows

the sequence of operations performed while comparing the Reference Data view as

depicted in FIG. 14A. This is a generic model of the permissions data organization in

an e-business system. An important embodiment of the present invention is its ap

plication for SAP ERP and other e-business products by SAP AG. The permissions

data structure of SAP AG products falls under the generic model, however its distinct

features justify an explicit disclosure as shown in FIG. 13B and FIG. 14B.

[50] Tables 1416 and 1431 in FIG.14A show the hierarchical organization of permissions

related data under a Role. Effectively a Role has permissions for a number of

Transactions. Each of these Transactions has one or more Permission Checks invoked

when the Transaction is executed. Each of the Permission Checks has one or more P a

rameters attached to it. These Parameters need to have certain values so that the

Transaction can be granted execution permission by the e-business system.

[51] The Reference Database view 1416 in FIG. 14A illustrates the hierarchy of the

Permission Checks and Parameters with their values corresponding to the Transactions

in column 1405. The list of Transactions in column 1405 contains all the Transactions

that the verified Role behind the table 1431 is entitled to execute. In the step 1301 of

FIG. 13A the comparison algorithm shown in FIG. 13A selects the first Transaction

from the column 1405 of the Reference Data view 1416 in FIG. 14A. It verifies that

this Transaction is present in the column 1420 of the Role table 1431. If the

comparison in the step 1303 produces Boolean "false" the algorithm goes to the step

1307 in FIG. 13A which marks "x" in "Transactions match" column 1435 of the results

table 1436 in FIG. 14A. Then the algorithm moves to the step 1329 where it checks if

there is an additional Transaction in the column 1405 in FIG. 14A. If this Transaction

was the last one in the column 1405 the algorithm ends. If the comparison 1303

produces Boolean "true" the algorithm goes to the step 1305 in FIG. 13A and marks

"v" in "Transactions match" column 1435 of the results table 1436 in FIG. 14A. Then

the algorithm goes into the next level of comparison by checking in the step 131 lof the

FIG. 13A if the first Permission Check from the column 1410 corresponding to the

first Transaction in the column 1405 in FIG. 14A is also present in the column 1425

under the corresponding Transaction in the column 1420 of the Role table 1431. If the



comparison 1311 produces Boolean "false" the algorithm goes to the step 1313 in FIG.

13A which marks "x" in the "Check Match" column 1440 of the results table 1436 in

FIG. 14A. Then the algorithm continues to the step 1327 where it checks if there is an

additional Permission Check under the same Transaction in the column 1410 in FIG.

14A. If this was the last Permission Check for this Transaction the algorithm moves to

the step 1329 and starts a new cycle for the next Transaction. If the comparison in the

step 1327 produces Boolean "false", the algorithm selects the next Permission Check in

the step 1333 and repeats the loop for this Permission Check starting again from the

step 1311 in FIG. 13A. If the comparison in the step 1311 produces Boolean "true" the

algorithm goes to the step 1315 in FIG. 13A which marks "v" in "Check match"

column 1440 of the results table 1436 shown in FIG. 14A. Then the algorithms goes

into the third level of comparison by checking in the step 1319 in FIG. 13A if the first

Parameter from the column 1415 corresponding to the above Permission Check from

the column 1410 in FIG. 14A is present in the column 1430 under the same Check in

the Role table 1431. If the comparison 1319 produces Boolean "false" the algorithm

goes to the step 1323 in FIG. 13A which marks "x" in "Parameters Match" column

1445 of the results table 1436 in FIG. 14A. Then the algorithm moves to the step 1325

where it checks if there is the last Parameter in the column 1415 in FIG. 14A. If the

comparison 1325 produces Boolean "false", the algorithm selects the next Parameter

from the list in the step 1331 and repeats the loop for this new Parameter starting again

from the step 1319 in FIG. 13A. If the comparison 1325 produces Boolean "true" the

algorithm progresses to the step 1327 and starts another cycle for the next Permission

Check. If the comparison in the step 1327 produces Boolean "false", the algorithm

selects the next Parameter in the step 1331 and repeats the loop for this Parameter

starting again from the step 1319 in FIG. 13A. If the comparison in the step 1319

produces Boolean "true" the algorithm moves to the step 1321 where it marks "v" in

"Parameters Match" column 1445 of the results table 1436 in FIG. 14A. Then it

continues to the comparison 1325 still in FIG. 13A.

[52] FIG. 13B illustrates an important private case of an algorithm disclosed in FIG.13A

which refers to its application to e-business systems by SAP AG. In these products the

name of the Transaction appears as a value of a Parameter belonging to a Permission

Check. This imposes a limitation regarding the possibility to identify the match

between a Transaction and a Permission Check and the Parameters corresponding to it.

Another limitation is that that the transaction field in SAP logs don't always contain the

right values of the Transaction. Therefore the names of the Transactions need to be

extracted from the Parameters' values. Other Transaction can be logged depending on

various additional conditions. These operations are described below with reference to

FIG. 14B.



[53] FIG. 14B illustrates a comparison of a Role table 1464 with the Reference Data view

1456 which generates the results table 1471. The comparison doesn't involve

Transactions in the way it was done in the generic algorithm shown in FIG. 13A and

FIG. 14A because the log contains limited explicit information about the Transactions

involved in a Business Process. In the e-business systems by SAP AG the values of the

Transactions appear as Parameters of a Permission Check 1, which has a name

'S_TCODE'. By seeing 'Transaction 1' as one of the Parameters under the Permission

Check 'Check 1' the user understands that the Role has some permissions to execute

the Transaction 'Transaction 1'. The Reference Data view 1456 contains the corre

sponding to the Role table fields with reference data. The field 1452 'Check' contains

the values of the Permission Checks and the field 1454 'Parameters' contains the values

of the corresponding Parameters. The resulting table 1471 contains the column 1476

'Check' which is copied from the column 1452 'Check' of the Reference Database view

1456. The column 1472 'Check match' contains the result of the verification if the

Permission Checks listed in the column 1452 'Check' of the Reference Database view

1456 are present in the column 1460 'Check' of the Role Table 1464. The resulting

value is 'True' if the value of the Permission Check from the column 1452 is present in

the column 1460. Following the comparison of the Permission Checks the algorithm

checks the match between the values of the Parameters pertaining to the Permission

Checks in the Reference Data view 1456 and the Role Table 1464. This comparison is

done only for those values of the Permission Checks from the column 1452 that

yielded 'True' in the column 1472 of the Results table 1471. For the user friendly data

presentation purposes the content of the column 1454 'Parameters' in the Reference

Database view 1456 is copied into the column 1473 of the results table 1471. The

results of the Parameters comparison are stored in the column 1474 of the results table

1471. The comparison will yield Boolean 'True' if the Parameter from the column 1454

of the Reference Database view 1456 is present and has the same value in the field of

the column 1462 of the Role table 1464 under the value of the corresponding

Permission Check in the column 1460 of the Role table 1464. The comparison

algorithm is disclosed in more details in FIG 13B.

[54] The table 1466 contains the list of all Transactions that appear as Parameters in the

Column 1473 of the results table 1471. This is done by filtering the column 1476

'Checks' of the results table 1471 for the value Checkl (S_TCODE) which corresponds

to the Parameter containing the name of the Transaction in SAP AG products. The

values in the column 1470 'Transaction match' in the table 1466 are copied from the

corresponding values in the column 1474 'Parameters match' in the table 1471.

[55] Returning to the description of FIG 13B: In step 1351 of FIG. 13B the comparison

algorithm selects the first Permission Check in the column 1452 of Reference Data



view table 1456 in FIG. 14B. It verifies that this Permission Check is present in the

column 1460 of the Role table 1464. If the comparison in the step 1353 produces

Boolean 'false' the algorithm goes to the step 1355 in FIG. 13B which marks 'x' in

'Check Match' column 1472 of the results table 1471 in FIG. 14B. Then the algorithm

moves to the step 1369 where it checks if there is an additional Permission Check in

the column 1452 in FIG. 14B. If there are no additional Permission Checks, the

algorithm ends. If the comparison 1369 produces Boolean 'false', the algorithm goes to

the step 1373 in FIG. 13B where it selects the next Permission Check from the list in

the column 1452 in FIG. 14B and repeats the loop for this new Permission Check

starting again from the step 1353. If the comparison in the step 1353 in FIG. 13B

produces Boolean 'true' the algorithm goes to the step 1357 in FIG. 13B which marks

V in 'Check match' column 1472 of the results table 1471 in FIG. 14B. Then the al

gorithms goes into the second level of comparison by checking if the first Parameter

from the column 1454 corresponding to the above Check in the column 1452 in FIG.

14B is present in the column 1462 under the same Check in the Role table 1464. This

is done in the step 1361 in FIG. 13B. If this comparison produces Boolean 'false' the

algorithm goes to the step 1365 in FIG. 13B which marks 'x' in 'Parameters Match'

column 1474 of the results table 1471 in FIG. 14B. Then the algorithm moves to the

step 1367 where it checks if there is an additional Parameter under the same

Permission Check in the column 1454 in FIG. 14B. If the comparison 1367 produces

Boolean 'false', it selects the next Parameter from the list in the step 1371 and repeats

the loop for this Parameter starting again from the step 1361 in FIG. 13B. If the

comparison in the step 1367 produces Boolean 'true' the algorithms progresses to the

step 1369 and starts another cycle for the next Permission Check. If the comparison in

the step 1369 produces Boolean 'true', the algorithm ends. If the comparison in the step

1369 produces Boolean 'false', the algorithm selects the next Permission Check in the

step 1373 and repeats the loop for this Permission Check starting again from the step

1353 in FIG. 13B.

[56] An illustration of verification for a Role is illustrated in FIG. 14A. The table 1431

shows a view of the Role in the verified e-business system, including Transactions,

Permission Checks and Parameters that have been set for the Role in question by a

system manager. The table 1416 illustrates the GUI of the Verification Tool with Role

selected and the corresponding Merged Snapshot displayed to the user. The first step in

the verification algorithms is comparison between the ordered lists of Transactions in

the column 1420 'Transaction' for the Role to be verified and the column 1405

'Transaction' in the Reference Database View 1416.

[57] Table 1436 contains the output of the comparison process for a single Role. The

column 1435 contains the results of the comparison for Transaction fields in tables



1416 and 1431. Transactions marked with "v" are present in both tables. Transactions

present in the table 1416 (the Reference Database view) but missing in the table 1431

(the e-business system GUI) will be marked with "x". Transactions present in the table

1431 (the e-business system GUI), but missing in the table 1416 (the Reference

Database view) will not appear in the comparison results table 1434. After the

comparison for the Transactions, the algorithm will continue and compare the

Permission Checks between the column 1425 ("Check") in the table 1431 (the e-

business system GUI) and the corresponding column 1410 ("Check") in the table 1416

(the Reference Database view). This comparison will be performed for each of

Transactions in the results column 1446 of the results table 1436. The Permission

Checks comparison will be positive and will be marked as "v" in the column 1440 of

the results table 1436 if the set of Permission Checks for a certain Transaction in the e-

business system GUI 1431 contains all the Permission Checks pertaining to the same

Transaction in the Reference Database view 1416. Otherwise the comparison of the

Permission Checks for a certain transaction is considered as failed and will be marked

by "x" in the column 1440 "Check Match" of the results table 1434. For the

Transactions with matching Permission Checks in the results table 1434 we will

compare the Parameters. The Parameters comparison will be positive and will be

marked as "v" in the column 1445 of the results table 1434 if the set of Parameters for

a certain Permission Check in the e-business system GUI 1431 contains all the P a

rameters pertaining to the same Permission Check in the Reference Database view

1416. Otherwise the comparison of the Parameters for a certain Permission Check is

considered as failed and will be marked by "x" in the column 1445 "Parameters

Match" of the results table 1436.

[58] FIG. 15 shows the architecture of the Verification Tool implementing the method

disclosed in the present invention. The main components of the Verification Tool are:

Business Editor, Snapshot Editor, Reference Database, Comparison Engine and its

GUI, interfaces to external systems.

[59] Business Process Editor 1512 is intended to create the list of business processes

existing in the target system and which are in scope of the verification project. Sub

sequently, the Business Process Editor 1512 is used to map the Business Processes to

the Roles. The list of the Roles is obtained from the target system through the E-

business System interface 1541. Alternatively, the list of Business Processes can be

imported from the external systems 1501 such as SAP Solution Manager or ARIS

through the Business Process Interface 1511 and edited using this editor. The user's in

teraction with the editor is marked as User Input 1530. Once created the list of

Business Processes is stored into the Reference Database 1566 through the Database

Interface 1516. The Snapshot Editor 1526 is used to perform the following functions:



editing the Raw Logs and saving them as Snapshots; Editing Snapshots and mapping

Snapshots to Business Processes; Exceptions Table generation and updating; Merging

Snapshots into Merged Snapshots. The Snapshot Editor 1526 acquires the file with the

Raw Log 1506 using the Raw Log Interface 1521. The user's interaction with the

Snapshot Editor 1526 is marked as User Input 1536. Snapshots, Merged Snapshots and

the mapping between the Snapshots and the Business Processes are saved and retrieved

from the Reference Database 1566 through the Database Interface 1516. The veri

fication process is managed by the user through the Comparison GUI 1538. The

Comparison GUI 1538 serves as an interface to the Comparison Engine 1540. In order

to execute the comparison, the Comparison Engine 1540 has an interface to the target

e-business system 1545 through the E-system Interface 1541 and to the Reference

Database 1566 through the Database Interface 1516. The Reference Database 1566

supports the operations of the other key elements of the Verification Tool. Its operation

involves execution of scripts implementing the logic of the reference data creation as

described in FIG. 8A, 8B and 8C. For the purpose of the implementation of the logic

disclosed in FIG 8A, 8B and 8C the Reference Database 1566 has in interface to the

Target E-business System 1545 through the E-system Interface 1541.



Claims
[Claim 1] A verification method, comprising:

configuring a reference system to have the same set of executables and

customizations as an e-business system to be verified;

configuring the reference system with one or more roles that together

have permissions to execute all transactions in a scope of a planned

verification;

mapping business processes that are implemented in the target system

and are in the scope of the verification;

executing, using the reference system, and saving in a repository logs

for each of the business processes;

creating reference data by merging the logs for each role in the scope of

the verification which has a permission to execute the business

processes for which these logs were generated;

comparing settings for the role in the verified system with corre

sponding values in the reference data for the role; and

displaying results of comparing the settings to the user.

[Claim 2] The verification method of Claim 1, wherein the mapping of the

business processes is accomplished by importing the business

processes from an external software system.

[Claim 3] The verification method of Claim 1, wherein the reference data is

generated in a dedicated e-business system environment not

connected to the verified system.

[Claim 4] The verification method of Claim 1, wherein the processing of

logs can be both manual and automatic.

[Claim 5] The processing of the logs of Claim 4, wherein the

automatic processing deletes the entries specified in the list

of values of Claim 5 from the said logs.

[Claim 6] The verification method of Claim 1, wherein the comparison

between the settings for the role in the verified system and in the

reference system is done automatically using a comparison

algorithm.

[Claim 7] The verification method of Claim 1, wherein the merging of the

logs is automated by eliminating information repeating in the

merged log.

[Claim 8] The verification method of Claim 1, wherein the list of roles with

permissions for operations listed in the logs that are recorded in



the reference system is obtained automatically by querying the

verified system.

[Claim 9] The verification method of Claim 1, wherein the roles configured

in the reference system with the permissions to execute all of the

transactions in the scope of the planned verification project are

further configured to enable the user assigned with these roles to

execute all operations involved in the verified business processes

in a way that supports the maximal level of details that the

system" s logs can support for the operations.

[Claim 10] The verification method of Claim 1, wherein the comparison

between the settings for the role in the verified system and the

corresponding values in the merged log further comprises the

steps of:

(a) Recursively executing, starting from the top level in a hier

archical structure of a reference view, a comparison between the

values at a certain level in the hierarchical structure, with the cor

responding values in a graphical user interface of the verified

system;

(b) Marking Boolean "true" in the results table with for each of

the values in the said hierarchical structure for which an equal

value exists in the corresponding field of the graphical user

interface of the verified system;

(c) Repeating the said step (a) for the next level of data under

each of the values of the said hierarchical structure for which

Boolean "true" was produced in the previous iteration of the

comparison.

[Claim 11] The verification method of Claim 1, wherein the saved logs are

processed by deleting information which doesn"t pertain to the

permissions in the verification.

[Claim 12] The verification method of Claim 11, wherein the deleted

information is stored in a dedicated list.

[Claim 13] A permissions verification system comprising: a business process

editor; logs editor; centralized data repository; comparison engine;

comparison GUI.

[Claim 14] The permissions verification system of claim 13, wherein the logs

editor can be used to select transactions, checks and parameters to

be automatically excluded from the processed logs while

analyzing raw system" s logs.
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