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ADAPTIVE AUTHENTICATION OPTIONS 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[0001] This patent application is a non-provisional of and claims priority to U.S.  

provisional patent application no. 60/866,191, filed on November 16, 2006, which is 

herein incorporated by reference in its entirety for all purposes.  

BACKGROUND 

[0002] In a typical purchase transaction, a consumer may use a portable consumer 

device to pay for goods or services from a merchant. It is important to ensure that 

the consumer is the authorized user of the portable consumer device that is used to 

make the purchase. Otherwise, the issuers of such portable consumer devices, 

merchants, consumers, etc. are at risk of losing money. Further, if consumers 

perceive that buying goods and services using such portable consumer devices is 

not safe and secure, they may be inhibited from using them. Ensuring that a 

consumer is an authorized user of a portable consumer device becomes especially 

important in situations where the consumer is not making the purchase in person, 

but rather is making the purchase online, through the mail, or over the phone.  

[0003] To address the issue of unauthorized use or fraudulent purchases, many 

solutions have been developed. One example is the Verified by Visa TM service that 

enables an issuer to verify ownership of a portable consumer device during an online 

purchase. Once activated, a consumer can shop online at any participating online 

merchant using that portable consumer device and a password. Each time the 

consumer shops online at the participating merchant, he will see a Verified by Visa TM 

window. This window is used to allow the consumer to enter information that is 

authenticated by the issuer of the personal consumer device. After verifying the 

consumer's identity, the issuer creates and sends an authentication response to the 

merchant, who can thereafter decide to proceed or not proceed with the transaction.  

[0004] These types of solutions help give consumers more confidence to make 

purchases over the Internet and also allow issuers, acquirers, and merchants to 

enjoy increased online transaction volumes and reduced exposure to fraud.  
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[0005] However, there are many business models that have emerged that are not 

conducive to prompting the consumer for a password each time the consumer 

makes a purchase online. For example, a consumer may have set up a recurring 

payment for a particular good or service so that the bills for these goods or services 

can be paid automatically each month, a consumer may regularly make small 

purchases (e.g., a micro-payment) such as buying songs online, or a merchant may 

have set up a one-step online payment so a regular consumer can simply click one 

button to make a purchase, instead of re-entering his billing information every time.  

These business models were designed specifically to save time and effort for the 

consumer, allowing the consumer to make a purchase in as few steps as possible.  

Merchants using these business models have been reluctant to adopt an 

authentication solution where they will be obligated to prompt the consumer for a 

password or other form of identification every time a purchase is made. Thus, a 

different solution is needed to authenticate consumers under these business models 

to ensure authentication and lower the risk of unauthorized use and fraud, but still 

allow for an easy and quick process for a consumer making a payment transaction.  

[0006] Embodiments of the invention address these and other problems individually 

and collectively.  

SUMMARY 

[0007] Embodiments of the invention are directed to methods, systems, and 

computer readable media for allowing financial transactions to be conducted in a 

secure manner.  

[0008] One embodiment of the invention is directed to a method comprising 

receiving a transaction message (e.g., a purchase message) relating to a request by 

a consumer to conduct a transaction (such as a purchase transaction) using a 

portable consumer device, wherein the consumer was previously enrolled in an 

authentication program and the consumer was previously authenticated, analyzing 

the transaction message to determine if a re-authentication event has taken place, 

causing a re-authentication message to be sent to the consumer before initiating an 

authorization request message to the issuer if the re-authentication event has taken 

place, and initiating the authorization request message to the issuer without sending 
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the re-authentication message to the consumer if the re-authentication event has not 

taken place.  

[0009] Another embodiment of the invention is directed to a method comprising 
receiving a transaction message relating to a request by a consumer to conduct a 

transaction using a portable consumer device, analyzing the transaction message to 

determine if a re-authentication event has taken place, causing an authentication 

message to be sent to the consumer before initiating an authorization request 
message if the re-authentication event has taken place, and initiating the 

authorization request message without sending the authentication message to the 

consumer if the re-authentication event has not taken place, wherein the transaction 
uses a recurring payment, a micro-payment, or a one-step online payment.  

[0010] Another embodiment of the invention is directed to a method comprising 

sending a transaction message to a website by a consumer using a portable 
consumer device, wherein the consumer was previously enrolled in an authentication 
program, receiving a re-authentication request for re-authentication information only 

if a re-authentication event has taken place, and sending re-authentication 

information in response to the re-authentication request.  

[0011] Other embodiments of the invention are directed to computer readable 

media comprising code for performing the above-described methods as well as 

systems, apparatuses and devices that perform the methods and/or that use the 

computer readable media.  

[0012] These and other embodiments of the invention are described in further detail 

below.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1(a) shows a block diagram of a system according to an embodiment of 

the invention.  

[0014] FIG. 1(b) shows a block diagram of a computational apparatus that can be 

used in embodiments of the invention.  
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[0015] FIG. 2 shows a flowchart illustrating steps in a method according to an 
embodiment of the invention.  

[0016] FIG. 3 shows an exemplary information request that prompts a consumer for 
credit card information.  

[0017] FIG. 4 shows an exemplary information request that prompts a consumer for 

credit card and personal information.  

[0018] FIG. 5 shows an exemplary information request that prompts a consumer to 
create a password.  

[0019] FIG. 6 shows an exemplary information request that prompts a consumer for 

a password.  

[0020] FIG. 7 shows an exemplary screen that informs a consumer that 
authentication failed.  

DETAILED DESCRIPTION 

[0021] Embodiments of the invention allow entities such as merchants, issuers, 

payment processing organizations, and/or third parties to re-authenticate a 

consumer after a consumer has attempted to conduct a transaction and after the 

consumer has enrolled in an authentication program. The transaction may be a type 
of transaction that would not normally require the consumer to be authenticated by 
providing a password or the like, because the type of transaction should either occur 
very quickly (as intended by a merchant), or because the transaction may occur 
without the user's active involvement (e.g., as in a recurring bill payment process).  

[0022] Embodiments of the invention can allow a merchant, an issuer, a payment 
processing organization, a third party, or any combination of such entities to receive 

a purchase message relating to a request by a consumer to conduct a purchase 
transaction using a portable consumer device. The consumer may have been 
previously enrolled in an authentication program. The authentication program may 

be one in which the consumer is asked to re-authenticate himself (e.g., with a 

password) before conducting online transactions during normal transactions.  
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[0023] If a specialized transaction is conducted, then the consumer would be re

authenticated only if a re-authentication event has occurred. Specialized 

transactions include transactions that involve small payment amounts, recurring 

payments, and payments made in one-step transactions. Re-authentication in such 

situations may be inconvenient to consumers and/or may slow down the purchasing 

process.  

[0024] After the purchase message is received, the purchase message is analyzed 
to determine if a re-authentication event has taken place. An example of a re

authentication event can be a change in home address. A re-authentication 
message is then sent to the consumer before initiating an authorization request 

message to the issuer if the re-authentication event has taken place.  

[0025] If the re-authentication event has not taken place, then the process for 

sending the authorization request message to the issuer can be initiated.  

[0026] Additional details regarding embodiments of the invention are described 

below.  

[0027] FIG. 1(a) shows a system that can be used for conducting a payment 
transaction. For simplicity of illustration, one merchant, one issuer, one acquirer, 
one portable consumer device, and one consumer are shown. It is understood, 
however, that embodiments of the invention may include multiple merchants, 
acquirers, portable consumer devices, and/or consumers. In addition, some 
embodiments of the invention may include fewer than all of the components shown 
in FIG. 1(a). Also, the components in FIG. 1(a) may communicate via any suitable 

communication medium (including the Internet), using any suitable communication 

protocol.  

[0028] The system 100 includes a merchant 20 and an acquirer payment processor 

60 associated with the merchant 20. In a typical payment transaction, a consumer 

10 may purchase goods or services at the merchant 20 using a portable consumer 

device 8. The acquirer payment processor 60 may be in operative communication 

with an issuer 80 of the portable consumer device 8 via a payment processing 
network 70. The merchant 20 can be in operative communication with an access 

control server 40 that is associated with (e.g., at or operated by) an issuer 80 via a 
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directory server 30. An authentication history server 50 may also be in operative 

communication with the access control server 40 at the issuer 80.  

[0029] The acquirer payment processor 60 is typically a bank that has a merchant 

account. The issuer 80 may also be a bank, but could also be a business entity such 

as a retail store. Some entities are both acquirers and issuers, and embodiments of 

the invention include such entities.  

[0030] The consumer 10 may be an individual, or an organization such as a 

business that is capable of purchasing goods or services. The consumer 10 may 

operate a client computer 10(a). The client computer 10(a) can be a desktop 

computer, a laptop computer, a wireless phone, a personal digital assistant (PDA), 
etc. It may operate using any suitable operating system including a WindowsTM 

based operating system. Basic components of the client computer 10(a) are shown 
in FIG. 1(b).  

[0031] The client computer 10(a) may utilize any suitable number of subsystems.  

Examples of such subsystems or components are shown in FIG. 1(b). The 

subsystems shown in FIG. 1(b) are interconnected via a system bus 775. Additional 

subsystems such as a printer 774, keyboard 778, fixed disk 779, monitor 776, which 

is coupled to display adapter 782, and others are shown. Peripherals and 

input/output (I/O) devices, which couple to 1/O controller 771, can be connected to 

the computer system by any number of means known in the art, such as serial port 

777. For example, serial port 777 or external interface 781 can be used to connect 

the computer apparatus to a wide area network such as the Internet, a mouse input 

device, or a scanner. The interconnection via system bus 775 allows the central 

processor 773 to communicate with each subsystem and to control the execution of 

instructions from system memory 772 or the fixed disk 779, as well as the exchange 

of information between subsystems. The system memory 772 and/or the fixed disk 

779 may embody a computer readable medium.  

[0032] The portable consumer device 8 may be in any suitable form. For example, 

suitable portable consumer devices can be hand-held and compact so that they fit 

into a consumer's wallet and/or pocket (e.g., pocket-sized). They may include smart 

cards, ordinary credit or debit cards (with a magnetic strip and without a 

microprocessor), keychain devices (such as the Speedpass TM commercially
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available form Exxon-Mobil Corp.), etc. Other examples of portable consumer 

devices include cellular phones, PDAs, pagers, payment cards, security cards, 

access cards, smart media, transponders, and the like. The portable consumer 

devices can also be debit services (e.g., a debit card), credit devices (e.g., a credit 

card), or stored value devices (e.g., a stored value card).  

[0033] The payment processing network 70 is located between (in an operational 

sense) the acquirer payment processor 60 and the issuer 80. It may include data 

processing subsystems, networks, and operations used to support and deliver 

authorization services, exception file services, and clearing and settlement services.  

An exemplary payment processing network may include VisaNetTM. Payment 

processing networks such as VisaNetTM are able to process credit card transactions, 

debit card transactions, and other types of commercial transactions. VisaNet TM, in 

particular, includes a VIP system (Visa Integrated Payments system) which 

processes authorization requests and a Base il system which performs clearing and 

settlement services. The payment processing network 70 may use any suitable 

wired or wireless network, including the Internet.  

[0034] The merchant 20 may be associated with (e.g., may have or may operate) a 

merchant server computer 25 operating a website 25(a). A "server computer" as 

used herein, is typically a powerful computer or cluster of components. For example, 

the server computer 25, or any other server computer shown in FIG. 1 or elsewhere 

can be a large mainframe, a minicomputer cluster, or a group of servers functioning 

as a unit. In one example, the server computer may be a database server coupled 
to a Web server.  

[0035] The merchant 20 may have one or more additional access devices (not 

shown). Suitable access devices include interfaces and may include point of sale 

(POS) devices, cellular phones, PDAs, personal computers (PCs), tablet PCs, 

handheld specialized readers, set-top boxes, electronic cash registers (ECR), 

automated teller machines (ATM), virtual cash registers (VCR), kiosks, security 

systems, access systems, and the like. They can interact with portable consumer 

devices. For example, a consumer 10 using a credit card to purchase a good or 

service can swipe it through an appropriate slot in the POS terminal. Alternatively 

the POS terminal may be a contactless reader, and the portable consumer device 8 

7



WO 2008/064013 PCT/US2007/084565 

may be a contactless device such as a contactless card. As another alternative, a 

consumer 10 may purchase a good or service via a merchant's website where the 

consumer enters the credit card information into the client computer 10(a) and clicks 

on a button to complete the purchase. The client computer 10(a) may be considered 

an access device.  

[0036] The website 25(a) may allow the consumer 10 to purchase goods or 

services offered by the merchant 20. The website 25(a) may include any suitable 
features. For example, it may be configured to provide for one-step online payment 

processing. An example of a one-step online payment process is the "one click" 

shopping process offered by Amazon.com. In another example, the website 25(a) 

may allow the consumer 10 to make recurring payments such as monthly payments 

for monthly invoices (e.g., utility invoices). In yet another example, the website 25(a) 

may allow for the purchase of items (e.g., songs) which may have low value (e.g., 
less than $5). An example of a suitable website 25(a) may be a website that allows 
for the purchase of music. This may be referred to as a micro-payment in some 

instances.  

[0037] The merchant server 25 may also comprise a program such as a plug in.  

The plug in may be software which allows the server computer 25 to perform such 

functions as determining if the consumer's portable consumer device 8 is enrolled in 

an authentication program (e.g., by querying a directory server). The software may 

also allow the server computer 25 to determine if the current transaction is a 

specialized transaction (e.g., a one-step online payment transaction, a recurring 

payment transaction, or a transaction involving a micro-payment) or if it is a normal 
transaction. If the consumer 10 is not enrolled in the authentication program, then 

the transaction would proceed as it normally would in a conventional purchase 

transaction. If the consumer 10 is enrolled, but the transaction is not a specialized 

transaction, then the consumer 10 may be asked to re-authenticate himself via the 

consumer's client computer 10(a) whether or not a re-authentication event has 

occurred. If the consumer 10 is enrolled, but the transaction is a specialized 

transaction, then the consumer 10 may be asked to re-authenticate himself only if a 

re-authentication event has occurred. If the transaction is a specialized one and a 

re-authentication event has not occurred, then the consumer 10 would not be asked 

to re-authenticate himself. The merchant server 25 may comprise a computer
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readable medium comprising computer code for performing any suitable permutation 

of these functions.  

[0038] The merchant 20 may also be associated with a re-authentication event 
database 23, if the merchant 20 checks to see if re-authentication of the consumer 

10 is needed. In the alternative embodiment, the re-authentication event database 
can reside at or otherwise be associated with the issuer 80, if the issuer 80 or some 

other entity (e.g., a third party) checks to see if re-authentication of the consumer 10 
is needed.  

[0039] FIG. 2 shows a flowchart including a general method according to an 
embodiment of the invention. The method can be described with reference to the 

block diagram in FIG. 1(a).  

[0040] First, the consumer 10 enrolls in an authentication program. The 

authentication program may be run by any suitable entity including a payment 
processing organization, an issuer, a third party processor, etc.  

[0041] The consumer 10 may want to enroll in the authentication program so that 

greater security is provided for the consumer 10 when the consumer 10 buys goods 

or services via the Internet. By enrolling in the authentication program, the 

consumer 10 will be prompted to re-authenticate himself before purchases can be 
made via the Internet. An exception to this would be if a specialized transaction 

(e.g., a one-step purchase process) is being conducted.  

[0042] The consumer 10 may enroll in the authentication program before 

conducting a purchase transaction or during the purchase transaction using the 

client computer 10(a). During the enrollment process, the consumer 10 may be 

asked to verify the consumer's identity, create a password, and enter an account 

number or other identifier associated with the portable consumer device 8. This 

information may then be stored in the directory server 30, or some other location.  

[0043] Screenshots that the consumer 10 might see on the client computer 10(a) 

during enrollment are shown in FIG. 3-5.  

[0044] FIG. 3 shows a screenshot including data fields for the consumer to enter 

his or her name, address, type of portable consumer device, and account number.  
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[0045] FIG. 4 shows a screenshot including data fields for the consumer to enter 

the signature panel code associated with the consumer's portable consumer device, 

the last four digits of the consumer's social security number, the consumer's date of 

birth, and consumer's e-mail address. "Activate" and "Do Not Activate Now" buttons 

are shown. If the latter is selected, the entered data may be temporarily stored for 

later retrieval.  

[0046] FIG. 5 shows a screenshot where the consumer can create a password.  

The consumer may be prompted to enter this password before proceeding with 

future transactions that are normal. As explained below, the consumer would not be 

prompted for the password if the transaction is a specialized one and no re

authentication event has occurred. If a re-authentication event has occurred, then 

the consumer would be prompted to re-authenticate himself by entering a password.  

[0047] After the consumer is enrolled in the authentication program, the consumer 

10 purchases a good or service from the merchant 20 using a portable consumer 

device 8 such as a credit card and a client computer 10(a) (step 800). The 

consumer 10 can interact with the merchant 20 and merchant server 25 through a 

website 25(a). For example, the website 25(a) can sell downloadable songs. The 

consumer 10 can select songs to purchase and may be prompted be asked if the 

consumer 10 wants to purchase selected songs for a fee (e.g., $1.00 per song).  

[0048] Regardless of what type of purchase is being conducted, a purchase 

message is sent from client computer 10(a) operated by the consumer 10, to the 

merchant website 25(a) and consequently the merchant 20. The purchase message 

may include any suitable information that might be sent to a merchant during a 

typical Internet purchase transaction. For example, the purchase message may 

include information relating to the amount of the purchase, the item being purchased, 

and identifying information such as the consumer's account number (e.g., credit card 

number), an IP address of the client computer 10(a) being used by the consumer 10, 

etc.  

[0049] Upon receiving the purchase message from a consumer 10, the merchant 

20 identifies the identifying information for the portable consumer device 8 in the 

purchase message, such as a credit card account number (step 805). Other types of 

information identifying the portable consumer device 8 could be used in other 

10



WO 2008/064013 PCT/US2007/084565 

embodiments of the invention. For example, the identifying information could 

additionally or alternatively include the consumer's name, the expiration date of the 

portable consumer device 8, a verification value such as a card verification value, 
etc.  

[0050] After the merchant server computer 25 receives and identifies the identifying 
information for the portable consumer device 8, it analyzes the identifying 

information. As described below, the merchant server computer 25 may then cause, 

either directly or indirectly, a re-authentication message to be sent to the consumer 

10 if the purchase transaction is a specialized one, and if a re-authentication event 

has occurred. It may then initiate (either directly or indirectly) the sending of an 

authorization request message to the issuer 80.  

[0051] In one embodiment, if the merchant's website 25(a) conducts both 

specialized transactions (e.g., a one-step online payment transaction, a recurring 

payment transaction, or a transaction involving a micro-payment) or normal 

transactions, the merchant 20 may then determine if the current transaction is a 

specialized transaction (e.g., a one-step online payment transaction, a recurring 

payment transaction, or a transaction involving a micro-payment) or if it is a normal 

transaction. If it is a normal transaction, then the consumer 10 would be asked to re

authenticate himself as he would in a conventional re-authentication program. If it is 

a specialized transaction, then the purchase transaction may continue to proceed as 

shown in FIG. 2. Note that if the website 25(a) only conducts specialized 

transactions (e.g., a website that sells music and only conducts micro-payments), 

then the method does not need to determine of the transaction is a normal one or a 

specialized one.  

[0052] If the transaction is a specialized transaction and the consumer 10 is 

enrolled in the authentication program, then the merchant server 25 determines if a 

re-authentication event has occurred by analyzing the purchase message against 

the re-authentication events in a re-authentication event database 23 (step 810).  
"Re-authentication events" may include an event that can indicate the potential for 

fraudulent activity such as a new consumer completing her first purchase, significant 

account changes, and orders that are perceived to be a higher-risk. For example, a 

re-authentication event can include a change in the consumer's home address, 
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shipping address, billing address, email address, name, account number, payment 

method, portable consumer device expiration date, or password. Other examples of 

re-authentication events include: different or new IP addresses, out of pattern 

activities (e.g., jewelry purchases where the consumer does not normally buy 
jewelry), order amounts above a specified dollar amount (e.g., greater than 

$1000.00), a long period of inactivity in the account (e.g., at least one month, or 

twelve months), orders for particular types of goods (e.g., furniture, clothing, jewelry, 
or consumer electronics such as laptop computers, big screen TVs, etc.), 

authentication failures or attempts (e.g., a consumer fails to provide a password or 
other identifier in a prior transaction), changes in payment terms, instances where 

authentication attempts have failed more than a pre-determined number of times in 

the past, or where authentication occurred more than a pre-set amount of time in the 

past. A list of such events may be stored in the re-authentication database 23.  

[0053] If a re-authentication event has occurred, the merchant 20, using the 

merchant server 25, sends the identifying information and optionally other 

information to the directory server 30. The directory server 30 may determine which 

issuer issued the portable consumer device 8. After the directory server 30 
determines the issuer, the directory server 30 determines if the identified issuer 

participates in the authentication program. If the issuer does participate, the 

directory server 30 determines whether or not the consumer 10 and the portable 

consumer device 8 are enrolled in the authentication program (step 815). For 
example, if the issuer 80 of the portable consumer device 8 participates in the 

authentication program, then the directory server 30 sends a request to the access 

control server 40 of the issuer 80 to determine whether or not the portable consumer 

device 8 is enrolled in the authentication program.  

[0054] The consumer 10 may be asked if he wants to enroll in the authentication 

program during the transaction (step 820). If the portable consumer device 8 and/or 

the consumer 10 are not enrolled, the merchant server 25 receives a message from 

the access control server 40 via the directory server 30 that the portable consumer 

device 8 and/or the consumer 10 are not enrolled or that authentication is not 

available. The merchant server 25 then proceeds with a standard transaction 

processing (steps 845, 850, 855, described below). If the portable consumer device 
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8 is enrolled in the authentication program, the access control server 40 returns a 
response to the directory server 30 indicating this.  

[0055] The directory server 30 then forwards the response to the merchant server 

25. After the merchant server 25 receives the response, the merchant server 25 
sends an authentication request message to the to the client computer 10(a) for 
routing to the access control server 40. Alternatively, the authentication request 
message may be sent directly to the access control server 40 or the authentication 

request message may be sent to the directory server 30 for routing to the access 

control server 40.  

[0056] The access control server 40 then authenticates the consumer 10 by 
sending a re-authentication request message to the client computer 10(a) operated 

by the consumer 10. After the re-authentication request message is received by the 
client computer 10(a), the client computer 10(a) displays information about the 
particular purchase to be authenticated and prompts the consumer 10 to enter his re

authentication information (step 825). Re-authentication information may be any 

identifying information such as a password, a card verification value, a full or partial 

social security number, the consumer's date of birth, and/or the consumer's email 
address. An exemplary screenshot of what the consumer 10 might see on the client 
computer 10(a) is shown in FIG. 6. After seeing a screenshot like the one shown in 

FIG. 6 on the client computer 10(a), the consumer 10 enters his password (or other 

identifier) into the client computer 10(a). The client computer 10(a) then sends the 

password to the access control server 40. The password is received by the access 

control server 40 and it verifies the password. The access control server 40 creates, 

digitally signs, and sends an authentication response to the merchant server 25.  
The access control server 40 also sends a transaction record to the authentication 
history server 50 for storage.  

[0057] If the consumer 10 is unable to correctly enter the correct password, the 

consumer 10 is notified that he cannot be authenticated (step 830). A message 

indicating this may be sent from the access control server 40 to the client computer 

10(a). An exemplary screen shot that a consumer might see is shown in FIG. 7.  

[0058] An authentication response message indicating that the consumer 10 failed 

authentication may then be sent from the access control server 40, to the client 

13



WO 2008/064013 PCT/US2007/084565 

computer 10(a), and then to the merchant server 25. Alternatively, the 

authentication response message indicating that the consumer 10 failed 

authentication may be sent from the access control server 40, to the directory server 

30, and then to the merchant server 25. If the merchant 20 receives a "Failed" 

authentication response from the access control server 40, the merchant 20 can 

proceed with the purchase, request another form of payment from the consumer 10 

or decline the transaction (step 865). This supplemental payment request may be 

sent from the merchant server 25 to the client computer 10(a).  

[0059] If the consumer 10 successfully re-authenticates himself by entering the 

correct password into the client computer 10(a), the access control server 40 may 

send an authentication response message back to the merchant server 25 via the 

client computer 10(a) or via the directory server 30 after receiving the correct 

password. The merchant server 25 then verifies that the digital signature is from a 

valid participating issuer 80 (step 840). If the digital signature is verified and the 

issuer's authentication response contains a message indicating successful 

authentication (e.g., an "Approved" message), then the merchant server 25 sends an 

authorization request message which includes a request to authorize the purchase 

transaction, to the acquirer payment processor 60. The authorization request 

message may include information including the amount of the purchase, the 

expiration date of the portable consumer device 8, the PAN (personal account 

number), and other information. It may also include information about the issuer's 

authentication response.  

[0060] The acquirer payment processor 60 receives the authorization request from 

the merchant 20 and sends an authorization request to the payment processing 

network 70 (step 845). The payment processing network 70 then transmits the 

authorization request received from the acquirer payment processor 60 to the issuer 

80 (step 850). The issuer 80 receives the authorization request containing additional 

authentication information and processes the transaction (step 855). The issuer 80 

may choose to decline the authorization request for reasons unrelated to the 

authentication (e.g., insufficient funds or insufficient credit available to make the 

requested purchase).  

14



WO 2008/064013 PCT/US2007/084565 

[0061] An authorization response is returned to the acquirer payment processor 60 
through the payment processing network 70 by the issuer 80. The acquirer payment 

processor 60 then returns the authorization response to the merchant 20. If the 
payment transaction is not authorized, the merchant 20 declines the transaction or 
requests another form of payment from the consumer 10 (step 865). If the payment 
transaction is authorized, the merchant 20 notifies the consumer 10 that the 
transaction is complete (step 860).  

[0062] In an alternative embodiment, a re-authentication event database 23 can 
reside at the issuer 80. In this example, upon receiving a purchase message from 
the consumer 10, the merchant 20 analyzes the payment message against the re
authentication events in a re-authentication event database (not shown) at the issuer 
80 via a directory server 30 (step 810). The steps outlined in FIG. 2 from this point 
forward are the same as described above.  

[0063] Embodiments of the invention have a number of advantages. For example, 
embodiments of the invention can allow specialized payment transactions such as 
micro-payments, recurring payments, and payments made according to one-step 
processing to occur without re-authentication of the consumer. This makes it easier 
for the consumer to conduct such specialized payment transactions, and this 
increases transaction volume for the merchant. If, however, a re-authentication 
event that may indicate potential fraud occurs, the consumer can be asked to re
authenticate himself before the transaction can proceed. Thus, embodiments of the 
invention advantageously provide security for online transactions in appropriate 
situations, without impeding the progress of transactions where re-authentication 
may slow down a transaction or may be inconvenient to a consumer.  

[0064] Although the examples described above specifically relate to embodiments 
where transactions occur online, it is understood that embodiments of the invention 

could also use other modes of communication including the mail and telephones 
(e.g., as in telephone orders using interactive voice response units) and in a physical 
store (e.g., at the physical point of sale). In addition, although purchase transaction 
are described in detail, embodiments of the invention may also be used for 
transactions such as money transfer transactions (e.g., between individuals and 
businesses).  
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[0065] It should be understood that the present invention as described above can 

be implemented in the form of control logic using computer software in a modular or 

integrated manner. Based on the disclosure and teachings provided herein, a 

person of ordinary skill in the art will know and appreciate other ways and/or 

methods to implement the present invention using hardware and a combination of 

hardware and software.  

[0066] Any of the software components or functions described in this application, 

may be implemented as software code to be executed by a processor using any 

suitable computer language such as, for example, Java, C++ or Perl using, for 

example, conventional or object-oriented techniques. The software code may be 

stored as a series of instructions, or commands on a computer readable medium, 

such as a random access memory (RAM), a read only memory (ROM), a magnetic 

medium such as a hard-drive or a floppy disk, or an optical medium such as a CD
ROM. Any such computer readable medium may reside on or within a single 

computational apparatus, and may be present on or within different computational 

apparatuses within a system or network.  

[0067] The above description is illustrative and is not restrictive. Many variations of 

the invention will become apparent to those skilled in the art upon review of the 

disclosure. The scope of the invention should, therefore, be determined not with 

reference to the above description, but instead should be determined with reference 

to the pending claims along with their full scope or equivalents.  

[0068] One or more features from any embodiment may be combined with one or 

more features of any other embodiment without departing from the scope of the 

invention.  

[0069] A recitation of "a", "an" or "the" is intended to mean "one or more" unless 

specifically indicated to the contrary.  
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WHAT IS CLAIMED IS: 

1 1. A method comprising: 
2 receiving a transaction message relating to a request by a consumer to 

3 conduct a transaction using a portable consumer device, wherein the consumer was 

4 previously enrolled in an authentication program and the consumer was previously 
5 authenticated; 
6 analyzing the transaction message to determine if a re-authentication 

7 event has taken place; 
8 causing a re-authentication message to be sent to the consumer before 

9 initiating an authorization request message to the issuer if the re-authentication 

10 event has taken place; and 
11 initiating the authorization request message to the issuer without 

12 sending the re-authentication message to the consumer if the re-authentication event 

13 has not taken place.  

14 2. The method of claim 1, wherein the transaction is a purchase 
15 transaction.  

16 3. The method of claim 1, wherein the re-authentication event is a 
17 change in the consumer's home address, shipping address, billing address, email 

18 address, name, account number, payment method, portable consumer device 
19 expiration date, or password, and wherein the consumer was previously 

20 authenticated to an issuer of the portable consumer device.  

1 4. The method of claim 1, wherein the re-authentication event is a new 

2 or different IP address, an out of pattern activity, an order amount above a specified 

3 dollar amount, or a long period of inactivity in the account.  

1 5. The method of claim 1, wherein the re-authentication event is where 

2 a previous transaction was an authentication failure or attempt.  

1 6. The method of claim 1, wherein the re-authentication event is a 

2 change in payment terms.  
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1 7. The method of claim 1, wherein the re-authentication event is where 

2 authentication occurred more than a pre-set amount of times in the past and have 

3 failed.  

1 8. The method of claim 1 wherein the transaction is a purchase 

2 transaction and involves a recurring payment, a micro-payment, or a one-step online 

3 payment.  

1 9. The method of claim 1 further comprising: 
2 sending an authentication message to a merchant, wherein the 

3 merchant thereafter sends an authorization request message to the issuer and the 

4 issuer thereafter returns an authorization response message back to the merchant.  

1 10. The method of claim 1 wherein the portable consumer device is in 

2 the form of a card.  

1 11. A method comprising: 
2 sending a transaction message to a website by a consumer using a 

3 portable consumer device, wherein the consumer was previously enrolled in an 
4 authentication program; 
5 receiving a re-authentication request for re-authentication information 
6 only if a re-authentication event has taken place; and 
7 sending re-authentication information in response to the re
8 authentication request.  

1 12. The method of claim 11, wherein the re-authentication information 
2 is selected from the group consisting of a password, a card verification value, a 

3 social security number, the consumer's date of birth, and the consumer's email 

4 address.  

1 13. A computer readable medium comprising: 
2 code for sending a transaction message to a website by a consumer 

3 using a portable consumer device, wherein the consumer was previously enrolled in 

4 an authentication program;
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5 code for receiving a re-authentication request for re-authentication 
6 information only if a re-authentication event has taken place; and 

7 code for sending re-authentication information in response to the re

8 authentication request.  

1 14. A client terminal comprising the computer readable medium of 

2 claim 13.  

1 15. A computer readable medium comprising: 
2 code for receiving a transaction message relating to a request by a 

3 consumer to conduct a transaction using a portable consumer device, wherein the 

4 consumer was previously enrolled in an authentication program and the consumer 

5 was previously authenticated; 
6 code for analyzing the transaction message to determine if a re

7 authentication event has taken place; 
8 code for causing a re-authentication message to be sent to the 

9 consumer before initiating an authorization request message to the issuer if the re

10 authentication event has taken place; and 

11 code for initiating the authorization request message to the issuer 

12 without sending the re-authentication message to the consumer if the re

13 authentication event has not taken place.  

1 16. A server computer comprising the computer readable medium of 

2 claim 15.  
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3 17. A computer readable medium comprising: 

4 code for receiving a transaction message relating to a request by a 

5 consumer to conduct a transaction using a portable consumer device; 
6 code for analyzing the transaction message to determine if a re

7 authentication event has taken place; 
8 code for causing an authentication message to be sent to the 

9 consumer before initiating an authorization request message if the re-authentication 

10 event has taken place; and 
11 code for initiating the authorization request message without sending 

12 the authentication message to the consumer if the re-authentication event has not 

13 taken place, wherein the transaction is one of a recurring payment, a micro-payment, 
14 or a one-step online payment.  

1 18. A server computer comprising the computer readable medium of 

2 claim 17.  

1 19. A method comprising: 
2 receiving a transaction message relating to a request by a consumer to 

3 conduct a transaction using a portable consumer device; 
4 analyzing the transaction message to determine if a re-authentication 
5 event has taken place; 
6 causing an authentication message to be sent to the consumer before 

7 initiating an authorization request message if the re-authentication event has taken 

8 place; and 
9 initiating the authorization request message without sending the 

10 authentication message to the consumer if the re-authentication event has not taken 

11 place, wherein the transaction uses at least one of a recurring payment, a micro

12 payment, or a one-step online payment.  

1 20. A computer readable medium comprising code for performing 

2 the method of claim 19.  

1 21. A server computer comprising the computer readable medium of 

2 claim 20.  
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