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APPARATUS AND METHOD FOR PAGE WALK EXTENSION FOR ENHANCED SECURITY CHECKS
BACKGROUND

Field of the Invention

This invention relates generally to the field of computer processors. More particularly,
the invention relates to an apparatus and method for extending page walks to enable enhanced
security checks.

Description of the Related Art

Memory addressing schemes often use a technique called paging to implement virtual
memory. When using paging, the virtual address space (i.e., the address space generated by
either the execution unit of a processor or by the execution unit in conjunction with a
segmentation unit of a processor) is divided into fix sized blocks called pages, each of which can
be mapped onto any of the physical addresses (i.e., the addresses that correspond to hardware
memory locations) available on the system. In a typical computer system, a memory
management unit determines and maintains, according to paging algorithm(s), the current
mappings for the virtual to physical addresses using one or more page tables.

Upon receiving a virtual address from the execution unit of a processor, typical memory
management units initially translate the virtual address into its corresponding physical address
using the page table(s). Since the page table(s) are often stored in main memory, accessing the
page tables is time consuming. To speed up the paging translations, certain computer systems
store the most recently used translations in a translation look-aside buffer or TLB (a faster
memory that is often located on the processor). Upon generating a virtual address requiring
translation, the memory management unit first searches for the translation in the TLB before
accessing the page table(s). If the translation is stored in the TLB, a TL.B “hit” is said to have
occurred and the TLB provides the translation. However, if the translation is not stored in the
TLB, a TLB “miss” is said to have occurred and a page table walker is invoked to access the
page tables and provide the translation.

BRIEF DESCRIPTION OF THE DRAWINGS

A better understanding of the present invention can be obtained from the following
detailed description in conjunction with the following drawings, in which:

FIG. 1A is a block diagram illustrating both an exemplary in-order pipeline and an
exemplary register renaming, out-of-order issue/execution pipeline according to embodiments of
the invention;

FIG. 1B is a block diagram illustrating both an exemplary embodiment of an in-order
architecture core and an exemplary register renaming, out-of-order issue/execution architecture

core to be included in a processor according to embodiments of the invention;
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FIG. 2 is a block diagram of a single core processor and a multicore processor with
integrated memory controller and graphics according to embodiments of the invention;

FIG. 3 illustrates a block diagram of a system in accordance with one embodiment of the
present invention;

FIG. 4 illustrates a block diagram of a second system in accordance with an embodiment
of the present invention;

FIG. 5 illustrates a block diagram of a third system in accordance with an embodiment of
the present invention;

FIG. 6 illustrates a block diagram of a system on a chip (SoC) in accordance with an
embodiment of the present invention;

FIG. 7 illustrates a block diagram contrasting the use of a software instruction converter
to convert binary instructions in a source instruction set to binary instructions in a target
instruction set according to embodiments of the invention;

FIG. 8 are block diagrams illustrating a generic vector friendly instruction format and
instruction templates thereof according to embodiments of the invention;

FIG. 9 illustrate a block diagrams of an exemplary specific vector friendly instruction
format according to embodiments of the invention; and

FIG. 10 is a block diagram of a register architecture according to one embodiment of the
invention.

DETAILED DESCRIPTION

In the following description, for the purposes of explanation, numerous specific details
are set forth in order to provide a thorough understanding of the embodiments of the invention
described below. It will be apparent, however, to one skilled in the art that the embodiments of
the invention may be practiced without some of these specific details. In other instances, well-
known structures and devices are shown in block diagram form to avoid obscuring the
underlying principles of the embodiments of the invention.

Exemplary Processor Architectures and Data Types

Figure 1A is a block diagram illustrating both an exemplary in-order pipeline and an
exemplary register renaming, out-of-order issue/execution pipeline according to embodiments of
the invention. Figure 1B is a block diagram illustrating both an exemplary embodiment of an
in-order architecture core and an exemplary register renaming, out-of-order issue/execution
architecture core to be included in a processor according to embodiments of the invention. The
solid lined boxes in Figures 1A-B illustrate the in-order pipeline and in-order core, while the

optional addition of the dashed lined boxes illustrates the register renaming, out-of-order
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issue/execution pipeline and core. Given that the in-order aspect is a subset of the out-of-order
aspect, the out-of-order aspect will be described.

In Figure 1A, a processor pipeline 100 includes a fetch stage 102, a length decode stage
104, a decode stage 106, an allocation stage 108, a renaming stage 110, a scheduling (also
known as a dispatch or issue) stage 112, a register read/memory read stage 114, an execute stage
116, a write back/memory write stage 118, an exception handling stage 122, and a commit stage
124.

Figure 1B shows processor core 190 including a front end unit 130 coupled to an
execution engine unit 150, and both are coupled to a memory unit 170. The core 190 may be a
reduced instruction set computing (RISC) core, a complex instruction set computing (CISC)
core, a very long instruction word (VLIW) core, or a hybrid or alternative core type. As yet
another option, the core 190 may be a special-purpose core, such as, for example, a network or
communication core, compression engine, coprocessor core, general purpose computing graphics
processing unit (GPGPU) core, graphics core, or the like.

The front end unit 130 includes a branch prediction unit 132 coupled to an instruction
cache unit 134, which is coupled to an instruction translation lookaside buffer (TLB) 136, which
is coupled to an instruction fetch unit 138, which is coupled to a decode unit 140. The decode
unit 140 (or decoder) may decode instructions, and generate as an output one or more micro-
operations, micro-code entry points, microinstructions, other instructions, or other control
signals, which are decoded from, or which otherwise reflect, or are derived from, the original
instructions. The decode unit 140 may be implemented using various different mechanisms.
Examples of suitable mechanisms include, but are not limited to, look-up tables, hardware
implementations, programmable logic arrays (PLLAs), microcode read only memories (ROMs),
etc. In one embodiment, the core 190 includes a microcode ROM or other medium that stores
microcode for certain macroinstructions (e.g., in decode unit 140 or otherwise within the front
end unit 130). The decode unit 140 is coupled to a rename/allocator unit 152 in the execution
engine unit 150.

The execution engine unit 150 includes the rename/allocator unit 152 coupled to a
retirement unit 154 and a set of one or more scheduler unit(s) 156. The scheduler unit(s) 156
represents any number of different schedulers, including reservations stations, central instruction
window, etc. The scheduler unit(s) 156 is coupled to the physical register file(s) unit(s) 158.
Each of the physical register file(s) units 158 represents one or more physical register files,
different ones of which store one or more different data types, such as scalar integer, scalar
floating point, packed integer, packed floating point, vector integer, vector floating point,, status

(e.g., an instruction pointer that is the address of the next instruction to be executed), etc. In one
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embodiment, the physical register file(s) unit 158 comprises a vector registers unit, a write mask
registers unit, and a scalar registers unit. These register units may provide architectural vector
registers, vector mask registers, and general purpose registers. The physical register file(s)
unit(s) 158 is overlapped by the retirement unit 154 to illustrate various ways in which register
renaming and out-of-order execution may be implemented (e.g., using a reorder buffer(s) and a
retirement register file(s); using a future file(s), a history buffer(s), and a retirement register
file(s); using a register maps and a pool of registers; etc.). The retirement unit 154 and the
physical register file(s) unit(s) 158 are coupled to the execution cluster(s) 160. The execution
cluster(s) 160 includes a set of one or more execution units 162 and a set of one or more memory
access units 164. The execution units 162 may perform various operations (e.g., shifts, addition,
subtraction, multiplication) and on various types of data (e.g., scalar floating point, packed
integer, packed floating point, vector integer, vector floating point). While some embodiments
may include a number of execution units dedicated to specific functions or sets of functions,
other embodiments may include only one execution unit or multiple execution units that all
perform all functions. The scheduler unit(s) 156, physical register file(s) unit(s) 158, and
execution cluster(s) 160 are shown as being possibly plural because certain embodiments create
separate pipelines for certain types of data/operations (e.g., a scalar integer pipeline, a scalar
floating point/packed integer/packed floating point/vector integer/vector floating point pipeline,
and/or a memory access pipeline that each have their own scheduler unit, physical register file(s)
unit, and/or execution cluster — and in the case of a separate memory access pipeline, certain
embodiments are implemented in which only the execution cluster of this pipeline has the
memory access unit(s) 164). It should also be understood that where separate pipelines are used,
one or more of these pipelines may be out-of-order issue/execution and the rest in-order.

The set of memory access units 164 is coupled to the memory unit 170, which includes a
data TLB unit 172 coupled to a data cache unit 174 coupled to a level 2 (1.2) cache unit 176. In
one exemplary embodiment, the memory access units 164 may include a load unit, a store
address unit, and a store data unit, each of which is coupled to the data TLB unit 172 in the
memory unit 170. The instruction cache unit 134 is further coupled to a level 2 (1.2) cache unit
176 in the memory unit 170. The 1.2 cache unit 176 is coupled to one or more other levels of
cache and eventually to a main memory.

By way of example, the exemplary register renaming, out-of-order issue/execution core
architecture may implement the pipeline 100 as follows: 1) the instruction fetch 138 performs
the fetch and length decoding stages 102 and 104; 2) the decode unit 140 performs the decode
stage 106; 3) the rename/allocator unit 152 performs the allocation stage 108 and renaming stage

110; 4) the scheduler unit(s) 156 performs the schedule stage 112; 5) the physical register file(s)
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unit(s) 158 and the memory unit 170 perform the register read/memory read stage 114; the
execution cluster 160 perform the execute stage 116; 6) the memory unit 170 and the physical
register file(s) unit(s) 158 perform the write back/memory write stage 118; 7) various units may
be involved in the exception handling stage 122; and 8) the retirement unit 154 and the physical
register file(s) unit(s) 158 perform the commit stage 124.

The core 190 may support one or more instructions sets (e.g., the x86 instruction set
(with some extensions that have been added with newer versions); the MIPS instruction set of
MIPS Technologies of Sunnyvale, CA; the ARM instruction set (with optional additional
extensions such as NEON) of ARM Holdings of Sunnyvale, CA), including the instruction(s)
described herein. In one embodiment, the core 190 includes logic to support a packed data
instruction set extension (e.g., AVX1, AVX2, and/or some form of the generic vector friendly
instruction format (U=0 and/or U=1), described below), thereby allowing the operations used by
many multimedia applications to be performed using packed data.

It should be understood that the core may support multithreading (executing two or more
parallel sets of operations or threads), and may do so in a variety of ways including time sliced
multithreading, simultaneous multithreading (where a single physical core provides a logical
core for each of the threads that physical core is simultaneously multithreading), or a
combination thereof (e.g., time sliced fetching and decoding and simultaneous multithreading
thereafter such as in the Intel® Hyperthreading technology).

While register renaming is described in the context of out-of-order execution, it should be
understood that register renaming may be used in an in-order architecture. While the illustrated
embodiment of the processor also includes separate instruction and data cache units 134/174 and
a shared 1.2 cache unit 176, alternative embodiments may have a single internal cache for both
instructions and data, such as, for example, a Level 1 (LL1) internal cache, or multiple levels of
internal cache. In some embodiments, the system may include a combination of an internal cache
and an external cache that is external to the core and/or the processor. Alternatively, all of the
cache may be external to the core and/or the processor.

Figure 2 is a block diagram of a processor 200 that may have more than one core, may
have an integrated memory controller, and may have integrated graphics according to
embodiments of the invention. The solid lined boxes in Figure 2 illustrate a processor 200 with a
single core 202A, a system agent 210, a set of one or more bus controller units 216, while the
optional addition of the dashed lined boxes illustrates an alternative processor 200 with multiple
cores 202A-N, a set of one or more integrated memory controller unit(s) 214 in the system agent

unit 210, and special purpose logic 208.
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Thus, different implementations of the processor 200 may include: 1) a CPU with the
special purpose logic 208 being integrated graphics and/or scientific (throughput) logic (which
may include one or more cores), and the cores 202A-N being one or more general purpose cores
(e.g., general purpose in-order cores, general purpose out-of-order cores, a combination of the
two); 2) a coprocessor with the cores 202A-N being a large number of special purpose cores
intended primarily for graphics and/or scientific (throughput); and 3) a coprocessor with the
cores 202A-N being a large number of general purpose in-order cores. Thus, the processor 200
may be a general-purpose processor, coprocessor or special-purpose processor, such as, for
example, a network or communication processor, compression engine, graphics processor,
GPGPU (general purpose graphics processing unit), a high-throughput many integrated core
(MIC) coprocessor (including 30 or more cores), embedded processor, or the like. The processor
may be implemented on one or more chips. The processor 200 may be a part of and/or may be
implemented on one or more substrates using any of a number of process technologies, such as,
for example, BiCMOS, CMOS, or NMOS.

The memory hierarchy includes one or more levels of cache within the cores, a set or one
or more shared cache units 206, and external memory (not shown) coupled to the set of
integrated memory controller units 214. The set of shared cache units 206 may include one or
more mid-level caches, such as level 2 (L2), level 3 (L3), level 4 (L4), or other levels of cache, a
last level cache (I.LL.C), and/or combinations thereof. While in one embodiment a ring based
interconnect unit 212 interconnects the integrated graphics logic 208, the set of shared cache
units 206, and the system agent unit 210/integrated memory controller unit(s) 214, alternative
embodiments may use any number of well-known techniques for interconnecting such units. In
one embodiment, coherency is maintained between one or more cache units 206 and cores 202-
A-N.

In some embodiments, one or more of the cores 202A-N are capable of multi-threading.
The system agent 210 includes those components coordinating and operating cores 202A-N. The
system agent unit 210 may include for example a power control unit (PCU) and a display unit.
The PCU may be or include logic and components needed for regulating the power state of the
cores 202A-N and the integrated graphics logic 208. The display unit is for driving one or more
externally connected displays.

The cores 202A-N may be homogenous or heterogeneous in terms of architecture
instruction set; that is, two or more of the cores 202A-N may be capable of execution the same
instruction set, while others may be capable of executing only a subset of that instruction set or a
different instruction set. In one embodiment, the cores 202A-N are heterogeneous and include

both the “small” cores and “big” cores described below.
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Figures 3-6 are block diagrams of exemplary computer architectures. Other system
designs and configurations known in the arts for laptops, desktops, handheld PCs, personal
digital assistants, engineering workstations, servers, network devices, network hubs, switches,
embedded processors, digital signal processors (DSPs), graphics devices, video game devices,
set-top boxes, micro controllers, cell phones, portable media players, hand held devices, and
various other electronic devices, are also suitable. In general, a huge variety of systems or
electronic devices capable of incorporating a processor and/or other execution logic as disclosed
herein are generally suitable.

Referring now to Figure 3, shown is a block diagram of a system 300 in accordance with
one embodiment of the present invention. The system 300 may include one or more processors
310, 315, which are coupled to a controller hub 320. In one embodiment the controller hub 320
includes a graphics memory controller hub (GMCH) 390 and an Input/Output Hub (I0OH) 350
(which may be on separate chips); the GMCH 390 includes memory and graphics controllers to
which are coupled memory 340 and a coprocessor 345; the IOH 350 is couples input/output (I/0)
devices 360 to the GMCH 390. Alternatively, one or both of the memory and graphics
controllers are integrated within the processor (as described herein), the memory 340 and the
coprocessor 345 are coupled directly to the processor 310, and the controller hub 320 in a single
chip with the IOH 350.

The optional nature of additional processors 315 is denoted in Figure 3 with broken lines.
Each processor 310, 315 may include one or more of the processing cores described herein and
may be some version of the processor 200.

The memory 340 may be, for example, dynamic random access memory (DRAM), phase
change memory (PCM), or a combination of the two. For at least one embodiment, the
controller hub 320 communicates with the processor(s) 310, 315 via a multi-drop bus, such as a
frontside bus (FSB), point-to-point interface such as QuickPath Interconnect (QPI), or similar
connection 395.

In one embodiment, the coprocessor 345 is a special-purpose processor, such as, for
example, a high-throughput MIC processor, a network or communication processor,
compression engine, graphics processor, GPGPU, embedded processor, or the like. In one
embodiment, controller hub 320 may include an integrated graphics accelerator.

There can be a variety of differences between the physical resources 310, 315 in terms of

a spectrum of metrics of merit including architectural, microarchitectural, thermal, power
consumption characteristics, and the like.

In one embodiment, the processor 310 executes instructions that control data processing

operations of a general type. Embedded within the instructions may be coprocessor instructions.
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The processor 310 recognizes these coprocessor instructions as being of a type that should be
executed by the attached coprocessor 345. Accordingly, the processor 310 issues these
coprocessor instructions (or control signals representing coprocessor instructions) on a
coprocessor bus or other interconnect, to coprocessor 345. Coprocessor(s) 345 accept and
execute the received coprocessor instructions.

Referring now to Figure 4, shown is a block diagram of a first more specific exemplary
system 400 in accordance with an embodiment of the present invention. As shown in Figure 4,
multiprocessor system 400 is a point-to-point interconnect system, and includes a first processor
470 and a second processor 480 coupled via a point-to-point interconnect 450. Each of
processors 470 and 480 may be some version of the processor 200. In one embodiment of the
invention, processors 470 and 480 are respectively processors 310 and 315, while coprocessor
438 is coprocessor 345. In another embodiment, processors 470 and 480 are respectively
processor 310 coprocessor 345.

Processors 470 and 480 are shown including integrated memory controller (IMC) units
472 and 482, respectively. Processor 470 also includes as part of its bus controller units point-
to-point (P-P) interfaces 476 and 478; similarly, second processor 480 includes P-P interfaces
486 and 488. Processors 470, 480 may exchange information via a point-to-point (P-P) interface
450 using P-P interface circuits 478, 488. As shown in Figure 4, IMCs 472 and 482 couple the
processors to respective memories, namely a memory 432 and a memory 434, which may be
portions of main memory locally attached to the respective processors.

Processors 470, 480 may each exchange information with a chipset 490 via individual P-
P interfaces 452, 454 using point to point interface circuits 476, 494, 486, 498. Chipset 490 may
optionally exchange information with the coprocessor 438 via a high-performance interface 439.
In one embodiment, the coprocessor 438 is a special-purpose processor, such as, for example, a
high-throughput MIC processor, a network or communication processor, compression engine,
graphics processor, GPGPU, embedded processor, or the like.

A shared cache (not shown) may be included in either processor or outside of both
processors, yet connected with the processors via P-P interconnect, such that either or both
processors’ local cache information may be stored in the shared cache if a processor is placed
into a low power mode.

Chipset 490 may be coupled to a first bus 416 via an interface 496. In one embodiment,
first bus 416 may be a Peripheral Component Interconnect (PCI) bus, or a bus such as a PCI
Express bus or another third generation I/O interconnect bus, although the scope of the present

invention is not so limited.
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As shown in Figure 4, various I/O devices 414 may be coupled to first bus 416, along
with a bus bridge 418 which couples first bus 416 to a second bus 420. In one embodiment, one
or more additional processor(s) 415, such as coprocessors, high-throughput MIC processors,
GPGPU’s, accelerators (such as, e.g., graphics accelerators or digital signal processing (DSP)
units), field programmable gate arrays, or any other processor, are coupled to first bus 416. In
one embodiment, second bus 420 may be a low pin count (I.PC) bus. Various devices may be
coupled to a second bus 420 including, for example, a keyboard and/or mouse 422,
communication devices 427 and a storage unit 428 such as a disk drive or other mass storage
device which may include instructions/code and data 430, in one embodiment. Further, an audio
I/O 424 may be coupled to the second bus 420. Note that other architectures are possible. For
example, instead of the point-to-point architecture of Figure 4, a system may implement a multi-
drop bus or other such architecture.

Referring now to Figure 5, shown is a block diagram of a second more specific
exemplary system 500 in accordance with an embodiment of the present invention. Like
elements in Figures 4 and 5 bear like reference numerals, and certain aspects of Figure 4 have
been omitted from Figure 5 in order to avoid obscuring other aspects of Figure 5.

Figure 5 illustrates that the processors 470, 480 may include integrated memory and I/O
control logic (“CL”) 472 and 482, respectively. Thus, the CL. 472, 482 include integrated
memory controller units and include I/O control logic. Figure 5 illustrates that not only are the
memories 432, 434 coupled to the CL 472, 482, but also that I/O devices 514 are also coupled to
the control logic 472, 482. Legacy 1/0 devices 515 are coupled to the chipset 490.

Referring now to Figure 6, shown is a block diagram of a SoC 600 in accordance with an
embodiment of the present invention. Similar elements in Figure 2 bear like reference numerals.
Also, dashed lined boxes are optional features on more advanced SoCs. In Figure 6, an
interconnect unit(s) 602 is coupled to: an application processor 610 which includes a set of one
or more cores 202A-N and shared cache unit(s) 206; a system agent unit 210; a bus controller
unit(s) 216; an integrated memory controller unit(s) 214; a set or one or more coprocessors 620
which may include integrated graphics logic, an image processor, an audio processor, and a
video processor; an static random access memory (SRAM) unit 630; a direct memory access
(DMA) unit 632; and a display unit 640 for coupling to one or more external displays. In one
embodiment, the coprocessor(s) 620 include a special-purpose processor, such as, for example, a
network or communication processor, compression engine, GPGPU, a high-throughput MIC
processor, embedded processor, or the like.

Embodiments of the mechanisms disclosed herein may be implemented in hardware,

software, firmware, or a combination of such implementation approaches. Embodiments of the
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invention may be implemented as computer programs or program code executing on
programmable systems comprising at least one processor, a storage system (including volatile
and non-volatile memory and/or storage elements), at least one input device, and at least one
output device.

Program code, such as code 430 illustrated in Figure 4, may be applied to input
instructions to perform the functions described herein and generate output information. The
output information may be applied to one or more output devices, in known fashion. For
purposes of this application, a processing system includes any system that has a processor, such
as, for example; a digital signal processor (DSP), a microcontroller, an application specific
integrated circuit (ASIC), or a microprocessor.

The program code may be implemented in a high level procedural or object oriented
programming language to communicate with a processing system. The program code may also
be implemented in assembly or machine language, if desired. In fact, the mechanisms described
herein are not limited in scope to any particular programming language. In any case, the
language may be a compiled or interpreted language.

One or more aspects of at least one embodiment may be implemented by representative
instructions stored on a machine-readable medium which represents various logic within the
processor, which when read by a machine causes the machine to fabricate logic to perform the
techniques described herein. Such representations, known as “IP cores” may be stored on a
tangible, machine readable medium and supplied to various customers or manufacturing
facilities to load into the fabrication machines that actually make the logic or processor.

Such machine-readable storage media may include, without limitation, non-transitory,
tangible arrangements of articles manufactured or formed by a machine or device, including
storage media such as hard disks, any other type of disk including floppy disks, optical disks,
compact disk read-only memories (CD-ROMs), compact disk rewritable’s (CD-RWs), and
magneto-optical disks, semiconductor devices such as read-only memories (ROMs), random
access memories (RAMs) such as dynamic random access memories (DRAMs), static random
access memories (SRAMs), erasable programmable read-only memories (EPROMs), flash
memories, electrically erasable programmable read-only memories (EEPROMs), phase change
memory (PCM), magnetic or optical cards, or any other type of media suitable for storing
electronic instructions.

Accordingly, embodiments of the invention also include non-transitory, tangible
machine-readable media containing instructions or containing design data, such as Hardware

Description Language (HDL), which defines structures, circuits, apparatuses, processors and/or
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system features described herein. Such embodiments may also be referred to as program
products.

In some cases, an instruction converter may be used to convert an instruction from a
source instruction set to a target instruction set. For example, the instruction converter may
translate (e.g., using static binary translation, dynamic binary translation including dynamic
compilation), morph, emulate, or otherwise convert an instruction to one or more other
instructions to be processed by the core. The instruction converter may be implemented in
software, hardware, firmware, or a combination thereof. The instruction converter may be on
processor, off processor, or part on and part off processor.

Figure 7 is a block diagram contrasting the use of a software instruction converter to
convert binary instructions in a source instruction set to binary instructions in a target instruction
set according to embodiments of the invention. In the illustrated embodiment, the instruction
converter is a software instruction converter, although alternatively the instruction converter may
be implemented in software, firmware, hardware, or various combinations thereof. Figure 7
shows a program in a high level language 702 may be compiled using an x86 compiler 704 to
generate x86 binary code 706 that may be natively executed by a processor with at least one x86
instruction set core 716. The processor with at least one x86 instruction set core 716 represents
any processor that can perform substantially the same functions as an Intel processor with at least
one x86 instruction set core by compatibly executing or otherwise processing (1) a substantial
portion of the instruction set of the Intel x86 instruction set core or (2) object code versions of
applications or other software targeted to run on an Intel processor with at least one x86
instruction set core, in order to achieve substantially the same result as an Intel processor with at
least one x86 instruction set core. The x86 compiler 704 represents a compiler that is operable to
generate x86 binary code 706 (e.g., object code) that can, with or without additional linkage
processing, be executed on the processor with at least one x86 instruction set core 716.

Similarly, Figure 7 shows the program in the high level language 702 may be compiled using an
alternative instruction set compiler 708 to generate alternative instruction set binary code 710
that may be natively executed by a processor without at least one x86 instruction set core 714
(e.g., a processor with cores that execute the MIPS instruction set of MIPS Technologies of
Sunnyvale, CA and/or that execute the ARM instruction set of ARM Holdings of Sunnyvale,
CA). The instruction converter 712 is used to convert the x86 binary code 706 into code that
may be natively executed by the processor without an x86 instruction set core 714. This
converted code is not likely to be the same as the alternative instruction set binary code 710
because an instruction converter capable of this is difficult to make; however, the converted code

will accomplish the general operation and be made up of instructions from the alternative
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instruction set. Thus, the instruction converter 712 represents software, firmware, hardware, or a
combination thereof that, through emulation, simulation or any other process, allows a processor
or other electronic device that does not have an x86 instruction set processor or core to execute
the x86 binary code 706.

APPARATUS AND METHOD FOR PAGE WALK EXTENSION FOR ENHANCED SECURITY CHECKS

The embodiments of the invention described herein allow a processor such as a central
processing unit (CPU) to add permissions, attributes and checks on top of the normal OS-
provided attributes at a page-level granularity, for more precise control over memory pages. In
one embodiment, these permissions, attributes, and checks are managed by a processor in the
physical address space and are set to a 4k page granularity. It should be noted, however, that the
underlying principles of the invention are not limited to any particular page size.

In one embodiment, the processor itself manages the attributes and permissions in the
physical address space. In addition to setting permissions, one embodiment of the invention
provides an efficient mechanism for checking these permissions once an attempt is made to
perform an operation on a page (e.g., a read or write operation). A processor may then take an
action when it identifies a violation.

In the past, range registers have been used by a processors to configure memory ranges.
However, range registers are very expensive resources and are inefficient for setting permissions
and attributes on a per-page basis.

Figure 8 illustrates an exemplary processor or core 810 which includes an execution unit
804 for executing instructions, a memory management unit (MMU) 820 for providing access to a
main memory 810 (e.g., a random access memory), and a register file 801 for storing data and
addresses for use by the execution unit 804 and MMU 820. As illustrated in Figure 8, one
embodiment of the invention includes a table in memory, referred to herein as a micro-
architectural protection table 811 (hereinafter “protection table™), which contains an entry for
each protected page. Protection table management logic (PTM) 830 within the processor may
perform various operations described herein related to the protection table such as checking
permissions in response to an attempt to access/modify a page, storing table data into one or
more dedicated registers 803, and potentially modifying the protection table data (e.g., changing
the permissions/attributes).

Figure 9 illustrates an exemplary protection table 811 with one particular entry 901 being
accessed using a base value and an offset value. In one embodiment, the protection table base
address is defined in a hardware register 802 and the offset of a table entry is a function of the
page physical address (PA). The function may comprise identifying certain bits of the PA to be

used for the offset; however, any function of the PA may be employed. As illustrated, the table
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entry 901 contains attribute and/or permission information for the page with which it is
associated. In one embodiment, the protection table 811 can be accessed only by the processor
810 itself — or, more specifically, by the protection table management logic (PTM) 830 within
the processor — which may store the data retrieved from the protection table 811 in one or more
dedicated registers 803. The PTM 830 may also check the data to determine permissions in
response to an attempt to access/modify a page and take appropriate action if necessary. The
PTM 830 may also potentially modify the data (e.g., change the permissions/attributes) and then
store the results back to the protection table 811.

The MMU 820 may also include a translation lookaside buffer (TLB) 822 for caching
virtual-to-physical address translations, and a page miss handler 821 for accessing address
translations from a page table 812 in memory 810 in response to a TLB miss (i.e., when the
required address translation is not stored in the TLB 822). For example, in one embodiment, a
page miss handler (PMH) 821 manages the page walk operations described below for accessing
the protection table 811.

An exemplary set of operations will now be described to illustrate how the processor/core
810 may check the permissions and attributes upon a page access. This embodiment of the
invention employs techniques which have minimal performance impact and a minimal additional
hardware requirements (i.e., the power, area and timing impact of these techniques are
negligible). Specifically, in one embodiment, the existing PMH 821 page walk finite state
machine (FSM) is used to access the protection table 8§11 and to check the permissions and
attributes of the accessed page.

The PMH 821 initially holds an indication as to whether or not the table should be
accessed. If so, then the PMH 821 performs an architectural page walk, including intermediate
EPT walks if required, until the walk is completed and the (platform) physical address (PA)
associated with the protection table entry is available. In one embodiment, if a protection table
access is required, the PMH 821 performs an additional, micro-architectural stuffed load to the
page entry in the table. As mentioned, the address of the stuffed load is the table base combined
with the offset (while the offset is a function of the PA as mentioned above).

In one embodiment, the data which is returned from the protection table 811 is latched in
dedicated registers 803, to prevent the overriding of the PA or any architectural attribute. The
MMU 820 may calculate whether the access is legal, according to the content of the protection
table entry. If the access is illegal, the processor may take a specified action.

In one embodiment, the TLB 822 may hold some of the attributes/ permissions of the
protection table entry in new, dedicated bits. For example, if the table entry contains a write

permission attribute bit (“W?), this bit will be cached in the TLB 822. Consequently, if the page
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table entry has "W"=0 (write not permitted), a load to this page would be legal, but a later store
which hits the TLB 822 would be illegal and the CPU will identify it as such.

Figure 10 illustrates an exemplary extended page walk performed by the PMH 821 in
accordance with one embodiment of the invention (e.g., performed by the PMH’s finite state
machine). The flow chart shows a “mode L. page walk with no intermediate EPT walks and an
address translation of a small page (4K). The same basic principles may be implemented for
other page walk modes using EPT walks and using larger page sizes (which are well understood
by those of skill in the art). Each state may, when implemented, result in various sub-states
connected by additional transition arrows. These additional details have not been provided,
however, to avoid obscuring the underlying principles of the invention.

The illustrated implementation may use an Intel 64 paging mode which maps a 64-bit
virtual address to a physical address through a four-level hierarchical paging structure (although
the actual number of bits supported in the virtual or physical address spaces may be
implementation-dependent). This particular implementation includes a PM1.4 page vector and
a page directory pointer (PDP) page vector to track the additional page tables used in the Intel 64
paging structure. For example, each entry in a PML4 page may reference a PDP page and each
entry in the PDP page may reference a page directory having page directory entries (PDEs)
which, in turn, may reference a page table entry (PTE).

Thus, turning to Figure 10, at 1001, a page-map level 4 (PMLA4) stuffed load operation is
performed. As is understood by those of skill in the art, “stuffed loads™ are used for accessing
the page table and are different from regular data loads. For example, they are not allocated in
the reservation station (RS) and reorder buffer (ROB), nor dispatched and ordered by the RS and
ROB. In this manner, the PMH 821 performs a page table walk without incurring any latency
associated with the instruction decoding, allocation, and execution associated with regular loads
which are processed by the RS and ROB, and without hindering or delaying the execution
pipeline.

Using the results of the PMIL4 stuffed load, at 1002 a page directory pointer (PDP)
stuffed load operation is performed to identify and load a page directory. At 1003, a page
directory entry (PDE) stuffed load operation is performed to identify and load a page table. At
1004, a page table entry (PTE) stuffed load operation is performed to identify and load a PTE
from the page table. At each of the foregoing stages, the PMH 821 uses different portions of the
linear address to calculate the respective page information. In addition, at each stage, the
retrieved page information may be cached within dedicated caches for future use. Moreover,
while described for small pages (e.g., 4k pages), the same underlying principles may be

implemented for large pages by splitting large pages into smaller pages.
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At 1005, a determination is made as to whether access to the protection table is required.
This may be determined based on the contents of a control register or a determination that a
particular address is within a designated protection range. If table access is needed, then the
micro-architectural stuffed load is performed to the protection table according to the physical
address retrieved from the PTE. As mentioned, the stuffed load may cause the protection table
data to be loaded within a dedicated register 803 accessible only by the processor 810. Finally,
at 1007 a permission check is performed using the protection table data and prevents operations
from being performed which violate the designated permissions. For example, if the protection
data specifies that a write operation to a particular page may not be performed, and a process
attempts to write to the page, then the processor 810 will prevent the write operation from
occurring. Various other types of permissions may be checked while still complying with the
underlying principles of the invention.

Regardless of whether table access is needed, at 1008, a re-dispatch occurs and the
process returns back to the idle state. In one embodiment, if table access is needed, then the re-
dispatch occurs concurrently with the permission check operation at 1007.

Embodiments of the invention may include various steps, which have been described
above. The steps may be embodied in machine-executable instructions which may be used to
cause a general-purpose or special-purpose processor to perform the steps. Alternatively, these
steps may be performed by specific hardware components that contain hardwired logic for
performing the steps, or by any combination of programmed computer components and custom
hardware components.

As described herein, instructions may refer to specific configurations of hardware such as
application specific integrated circuits (ASICs) configured to perform certain operations or
having a predetermined functionality or software instructions stored in memory embodied in a
non-transitory computer readable medium. Thus, the techniques shown in the figures can be
implemented using code and data stored and executed on one or more electronic devices (e.g., an
end station, a network element, etc.). Such electronic devices store and communicate (internally
and/or with other electronic devices over a network) code and data using computer machine-
readable media, such as non-transitory computer machine-readable storage media (e.g., magnetic
disks; optical disks; random access memory; read only memory; flash memory devices; phase-
change memory) and transitory computer machine-readable communication media (e.g.,
electrical, optical, acoustical or other form of propagated signals — such as carrier waves, infrared
signals, digital signals, etc.). In addition, such electronic devices typically include a set of one or
more processors coupled to one or more other components, such as one or more storage devices

(non-transitory machine-readable storage media), user input/output devices (e.g., a keyboard, a
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touchscreen, and/or a display), and network connections. The coupling of the set of processors
and other components is typically through one or more busses and bridges (also termed as bus
controllers). The storage device and signals carrying the network traffic respectively represent
one or more machine-readable storage media and machine-readable communication media.
Thus, the storage device of a given electronic device typically stores code and/or data for
execution on the set of one or more processors of that electronic device. Of course, one or more
parts of an embodiment of the invention may be implemented using different combinations of
software, firmware, and/or hardware. Throughout this detailed description, for the purposes of
explanation, numerous specific details were set forth in order to provide a thorough
understanding of the present invention. It will be apparent, however, to one skilled in the art that
the invention may be practiced without some of these specific details. In certain instances, well
known structures and functions were not described in elaborate detail in order to avoid obscuring
the subject matter of the present invention. Accordingly, the scope and spirit of the invention

should be judged in terms of the claims which follow.
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CLAIMS

What is claimed is:

1. A processor comprising:

protection table management logic to manage a protection table, the protection table
having an entry for each protected page or each group of protected pages in memory;

wherein the protection table management logic prevents direct access to the protection
table by user application program code and operating system program code but permits direct
access by the processor.

2. The processor as in claim 1 further comprising:

a base address register to store a base address of the protection table.

3. The processor as in claim 2 wherein a protection table entry is identified by
combining the base address with an offset, wherein the offset is a function of a physical address
(PA) of a protected page with which the protection table entry is associated.

4. The processor as in claim 1 further comprising:

a page miss handler (PMH) to manage page walk operations for accessing the protection
table from memory.

5. The processor as in claim 4 further comprising:

a translation lookaside buffer (TLB) for storing at least a portion of a protection table
entry after the entry has been accessed from memory.

6. The processor as in claim 5 wherein the TLB further stores a virtual to physical
address mapping associated with the protection table entry.

7. The processor as in claim 1 wherein the permissions indicate that a particular
page cannot be accessed in a certain manner, wherein the page management logic prevents a
process from accessing the page in the certain manner upon reading the permissions.

8. The processor as in claim 7 wherein the certain manner comprises the page being
written to, the page being read, the page being executed, or the attributes of the page being
overridden.

0. The processor as in claim 1 further comprising:

a dedicated page table data register for storing page table data managed by the page table
management logic.

10. A method comprising:

storing a protection table in memory, the protection table having an entry for each
protected page or each group of protected pages in memory;

preventing direct access to the protection table by user application program code or

operating system program code; and
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allowing direct access to the protection table by a processor.

11. The method as in claim 10 further comprising:

storing a base address of the protection table in a base address register.

12. The method as in claim 11 wherein a protection table entry is identified by
combining the base address with an offset, wherein the offset is a function of a physical address
(PA) of a protected page with which the protection table entry is associated.

13. The method as in claim 10 further comprising:

manage page walk operations for accessing the protection table from memory with a page
miss handler (PMH).

14. The method as in claim 13 further comprising:

storing at least a portion of a protection table entry in a translation lookaside buffer
(TLB) after the entry has been accessed from memory.

15. The method as in claim 14 wherein the TLB further stores a virtual to physical
address mapping associated with the protection table entry.

16. The method as in claim 10 wherein the permissions indicate that a particular page
cannot be accessed in a certain manner, wherein the page management logic prevents a process
from accessing the page in the certain manner upon reading the permissions.

17. The processor as in claim 16 wherein the certain manner comprises the page
being written to, the page being read, the page being executed, or the attributes of the page being
overridden.

18. The method as in claim 10 further comprising:

storing page table data managed by the processor in a dedicated page table data register.

19. A system comprising:

a memory for storing a protection table, the protection table having an entry for each
protected page or each group of protected pages in memory;

a processor comprising:

protection table management logic to manage the protection table

wherein the protection table management logic prevents direct access to the protection
table by user application program code and operating system program code but permits direct
access by the processor.

20. The system as in claim 19 further comprising:

a base address register to store a base address of the protection table.

21. The system as in claim 20 wherein a protection table entry is identified by
combining the base address with an offset, wherein the offset is a function of a physical address

(PA) of a protected page with which the protection table entry is associated.
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22. The system as in claim 19 further comprising:

a page miss handler (PMH) to manage page walk operations for accessing the protection
table from memory.

23. The system as in claim 22 further comprising:

a translation lookaside buffer (TLB) for storing at least a portion of a protection table
entry after the entry has been accessed from memory.

24. The system as in claim 23 wherein the TLB further stores a virtual to physical
address mapping associated with the protection table entry.

25. The system as in claim 19 wherein the permissions indicate that a particular page
cannot be accessed in a certain manner, wherein the page management logic prevents a process
from accessing the page in the certain manner upon reading the permissions.

26. The processor as in claim 25 wherein the certain manner comprises the page
being written to, the page being read, the page being executed, or the attributes of the page being
overridden.

27. The system as in claim 19 further comprising:

a dedicated page table data register for storing page table data managed by the page table

management logic.

19



PCT/US2013/047423

1/10

WO 2014/105167

| ¥l
| LINNOD

9l | v/l
<p| 1NN LINN IHOVO Viva ) 0L 1INN
IHOVD 1) AHOWAW
Al LINN g1 V1vd
& e
091 (S)3LSNTO NOILND3AX3
91 (S)LINN 291
SS300V (S)LINN ~
AHONIN NOILNO3X3
A A
JL IIIIIIII

861 (S)LINN S3714 ¥3LSIDIY TYIISAHd

dl 9Ol

/ 061 3400

e — C——_—A_ 5 | yel
| 9SLSILINNYTINGIHOS | 1 | jN; INGNTYHLLSY
|||||| BI - - - L — —_—
2 T T _ w
_ 051 LINN
— — HOLYOQTIV/JNYNIY_ _ | ANIONT NOILNO3XT
0¢l
'y
[ 8¢l HO13A z»o:o:&mz_ |
9€1 LINN gL NOILONYLSNI Zel LINN
> vEl LINN FHOVD NOILONYLSNI NOILDIdI¥d HONYYE
llel ' 7l I R
oNmanyn | LM 9Ll avay AMOWAN 211 0Ll 801
NOLLdgowal ASOWIW | 39V18 31n03x3 /av3y 3INAIHOS [ONINYNIY| 00TV
TS vove 3L Al | | _

Vi Ol

vol
901
ONIQ0J3d
J0003d HLON3T

c0l
HOLl3d

00l INM3dld ~—




PCT/US2013/047423

2/10

- T T oo o4O = I
nz NN [ 217 ONIY 3 |
¥ITIONINOD |7 — = = T = = = = — = — — 1 r :
AHOWIIN 902 (S)LINN 3HOVO AFuVHS

GTOIUNN | o ivaeain T ===7 _
¥ITIOHINOD |— = === ' Nvoz || |
Snd " (SILINN _ cee 802 21907 _
0LZ LINN S 3S0cNd |

INFOVNALSAS | NZ0Z3MOD | Y20z 30D | ID3ds

WO 2014/105167

// 00¢ ¥0SS300dd



WO 2014/105167 3/10 PCT/US2013/047423

315
300 - — — 17
— 310

| = 1
- l-:l— PROCESSOR [— — -
| B / > I
| s ~ — _— 340
1 [ CONTROLLER
co. I— it I MEMORY
| PROCESSOR [ ovenso I
L T
360 —_ - J'_/:'
o . loH30 |
|
o

FIG. 3



4/10 PCT/US2013/047423

WO 2014/105167

¥ Ol

v1va
8¢y 0y
ANV 3000 | s3on3a _ | 3snow
JOVHOLS V.LVa Loy WINOD [444 {AYYOEAIN
H 0zy h
: :
Siy 744 piy 81y
H0SS300Yd o/l olanv $30IA3Q O/t J9QI¥g Sng
oLy — — — _
96% | zep —1 3N _ gy
a6y —— d-d 06% 13SdIHD [ L gep _mowwmoo%oo_
¥67 —/ - —
Sy sy
-—p
ow.v d-d d-d n_-n_ n_-n_ ON._\
98y — 88y 4 \ \ L oLy
8.y
05
— 8y a4
NI NI
ey Zey
AHOWAW AHOWIW
H0SSI0Ud0D
40SS300¥d ¥0SS300¥Ud

// 00y



PCT/US2013/047423

5/10

WO 2014/105167

1454
AHOWIN

A%
AHOWIN

G 9Old
G615
O/l ADVOI1
06y o6y —1 4/l
a6y —] d-d 138dIHD ooy — d-d
Svl\» « Nm_wl\» «
—>
owv d-d d-d n_-n_ d-d ON.V
98y — mva \ \ L 9Ly
8Ly
oSt
8% iy —
g} 10
¥0SS300Nd H0SS300¥d
—_——
. ylS _
| s3oA3a0n !

— — c—

/ 009




PCT/US2013/047423

6/10

WO 2014/105167

15 (S)LINN
0v9 089 ¥ITIOHLNOD
LNA AVTdsia | | SO ENTYRGE T inn s AOWIW
Q3LVHOILNI
915 (S)LINN T ,w -
bl _ 205 (SITINN LOINNOOSIINI -
\\\ — IIIIIIIIIII —
/I 906 (S)LINN FHOVO AIFAVHS
N et I
T s V70
L1 Slunn | “ cma | |©LNA
015 LINN “ | W FHOVD
INIOY WILSAS L N¢0G 34090 K V¥¢0S 300
019 ¥0SSID0Ud NOILYOIddY

029 (S)40SS300¥d02

/ 009

dIHO V NO W3LSAS

9Ol



PCT/US2013/047423

7/10

WO 2014/105167

JAE

¢0/ 3OVYNONV1 1A THOIH

804 ¥31IdNOD
138 NOILONYLSNI
JALLYNYALTY

v0. ¥37IdINOD 98X

904 3003 AYVYNIg 98X

¢l ¥ALHY3IANOD
NOILONYLSNI

0123000 AYVNIg
138 NOILONYLSNI

THVMLA0S JAILYNHILTY
JAVMAHYH
Y
oL v1/ 3403 13S NOILONYLSNI
34090 13S NOILONHLSNI
98X INO 1SV 98X NV LNOHLIM ¥0SS300¥d
1V HLIM 40SS3004d




PCT/US2013/047423

8/10

WO 2014/105167

8 "Old

018 210)/10s5930.4d

0z8

NAIN 08

— JuUN uonnaax3

12:] ) '

W1d

728 o~ > 208 "33y aseq
911

> €08 "33y e1eq a|qeL

T8

HINd T08

9|14 491513y
A
[
v v
118
Z18 S[qel
9|qe)l 98eq uono3104d
Yaayn
018
Aowsy




PCT/US2013/047423

9/10

WO 2014/105167

T06

6 ‘Old

4 3svd

(ssa.ppy |ed1sAyd 38ed)uoizouny
= 135440

T18
3|qe] UoI1133104d [B4NIISTYIY 0IINN



PCT/US2013/047423

10/10

WO 2014/105167

L00T
1N3IINOD F19VL OL ONIY0IIV
AD3HD SNOISSINY3d INHO4d3d

1

800T
HO1vdSId3y

9001

31d INO¥4d Vd OL ONIQHYOIDV ‘319VL
NOIL23104d O1 av01 d344N1S HOHV-N

01 "OIld

S001
¢Q3d33N SS300V
31avi

v00T
avo1 @3d4nis (31d) AYINI
319VL 19vd WHO4¥3d

A

€00T
avol d3ad4dnls (3ad) AYLNI
AYO1D3410 319Vd IWHO4YH3d

T

Z00T
avo1 aiddnis (dad) ¥3aLNIod
AYO1D3410 39Vd NY¥O4¥3d

A

1001
avot aa4inls (¥1nd)
¥ 13A31 dVIN-39Vd INHO4YH3d

> 31di




INTERNATIONAL SEARCH REPORT International application No.
PCT/US2013/047423

A. CLASSIFICATION OF SUBJECT MATTER
GOO6F 21/78(2013.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOG6F 21/78; GOGF 3/00; GO6F 12/10; GO6F 12/14; GO6F 12/00; GO6F 9/00; GO6F 15/177

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords:protection table, prevent, allow, permit, processor.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2001-0018736 A1 (MIKIO HASHIMOTO et al.) 30 August 2001 1-2,10-11,19-20
See paragraphs [0024], [0047], [0135]-[0147]; and figures 4-6, 12.
Y 4-6,13-15,22-24
A 3,7-9,12,16-18, 21
,25-27
Y US 2003-0018876 A1 (ACHMED R. ZAHIR et al.) 23 January 2003 4-6,13-15,22-24

See paragraphs [0023]-[0028], [0039]-[0044]; and claims 15-21.

A US 2007-0055837 A1 (PRIYA RAJAGOPAL et al.) 08 March 2007 1-27
See paragraphs [0024]-[0029], [0044]; claims 1-5; and figures 1-2.

A US 2007-0061493 A1 (WILLIAM TODDE BOYD) 15 March 2007 1-27
See paragraphs [0054]-[0057], [0084]-[0086]; claims 1-9, 21-29;
and figures 3-5.

A US 2007-0050591 A1 (WILLIAM TODD BOYD et al.) 01 March 2007 1-27
See paragraphs [0022]-[0026], [0070]-[0072], [0100]-[0111]; claims 1, 6-17;
and figure 3.
|:| Further documents are listed in the continuation of Box C. g See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand

to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone

cited to establish the publication date of citation or other "Y" document of particular relevance; the claimed invention cannot be

special reason (as specified) considered to involve an inventive step when the document is
"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination

means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family

than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report

04 October 2013 (04.10.2013) 07 October 2013 (07.10.2013)
Name and mailing address of the [ISA/KR Authorized officer
Korean Intellectual Property Office
\ 189 Cheongsa-ro, Seo-gu, Dacjeon Metropolitan City, BYUN Sung Cheal
9 302-701, Republic of Korea

Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-8262

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT

International application No.

Information on patent family members PCT/US2013/047423
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2001-0018736 Al 30/08/2001 CN 1189819 C 16/02/2005
CN 1220121 C 21/09/2005
CN 1309351 A 22/08/2001
CN 1309355 A 22/08/2001
DE 60135695 D1 23/10/2008
EP 1126355 Al 22/08/2001
EP 1126356 A2 22/08/2001
EP 1126356 A3 08/01/2003
EP 1126356 Bl 10/09/2008
JP 2001-230770 A 24/08/2001
JP 2001-318787 A 16/11/2001
JP 3801833 B2 26/07/2006
JP 4226760 B2 18/02/2009
KR 10-0362219 Bl 23/11/2002
KR 10-0375158 Bl 08/03/2003
KR 10-2001-0082631 A 30/08/2001
KR 10-2001-0082632 A 30/08/2001
US 2001-0014157 Al 16/08/2001
US 2005-0166069 Al 28/07/2005
US 6983374 B2 03/01/2006
US 7270193 B2 18/09/2007
US 7353404 B2 01/04/2008
US 2003-0018876 Al 23/01/2003 AU 2000-51666 Al 22/01/2001
CN 1156761 C 07/07/2004
CN 1359496 A 17/07/2002
DE 10084753 B4 14/08/2008
DE 10084753 Tb 29/04/2004
GB 0200392 DO 27/02/2002
GB 2368429 A 01/05/2002
GB 2368429 B 11/02/2004
US 6604184 B2 05/08/2003
WO 01-02962 Al 11/01/2001
US 2007-0055837 Al 08/03/2007 US 7380049 B2 27/05/2008
US 2007-0061493 Al 15/03/2007 CN 101253500 A 27/08/2008
CN 101253500 B 19/09/2012
TW 1391835 B 01/04/2013
US 7577761 B2 18/08/2009
WO 2007-025850 Al 08/03/2007
US 2007-0050591 Al 01/03/2007 CN 101233514 A 30/07/2008
CN 101233514 B 01/09/2010
EP 1920363 Al 14/05/2008
TW 1390419 B 21/03/2013
US 7500071 B2 03/03/2009
WO 2007-025831 Al 08/03/2007

Form PCT/ISA/210 (patent family annex) (July 2009)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - wo-search-report
	Page 33 - wo-search-report

