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(54) Title: TARGETTED BANNER ADS

(57) Abstract: The invention relates, in an operator network, to a method
for pushing targeted banner ads in a webpage uploaded from a content
provider by a user from said operator network, said webpage comprising
scripting instructions for requesting a first banner ad from a banner ad
server to be inserted in said webpage, the method comprising the acts of: -
intercepting the request for the first banner ad resulting from the execution
of the scripting instructions when the webpage is uploading by the sub-
scriber, - selecting a targeted banner ad available from the banner ad serv-
er based on a user network profile, said user network profile resulting
from the aggregation of data consumed by said user in the operator net-
work, - transmitting a request for the targeted banner ad to the banner ad
server in place of the intercepted request.
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TARGEIFD BANNER ADS

HHED OFTHE PRESENTINVENTION:
The present mvention relates generally to the customization of
advertisements and more specifically to the transmission of such ads over a

computernetwork

BACKGROUND OFTHE PRESENTINVENTION:

Thday there isan explosion of information accessible through the Intemet,
brnging in more and more audience. If this communication medium was at first
promising for advertisers to reach this increasing audience, it becomes harder
and harderfortoday'sadvertising networks to efficiently target inte met users.

One possible way to reach out to intemet users is through web banners
(bannerads in short) that can be seen as a specific form of advertising on the
World Wide Web. This form of online advertising consists in embedding an
advertisement into a web page. It is ntended to attract traffic to a website by
linking to the website of the advertiser. The advertisement is constructed from an
mage (GIF, JPEG, PNG), JavaScrpt program or multimedia object employing
technologies such as Sivedight, Java, Shockwave or Hash, often employing
animation or sound to maximize presence. Images are usually in a high-aspect
ratio shape (ie. either wide and short, ortalland narmow) hence the reference
to banners. These images are usually placed on web pages that have
nteresting content to users, such ase.g. a newspaperarticle, sports news, oran
opinion piece.

A web banneris displayed when a web page that references the banner
isloaded into a web browser. An illustration of a known system for displaying a
web bannerad isshown in FIG. 1A. A communication device 100 (forinstance a
computer, laptop, smart phone and the likes) isequipped with a web browserto
upload a webpage provided by a content provider 120 (or content publisher),

for nstance www.cnn.com, www.applestore.com ... The content provider 120

generally defines/allocates regions, spaces or boxes in its webpages that are

reserved for the insertion of the banner ads. The banner ads can be found in
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banner ad mmventores 111 that are available to banner ads providers or
publishers BAP 110, also called ad publshers. Ad inventories 111 and BAP 110
can be seen as forming an ad server 115. The content provider generally has
agreements with a number of ad servers or banner ad providers for choosing
what banner ads may be inserted in the allocated regions or boxes of their
webpages.

Profiling tec hniques may be used to improve the efficiency of ads pushed
to users. A targeted ad is an adverntisement that is pushed to a party (user,
household, device, ...) after a selection based on a profile of said party. K
techniques are readily available to the man skilled in the art for pushing ads
may through different means such as text messages, emails, ring tones, ...
targeted ads on the intemet are more difficult asa content provider has limited
accessifany to data related to the visitors to its webpages.

An illustration of a known method for pushing (ie. inserting) to a first party
a bannerad in an uploaded webpage isillustrated in FIG. 1B. A fust party using
device 100 may be for instance a user or subscrber to an intemet service
provider (ISP), shown through the ISP uppersection in the FIG. 1A, this first party
having accessto content providers 120 through the ISP. h a preliminary act 130,
the first party request for content, namely a webpage, from a content provider
120. This may be achieved through an http request (Hyperntext Transfer Protocol)
sent to the content provider 120 overthe ISP network, which may transit overthe
mtemet if the content provideris outside the ISP network. The ISP network wil
also be referred to as the operatororcamernetwork as today ISP offers more
services such as telephony, access to the intemet, their own content providers
such asmedia providers, TV, ...

Ih a further act 140, the content provider and/or the BAP may
choose/select a banner ad for insertion in the webpage through scripting
mstruc tions related to that ad. These scripting instructions, or plugin, are
provided by the banner ad provider 110 to the content provider 120. 'The
scrpting instructions related to the selected banner ad are instructions in a
scrpting language, which, when executed for instance in a web browser
application, will re trieve this selected ad from an ad inventory 111 of the banner

ad provider 110.
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These scripting instruc tionsmay comprise generally:

-aselected ad to be inserted in the allocated region ofthe webpage,

-an addressforthe ad server 115, more precisely the bannerad inventory
111, from which the selected bannerad can be retrieved, and,

- the addressorthe name ofthe content provider, which selected the ad.

In a further act 150, the first party uploads the webpage sent by the
content provider 120, which causes the browser application to execute the
scripting instructions. As a consequence, using the information embedded in
these instructions, one or more http requests are sent to the ad server 115, ie.
the bannerad mventory 111, forfetching the bannerad chosen by the content
provider 120 or BAP 110. The ad server 115 will reply to these http re quests with
the chosen banner add which is subsequently loaded and displayed in the
webpage (act 160) in the allocated region. One may note that these ads
generally appearin the allocated regions with some latency, iLe. afterthe data
linked to the content provider 120 itself are loaded. 'This is due to the fact that
the webpage needs to be uploaded in the browser application to cause the
execution of the scripting instruc tions.

When the first party clicks on the bannerad, he isdirected to the website
advertised in the bannerad asthe bannerad generally comprises a re-direc tion
link for redire ¢ ting the first party the advertised website. The advertised website
may then record a visit from the initial webpage of the content provider. 'The
content provider may itself keep a record of the clicking on the banner ad.
Each click on a banner ad and the subsequent redirecting wil generate
revenue forthe contentprovider.

Through the agreement with bannerad providers 110 (BAP), the content
provider 120 knows which ads are available. The banner ads are generally
identified through a tag oridentifier. These ad tagsare passed on parameters to
the scrpting instructions and are subsequently in the http requests to the BAP
that can thusidentity the chosen bannerad.

One problem today is that the banner ads are chosen randomly. When
loading several times in a ow a www.yahoo.com or www.cnn.com page for
mstanc e, the banneradswilkeep on changing with randomly with no apparent

logic. After a numberof uploads of the same page, the same ads will appear
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again, which gives at most an indication of the BAPs the content provider has
anagreement. No targeting ofthe chosen ad seemsto come into play.

It would be interesting at this point if the banner ad could be chosen
based on some rulesso asto offertargeted bannerads, i.e. banneradsthat are
ofinterest to the party uploading webpagesfrom content providers.

US2006085263 proposes a method and apparatus for targeting
advertising content. A content provider generates ad banners. The content
provider transmits an agent to a target computer. The agent obtains user
mformation and transmits the user information to the content provider. A
program running on the content provider organizes the user information and
updatesa userspecific database wherein alltargeted banneradsare stored for
a subse quent push to the targetcomputer.

In this proposed solution, an agent needs to be downloaded to the
targeted computer. Furthermore, a pre-storing (in the userspecific database) of
targeted adsisneeded, which willrequire a lot of data storage if the method is
generalized to a lotoftarget computers.

Thday there is still a need for a smple and straightforward method for
providing targeted banneradsto users. There isa furtherneed fora solution that
doesnotrequire large database forstonng these adsahead of theiractual push

to the user.

SUMMARY OF'THE PRESENTMEIHOD AND SYSTEM:

Itis an object of the present system to overcome disadvantages and/or
make improvementsin the priorart.

T that extend, the present invention proposes a method, in an operator
network, for pushing targeted banner ads n a webpage uploaded from a
content provider by a user from said operator netwoirk, said webpage
comprnsing scnpting istructions for requesting a first banner ad from an ad
serverto be mserted in said webpage, the method comprsing the actsof:

- intercepting the request forthe first bannerad resulting from the execution

of the scrpting instruc tions when the webpage isuploading by the subscnber,
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-selecting a targeted banner ad available from the ad serverbased on a
usernetwork profile, said user network profile resulting from the aggregation of
data consumed by said userin the operatornetwork,

- transmitting a request forthe targeted bannerad to the ad serverin place
of the intercepted request.

The present method allows substituting a request fora first bannerad with
a request fora targeted bannerad. The substitution is done on the fly, after the
execution of the scnpting mstruc tions for the first banner ad generates one or
more requests to the ad server.

The targeting of the banner ad is facilitating by the profiing of the
subscrber through its usage/consumed data over the operator network. 'The
usage data may be seen as the raw data resulting from a user who is bro wsing
the web, using multimedia, oreven his phone expenence asdescrbed lateron.
This information is essentially a collection of a subscnbers behavior without any
analysis. Some processing and analysis of this usage data helps to make
inte ligent judgments about the subscrbers preferences. The network profile
may be seen as the processed output from the analyzed usage data. Once
analyzed, the usage data may help the operator of a network to provide
personalized recommendations.

This consumed data available at the network level is used in the present
method to generate a subscriberprofile. This network level information ¢ ontains
allthe relevant information that completely defines a user. Thanks to the present
method, there is no need for an agent on the users device. No storage of
banner ads is required beside a banner ad mventory from the ad server. The
intervention is transparent to the user. The network profile may furthermore be
short-lived (based on recent consumed data from the user) or spanning overa
longerperiod of time.

In an additional embodiment of the present method, a banner ad is
characternzed by an ad identifier, the act of transmitting a request comprnsing
the act of substituting the first ad identifierby the targeted bannerad identifier.

In an additionalembodiment of the present method, the data consumed
by the user comprses keywords input from a search query sent to a search

engine.
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The present invention also relates to a bannerad engine provided in an
operator network for pushing targeted banner ads in a webpage uploaded
from a content provider by a user from said operator network, said webpage
comprnsing scnpting istructions for requesting a first banner ad from an ad
serverto be inserted in said webpage, the bannerad engine being armanged
to:

-intercept the request forthe first bannerad resulting from the execution of
the scripting instruc tions when the webpage isuploading by the subscnber,

-select a targeted bannerad available from the ad serverbased on a user
network profile, said user network profile resulting from the aggregation of data
consumed by said userin the operatornetwoik,

- transmit a request for the targeted bannerad to the ad serverin place of
the intercepted request.

In an additional embodiment of the present engine, a banner ad is
characterzed by an ad identifier, the present engine being amanged to
sub stitute the first ad identifierby the targeted bannerad identifier.

In an additional embodiment of the present engine, the data consumed
by the user comprses keywords input from a search query sent to a search
engine.

The present invention also relates to a system forpushing targeted banner
ads n a webpage uploaded from a content provider by a user from an
operatornetwork, said webpage compusing scrpting instruc tions for re que sting
a first bannerad from an ad serwerto be inserted in said webpage, the system
compunsing

-abehavioralprofile engine amanged to:
-aggregate the data consumed by the userin the operatornetwork
-generate a networkuserprofile forthe consumed data,
-a communication device amanged to:
-upload from the content provider the webpage through an
application,
-executed the scripting instruc tions,

-a bannerad engine amanged to:
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-intercept the request for the first banner ad resulting from the
execution of the scripting instruc tions when the webpage is uploading
by the subscrnber,

-select a targeted bannerad avaiable from the ad serverbased on a
user network profile, said user network profile resulting from the
aggregation ofdata consumed by said userin the operatornetwork,
-transmit a request for the targeted banner ad to the ad server in
place of the intercepted request.

The present invention also relates to a computer readable camer
mcluding computer program instruc tions that cause a computerto implement a
method for pushing targeted banner ads in a webpage uploaded from a
content provider by a wuser from said operator netwoirk, said webpage
comprnsing scnpting istructions for requesting a first banner ad from an ad
serverto be inserted in said webpage, the readable camer compmnsing:

- instruc tions forinterc e pting the re quest forthe first bannerad resulting from
the execution of the scnpting mstruc tions when the webpage is uploading by
the subscrber,

- instructions forselecting a targeted bannerad available from the ad serer
based on a user network profile, said user network profile resulting from the
aggregation ofdata consumed by said userin the operatornetwork,

- instruc tions for transmitting a request for the targeted bannerad to the ad

serverin place of the intercepted request.

BRIFF DESCRIPIION OF THE DRAWING S:

The present system and method are explained in further detail and by
wayofexample, with reference to the accompanying drawings wherein:

FIG. 1A showsan exemplary embodiment of a known system forproviding
banneradsina webpage,

FIG. 1B shows an exemplary embodiment of a known method for
providing bannersadsin a webpage,

FIG. 2A shows a first exemplary embodiment of the present system for

pushing targeted banneradsina webpage,
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FIG. 2B shows a fist exemplary embodiment of the present method for
pushing targeted bannersadsin a webpage,

FIG. 38 shows an ilustration of a system to collect and aggregate
subscrbersusage data overan operatornetwork,

FIG. 4A shows a second exemplary embodiment of the present system for
pushing targeted banneradsin a webpage, and;

FIG. 4B shows a second exemplary embodiment of the present method

forpushing targeted bannersadsin a webpage.

DEIAILED DESCRIPIION OF THE PREFERRED EMBO DIMEN'TS:

The following are descriptions of exemplary embodiments that when
taken in conjunction with the drawings wil demonstrate the above noted
features and advantages, and introduce furtherones.

In the following description, for pumposes of explanation rather than
Limitation, specific details are set forth such as architecture, interfaces,
techniques, etc ., forilustration. However, it wil be apparent to those of ordinary
skill in the art that other embodiments that depart from these details would still
be understood to be within the scope ofthe appended claims.

For example, the invention allows the provision of targeted banner ads
taking into a subscrber network profile, and is described here after in its
application to webpages. The man skilled in the art will notice that thisisnot the
sole embodiment possible, and that the system and method according to the
mvention may be implmented to documents available on one or more
databases, accessible through a localnetwork. Otherembodiments are readily
available to the man skilled in the art.

Moreover, for the purpose of clanty, detailed descnptions of well-known
devices, systems, and methods are omitted so asnotto obscure the description
of the present system. In addition, it should be expressly understood that the
drawings are included forillustrative purmposesand do notrepresent the scope of
the present system.

FIG. 2A shows an exemplary embodiment of the present system. An
operators network is illustrated on the upper part of FIG. 2A while a content

provider and BAP are represented on the lowerpart. The content provider may
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be a distant node from the operators network or part of it. The same can be
said forthe bannerad provider210 associated with an ad inventory 211.

The operators network may be seen as all the infrastructure in control of
an operator, and that provides to subscrnbers to said operator communic ation
sewices (voice, intemet, TV, ...). The operator may be a telco (Orange, ATKT,
Verizon, ...) ora cable operator(Comcast, One of more gateways (notshown in
FG. 2A) are provided to allow the subscribers to access services and content
hosted by distantnodes, like e.g. a content provider 220.

A subscnber, here after also refemmed to as a user, of the operators
network may access a webpage from his communication device 200, for
mstance a personalcomputer, a laptop, a smart phone, a PDA (pemonal digital
assistant) and the likes.

A web page orwebpage canbe seenasa resource of information that is
suitable forthe World Wide Web and can be accessed through a web browser
hosted on a communication device. This information is usually in HIML o r XHIML
format, and may provide navigation to other web pages via hypertext links.
Web pages may be retneved from a local computer or from a remote web
server. Web pages are requested by applications running on a device, and
served from web servers, seen as content providers, using Hypertext Tansfer
Protocol (HITP). Web pages may consist of files of static text stored within the
web servers file system (static web pages), orthe web servermay construct the
(XHIML for each web page when it is requested by an application such as a
browserapplication (dynamic web pages). Client-side scnpting can make web
pages more responsive to user mput once in the clent browser. The here after
banner ads are generally implemented through these client side scripting
mstruc tions uploaded with the webpage. The mstructions are then executed
through the web browserto retrieve a bannerad from ad servers.

The webpage provided by a content provider 220 may comprse one or
more banner ads selected from a pluralty of stored banner ads in an ad
mventory 211. As explained in relation to FIGs. 1A and 1B, the content provider
220 is affiiated (has agreement) with one or more banner ad providers 210
which provide(s) the banner ad plugins taken from the ad mventory 211 for

msertion into a webpage generated by content provider 220. The ad inventory
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211 and the bannerad provider 210 can be seen as forming an ad server 215
that allows the selection and the provision of bannerads to a content provider
orpublishersuch ascontent provider 220,

In the exemplary embodiment of FIG. 2A, a banner ad engine 205 is
provided in the present system. This banner ad engine can monitor the http
request to the ad server 215 for retrieving a banner ad and resulting from the
execution of the scnpting mstructions when a webpage is uploading by the
subscrber. As seen before with the existing systems, these requests may
comprse:

-aselected ad to be inserted in the allocated region ofthe webpage,

-an address for the ad server 215, more precisely the ad inventory 211,
from whic h the selected bannerad can be retrieved, and,

- the addressorthe name ofthe content provider, which selected the ad.

The banner ad engine 205 may be implemented through software and
hosted on a node orsererin the operator network. In the present system, the
request to the ad inventory 211 may be routed through the banner ad engine
205 so that the may altermodify the request so asto change the bannermitially
mserted by the content provider 220.

T that extend, a behavioral profiing module 206 is further provided to
generate subscrbers profiles. The profiling module 206 and the targeted banner
engine 205 may be part of the same serverorhosted on operatively connected
servers in the operator network. This profiing module 206, ilustrated later on in
FG. 3, may forinstance:

-collect data consumed by the subscrber when accessing the operator
network,

-aggregate said data to built a network profile forthe subscnber.

In the present system, the bannerad engine 250 isadapted to:

-selecting a targeted banner ad available from the ad inventory 211 of
the bannerad provider210 based on the usernetwork profile,

- transmitting a request for the targeted banner ad to the banner ad
providerin place of the intercepted request.

Known profiling techniques, readily available to the man skilled in the art
may be used by the profile module 206 to aggregate the collected consumed
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data into a subscrbernetwork profile.

An exemplary embodiment of the present method is illustrated in FIG. 2B.
This embodiment may be camed out by the targeted bannerad engine 205. In
a prelminary act 230, a subscrnberto an operatornetwork usesa device 200 to
accessa webpage provided by a content provider 220. This may be achieved
through an http request sent to the content provider 220 over the operator
network. The request to the content providermay be generated through the use
ofa web browserapplic ation running on the device 200.

In a furtheract 240, the content provider will choose/select a bannerad
and insert in the webpage the scnpting instructions — or plugin —related to that
ad. The bannerads (scripting instruc tions) are generally provided by a BAP 210
and retineved from the ad mventory 211 of said BAP 210. As mentioned in
relation to FIGs. 1A and 1B, the selection of a banner add may be based on
agreements between the content provider 220 and the BAP 210. The scrnpting
mstructions related to the selected banner ad are instructions in a scripting
language, which, when executed forinstance in a web browserapplic ation, will
retrieve this selected ad from the ad inventory 211 of the banner ad provider
210. Altematively, BAP 210 may be the network entity selec ting the bannerad in
place of the content provider 220 (as defined in the agreements between
content providerand BAP).

These scripting instruc tionsmay comprise generally:

-a selected ad to be inserted in the allocated region of the webpage. In
an additional embodiment of the present method, the selected ad may be
identified through an ad tag. The content provider, through an agreement with
a BAP may have access to the available banner ads through their
comesponding tag, which then willbe used by the BAP to identify and then push
the selected ad to the subscrnberuploading the webpage,

-an address forthe ad inventory 211, from which the selected bannerad
canbe retrieved, and,

- the address orthe name ofthe content provider220, which selected the
ad. This last field may be used for tracking the clicks from the subscnber. 'This
field isnotnecessary as the tracking of ¢ lic ks forsta tistics and revenue purpose is

beyond the scope of the present method and system. Ihdeed this may be
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achieved as mentioned before through the redirection when a user clicks on
the bannerad.

Optionally, the scrpting instructions may compnse an indication of the
BAP 210 which provided the banner ad plugin. Altematively, the scripting
mstruc tions may comprse an indication of the ad server 215 which provides the
the bannerad plugin through its two components, the ad inventory 211 and the
BAP 210 respec tively.

In a further act 250, the first party uploads the webpage sent by the
content provider 220, which causes the browser application to execute the
scripting instructions. As a consequence, using the information embedded in
these mstruc tions, one ormore http requests are sent to the ad mventory 211for
fe tc hing/re trieving the bannerad chosen by the content provider 220.

In an additional act 252 of the present method, the targeted banner ad
engine 205 will intercept the request(s) resulting from the execution of the
sc ipting instruc tions. One possible way of making the engine 205 aware of these
requests may result from agreements between the operatorof the network and
the BAP 210 (or more generally the ad server 215). As the requests to the ad
mventory 211 wilcomprise an indication of the ad inventory address, the engine
205 may filter the monitored requests for any recipient ad inventornes listed in
such agreements. When the BAPorad serveraddressis provided in the scrnpting
mstruc tions, the filtering of the bannerad engine 205 may be performed on this
address.

In a furtheract 254, the bannerad engine 205 will re trieve the subscrbers
profile available from the profiing module 206. The network may readily id e ntify
the useruploading the page as a subscnberto the netwoik, through e.g. the IP
address wherefrom the webpage isuploaded. The profile can then be retreved
through matching the profiling module database with an identifier for the
subscnber, either his IPaddress oranotheridentifierassociated to the subscnber
IP address. The subscrber profile will help the bannerad engine 205 to select a
targeted bannerad, ie. an ad that bettermatches the subscnbers interests, as
defined from his profiling .

As mentioned eadier, network operatory BAP ornetwork operator' content

provider agreements may exist to facilitate the implementation of the present
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method. These agreements may be used for instance to select the targeted
banner ad based on the retrneved subscrnbers profile. Thanks to the above
mentioned agreements, the bannerad engine 205 may either:

-be given access to the ad inventory 211 to select the targeted banner
ad to push to the subscrber,

-getregularupdates from the BAPs the network has an agreement with
to select "locally available" (ie. in a network accessible ad inventory wherein
the available ads as well as these updates would be stored) targeted banner
ads.

In a further act 256, the banner ad engine 205 wil replace in the
mtercepted request the mitial banner ad (as selected by the content provider
220) with the targeted banner ad as chosen from the subscnbers profile. In
order to facilitate the choice of the targeted banner ad, banner ads may
furthermore be indexed according to categomnes, keywords ... that can be
matched with the retrieved subscrbers profile. The request fora bannerad then
becomes a request for the targeted banner ad. The selection of the targeted
bannerad may be camed out by the banner ad engine 205. Altematively the
bannerad engine, once intercepted the request to the ad inventory, may query
an advertisement service node (not shown in FIG. 2A) with the subscnber profile,
the advertisement service node replying with a targeted bannerad to push to
the subscrber, based on his profile.

In the additional exemplary embodiment wherein the banner ad are
identified through ad tags, the banner ad engine 205 will carry out act 256
through changing in the intercepted request the ad tag for the initially selected
ad with the targeted bannerad tag.

In a further act 258, the banner ad engine 205 will then forward the
request for the targeted bannerad in place of the ntercepted request. The ad
mventory 211 will then reply upon receiving the request for the targeted banner
ad by providing to the requester (i.e. the device 200, more specifically the
browser application executing the scrpting instruc tions) the targeted banner
ad.Thisad wilbe uploaded and displaying in the webpage in a furtheract 260.

One possible approach to mcrease advertising effectivenessisto develop

profilesof interest forusers by searching and analyzing theirbehavior. Typically a
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profile may be generated for a wuser, a subscnber household or a
communication device depending on the type of information which is
monitored. FIG. 3 is an illustration of an exemplary embodiment of the profiling
module 206.

Through the operatorsnetwork, a subscrberie. a usermay enjoy services
like telephony 301, intemet access 302 and media access 303 (IV, video, music,
...). In the present system, the operator, through its infrastruc ture, has access to
the usage data generated by subscnbers through different paths descnbed
hereafter.

One possible path to aggregate the data consumed by a subscrberis
the use of netwo ks sniffers 340, provided to sniff, i.e. record, the data consumed
by the user, whether these data are content accessed by his mobile 301, their
computer 302 or even through a media device 303. A sniffer (also known as a
network analyzer or protocol analyzer or, for particular types of networks, an
Ethemet sniffer or wireless sniffer) may be seen as a computer software or
computerhardware thatcaninterceptand log data packet traffic passing over
a digital network orpart of a network. A network sniffermay also be seen asan
application that passively records any packet traffic that runs through a given
network point. The sniffer wil pick up all the IP packets for every intemet
protocol

A sniffermay be located at the network gateway to the wordd wide web
or within the network for network services. A sniffer may also for instance be
located in a residential gateway to sniff the subscnberexperience. An example
of a sniffer may be the network analyzers provided by Packeteer® or more
generally an intercepting proxy (to mtercept all the traffic passing through it).
Once a sniffer has recreated the HIIP and HTIPS traffic comesponding to the
packet traffic, this sniffer 340 then creates a web log file. Thus, every "hit" to a
webpage for instance, including each view of a HIML document, image or
otherobject, may be logged. Every media consumed may also be recorded.
The records may contain (but not limited to) information about the URLof the
page,keywords, category of media, location, time ofthe date, date, ...

The output from the network sniffers 340 may be stored in offline

operators logs, respectively the mobile logs, the intemet logs and the media
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logsforeach subscrber.

Another usage data source is the CRM (Customer Resource
Management) databases that are also maintained in the operators network
The mobile, ntemet and media CRM databases are respectively dedicated for
telephony, ntemet and media. They are repositones of data records relating to
each customerorsubscnberto the network. By way of illustration and not as a
imitation, a data record within any of the CRM databases may comprse
subscrption details such as:

-forhow long hasthe customersigned up forservices,

-whatservices(data/voice),

-what grade of service (basic, medium, best class), i.e. hissher level of
sub sc rip tion,

-numberoflnes,

-userspaymentscore,

- history of actions (orders, complaints, proposals),

-userpreferences, and;

-user personal data (e.g. name, age, address, fixed telephone, date of
birth, profession, personal email address), also referred to the demographic
data ofa userhere after.

The whole usage data collected (the mobile, intemet and media
operator's logs respectively, as well as the mobile, ntemet and media CRM
respectively) for each subscrnber is processed by the profile engine 206 to
determine for each subscrnber a (subscrber) network profile. Known profiling
techniques, readily available to the man skilled in the art may be used at this
point by the profille engine 206 to aggregate the collected content data into
subscrber network profiles. The profiing may be appmwached forinstance from
a userpointofview orfrom an accessed (duration, frequency orlocation) point
of view.

A subscrberprofile may forinstance be based on a short ora long perod
of time, depending on whether short or long trends ought to be taken into
account. Forinstance, fora short lived profile, only the recent experience (e.g.
within the same day, week ...) is taken into account to generate the profile,

which is c onse quently constantly updated. Depending on the type/category of
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content provider, different subscrberprofiles may also be created forthe same
subscrber, for instance a news profile, a sports profile ... so as to improve the
selection of the targeted bannerad. When a content providerbelongs to one
of these categornes, the comesponding profile wil be retrieved to select the
targeted banner ad. The payments over the intemet may also be emphasized
as they can show that a subscnber is interested in a certain type of goods.
Banner ads related to these goods or similar ones may be favored forsuch a
subscrber.

Asillustrated here afterin the exemplary embodiment of a home network,
the profile of a user may be based on his recent search quernes, using the
keywords (clear text entries) to build a user profile for the targeted bannerad
selec tion.

One particular implementation of the present system is for residential
gateways (RGs) and the present method is used to push relevant/targeted
banneradson the plurality of devicesconnected to the RG in the same home.

Hg. 4A is an illustration of a known residential gateway environment. A
Residential Gateway (RG) 425 in Telco orCable network (not shown in FIG. 4A) is
responsible for Thple play services (media, intemet, phone). RG 425 has two
typesofinterface WAN (Wide Area Network) and HAN (Home Area Netwoik):

- WAN interface connects to extemal phone wire (DSL), cable or fiber
coming into home, notably to accessthe network, and the intemet,

- HAN includes network inside the home (referred to as the home network
here after) which may be Ethemet, Wi-fii HPNA, Bluetooth etc. through which
the plurality of the home devices 400 accessthe network

There are three types of Residential Gateways depending on hardware
and software modules present inside.

a.Hybrnd mode RG: RG has both a router 426 and a bridge module 427
present nside. Some home devices may connect to Router and some to Brdge
depending on Network Arc hitec ture of camier.

b.Routed mode RG: RG has only router module 426 present inside. All
devicesin home connectto Router.

c.Bndge mode RG: RG has only bridge module 427 present inside. All

devicesin home connectto Badge.
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The IP address used to identify the subscrber, asdescrbed eary on, may
not be enough in the present RG envimnnment as the IP addressis allocated to
the RG itself and not to the devices 400 ofthe home environment.

Indeed, from the WAN side, the RG IP address will be assigned by the
operator (ie. camer) through a DHCP (Dynamic Host Configuration Protocol)
request. Camiers generally assign one IP address, called public IP address, to a
RG, whetherits mode is hybrnd, routed orbrndged.

Fom the HAN side, all devices 400 wil share the public IP address
assigned to RG 425. FindividualIP addresses may be assigned to alldevices 400
in the near feature through IPv6, today, the public IP address is shared with all
devices 400 in the same home network As a direct consequence, individual
devices are hidden from the extemal word. In such an environment, RG 425
actsasa routerforIP packets from and to the home network T that extend,
devices 400 may be identified by RG 425 through their MAC address as well as
the port used by the application sending/receiving IP packets. Private IP
addresses allocated by RG 425 may also be used. Requests from applic ations
running on a device 400 may be characterzed by a TO/FROM address as well
as the port used by the application to send the request. To rout the IP packets,
RG 425 will store in a table tying an application request to a device through its
MAC, private IP address (if any) the port used by the application, and the
recipient address (content provider for instance) of the request. When the
content provider replies with a webpage, RG 425 will identify the orngin of the
reply, and will use the table to rout the reply to the nght device 400.

A problem ansesregarding targeted bannerads if the bannerad engine
is hosted within the network. No individual profiling of users/devices from the
same home networkis possible asthe bannerad engine may only see them as
one IPpublic IPaddress. Thisisindeed true forhybnd and routed mode RGs asin
a bridge mode RG, the home devices are visible to outside wodd.

The here after additional exemplary embodiment of the present method
wilbe ilustrated with an eitherhybrd orrouted mode RG. When a home device
400 is hidden to the operator network, there wil be no way to profile a
subscrber. hdeed, the subscriberisin this present case a household, c omprnsing

one or more residential consumers (or home users), who all share the same
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identifier, i.e. the public IPaddress. Camiercould profile consumers based on IP
address of RG by sniffing data at DSIAM 416 (Digital Subscnber Line Access
Multiplexer), backhaul or at BRAS (broadband remote access server), but this
profiling wilbe incomectbecause the same IPaddressisused by allhome users.
Hence to achieve a rlevant profiing, each device 400 has to be prfiled
separately. This profiing ought to be performed at the RG 425 level as any
device 400 form the home network is invisible beyond RG 425. Forbridge mode
RG, as the devices are visible to the outside of the home network, the present
teaching may be applied at the DSIAM level

FG. 4B is an ilustration of an exemplary embodiment of the present
system. A content provider 420 is accessible from a device 400 of the home
network through RG 425, DSIAM 426, and the operatorcamernetwork (o pening
on to the intemet). Abannerad provider410 hasaccessto a plurality of banner
ads from an ad mventory 411. The banner ad engine 405 is provided as a
module within the RG 425 for immplementing the present method, and may be
operatively coupled to banner ad engine 405. hdeed, such a module may
easily intercept the request forthe bannerads as RG 425 is the gateway to the
camer network for accessing any content, including the content provider 420
and the BAP 410.

The bannerad engine 405 isamanged to cany out the present method as
flustrated in relation to FIG. 2B. The retrieval of the users profile (act 254) may be
camed out asfollows to allow the distinction of the different devices 400 besides
the unique public IPaddress.

™ thateffect, a behavioral profiling module BPM 406 is furtherprovided in
RG 425. BPM 406 may have one ormore ofthe following capabilties:

Ieam MAC and IPaddressofallthe device 400 present in HAN
Detect the device type like Media Server, PC, Camera, Music player

¢. Detectapplication type like media player, game player...

d. Analyze the telephone callrecord

e. Detectsystem'sbrowsing pattem through sniffing of visited webpages.

The Media Access Control address (MAC address) or Ethemet Hardware
Address (EHA), hardware address, adapter address or physical address is a
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quasi-unique identifier assigned to most network adapters or network interface
cards (NICs) by the manufa ¢ ture r forid e ntific a tion.

BPM 406 and bannerad engine can be seen as logical egress interfaces
of RG 425. All upstream data going through RG 425 is sniffed by BPM 406. A
device profile may be generated:

- through identifying each device using either its MAC address or a
pnvate address generated by RG 425, this for instance may be based taping
mnto the table kept at RG 425 and mentioned earier to sniff the device's
consumed data,

- over a given penod of time, depending on how the wuser is
apprehended.

When a device identifier is used, the sniffing may be performed per
device by BPM 406. Thus, BPM may generate a profile perdevice, which willbe
retieved (act 254) by RG 425 when a request for a banner ad sent from this
device isintercepted. The identifieris used in place of the public IP address, RG
425 ensuring the propermwuting by keeping track of which device sends which
re quest.

Anotherappmwach is to generate through BPM 406 short lived profiles, ie.
profiles that are linked to a given device 400 of the home network for a short
time such asa connection time to the network. The profiing may be camed out
overa certain duration of data consumption, any olderdata being discarded
and replaced by newly consumed data.

BPM at RG uses above consumed data to build a profile perdevice in the
home network 'his profile is built dynamically in real-time and is destroyed
quickly as the device can show behavioral changes due to a change i the
activity of one residential consumer dunng his cument use, or a different
residential consumerstarted to use the same device. System behaviormay also
change ifa home userlaunchesapplications like kunesorgameson the device
which willlead to different profiling. In most of the homes Analog telephone line
isconnected to RG and if RG acts as SIP user agent, BPM may sniff called party
numberand ifit is commercial numberthen relevant ads are pushed on PC. For
example, if someone dials for pizza then pizza ad is pushed to browserif at that

mstant user is browsing. The RG will again act as a mwuter of the incoming
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targeted bannerad sentby the BAPin response to a request fora bannerad.

Another example is when a useris sending a query with keywords to a
search agent, available on a content provider 420. BPM 406 may sniff the
keywords as consumed data (the request to the search engine) going through
RG 425. A short-lived profile may be based on these keywords. Any subse quent
query to a content provider (either the same search engine oranothercontent
provider) may cause the device to upload a webpage with banner ads. 'The
banner ad engine with then intercept the request(s) for banner ads and used
this short-ived profile to select a targeted banner ad and msert it into the
mtercepted request.

Forinstance, a usertypeson a google search page the keywords "pizza +
san Fancisco + delivery”. BPM may detect these direct keyword entnes, and
build a simple profile based on these entries. The bannerad engine 405 willlater
on, as the user upload a cnn.com webpage, push targeted banner ad fora
localpizza restaurant in San Francisco that ensures pizza delivery overthe whole
city.

In the here above description, reference wasmade to a bannerad sewer,
orad sewerin short, compunsing two pars, the ad mventory forstonng bannerads,
and the bannerad provider that provides the scnpting instructions related to the
banner ads to the content provider needing such banner ads. 'This illustration as
two partsis in no way limiting as these two parts could be hosted by the same
network entity, or being operatively linked to each other The two part
presentation helps to illustrate the different tasks perfformed by the ad server215
of the present system.

Furthemmore, reference was also made to the ad inventory 211, which
comprses both the bannerad iitially inserted by the content provider 220, and
the selected banner ad, that will replace this initial banner ad. As mentioned
before, the selected banner ad, based on the user profile, may be selected
from another ad inventory, distinct from ad inventory 211. These distinct ad
mventornes may be seen as part of the same ad serwver 215, as they are both
operatively linked to the same BAP 210.

Obviously, readily discemible modifications and vanations of the present

mdexerare possible in light ofthe above teachings. kistherefore to be understood



WO 2010/049919 PCT/IB2009/055240

21

that within the scope of the appended claims, the present mvention may be
practiced otherwise than as specifically descnbed herein. For example, while
descrnbed in terms of hardware/software components nterac tively cooperating, it
is contemplated that the invention descrnbed herein may be practiced entirely in
software. The software may be embodied in a camersuch as magnetic oroptical
disks, ora radio frequency oraudio frequency camerwave.

Forinstance, in orderto ensure a proper profiing of a user, this usermay
register with a node that monitors all his browsing experence, an agent may be
provided on hisdevice to collect the data when the method isnot performed at
the operators level. A user may also be identified through his network ID, the
monitoring of his consumed data being camed out through sniffing data
consumed by the party identified in the network with this network ID. 'The
subsequent request for banner ads (from an mitial webpage uploaded on a
device) could be linked to the userthrough hisnetwork ID.

Furthemore, BPM and banner ad engine have been presented as
separate logical entities, they may nonethelessbe part of the same entity in the
network, like forinstance RG 425.

Thus, the foregoing discussion discloses and descnbes merly exemplary
embodiments of the present invention. Aswillbe understood by those skiled in the
art, the present invention may be embodied in other specific forms without
depanting from the spmt or essential characternstics thereof. Accordingly, the
disclosure of the present invention is intended to be ilustrative, but not limiting of
the scope of the presentinvention, aswellasotherclaims. The disclosure, inc luding
any readily discemible vanantsofthe teachingsherein, define, in part, the scope of
the foregoing claim temminology suc h that no inventive subject matterisdedicated
to the public.

The section headings ncluded herein are intended to faciltate a review
but are not intended to lmit the scope of the present system. Accordingly, the
specification and drawings are to be regarded in an illustrative mannerand are
notintended to lmit the scope ofthe appended claims.

In interpreting the appended claims, it should be understood that:

a)the word "comprsing”" doesnotexclude the presence of otherelements

oractsthan those listed na given claim;
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b)the word "a" or "an" preceding an element does not exclude the
presence ofa plurality of such elements;

c¢)anyreference signsin the claims do notlmit theirscope;

d)several 'means' may be represented by the same item orhardware or
software implemented struc ture orfunc tion;

e)any of the disclosed elements may be compnsed of hardware portions
(e.g., mcluding discrete and integrated electronic circuitty), software portions
(e.g.,computerprogramming ), and any combination thereof}

) hardware portions may be comprsed of one or both of analog and
digital portions;

g)any of the disclosed devices or portions thereof may be combined
togetherorseparated into furtherporions unless specifically stated otherwise;

h) no specific sequence of actsorstepsisintended to be required unless
specifically ndicated; and

1) the term "plurality of" an element includes two or more of the claimed
element, and doesnotimply any particularrange of numberof elements; that is,
a pluralty of elements can be as few as two elements, and can include an

mmeasurable numberofelements.
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CLAIMS

What is claimed is:

1. In an operator network, a method for pushing fargeted banner ads in a
webpage uploaded from a content provider by a user from said operator
network, said webpage comprising scripting instructions for requesting a first
banner ad from a banner ad server to be inserted in said webpage, the method
comprising the acts of:

- intercepting the request for the first banner ad resulting from the execution
of the scripting instructions when the webpage is uploading by the subscriber,

- selecting a targeted banner ad available from the banner ad server based
on a user network profile, said user network profile resulting from the
aggregation of data consumed by said user in the operator network,

- fransmitting a request for the targeted banner ad to the banner ad server

in place of the intercepted request.

2. The method of claim 1, wherein a banner ad is characterized by an ad
identifier, wherein the act of transmitting a request comprises the act of

substituting the first ad identifier by the targeted banner ad identifier.

3. The method of claim 1, wherein the data consumed by the user comprises

keywords input from a search query sent to a search engine.

4. In an operator network, a banner ad engine for pushing targeted banner
ads in a webpage uploaded from a content provider by a user from said
operator network, said webpage comprising scripting instructions for requesting
a first banner ad from a banner ad server to be inserted in said webpage, the
banner ad engine being arranged to:

- intercept the request for the first banner ad resulting from the execution of
the scripting instructions when the webpage is uploading by the subscriber,

- select a targeted banner ad available from the banner ad server based on
a user network profile, said user network profile resulting from the aggregation of

data consumed by said user in the operator network,
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- fransmit a request for the targeted banner ad to the banner ad server in

place of the intercepted request.

5. The engine of claim 4, wherein a banner ad is characterized by an ad
identifier, said engine being arranged to substitute the first ad identifier by the

targeted banner ad identifier.

6. The engine of claim 4, wherein the data consumed by the user comprises

keywords input from a search query sent to a search engine.

7. A system for pushing targeted banner ads in a webpage uploaded from a
content provider by a user from an operator network, said webpage comprising
scripting instructions for requesting a first banner ad from a banner ad server to
be inserted in said webpage, the system comprising
- a behavioral profile engine arranged to:
- aggregate the data consumed by the user in the operator network
- generate a network user profile for the consumed data,
- a communication device arranged to:
-upload from the content provider the webpage through an
application,
- executed the scripting instructions,
- a banner ad engine arranged fo:
-intercept the request for the first banner ad resulting from the
execution of the scripting instructions when the webpage is uploading
by the subscriber,
- select a targeted banner ad available from the banner ad server
based on a user network profile, said user network profile resulting from
the aggregation of data consumed by said user in the operator
network,
- transmit a request for the targeted banner ad to the banner ad server

in place of the intercepted request.
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8. The system of claim 7, wherein a banner ad is characterized by an ad
identifier, the banner ad engine being arranged to substitute the first ad

identifier by the targeted banner ad identfifier.

9. The system of claim 7, wherein the data consumed by the user comprises

keywords input from a search query sent to a search engine.

10. A computer readable carrier including computer program instructions that
cause a computer to implement a method for pushing targeted banner ads in a
webpage uploaded from a content provider by a user from said operator
network, said webpage comprising scripting instructions for requesting a first
banner ad from a banner ad server to be inserted in said webpage, the
readable carrier comprising:

- instructions for intercepting the request for the first banner ad resulting from
the execution of the scripting instructions when the webpage is uploading by
the subscriber,

- instructions for selecting a targeted banner ad available from the banner
ad server based on a user network profile, said user network profile resulting from
the aggregation of data consumed by said user in the operator network,

- instructions for transmitting a request for the targeted banner ad to the

banner ad server in place of the intercepted request.
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