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(57) ABSTRACT 

A system and method is disclosed for detecting and/or 
mitigating an attempted overload condition targeting a voice 
over data or Internet protocol system, and the like. A 
network connection receives a plurality of VOIP or IPTV 
requests, for example. A processor detects whether two or 
more of the requests are substantially duplicate. The pro 
cessor discards further received requests that are determined 
to be substantially duplicate. 
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VOICE OVER INTERNET PROTOCOL DATA 
OVERLOAD DETECTION AND MITIGATION 

SYSTEMAND METHOD 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

0001. This application is a continuation-in-part of U.S. 
patent application Ser. No. 10/956,721, filed Oct. 1, 2004. 

FIELD OF THE INVENTION 

0002 This invention relates to a system and method for 
preventing distributed denial of service (DDoS) attacks, or 
the like, via a network, such as the Internet. In particular, the 
invention relates to a data cleaning center having attack 
detection and/or mitigation modules that provide DDoS 
attack-free data to back-end servers. 

BACKGROUND OF THE INVENTION 

0003. During the past few decades, the Internet has 
provided a convenient way to obtain a wealth of information 
on almost any subject. Many paid and free information 
services may be offered over the Internet, including elec 
tronic mail, home shopping, gaming, paperless billing Ser 
vices, and the like. Users merely need to obtain a web page 
address or uniform resource locator (URL) for the service 
they desire. 
0004. In this regard, commercial revenue for Internet 
based operations has steadily increased, even for those 
companies that offer their Internet services for free. The 
companies that offer free services may obtain revenue from 
related non-Internet services offered to their customers or 
through advertising on their web site. For example, many 
banks offer free on-line banking services to their account 
holders. Further, the most popular Internet search engine 
providers charge for advertising on their search engine web 
sites, which are accessed by millions of Internet users every 
day. 

0005. However, as the customer base for on-line services 
has grown dramatically over the years, so have the oppor 
tunities for those who wish to engage in malicious activity 
targeting Internet web sites. What originated as several 
individuals, or hackers, breaking into systems for unautho 
rized viewing of information or sending individual virus 
attacks against Selected systems just for the thrill of doing 
So, has evolved into extortion-based, multi-front, attacks on 
many systems or whole sub-networks within the Internet. 
0006 For example, many offshore extortionists have 
developed ways to extract significant revenue from compa 
nies located in multiple jurisdictions. These extortionists 
avoid prosecution by law enforcement by launching their 
malicious attacks from countries in which they may avoid 
prosecution, either legally or practically. Further, the extor 
tionists may obfuscate their identities by launching attacks 
from different computers at different locations. 
0007 Typically, an extortionist pre-warns a web site 
owner before an attack, demanding that a sum of money is 
wired to an anonymous, foreign account. For example, in the 
case of a gaming web site, the extortionist may wait until just 
before a significant event, such as an on-line poker tourna 
ment, or in the case of gambling, a major horse race. Such 
as the Kentucky Derby. An electronic mail message may be 
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sent to the site owner with the warning and appropriate bank 
account information. If the site owner does not pay the 
amount requested by the extortionist, then the extortionist 
may cause an attack to occur at the peak time for usage of 
the web site during the event. Still an attack may essentially 
shut down operations for the site. Acknowledging that the 
threat is real, the site owner will likely pay a potentially 
significant Sum of money, rather than risk the loss of a 
significant profit obtained during the special event or peak 
time of the year. 

0008. The methods available to the extortionist are many. 
For example, one type of malicious attack that may target a 
system is called a distributed denial of service (DDoS) 
attack. This type of attack is universally acknowledged as 
being one of the most troublesome types of attacks of our 
time. A DDoS attack includes “flooding a host computer or 
network with information. The flood of information can 
consume all available bandwidth of the host computer's or 
network's computing resources, thereby preventing legiti 
mate network traffic from reaching the host network and 
further preventing an individual user from accessing the 
services of the host network. More particularly, the attacker 
can consume bandwidth through a network flood either by 
generating a large number of data packets, which contain 
data exchanged over the Internet, or by generating a small 
number of extremely large packets, directed to the target 
computer or network. Typically, those packets comprise 
Internet Control Message Protocol (ICMP) packets, User 
Datagram Protocol (UDP) stream attack packets, TCP SYN 
flood packets, or packets used in TCP based attacks such as 
GET flood attacks that typically occur after handshaking is 
completed and a session is started. In principle, however, the 
packets can include any form. 

0009. The attacker can execute the flood attack from a 
single computer. This comprises a non-distributed or con 
ventional denial of service (DoS) attack. Alternatively, dur 
ing a DDoS attack, the attacker coordinates or co-opts 
several computers on different networks to achieve the same 
effect. The attacker also can falsify (spoof) the source IP 
address of the packets, thereby making it difficult to trace the 
identity of the computers used to carry out the attack. 
Spoofing the source IP address also can shift attention onto 
innocent third parties. 

0010. An attacker also may execute a more defined attack 
using spoofed packets called a “broadcast amplification' or 
a 'Smurf attack.” In this common attack, the attacker gen 
erates packets with a spoofed source address of the target. 
The attacker then sends a series of network requests using 
the spoofed packets to an organization having many com 
puters. The packets contain an address that broadcasts the 
packets to every computer within the organization. Every 
computer within the organization then responds to the 
spoofed packet requests and sends data on to the target site. 
Accordingly, the target computer or network becomes 
flooded with the responses from the organization. Unfortu 
nately, the target site then may blame the organization for the 
attack. 

0011 Further, recent attacks have been launched against 
domain name service (DNS) servers. DNS servers are essen 
tial to the operation of the Internet, as they provide the key 
function of converting alphanumeric domain names, such as 
XYZ.com, into the number based Internet protocol (IP) 
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addresses on which each Internet connection is ultimately 
based. Attackers have discovered a new way to bring down 
whole segments of the Internet by attacking the DNS servers 
themselves, instead of the computers that the IP addresses 
identify. 
0012 To date, systems for detecting and mitigating DoS 
or DDoS attacks have been few. Some prior systems or 
solutions have individually used or proposed different tools 
or software, sometimes in the form of so-called firewalls, in 
an attempt to combat such attacks. These tools or Software 
may include: Systems that detect half-open connections that 
are typically caused by many attacks; systems that compare 
headers of packets to specific, known flood attack headers; 
or systems that monitor data packet flow that is above 
average or that exceed various thresholds. 
0013 However, while these prior systems have experi 
enced some Success, such success has been limited. For 
example, typical systems attempt to prevent attacks from 
one or more computers, each of which having one source, 
and each targeted toward a single computer. These prior 
systems typically require identification of the source com 
puters involved in the attacks, as well as the target, to 
compare duplicate source and target values to threshold 
values at the network or lower layers of the open system 
interconnect (OSI) model. If the attack detection tools are 
successfully spoofed at lower levels of the OSI model, this 
leaves higher levels of the OSI model, such as the applica 
tion layer, Vulnerable to subsequent attacks. This is true, 
because the prior systems assume that the data passing 
through a connection is safe after it has passed through the 
tools at the lower layers. 
0014 Thus, none of the prior systems provide for reliable 
universal protection of many computer systems or nodes 
through one access point, regardless of the source and target 
of an attack. Further, none of the prior systems provide for 
reliable universal protection of several computer systems or 
nodes at the same time, or after a connection has been 
deemed as safe using typical tools at lower levels of the OSI 
model. 

0.015 Further, none of the prior systems provide for 
reliable protection of DNS servers to prevent whole net 
works from becoming non-operational. Accordingly, there is 
a need in the art for a system and method that solves the 
problems associated with Such prior systems. 
0016 Finally, there has been an emergence of voice over 
data, or voice over Internet protocol (VOIP) systems. VOIP 
systems have several advantages over traditional telephoni 
cally switched voice systems. For example, VOIP systems 
can be built to take advantage of the unlimited resources of 
the Internet at a fraction of the cost necessary to build a 
private telephone infrastructure. However, currently, an 
adequate DDoS attack detection and protection system is 
lacking for VOIP systems. 

SUMMARY OF THE INVENTION 

0017 Briefly, and in general terms, a preferred embodi 
ment relates to a system and method for detecting and/or 
mitigating an overload condition from one or more first 
computers, such as a distributed denial of service (DDoS) 
attack, viral attack or the like, targeting one or more of a 
plurality of second computers located on a network. The 
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network may comprise any type of public or private net 
work, Such as the Internet, intranet, virtual private network 
(VPN) or the like. While one or more DDoS attacks origi 
nating from the one or more first computers on the network 
are mitigated, a meter, detection apparatus, Software, or 
method, detects the condition being mitigated in a data 
cleaning center, and in one embodiment, it provides an alert 
or notification regarding the mitigated attack. 
0018) A preferred embodiment comprises a data cleaning 
center, preferably as a stand-alone node on the network, 
which has a network connection for receiving a volume of 
data, and which may be measured as D, over a time period, 
P. The data may be received from, for example, one or 
more first computers located on the network. 
0019. The overload condition is directed to one more of 
a plurality of second computers located on the network. 
Typically, the second computers are server computers, and 
the first computers are client or user computers. However, a 
preferred embodiment does not necessarily differentiate 
between client and server computers in detecting and miti 
gating the overload condition. Thus, each of the first and 
second computers may comprise a server, client, networked 
electronic device, or any type of network node. Sometimes, 
for example, an attempted overload condition in the form of 
a SYN-flood attack may be launched from several different 
computers, including servers and clients, that are unwit 
tingly infected with a SYN-flood virus. 
0020. One embodiment includes one or more attack 
detection and/or mitigation modules that are used for detect 
ing and/or mitigating the attempted overload condition. One 
purpose of the attack detection and/or mitigation modules is 
to produce a volume of data that is free from the data causing 
the overload or attempted overload condition, called clean 
data, or D, herein, for sending to the one or more second 
computers. The amount or Volume of the clean data may be 
measured as D, over a time period, P. 
0021. In one embodiment, a meter is included to perform 
the task of measuring D, and D and for comparing Such 
measurements to determine whether the attempted or actual 
overload condition has been mitigated by the attack detec 
tion and/or mitigation modules. The meter determines that 
Such an attempted or actual overload condition directed 
toward one or more of the second computers has been 
mitigated if D divided by P is Substantially less than D, 
divided by P. 
0022. One embodiment includes an alert apparatus to 
provide an alert if the meter detects an overload or attempted 
overload condition. The alert apparatus may provide an 
electronic mail alert, an audible alert, a visible alert, or the 
like, if an attempted overload condition is detected by the 
meter. 

0023. In one embodiment, the one or more attack detec 
tion and/or mitigation modules include a module that deter 
mines whether a number of duplicate GET commands have 
been received that exceeds a threshold value. Another attack 
mitigation module may also include a module that deter 
mines whether a user agent header entry in a packet header 
of a received data packet contains an alphabetical character. 
If not, the data packet is discarded. Further, one attack 
detection/and or mitigation module is included that deter 
mines whether a host value header entry exists in a packet 
header of a data packet, and if not, discards the data packet. 

cut 
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0024. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
ing an overload or attempted overload condition targeting a 
domain name service (DNS) server. A network connection is 
provided for receiving one or more DNS requests from one 
or more client computers located on a network. A preferred 
embodiment includes a processor for providing a response to 
the one or more DNS requests to the one or more client 
computers before normal processing by the domain name 
SeVe. 

0.025 The added processor preferably executes processes 
used to detect whether the one or more DNS requests 
comprise an attempted overload condition before allowing 
processing of the requests by the domain name server. If an 
overload or attempted overload condition is detected by the 
processor, then processing by the domain name server of the 
DNS requests is performed by the processor. Specifically, 
the requests are diverted to the processor, which comprises 
high-speed application specific hardware that can process 
requests much faster than typical DNS servers. Once the 
overload condition or attempted overload condition has 
Subsided, processing of the requests are re-diverted back to 
the DNS server. 

0026. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
ing an attempted overload condition targeting a networked 
computer system by counting a number of duplicate GET 
commands received. A network connection is provided for 
receiving a plurality of data packets from one or more first 
computers located on a network, wherein the data packets 
include a plurality of GET commands directed toward one or 
more second computers located on the network. An attack 
detection and/or mitigation module is provided that com 
prises a module to compare the received GET commands, 
and to determine whether a threshold number of the received 
GET commands are duplicative. If the threshold value is 
exceeded by the duplicate GET commands, then the attack 
mitigation module blocks or discards the duplicate GET 
commands from processing by the one or more second 
computers. 

0027 Due to the large volume of GET commands that 
may be received, a database function may be performed on 
the received GET commands to determine if the GET 
commands are duplicates. The database function may 
include a hashing algorithm applied to the GET commands 
to speed processing and to use less memory. 
0028. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
ing an attempted overload condition targeting a networked 
computer system that checks the user agent header entry of 
a packet header. A preferred embodiment includes a network 
connection for receiving a data packet having a packet 
header. An attack detection and/or mitigation module is 
provided to determine whether a user agent header entry in 
the packet header contains an alphanumeric character. Thus, 
the attack detection and/or mitigation module discards the 
data packet if the user agent header entry contains a non 
alphanumeric character. Further, patterns in the user agent 
entry and/or other header entries may be detected that may 
indicate an attack. 

0029. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
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ing an attempted overload condition targeting a networked 
computer system that checks the host value header entry of 
a packet. A network connection is provided for receiving a 
data packet having a packet header. An attack detection 
and/or mitigation module determines whether a host value 
header entry exists in the packet header. The attack detection 
and/or mitigation module discards the data packet if the host 
value header entry does not exist in the packet header. 
0030. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
ing an attempted overload condition targeting a networked 
computer system that checks line break indicators in pack 
ets. A network connection is provided for receiving a data 
packet. An attack detection and/or mitigation module deter 
mines whether the data packet contains valid line break 
indicators. An example of a non-valid line break indicator is 
one that only contains one of a carriage return character 
(CR) or a line feed character (LF), and not both. The attack 
detection and/or mitigation module discards the data packet 
if the data packet does not contain a valid line break 
indicator. 

0031. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
ing an attempted overload condition targeting a networked 
computer system that uses a redirection module to divert 
data until it is deemed to be clean. A network connection is 
provided for receiving one or more initial data packets from 
one or more first computers for processing by a second 
computer. A redirection module redirects the first computer 
to send the one or more initial data packets to a third 
computer. An attack detection and/or mitigation module 
determines whether the one or more initial data packets are 
a part of an overload or attempted overload condition. The 
redirection module then redirects the one or more first 
computers to send one or more Subsequent data packets 
directly to the second computer if the attack detection and/or 
mitigation module determines that the initial data packets 
are not a part of an attempted overload condition. Otherwise, 
the data from the one or more first computers remains 
re-directed to the third computer. 
0032) Another preferred embodiment relates, in general 
terms, to a system and method for detecting and/or mitigat 
ing an attempted overload condition targeting a voice over 
data or Internet protocol system. A network connection 
receives a plurality of session initiation protocol SIP 
requests. A processor detects whether two or more of the SIP 
requests are Substantially duplicate. The processor discards 
further received SIP requests that are determined to be 
Substantially duplicate. 
0033. Another preferred embodiment relates, in general 
terms, to a system and method for detecting and mitigating 
an attempted overload condition targeting an Internet pro 
tocol television (IPTV) system. A network connection 
receives a plurality of IPTV requests. A processor deter 
mines whether two or more of the IPTV requests are 
substantially duplicate. The processor discards received 
IPTV requests that are determined to be substantially dupli 
cate. In another preferred embodiment, the processor applies 
a rate limit to limit the rate at which data packets are 
received from a sender sending the VOIP requests that are 
determined to be substantially duplicate. 
0034. Another preferred embodiment relates, in general 
terms, to a system and method for detecting an attempted 
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overload condition targeting a networked computer system. 
A network connection receives a volume of data. A meter 
measures a current data rate, and compares an average data 
rate of two or more previous measured data rates to the 
current data rate, wherein the meter is further to provide an 
alert to indicate a potential attack if the current data rate is 
substantially different than the average data rate. These and 
other aspects of the invention will become apparent from the 
following more detailed description, when taken in conjunc 
tion with the accompanying drawings of illustrative embodi 
mentS. 

DESCRIPTION OF THE DRAWINGS 

0035 FIG. 1 is a block diagram of a data cleaning center 
according to an exemplary embodiment of the system and 
method for detecting and/or mitigating an overload or 
attempted overload condition; 
0.036 FIG. 2 is a block diagram illustrating packet 
Switching flow through various hardware components of the 
data cleaning center according to another exemplary 
embodiment; 
0037 FIG. 3 is a flow diagram illustrating the steps 
performed by one or more embodiments of the data cleaning 
center, 

0038 FIG. 4 is a flow diagram illustrating a method 
performed by one exemplary embodiment of an attack 
mitigation module for detecting an attack based on whether 
a suspect number of duplicate GET commands are received 
over a sample time period 
0.039 FIG. 5 is a flow diagram illustrating a method 
performed by one exemplary embodiment of an attack 
mitigation module for detecting and/or mitigating an attack 
by discarding data packets that have packet headers with a 
Suspect user agent entry; 

0040 FIG. 6 is a flow diagram illustrating a method 
performed by one exemplary embodiment of an attack 
mitigation module for detecting and/or mitigating an attack 
by discarding data packets that have packet headers with 
Suspect host value entries; 
0041 FIG. 7 is a flow diagram illustrating a method 
performed by one exemplary embodiment of an attack 
mitigation module for detecting and/or mitigating an attack 
by discarding data packets that use improper end-of-line or 
return characters; 
0.042 FIG. 8 illustrates a method for preventing an 
attempted overload condition targeting a networked com 
puter system that lessens or eliminates the latency effect of 
using the data cleaning center, Such as that illustrated in 
FIG. 1; 
0043 FIG. 9 is a block diagram of a DNS protection 
system according to an exemplary embodiment; 
0044 FIG. 10 is a flow diagram that illustrates a method 
preformed by the DNS protection system; 
0045 FIG. 11 is a block diagram illustrating the com 
ponents of a typical prior art Voice over packet network 
system; 

0046 FIG. 12 is a block diagram illustrating the com 
ponents of a VOIP system with added DDoS attack protec 
tion systems; 
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0047 FIG. 13 is a flow diagram illustrating the steps 
performed by a VOIP or IPTV detection and mitigation 
routine; 
0048 FIG. 14 is a sample graph that provides a human 
the ability to visually track what is normal IP traffic and what 
is abnormal for purposes of detecting attacks and tuning 
mitigation systems; and 
0049 FIG. 15 is a flow diagram illustrating the steps 
performed in an attack mitigation system according to 
another embodiment. 

DETAILED DESCRIPTION 

0050 A preferred embodiment of a system and method 
for detecting and/or mitigating an overload condition, con 
structed in accordance with the claimed invention, provides 
detection and/or mitigation of an overload condition style 
attack from one or more first computers that target one or 
more of a plurality of second computers located on a 
network. Such attack includes, by way of example only, and 
not by way of limitation a distributed denial of service 
(DDoS) attack, viral attack or the like. The network may 
comprise any type of public or private network, Such as the 
Internet, intranet, virtual private network (VPN) or the like. 
0051 Referring now to the drawings, like reference 
numerals denote like or corresponding parts throughout the 
drawing figures. 

0.052 Referring now to the drawings, like reference 
numerals denote like or corresponding parts throughout the 
drawing figures. Shown in FIG. 1 is a preferred data 
cleaning center 100 according to an exemplary embodiment 
of the system and method for detecting and/or mitigating an 
overload or attempted overload condition (hereinafter “an 
attack”). In a preferred embodiment, the data cleaning center 
100 operates as a stand-alone node on a network 10, which 
has a network connection 126 for receiving a volume of 
data, which is measured as D, over a time period, P. The 
network connection 126 comprises a core edge aggregation 
router 102 to provide a backbone connection to the network 
10. Core edge aggregation routers 102 that are available 
from, for example, Juniper Networks or Cisco Systems, are 
able to provide Internet connections of 76 gigabits per 
second or larger. In one embodiment, the data cleaning 
center 100 is configured to provide attack free, or clean, data 
to hundreds or thousands of servers, a core edge aggregation 
router 102 having a capability in the 1 to 76 gigabit per 
second range is desirable, although not necessary. 
0053. Through the network connection 126, data may be 
received from, for example, one or more first computers 20a, 
20b and 20c located on the network 10. Typically, the one or 
more first computers 20a, 20b and 20c comprise client 
computers or devices used by Internet users for accessing 
one or more second computers 80a, 80b 80c and 80d also 
located on the network 10. In one embodiment, it is pref 
erable for all data to pass through the data cleaning center 
100. In other words, both requests and responses to and from 
servers preferably pass through the data cleaning center 100. 
0054 Preferably, the data cleaning center 100 discards all 
data packets that are a part of the received data, D, that use 
User Datagram Protocol (UDP) or Internet Control Message 
Protocol (ICMP). This is performed because, presently, 
these are common protocols used to launch DDoS attacks 
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against the second computers 80a, 80b, 80c and 80d. Fur 
ther, many commercial networks do not need to use UDP 
and ICMP protocols. The filtering of UDP and ICMP packets 
may be performed by the core edge aggregation router 102. 
However, if it becomes more common to use a different type 
of protocol to launch attacks against the second computers 
80a, 80b, 80c and 80d, then the core edge aggregation router 
102 may be re-tuned to filter and discard data packets using 
Such protocol. Alternatively, the core aggregation router 102 
may discard all data packets, except those having selected 
protocols, such as Transmission Control Protocol (TCP). 
0055. In one preferred embodiment, a core router 108 is 
provided that has or connects to, an inbound access control 
list (ACL) 124 for sanity checking, which typically includes 
confirming that the target node is listed in the ACL. Spe 
cifically, each incoming packet is preferably checked against 
the ACL, which provides a list, or range, of valid IP 
addresses for the second computers 80a, 80b, 80c and 80d 
serviced by the data cleaning center 100. If a data packet is 
not directed to, or coming from, an IP address contained in 
the ACL 124, it is discarded. 
0056. In a preferred embodiment, a meter 104 is either 
connected to the core router, or within the core router for 
measuring the received data, D, The meter 104 preferably 
operates on a Unix-based platform or other platform, and 
preferably performs its measurement of the received data, 
D. from the core router 108 after the filtering of the UDP 
and ICMP data packets by the core edge aggregation router 
102. However, in some embodiments it is desirable to 
include measurements of the UDP and ICMP data packets 
received by the data cleaning center 100. In those embodi 
ments, the meter 104 is preferably connected to the core 
edge aggregation router 102 instead of the core router 108. 
0057. After the core router 108 has completed its pro 
cessing procedures, the received data, D, is preferably 
further processed by one or more attack detection and/or 
mitigation tools or modules 110 (referred to herein as attack 
mitigation modules). In one embodiment, the one or more 
attack mitigation modules 110 are used to detect, mitigate, 
prevent and/or suppress one or more DDoS attacks that 
originate from the one or more of the first computers 20a, 
20b and 20c on the network 10, and are directed to the one 
or more second computers 80a, 80b, 80c and 80d, located on 
the network 10. 

0.058 Typically, the one or more second computers 80a, 
80b, 80c and 80d at which an attack is targeted, are server 
computers, and the one or more first computers 20a, 20b and 
20c from which an attack originates, are client or user 
computers. However, a preferred embodiment does not 
necessarily differentiate between client and server comput 
ers in detecting and/or mitigating an attack. Thus, each of the 
first and second computers may comprise a server, client, 
networked electronic device, or any type of network node. 
Sometimes, for example, an attack in the form of a SYN 
flood attack is launched from several different computers, 
including servers, clients, company networks or Sub-net 
works that are unwittingly infected with a SYN-flood virus. 
0059) Furthermore, it may be desirable to detect and 
mitigate attacks using multiple different techniques. As such, 
Some preferred embodiments use more than one attack 
mitigation module 110. In some embodiments, the attack 
mitigation modules 110 are chained or combined, for 
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example, by providing a series of processors connected 
within a preferably high-speed local fiber optic network, or 
attack mitigation pipe or loop 150, within the data cleaning 
center 110. Preferably, the attack mitigation modules 110 are 
embodied in hardware, software, or via a combination of 
hardware and software. 

0060. There are several types of attack mitigation mod 
ules 110 that may be used in a preferred embodiment of the 
claimed invention. For example, many types of attack miti 
gation modules 110 are configured to detect a flood-type 
DoS attack, or DDoS attack. Some modules 110 perform this 
type of detection by using statistical analysis on data packets 
D, received from the network 10 to determine when the data 
packets vary from normal network traffic. Normal network 
traffic is determined based on observations of network traffic 
for a particular network. Thresholds for abnormal network 
traffic may be established based upon the observations and 
upon a balance between security level and false positive 
indications. An appropriate balance must be selected since a 
lower threshold will likely result in higher security, but may 
cause more false positive indications of an attack. On the 
other hand, a higher threshold can result in lower security, 
but with fewer false positive indications. 
0061 Preferably, after establishing the thresholds, the 
attack mitigation module 110 statistically analyzes the net 
work traffic to determine when the traffic exceeds the 
thresholds. In this embodiment, if the traffic exceeds the 
thresholds, an attack is detected. After an attack is detected, 
countermeasures can be initiated to block data packets from 
a specific IP address. Additionally, countermeasures can be 
initiated to block data packets to or from a common port, 
data packets having a common protocol, and/or data packets 
having the same target or destination IP address. 
0062. In some attack mitigation modules 110, a hash (or 
reduction) function is performed on the data packets, the 
results of which are sorted in a hash table. In such an 
embodiment, if the standard deviation of the entries in the 
hash table meets a threshold value, then a network attack is 
detected. 

0063 Preferably, some attack mitigation modules 110 
can monitor a parameter value, such as the protocols or 
protocol flags of network data packets. These modules 
preferably construct a histogram of the parameter value, and 
compare the histogram to a threshold value. In Such an 
embodiment, if a portion of the histogram exceeds the 
threshold, then a network attack is detected. 

0064. Another preferred attack mitigation module 110 
monitors the ratio of data packets received and sent to a 
single computer. If the ratio exceeds a threshold value, then 
a network attack is detected. Alternatively, the attack miti 
gation module 110 may monitor, for example, the ratio of 
traffic from a first computer (e.g., 20a), to a second com 
puter; e.g., 80b), over the traffic from the second computer 
80b to the first computer 20a. If the ratio exceeds a threshold 
value, then an attack may be detected, and the traffic 
between the first computer 20a and second computer 80b 
may be discarded. 
0065. In another aspect of a preferred embodiment, 
another attack mitigation module 110 determines whether 
the attack was initiated from a single source computer 20a, 
or determines whether data packets included in an attack 
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have a common port or protocol. If the attack was initiated 
from a single source computer 20a, then all data packets 
having the same attacking source IP address can be dis 
carded. Additionally, if the attack was initiated by data 
packets having a common port or protocol, then all data 
packets having the common port or protocol can be dis 
carded. Preferably, the attack mitigation modules 110 use 
other identifying information, Such as the destination 
address, the destination port, or the content of the data 
packet itself, to determine whether a data packet should be 
discarded. 

0.066 Additionally, in another preferred attack mitigation 
module 110, the module detects an attack by determining 
whether a number of duplicate GET commands have been 
received that exceeds a threshold value. If the threshold 
value is exceeded, then the duplicate packets are discarded. 
This module is described in more detail below. 

0067. Yet another preferred attack mitigation module 110 
detects an attack by determining whethera user agent header 
entry in a packet header of a received data packet contains 
an alphabetical character. If an alphabetical character is not 
detected, the data packet is discarded. This module is 
described in more detail below. 

0068. Still another preferred attack mitigation module 
110 detects an attack by determining whether a host value 
header entry exists in a packet header of a data packet. If the 
host value header entry does not exist, the data packet is 
discarded. This module is described in more detail below. 

0069. In yet another preferred embodiment, the attack 
mitigation module 110 keeps a blacklist of source addresses. 
The blacklist is created, for example, from prior recorded 
attacks. If a received data packet, D, contains a source 
address that is a member of the black list, the packet is 
blocked or discarded. In this regard, as attacks get more 
Sophisticated, the attackers are able to modify the Source 
address in the attacking data packets. However, even after 
changing the Source addresses, many of the attacks use data 
packets that have not changed the source server or Sub 
network. The blacklist also tracks suspect servers or sub 
networks. In one preferred embodiment, the attack mitiga 
tion module 110 discards data packets from a server or 
sub-networks if, for example, more than a threshold number 
of attacks have originated from the server or sub-network 
within the past year. It should be noted that any time period 
might be used, however, for Such a determination. 
0070 Preferably, the attack mitigation modules 110 pro 
duce a Volume of data that is free of data causing the attack, 
called clean data, or D, herein, for sending to the one or 
more second computers 80a, 80b, 80c and 80d. The amount 
or Volume of the clean data is measured as D. over a time 
period, P. 

cuts 

0071. The data cleaning center 100 may optionally 
include a distribution router 112, which provides a backbone 
or clean pipe to other data cleaning centers 100a, 100b, 100c 
and 100d following processing by the attack mitigation 
modules 110. Preferably, the backbone uses a high-speed 
connection 158 to directly connect each data cleaning center 
100, 100a, 100b, 100c and 100d. Providing a connection to 
other data cleaning centers 100a, 100b, 100c and 100d 
allows two or more data cleaning centers to share and 
distribute processing. For example, some data cleaning 
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centers have updated attack mitigation modules 110 that 
preferably are remotely accessed by other data cleaning 
centers that have not been updated. 
0072 Further, if a particular data cleaning center 100 has 
one or more Subsystems that fail. Such as one or more attack 
mitigation modules 110, then the attack detection and/or 
mitigation function may be outsourced to a fully functioning 
data cleaning center through the distribution router 112. 
Moreover, if one data cleaning center 100a is overwhelmed 
by one or several large attacks, processing of the one or more 
attacks may be load balanced across the backbone 158 to 
distribute processing across the other data cleaning centers 
100, 100b, 100c and 100d. 

0.073 Preferably, after the received data, D 
cessed to produce the clean data, D, the next task is to 
provide the clean data, D, to one or more proxy servers 
116. In one preferred embodiment, the proxy servers provide 
a reverse proxy function to the one or more second com 
puters 80a, 80b 80c and 80d. In this case, the second 
computers 80a, 80b, 80c. and 80d comprise server comput 
ers. As is typical, the proxy servers 116 provide added 
protection to the second computers 80a, 80b 80c and 80d 
that are server computers. For example, a firewall may be 
included in a proxy server 116 that is specific to the target 
server. Further, a server may also use two or more of the 
proxy servers 116 to provide load balancing. 
0074. In this regard, load balancing of all of the proxy 
servers 116 is preferably provided using a load balancing 
apparatus 114. The load balancing apparatus 114 may 
include, by way of example only, and not by way of 
limitation, a RADWARE WSDTM device produced by Rad 
ware, Inc. of Mahwah, N.J., a JUNIPERTM M series device 
produced by Juniper Networks, Inc. of Sunnyvale, Calif. 
Any other similar device may also be used. 

0075. In one embodiment, two or more of the load 
balancing systems 114 are provided so that different types of 
systems are available for matching with the proxy servers 
116 depending on specific requirements. For example, Soft 
ware-based load balancing systems 114 tend to be less 
expensive, but slower, than hardware-based load balancing 
systems 114. Further, a particular sever computer 80b may, 
for example, only require that the slower software-based 
load balancing system 114 is used because the server 80b has 
a lower throughput of clean data, D, than another server 
80c, which requires a faster, hardware-based, load balancing 
system 114 because of its higher usage. 

1S pro 

0076 One or more of the attack mitigation modules 110 
may be located in, or execute on, each of the proxy servers 
116. It is preferable, for example, for those mitigation 
modules 110 that execute on the application layer to reside 
in the proxy servers 116 after the network layer packet 
headers have been stripped. For example, the mitigation 
module 110 that checks for duplicate GET commands is 
preferably located on each of the proxy servers 116. 

0077. After the clean data, D., is routed through the 
proxy servers 116, it is processed by the core router 108 for 
forwarding to their destination over the network 10. The 
meter 104 takes a measurement of the clean data, D, as it 
is routed out to the core edge aggregation router 102, which 
processes the clean data, D, for distribution through the 
network 10. 

cut 
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0078. In one embodiment, while the meter 104 performs 
the task of measuring D, and D, the meter 104 further 
compares the measurements to determine whether an attack 
has been mitigated by the attack mitigation modules 110. For 
example, the meter 104 may determine that such an attack 
directed toward one or more of the second computers 80a, 
80b, 80c and 80d has been mitigated if D divided by P. 
is substantially less than D. divided by P. 

0079. In preferred embodiments of the claimed invention, 
there is flexibility with regard to this implementation of the 
detection method. For example, in most embodiments, 
wherein the time periods P, and P are long enough (e.g., 
10 seconds), the measurement of the data D, and D. 
occurs during the same time interval, wherein the start of 
time periods P, and P are concurrent. In these embodi 
ments, any latency, L, that occurs in the one or more data 
mitigation modules 110, proxy servers 116, or other modules 
within the data cleaning center 100, would be a matter of 
microseconds. Accordingly, any difference in the measure 
ment of D, and D. caused by the latency, L., would be 
relatively minimal when compared to the data throughput of 
the data cleaning center 100. 
0080 However, in configurations wherein the time peri 
ods P. and P are closer in duration to the latency period, 
L. for processing of the received data, D, the latency 
period, L, is preferably taken into account in the detection 
method. In these configurations, it may be desirable to 
measure D, and D. over two different, but equal, time 
periods, P, and P, to account for the latency, L, for 
processing of the received data D, by the attack detection 
and/or mitigation modules. More specifically, the time 
period, P., has a start time that occurs after the start time 
of P. plus a latency time period, L, for processing of the 
received data, D, by the attack detection and/or mitigation 
modules. Typically, the latency period, L, is calculated by 
using historical averages for processing the received data 
D. by the attack detection and/or mitigation modules 110, or 
other sub-systems within the data cleaning center 100. 

out 

0081. Another variable in the implementation of the 
detection method is the measure of the value of “substan 
tially less” with regard to the comparison of D. divided by 
P and D, divided by P. For example, in one embodi 
ment, the measure of what is “substantially less' to deter 
mine if an attack is occurring may be an almost absolute 
measurement. Specifically, D. divided by P. may be 
deemed substantially less than D, divided by P, if (D, 
divided by P) minus (D. divided by Pl) is greater than 
0, plus or minus a number of megabits in high-throughput 
systems. 

0082) However, in another embodiment, D. divided by 
P may be considered to be substantially less than D, 
divided by P, if (D, divided by P) minus (D. divided by 
P.) is greater than a specified threshold value. Preferably, 
the threshold value is determined from historical averages of 
differences between the values of the received data, D, 
divided by P, and the clean data, D. divided by P cut cuts 

during normal, non-attack time, operations. The differences 
in the values may be due to processes in the system such as 
caching or the like. In this embodiment, the use of the 
threshold value may also provide a method for taking 
latency, L, into account in the determination as to whether 
there is an attack. 
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0083. In another preferred embodiment, some of the data 
D, received from the one or more first computers 20a, 20b 
and 20c is cached after it is cleaned. Subsequently, as is 
typical in many networked systems, a portion of the received 
data D, is the same as, or the duplicate of previously 
received data D.. If the cleaned version, D., of the 
received data is in the cache, then the cached clean data, 
D., is sent to the one or more second computers 80a, 80b, 
80c and 80d in lieu of a portion of the received data, D. In 
this embodiment, the cache is mathematically taken into 
account in determining the meaning of “substantially less.” 
Specifically, the system determines that D. divided by P. 
is substantially less than D, divided by P, if (D plus 
D.) divided by Pl) is less than (D, divided by P.). As 
described above, if the result is a non-zero value, a threshold 
value is used in this embodiment to compare to the result to 
allow for non-attack condition variances before an attack is 
determined to have been detected. 

0084. In another embodiment, the time periods for P. 
and P. do not necessary have to be equal in length, as the 
comparison of the received data, D, and clean data, D. 
is normalized due to the division by the relative time 
periods, P., and P. to provide megabit per second (Mbit/ 
sec) ratios that can be compared. Also in this embodiment, 
a threshold value is used in the comparison of the ratios to 
take into consideration non-attack condition fluctuations in 
data rates. 

0085. In one embodiment, the meter 104 is more passive 
and merely records the measurements of D, over P, and 
D. over P. Further, it may be preferable to provide for 
remote access by a network device, such as a client com 
puter or workstation 90, to the data cleaning center 100 to 
perform any other calculations necessary to determine if an 
attack is occurring. In this embodiment, the remote work 
station 90 comprises a standard personal computer or note 
book with access to the network 110. Using the workstation 
90, components of the data cleaning center 100 are prefer 
ably accessed through a secure connection using known 
encryption techniques. Specifically, the remote workstation 
90 may read measurements taken by the meter 104 to 
perform the determination of whether an attack is occurring. 
Using such a workstation 90 provides the added advantage 
of allowing the measurements from the meter 104 to be 
downloaded, stored, and manipulated in various statistical 
software packages, such as EXCELLTM by the Microsoft 
Corp., or OPENVIEWTM by the Hewlett-Packard Develop 
ment Company, L.P. 

0086. In one embodiment, an alert apparatus is provided 
either as a part of the meter 104 or the remote workstation 
90, to provide an alert if an attack is detected and/or 
mitigated. Preferably, the alert apparatus provides, by way of 
example only and not by way of limitation, an electronic 
mail alert, an audible alert, a visible alert, or the like. 

0087 Referring now to FIG. 2, a schematic block dia 
gram of various hardware components of the data cleaning 
center 100 are shown according to another preferred 
embodiment. The data, D, is received by the core edge 
router 102. Such a core edge router 102 may comprise a 
JUNIPER M40TM router produced by Juniper Networks of 
Sunnyvale, Calif. Any similar device may also be used. The 
core edge router 102 performs the task of filtering the 
incoming data packets, D, which comprises the discarding li 
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of all packets using UDP or ICMP protocols. In some 
instances, one of the second computers being protected by 
the data cleaning center 100 may require reception of UDP 
or ICMP packets. In those instances, an administrator at the 
data cleaning center 100 sets the core edge router 102 so that 
UDP or ICMP data packets received for the particular 
second computer are allowed to pass through the data 
cleaning center 100. Nevertheless, the attack mitigation 
modules 110 described herein can sufficiently protect the 
second computer 80 receiving UDP and ICMP packets from 
various attacks. 

0088 Preferably, the core router 108 is, by way of 
example only, a BIG IRONTM 4000 router available from 
Foundry Networks of San Jose, Calif., which provides 
network layer three packet Switching. In some embodiments, 
more than one router is used to perform the functions of the 
core router 108. For example, one BIG IRONTM 4000 
system may be used to process the received data, D, and li 

another may be used to process the clean data, D. 
0089. From the core router 108, the received data, D, 
may pass through the meter 104. In one preferred embodi 
ment, the meter 104 comprises, by way of example only, a 
NET IRON 800TM monitor, which provides a gigabit layer 
three Switch that can monitor the received data, D. As 
stated above, the meter 104 also may be configured to 
monitor the clean data, D. that is outgoing back to the 
network 10 after passing through the other components of 
the data cleaning center 100. In this way, the meter 104 
provides a “mirrored image' observation of data D, being 
received by the data cleaning center, and the corresponding 
clean data, D, being produced by the data cleaning center 

0090. In one preferred embodiment, over and above the 
measurement of D, verses D, the NET IRON 800TM 
performs some of the functions of the data mitigation 
modules 110. For example, a SYN-flood attack detector may 
be included in the meter 104. The meter 104 sorts and counts 
the received data packets, D, according to their sources and 
destinations, and count the number of packets marked with 
an “S” for send packets verses the number of other types of 
packets over the same period of time, P. Such as acknowl 
edge (ACK) packets. If the number of send packets over 
other types of packets is more than a threshold, for example, 
20% more, then a possible attack may have been detected, 
and an alert may be provided by the alert apparatus. 

0091. In some situations, however, it is preferable to use 
dedicated computer hardware systems on the local fiber 
network 150 to perform the attack detection and/or mitiga 
tion functions. For example, one of the attack mitigation 
modules 110 may comprise, by way of example only, and 
not by way of limitation, an ATTACK MITIGATOR IPS 
2800TM or ATTACK MITIGATOR IPS 5500TM, which are 
each available from Top Layer Networks of Westborough, 
Mass. The ATTACK MITIGATOR IPS 5500TM blocks 
HTTP worms and other hybrid threats, using advanced 
“normalized deep packet and multi-packet HTTP URL 
matching and wildcard checking, and is pre-configured to 
identify hundreds of HTTP URL exploits, including DoS 
and DDoS attacks, and trojan horses. 
0092. In another preferred embodiment, one ATTACK 
MITIGATOR IPSTM 5500 contains Several or all of the 
attack mitigation modules 110. However, two or more of the 
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ATTACK MITIGATOR IPS 5500TM, shown as 110a, 110b, 
110c and 100d in FIG. 2, are duplicated in the local fiber 
network 150 to allow load balancing to provide higher 
output. Open Shortest Path First (OSPF) routing protocol 
also may be used, and is able to determine if a link to an 
attack mitigation module 110a or 110b in the local fiber 
network 150 is down, so that the received data, D, may be 
re-routed to other attack mitigation modules 110c or 110d 
performing the same function. 
0093. Another router 130 may be used to re-aggregate the 
load balanced data, D, which, for the most part, is char 
acterized as clean data, D, when it reaches the router 130. 
Another NET IRON 800TM, or NET IRON 400TM offered 
from the same manufacturer, may be used to perform this 
function. In some embodiments, the router 130 may com 
prise an aggregate of several routers 130a and 130b. 
0094 Optionally, further attack mitigation modules 110e 
and 110f are used after re-aggregation of the data. For 
example, the attack mitigation modules 110e and 110fpref 
erably comprise available firewall systems to further ensure 
that the data, D, is free of data packets sent as part of an 
attack. If the firewalls 110e and 110fare load balanced, then 
a router 160, such as a NetIron 800 or 400 may be used to 
re-aggregate the data. In higher Volume systems, the re 
aggregation process may be split between two or more 
routers 160a and 160b. 

0.095. After the clean data, D., is re-aggregated, it is 
ready to be load balanced and apportioned to proxy servers 
116. In the embodiment shown in FIG. 2, the load balancing 
apparatus 114 comprises a cluster of load balancing systems 
114a and 114b. In one embodiment, each load balancing 
system of the cluster 114 comprises, by way of example 
only, one of the aforementioned RADWARE WSDTM 
devices, Foundry SERVER IRONTM devices, and Dell 
POWEREDGETM devices. The brand selection of each of 
the load balancing devices 114a and 114b mainly depends 
on the number of proxy servers serviced by the device and 
the total throughput required. For example, Some hardware 
based systems, such as the RADWARE WSDTM device, 
operate faster than some Software based systems, such as the 
Foundry SERVER IRONTM device. 
0096 Preferably, the clean data, D, is then transmitted 
over the local network 150 back to the core router 108, and 
then core edge router 102. The proxy servers 116 may be 
divided into clusters, wherein the proxy servers within each 
of the clusters are load balanced by one of the load balancing 
devices 114. 

0097 As described with respect to FIG. 1, one or more 
of the attack mitigation modules 110 may be executed on 
each of the proxy servers, as symbolically shown as 110g in 
FG, 2. 

0098. In some embodiments, each and every component 
illustrated in FIG. 2 may either be combined into one 
processor or computer that has multiple processors, and/or 
Software processors, to process the functions described 
above. In other embodiments, the processing for all, or at 
least Some of the components may be expanded across 
multiple hardware devices for processing in parallel. As an 
example, in some embodiments, only one load balancing 
device 114 may be required if only a few proxy servers 116 
are needed in the data cleaning center 100. Further, the proxy 
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servers 116 may be combined into one multiplexing device 
that provides proxy services for several servers. 
0099 Methods Performed By The Data Cleaning Center 
0100 Referring now to FIG. 3, a flow diagram is shown 
that illustrates the steps performed by one or more exem 
plary preferred embodiments of the data cleaning center 100. 
Specifically, the flow diagram illustrates the steps performed 
in a method for detecting and mitigating an attack, overload 
condition, or attempted overload condition (collectively 
referred to as an “attack') that may originate from one or 
more first computers, targeting one or more of a plurality of 
second computers located on a network. A Volume of data, 
D., is received over a time period, P. from one or more 
first computers located on a network, step 300. The data 
packets of the received data, D, is filtered to discard data 
packets using UDP and ICMP protocols, with the exception 
that the UDP and ICMP packets directed to destination 
addresses requiring those protocols are not discarded, step 
302. The remaining received data packets, D, are measured 
by the meter over a time period, P. step 304. 
0101 The received data packets, D, are processed 
through the attack mitigation modules to detect and mitigate 
the attack, step 306, to produce a volume of clean data, D 
over a time period, P., wherein the time period, P. may 
be equal to the time period, P. The clean data, D, is load 
balanced, step 308, and processed by the proxy servers, step 
310. The clean data, D, over the time period, P., is 
measured, step 312. The presence or absence of the attack 
targeting the one or more second computers is determined by 
calculating whether D. divided by P is substantially less 
than D, divided by P. step 314. Finally, the clean data, D. 
is distributed over the network to the one or more second 
computers, step 316. 

cut 

0102 Referring now to FIG. 4, a preferred embodiment 
method is shown of an attack mitigation module for detect 
ing an attack, based on whether a suspect number of 
duplicate GET commands, or commands requesting the 
same information, are received from one or more first 
computers targeting one or more second computers on a 
network over a sample time period. However, it should be 
noted that duplicates or patterns in the header may also be 
detected by this method. 
0103) The attack mitigation module may be included for 
use in a data cleaning center protecting a plurality of 
computer systems, such as that shown in FIG. 1. Preferably, 
the method of FIG. 4 is executed on each of the proxy 
servers (116 of FIG. 1). However, the attack mitigation 
module may be used in a stand-alone device or computer 
system on the network to protect one or a few server 
computers, and may be implemented in Software, hardware, 
or in a programmable logic chip, Such as an application 
specific integrated circuit (ASIC), field programmable gate 
array (FPGA), or the like. 
0104. A network connection (e.g., the network edge 
router of FIG. 1), receives a plurality of data packets, 
wherein many of the data packets may comprise GET 
commands, from the one or more first computers located on 
the network, step 400. Each GET command is stored in a 
database for a period of time, step 402, which is preferably 
determined according to a statistical history of the length of 
time needed to collect a sufficient number of GET com 
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mands to sample, and the capacity of the storage device used 
to store the GET commands. For example, for a system 
processing up to 10 gigabits per second, and having a 
network Storage device with a capacity of two or more 
hundred gigabytes set aside for the attack mitigation mod 
ule's storage, the sample period to store GET commands 
may easily be 10 seconds, without taxing the system. 

0105 The attack mitigation module counts the number of 
duplicate GET commands that have been received and 
stored over the sample period, step 404. If the number of 
duplicate GET commands exceeds a threshold value, step 
406, the attack mitigation module may deem an attack to 
have been detected, step 408. In this embodiment, the attack 
mitigation module blocks and discards any further duplicate 
GET commands received from the network, step 410. A 
message may be sent to a reporting system that alerts an 
administrator that a GET-flood type attack may be under 
way, step 411. The message may be in the form of, without 
limitation, an electronic mail, Voice mail, or an audio or 
visual alert on an administrator's computer system. 

0106 Alternatively, if the threshold is not exceeded, the 
stored GET commands are cleared from Storage, step 412, 
and processing moves back to step 400. In some embodi 
ments, not all of the GET commands are captured and stored 
over the sample period, but a statistically relevant number of 
sampled GET commands are copied and stored in order to 
save on processing time and storage. 

0.107 Still, in other embodiments, in order to save storage 
space and processing time, a hash, or reduction, function 
may be performed on each of the GET commands, the 
results of which are stored and sorted into a hash table in step 
402. The hash function may reduce each GET command to 
a smaller amount of data for evaluation. If the standard 
deviation of the entries in the hash table, measured in step 
404, meets a threshold value, which is checked in step 406 
(for being lower in Some embodiments, or higher in other 
embodiments), then a network attack may be detected. 

0.108 Referring to FIG. 5, a flow diagram is shown that 
illustrates a method performed by one preferred embodiment 
of an attack mitigation module for detecting and/or mitigat 
ing an attack by discarding data packets that have packet 
headers with a suspect user agent, or User-Agent, entry. The 
attack mitigation module may be included for use in a data 
cleaning center protecting a plurality of computer systems, 
such as that shown in FIG. 1. Preferably, the method of FIG. 
5 is executed on each of the proxy servers (116 of FIG. 1). 
However, the attack mitigation module may be used in a 
stand-alone device or computer system on the network to 
protect one or a few server computers, and may be imple 
mented in Software, hardware, or in a programmable logic 
chip, such as an ASIC, field programmable gate array 
(FPGA), or the like. 

0109) In standard Internet HTTP protocol, each data 
packet received has a header portion, having a user agent 
entry. When the attack mitigation module receives a data 
packet, step 500, it reads the user agent entry, step 502. It 
next determines whether the user agent entry contains a 
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proper value, step 504. For example, a proper user agent 
header entry may resemble the following sample: 
0110] User-Agent: Mozilla/4.0 (compatible; MSIE 6.0: 
Windows NT 5.0) 
0111. In most cases, an improper user agent entry is one 
that does not contain an alphabetical character. Many viral 
or other types of attacks on network systems send data 
packets that have non-alphabetical, or sometimes blank, user 
agent entries. 

0112) If the entry is improper, the session from which the 
data packet was sent is discarded or ended, step 506. A 
reporting system may alert an administrator that there was a 
potential attack, step 508. 

0113. If the User-Agent value is proper, then the session 
is not discarded, and if no other attack mitigation modules 
prevent processing, the proxy server processes the packets in 
the session, step 516. 
0114. As shown in FIG. 6, a preferred embodiment 
method of an attack mitigation module that detects and/or 
mitigates an attack is performed by discarding data packets 
that have packet headers with Suspect host value entries. 
Preferably, the attack mitigation module is included for use 
in a data cleaning center protecting a plurality of computer 
systems, such as that described in FIG. 1. Preferably, the 
method of FIG. 6 is executed on each of the proxy servers 
(116 of FIG. 1). However, the attack mitigation module may 
be used in a stand-alone device or computer system on the 
network to protect one or a few server computers, and may 
be implemented in Software, hardware, or in a program 
mable logic chip, such as an ASIC, field programmable gate 
array (FPGA), or the like. 

0115) In standard Internet HTTP protocol, each data 
packet received has a header portion, having a host value 
entry. The host value entry is required by HTTP protocol to 
represent the naming authority of the origin server or 
gateway given by the original uniform resource locator 
(URL). This allows the origin server or gateway to differ 
entiate between internally-ambiguous URLs, such as the 
root / URL of a server for multiple host names on a single 
IP address. 

0116. When the attack mitigation module receives a data 
packet, step 600, it reads the host value entry, step 602. It 
next determines whether the host value entry contains a 
proper value, step 604. For example, a proper user host value 
header entry may resemble the following sample: 

Host=“Host': host “: port 

0117. In most cases an improper host value entry is one 
that is blank. Many viral or other types of attacks on network 
systems send data packets, which have blank host value 
entries. 

0118) If the entry is improper, the session from which the 
data packet was sent is discarded or ended, step 606. A 
reporting system may alert an administrator that there was a 
potential attack, step 608. 

0119) If the host value entry is proper, then the session is 
not discarded, and if no other attack mitigation modules 
prevent processing, the proxy server processes the packets in 
the session, step 616. 
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0120 Referring now to FIG. 7, a flow diagram is shown 
that illustrates a method performed in one exemplary 
embodiment of an attack mitigation module for detecting 
and/or mitigating an attack by discarding data packets that 
use improper end-of-line or return characters. Preferably, the 
attack mitigation module is included for use in a data 
cleaning center protecting a plurality of computer systems, 
such as that described in FIG. 1. Preferably, the method of 
FIG. 7 is executed on each of the proxy servers (116 of FIG. 
1). However, the attack mitigation module may be used in a 
stand-alone device or computer system on the network to 
protect one or a few server computers, and may be imple 
mented in Software, hardware, or in a programmable logic 
chip, such as an ASIC, field programmable gate array 
(FPGA), or the like. 
0.121. In standard Internet HTTP protocol, the structures 
of data packets are required to include full control-return 
(CR) and linefeed (LF) characters. The standard specifically 
states that a bare CR or LF should not be substituted for a 
full CRLF within any of the HTTP control structures. Web 
browsers must send CRLF as a line break indicator under the 
standard. If the session does not use CRLF, the session is 
rejected. 

0122) When the attack mitigation module receives a data 
packet, step 700, it reads the line break characters, step 702. 
It next determines whether the line break characters are 
proper, step 704. In most cases an improper line break 
character is one that that is merely a CR or LF, and not a full 
CRLF. Many viral or other types of attacks on network 
systems send data packets, which have merely CR or LF line 
breaks. 

0123. If a line break is improper, the session from which 
the data packet was sent is discarded or ended, step 706. A 
reporting system may alert an administrator that there was a 
potential attack, step 708. 
0.124. If the host value entry is proper, then the session is 
not discarded, and if no other attack mitigation modules 
prevent processing, the proxy server processes the packets in 
the session, step 716. 
0.125 Clean Data Redirection 
0.126 Referring again to FIG. 1, with some applications 
of the data cleaning center, the latency involved in using 
proxy servers to proxy every data packet that is sent from a 
first computer (e.g. 20c) to a second computer (e.g. 80a) may 
slow down communications between the first computer 20c 
and the second computer 80a. When the first computer 20c 
and second computer 80a are physically within the same 
region of the world on the Internet, the latency involved in 
using the proxy servers 116, or any proxy server, within the 
same region may not add very much relevant communica 
tion time. 

0.127 However, there is a unique problem that arises 
when, for example, the first computer 20c and the second 
computer 80a are located in the same region, for example in 
Australia, and the data cleaning center 100 is located in, for 
example, the United States. In this case, if the second 
computer 80a is a real-time processing server, the latency 
period required for each packet sent between the first 
computer 20c and the second computer 80a to be sent 
through a proxy server 116 in the data cleaning center, or any 
proxy server in the United States for that matter, could 
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degrade performance of time-critical or real-time applica 
tions. However, administrators at the second computer 80a 
may still desire to take advantage of the attack protection 
system and methods of the data cleaning center 100. 
0128 Referring now to FIG. 8, a method is shown for 
preventing an attempted overload condition targeting a 
networked computer system that lessens or eliminates the 
latency effect of using the data cleaning center (e.g., 100 in 
FIG. 1) to protect the second computer (e.g., 80a in FIG. 1). 
Just as is the normal case when the first computer (e.g. 20c 
in FIG. 1) requires access to the second computer, the data 
cleaning center may receive one or more initial data packets 
from the first computer for processing by a second computer, 
step 800. For example, the one or more initial data packets 
may comprise session initiating data packets so that the first 
computer may initiate contract with, and set up a session for 
using, the second computer. 
0129. In one embodiment, the data cleaning center redi 
rects the first computers to send the one or more initial data 
packets to a third computer, step 802, which may comprise 
a proxy server (116 in FIG. 1) within or proximate to the 
data cleaning center, or another computer that may or may 
not be remote from the data cleaning center. The third 
computer is designated to receive traffic from the first 
computer until the first computer is verified not to comprise 
an attacking System. 
0130. The attack mitigation modules 110 process the 
initial data packets to determine whether the one or more 
initial data packets are legitimate, and not a part of for 
example, an attack on the second computer, step 804. If the 
attack mitigation modules determine that the initial data 
packets are not a part of an attempted overload condition 
110, step 806, then the first computer is redirected to send 
Subsequent data packets directly to the second computer, 
step 808, thereby eliminating any latency that would be 
associated with continuing to process Subsequent data pack 
ets in the data cleaning center. 
0131 With this embodiment and the use of the data 
cleaning center, there is concern that an attack may escape 
detection by delaying the attack until after the initial data 
packets are processed. In order to lessen this possibility, the 
second computer is configured with one or more local attack 
detection and/or mitigation modules that are at the least 
configured to detect such subsequent attacks, step 810. For 
example, a SYN-Flood mitigation module may be installed 
on the second computer, or a version of the data 100 center 
of FIG. 1 may be installed. If a subsequent attack is 
detected, step 812, then processing of all Subsequent data 
packets is redirected back to the data cleaning center to use 
attack mitigation modules and proxy servers to clean the 
data before processing by the second computer, step 814. 
0132) In some embodiments, the domain name of the 
third computer has a different prefix than the domain name 
of the second computer. For example, the second computer 
may have a prefix of www, and the domain name of the third 
computer may have a prefix of wwwn, wherein n is a 
numeric value. This way, the main body of the domain name 
could be the same so that users do not become confused to 
think that they have been redirected to the wrong server 
computer. 

0133. In one preferred embodiment, the method of the 
attack mitigation module includes determining whether the 
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initial data packets are a part of an attack. The attack 
mitigation module determines whether each received initial 
data packet is from a browser executing on the first com 
puter. For example, this can be checked by attempting to 
write one or more cookies to the one or more first computers. 
Viruses running on the first computer, for example, sending 
data packets to the second computer currently do not have 
the ability to accept cookie files from the second computer. 
The failure to write the cookie file could indicate the initial 
data packets are a part of the attack, and the Subsequent data 
packets should not be redirected to the second computer. 
0.134. In another preferred embodiment, another way of 
determining whether the network connection has received 
the initial data packets from a browser executing on the first 
computer comprises presenting text, in a distorted image, or 
other human only readable test, to be typed into the one or 
more browsers by one or more users. An example of a 
human-only readable challenge is used, by way of example 
only, by Yahoo!, Inc. of Sunnyvale, Calif., in their user-mail 
registration systems. Other human-only readable challenges 
are also known (e.g., ticket master, and the like). If the 
second computer receives an incorrect response that does 
not satisfy the human-only challenge, or if there is no 
response at all, as would be the case with most viruses, then 
an attack could be indicated, and the Subsequent data packets 
should not be redirected to the second computer. 
0135) DNS Attack Mitigation 
0136. Another preferred embodiment relates to a system 
and method for detecting and/or mitigating an attack target 
ing a domain name service (DNS) server. The DNS server 
may operate remotely from the system protecting it, as is the 
case with respect to one or more second computers 
described in FIG. 1. A pre-processing system for the DNS 
server is provided to absorb, to detect and to mitigate 
attacks. However, in some configurations, the DNS server 
may use its own protection system embodied in a separate 
processor connected between the network and the DNS 
server, or in a local processor embedded within the DNS 
server itself. 

0.137 FIG. 9 illustrates an embodiment of the DNS 
server protection system 900 to protect a DNS server 30. A 
network connection 126 is provided for receiving one or 
more DNS requests from one or more client computers 22a, 
22b and 22c located on the network 10. A preferred embodi 
ment includes a processor 902, separate from that normally 
used by the DNS server 30, for providing a response for the 
one or more DNS requests to the one or more client 
computers. 22a, 22b and 22c before or instead of normal 
processing by the DNS server 30. 
0.138. In one embodiment, the processor 902 protects two 
or more load balanced DNS servers 30. A load balancing 
router 950 performs load balancing between the DNS serv 
erS 30. 

0139 Preferably, the added processor 902 monitors the 
volume of requests received per second to the DNS servers 
30. If a threshold volume is detected, then processing of the 
DNS requests is diverted to the processor 902. 
0140 Referring now to FIG. 10, a flow diagram is shown 
that illustrates a preferred method preformed by the DNS 
protection system for detecting and/or mitigating an attack 
targeting the DNS server. One or more DNS requests are 
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received from the one or more client computers located on 
a network, step 1000. The processor 902 checks for whether 
the request is directed to port 53, step 1002. All requests not 
directed to part 53 are discarded, step 1004. A sanity check 
is performed on the request, which determines whether DNS 
standard request requirements are met in the request, step 
1006. Standards for DNS requirements may be found by 
contacting the Internet Engineering Task Force (www.IET 
F.org). Specifically, standards may be viewed in the request 
for comments (RFC) section of the IETF web site. If the 
request does not comply with DNS requirements, the request 
is discarded, step 1004. 
0141 Next, the processor 902 determines whether the 
request is for a domain name on a list of valid domain names 
for the DNS server, step 1008. If not, then the request is 
discarded, step 1004. 
0142. If the request is not discarded, the processor 902 
places the request in a database, step 1010. The database 
may be keyed by the Source address, and target domain name 
requested. Further, a hit count is kept in the database to count 
the number of (duplicate) requests for each Source address 
and request. 

0143) The processor 902 checks for whether the recorded 
hit count for the request exceeds a threshold for the number 
of requests over a period of time (for example, over the last 
ten seconds), step 1212. The threshold is based on the 
capacity of the DNS sever(s) 30. If the threshold is 
exceeded, then the processor 902 itself services all requests 
for the particular source address and target domain requested 
until the hit count is reduced, step 1014. If necessary, the 
processor 902 makes a request to the DNS server 30 to 
obtain the IP address to answer the request. However, in one 
embodiment, the required information is kept in a memory 
in the DNS protection system 900. 

0144 Otherwise, if the hit count threshold is not 
exceeded, the DNS sever(s) 30 process the request directly, 
step 1016. 
0145 Referring again to FIG. 9, the processor 902 is 
preferably configured to execute instructions as fast as 
possible, given the size and speed of attacks that typically 
are to be handled by the processor. Thus, in a preferred 
embodiment, the instructions to respond to requests are built 
directly into the chip logic of the processor 902. 

0146 The list of valid domain names may be stored in a 
database 912 in a high-speed memory 920 in the DNS 
protection system 900. The high-speed memory 920 is 
preferably connected to the processor 902 through a high 
speed data bus 922 Further, the database of received requests 
and hit counts are stored in a sorted database 914 located in 
the high-speed memory 920. 

0147 A cache 916 of requests previously processed by 
the DNS server 30 may be stored in the memory 920 so that 
the processor 902 may perform step 1014 of FIG. 10 
without the need to make a special request to the DNS 
server(s) 30. 
0148 Voice Over IP Attack Mitigation 
0149. In some cases, UDP packets, and other packets 
with protocols that are otherwise prohibited and discarded 
by embodiments described above, may need to be transmit 
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ted or processed by some applications. For example, VOIP 
applications often use UDP packets for RTP transmission. 
0.150 FIG. 11 shows a typical prior art voice over packet 
network system. In particular, system 1100 includes a VOIP 
node 1120 coupled to the Internet 10 via network interface 
161. The Internet 10 provides the Internet protocol ("IP") 
network for the VOIP system 1100 as the transmission 
medium between the VOIP node 1120 and one or more other 
nodes 140 or 150. 

0151. As illustrated in FIG. 11, the VOIP node 1120 
includes a phone 1110 and/or a facsimile machine 115, 
connected to a physical port 105. The physical port 105, in 
turn, is coupled to a DSP 125 and a codec bank 135. The 
codec bank 135 includes a group of codec devices (C1, C2, 
C3, and C4) that determine the transmission and compres 
sion protocol performed by the DSP 125. For example, the 
codec C1 includes a G.729 compression algorithm that 
compresses a 64,000 bits (i.e. 64K) voice call into an eight 
thousand bits compressed data stream. Thus, to maintain a 
voice call from phone 1110 to the phone 145 of node 140, 
the DSP 125 uses the compression algorithm in codec C1 to 
generate a digital stream that is packetized and transmitted 
across the Internet 10. Subsequently, the digital data is 
decompressed and reconstructed as analog signal by a DSP 
device included in node 140. The analog signal is transferred 
to phone 145. The data decompression performed by the 
DSP of node 1120 may be performed using a G.729 industry 
standard compress/decompress method. 
0152 One or more servers 80a, 80b, 80c, 80d may be 
configured as Soft Switch sites to provide core call process 
ing for the VOIP network architecture. The soft switch sites 
80a, 80b, 80c. 80d provide the core call processing for the 
VOIP network architecture. Each soft Switch site 80a, 80b, 
80c. 80d can process multiple types of calls including calls 
originating from, or terminating at, subscribers of a VOIP 
service that utilizes one or more of the soft Switch sites 80a, 
80b, 80c. 80d, as well as calls originating from non-sub 
scribers. Each soft switch site 80a, 80b, 80c, 80d receives 
signaling messages from, and sends signaling messages to, 
the Internet 10. The signaling messages can include, for 
example, SS7, integrated services digital network (ISDN) 
primary rate interface (PRI) and in-band signaling messages. 
Each soft Switch site processes these signaling messages for 
the purpose of establishing new calls through the Internet 10, 
ending existing calls, and handling Switching functions for 
in-progress calls. Signaling messages can be transmitted 
between any combination of subscriber and non-subscriber 
callers. 

0153. Many carriers have soft switches that provide IP 
gateway services so that the non-subscriber users may 
conduct calls that are carried through to Subscriber nodes. 
For example, the Internet Telephony Exchange Carrier Cor 
poration (ITXC), of Princeton, N.J., one of the largest IP 
exchange carrier in the world, provides call completion 
services (routing, authorization and settlement) to long 
distance carriers, mobile carriers and prepaid service pro 
viders using the Internet as the transport. ITXC remotely 
manages IP gateways installed at telephone companies 
offices as well as its own gateways. 
0154) One example of a system in current use is the 
Packet 8(R) system offered by 8x8, Inc., of Santa Clara, Calif. 
The Packet 8(R) system includes a user-installed node that 
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runs over an existing high-speed Internet connection in 
conjunction with the user's standard telephone service. 
0155 Typically in the VOIP system 1100, for transmis 
Sion, each packetized portion of the data stream comprises 
an encoded audio frame that is encapsulated in a “real time 
transport packet in accordance with a real time transport 
protocol. Under the ITU-T H323 internet telephony stan 
dard, the audio frame is encapsulated in an real time protocol 
(RTP) packet. RTP is defined in Schulzrinne, et al., “RTP: A 
Transport Protocol for Real-Time Applications'. RFC 1889, 
Internet Engineering Task Force, January 1996 the disclo 
sure of which is incorporated herein by reference. 
0156 A RTP packet that encapsulates the audio frame 
comprises a header having a sequence number. The 
sequence number corresponds to the temporal order of the 
audio frame in the RTP packet relative to other audio frames 
in the sequence of audio frames generated by the commu 
nication equipment. Each RTP packet is in turn packaged in 
a data packet with a Suitable data packet header according to 
Internet transport protocol. Typically, the Internet transport 
protocol for RTP transmission is user datagram protocol 
(UDP). The data packets are transmitted in a stream of data 
packets over the Internet 10 from one node 1120 to another 
node 145. 

0157. When the node 145 receives the stream of data 
packets, the communication equipment of the node 145 
strips each data packet in the stream and its enclosed RTP 
packet of their respective headers to “unload' the audio 
frame “payload in the RTP packet. The communication 
equipment then concatenates the unloaded audio frames 
sequentially according to the sequence numbers of their 
respective RTP packets. The concatenated audio frames are 
decoded and converted to analogue audio signals to repro 
duce the speech of the party transmitting the data packets. 

0158 Transmission of data packets using UDP can be 
unreliable and data packets sent via UDP can disappear 
without a trace and never reach their intended destinations. 
A data packet can be lost for example if it passes through a 
network node that is overloaded and that dumps excess 
traffic. The rate at which data packets are lost generally 
increases as a network becomes more congested. 
0159. To improve reliability and quality of internet tele 
phony using RTP on top of UDP, and reduce effects of data 
packet loss on internet telephony, redundancy is sometimes 
implemented in audio frame transmission between parties to 
an internet telephony session. With redundancy, a same 
audio frame to be transmitted from one to the other of the 
parties participating in the internet telephony session is 
transmitted more than once to assure that it reaches its 
destination. A redundancy protocol has been promulgated in 
C. Perkins et al., “RTP Payload for Redundant Audio Data” 
RTP 2198. Internet Engineering Task Force, September 
1997 the disclosure of which is incorporated herein by 
reference. 

0160 While redundancy reduces vulnerability of data 
transmission to packet loss and improves reliability of data 
transmission, transmission of data with redundancy gener 
ally requires a bit-rate greater than a bit-rate required to 
transmit the data without redundancy. Redundant data trans 
mission therefore utilizes a greater portion of channel capac 
ity than non-redundant transmission. As a result, while 
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redundancy provides some protection against data packet 
loss, redundancy tends to increase network congestion, 
which can in turn exacerbate the packet loss problem 
redundancy is intended to alleviate. 
0.161 The Internet Engineering Task Force (IETF), has 
developed a protocol for VOID and other multi-media 
applications, called session initiation protocol (SIP). SIP is 
a text-based protocol that is based on hypertext transport 
protocol (HTTP) and multipurpose internet mail extensions 
(MIME). SIP is designed for real time transmission, uses 
fewer resources and is considerably less complex than, for 
example, H.323 protocol. Its addressing scheme uses URLs 
and is human readable; for example: 
0162 
0.163 SIP protocol relies on session description protocol 
(SDP) for session description, and RTP for actual transport. 
SIP has become popular enough to the extent that Windows 
XPR), by the Microsoft Corp., now natively supports SIP 
protocol. 

0164. However, as the installed base of VOIP systems 
grows, there is an increasing need to protect them from 
DDoS attacks, and the like. Thus, a embodiment of the 
invention relates to a system and method for detecting 
and/or mitigating an attack targeting systems that use these 
protocols, such as VOIP systems. 
0.165. With reference to FIG. 12, a block diagram illus 
trates the components of a VOIP system with DDoS attack 
protection systems added. The details of nodes 1120, 140 
and 150 are left out in FIG. 12, but may be substantially the 
same as shown in FIG. 11. As one line of defense against 
DDoS attacks, the data center 100 (as shown in detail in 
FIG. 1) may be used to detect and mitigate DDoS attacks on 
the VOIP system, wherein VOIP data is diverted through the 
Internet 10 for processing by the data center 100. A hardware 
based VOIP protection system 900, using the same hardware 
as the DNS protection system 900 described in detail with 
respect to FIG. 9, may be used in a different or separate 
means of defense, or in conjunction with the data center 100. 

sip:john..doe(a)company.com. 

0166 Attacks on the VOIP system may be aimed at any 
one of its components. The most effective attack, for 
example, may be aimed at the soft switches 80a, 80b, 80c. 
80d, rather than individual nodes 1120 or 140, because 
attacks on the soft switches 80a, 80b, 80c, 80d would tend 
to bring down the whole system, or large portions thereof. In 
either case, whether an attack is brought against individual 
nodes, or other more significant system components such as 
the soft switches 80a, 80b, 80c, 80d, the data center 100 
provides protection by filtering data packets through its 
various components and attack detection and mitigation 
modules 110 (shown in FIG. 1). However, in the case of a 
VOIP system, UDP and other packets that are otherwise 
filtered and discarded by the core edge router 102 (FIG. 1) 
should be let through for VOIP systems. 
0167. With respect to the data center 100, in order to 
allow the VOIP system to use protocols that are otherwise 
restricted by the core edge router 120 of the data center 100, 
the core edge router 120 is configured to perform selective 
filtering. When a VOIP carrier is registered with the data 
center, the core edge router 120 is set to allow packets 
through that are using UDP protocols that have origins or 
destinations that are in a VOIP carrier's network. Any other 
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special protocols that are otherwise restricted but needed by 
the VOIP system are similarly allowed through the core edge 
router 120. 

0168 In order to address the added risk of allowing UDP 
and certain other otherwise restricted protocols to be pro 
cessed through the data center 100, a detection and attack 
mitigation module 100 specific to VOIP systems may be 
added to the data center 100. If the core edge router 120 
allows a packet to enter into the data center despite that it is 
of an otherwise restricted protocol, such as UDP, the packet 
is filtered through the VOIP specific detection and mitigation 
module 110. 

0169. With respect to the VOIP protection system 900, 
referring again to FIG. 9, in one embodiment, the processor 
902 may be hard coded to execute instructions as fast as 
possible, given the real time nature of packets in VOIP 
systems, and the possible size and speed of attacks that may 
be handled to protect the VOIP system. Thus, in this 
embodiment, the instructions to carry out the VOIP protec 
tion routine, the steps of which are explained with respect to 
FIG. 13, below, are built directly into the chip logic of the 
processor 902 as microcode or firmware. 
0170 Referring back to FIG. 12, a load balancing router 
950 performs load balancing between the soft switches 80a, 
80b, 80c, 80d. 

0171 Whether embodied in the data center 100, or in the 
VOIP protection system 900, referencing FIG. 13, a flow 
diagram illustrates the steps performed by a VOIP specific 
detection and mitigation routine. In step 1200, a session 
initiation protocol (SIP) request is received. Next, since the 
routine of the embodiment of FIG. 13 is specific to VOIP 
packets, the administrator may still want to limit VOIP 
transmission to only certain types of packets. For example, 
for the embodiment of FIG. 13, only SIP packets (that may 
contain RTP information comprising UDP information as 
described above in the Background Section) are allowed 
through, and the system checks for whether each packet is 
an SIP packet, step 1202. Filtering for different protocols, 
SIP and non-SIP, can be customized for individual carriers, 
especially if the detection and mitigation module 110 is 
implemented in Software or firmware that can be changed. 
0172 Next, a sanity check is performed on the request, 
wherein the SIP packet is checked for whether it is compli 
ant with the relevant IETF RFC(s) for SIP packets, step 
1204. Currently, the following SIP related RFCs of the IETF 
may be relevant in this step: RFC 2543, RFC 3261, RFC 
3262, RFC 3263, RFC 3264 and RFC 3265. Each SIP packet 
may be checked against one or more of these or other current 
RFCs in step 1202 for compliance. For example, RFC 3265 
provides for, among other enhancements, an expanded 
header for SIP packets. The detection and mitigation module 
110, in accordance with step 1202, may check each SIP 
packet for whether proper header entries are included 
according to RFC 3265. 

0173 Next, the request is checked for whether it is for a 
domain name on a list of valid domain names for the VOIP 
system, step 1208. If not, then the request is discarded, step 
1204. Otherwise, the request is not the request is placed in 
a database, step 1210. The database may be keyed by the 
Source address, and target domain name requested, and other 
attributes that may be checked for determining duplicate 
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requests as described below. Further, a hit count is kept in 
the database to count the number of (duplicate) requests for 
each source address and request. Any attribute of the request 
may be examined to determine if it is one of a number of 
duplicate requests, including various values in the header 
entry of the request packet. For example, the data contained 
in the packet itself may be examined to determine if it is at 
least Substantially duplicate to one or more of the packets 
stored in the database. 

0.174. In some DDoS attacks, the SIP requests may just 
contain the same characters in one or more header entries, or 
the data portion of the itself, of the packets. The system 
administrator may configure the system to compare any one 
or more attributes to determine whether a packet is a 
duplicate of one or more packets stored in the database. 
Known data pattern recognition techniques, such as the 
technique described in U.S. Pat. No. 6,728,728 for example, 
may be used to check for duplicate data in the packets. 
0.175. The recorded hit count for the request is checked 
for whether it exceeds a threshold for the number of Sub 
stantially duplicate requests over a period of time (for 
example, over the last ten seconds), step 1212. The threshold 
is based on the capacity of the data center 100 or the VOIP 
protection system 900, whichever is executing the routine of 
FIG. 13. If the threshold is exceeded, then a reset packet 
may be returned to the requester/sender, step 1214. Alter 
natively, in another embodiment, the data center 100 and 
VOIP protection system 900 keeps a common database at 
one of their respective locations when working together, or 
keep separate databases, to store the data packets that are 
found to be substantially duplicate. 
0176 For example, the data center 100 may store data 
packets that are tested using one of a combination of 
attributes for patterns, and the VOIP protection system 900 
may store data packets that are tested using a different 
combination of attributes. If, for instance, the data center 
100 finds that a threshold of substantially duplicate packets 
is met, then a message can be sent to the VOIP protection 
system 900, and the packets of the same origin and desti 
nation may be discarded from the database located in the 
VOIP protection system 900 to free memory space therein. 
0177) If the hit count threshold is not exceeded, the SIP 
request is forwarded to its destination, step 1216. 
0.178 In some embodiments, the database contains a hash 
(or reduction) function that is performed on the SIP request 
packets, the results of which are sorted in a hash table. In 
such an embodiment, if the standard deviation of the entries 
in the hash table meets a threshold value, then an attack on 
the VOIP system is detected, and a reset packet is sent to the 
requester(s) sending the duplicate requests. 

0179. In another embodiment, if the hit count exceeds the 
threshold in step 1212, instead of resetting or cutting off the 
SIP requestor, a rate limiter is applied to the requestor's 
connection, step 1215. This way, malicious attacks are 
limited in any use or damages they can cause to the system 
1200, while legitimate SIP requestors can still function with 
the system 1200, albeit at a slow speed or packet rate than 
initially attempted. 

0180 Internet Protocol Television (IPTV) 
0181 An IPTV system transmits television programs 
from a Web site or from private Internet providers such as 
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cable and telephone companies (cable modems and DSL). 
IPTV uses streaming video techniques to deliver scheduled 
TV programs of video on demand (VOD). Unlike transmit 
ting over the air or via standard cable to a TV set, IPTV uses 
the IP protocol as the delivery transport and uses either a 
computer and software media player or an IPTV set-top box 
to decode the images in real time. 
0182. Unfortunately, IPTV systems are vulnerable to 
malicious attacks Such as those described above. For 
example, a DDoS attack can be devastating to a system that 
relies on real-time delivery, such as an IPTV system. Cus 
tomers of an IPTV system expect uninterrupted broadcast of 
both scheduled live streaming and recorded streaming pro 
gramming. Customers further expect fast downloads of 
non-streaming large media files for viewing after download 
is completed. If the IPTV system breaks down from, for 
example, a DDoS attack on the IPTV servers, the conse 
quences to an IPTV business can be devastating. Further, 
just as is the case with VOIP systems, IPTV systems 
typically use real-time protocol (RTP), UDP, or other pro 
tocols for which attacks are difficult to protect against. Many 
Internet security systems disallow these protocols due to 
their danger as being commonly used for attacks. Thus, 
systems that use these protocols are left to accept packets 
using these protocols with no security measures applied 
from their security provider. Thus, in one embodiment, the 
same systems and methods described above and below to 
protect VOIP and other systems are used to protect IPTV 
Systems. 
0183. Other Attack Mitigation and Detection Methods 
0184 In some embodiments, a “human filter is used, or 
intelligent data monitor that is able to recognize changes in 
data trends. With reference to FIG. 14, a sample graph is 
shown that provides a human the ability to visually track 
what is normal IP traffic, or trends, and what is abnormal for 
purposes of detecting attacks and tuning mitigation systems, 
or changes in trends. The graph in FIG. 14 compares time 
on one scale, to number of call sessions for a VOIP, IPTV, 
or other system over a week's period. Data is collected and 
tallied in a database based on, for example, the status of 
VOIP calls in a VOIP system 1200. In the embodiment of 
FIG. 14, one curve 1402 on the graph illustrates the number 
of “valid’ sessions over the week, which includes phone 
calls that were connected and allowed using SIP or H.323 
protocol, or in another embodiment using HTTP connec 
tions. 

0185. Another curve 1403 illustrates the number of 
rejected or terminated call sessions. Something may have 
failed with these sessions for some reason, but were these 
sessions were not specifically rejected by attack mitigation 
systems. For example, some sessions could have been 
rejected by the VOIP protocol because there was improper 
configuration on client devices, or there were delays or 
interruptions on the Internet that caused the calls to not go 
through. 
0186 The call sessions represented by the curve 1404 are 
those that were terminated by attack mitigation systems, for 
example, and not by limitation, such as those attack miti 
gation systems described above. These are sessions that 
somehow break protocol and are deemed to be invalid 
sessions, or that are not allowed to connect to the system 
1200 (100 in FIG. 1) due to other reasons determined by the 
attack mitigation system. 
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0187 Graphs such as that illustrated in FIG. 14, whether 
the time scale is a minute, hour, day, week, month, or year, 
allows a system operator to learn graphically the character 
istics of normal operation, so that abnormal conditions can 
be recognized by viewing the graph. This method of detec 
tion further provides the operator with the capability to plan 
and configure their systems based on usage projections 
perceived from viewing such graphs. In one embodiment, an 
intelligent software, or hardware, computerized data trend 
monitor recognizes changes in the data producing the graph 
of FIG. 14, and automatically provides a warning or alert, 
based the same changes that are recognizable by a human 
using the graph of FIG. 14. In one embodiment, the com 
puterized data trend monitor comprises a system that rec 
ognizes changes in trend lines for the data over a time 
period. Such as those used to track stocks in financial 
markets. In one embodiment such an intelligent software 
data trend monitor automatically institutes data mitigation 
techniques such as those describe herein, including but not 
limited to, resetting the Source of an attack. 
0188 In other embodiments, one or more types of “trig 
ger” or threshold values are used for detecting an attack on 
a system. For example, and not by way of limitation, with 
reference back to FIG. 13, in step 1212, in one embodiment, 
instead of, or in addition to, checking a requester's hit count 
against a threshold, the requester's number of sessions open 
is checked against a threshold. In this embodiment, if a 
threshold number of sessions is met or exceeded by any 
requester, then the a reset is sent to the requestor, step 1214, 
or, if the DNS protection system 900 is so configured, a rate 
limiter is applied to limit the rate of packets that can enter 
the VOIP system 1200 from the requester, step 1215. Other 
delay measures are used in other embodiments. For 
example, in one embodiment, instead of sending a reset 
message to the Suspect requester, or limiting the requesters 
packet traffic, the requestor is “logged off.” or prevented 
from using the VOIP system 1200 for a set period of time, 
which, for example, and not by limitation, is 30 minutes in 
one embodiment, before the same requestor is allowed to 
log-on and use the VOIP system 1200 again. 
0189 With reference to FIG. 15, a flow diagram illus 
trates the steps performed in another method of attack 
detection and mitigation according to one embodiment. This 
embodiment provides an alternative to comparing the 
incoming data rate D to the outgoing data rate D as 
described above. Instead a rotating average is compared to 
the current data rate, for example, in the data cleaning center 
100 of FIG. 1, to detect a possible DNS attack. In step 1500, 
the system receives and/or transmits network data. The data 
rate for the network data is measured, step 1502. The system 
calculates and compares average data rates according to the 
following formula, step 1504: 

((D-DA)/DA)*100>Athreshold 
where 

DA=(D-1 +D2)/2 

wherein D, is the current data rate, D, is the data rate 
measured before D, and D is the data rate measured 
before D-1. DA is the average of D, and D-2. Ashid is 
a threshold value representing the percentage of change 
between the average of the last two measurements DA and 
the current data rate D, that causes an alert or notification to 
be provided warning of a possible network attack, step 1506. 
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In one embodiment, the alert or notification is the same type 
as that described above with respect to the data center 100. 
0190. In another embodiment, the average D is a run 
ning average that is compared to the current data rate D. 

(D, - DA)f DA): 100 > Athreshold 

where 

(X D-1, D-2, D-3, D-) 
it. 

DA 

wherein n is the number of data rate measurements that are 
taken before the current data rate measurement D, and the 
As is a threshold value representing the percentage of 
change between the average of the last n measurements DA 
and the current data rate D, that causes an alert or notification 
to be provided warning of a possible network attack. 
0191) Further, in another embodiment, the comparison of 
D, and D is performed by one or more of the attack 
mitigation modules 110 with respect to each IP address 
sending or receiving data to the data cleaning center 100. In 
this embodiment, if the threshold is exceeded, then the 
specific IP address is reset, or denied communication with 
the host to which requests are being sent. In another embodi 
ment the comparison of D, and D is performed by the DNS 
server protection system 900 described above to prevent 
attacks to VOIP or IPTV systems. 
0192 In another embodiment, the data cleaning center 
100, or the DNS protection system 900, or one or more 
modules 110 in the data cleaning center 100, provide an 
alternative method for responding to a recognized or Sus 
pected attack. Instead of sending a reset (RST) to the 
Suspected attacker, or denying the attacker's traffic, synthe 
sized responses are sent that include, by way of example, 
and not by way of limitation, synthesized acknowledge 
ments (ACKs) with proper sequencing included, such as 
Source and port destination numbers. In this way attacking 
systems, or persons perpetrating an attack, are “tricked' into 
the false belief that their attack is successful, with the target 
system returning acknowledgements, hiding or masking the 
fact that the attack is being mitigated. 
0193 It will be apparent from the foregoing that, while 
particular forms of the invention have been illustrated and 
described, various modifications can be made without 
departing from the spirit and scope of the invention. Accord 
ingly, it is not intended that the invention be limited, except 
as by the appended claims. 

1. A system for detecting and mitigating an attempted 
overload condition targeting a voice over data system, 
comprising: 

a network connection for receiving a plurality of VOIP 
requests; 

a processor for determining whether two or more of the 
VIOP requests are substantially duplicate; 

the processor further for discarding received VOIP 
requests that are determined to be substantially dupli 
Cate. 
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2. The system of claim 1, wherein the processor discards 
any VOIP request that does not pass a sanity check. 

3. The system of claim 1, wherein the processor discards 
each request containing a domain name that is not on a list 
as a valid domain name. 

4. The system of claim 4, wherein the processor detects 
whether a threshold number of VOIP requests are duplicate 
by storing the received requests in a database, counting the 
number of requests that are substantially duplicate to pro 
duce a hit count over a period of time, and comparing the hit 
count against a threshold value. 

5. The system of claim 4, wherein the processor detects 
whether a threshold number of VOIP requests are duplicate 
by comparing one or more attributes of the VOIP requests. 

6. The system of claim 1, wherein the processor comprises 
an application specific integrated circuit. 

7. The system of claim 1, wherein the processor comprises 
a data center. 

8. A method for detecting and mitigating an attempted 
overload condition targeting a voice over data system, 
comprising: 

receiving a plurality of VOIP requests; 
determining whether two or more of the VOIP requests 

are Substantially duplicate; 
discarding received VOIP requests that are determined to 

be substantially duplicate. 
9. The method of claim 8, comprising discarding any of 

VOIP request that does not pass a sanity check. 
10. The method of claim 8, comprising each VOIP request 

containing a domain name that is not on a list as a valid 
domain name. 

11. The method of claim 8, wherein the step of detecting 
whether a threshold number of the plurality of VOIP 
requests received are duplicate comprises storing the 
received requests in a database, counting the number of 
requests that are Substantially duplicate to produce a hit 
count over a period of time, and comparing the hit count 
against a threshold value. 

12. The system of claim 11, wherein the step of detecting 
whether a threshold number of VOIP requests are duplicate 
is performed by comparing one or more attributes of the 
VOIP requests. 

13. A system for detecting an attempted overload condi 
tion targeting a voice over data system, comprising: 

a network connection for receiving a plurality of VOIP 
requests; 

a processor for determining whether two or more of the 
VOIP requests are substantially duplicate; 

the processor further for discarding received VOIP 
requests that are determined to be substantially dupli 
Cate. 

14. A method for detecting an attempted overload condi 
tion targeting a voice over data system, comprising: 

receiving a plurality of VOIP requests; 
determining whether two or more of the VOIP requests 

are Substantially duplicate; 

discarding received VOIP requests that are determined to 
be substantially duplicate. 

15. A system for mitigating an attempted overload con 
dition targeting a voice over data system, comprising: 
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a network connection for receiving a plurality of VOIP 
requests; 

a processor for determining whether two or more of the 
VOIP requests are substantially duplicate, the proces 
sor further for discarding received VOIP requests that 
are determined to be substantially duplicate. 

16. A method for mitigating an attempted overload con 
dition targeting a voice over data system, comprising: 

receiving a plurality of SIP requests: 
determining whether two or more of the SIP requests are 

Substantially duplicate; 
discarding received SIP requests that are determined to be 

Substantially duplicate. 
17. A system for mitigating an attempted overload con 

dition targeting a voice over data system, comprising: 
a network connection for receiving a plurality of SIP 

packets; 
a processor for determining whether two or more of the 

SIP packets are substantially duplicate, the processor 
further for discarding received SIP packets that are 
determined to be substantially duplicate. 

18. A system for mitigating an attempted overload con 
dition targeting an IPTV system, comprising: 

a network connection for receiving a plurality of IPTV 
requests; 

a processor for determining whether two or more of the 
IPTV requests are substantially duplicate; 

the processor further for discarding received IPTV 
requests that are determined to be substantially dupli 
Cate. 

19. A method for mitigating an attempted overload con 
dition targeting an IPTV system, comprising: 

receiving a plurality of IPTV requests: 
determining whether two or more of the IPTV requests are 

Substantially duplicate; 

discarding received IPTV requests that are determined to 
be substantially duplicate. 

20. A system for mitigating an attempted overload con 
dition targeting a voice over data system, comprising: 

a network connection for receiving a plurality of VOIP 
requests; 

a processor for determining whether two or more of the 
VOIP requests are substantially duplicate; 

the processor further for applying a rate limit to limit the 
rate at which packets are received from a sender 
sending the VOIP requests that are determined to be 
Substantially duplicate. 

21. A method for detecting an attempted overload condi 
tion targeting a voice over data system, comprising: 

receiving a plurality of VOIP requests; 
determining whether two or more of the VOIP requests 

are substantially duplicate; 

applying a rate limit to limit the rate at which packets are 
received from a sender sending the VOIP requests that 
are determined to be substantially duplicate. 
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22. A system for detecting an attempted overload condi 
tion targeting a networked computer system, comprising: 

a network connection for receiving a volume of data; 
a meter for measuring a current data rate, and to compare 

an average data rate of two or more previous measured 
data rates to the current data rate, wherein the meter is 
further to provide an alert to indicate a potential attack 
if the current data rate is substantially different than the 
average data rate. 

23. A method for detecting an attempted attack targeting 
a networked computer system, comprising: 

receiving a Volume of data; 

measuring a current data rate; 
comparing an average data rate of two or more previous 

measured data rates to the current data rate; 

providing an alert to indicate a potential attack if the 
current data rate is substantially different than the 
average data rate. 

24. A method for mitigating an attempted attack targeting 
a networked computer system, comprising: 

receiving network data; and 
detecting a suspected attack; 

mitigating the attack by providing synthesized responses 
in response to the attack, thereby masking mitigation of 
the attack. 

25. A system for mitigating an attempted overload con 
dition targeting a networked computer system, comprising: 

a network connection for receiving network data; and 
a processor for detecting a Suspected attack, wherein the 

processor is further to mitigate the attack by providing 
synthesized responses in response to the attack, thereby 
masking that the processor mitigates the attack. 

26. A method for mitigating an attempted attack targeting 
a networked computer system, comprising: 

receiving a volume of network data over a period of time; 

tracking the volume of network data over the period of 
time thereby detecting one or more trends in the 
network data; 

detecting a Suspected attack by detecting changes in the 
one or more trends in the network data. 

27. The method of claim 26, wherein the detecting is 
performed by a human viewing a graph illustrating the one 
or more trends in the network. 

28. The method of claim 26, wherein the detecting is 
performed by a computerized data trend monitor that detects 
the changes in the one or more trends in the network data. 

29. A system for mitigating an attempted attack targeting 
a networked computer system, comprising: 

a network connection to receive a Volume of network data 
over a period of time; and 

a processor to track the volume of network data over the 
period of time to detect one or more trends in the 
network data, the processor further to detect a Sus 
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pected attack by detecting changes in the one or more 31. The system of claim 29, wherein the processor 
trends in the network data. includes a computerized data trend monitor to detect the 

30. The system of claim 29, further comprising a graph to changes in the one or more trends in the network data. 
present to a human to detect the changes in the one or more 
trends. k . . . . 


