woO 20207253476 A1 |0 0000 K00 000 00 0

(12) B IBEH A EE

(19) AR =AY B 4 3
5 B S Eé

==

@3) Efr 7 H
2020 4E 12 B 24 H (24.12.2020)

WIPO I PCT

A AR EFRERIE

UV A OO OO 0 0
(10) EFR A TS
WO 2020/253476 A1

G EfFEFNES:

GOGF 21/55 (2013.01)  GO6Q 40/04 (2012.01)
GOGF 21/57 (2013.01)
(21) EFRERIFS: PCT/CN2020/092174
(22) EFRERIEA: 2020 %5 A 25 H (25.05.2020)
(25) HIFIEE: W
(26) N HIEE: W
(30) LFE:
201910541002 .4 2019$6H21 H (21.06.2019) CN

D BRBEN: R EMABRITRBERLA
(WEBANK CO.,LTD.) [CN/CN]; H[E ] &K 4E &l
MW RBEASFEX S — K15 AK201 =,
Guangdong 518027 (CN). F% K (TSINGHUA
UNIVERSITY) [CN/CN]; o [ db 52 i i e X i

Guangdong 518027 (CN). ZEF(JIANG, Yu); '
B ARG I AT R S E X EiS — %15
A 201 %, Guangdong 518027 (CN). {#3% (Fu,
Ying); ™ E/)TRAE IR U E X AT
—B& 1*5 AFR201 =, Guangdong 518027 (CN). f{E
#5 (REN, Meng): 11 E " AR HIITH AT B RS
YE X BI VS — ¥ 15 A#:201 =, Guangdong 518027
(CN). FBAE (WANG, Mingzhe); ' [H] L& %
T A7 R s S E X AT — B 15 APR201 =,
Guangdong 518027 (CN). 3St¥H# (FAN, Ruibin);
o E R A RN T R R A AR X R — B
15 A¥:201 =, Guangdong 518027 (CN). 3K FF
1 (ZHANG, Kaixiang); ' B |~ & & X JI 17 87 i
A E X ENS — B 15 AF5201 =, Guangdong
518027 (CN). Z#EE(LL Huizhong); & 7R
B YT AT A R X TS — % 15 AR 201

#K 2, Beijing 100084 (CN).

(72) %A A : B 18 R (MA, Fuchen); T E |~ K& &

%, Guangdong 518027 (CN). i #iI(SHI, Xiang);
TR R AT A F X RS — 1S
AM201%, Guangdong 518027 (CN). ZSRi#E (LI,

MHEEBESEXIE K15 AK201 =,

(54) Title: METHOD AND DEVICE FOR MONITORING SMART CONTRACT IN BLOCKCHAIN

(57) Abstract: Provided are a method and device for monitoring a
smatt contract in a blockchain, relating to the field of financial technol-
ogy (fintech), and used for improving the security of smart contracts.
The method comprises: obtaining a transaction request (101); calling
a corresponding smart contract according to the transaction request

(54 KAAEFR: —FXHEE PR AR A LRI T VA R
| o

‘ RBAEZ IR, FNE R 0K A

l 103
—

BT e A MAT TR L B R e A, A

BRI AT KRS Pl A £
F R IR R T AL AR

104

HA., MARIE AT AN, ok ATiE R a9 Btk
AR R FPATA R AR AL I | 1 1

101 Obtain a transaction request
102 Call a corresponding smart contract according to the transaction request

103 During the process of the smart contract executing the transaction request,

if it is determined that the called operation code is an operation
code which requires attention, determine whether the operation
code which requires attention meets an error condition of a
monitering rule
104  Ifyes, output an abnormal result for the called operation code according to
the monitoring rule, and execute a blocking operation for the
operation code

(102); during the process of the smart contract executing the transaction
request, if it is determined that the called operation code is an operation
code which requires attention, determining whether the operation code
which requires attention meets an error condition of a monitoring rule
(103); and if yes, outputting an abnormal result for the called operation
code according to the monitoring rule, and executing a blocking oper-
ation for the operation code (104).
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