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(57) Abstract: Method comprising: loading in a browser running on a host (H)
a web page from a remote server (S), wherein the web page comprises at least
one user input field; inputting over a peripheral device (P) connected over a pe-
ripheral connection with the host (H) user input into the at least one user input
field, encrypting and/or signing the user input in the peripheral device (P) and
sending the signed and/or encrypted user input to the server (S); and checking in
the remote server (S) the integrity of the user input based on the encrypted and/
or signed user input.
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CONFIDENTIALITY AND INTEGRITY OF USER INPUT IN WEB PAGES

Field of the invention

[0001] The present invention concerns a system, a method, a peripheral
device, a remote server and a computer program for securing the integrity
of user input via a peripheral device into at least one user input field of a
web page loaded in a browser of a host whose security could be
compromised by malicious third parties.

Description of related art

[0002] More and more sensitive information is transmitted over web
interfaces. Banking transactions, web-programming of medical devices,
controlling of fabrication processes, home automation are just a few
applications, where sensitive data are transmitted over a web-interface. A
secure channel as created by the Transport Layer Security (TLS) protocol,
previously called the Secure Socket Layer (SSL), is used to transport these
sensible data securely from a host to a remote web server. However, when
the host is compromised by a malicious third party, the sensitive data input
by a user can be maliciously changed before being submitted to the remote
server.

Brief summary of the invention

[0003] The object of this invention is to find a solution for checking at a
remote server the integrity of user input in a web interface.

[0004] This object is solved by the independent claims.
[0005] The encryption and/or signing of the user input already in the

peripheral device allow(s) the remote server to check the integrity of the
user input. It is much more difficult for third parties to compromise such a
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peripheral device, since the malicious third party needs to hack the
peripheral device.

[0006] The object is further solved by a method for a remote server
comprising the following steps: Receiving a request for a web page with at
least one user input field; sending the requested web site with an
executable program to the requesting browser of a host (H), wherein the
executable program is configured to cause a peripheral device (P)
connected to the host (H) via the peripheral device (P) to encrypt and/or
sign a user input in the user input field of the web page and to send the
encrypted and/or signed user input to the server (S); receiving the user
input encrypted and/or signed; and checking the integrity of the user input
based on the encrypted and/or signed user input.

[0007] The object is further solved by a remote server configured to
perform the following steps: The remote server analyses a requested web
page, if the web page comprises at least two swappable user input fields
which allow interchangeable user input. If the web page comprises at least
two swappable user input fields, the remote server divides the web page in
at least two sub web pages such that each sub web page does not contain
more than one of the swappable user input fields. The web page receives
user input for the at least one user input field of each sub web page
separately.

[0008]  This solution avoids that a malicious host could swap the user
input of two user input fields.

[0009] Further embodiments of the invention are disclosed in the
dependent claims or in the subsequent description of one exemplary

embodiment of the invention.

Brief Description of the Drawings
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[0010] The invention will be better understood with the aid of the
description of an embodiment given by way of example and illustrated by
the figures, in which:

Fig. 1 shows a system according to one embodiment of the
invention.

Fig. 2 shows a method according to one embodiment of the
invention.

Fig. 3 shows a method according to another embodiment of the
invention.

Detailed Description of possible embodiments of the Invention

[0011] Fig. 1 shows a system comprising a remote server S, a host H, a
peripheral device P and user input means I.

[0012] The remote server S is configured to receive a request for a web
page from the host H and to send the requested web page to the host H.
The requested web page is normally identified by an address in the request.
The address is for example a Uniform Resource Locator (URL), a domain
name and/or an IP address. The web page can be any page that can be
accessed by a browser in the host, e.g. an html page. The web page
comprises at least one user input field for submitting user input to the
remote server (S). In a preferred embodiment, the at least one user input
field is configured to receive characters as user input. The remote server S
comprises a server key pair with a server secret key and a server public key.
Preferably, the server comprises a server certificate comprising the server
public key (and information about the server). Preferably, the server
certificate is signed (directly or at the end of the certificate chain) by a
trusted authority.

[0013] The host H is connected over a communication connection to the
server S. The communication connection 1 comprises any communication
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connection with the server like internet, LAN, WLAN, a mobile phone
network like GPRS, UMTS, LTE, others or any combination of those. The
communication connection 1 comprises in a preferred embodiment at least
partly the internet. However, the communication connection 1 could also
be without an internet connection, e.g. if the server S and the host H are
arranged in the same LAN network or are connected by any other
communication connection 1 not requiring internet.

[0014] The host H is any general computing device allowing to run a
browser software like Chrome, Explorer, Safari, Firefox, etc. Examples for
the host are a personal computer, a tablet, a smartphone, etc. The host H
has a processor HC for processing different host applications, in particular
the browser application. The host H has preferably the usual components
of general processing devices like RAM, ROM, Hard disc, etc (not shown).
The host H has further a display interface HD for outputting a signal to be
displayed on a display of the host H. The display can be integrated in the
host H or can be externally connected to the host H. If in the following the
display of information on the host H is described, it means that a display
signal including the information to be displayed is output to the display
interface HD. The display signal output is then displayed on the display of
the host H. The host H has a server interface HS to access the server S over
the communication connection 1. The server interface HS is for example an
Ethernet socket and/or a WLAN interface. The host H comprises further a
peripheral interface HP for connecting the peripheral device P over a
peripheral connection 2. Preferably, the peripheral interface HP is a
Universal Serial Bus (USB) socket/interface or a Bluetooth interface. The
peripheral interface HP is configured to connect local peripheral devices of
the host H like keyboard, display, printer, hard disc and in particular the
peripheral device P to the host H.

[0015] The peripheral connection 2 is a connection configured to
connect local peripheral devices of the host H like keyboard, display,
printer, hard disc and in particular the peripheral device P to the host H. In
a preferred embodiment, the peripheral connection 2 is a USB or Bluetooth
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connection. In a preferred embodiment, the peripheral connection 2 is not
a WLAN or LAN connection.

[0016] The peripheral device P comprises a host interface PH for
connecting the peripheral device P over the peripheral connection 2 with
the host H. The peripheral device P comprises an input interface Pl for
receiving user input from user input means |. The user input means | can be
included in the same peripheral device P or can be arranged in a separate
input device connected over a further peripheral connection 3 as shown in
Fig. 1. In the first case, the input interface could simply correspond to the
internal connection of the user input means | in the peripheral device P,
e.g. the internal bus system of the peripheral device P. In the latter
embodiment, the further peripheral connection 3 is preferably a USB or a
Bluetooth connection. However, other peripheral connection protocols are
possible. In one embodiment, the further peripheral connection 3 follows
the same protocol as the peripheral connection 2, e.g. both interfaces Pl
and PH are USB sockets. In this case, the two interfaces Pl and PH can be
directly connected by a USB connection to forward any information coming
from Pl over PH to the host H. Alternatively, it is also possible that a
converter P3 is arranged between Pl and PH to convert the input from PI
from the Pl protocol to the PH protocol, e.g. from Bluetooth to USB or vice
versa. Instead of the converter P3, the input from PI could be received in a
processor PC and converted in there in the output protocol of PH. The
peripheral device P is configured to receive user input from user input
means | at the input interface Pl and to send the received user input to the
host H. The peripheral device P is preferably realized as embedded device.

[0017]  The user input means | can be any user input means configured
to fill out the at least one user input field of the web page loaded in the
browser of the host H. Preferably, the user input means is configured to
create digital characters in response to user input and to send the created
digital characters, preferably in real time after the user input, to the
peripheral device P. A preferred embodiment of the user input means is a
keyboard. Digital characters refer to letters, numbers, phonemes, words,



10

15

20

25

30

WO 2020/083503 PCT/EP2018/079395

signs (like Chinese, Korean, Japanese signs), etc. in any digital format like
ASCII, Unicode, etc..

[0018] The peripheral device P comprises preferably further a display PD,
a first storage P1 and a second storage P2. Preferably, the first storage P1
stores a peripheral key pair with a peripheral public key and a peripheral
secret key. The first storage P1 comprises preferably further a peripheral
certificate comprising the peripheral public key (and information of the
peripheral device P). Preferably, the peripheral certificate is signed (directly
or at the end of the certificate chain) by a trusted authority. Preferably, the
first storage P1 further stores the executable program code for executing
the described functions of the peripheral device P in the processor PC.
Preferably, the first storage P1 is read-only or can only be accessed by the
manufacturer for updating the peripheral key pair and/or the stored
software. The second storage P2 is for temporally storing/recording user
input for the at least one user input field of the web page loaded in the
browser of the host H in a secure mode of the peripheral device P and/or
for temporally storing the server public key and/or the server certificate.
The first storage P1 and the second storage P2 can be also united in the
same storage or could be further separated in more than two storages
without any limitation of the invention. In general, the first and second
storage P1 and P2 form a storage system (which could be configured
differently) storing the information described as stored in the first and
second storage P1 and P2.

[0019] The functions of the system, the host H, the remote server S, the
peripheral device P and the user input means | are described in the context
of the example shown in Fig. 2.

[0020] The browser operating on the host H requests the web page
from the server S. Normally this can be performed by clicking on a link on
another web page or by inputting the address of the web page with any
user input means. The user input means used for inputting the address can
also be the input means | connected over the peripheral device P as shown
in Fig. 2. The server S sends to the host H and the host H loads from the
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server S, respectively, the web page. The host H displays the web page from
the server S including the user input fields which have to be filled out by a
user of the host H and submitted to the server S. Preferably, the web page
is an HTTPS web page or requires otherwise a secure channel (TLS) between
the host H and the server S.

[0021] In a preferred embodiment, the server S sends an executable
program to the host H for controlling the operation of the peripheral
device P. This executable program is preferably included in the web page
and/or is loaded with the web page in the host H. The executable program
is preferably interpreted and/or executed by the browser of the host H. The
executable program is preferably an executable script. The executable
program is preferably written in Java or Java script. The executable
program is preferably a Java snippet. The executable program uses
preferably the WebUSB APl and/or WEBBluetooth API for accessing the
peripheral device P. The WebUSB API and the WEBBIuetooth API are
preferably offered as plug-in or as standard configuration of the browser.
When the web page is loaded on the host H, the host H or the browser,
respectively executes the executable program. The striped region 4 in Fig. 2
exemplarily shows the execution time of the executable program. The
execution of the executable program starts the secure mode of the
peripheral device P and/or starts the security functions of the peripheral
device P as described below. Even if the controlling of the peripheral device
P by an executable program sent by the server S with the web page is a
highly preferred embodiment, because the host H does not require any
installations, plug-ins or variations for the present invention, it is
alternatively also possible that the browser or the host H includes a
software for causing the security functions of the peripheral device P or
that the peripheral device P detects itself without the help of the host H,
when the security functions need to be applied. It is also possible that the
peripheral device applies always the security functions described below
such that it does not need an activation of the host H.

[0022] In a preferred embodiment, the secure mode causes the
establishment of a secure channel between the server S and the peripheral
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device P. If in the following a secure channel is mentioned without any
clarification to the contrary, the secure channel between the server S and
the peripheral device P is meant. Preferably, the host H (caused by the
executable program) sends a message to the peripheral device P to start the
secure mode and/or to initialize said secure channel. The server S and the
peripheral device P preferably exchange the server public key and the
peripheral public key so that the server S possess the peripheral public key
and the peripheral device P possess the server public key. The exchange of
the public keys or the certificates is preferably performed according to the
TLS protocol or the protocol of the secure channel. However, any other
exchange method is possible. Preferably, one or both of the public keys are
exchanged in the form of the above-mentioned certificate. This allows the
one of the server S and the peripheral device P receiving the certificate of
the other one to authenticate the other one based on the signature of the
other’s certificate. In one embodiment, the initialization of the secure
mode or the secure channel can depend on the successful authentication of
one or both of the server S and the peripheral device P by the respective
other. In particular, the peripheral device P could send the peripheral public
key or the peripheral certificate, respectively, only if the authentication of
the server S based on the server certificate was successful and/or vice versa.
Once the secure channel is created between the server S and the peripheral
device P, the peripheral device P can send information directly through the
secure channel to the server S. The secure channel is preferably established
over the host H as a non-trusted transport. This means that the information
is encrypted (with the server public key) and/or signed (with the peripheral
secret key). The encrypted and/or signed information is sent over the
peripheral connection 2 to the host H which forwards the encrypted and/or
signed information over the communication connection 1 to the serverS.
The browser and the host H are considered as untrusted transport and
cannot change and/or read the information sent over the secure channel, at
least not without being noticed by the server S. However, the secure
channel can also be established over another communication channel than
the peripheral connection 2, for example over an optional separate
communication connection 5 to the server S which avoids the host H. This
could be realized by a mobile phone connection like a GSM, GPRS, UMTS,
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LTE, or other. In one embodiment, the identity of the server S read from
the server certificate is displayed on the display PD of the peripheral device
P. This allows the user to verify the identity of the server S.

[0023]  Alternatively, the information sent from the peripheral device P
to the server S can also be encrypted and/or signed by other means than
the secure channel. For example, the encryption and/or signature can be
based on other protocols or on pre-shared keys. For some applications, pre-
shared keys might be the better alternative.

[0024] In the secure mode, the peripheral device P sends the user input
received from the user input means | for the input of the at least one user
input field of the web page in encrypted and/or signed form to the server
S. Preferably, the encrypted and/or signed user input comprises the (evtl.
encrypted) user input, a check sum of the (evtl. encrypted) user input and a
signature. The signature is preferably created as a function of the check
sum and the peripheral secret key. If the user input is encrypted, it is
encrypted preferably on the basis of a symmetric session key secretly
exchanged between the server S and the peripheral device P with the
establishment of the secure channel. Alternatively, it is also possible to
encrypt the user input with the server public key. However, in another
embodiment, the encrypted and/or signed user input could comprise any
other processed information of the user input based on encryption or
signing which would allow the check of the integrity of the user input in
the server. For example for pre-shared (symmetric or asymmetric) keys or
with the symmetric session key exchanged with the establishment of the
secure channel, the encryption of the user input (without the signature)
would also be sufficient to check the integrity in the server S. If the
arrangement of the user input for the calculation of the checksum is
unambiguous, it would also be sufficient to send just the signature as
encrypted and/or signed user input to the server S to check the integrity of
the user input received from the host H.

[0025] In a preferred embodiment, the user input received during the
secure mode in the peripheral device P from the user input means | is
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transferred twice. Once the user input is transferred in real time to the host
H for being displayed (in real time) on the host H in the user input fields.
This user input transferred in real time is transferred in the standard user
input format and/or not encrypted and/or signed. This first transferred user
input corresponds to the normal functioning and/or transmission format of
the user input means I. This first transferred user input can be read by the
host H. “Real time” means here without any processing delay which could
be detected by a human user. If the user input means creates characters,
e.g. by a keyboard, each character received is immediately forwarded to
the host H to be displayed in the selected user input field. The user input is
transmitted then a second time in encrypted and/or signed form to the
serverS.

[0026] Even if it is also possible to send the encrypted and/or signed user
input directly / in real time to the server S when received from the user
input means |, it is preferred to send the encrypted and/or signed user input
for the at least one user input field (only) after a recording time period.
The user input received from the user input means | for the at least one
user input field is recorded during the recording time period and then
encrypted and/or signed and then sent to the server S. The recording time
period ends preferably, when the user input of the at least one user input
field of the web page is submitted from the browser to the server S or
when the user performs an action which deselects the present field.
However, it is also possible to send the encrypted and/or signed user input
after different recording time periods. The end of the recording time
period could be caused by a recording end message such as a submission
message as shown in Fig. 2. The submission message could be sent from the
executable program or the host H to the peripheral device P, when the user
submits the user input of the web page. This is normally performed by
pressing the submit button on the web page. The end of the recording
time period could be caused by detecting in the user input received from
the user input means | an user input like a tab or enter key which indicate
the will of the user to send the data. The end of the recording time period
could be caused by an end of recording message from the server. This is for
example the case, if the user changes the field by a mouse click. Then, the



10

15

20

25

30

WO 2020/083503 PCT/EP2018/079395

11

executable program on the browser informs the server S and the server S
can send the end of recording message to the peripheral device P over the
secure channel. The recording time period starts preferably with the
establishment of the secure mode or the secure channel. In another
embodiment, the recording period could start with the end of a previous
recording period or with a recording start message, e.g. a field message as
described later.

[0027] When the user selects a first one of the at least one user input
field of the web page, the executable program and/or the host H sends
preferably a field message to the peripheral device P. The peripheral device
P can determine from the field message the field tag (user input field ID)
and/or the selection period during which the first user input field is selected
or activated for user input. Alternatively, the field message could also be
sent from the server S over the secure channel to the peripheral device P, if
the executable program informs the server S about the selected field. The
selection period corresponds to the time during which each user input is
inserted the first user input field. The end of the selection period could be
detected by a new field message for the selection of a second one of the at
least one user input field or by a selection end message. During the
selection period, the peripheral device records the user input. Since the
peripheral device P knows that all the user input received is for the selected
user input field, it can store the user input recorded during the selection
period associated to the field tag of the selected user input field. This
embodiment has the advantage that the recording of the user input for the
user input fields of the web page received from the user input means | can
be interrupted. For example, if the user selects another user field or
another application program in the host H during the user input in the web
page, the peripheral device P is informed about the deselection of the
corresponding user field and the recording of the user input in the
peripheral device P can be adapted accordingly. Preferably, the field tag
received from the host H, presently selected and/or corresponding to the
present selection time period is displayed on the display PD of the
peripheral device P.
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[0028] In one embodiment, the peripheral device P displays the user
input received for the user input fields of the web page, received during
the recording time period and/or received during the selection period(s) of
the at least one user input field. The user input can be displayed in
response from receiving the user input from the user input means |, i.e. in
real time. The display PD can show each time a user input is received just
the newly received user input or the adapted complete user input of the
presently selected user input field. Alternatively or additionally, the user
input can be displayed before being sent in encrypted and/or signed form
to the server S on the display PD of the peripheral device P. In one
embodiment, the submission of the encrypted and/or signed user input
from the peripheral device P to the server S might depend further on a
confirmation of the user in the peripheral device P or the user input means
l.

[0029]  Once the user has finished the user input in the web page, i.e.
the user filled at least all obligatory user input fields of the web page, the
user submits the user input to the server S. This is normally realized by a
submit button on the web page, by pressing enter on a keyboard or by
other measures. Depending on the web page, the user input is submitted in
encrypted and/or signed form from the host H to the server S. For example,
if the web page requires a secure channel between the host H and the
server S, preferably a TLS connection, the user input is sent from the host H
or the browser to the server in encrypted and signed form. The secure
channel is however established on the basis of a key pair of the host H
which is different to the peripheral key pair. The signature would then be
based on the secret key of the host. In a preferred embodiment, the user
input is transferred once over a first secure channel between the host H
and the server S and another time over a second secure channel between
the peripheral device P and the server S. However, it is also possible that
the user input submitted from the host H to the server S is transmitted
without any security mechanism.

[0030] In a preferred embodiment, the submission of the user input
from the host H to the server S or the command for this submission causes
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as well the submission of the encrypted and/or signed user input from the
peripheral device P to the server S. Preferably, the submission of the user
input from the host H to the server S or the command for this submission
causes a submission message from the host H or the browser (caused by the
executed program) over the peripheral connection 2 to the peripheral
device P. In response to receiving the submission message from the host H,
the peripheral device P encrypts and/or signs the user input (recorded) for
the user input fields of the web page. As described above, the peripheral
device creates preferably a user input message body. The user input
message body includes at least the user input (recorded) for the user input
fields, preferably also the user input field tags associated with the
corresponding user input. However, other user input message bodies are
also possible. The user input message body can be encrypted in one
embodiment. The user input message body is preferably encrypted by a
symmetric session key created with the establishment of the secure
channel. The peripheral device P creates a checksum, e.g. a hash sum, of the
message body, and creates a signature on the basis of the created
checksum and the peripheral secret key. Preferably, the peripheral device
sends in a preferred embodiment the user input message body, the
checksum and the signature to the server S. The encrypted and/or signed
user input is sent from the peripheral device P over the peripheral
connection 2 to the host H which just forwards the information to the
remote server S.

[0031] The remote server S receives the encrypted and/or signed user
input from the peripheral device P. The remote server S can then check the
integrity of the user input. The integrity comprises preferably the
authenticity, i.e. if the user input comes from the peripheral device P,
and/or the question, if the user input was changed by the host H. The
authenticity can be checked on the basis of the signature received from the
peripheral device and on the basis of the peripheral certificate. There are
many embodiments, to check, if the user input received was changed.
Preferably, this is checked on the basis of the checksum and signature
received with the encrypted and/or signed user input and on the basis of
the peripheral public key. If this check is positive, the remote server S
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knows that the user input in the user input message body corresponds to
the user input really input by the user in the user input means I. A further
check could comprise the comparison of the encrypted and/or signed user
input received from the peripheral device P with the user input received
from the host H. If there is a difference between the two user inputs, it is
very likely that the host H has been compromised. In one embodiment, the
remote server S could refuse the user input, if the integrity check of the
encrypted and/or signed user input was not successful.

[0032] The host H, the browser on the host H and/or the executable
program could end the secure mode of the peripheral device P by sending a
send secure mode message to the peripheral device P. This is for example
done, when the submission of user input of the web page is finished.
Therefore, the submission message could also end the secure mode after
the peripheral device P has sent the encrypted and/or signed user input to
the server S. It is also possible to end the secure mode by a separate
message as shown in Fig. 2. This allows to use the same secure channel or
secure mode for subsequent web pages with at least one input field of the
same server S. In one embodiment, the server S can send a confirmation
message to the peripheral device P to confirm that the integrity of the user
input at the server S is accepted. This confirmation message is preferably
sent over the secure channel to the peripheral device P. This confirmation
message can be shown on the display PD of the peripheral device

[0033] The peripheral device P is preferably configured to operate in
two working modes: A standard mode and a secure mode. In a standard
mode, the peripheral device P works as a normal peripheral hub or
transponder which just forwards the user input received from the user
input means |. As a standard user input, this is forwarded in real time as
received to the host H. This forwarding might need a conversion, if the
protocol changes from the interfaces Pl to PH. In a secure mode, the
peripheral device P performs security functions like encrypting and/or
signing the user input for the at least one user input field of the web page.
Preferably, the peripheral device P performs in the security mode in
addition/in parallel to the security functions also the functions of the
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standard mode and/or the function of forwarding the user input,
preferably in real time, to the host H. It is also possible in an alternative
embodiment that the peripheral device P works only in the security mode.

[0034] Preferably, the peripheral device P establishes in the secure mode
a secure channel, preferably a TLS channel, between the peripheral device P
and the server S for encrypting and/or signing the user input and for
sending the encrypted and/or signed user input to the server S. However, it
is alternatively also possible that the encryption and/or signature is
performed without a secure channel. For example, the peripheral device
could simply send the encrypted and/or signed user input to the host H
which forwards them to the server S.

[0035] In the described embodiment, the encrypted and/or signed user
input is sent from the peripheral device P over the peripheral connection 2,
the host H and the communication connection 1 to the server S. However,
in an alternative embodiment, it is also possible to send the encrypted
and/or signed user input over a separate communication connection 5 to
the server S. This separate communication connection 5 is used for all direct
communications between the serve S and the peripheral device P which
were transmitted in the previous embodiment over the secure channel. The
server S and the peripheral device P could establish also a secure channel
over the separate communication connection 5. The separate
communication connection 5 preferably bypasses the peripheral connection
2 and/or the host H such that the encrypted and/or signed information are
not sent over the peripheral connection 2 and/or the host H. This
communication connection 5 between the peripheral device P and the
server S could comprise a mobile phone connection like a GSM, GPRS,
UMTS, LTE, or other. The peripheral device could comprise a separate
interface PS for the separate communication connection 5, if the separate
communication connection 5 cannot be connected over the same interface
PH as the peripheral connection 2. The separate interface PS could be for
example an interface for a mobile phone communication network like
GSM, GPRS, UMTS, LTE, etc. The peripheral device P could be for example a
USB stick which provides a USB connection to the host H as peripheral
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connection 2 and includes a mobile phone interface PS for establishing the
separate communication connection 5 to the server S. The peripheral device
P could also be a smartphone for establishing the separate communication
connection 5 to the server S over a mobile phone network and for
establishing a peripheral connection 2 to the host H over Bluetooth.

[0036] The described embodiment can prevent any attack in the host H
which would change the user input into the at least one user input field of
the web page. However, the host could still swap user input fields on the
display of the host H such that the user inputs the user input in the wrong
user input field. The following embodiment shown in Fig. 3 will prevent
this swapping attack at the host H.

[0037] A program on the server S checks, if the web page requested by
the host H contains at least two user input fields whose user input is
interchangeable (interchangeable user input fields). A first and second user
input field are considered to be swappable or interchangeable, if the
potentially allowed set of user input for the first user input field and the
potentially allowed set of user input for the second user input field
intersects at least partly. In other words, if there is any potential user input
that can be inserted in both user input fields, the two user input fields are
interchangeable. If the user input is not interchangeable, the web page is
submitted to the requesting host H and the process continues as described
in Fig. 2. If the user input of at least two user input fields is
interchangeable, the program divides the requested web page in at least
two sub web pages, preferably in so many sub web pages, so that each sub
web page does not contain interchangeable user input fields. The sub web
pages are send to the requesting host H separately such that the user input
of the user input fields is received for each sub web page separately. The
sub web pages can for example be send subsequently to the host H so that
the next sub web page is loaded at the host H, when the user input of the
previous sub web page was submitted. The user input for each sub web
page is input by the user as described in Fig. 2. However, it is also possible
to provide other input mechanisms for inputting the user input in the sub
web pages.



10

15

20

WO 2020/083503 PCT/EP2018/079395

17

[0038] While the protection against swapping of input fields as
described in Fig. 3 prevents label or field tag swapping on a web page, the
attacker may perform a more sophisticated attack: the cross-page label
swapping attack. In such an attack, the compromised host H first learns the
labels or field tags of the user input fields in all sub web pages, potentially
from a previous session between the user or host H and the server S. Then,
in a new session, the host swaps the labels of two swappable fields in two
different sub web pages. Since the user may not remember in which sub
web page a particular user input field appears, he might be tricked into
entering the wrong values for these fields.

[0039] Asasolution, it is proposed that a sub web page that contains a
user input field that is swappable with a user input field of another sub
web page requires the user to input both the field tag (or label) and the
value in the user input field. In other words, the server instructs the user to
input both the field tag (or label) and the value in the user input field. The
server S could realize this by adding another user input field in which the
user has to enter the field tag of said swappable user input field. The
instruction can be embedded in the web page for the user to see. Since the
entire user input is then secured using the secure channel between the
peripheral device P and the server S, the user's input value is bound to its
corresponding field tag using the signature and/or encryption generated by
the peripheral device P. Therefore, the server S can know the correct field
tag for a given user input value, even if the malicious host swaps their field
tags.
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Claims

1. Method comprising:

loading in a browser running on a host (H) a web page from a remote
server (S), wherein the web page comprises at least one user input field;

inputting over a peripheral device (P) connected over a peripheral
connection (2) with the host (H) user input into the at least one user input
field;

characterized in that

the peripheral device (P) encrypts and/or signs the user input and sends
the signed and/or encrypted user input to the server (S); and

the remote server (S) checks the integrity of the user input based on the
encrypted and/or signed user input.

2. Method according to claim 1, wherein the peripheral connection (2) is a
USB or Bluetooth connection.

3. Method according to claim 1 or 2, wherein the peripheral device (P)
receives the user input from a user input means (), wherein the user input
means (l) is included in the peripheral device (P) or connected over a
further peripheral connection (3) with the peripheral device (P).

4. Method according to claim 3, wherein the peripheral device (P) records
the user input received from the user input means (I) for the input of the at
least one input field of the web page, wherein the step of encrypting
and/or signing the user input comprises encrypting and/or signing the user
input recorded in the peripheral device (P).

5. Method according to claim 4,
wherein the host (H) sends field information about the selected one of
the at least one user input field,
wherein the peripheral device (P)
determines from the field information a selection period and a field
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tag of the selected user input field,

records the user input received during the selection period from the
user input means;

sends the field tag together with the recorded user input in
encrypted and/or signed form to the server (S).

6. Method according to claim 4 or 5, wherein the peripheral device (P)
creates a message body including for each of the at least one user input
fields of the web page the corresponding recorded user input, wherein the
step of encrypting and/or signing the user input recorded in the peripheral
device encrypt comprises encrypting and/or signing the message body,
wherein the step of sending the user input comprises sending the
encrypted and/or signed message body.

7. Method according to one of claims 4 to 6, wherein the host (H) sends a
submission message to the peripheral device (P), when the user input in the
at least one input field of the web page is submitted to the remote server
(S),

wherein the peripheral device (P), in response to receiving the
submission message from the host, encrypts the user input recorded in the
peripheral device (P).

8. Method according to one of claims 3 to 7, wherein the user input
comprises characters, wherein the peripheral device (P) sends the characters
received from the user input means a first time in real time to the host (H),
wherein the peripheral device (P) sends the user input received from the
user input means a second time encrypted and/or signed to the server (S).

9. Method according to one of claims 1 to 8, wherein the remote server (S)
comprises a server key pair with a server secret key and a server public key,
wherein the peripheral device (P) comprises a peripheral key pair with a
peripheral secret key and a peripheral public key, wherein the remote
server (S) and the peripheral device (P) exchange the server public key and
the peripheral public key and establish a secure channel between the
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remote server (S) and the peripheral device (P) for sending the encrypted
and/or signed user input to the remote server (S).

10.Method according to one of claims 1 to 9, wherein the at least one user
input field comprises a plurality of user input fields, wherein

the remote server (S) analyses the web page, if the web page comprises
at least two swappable user input fields which allow interchangeable user
input,

if the web page comprises at least two swappable user input fields, the
remote server (S) divides the web page in at least two sub web pages such
that each sub web page does not contain more than one of the swappable
user input fields, and

a user inputs and submits the user input for the at least one user input
field of each sub web page separately.

11.Method for peripheral device (P) with a peripheral interface for
connection with a host (H), comprising the following steps:

receiving user input for input fields of a web page loaded in a browser
of the host (H);

sending the received user input over the peripheral interface;
characterized by

encrypting and/or signing the received user input and sending the
encrypted and/or signed user input over the peripheral interface.

12.Computer program configured, when executed on a processor, to
perform the method according to one of claims 1 to 12.

13.Computer program delivered with a web page to a browser on a host
(H), characterized in that the computer program is configured, when
executed on the host (H), to perform the following step:

causing a peripheral device (P) connected over a peripheral connection
with the host (H) to encrypt and/or sign the user input for at least one user
input field of the web page loaded in the browser of the host (H).
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14.System comprising:

a remote server (S) with a web page with at least one user input field;

a host (H) connected over a communication connection (1) with the
remote server (S), the host (H) comprising a browser;

a peripheral device (P) connected over a peripheral connection (2) with
the host (H);

characterized in that

the peripheral device (P) is configured to encrypt and/or sign a user
input for the at least one user input field of the web page loaded in the
browser and to send the encrypted and/or signed user input to the server
(S), and

the remote server (S) is configured to check the user input based on the
encrypted and/or signed user input.

15.A peripheral device for secure input of user input in at least one user
input field of a web page loaded on a browser of an insecure host,
comprising:
an input interface (PI) for receiving user input from a user input means
() for the at least one user input field;
a host interface (PH) for connecting the peripheral device (P) over a
peripheral connection to the host (H);
characterized by
a storage (P2) for recording user input received at the input interface
for the at least one user input field;
a processor (PC) configured during a secure mode to
record in the storage (P2) the user input received at the input
interface (PI) for the at least one user input field;
encrypt and/or sign the user input recorded in the storage (P2); and
send the encrypted and/or signed user input to the server (S) of the
web page.



WO 2020/083503 1/3 PCT/EP2018/079395

Rt

HS 5
HC I i
HD : Fig. 1
[
I
HP ;
[
I
2 I
/ '
I
PH 'ps |
P _ _ _I
I i N e PD
1P3] |1
TN
P P1 P2
/3




2/3

WO 2020/083503 PCT/EP2018/079395
S H P I
<Request page Input pagefjaddress in browser
Load page with 4
Java snippet ;
7| start secure mode
2
//
Initialize secureé channel
< 7 >
A ..
é Field message 1
o
é Input for field1
? Record |input
g Input for field1
% Record |input
2
? Field message 2
é g
? Input for field 2
n .
? Record [input
? Input for field 2
21 - .
W, ecord |input
SubmitZkommand
? Submission message
? Encrypt)/ sign
Submit input 2
recorded input Zencrypted/signed
< 7
Z
//
Check | integrity ? end secure mode
of |input é
Z

Fig. 2




3/3

WO 2020/083503 PCT/EP2018/079395
5 H P |
<Request page < Input pageladdress in browser
Seperate Jpage in multiple
pages 1,2, ...n
Load page 1 with > 4
Java snippet o, Input for fields|of page 1

of page 1 with signat

ure

gend input for field

Load page 2

Input for fields

of page 2

Load page n

2end input for fieldif page 2 with signatfure

Input for fields

of page n

7,

Fig. 3

2end input for fedif page n with signafure




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2018/079395

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F21/83 GO6F21/62
ADD. HO4L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

ARITRA DHAR ET AL: "Integrikey:
End-to-End Integrity Protection of User
Input",

IACR, INTERNATIONAL ASSOCIATION FOR
CRYPTOLOGIC RESEARCH

vol. 20180212:132229

20 December 2017 (2017-12-20), pages 1-15,
XP061023992,

Retrieved from the Internet:
URL:http://eprint.iacr.org/2017/1245.pdf
[retrieved on 2017-12-20]

page 1, left-hand column, lines 1-6, 9-12,
14-16,19-21,29-31

page 1, right-hand column, lines 12-15,
16-23, 26-35, 40-46

page 2, left-hand column, Tines 7-11,
17-21, 33-35

page 2, right-hand column, lines 2-5

_/__

1-15

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international

filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other

means

"T" later document published after the international filing date or priority

date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be

considered novel or cannot be considered to involve an inventive

step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination

being obvious to a person skilled in the art

"P" document published prior to the international filing date but later than

the priority date claimed

"&" document member of the same patent family

Date of the actual completion of the international search

7 January 2019

Date of mailing of the international search report

14/01/2019

Name and mailing address of the ISA/

Tel. (+31-70) 340-2040,

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Authorized officer

Fax: (+31-70) 340-3016 Yamajako-Anzala, A

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2018/079395

C(Continuation).

DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

page 3, left-hand column, Tines 9-13,
34-44

page 3, right-hand column, lines 4-14,
19-31, 35-47

page 4, left-hand column, lines 1-22
page 5, left-hand column, Tines 7,8
page 5, right-hand column, lines 54,55
page 6, left-hand column, Tine 1

page 8, left-hand column, lines 12-18,
31-46

page 13, left-hand column, lines 8-16
US 2010/180120 Al (FRENKEL LIOR [IL] ET
AL) 15 July 2010 (2010-07-15)

paragraph [0004]
paragraph [0005]
paragraph [0006]
paragraph [0007]
paragraph [0016]
paragraph [0023]
paragraph [0024]
paragraph [0027]
paragraph [0072]
paragraph [0026]
paragraph [0101]

US 2014/181529 Al (JOYCE III ARTHUR W
[US]) 26 June 2014 (2014-06-26)

paragraph [0002]
paragraph [0007]
paragraph [0012]
paragraph [0013]
paragraph [0019]
paragraph [0034]
paragraph [0036]
paragraph [0042]
paragraph [0035]
paragraph [0047]

US 2013/179685 Al (WEINSTEIN DAVID [US] ET
AL) 11 July 2013 (2013-07-11)

paragraph [0008]
paragraph [0009]
paragraph [0065]
paragraph [0049]
paragraph [0053]
paragraph [0069]
paragraph [0084]

1-15

1-15

1-15

Form PCT/ISA/210 (col

ntinuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2018/079395
Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2010180120 Al 15-07-2010  EP 2188942 A2 26-05-2010
US 2010180120 Al 15-07-2010
WO 2009031140 A2 12-03-2009
US 2014181529 Al 26-06-2014  EP 2936369 Al 28-10-2015
US 2014181529 Al 26-06-2014
US 2017170964 Al 15-06-2017
WO 2014100640 Al 26-06-2014
US 2013179685 Al 11-07-2013 US 2013179685 Al 11-07-2013
WO 2013106286 Al 18-07-2013

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report

