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quested data in response to the user request. The search for the requested data can include searching for a security list that has the
security context as a key, the security list including an address in the cache of the requested data.
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OPTIMIZING A DATA CACHE WHEN APPLYING USER-BASED SECURITY

Field of the Invention

The present invention relates to the field of databases. In particular, the invention relates to a

optimising a data cache when applying user based security.

Background of the invention

Business Intelligence (BI) is a category of software that facilitates business enterprise
decision-making and governance. BI provides reporting/analysis tools to analyze, forecast
and present information; it also provides database management systems to organize, store,
retrieve, and manage data in databases, such as Online Analytic Processing (“OLAP”)

databases.

OLAP data sources and tools are a subset of Bl tools. OLAP tools are report generation
tools and are a category of database software. OLAP provides an interface for the user to
limit raw data according to user predefined functions and interactively examine results in
various dimensions of data. OLAP systems provide a multidimensional conceptual view of
data, including full support for hierarchies and multiple hierarchies. OLAP tools are,
typically, implemented in a multi-user client/server mode to offer consistently rapid
responses to queries, regardless of database size and complexity. OLAP allows the user to
synthesize information using an OLAP server that is specifically designed to support and
operate on multidimensional data sources. The design of the OLAP server and the structure

of the data are optimized for rapid ad hoc information retrieval in any orientation.

In terms of structure and volume, typical OLAP systems are organized as follows, with the

upper structural elements acting as containers for the lower elements:

o Cubes - tens per application
o Dimensions - tens per cube, hundreds per application

. Hierarchies - ones per dimension, hundreds per application
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o Levels - ones per hierarchy, hundreds to thousands per application
o Members - hundreds to thousands per level, tens of thousands to millions

per application

In a BI Reporting System, the query performance of each user gesture must be as fast as
possible. A cache memory, or cache, is commonly used to speed up the process.
Specifically, a data cache may be used to store commonly used items of data (including
metadata) so that the fetching of data from the data source is minimized. Figure 1 shows a
conventional BI system that more typically includes a data cache. This figure is described in

further detail below.

The data cache may store various different types of data including metadata, which is
understood to be “data about data.” For example, any instance of the above-mentioned
OLAP structural elements, such as a “Geography” dimension or a “Canada” member, may
be stored in a data cache. In fact, given that an OLAP data source may be a relational
database organized as a star schema with dimension tables on the perimeter and for which
every dimension member is stored as a row in a dimension table, members are often
considered to be data rather than metadata. Accordingly, it is not necessary to distinguish a

different type of cache for different types of data.

Different users of the BI Reporting System may have different security rights such that
access to particular data (including metadata) may be restricted. These security rights are
defined within the security subsystem of each OLAP data source that the BI Reporting
System interfaces with. An OLAP data source's security subsystem is typically organized as
a set of security profiles. Users are assigned to specific security groups, which could be
nested and remain fixed even after users authenticate (log in) to the BI Reporting System.
Users may also be assigned permitted security roles, and have the opportunity to select one
or more of these roles when authenticating (logging into) the BI Reporting System. Each
security profile associates one named security group or role with a specific set of access
rights. OLAP systems may restrict access to data for various different security profiles, with

different rules specified against different types of data.
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When a user authenticates (logs into) the BI Reporting System and queries data from a
specific OLAP cube, the combination of effective security profiles for that authenticated user
and OLAP data source, is what defines this user’s security context. For example, a user
authoring a Time by Geography sales report (cross-tab) may not be entitled to see the results
of all potentially available years and every geographic location (for example, countries);
certain year and country members are therefore filtered out based on this user’s security

context (effective security profiles defining access to the Time and Geography dimensions).

When caching data, the BI system needs to know what data is common among users and
therefore can be safely shared (seen by different users), and what data is not common, i.e.
secure (not to be seen by certain types of users). To address this requirement, most BI
systems currently implement one of two typical approaches. The first approach is to have
system administrators copy and redefine the security rules (access rights) of the underlying
OLAP data source, directly within the BI system, and have the BI system log into the data
source as a single super user. This implies that filtering based on security context of each
user needs to be performed prior and/or subsequent to any access to the cache in order to
only return data that each user is entitled to view. A second approach is to have individual
BI system users connect to the underlying OLAP data source using their own credentials,
and to not share any cached data information between users. In general, the first approach is
preferred for performance (uses less cache memory for the typically large volume of

members), whereas the second approach is preferred for ease of maintenance.

With the first approach where security rules are redefined in the BI system, every security
profile needs to be maintained in two places: the BI system and the OLAP data source. In
addition to being cumbersome, such security maintenance overhead is error-prone. On the
other hand, with the second approach where multiple data caches are being created by the Bl
system (one cache per user), this makes for very inefficient usage of memory and, given the

typically large volume of members, can prove to be quite costly in terms of performance.
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Brief summary of the invention

Viewed from a first aspect, the present invention provides a secure caching method. This
caching method comprises receiving a user request for data and a security context, searching
a cache for the requested data based on the user request and the received security context. If
the requested data is found in the cache, returning the cached data in response to the user
request. If the requested data is not found in the cache, obtaining the requested data from a
data source, storing the obtained data in the cache and associating the obtained data with the

security context, and returning the requested data in response to the user request.

This solution addresses deficiencies in the current state of the art, in the following matter.
Because security rules are essentially “discovered” and “represented as security lists” (which
can be placed in a data cache), as individual BI system users submit queries (reports), this
data—source agnostic approach does not have the requirement that every security rule must

be redefined in the BI system.

Furthermore, because security lists are lightweight lists of references to cached data, the
cached data itself is independent of security profile and consequently contains little to no
redundancy associated with the requirement to honor the access rights of different security
profiles. With this solution, the cache memory is optimized in size and would not grow
significantly as more and more users, having to the same or different security contexts, log

into the BI system and submit reports/queries.

Viewed from another aspect, the present invention provides a secure caching method
comprising: receiving a user request for data and a security context; searching a cache for the
requested data based on the user request and the received security context; if the requested
data is found in the cache, returning the cached data in response to the user request, and if
the requested data is not found in the cache, obtaining the requested data from a data source,
storing the obtained data in the cache and associating the obtained data with the security

context, and returning the requested data in response to the user request.
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Preferably, the present invention provides a method wherein the cached data is stored with a
corresponding list that associates the cached data with the security context and wherein if the
requested data is not found in the cache, generating a new list for associating the obtained
data stored in the cache with the security context by storing references to the obtained data

stored in the cache.

Preferably, the present invention provides a method wherein the new list is stored in a list
storage unit in which number of stored lists increases incrementally based on received user

queries.

Preferably, the present invention provides a method further comprising purging a list from a

list storage unit if a change in the cached data compromises integrity of the list.

Preferably, the present invention provides a method further comprising initializing a list
storage unit prior to using the cache, wherein the initializing comprises submitting queries to
the data source for commonly used data for commonly used security contexts, loading the
cache with the results of the queries and creating security lists which reference the cached

data.

Preferably, the present invention provides a method further comprising checking stored lists
for redundancy and if two identical lists are found, the two identical lists are collapsed into a

single list.

Preferably, the present invention provides a method wherein the data is metadata.

Preferably, the present invention provides a method wherein the security context is a user

security profile.

Viewed from another aspect, the present invention provides a secure caching method in a
system connected to a user and a data source, said data source having defined access rights
based on a security context of users. The method includes receiving a user request including

a security context and a data identifier and checking in a list storage for the presence of a list
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identified by the security context and the data identifier. If the list is not present, creating a
list in the list storage identified by the security context and the data identifier, retrieving data
from the data source, and storing the retrieved data in a data storage, and populating the
created list with addresses of storage of the retrieved data stored in the data storage. If the

list is present, retrieving data from the data storage using the storage addresses in said list.

Preferably, the present invention provides a method wherein the data identifier is a cube

dimension identifier.

Preferably, the present invention provides a method wherein the data storage is a cache that

comprises data provided from a plurality of heterogeneous remote data sources.

Preferably, the present invention provides a method further comprising preloading the data
storage and the list storage, wherein the list storage is preloaded with lists corresponding to
commonly used security contexts and data identifiers, and the data storage is preloaded with

commonly used data referenced by said preloaded lists.

Preferably, the present invention provides a method wherein the data stored in data storage is

OLAP metadata.

Viewed from another aspect, the present invention provides a caching system comprising: a
processor executing software modules; and a memory storing the software module, wherein
the software modules comprise: a receiver module which receives a user request for data
and a security context; a search module which searches a cache for the requested data based
on the user request and the received security context; a management module which obtains
the cached data in response to the user request if the requested data is found in the cache, and
wherein if the requested data is not found in the cache, the management module obtains the
requested data from a data source, stores the obtained data in the cache and associates the
obtained data with the security context, and returns the requested data in response to the user

request.



10

15

20

25

30

WO 2011/104237 PCT/EP2011/052612

Preferably, the present invention provides a system wherein if the search module does not
find the requested data in the cache, the management module generates a new list for
associating the obtained data stored in the cache with the security context by storing

references to the obtained data stored in the cache.

Preferably, the present invention provides a system wherein the management module stores
the new list in a list storage unit in which number of stored lists increases incrementally

based on unique received user queries.

Preferably, the present invention provides a system further comprising a purge module
which purges a list from a list storage unit if a change in the cached data compromises

integrity of the list.

Preferably, the present invention provides a system further comprising a preloading module
which initializes a list storage unit prior to using the cache, wherein the preloading module
submits queries to the data source for commonly used data for commonly used security
contexts, preloads the cache with the results of the queries and creates new security lists

which reference the cached data.

Preferably, the present invention provides a system further comprising a check module
which checks stored lists for redundancy and if two identical lists are found, which collapses

the two identical lists into a single list.

Viewed from another aspect, the present invention provides a computer readable medium
storing instructions for secure caching, the instructions comprising: receiving a user request
for data and a security context; searching a cache for the requested data based on the user
request and the received security context; if the requested data is found in the cache,
returning the cached data in response to the user request, and if the requested data is not
found in the cache, obtaining the requested data from a data source, storing the obtained data

in the cache and associating the obtained data with the security context.
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Preferably, the present invention provides a computer readable medium wherein the
instructions further comprise: if the requested data is not found in the cache, generating a
new list for associating the obtained data stored in the cache with the security context by

storing references to the obtained data stored in the cache.

Preferably, the present invention provides a computer readable medium wherein the
instructions further comprise the new list is stored in a list storage unit in which number of

stored lists increases incrementally based on unique received user queries.

Preferably, the present invention provides a computer readable medium wherein the
instructions further comprises purging a list from a list storage unit if a change in the cached

data compromises integrity of the list.

Preferably, the present invention provides a computer readable wherein the instructions
further comprises initializing a list storage unit prior to using the cache, wherein the
initializing comprises submitting queries to the data source for commonly used data for
commonly used security contexts, loading the cache with the results of the queries and

creating new security lists which reference the cached data.

Preferably, the present invention provides a computer readable wherein the instructions
further comprises checking stored lists for redundancy and if two identical lists are found,
the two identical lists are collapsed into a single list.

Brief description of the drawings

A preferred embodiment of the present invention will now be described by way of example

only, with reference to the accompanying drawings in which:

Figure 1 is a block diagram illustrating a BI system as is known in the art;

Figure 2 is a block diagram illustrating a BI system with data caching implemented

according to a preferred embodiment of the present invention;
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Figure 3 is a view showing the structure of an exemplary security list according to a

preferred embodiment of the present invention;

Figures 4A-4E are diagrams illustrating security rights and corresponding security lists for a

Geography dimension, according to a preferred embodiment of the present invention;

Figure 5 is a flow chart illustrating a secure member caching process in accordance with a

preferred embodiment of the present invention;

Figure 6 is a flow chart illustrating generation of a security list in accordance with a

preferred embodiment of the present invention;

Figures 7A and 7B are flow charts illustrating deletion of a security list accordance with a

preferred embodiment of the present invention; and

Figure 8 is a diagram illustrating a computer system environment in which exemplary
embodiments of the invention are operable, in accordance with a preferred embodiment of

the present invention.

Detailed description of the invention

To help contrast certain embodiments of the invention with conventional data cache systems,
a conventional data cache system is now discussed with reference to Figure 1. As noted
above, Figure 1 is a block diagram illustrating a BI system with a conventional data cache
according to a related art technique. In Figure 1, a client 102 requests data using a query
service 112. The query generated with the query service 112 is provided as a request 111A to
a cache unit 110. The cache unit 110 includes a data cache module 111 which interfaces with
the query service and the modules of the cache unit 110, a configuration module 114 which
affects caching behavior, a data storage 117 which stores data, and a data source interface
115 which retrieves information from one or more third party data sources 101. The data
cache module 111 provides retrieved data obtained from storage 117, or if unavailable in the

storage 117, from the third party data source 101, in a response 111B to the query service
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112, which in turn provides it to the client 102. In this conventional system, if the third party
data source 101 employs security rules that affect data visibility/accessibility for different
users, one of the two typical approaches, described above in the background section, is

usually applied.

Figure 2 shows a BI system with a cache implemented according to an exemplary

embodiment of the invention.

For member retrieval in this exemplary embodiment, when a user query is received from a
client 202, a query service 212 makes the necessary member requests 211A to a cache unit
210 in order to satisfy the original query, passing a dimension identifier (e.g. “Geography’)
and the user’s security context with each such request. The data cache module 211 serves as
an interface that receives the request 211A and interfaces with a cache configuration module

214 and a “security aware” layer 216.

The “security aware” layer 216 manages security lists stored in security list storage 218. It
creates, updates, and deletes security lists stored in the security list storage 218. The lists
kept in a security list storage 218 reference cached data kept in the data storage 217. The
“security aware” layer 216 manages all security-contextual information including
relationships between various members, which may be different for different security
contexts. The “security aware” layer 216 maintains the data storage 217 for the cache unit

210.

For member retrieval in this exemplary embodiment, the “security aware” layer 216 checks
in the security list storage 218 for the presence of a security list identified by both the user
security context and the dimension identifier. If the security list is present, the security list
storage 218 returns a link to one or more storage addresses present in the found security list
for the members stored in the data storage 217; the member data may then be retrieved by
the “security aware” layer 216 directly from data storage 217 and returned in the response
211B to the query service 212. If the security list is not present, the “security aware” layer
216 instructs the data source interface 2185 to retrieve the dimension members from the data

source 201 associated with the user’s security context. If not already present in the data
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storage 217, the resulting members (and their properties) are stored in data storage 217 and
the “security aware” layer 216 uses the corresponding storage addresses to create a new
security list in security list storage 218. If certain members are already stored in data storage
217, they are not duplicated but the existing storage addresses are used in the new security
list. The requested members are then returned to the query service 212 by the cache unit 210

via a response 211B.

Figure 3 is a diagram illustrating an exemplary structure of a security list containing
references to cached members, according to an embodiment of the invention. In Figure 3,
the security list 320 has a header which includes a security context field 321 and a dimension
field 322. This header identifies the security list. The body 330 of security list 320 includes
a list of addresses (e.g. indices) to the storage location in cache of the members associated
with this security list. For example, the value of the security context field 321 is “European
Sales Managers” 323 and the value of the dimension field 322 is “Geography” 324. The
body 330 of the security list includes one or more addresses where the corresponding
members are stored in cache e.g., the data storage 217 in Figure 2. For example, the body
330 of the security list includes the address of cached member “Spain”, the address of

cached member “Holland”, and the address of cached member “Italy”.

Figure 4A is a diagram illustrating a Geography dimension having a single hierarchy of
levels and members according to an exemplary embodiment of the invention. The
Geography dimension may be split into four levels: a state/province level having members
Nevada and Ontario, a country level having members USA, Canada, France, Italy, a
continent level having members North America and Europe, and the main or root level i.e.,

all Geography level.

As shown in Figure 4B, different users may have access to different levels and members
within each level of the Geography dimension. For example, user A may only access data
for the continent level member North America. Accordingly, user A is accorded access to the
North America member and any lower level members such as USA and Canada. That is, the

root node member for user A is North America and all children nodes of the North America
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are accessible to the user A. On the other hand, other Geography dimension members at the

country level such as Europe and its children nodes are not accessible to the user A.

Figure 4C shows exemplary views of the same dimension for various users according to an
exemplary embodiment. For example, the user A can access the North America member and
all its children nodes, user B can access the Europe member and all its children nodes and

user C can access all members of the Geography dimension.

Figure 4D illustrates the use of a security list associated with a security context for one or
more users to provide access to dimensions and members within a cache. Users A and E
both have a security context: Profile 1. When either user A or user E requests data, the
security list for Profile 1 is discovered. This Profile 1 security list links the users who have
that security context, e.g., users A and E, to the North America member and all its children.
Figure 4E shows additional security lists for other security contexts: Profile 2 and Profile 3.
Here, user B has a Profile 2 as its security context. This security context is associated with
the Profile 2 security list, which links user B to the Europe member and all its children.
Users C and D have Profile 3 as their security context. This security context is associated
with the Profile 3 security list, which links users C and D to all members in the Geography

dimension.

Figure 5 is a flow chart illustrating a secure member caching process according to an
exemplary embodiment of the invention. In operation 501, a user query is received.
Although user queries submitted to the query engine of a BI system potentially reference
multiple dimensions, such queries are decomposed into sub-queries by the query service, and
so0 it can be assumed that the user query received by this secure member caching process is a
member request for a single dimension. This user query also includes the user’s security

context.

As described above, the security context of a given user of the BI system, querying/reporting
data against a particular OLAP data source, is defined by the “effective” security profiles
(based on security groups that this user belongs to and any role selected when logging in) for

that authenticated user and that OLAP data source. That said, a user’s security context can
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be modified as the user interacts with the BI system. For example, when preparing to report
against a specific OLAP cube, a user may be prompted to further describe his/her role within
the organization. Once authenticated, this role would become part of this user’s security
context for subsequent actions in the BI system, and the secure member caching process

would consider this modified security context to be a different security context.

In operation 502, a search in the security lists is performed based on the dimension and
security context identified in the user query received in operation 501. If a match is found
(operation 503 - Yes), address information is obtained for the corresponding member data in
cache in operation 505. In operation 506, the requested member data is then retrieved
directly from cache by using the obtained address information. On the other hand, if no
security list is found for the current security context and dimension (operation 503 - No), the
requested members are retrieved from the data source and are stored in cache, in operation
504. In operation 507, a new security list is created in cache containing addresses to the

members stored in cache.

In an exemplary embodiment, each dimension member is only stored once in the data cache.
When a dimension member retrieval request is made to the data cache for a user security

context already encountered for that dimension, there is no need to query the underlying data
source; the cached members pointed to by the security list for the current dimension and user

security context are simply returned.

Every user sharing the same security context (e.g., every sales manager in Canada) will be
able to access data stored in cache using the security lists associated with that security

context.

Figure 6 is a flow chart illustrating generation of a security list in a secure member caching
process according to an exemplary embodiment. In operation 601, a user query is received.
In operation 602, the process searches for a security list based on the security context and
dimension obtained in the received user query. In particular, the obtained dimension and
security context are combined into a key or identifier according to predetermined rules.

Existing security lists are searched using this generated key.
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If a security list identified by the generated key exists (operation 603 — yes), the process
ends, operation 610. On the other hand, if no such list is found (operation 603 — no), a new
security list is generated in operation 604. For example, a new security list will be initialized
to include a key field and an address field. The key field is assigned a value which

corresponds to the generated key.

Next, in operation 605, member data are retrieved from the data source for the current
dimension in the current user’s security context. Next, in operation 606, it is checked
whether each returned member exists in cache. If the member already exists in cache
(operation 606 — yes), a reference to this member, such as the address of that member in

cache, is inserted into the new security list in operation 607.

If the member is not stored in cache (operation 606 — no), the cache is populated with the
data of this member in operation 608 and a reference to the member, such as the address of
that member data in cache, is added to the new security list in operation 609. Next, the
process proceeds to implement analogous operations for the next returned member. If no

other dimension member is returned, the process returns to operation 610 where it ends.

Figures. 7A and 7B are flowcharts illustrating deletion of security lists according to an

exemplary embodiment of the invention.

The BI system revises the conventional eviction strategy for cache to include deletion of
security lists. In particular, the eviction strategy for the cache could be conducted on a
“dimension by dimension” basis, triggered by a cache size limit or a time limit. In Figure
7A, arequest to delete data, in this example metadata, from cache is received in operation

701, and that metadata is marked for deletion.

For example, a size limit for the cache has been reached and metadata is being purged from
cache on a dimension by dimension basis to free memory for subsequent metadata.
Alternatively, metadata may be purged on a time basis. For example, if any metadata in the

dimension is not used for a predetermined period of time, the metadata for that dimension is
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purged from cache. A combination of the two methods can be used to determine the
metadata to be deleted from cache. Also, the cache may need to purge metadata because of
security rule changes or other metadata changes in the underlying data source (e.g. member

data updated or deleted, as sometimes occurs with slowly-changing dimensions).

To ensure that cache is sufficiently up to date, in an exemplary embodiment, a user
configurable expiry period is provided. If the expiry period is reached, the cache data is
purged and reloaded. In an exemplary embodiment, this scheme might work with all source
system types and does not require specific knowledge about the underlying security system.
If facilities are available to determine dimension updates or security updates such as triggers

or polling of updates, then these facilities are used to know when to update the cache.

Metadata marked for deletion is found, in operation 702, according to a predetermined
scheme. In operation 703, the address of the metadata marked for deletion is obtained. The
address of the metadata is temporarily stored so that corresponding security lists can be
determined. In operation 704, the marked metadata is deleted. In operation 705, the stored
address of metadata is used to find security lists for this metadata. The security lists store
pointers to metadata locations in cache. Accordingly, if any pointer kept in a security list
points to the cache location of a deleted metadata item, that pointer needs to be deleted from

that security list, which is performed by operation 706.

An alternative eviction strategy, illustrated in Figure 7B, may be based on a unique identifier
for the dimension. For example, the dimension may be Geography. A request to delete this
dimension from cache is received in operation 711. In operation 712, the system searches
for stored security lists that are partially identified by the Geography dimension. In
operation 713, the system determines whether the current security list is keyed on the
Geography dimension. If not (operation 713 — No), a check is performed to determine
whether the last list was checked, in operation 714. If other security lists are present, the
system returns to operation 712, to check whether more lists are keyed on the requested

dimension.
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For example, one security list might be for the “Employees” security context and the
Geography dimension, another for the “Sales Managers” security context and the Time
dimension, and another list for the “Cashiers” security context and the Geography
dimension. Then if the dimension to be deleted from cache is Geography, all security lists
identified by this dimension need to be deleted, meaning that security lists

“Employees”/Geography and “Cashiers”/Geography are to be deleted.

If the current security list is partially identified by the requested dimension (operation 713 —
Yes), this security list is deleted in operation 715. The system then checks whether other
lists are present that need to be checked for the dimension, operation 714. If other lists are
present (operation 714 — No), the system returns to operation 712, to check whether more

lists are keyed on the requested dimension.

On the other hand, if all the lists were checked (in operation 714 — yes), the dimension is
then searched in the cache, in operation 716. The system searches for the dimension in the
cache based on the same unique key or identifier, which may be the string "Geography" for
example. Ifthis dimension is not found in metadata cache, operation 717 — no, the process
ends. If the dimension is found, operation 717 — yes, the system deletes the dimension from

cache in operation 718.

In an exemplary embodiment and as an additional optimization for the BI system, commonly
used data may be preloaded into cache. Member data may be preloaded to the data cache in
advance (when the system is starting up) by submitting member queries for the more
commonly used dimensions, on behalf of sample users belonging to the main security

profiles accessing the system.

Also, as an additional optimization for the BI system, a modeling tool may be provided
within the BI system environment, the purpose of which is to represent OLAP cube metadata
such as dimensions, hierarchies, and levels, as well as augment this metadata with new
properties that are automatically provided to the BI system query engine. Then, by
supporting a new dimension property in this modeling tool called "secured" for example, the

modeler can specify which dimensions within which cubes actually require security
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processing. Consequently, values for this property can be verified by the cache retrieval
logic to remove the overhead of creating (and processing) security lists whenever the
members being returned to the calling query engine are for a dimension that does not need to
be secured (i.e. one that will never have security applied to it, therefore making it suitable to

directly return its cached members without concern for limits on visibility).

As another memory optimization technique for the security-aware member caching, an
exemplary embodiment can include a separate activity that runs in parallel or on a schedule,
to recognize identical security lists and collapse these into a single list. Any two identical
lists having been collapsed this way, would have originated from the querying of members
belonging to the same dimension, in two different security contexts. Once the two lists
become a single list, the keying mechanism identifying this single list would ensure that any
of the two security contexts having contributed to the creation of the original lists, are now

associated with the resulting single list.

In addition, the cache size can be tailored to hold different amounts of data using different
types of storage mechanisms, depending on the available system resources. For example, the
caching layer may balance how much of a dimension will be stored in RAM and how much
will be stored on disk. Large dimensions may contain over 1,000,000 metadata members.
Hence, even if 1,000,000 members actually exist in the cache, these could be kept in RAM
or paged to disk.

The exemplary embodiments provided above describe caching with respect to OLAP
members. Caching of various different types of data such as metadata may be implemented
using the above-described exemplary structures and methods. That is, although exemplary
embodiments described are rather beneficial for secure member caching in a system
connected to a secured OLAP data source, it can be used in embodiments involving other
types of data. For example, it can be used to optimize a cache containing OLAP dimension
data, hierarchy data, and level data when access to these types of data needs to be secured
according to the rules of the data source. It can also be used to optimize a cache containing
OLAP cell data when access to tuple values needs to be secured. Furthermore, it can be used

to optimize a cache containing non-OLAP data in a system connected to a secured non-
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OLAP data source, whenever access to particular cached data needs to be secured according

to the rules of the data source.

Figure 8 is a block diagram that illustrates a computer/server system 800 according to an
exemplary embodiment. The system 800 includes a computer/server platform 801,

peripheral devices 802 and network resources 803.

The computer platform 801 may include a data bus 804 or other communication mechanism
for communicating information across and among various parts of the computer platform
801, and a processor 805 coupled with bus 801 for processing information and performing
other computational and control tasks. Computer platform 801 also includes a volatile
storage 806, such as a random access memory (RAM) or other dynamic storage device,
coupled to bus 804 for storing various information as well as instructions to be executed by
processor 805. The volatile storage 806 also may be used for storing temporary variables or

other intermediate information during execution of instructions by processor 805.

Computer platform 801 may further include a read only memory (ROM or EPROM) 807 or
other static storage devices coupled to bus 804 for storing static information and instructions
for processor 805, such as basic input-output system (BIOS), as well as various system
configuration parameters. A persistent storage device 808, such as a magnetic disk, optical
disk, or solid-state flash memory device is provided and coupled to bus 801 for storing
information and instructions. For example, the persistent storage device 808 may store one

or more security lists and may also include cache that stores metadata members.

Computer platform 801 may be coupled via bus 804 to a display 809, such as a cathode ray
tube (CRT), plasma display, or a liquid crystal display (LCD), for displaying information to a
user of the computer platform 801. An input device 820, including alphanumeric and other
keys, is coupled to bus 801 for communicating information and command selections to
processor 805. Another type of user input device is cursor control device 811, such as a
mouse, a trackball, or cursor direction keys for communicating direction information and
command selections such as an OLAP query to a processor 804 and for controlling cursor

movement on display 809. This input device typically has two degrees of freedom in two
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axes, a first axis (e.g., X) and a second axis (e.g., y), that allows the device to specify

positions in a plane.

An external storage device (a data source) 812 may be connected to the computer platform
801 via bus 804 that stores metadata used by the computer platform 801. Although only one
data source 812 is depicted for purposes of simplicity, a number of data sources 812 may be

present as well as other types of data sources.

The term "computer-readable medium" as used herein refers to any medium that participates
in providing instructions to processor 805 for execution. The computer readable medium
may be a computer readable signal medium or a computer readable storage medium. A
computer readable storage medium may be, for example, but not limited to, an electronic,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or device,
or any suitable combination of the foregoing. More specific examples (a non-exhaustive
list) of the computer readable storage medium would include the following: an electrical
connection having two or more wires, a portable computer diskette such as a floppy disk or a
flexible disk, magnetic tape or any other magnetic medium, a hard disk., a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a memory card, any other memory chip or cartridge, an optical
fiber, a portable compact disc read-only memory (CD-ROM), any other optical medium,
punchcards, papertape, any other physical medium with patterns of holes, or any other

medium from which a computer can read or suitable combination of the foregoing.

In the context of this document, a computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in connection with an instruction

execution system, apparatus, or device.

A coroputer readable signal mediure may include a propagated data signal with computer
readable program code embodied therein, for example, in a base band or as part of a carrier
wave. Such a propagated signal may take any of a variety of formas, including, but not
timited to, the electro~-magnetic, optical, or any suitable combination thereof. The computer

readable signal medium may include coaxial cables, copper wire and fiber optics, including
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the wires that comprise data bus 804. The computer readable signal medium may be any
computer readable medium that is not a computer readable storage medium and that can
communicate, propagate, or transport a program for use by or in connection with an

mstruction execution system, apparatus, or device.

Program code embodied on a computer readable medium may be transmitted using any
appropriate medium, including but not limited to wireless, wire line, optical fiber cable, RF,

etc.. or any suitable combination of the foregoing.

Computer program code for carrying out operations for aspects of the exemplary
embodiments may be written in any combination of one or more programming languages,
mchuding an object oriented programming language such as Java, Smalltalk, C+, Net or the
tike and conventional procedural programming languages. The program code may execute
entirely on the user's computer, partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a remote computer or entirely on the
emote computer or server. The remote computer may be connected to the user's computer
through any type of network, including a local arca network (LAN) or a wide area network
{WAN), or the connection may be made to an external computer (for example, through the

Internet using an Internet Service Provider).

The computer-readable medium is just one example of a machine-readable medium, which
may carry instructions for implementing any of the methods and/or techniques described
herein. Such a medium may take many forms, including but not limited to, non-volatile
media and volatile media. Non-volatile media includes, for example, optical or magnetic
disks, such as storage device 808. Volatile media includes dynamic memory, such as volatile

storage 806.

Various forms of computer readable media may be involved in carrying one or more
sequences of one or more instructions to processor 805 for execution. For example, the
instructions may initially be carried on a magnetic disk from a remote computer.
Alternatively, a remote computer can load the instructions into its dynamic memory and send

the instructions over a telephone line using a modem. A modem local to computer system
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800 can receive the data on the telephone line and use an infra-red transmitter to convert the
data to an infra-red signal. An infra-red detector can receive the data carried in the infra-red
signal and appropriate circuitry can place the data on the data bus 804. The bus 804 carries
the data to the volatile storage 806, from which processor 805 retrieves and executes the
instructions. The instructions received by the volatile memory 806 may optionally be stored
on persistent storage device 808 cither before or after execution by processor 805. The
instructions may also be downloaded into the computer platform 801 via Internet using a

variety of network data communication protocols well known in the art.

The computer platform 801 also includes a communication interface, such as network
interface card 813 coupled to the data bus 804. Communication interface 813 provides a
two-way data communication coupling to a network link 814 that is connected to a local
network 815. For example, communication interface 813 may be an integrated services
digital network (ISDN) card or a modem to provide a data communication connection to a
corresponding type of telephone line. As another example, communication interface 813
may be a local area network interface card (LAN NIC) to provide a data communication
connection to a compatible LAN. Wireless links, such as well-known 802.11a, 802.11b,
802.11g and Bluetooth may also be used for network implementation. In any such
implementation, communication interface 813 sends and receives electrical, electromagnetic

or optical signals that carry digital data streams representing various types of information.

Network link 813 typically provides data communication through one or more networks to
other network resources. For example, network link 814 may provide a connection through
local network 815 to a host computer 816, or a network storage/server 817. Additionally or
alternatively, the network link 813 may connect through gateway/firewall 817 to the wide-
arca or global network 818, such as an Internet. Thus, the computer platform 801 can access
network resources located anywhere on the Internet 818, such as a remote network
storage/server 819, which is another example of a data source. On the other hand, the
computer platform 801 may also be accessed by clients located anywhere on the local area
network 815 and/or the Internet 818. The network clients 820 and 821 may access the

system 801 remotely.
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Local network 815 and the Internet 818 both use electrical, electromagnetic or optical
signals that carry digital data streams. The signals through the various networks and the
signals on network link 814 and through communication interface 813, which carry the
digital data to and from computer platform 801, are exemplary forms of carrier waves

transporting the information.

Computer platform 801 can send messages and receive data, including program code,
through the variety of network(s) including Internet 818 and LAN 8185, network link 814 and
communication interface 813. In the Internet example, when the system 801 acts as a
network server, it might transmit a requested code or data for an application program
running on client(s) 820 and/or 821 through Internet 818, gateway/firewall 817, local areca
network 815 and communication interface 813. Similarly, it may receive code from other

network resources.

The received code may be executed by processor 805 as it is received, and/or stored in
persistent or volatile storage devices 808 and 806, respectively, or other non-volatile storage
for later execution. In this manner, computer system 801 may obtain application code in the

form of a carrier wave.

The flowchart and block diagrams in the Figures illustrate the architecture, functionality, and
operation of possible implementations of systems, methods and computer program products
according to various exemplary embodiments. In this regard, each block in the flowchart or
block diagrams may represent a module, segment, or portion of code, which comprises one
or more executable instructions for implementing the specified logical functions. It should
also be noted that, in some alternative implementations, the functions noted in the block may
occur out of the order noted in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or two blocks may sometimes be
executed in the reverse order, depending upon the functionality involved. It will also be
noted that each block of the block diagram and/or flowchart illustration, and combinations of
blocks in the block diagrams and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified functions or acts, or

combinations of special purpose hardware and computer instructions.
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The terminology as used herein is for the purpose of describing particular embodiments only
and is not intended to be limiting of the invention. As used herein, the singular forms "a",
"an" and "the" are intended to include the plural forms as well, unless the context clearly
indicates otherwise. It will be further understood that the terms "comprises" and/or
"comprising” when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps, operations, elements, components,

and/or groups thereof.

The corresponding structures, materials, acts, and equivalents of all means or step plus
function elements in the claims below are intended to include any structure, material, or acts
for performing the function in combination with other claimed elements as specifically
claimed. The description of the exemplary embodiments has been presented for purposes of
illustration and description, but is not intended to be exhaustive or limited to the invention in
the form disclosed. Many modifications and variations will be apparent to those of ordinary
skill in the art without departing from the scope and spirit of the invention. The embodiment
was chosen and described in order to best explain the principles of the invention and the
practical application, and to enable others of ordinary skill in the art to understand the
invention for various embodiments with various modifications as are suited to the particular

use contemplated.
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CLAIMS

1. A secure caching method for a database application, the method comprising the steps
of:

receiving a user request for data and a security context, wherein the security context
identifies the user’s security profile of the database application;

searching a cache for the requested data based on the user request and the received
security context;

if the requested data is found in the cache, returning the cached data in response to
the user request; and

if the requested data is not found in the cache, obtaining the requested data from a
data source, storing the obtained data in the cache and associating the obtained data with the

security context, and returning the requested data in response to the user request.

2. A method as claimed in claim 1, wherein the cached data is stored with a
corresponding list that associates the cached data with the security context and wherein if the
requested data is not found in the cache, generating a new list for associating the obtained
data stored in the cache with the security context by storing references to the obtained data

stored in the cache.

3. A method as claimed in claim 2, wherein the new list is stored in a list storage unit in

which number of stored lists increases incrementally based on received user queries.

4. A method as claimed in claim 2, further comprising purging a list from a list storage

unit if a change in the cached data compromises integrity of the list.

5. A method as claimed in claim 2, further comprising initializing a list storage unit
prior to using the cache, wherein the initializing comprises submitting queries to the data
source for commonly used data for commonly used security contexts, loading the cache with

the results of the queries and creating security lists which reference the cached data.



10

15

20

25

30

WO 2011/104237 PCT/EP2011/052612
25

6. A method as claimed in claim 2, further comprising checking stored lists for
redundancy and if two identical lists are found, the two identical lists are collapsed into a

single list.

7. A method as claimed in claim 1, wherein the data is metadata.

8. A method as claimed in claim 1 further comprising the steps of:

checking in a list storage for the presence of a list identified by the security context
and a data identifier; and

if the list is not present, creating a list in the list storage identified by the security
context and the data identifier, retrieving data from the data source, and storing the retrieved
data in a data storage, and populating the created list with addresses of storage of the
retrieved data stored in the data storage; and

if the list is present, retrieving data from the data storage using the storage addresses

in said list.

9. A method as claimed in claim 8, wherein the data identifier is a cube dimension
identifier.
10. A method as claimed in claim 8, wherein the data storage is a cache that comprises

data provided from a plurality of heterogeneous remote data sources.

11. A method as claimed in claim &, further comprising preloading the data storage and
the list storage, wherein the list storage is preloaded with lists corresponding to commonly
used security contexts and data identifiers, and the data storage is preloaded with commonly

used data referenced by said preloaded lists.

12. A method as claimed in claim 8, wherein the data stored in data storage is OLAP
metadata.
13. A caching system comprising:

a processor executing software modules; and
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a memory storing the software module,

wherein the software modules comprise:

a receiver module which receives a user request for data and a security context,
wherein the security context identifies the user’s security profile of the database application;

a search module which searches a cache for the requested data based on the user
request and the received security context;

a management module which obtains the cached data in response to the user request
if the requested data is found in the cache, and

wherein if the requested data is not found in the cache, the management module
obtains the requested data from a data source, stores the obtained data in the cache and
associates the obtained data with the security context, and returns the requested data in

response to the user request.

14. A system as claimed in claim 13, wherein if the search module does not find the
requested data in the cache, the management module generates a new list for associating the
obtained data stored in the cache with the security context by storing references to the

obtained data stored in the cache.

15. A system as claimed in claim 14, wherein the management module stores the new
list in a list storage unit in which number of stored lists increases incrementally based on

unique received user queries.

16. A system as claimed in claim 14, further comprising a purge module which purges a

list from a list storage unit if a change in the cached data compromises integrity of the list.

17. A system as claimed in claim 16, further comprising a preloading module which
initializes a list storage unit prior to using the cache, wherein the preloading module submits
queries to the data source for commonly used data for commonly used security contexts,
preloads the cache with the results of the queries and creates new security lists which

reference the cached data.
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18. A system as claimed in claim 14, further comprising a check module which checks
stored lists for redundancy and if two identical lists are found, which collapses the two

identical lists into a single list.

19. A computer program comprising computer program code to, when loaded into a
computer system and executed, perform all the steps of the method according to any one of

claims 1 to 12.
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