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(57) ABSTRACT

An issue tracking system includes a host device executing an
issue tracking service in communication with a client device
executing at least one of an issue reporting application
and/or an application under test. The issue reporting appli-
cation generates a session identifier that defines a debugging
session. The application under test can receive the identifier
and tag logs or other data generated during the debugging
session. The issue reporting application can thereafter
receive the debugging data and can populate an issue report

(2006.01) template based on that data.
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ISSUE REPORTING CONTEXT SESSION
IDENTIFIER FOR ISSUE TRACKING
SYSTEMS

TECHNICAL FIELD

[0001] Embodiments described herein relate to issue
tracking systems and, in particular, to systems and methods
for defining and exchanging a session identifier specific to a
selected issue reporting context for issue tracking systems.

BACKGROUND

[0002] An organization can leverage an issue tracking
system to document and monitor completion of work related
to a project or goal. In many cases, however, processes of
adding, editing, and/or otherwise updating issues reports
tracked by the system are unnecessarily time and resource
consuming.

[0003] As a result, users of conventional issue tracking
systems—especially quality control engineers leveraging
mobile devices to input information to, and consume infor-
mation from, such systems—often prefer to interact with
such systems as little as possible, resulting in abstract, terse,
undetailed, and/or high-level issue reports that are difficult to
accurately tract.

SUMMARY

[0004] Many embodiments described herein take the form
of an issue tracking system including at least a host server
executing an issue tracking service and a client device (such
as a mobile electronic device) executing an issue reporting
application instance. The issue reporting application
instance is in communication with the issue tracking service
and is configured to: generate a session identifier; pass the
session identifier to an instance of an application under test;
receive debug data tagged with the session identifier from
the instance of the application under test; select an issue
report template based, at least in part, on the session iden-
tifier; and automatically populate at least one field of the
issue report template based on the received debug data.
[0005] Related and additional embodiments may include a
configuration in which the instance of the application under
test is instantiated by the client device.

[0006] Related and additional embodiments may include a
configuration in which the instance of the application under
test includes a graphical user interface that presents the
session identifier to a user of the instance of the application
under test.

[0007] Related and additional embodiments may include a
configuration in which the debug data includes at least one
of a screen shot, a screen recording, a crash report, or a log.
[0008] Related and additional embodiments may include a
configuration in which the session identifier may be passed
by reference or by value to the application under test.
[0009] Related and additional embodiments may include a
configuration in which the client device may be a first client
device, and the instance of the application under test may be
instantiated by a second client device. In such examples, the
second client device may be in communication with the first
client device and may be configured to transmit the debug
data from the instance of the application under test to the
issue reporting application. For certain embodiments, the
second client device and the first client device are in
communication with a proxy service configured to: receive
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the session identifier from the issue reporting application;
pass the session identifier to the application under test;
receive the debug data from the application under test; and
pass the debug data to the issue reporting application.
[0010] Embodiments described herein take the form of a
method of automatically populating an issue report to be
submitted to an issue tracking system, the method including
operations of: generating, by a first application instance, a
session identifier; passing, by the first application instance,
the session identifier to a second application instance; enter-
ing, by the second application instance, a debug mode in
response to receiving the session identifier; receiving, by the
second application instance, at least one user input to a
graphical user interface of the second application instance;
tagging, by the second application instance, debug informa-
tion generated by the second application instance when in
the debug mode with the session identifier; passing, by the
second application instance, the tagged debug information to
the first application instance; selecting, by the first applica-
tion instance, an issue report template based on the session
identifier; and populating, by the first application instance,
the selected issue report template with the tagged debug
information.

[0011] Related and additional embodiments may include a
configuration in which the first application instance may be
an issue reporting application communicably coupled to the
issue tracking system.

[0012] Related and additional embodiments may include
passing the populated issue report template to the issue
tracking system.

[0013] Related and additional embodiments may include a
configuration in which populating the selected issue report
with the tagged debug information includes attaching a file
extracted from the debug data to the selected issue report.
Examples includes one or more of an audio file, a screen
recording, or a screen shot.

[0014] Related and additional embodiments may include a
configuration in which the first application instance and the
second application instance are executed on the same elec-
tronic device. Alternatively, the instances may be executed
by different electronic devices.

[0015] Further embodiments described herein take the
form of a client device for interacting with an issue tracking
system. The client device executes an instance of an issue
reporting application configured to: render a graphical user
interface; receive input from a user to the graphical user
interface; generate a session identifier based on the input to
the graphical user interface; receive debug data from a
second application executed by the client device; select an
issue report template based on the session identifier; and
automatically populate a field of the issue report template
based on the received debug data.

[0016] Related and additional embodiments may include a
configuration in which automatically populating the field of
the issue report template includes attaching a file extracted
from the debug data.

[0017] Related and additional embodiments may include a
configuration in which the debug data received from the
second application may be tagged with the session identifier.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Reference will now be made to representative
embodiments illustrated in the accompanying figures. It
should be understood that the following descriptions are not
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intended to limit this disclosure to one included embodi-
ment. To the contrary, the disclosure provided herein is
intended to cover alternatives, modifications, and equiva-
lents as may be included within the spirit and scope of the
described embodiments, and as defined by the appended
claims.

[0019] FIG. 1 depicts a simplified system diagram of an
issue tracking system, such as described herein.

[0020] FIG. 2 depicts an example client device that may
communicably couple to an issue tracking system, such as
depicted in FIG. 1, the client device executing an instance of
an application under test and an instance of an issue report-
ing application.

[0021] FIG. 3 depicts a system diagram of an example
client device, such as described herein, executing an
instance of an application under test and an instance of an
issue reporting application.

[0022] FIG. 4 depicts a system diagram of an example
client device, such as described herein, configured to facili-
tate exchange of session data and/or context data between an
instance of an application under test and an instance of an
issue reporting application.

[0023] FIG. 5 depicts a system diagram of an example
client device, such as described herein, configured to lever-
age a host service to facilitate exchange of session data
and/or context data between an instance of an application
under test and an instance of an issue reporting application.
[0024] FIG. 6 depicts an example system, such as
described herein, configured to leverage a host service to
facilitate exchange of session data and/or context data
between an instance of an application under test executed by
a first client device and an instance of an issue reporting
application executed by a second client device.

[0025] FIG. 7 depicts an example system, such as
described herein, configured to leverage a host service to
facilitate exchange of information, including session data
and/or context data, between an instance of an application
under test executed by a first client device and an instance
of an issue reporting application executed by a second client
device.

[0026] FIG. 8 is a flowchart depicting example operations
of' a method of leveraging session data to populate an issue
reporting template.

[0027] The use of the same or similar reference numerals
in different figures indicates similar, related, or identical
items.

DETAILED DESCRIPTION

[0028] Embodiments described herein reference systems
and methods for inputting detailed and contextually-relevant
information to an issue tracking system in a time-efficient
manner utilizing a client device communicably coupled to
the issue tracking system. In many embodiments, although
not required, the client device is a mobile device, such as a
cellular phone, operated by a quality control engineer tasked
with: (1) testing performance and operation of a an instance
of a particular application (the “application under test”)
executing on that mobile device; and (2) if unexpected
behavior (e.g., crashes, user interface errors, freezing, and so
on) is discovered by the quality control engineer, generating
an issue report describing behavior that may be submitted to
the issue tracking system. Systems and methods described
herein, and corresponding graphical user interfaces associ-
ated therewith, are configured to expedite processes of
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collecting, analyzing, and aggregating information obtained
from, or otherwise describing behavior of, the application
under test that may be inserted into an issue report submitted
by a quality control engineer to an issue tracking system,
such as described herein.

[0029] An “issue tracking system,” as described herein,
may be used to refer to a project management system or tool
that can be implemented in whole or in part as software
executed by a virtual, containerized, or physical server or
other computing appliance or combination of appliances that
provides a team of individuals with a means for communi-
cating and exchanging information with one another. In
many examples, an issue tracking system is configured for
use by a software development team to exchange informa-
tion that can facilitate the completion and assignment of
discrete tasks related to software development projects from
creation of new user stories (e.g., user-perspective feature
requests or desired functionality), through proof of concept
testing, through integration testing, through release of soft-
ware to one or more users, and through reporting and fixing
of software errors or inefficiencies (“bugs”).

[0030] In many examples, an issue tracking system, how-
ever configured or used by a team of individuals or an
organization, is implemented with a client-server architec-
ture in which a host server or service of the issue tracking
system exchanges requests and responses (which may com-
ply with a communication protocol such as HTTP, TCP,
UDP, and the like), with one or more client devices, each of
which may be operated by a user of the issue tracking
system. In other cases, event-driven architectures may be
used. In this manner, a host server of an issue tracking
system can serve information to each client device, and in
response, each client device can render a graphical user
interface on a display to present that information to the user
of that respective client device.

[0031] Although it may be appreciated that an issue track-
ing system can be configured in many ways and/or can be
leveraged by a number of different teams for a number of
different purposes, including non-software purposes, for
simplicity of description the embodiments described herein
reference an issue tracking system configured for use by a
software development team. In these constructions, the issue
tracking system can be configured to receive from client
devices one or more “issue reports” that contain information
describing a task to improve the performance or function of
a particular software application.

[0032] An issue report may capture user stories, epics,
user interface improvements, designs or other non-func-
tional tasks. In other cases, an issue report can capture
information related to unintended behaviors of a given
software product, typically referred to as a “bug.” For
simplicity of description, the embodiments that follow ref-
erence an issue tracking system configured for use by a
software development team primarily to track bugs discov-
ered in existing software products.

[0033] Embodiments described herein reference systems
and methods for defining a start and an end of a debugging
session during which debugging information from an appli-
cation under test can be captured and, thereafter, consumed
by an issue reporting application executed by the same or a
different electronic device.

[0034] More specifically, embodiments described herein
reference systems and methods for defining a session iden-
tifier that may be used to tag debugging information (e.g.,
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memory utilization, processor utilization, framework/depen-
dency utilization, object instantiation, performance profiles,
logs, crash reports, user interface interactions, screen shots,
screen recordings, audio recordings, and so on).

[0035] A client device, such as described herein, executing
an issue reporting application can receive session-tagged
debugging information and, in response, (1) can select an
issue report template based on the session tag and, (2) can
populate the selected template based on the received debug-
ging information. As a result of these architectures and
techniques, software tester (also referred to as a quality
control engineer) can quickly populate an issue report tem-
plate with information relevant to a particular bug in a
particular software product without having to enter that
information manually. In still further embodiments, an issue
reporting application can be configured to detect or infer a
session identifier from debugging data received from an
application under test.

[0036] These foregoing and other embodiments are dis-
cussed below with reference to FIGS. 1-8 However, those
skilled in the art will readily appreciate that the detailed
description given herein with respect to these figures is for
explanation only and should not be construed as limiting.

[0037] FIG. 1 is a schematic representation of an example
issue tracking system, such as described herein. In the
illustrated embodiment, the issue tracking system 100 is
implemented with a client-server architecture including a
client device 102 that communicably couples (e.g., via one
or more networking or wired or wireless communication
protocols) to a host server 104. It may be appreciated that
other client devices may be configured in a substantially
similar manner as the client device 102, although this may
not be required of all embodiments and different client
devices can be configured differently and/or may transact
data or information with, and/or provide input(s) to, the host
server 104 in a unique or device-specific manner.

[0038] In many embodiments, the host server 104 is
configured to operate within or as a virtual computing
environment that is supported by one or more physical
servers including one or more hardware resources such as,
but not limited to (or requiring) one or more of: a processor;
a memory; non-volatile storage; networking connections;
and the like.

[0039] The host server 104 can leverage such resources to
instantiate a number of discrete subservices or purpose-
configured modules, containers, or virtual machines each
configured to perform, coordinate, serve, or otherwise pro-
vide one or more services, functions, or operations of the
host server 104, such as an issue tracking service 106.

[0040] More specifically, the issue tracking service 106
can be configured to receive from the client device 102 (e.g.,
via user input provided through a graphical user interface
rendered on a display, provided by the issue reporting
application, or any combination thereof), without limitation:
a request to open, create, or report an issue in a particular
project; a request to modify an existing issue; a request to
close an existing issue; a request to link an existing issue to
another issue; a request to assign an issue to a particular
user; and the like. More generally and broadly, however
configured or implemented, the issue tracking service 106 of
the host server is configured to manage and maintain a
record of issues reported in one or more software develop-
ment projects.
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[0041] In addition, as noted above, the issue tracking
service 106 of the host server 104 can be configured to
communicably couple to the client device 102 in order to
exchange information with and/or receive input(s) from the
client device 102 in the course of tracking and/or document-
ing progress of completion of one or more issues of one or
more projects tracked by the issue tracking system 100. In
particular, in many embodiments, the client device 102 can
be used by a quality control engineer to draft and/or other-
wise generate issue reports that may be submitted to the
issue tracking service 106 of the host server 104.

[0042] The client device 102 leveraged by the quality
control engineer can be any suitable personal or commercial
electronic device and may include, without limitation or
express requirement, a processor 110, volatile or non-vola-
tile memory (identified, collectively, as the memory 112),
and a display 114. Example electronic devices include, but
are not limited to: laptop computers; desktop computers;
cellular phones; tablet computing devices; and so on. It may
be appreciated that a client device 102, such as described
herein, can be implemented in any suitable manner.

[0043] In many embodiments, the processor 110 of the
client device 102 can be configured to execute an application
(herein referred to as a “issue reporting application” or a
“client application”) stored, at least in part, in the memory
112. The issue reporting application can be used by a quality
control engineer to access and communicate with the host
server 104 and to securely transact information or data with,
and provide input(s) to, the host server 104. In some
embodiments, the issue reporting application may be a
browser application configured to access a web page or
service hosted by the host server 104 that is accessible to the
client device 102 over a private or public network that may,
in some embodiments, include the open internet.

[0044] In many embodiments described herein, the client
device 102 is also configured to execute another application,
referred to herein as an “application under test.” The appli-
cation can be any suitable application configured to perform
any suitable function that may be tested by the quality
control engineer. As with the issue reporting application, the
application under test can leverage any resources of the
client device 102 to perform its designated functions.
[0045] As a result of these architectures, a quality control
engineer can leverage the client device 102 to launch the
application under test and to conduct tests to the application
under test in order to discover one or more bugs or issues in
need of reporting to the issue tracking system 100. There-
after, the quality control engineer can use the same client
device, the client device 102 to launch the issue reporting
application via which the quality control engineer can gen-
erate a new issue report (or update an existing issue report)
to submit to the issue tracking service 106.

[0046] Inthese embodiments, however, the issue reporting
application and the application under test can be configured
to communicate with one another by exchanging computer-
readable messages, shown as the object-formatted message
116, to define specific debugging sessions of the quality
control engineer. More specifically, as described in greater
detail with respect to embodiments that follow, the issue
reporting application of the present and other embodiments
can be configured to generate one or more session identifiers
(e.g., universally unique identifiers, process IDs, and so on)
that can be transmitted to the application under test before
the quality control engineer begins testing that application.
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As a result, the quality control engineer’s interactions with
the application under test can be recorded, along with logs,
processor utilization, memory utilization, crash reports, user
interface hangs, and so on and can be tagged with the session
identifier. Once a debugging session has completed (e.g., the
quality control engineer closes the application under test and
returns to the issue reporting application), the session iden-
tifier can be leveraged by the issue reporting application to
populate an issue report template.

[0047] For example, in one embodiment, the application
under test is a video game application. Through the course
of testing the video game application, the quality control
engineer may discover a user interface bug that presents an
incorrect score. In this example, the quality control engineer
can launch the issue reporting application and can operate a
graphical user interface presented by that application to
create a new issue report. The quality control engineer can
populate bibliographic information in the issue report, such
as a title (e.g., “Score Ul bug for Game”), the quality control
engineer’s name (e.g., “John Doe”), the project (e.g., “Video
Game Application”), and the type of bug (e.g., “GUI”)
noticed by the quality control engineer. The quality control
engineer may also provide a plain text description of the
observed behavior.

[0048] Thereafter, the quality control engineer can return
to the video game application and can repeat steps necessary
to reproduce the bug identified by the quality control engi-
neer. Thereafter, the quality control engineer can return to
the issue reporting application to find that crash reports,
screen shots, screen recordings, memory profiles, processor
profiles, user interface element interaction timestamps, user
interface element dwell times, and so on are automatically
added to or otherwise attached to the previously partially-
populated issue report.

[0049] In the background, to facilitate this automated
behavior, the issue reporting application can generate a
session id when the quality control engineer begins popu-
lating the issue report. The session id is locally linked, by the
issue reporting application, to the issue report being popu-
lated by the quality control engineer. Thereafter, once the
quality control engineer instructs the application under test
to enter the foreground of the graphical user interface
rendered by the display 114, the application under test can
enter a debugging mode. More specifically, the application
under test can elevate a logging level from production to
debug, can begin writing logs to persistent memory and so
on. In some embodiments, the application under test may
include a framework or dependency configured to commu-
nicably couple to the issue reporting application, whereas in
other embodiments, the application under test may commu-
nicably couple to the issue reporting application directly.
[0050] Independent of the manner by which communica-
tion between the application under test and the issue report-
ing application occurs, actions of the application under test
can be tagged with, or otherwise associated with the session
identifier generated by the issue reporting application. In this
manner, when the quality control engineer returns to the
issue reporting application, that application can receive from
the application under test session-tagged debugging infor-
mation such as screen shots, screen recordings, logs, pro-
files, crash reports, user interaction histories/timelines, and
so on. Hach of these data items can be analyzed and/or
categorized by type and inserted into or attached to specific
fields of the issue report draft prepopulated by the quality
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control engineer. For example, crash reports received from
the application under test may be automatically attached as
files to the issue report. In another example, screen shots,
screen recordings, and/or audio recordings can be inserted
into a body or description portion of the issue report. A
person of skill in the art may appreciate that the foregoing
examples are not exhaustive; any suitable technique or
analysis can be performed to automatically insert content
received from an application under test (that is session-
tagged) into any suitable field of an issue report.

[0051] In some examples, the issue reporting application
may generate one or more tokens that can be used by the
quality control engineer to insert into the issue report draft.
In these examples, data may not be automatically inserted
into the issue report draft; instead, it may be readily avail-
able to and conveniently accessible by the quality control
engineer.

[0052] As a result of these constructions, a quality control
engineer leveraging an issue tracking system and, specifi-
cally, an issue reporting application such as described herein
can be presented with substantially all information necessary
to describe an issue or bug without requiring the quality
control engineer to constantly switch between an application
under test and the issue reporting application. These
examples and techniques may be particularly helpful to a
quality control engineer when the quality control engineer is
testing multiple features of multiple applications executing
on the same client device, such as the client device 102. For
example, in these embodiments, the quality control engineer
can perform multiple discrete tests against multiple discrete
features of multiple discrete applications without requiring
the quality control engineer maintain notes or files corre-
sponding to each application or each feature being tested.

[0053] For example, in one embodiment the quality con-
trol engineer may desire to test Feature A and Feature B of
a particular application. In this example, issue reports track-
ing bugs in Feature A and Feature B may share substantially
all bibliographic data—the quality control engineer’s name,
the name of the application under test, the name of the
responsible software development team, and so on, may be
the same for each issue report. This type of data may also be
referred to herein as shared “context data” or “context
information.” In these examples, the quality control engineer
can leverage the issue reporting application to generate a
template issue report containing the overlapping data.
Thereafter, the quality control engineer can instruct the issue
reporting application to begin a first debugging session,
Session A, that corresponds to Feature A and a second
debugging session, Session B, that corresponds to Feature B.
In one embodiment of this example, the quality control
engineer can select Session A via a user interface of the issue
reporting application and can switch to the application under
test to perform steps to reproduce an issue with Feature A.
Thereafter, the quality control engineer can return to the
issue reporting application and can select Session B via the
user interface. Thereafter, the quality control engineer
returns to the application under test to perform steps to
reproduce an issue with Feature B. Thereafter, the quality
control engineer can return to the issue reporting application
and can be met with two populated issue reports, one
corresponding to Feature A and one corresponding to Fea-
ture B. The issue report for Feature A includes attachments
and debugging information obtained during Session A and
the issue report for Feature B includes attachments and
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debugging information obtained during Session B. As a
result of these embodiments and techniques for defining
debugging sessions, the quality control engineer can quickly
review the content of each populated issue report and can
submit those reports to the issue tracking system 100.
[0054] It may be appreciated that the foregoing examples
are not exhaustive of benefits of a system, such as described
herein. A person of skill in the art may readily appreciate that
for certain devices, especially mobile devices with small
screens, it may be difficult for a quality control engineer to
manually add content to an issue report due, at least in part,
to the cumbersome nature of performing data entry tasks on
small-size touch screen devices. Embodiments described
herein account for these shortcomings by automatically
aggregating and sorting debugging information obtained
directly (or indirectly) from applications under test.

[0055] The foregoing embodiment depicted in FIG. 1 and
the various alternatives thereof and variations thereto are
presented, generally, for purposes of explanation, and to
facilitate an understanding of various configurations and
constructions of a system, such as described herein. How-
ever, it will be apparent to one skilled in the art that some of
the specific details presented herein may not be required in
order to practice a particular described embodiment, or an
equivalent thereof.

[0056] Thus, it is understood that the foregoing and fol-
lowing descriptions of specific embodiments are presented
for the limited purposes of illustration and description.
These descriptions are not targeted to be exhaustive or to
limit the disclosure to the precise forms recited herein. To
the contrary, it will be apparent to one of ordinary skill in the
art that many modifications and variations are possible in
view of the above teachings.

[0057] FIG. 2 depicts an example client device that may
communicably couple to an issue tracking system, such as
depicted in FIG. 1, the client device executing an instance of
an application under test and an instance of an issue report-
ing application, such as described above in reference to FIG.
1. In this example, the issue tracking system 200 includes a
client device 202 that can communicably couple to an issue
tracking service, omitted from the figure for simplicity. An
issue tracking service may be instantiated by a host server,
such as the host server 102 of FIG. 1 and may be configured
in a similar manner; this description is not repeated.
[0058] In this example, the client device 202 includes a
display 204 that renders a graphical user interface 206. The
client device 202 is configured to launch one or more
applications, such as an issue reporting application 208 and
an application under test 210. In these examples, and as
described above with respect to FIG. 1, the issue reporting
application 208 can be configured to leverage the display
204 of the client device 202 to render a graphical user
interface 212 that can be leveraged by a quality control
engineer to enter information into an issue report that may
be transmitted to the issue tracking service. Example infor-
mation that can be added via the graphical user interface 212
includes, but is not limited to: an issue title; an issue
description; a project identifier; a bug/issue type; an issue
reporter (e.g., the quality control engineer); an issue priority
or severity; and so on. In these examples, once sufficient
information has been added to the issue report—either
automatically by operation of methods and techniques
described herein to leverage debugging sessions and session
identifiers or manually by a quality control engineer—can be
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submitted to the issue tracking service by the quality control
engineer engaging a submit button 214.

[0059] It may be appreciated that the simplified user
interface 212 is merely one example; other implementations
include a greater number of elements, a fewer number of
elements, a different arrangement or order, and so on.
[0060] The client device 202 may also be configured to
execute an instance of the application under test 210 which,
like the issue reporting application 208 can leverage the
display 204 to render a graphical user interface 216 includ-
ing a number of user interface elements.

[0061] In these examples, as noted above with respect to
other embodiments described herein, the application under
test 210 and the issue reporting application 208 can be
configured to exchange information, including debugging
information and/or session identifier information. Such
examples are described in greater detail with respect to the
embodiments and figures that follow.

[0062] For example, generally and broadly, FIGS. 3-4
depict embodiments in which a single client device may be
used to execute and/or instantiate (1) an application under
test and (1) an issue reporting application configured to
communicate with an issue tracking service, such as
described herein.

[0063] Inthese embodiments, as described above, an issue
reporting application may be configured to generate an
identifier, referred to herein as a “context key” or a “session
identifier,” that can be received by and used by the appli-
cation under test to tag or otherwise categorize, sort, or
organize information (“debugging information™) generated
during a debugging session of that application performed by
a quality control engineer or other user of the application
under test.

[0064] More specifically, an issue reporting application
may generate a user interface that can be leveraged by a
quality control engineer to initiate a debugging session that
is associated with a particular issue report that describes a
particular function (or limited set of functions) of a particu-
lar application (or limited set of applications). In these and
related examples, the issue reporting application (1) gener-
ates a session identifier and (2) transmits the session iden-
tifier to the application under test leveraging a suitable and
secure inter-application communication technique. Thereaf-
ter, the application under test (1) receives the session iden-
tifier, (2) enters a debugging mode, (3) collects information
describing its behavior (e.g., memory utilization, processor
utilization, object instantiation/utilization, memory alloca-
tion/leaks, execution profiling information, stack traces, user
interface elements displayed/engaged, dwell times, hard-
ware types, process lists, logs, crash reports, and so on)
while the debugging mode is active, (4) packages all cap-
tured debugging information and associates it with the
session identifier received from the issue reporting applica-
tion and, (5) returns the session identifier and the collected/
aggregated debugging information back to the issue report-
ing application.

[0065] Thereafter, the issue reporting application can
populate an issue report template that is selected based on
the session identifier with the debugging information, insert-
ing into and/or attaching to the template all or some of the
debugging information and/or information derived there-
from (e.g., extracted information, metadata, screenshots,
screen recordings, audio recordings, and so on). Alterna-
tively or additionally, the context information/debugging
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information is extracted from the application under test and
used to populate the template.

[0066] As a result of these systems, techniques, and meth-
ods, a quality control engineer leveraging the issue reporting
application may be able to provide more information-rich
issue reports in a substantially faster manner, especially if
the issue reporting application and/or the application under
test are instantiated on a mobile device, such as a cellular
phone or tablet. These and related examples are described in
reference to FIGS. 3-4.

[0067] Debugging information and/or session identifier
information, such as described herein and exchanged
between instances of applications such as depicted in FIGS.
3-4, may be computer-readable data or otherwise object-
formatted data describing, logging, or otherwise capturing
operations performed to, by, or with the application under
test. In this manner, and as a result of this architecture, an
application under test can communicate relevant debugging
information directly to an issue reporting application which
can receive such information and consume that information
to populate an issue report selected based on a context key
or session identifier, without requiring intervention by a user
such as a quality control engineer.

[0068] In a more simple, non-limiting phrasing, embodi-
ments described herein leverage a session identifier to define
a “debugging session” that is associated with a particular
function of a particular application under test; debugging
information generated during the debugging session can be
used to populate an issue reporting template describing the
function of the application (and/or differences between
intended and observed behavior), to add attachments or
further information to an existing issue report, or for any
other suitable purpose.

[0069] In further embodiments, an issue reporting appli-
cation, such as described herein can generate, and can be
configured receive multiple, discrete session identifiers
(along with any debugging information tagged with those
session identifiers) so as to efficiently handle input of
debugging information from multiple different applications
under test, substantially simultaneously.

[0070] In a more simple, non-limiting phrasing, for
embodiments described herein, a quality control engineer
can leverage an issue reporting application that generates
session identifiers to consume and organize debugging infor-
mation from multiple applications under test. In these
examples, the quality control engineer can leverage the issue
reporting application to generate detailed and data-rich issue
reports describing related or simultaneous behaviors of
individual applications under test, cooperative or dependent
behaviors of different applications, behaviors of applications
under test and host operating systems, and so on. More
simply, it may be appreciated that embodiments described
herein substantially expedite the processes associated with
producing detailed and data-rich issue reports, allowing
quality control engineers (among other users leveraging an
issue tracking system) to generate a greater quantity of issue
reports, generate higher quality issue reports more rapidly,
and/or address bugs in software products at a substantially
faster pace.

[0071] In view of the foregoing, it may be appreciated that
generally and broadly, an issue reporting application (such
as described with reference to FIGS. 3-4) can leverage a
session identifier/context key to consume debugging infor-
mation received from an application under test to populate
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one or more issue report templates selected based on the
session identifier/context key. As a result of these tech-
niques, a single issue reporting application may be leveraged
to collect, sort, and insert into multiple discrete issue report
templates debugging information from a number of appli-
cations under test without requiring any intervention by a
user, such as a quality control engineer. As may be appre-
ciated, this construction may be especially useful when
testing multiple applications, and/or interoperation(s)
thereof and therebetween, on a single client device by a
single user, such as a quality control engineer or software
tester utilizing a mobile device such as a smart phone.
[0072] For example, a software tester or quality control
engineer may be tasked with testing a graphical user inter-
face of a Calendar Application. Through testing, the quality
control engineer may determine a specific sequence of
actions that cause the Calendar Application to fail. In this
case, the quality control engineer can launch an issue
reporting application on the same electronic device execut-
ing on the same electronic device executing the Calendar
Application to report the crash, steps to reproduce the crash,
and any other relevant information to an issue tracking
service.

[0073] If the quality control engineer leverages a conven-
tional issue reporting application, the quality control engi-
neer is typically required to continually switch between the
Calendar Application and the issue reporting application in
order to capture all relevant debugging information describ-
ing the issue. This information obtained by the quality
control engineer is used to populate an issue report that, in
turn, is submitted by the quality control engineer to an issue
tracking system. For example, the quality control engineer
may launch the conventional issue reporting application,
select a project associated with the Calendar Application,
and create a new issue report. The quality control engineer
thereafter populates various data fields of the new issue
report, including his or her name, details describing the
observed behavior, and so on. Thereafter, the quality control
engineer returns to the Calendar Application to capture
screen shots, screen recordings, or other data that can be
attached to the issue report once the quality control engineer
returns to that application.

[0074] A person of skill in the art will readily appreciate
the cumbersome nature and time inefficiencies of the fore-
going description of conventional issue reporting architec-
tures. More specifically, a person of skill in the art will
readily appreciate that these conventional time consuming
mechanisms of reporting issues to issue tracking services
catalyze a strong incentive for quality control engineers to
only provide a bare minimum quantity (and quality) of
information for any given issue report. In a more simple
phrasing, it is inconvenient to constantly switch between
applications to capture information necessary to hydrate a
blank issue report.

[0075] Accordingly, in contrast with the above-described
conventional implementation, an issue reporting application
leveraging methods described herein can be used by the
quality control engineer of the preceding example. In par-
ticular, leveraging systems and methods described herein,
the quality control engineer can launch the issue reporting
application (in this example, the “Issue Reporting Applica-
tion”) and select a user interface element indicating to the
Application that the quality control engineer intends to draft
an issue report that details the behavior of the Calendar



US 2021/0303446 Al

Application observed by the quality control engineer. The
quality control engineer can begin by adding basic informa-
tion to the issue report, such as the quality control engineer’s
name, the application type, a title for the issue report, and so
on. In some examples, the quality control engineer may be
able to select a partially prepopulated template. In the
background, the Issue Reporting Application generates a
session identifier, which may be a universally unique iden-
tifier or other numerical or alphanumerical value. Once the
quality control engineer switches to the Calendar Applica-
tion (in this example, the application under test), the issue
reporting application can communicate the session identifier
to the Calendar Application. Thereafter, the Calendar Appli-
cation can be used by the quality control engineer to
reproduce the bug noticed by the quality control engineer. In
the background, after having received the session identifier,
the Calendar Application can switch to a debugging mode
and can begin recording actions taken by the quality control
engineer (e.g., user interface interactions) and taken by the
application itself (e.g., memory utilization, processor utili-
zation, logs, framework/dependency usage, profiles, net-
work utilization, crash reports, and so on). Once the behav-
ior discovered by the quality control engineer has been
reproduced, the quality control engineer can switch back to
the Issue Reporting Application. In the background, the
Calendar Application can send to the Issue Reporting Appli-
cation the session-tagged debugging information captured
during the debugging session identified by the session
identifier. Thereafter, the Issue Reporting Application can
mark the session associated with the session identifier as
closed and can parse the debugging information in order to
populate the issue report previously opened by the quality
control engineer. For example, the Issue Reporting Appli-
cation may be configured to, without limitation: attach
screen shots to the issue report; attach screen recordings to
the issue report; convert a log of user interface interactions
into a human-readable timeline of actions taken by the
quality control engineer, appending the timeline to a section
of'the issue report including steps to reproduce; update a title
of the issue report based on a crash report; and so on. As a
result of these constructions and techniques, the quality
control engineer need only open the Calendar Application a
single time in order to produce a high quality and data-rich
issue report.

[0076] In further examples, as noted above, a quality
control engineer may be required to test interoperation of
multiple applications. In such cases, it may be unclear which
application is the source of the bug or an unexpected
behavior. For example, a software tester or quality control
engineer may be tasked with testing how an Email Appli-
cation and a File Storage Application executed on the same
electronic device interact when appending an attachment to
an email. Through testing, the quality control engineer may
determine a specific sequence of actions that cause one or
both of the Email Application or the File Storage Applica-
tion to crash or otherwise behave in an unintended manner.
In this case, the quality control engineer can launch an issue
reporting application on the same electronic device execut-
ing the Email Application sand the File Store Application to
report the crash, steps to reproduce the crash, and any other
relevant information to an issue tracking service.

[0077] If the quality control engineer leverages a conven-
tional issue reporting application, the quality control engi-
neer is typically required to continually switch between the
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Email Application, the File Storage Application, and the
Issue Reporting Application in order to capture all relevant
debugging information for each application under test in
order to populate one or more issue reports that, in turn, are
to be submitted by the quality control engineer to an issue
tracking system.

[0078] For example, the quality control engineer may
launch a conventional issue reporting application, select a
project associated with the Email Application, and open a
new issue report. The quality control engineer thereafter
populates various data fields of the new issue report, includ-
ing his or her name, details describing the observed behav-
ior, and so on.

[0079] Thereafter, the quality control engineer launches
the Email Application to initiate a screen recording and/or to
take a series of screen shots to provide more contextual
information to the quality control engineer’s notes accom-
panying the issue report. The quality control engineer there-
after relaunches the conventional issue reporting applica-
tion, selects the yet-unsubmitted open issue report
referencing behavior of the Email Application, and attaches
screen recordings, screen shots, and/or other collected infor-
mation. In some examples, the quality control engineer may
also access and/or attach logs, stack traces, crash reports, or
other information associated with operation(s) of the Email
Application. Thereafter, the quality control engineer may
submit the issue report to an issue tracking service. As may
be appreciated, the foregoing tasks are cumbersome and
time-consuming, especially if the quality control engineer is
operating a mobile electronic device, such as a cellular
phone.

[0080] Thereafter, the quality control engineer, still within
the conventional issue reporting application, can select a
project associated with the File Storage Application, and can
open yet another new issue report. As with the Email
Application, the quality control engineer populates various
data fields of the new issue report, including his or her name,
details describing the observed behavior of the File Storage
Application, and so on. Thereafter, the quality control engi-
neer launches the File Storage Application to initiate a
screen recording and/or to take a series of screen shots to
provide more information.

[0081] The quality control engineer thereafter relaunches
the conventional issue reporting application, selects the
yet-unsubmitted open issue report referencing behavior of
the File Storage Application, and attaches screen recordings,
screen shots, and/or other collected information to the new
issue report that will accompany the quality control engi-
neer’s notes. As noted above, in some examples, the quality
control engineer may also access and/or attach logs, stack
traces, crash reports, or other information associated with
the File Storage Application. Thereafter, the quality control
engineer may link the File Storage Application issue report
to the Email Application issue report and may submit the
second issue report to the same issue tracking service.
[0082] A person of skill in the art will readily appreciate
the cumbersome nature and time inefficiencies of conven-
tional issue reporting application architectures. More spe-
cifically, a person of skill in the art will readily appreciate
that these conventional time consuming mechanisms of
reporting issues to issue tracking services catalyze a strong
incentive for quality control engineers to only provide a bare
minimum quantity and quality of information for any given
issue report. This typically results in a low quantity of terse
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and/or otherwise undetailed issue reports, obviously reduc-
ing the usefulness of an issue tracking system to a team
leveraging it for productivity and collaboration purposes.

[0083] Additionally or alternatively, it may be appreciated
that these conventional mechanisms of reporting issues to
issue tracking services may require substantial time com-
mitments from skilled quality control engineers. A more
efficient data entry/data aggregation process could, among
other benefits, substantially increase issue report frequency,
issue report quality, issue report depth/thoroughness, and so
on and, as a result, substantially increase the speed and
efficiency with which a team leveraging an issue tracking
system for productivity and collaboration purposes can
operate.

[0084] In contrast with conventional implementations, an
issue reporting application leveraging methods described
herein can be used by a quality control engineer, such as the
quality control engineer of the preceding example. In par-
ticular, leveraging systems and methods described herein,
the quality control engineer can launch an issue reporting
application (in this example, the “Issue Reporting Applica-
tion”) and select a user interface element indicating to the
Application that the quality control engineer intends to draft
at least one issue report that details the behavior observed by
the quality control engineer with respect to the above-
described example task of adding an attachment to an email
using both the Email Application and the File Storage
Application.

[0085] More particularly, in some embodiments, the Issue
Reporting Application may present a graphical user interface
through which the quality control engineer can select one or
more projects that may relate to a behavior the quality
control engineer intends to document. In this example, the
quality control engineer may select a first project corre-
sponding to the Email Application and second project cor-
responding to the File Storage Application. Thereafter, the
quality control engineer may select a user interface element
presented in the graphical user interface to instruct the Issue
Reporting Application to generate a session identifier for
each application selected by the quality control engineer.

[0086] In many embodiments, such an operation may be
obfuscated or otherwise hidden from the quality control
engineer; the quality control engineer may instead be pre-
sented with a button labeled “Submit” or “Begin Testing” or
similar. As may be appreciated, regardless the specific
graphical user interface element or elements presented to the
quality control engineer, the Issue Reporting Application
may generate a session identifier for each of the projects
identified by the quality control engineer. In this example,
the Issue Reporting Application may generate two separate
and distinct session identifiers—one identifier associated
with the Email Application (or, more specifically, a software
development project associated with the Email Application)
and a second identifier associated with the File Storage
Application (or, more specifically, a software development
project associated with the File Storage Application).

[0087] In this example, the Issue Reporting Application
can communicate each respective session identifier to an
instance of each respective application executing on the
client device. In some examples, the Issue Reporting Appli-
cation may cache or otherwise store a session identifier, such
as described herein, such that an application under test (such
as the Email Application or the File Storage Application of
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the present example) can request the same from the Issue
Reporting Application at a later or otherwise more appro-
priate time.

[0088] Thereafter, the quality control engineer can launch
either or both the Email Application or the File Storage
Application and interact with those application(s) in a man-
ner that reproduces the behavior discovered by the quality
control engineer. Both applications, having each received a
respective one session identifier, can automatically transi-
tion to a “debugging mode.” When in the debugging mode,
these applications under test can be configured to (without
limitation): log their respective actions, memory utilization,
processor utilization, object instantiation, framework/library
usage, network utilization, and so on; record interactions
between a user (e.g., quality control engineer) with the user
interface via still images or screen capture (e.g., capturing a
sequence of screenshots and/or a screen recording); elevate
a logging level from a production logging frequency and
verbosity to a debug logging frequency or verbosity; and so
on. It may be appreciated that the foregoing examples are
not exhaustive; a debugging mode such as described herein
can cause an application under test to generate, retrieve, or
otherwise obtain any suitable information relevant to debug-
ging or testing of that application.

[0089] Once the behavior discovered by the quality con-
trol engineer has been duplicated, the quality control engi-
neer can return to the Issue Reporting Application. The Issue
Reporting Application can receive from both applications
under test all captured debugging information captured by
those applications during the debugging session. More par-
ticularly, each application under test can tag debugging
information with its respective session identifier/context
key. In this manner, when the Issue Reporting Application
receives debugging information from an application under
test, the Issue Reporting Application can readily identify
which debugging session corresponds to the received debug-
ging information.

[0090] Once the Issue Reporting Application receives ses-
sion-tagged debugging information, the Issue Reporting
Application can populate one or more issue report templates
with that data. For example, as noted above, session-tagged
debugging information can include logs and/or crash reports
which may be formatted as computer-readable files. In such
examples, session-tagged debugging information formatted
as computer-readable files can be appended as attachments
to an issue report template. In another example, session-
tagged debugging information can include processor and/or
memory utilization. In this example, the Issue Reporting
Application can analyze the processor and/or memory uti-
lization data to determine whether either data exceeds a
threshold defining unexpected utilization.

[0091] If either memory or processor utilization exceeds
the threshold, the Issue Reporting Application can append a
note to an issue report template that indicates unexpectedly
high utilization. The foregoing examples are not exhaustive;
a person of skill in the art will readily appreciate that an
Issue Reporting Application, such as described herein can be
configured to append any suitable session-tagged debugging
information into any suitable issue report in any suitable
manner. Further, a person of skill in the art will readily
appreciate that an Issue Reporting Application, such as
described herein can be configured to analyze any suitable
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session-tagged debugging information to add metadata
obtained therefrom to any suitable issue report in any
suitable manner.

[0092] Continuing the simplified example presented
above, the Issue Reporting Application may be configured
to: select an issue report template based on the Email
Application session identifier; populate the issue report
template with the name of the Email Application, one or
more persons associated with the Email Application project;
append the name of the quality control engineer to the issue
report template; attach session-tagged logs to the issue
report template; append crash reports to the issue report
template; append screen shots to the issue report template;
append screen recordings to the issue report template; gen-
erate a plain-text or otherwise human readable summary of
user interface interactions (e.g., “press button 1, then press
button 2, then enter text in field 1” and so on); and so on.
Similar actions may be performed with session-tagged
debugging information associated with the File Storage
Application. As a result of these operations, the quality
control engineer can, when opening the Issue Reporting
Application, be presented with multiple issue report tem-
plates, prepopulated with information relevant to each spe-
cific issue report and specific to individual applications/
projects.

[0093] As noted above, FIGS. 3-4 reference embodiments
in which a quality control engineer may leverage a single
electronic device, referred to in these embodiments as a
client device, to operate both an issue reporting application
and an application under test. As noted with respect to many
embodiments described herein, a client device may be any
suitable electronic device configured to, or otherwise
capable of, communicating with and/or exchanging infor-
mation or computer-readable data with an issue tracking
service (or server), such as described herein.

[0094] An example client device, as noted above, is a
mobile electronic device such as a smart phone. In these
examples, the mobile device may include one or more
hardware resources (e.g., processors, input devices,
memory, data stores, displays, and so on; collectively
referred to herein as “resource allocations™) that can be
leveraged by the mobile device to, without limitation: access
a persistent memory, by a processor, to retrieve executable
instructions; load executable instructions retrieved from
persistent memory into working memory or volatile
memory; execute executable instructions stored in working
memory to instantiate an instance of an application, such as
an application under test and/or an issue reporting applica-
tion, defined by the executable instructions; and so on. For
simplicity of description, the embodiments that follow ref-
erence a mobile device as an example of a client device,
although it may be appreciated that this is merely one
example and that in further embodiments, other client
devices may be suitable.

[0095] FIG. 3 depicts a system diagram of a portion of an
issue tracking system 300. In particular, the figure depicts an
example client device, such as described herein, executing
an instance of an application under test and an instance of an
issue reporting application. As with other embodiments
described herein, the client device 302 of the issue tracking
system 300 can be any suitable electronic device and can be
configured as described above with reference to FIG. 2 or
FIG. 1. Similarly, it may be appreciated that the client device
302 can be communicably coupled to an issue tracking
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service of a host server, such as described above; for
simplicity of description and illustration these elements are
omitted from FIG. 3.

[0096] As with other client devices described herein, the
client device 302 can be configured to execute one or more
instances of one or more applications. In particular, the
client device can include a processor, a working memory, a
persistent memory, and/or one or more displays or network-
ing connections. In these examples, the processor of the
client device 302 can be configured to retrieve one or more
instructions stored in the persistent memory and can execute
those instructions to instantiate one or more software appli-
cations by leveraging the working memory for temporary
storage. Such applications, which as described in reference
to other embodiments referenced and described herein, can
include an issue reporting application and/or an application
under test. In other examples, multiple applications under
test can be instantiated. It may be appreciated that the
foregoing described information/signal flow description of
processes of instantiating or otherwise launching an appli-
cation, such as described herein are not exhaustive of the
various methods that may be leveraged by or performed by
a processor of a client device, such as the client device 302.
In other embodiments, software applications may be
launched in any other suitable manner.

[0097] Inthe illustrated embodiment, the client device 302
has instantiated two separate applications, an issue reporting
application 304 and an application under test 306. As with
other embodiments described herein, multiple applications
under test can be instantiated by the client device 302 and
can be communicably coupled to the issue reporting appli-
cation 304; FIG. 3 depicts only a single application under
test for simplicity of illustration.

[0098] As with other embodiments described herein, the
various instances of applications can each generate their
own respective graphical user interface. In particular, the
issue reporting application 304 can leverage the display of
the client device 302 to render a graphical user interface 308
and the application under test can leverage the display of the
client device 302 to render a graphical user interface 310. In
some examples, the client device 302 can present each of the
graphical user interfaces 308, 310 simultaneously (e.g., via
windowing) or, in other embodiments, display of the graphi-
cal user interfaces 308, 210 may be mutually exclusive; only
one interface may be shown at a time.

[0099] As with other embodiments described herein, the
issue reporting application 304 and the application under test
306 can be configured to exchange information, such as
described herein, in a number of suitable ways. In particular,
the issue reporting application 304 can be configured to pass
by reference or by value a session identifier 312 to the
application under test 306. As with other embodiments
described herein, the session identifier 312 may be used by
the application under test 306 to tag or otherwise organize or
sort debugging data (or context information) that may be
captured during a debugging session, such as described
above. More specifically, the application under test 306 can
pass by reference or by value a session-tagged debug data
package 314 back to the issue reporting application 304.
[0100] The application under test 306 and the issue report-
ing application can exchange the session identifier 312
and/or the session-tagged debug data package 314 in a
number of suitable ways. Examples include, but are not
limited to: storing at a persistent memory address by the
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issue reporting application 304 data that may be retrieved at
any suitable time (e.g., on demand, in response to an event
report or notification, according to a schedule, and so on) by
the application under test 306; storing at a working memory
address by the issue reporting application 304 data that may
be retrieved at any suitable time (e.g., on demand, in
response to an event report or notification, according to a
schedule, and so on) by the application under test 306;
generating an event to push to a system event queue by the
issue reporting application 304 in a format suitable to be
recognized and consumed by the application under test 306;
via an inter-app communications protocol; via an inter-app
messaging service; and so on. It may be appreciated that the
foregoing examples are not exhaustive and that two
instances of two different applications may suitably com-
municate in a number of different ways.

[0101] Independent of the method(s) by which the appli-
cation under test 306 and the issue reporting application 304
exchange the session identifier 312 and the session-tagged
debug data package 314, (or other data such as context data
or context information) it is understood that the information
can be used by either or both applications to inform one or
more operations of those applications.

[0102] For example, as noted with respect to other
embodiments described herein, the issue reporting applica-
tion 302 may be configured to render one or more graphical
user interface elements 316 in the graphical user interface
308. These user interface elements can be used by a quality
control engineer to provide input to an issue report, to trigger
the issue reporting application 302 to generate or retrieve the
session identifier 312, or, in other cases, can be populated
automatically by the issue reporting application itself by
consuming and/or otherwise parsing or analyzing the ses-
sion-tagged debug data package 314 received from the
application under test.

[0103] Similarly, the application under test 306 may be
configured to render one or more graphical user interface
elements 318. These elements can receive user inputs from
the quality control engineer—or any other user of the
application under test—to instruct the application under test
306 to perform one or more operations. As with other
embodiments described herein, user interactions with the
graphical user interface elements 318 can be captured when
the application under test 306 enters a debugging mode in
response to receiving the session identifier from the issue
reporting application 304.

[0104] Insome embodiments, the client device 302 can be
further configured to optionally provide another a graphical
user interface element identifying a particular debugging
session when the application under test 306 is in focus
and/or is otherwise being used by the quality control engi-
neer. An example element is shown as the session-identify-
ing user interface element 320. In these examples, a quality
control engineer can reference the session-identifying user
interface element 320 (such as a pull-down element or
slide-over element) when operating the application under
test 306 as a reminder of which debugging session, and
correspondingly which issue report template or issue report
draft, is associated with the engineer’s interactions with the
application under test 306.

[0105] For example, in one embodiment, a quality control
engineer can launch the issue reporting application 304 and
can operate the graphical user interface 308 to begin a
debugging session (e.g., cause the issue reporting applica-
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tion 304 to generate the session identifier 312) to record
information describing operations of the application under
test 306 when a particular feature of that application is used
by the engineer. In one specific example, the application
under test 306 is a social media application and the feature
of that application being tested by the engineer may be
related to behavior of a text input field presented when a
certain social media profile is viewed.

[0106] In this example, the quality control engineer can
select an issue reporting template or may opt to create a new
issue report via the graphical user interface 308 presented by
the issue reporting application 304. As with other embodi-
ments described herein, the quality control engineer can add
bibliographic and/or descriptive data to the draft issue
report, such as the engineer’s name, the project name
associated with the application under test 306, and an issue
title. An example issue title (which may be context data)
may be “Text input above submit button in profile view
hangs when profile is loaded.”

[0107] Once the engineer enters such data, the engineer
may switch to the application under test 304. As with other
embodiments described herein, before, while, or after the
instances of application focused by the client device 302
change (e.g., while the engineer switches from the issue
reporting application 304 to the application under test 306),
the issue reporting application 304 can send by reference or
by value the session identifier 312 to the application under
test 306 which in turn can enter a debugging mode. In some
embodiments, the session-identifying user interface element
320 can be updated to remind the engineer that the engineer
is currently testing the text input field above the submit
button. For example, the session-identifying user interface
element 320 may be updated with descriptive text identical
to the issue title provided by the engineer. In other examples,
the session-identifying user interface element 320 may be
shortened to read “Debugging Mode” or similar. In other
examples, the session-identifying user interface element 320
may include both a debugging flag indication and descrip-
tive text provided by the engineer or extracted from the issue
title (or another portion of engineer-entered content) of the
issue report draft started by the engineer when using the
issue reporting application 304 prior to launching the appli-
cation under test 306. For example, the session-identifying
user interface element 320 may be updated by the applica-
tion under test 306 or the issue reporting application 304 to
read: “Debug: Text Input Hangs.” It may be appreciated that
the foregoing examples are not exhaustive, in other cases,
other text can be included in the session-identifying user
interface element 320.

[0108] in other examples, the session-identifying user
interface element 320 may be a portion of a drop-down
menu or slide-in overlay that adjusts positioning of the
graphical user interface 310 of the application under test
306. For example, the session-identifying user interface
element 320 may exhibit a similar appearance to an active-
call notification rendered by a mobile phone operating
system.

[0109] In some examples, the session-identifying user
interface element 320 can be persistently shown above or
below the graphical user interface 310, whereas in others,
the session-identifying user interface element 320 may be
only temporarily or periodically shown.

[0110] In some embodiments, the session-identifying user
interface element 320 can be provided with an attention-
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soliciting color, such as red or green, that contrasts dramati-
cally against other adjacent elements of the graphical user
interface 310 of the application under test 306.

[0111] In some embodiments, the session-identifying user
interface element 320 may be rendered in an animated
fashion. In some embodiments, the session-identifying user
interface element 320 may be presented or rendered along-
side a notification or status bar of the client device 302.
[0112] In still further embodiments, the session-identify-
ing user interface element 320 can be rendered while a
haptic feedback is provided. In other cases, an acoustic or
audible feedback can be provided with the session-identi-
fying user interface element 320. In still further examples,
the session-identifying user interface element 320 can be
rendered with visual emphasis, such as enhanced brightness
or in a flashing manner. In yet other examples, combinations
of the foregoing example presentation techniques can be
provided.

[0113] The foregoing examples are not exhaustive. In
some embodiments, the session-identifying user interface
element 320 may not be required and/or may not be rendered
by the client device 302 or the application under test 306.
Instead, it may be appreciated that the foregoing example
embodiments described in reference to FIG. 3 are provided
as examples of graphical user interfaces that may be ren-
dered by and/or otherwise informed by data exchanged
between an issue reporting application (such as the issue
reporting application 304) and an application under test
(such as the application under test 306), such as described
herein. As such, more generally and broadly, it may be
appreciated that a graphical user interface of an instance of
an application, such as described herein can be influenced by
and/or informed by a session identifier and/or debugging
data or context data such as described herein.

[0114] Forexample, FIG. 4 depicts a system diagram of an
example client device, such as described herein, configured
to facilitate exchange of session data and/or context data
between an instance of an application under test and an
instance of an issue reporting application. In particular, in
this example, an issue tracking system 400 includes a client
device 402 in communication with an issue tracking service
404 that leverages physical and/or virtual resources (iden-
tified as the resource allocations 406a) of a host device such
as described herein.

[0115] The client device 402 can instantiate both an issue
reporting application 406 (leveraging physical and/or virtual
resources of the client device, identified as the resource
allocations 406a) and an application under test 408 (lever-
aging physical and/or virtual resources of the client device,
identified as the resource allocations 408a). The issue report-
ing application 406 can generate a session identifier 410 and
pass by reference or by value that session identifier 410 to
the application under test which, in response thereto, can
enter a debugging mode. After a debugging session has been
completed by an quality control engineer, the application
under test 408 can send back to the issue reporting appli-
cation both the session identifier and debugging/context data
as a session-tagged debug data package 412. In response to
receiving debugging/context data, the issue reporting appli-
cation 406 can select an issue report template, a prepopu-
lated issue report draft, or a new issue report and can
populate fields of the selected issue report with information
obtained from or otherwise extracted from the session-
tagged debug data package 412. Thereafter, the issue report-
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ing application 406 can transmit a complete issue report 414
to the issue tracking service 404.

[0116] These foregoing embodiments depicted in FIG. 3-4
and the various alternatives thereof and variations thereto
are presented, generally, for purposes of explanation, and to
facilitate an understanding of various configurations and
constructions of a system, such as described herein. How-
ever, it will be apparent to one skilled in the art that some of
the specific details presented herein may not be required in
order to practice a particular described embodiment, or an
equivalent thereof.

[0117] Thus, it is understood that the foregoing and fol-
lowing descriptions of specific embodiments are presented
for the limited purposes of illustration and description.
These descriptions are not targeted to be exhaustive or to
limit the disclosure to the precise forms recited herein. To
the contrary, it will be apparent to one of ordinary skill in the
art that many modifications and variations are possible in
view of the above teachings.

[0118] For example, it may be appreciated that data and/or
information (including session keys, context keys, session
identifiers, context data/information, and any other suitable
computer-readable data) may be exchanged between
instances of applications executed by the same client device
in a number of suitable ways, adhering to a number of
suitable protocols, and/or complying with a number of
suitable forms or formats.

[0119] Examples include, but are not limited to: storing at
a persistent memory address by an instance of a first
application data that may be retrieved at any suitable time
(e.g., on demand, in response to an event report or notifi-
cation, according to a schedule, and so on) by an instance of
a second application; storing at a working memory address
by an instance of a first application data that may be
retrieved at any suitable time (e.g., on demand, in response
to an event report or notification, according to a schedule,
and so on) by an instance of a second application; generating
an event to push to a system event queue by an instance of
a first application in a format suitable to be recognized and
consumed by an instance of a second application; via an
inter-app communications protocol; via an inter-app mes-
saging service; and so on. It may be appreciated that the
foregoing examples are not exhaustive and that two
instances of two different applications may suitably com-
municate in a number of different ways.

[0120] For example, in other cases, portions and/or all
communications between two instances of applications
executed by a client device may be facilitated in whole or in
part by another service or instance of a service, either local
or remote service, such as an instance of a third application
executed by the client device and/or a remote service, such
as a server or a separate electronic device or separate client
device.

[0121] Generally and broadly, similar to other embodi-
ments described herein, FIGS. 5-7 depict embodiments in
which a client device may be used to execute and/or instan-
tiate an application under test and an issue reporting appli-
cation, such as described herein.

[0122] In contrast to embodiments described with refer-
ence to FIGS. 3-4, the embodiments shown in FIGS. 5-7
leverage a proxy service to transact information between
instances of an application under test and an instance of an
issue reporting application. Example information transacted
by a proxy service, such as described herein can be, without
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limitation: context keys; session keys; session identifiers;
private or public key pairs; secure shell keys; secure socket
layer certificates; javascript tokens; single sign on tokens;
authentication tokens; indexes; software version numbers;
plugin lists; framework, library, dependency lists; frame-
work, library, dependency versions; screenshots; cursor
locations; touch locations; audio recordings; video record-
ings; screen recordings; timestamps; logs; crash reports;
resource usage reports (e.g., processor utilization, memory
utilization, database size, network activity); operating sys-
tem level data, such as process lists, system information,
software version information, and so on; hardware informa-
tion; firmware version number; usernames; user contact
information; and so on. More generally, the proxy service
may be configured to transmit information that identifies a
particular debugging session and information corresponding
to actions taken during that debugging session.

[0123] More specifically, a “proxy service” served by a
host service as described herein may be any suitable net-
work-connected or otherwise communicably coupled com-
puting device (e.g., server, client device, host device, virtual
machine, container, and so on) that facilitates transaction of
data between different instances of different applications.

[0124] An example host service, as noted above, is an
Internet-connected server or cluster of servers. In these
examples, the mobile device may include one or more
hardware resources (e.g., processors, input devices,
memory, data stores, displays, and so on; collectively
referred to herein as “resource allocations™) that can be
leveraged by the mobile device to, without limitation: access
a persistent memory, by a processor, to retrieve executable
instructions; load executable instructions retrieved from
persistent memory into working memory or volatile
memory; execute executable instructions stored in working
memory to instantiate an instance of an application, such as
an application under test and/or an issue reporting applica-
tion, defined by the executable instructions; and so on.

[0125] The proxy service of these embodiments may be
configured to receive from an instance of an issue reporting
application a context key or session identifier and, thereafter,
transmit the receive context key or session identifier (or data
derived therefrom, such as a hash of the received key or an
encrypted counterpart to the received context key or session
identifier) to an instance of an application under test. In this
example, as with other embodiments described herein, the
application under test can be operated by a user of the client
device executing that application and information describing
and/or tracking that usage (e.g., logs, screenshots, screen
recordings, user interface elements, touch/pointer locations,
and so on) can be captured. Thereafter, the captured infor-
mation, which can be referred to as “context data” or
“session data” or “issue data” or similar terms can thereafter
be tagged with the received context key and transmitted
back to the issue reporting application, either directly or via
a proxy service. Upon receiving information from an appli-
cation under test, regardless whether that information is
received directly or indirectly, the issue reporting applica-
tion can retrieve from a persistent memory or a local or
remote database an issue reporting template selected based
on or otherwise corresponding to the context key received
from the application under test. Thereafter, the issue report-
ing application can populate the retrieved issue reporting
template and can present the populated issue reporting
template to the user for review and/or submission.
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[0126] As a result of such embodiments and equivalents
thereof, a user of an issue tracking application can more
rapidly and effectively add information to an issue report,
thereby providing richer and more detailed feedback to an
issue tracking system, such as described herein.

[0127] Forexample, FIG. 5 depicts a system diagram of an
example client device, such as described herein, configured
to facilitate exchange of session data and/or context data
between an instance of an application under test and an
instance of an issue reporting application via, at least in part,
a proxy service. In particular, in this example, an issue
tracking system 500 includes a client device 502 in com-
munication with an issue tracking service 504 that leverages
physical and/or virtual resources (identified as the resource
allocations 506a) of a host device such as described herein.
[0128] As with other embodiments described herein, and
in particular FIG. 4, the client device 502 can instantiate
both an issue reporting application 506 (leveraging physical
and/or virtual resources of the client device, identified as the
resource allocations 506a) and an application under test 508
(leveraging physical and/or virtual resources of the client
device, identified as the resource allocations 508a).

[0129] As with other embodiments described herein, the
issue reporting application 506 can generate a session iden-
tifier 512 and pass by reference or by value that session
identifier to a proxy service 510 operated on or by a remote
or local server (or other application instantiated by the client
device 502) that can include one or more processors, work-
ing memory, persistent memory, network connections and so
on collectively identified as the resource allocations 510a. In
some cases, the proxy service 510 can pass the session
identifier 512 directly to the application under test 508. In
other cases, the proxy service 510 can encrypt or otherwise
modify the session identifier 512 prior to forwarding/send-
ing the session identifier 512 to the application under test
506. As with other embodiments described herein, the
session identifier 512 can be any suitable alphanumeric
string of characters, token, or data structure or data item
representing or otherwise identifying a particular debugging
session defined by an issue reporting application, such as
described herein.

[0130] Once the proxy service 510 passes the session
identifier 512 to the application under test 506, the applica-
tion under test 508 can, in response thereto, enter a debug-
ging mode as with other embodiments described herein.
After a debugging session has been completed by an quality
control engineer, the application under test 508 can send
back to the issue reporting application both the session
identifier and debugging/context data as a session-tagged
debug data package 514.

[0131] In response to receiving debugging/context data,
the issue reporting application 506 can select an issue report
template, a prepopulated issue report draft, or a new issue
report and can populate fields of the selected issue report
with information obtained from or otherwise extracted from
the session-tagged debug data package 514. Thereafter, the
issue reporting application 506 can transmit a complete issue
report 516 to the issue tracking service 504.

[0132] The foregoing example data flow/signal flow/net-
working description of an issue tracking system, such as
described herein is merely one example. Other architectures
are possible. For example, in some cases, an application
under test and an issue reporting application may be instan-
tiated by two separate client devices.
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[0133] FIG. 6 depicts a system diagram of an issue track-
ing system, such as described herein, configured to facilitate
exchange of session data and/or context data between an
instance of an application under test executed on one client
device and an instance of an issue reporting application
executed by a separate client device via, at least in part, a
proxy service.

[0134] In particular, in this example, an issue tracking
system 600 includes a client device 602a in communication
with an issue tracking service 604 that leverages physical
and/or virtual resources (identified as the resource alloca-
tions 606a) of a host device such as described herein.
[0135] As with other embodiments described herein, the
client device 6024 can instantiate an issue reporting appli-
cation 606 by leveraging physical and/or virtual resources of
the client device 602a, identified as the resource allocations
606a. A separate client device, the client device 6025 can
instantiate an application under test 608 leveraging physical
and/or virtual resources of the client device 6025, identified
as the resource allocations 608a. The client devices 602a,
6025 can be the same type of client device (e.g., mobile
electronic devices) or may be different electronic devices.
For example, in one example, in one embodiment the client
device 602a is a cellular phone and the client device 6025 is
a laptop computing device.

[0136] As with other embodiments described herein, the
issue reporting application 606 can generate a session iden-
tifier 612 and pass by reference or by value that session
identifier to a proxy service 610 operated on or by a remote
or local server (or other application instantiated by the client
device 602a) that can include one or more processors,
working memory, persistent memory, network connections
and so on collectively identified as the resource allocations
610a. In some cases, the proxy service 610 can pass the
session identifier 612 directly to the application under test
608. In other cases, the proxy service 610 can encrypt or
otherwise modify the session identifier 612 prior to forward-
ing/sending the session identifier 612 to the application
under test 606. As with other embodiments described herein,
the session identifier 612 can be any suitable alphanumeric
string of characters, token, or data structure or data item
representing or otherwise identifying a particular debugging
session defined by an issue reporting application, such as
described herein.

[0137] Once the proxy service 610 passes the session
identifier 612 to the application under test 606, the applica-
tion under test 608 can, in response thereto, enter a debug-
ging mode as with other embodiments described herein.
After a debugging session has been completed by an quality
control engineer, the application under test 608 can send
back to the issue reporting application both the session
identifier and debugging data as a session-tagged debug data
package 614.

[0138] In response to receiving debugging data, the issue
reporting application 606 can select an issue report template,
a prepopulated issue report draft, or a new issue report and
can populate fields of the selected issue report with infor-
mation obtained from or otherwise extracted from the ses-
sion-tagged debug data package 614. Thereafter, the issue
reporting application 606 can transmit a complete issue
report 616 to the issue tracking service 604.

[0139] Instill further embodiments, a proxy service can be
used to send and receive both session identifiers and debug-
ging data, such as described herein. For example, FIG. 7
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depicts an embodiment similar to FIG. 6 in which an issue
tracking system 700 includes two client devices, the client
device 702a, 7026 and an issue tracking service 704. The
client device 702q instantiates an issue reporting application
706 leveraging the resource allocations 7064 and the client
device 70254 instantiates an application under test 708 lever-
aging the resource allocations 708a. The embodiment fur-
ther includes a proxy service 710 that executes over the
resource allocations 710a.

[0140] In contrast with the embodiment depicted in FIG.
6, this system 700 is architected such that the proxy service
710 is configured to send and receive a session identifier 712
and a session-tagged debug data package 714 between the
issue reporting application 706 and the application under test
708. Once the issue reporting application 706 receives the
session-tagged debug data package 714, it can select and/or
populate an issue report 716 that can be transmitted or
otherwise communicated to the issue tracking service 704.
[0141] These foregoing embodiments depicted in FI1G. 5-7
and the various alternatives thereof and variations thereto
are presented, generally, for purposes of explanation, and to
facilitate an understanding of various configurations and
constructions of a system, such as described herein. How-
ever, it will be apparent to one skilled in the art that some of
the specific details presented herein may not be required in
order to practice a particular described embodiment, or an
equivalent thereof.

[0142] Thus, it is understood that the foregoing and fol-
lowing descriptions of specific embodiments are presented
for the limited purposes of illustration and description.
These descriptions are not targeted to be exhaustive or to
limit the disclosure to the precise forms recited herein. To
the contrary, it will be apparent to one of ordinary skill in the
art that many modifications and variations are possible in
view of the above teachings.

[0143] FIG. 8 is a flowchart depicting example operations
of' a method of leveraging session data to populate an issue
reporting template. The method 800 can be performed in
whole or in part by a host device or a client device, such as
described herein. More specifically, operations of the
method 800 can be performed in whole or in part by an
instance of a client application executed by a host device or
a client device such as described herein. The client appli-
cation may be an issue reporting application or, in other
examples, may be an application under test. For simplicity
of description, the embodiment that follows reference a
configuration in which the method 800 is performed by an
instance of an issue reporting application executed by a
client device communicably coupled to an issue tracking
service of an issue tracking system such as described herein.
As with other embodiments, the issue reporting application
instance can be supported by one or more physical or virtual
resource allocations of the client device, including processor
allocations, memory allocations, networking allocations and
O on.

[0144] The method 800 includes operation 802 at which a
selection of a session is received. The selection can be
received by operation of a graphical user interface of the
issue reporting application. In some embodiments, the
graphical user interface can be presented for the benefit of a
quality control engineer. For example, the graphical user
interface may present a question or survey to a quality
control engineer requesting input whether the engineer
would like to initiate a debugging session. In response, the
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quality control engineer can select a graphical user interface
element indicating an intent to begin debugging a particular
application, referred to as the application under test. In some
cases, the graphical user interface can present a set of
applications from which the quality control engineer can
choose one or more applications. Once a selection is made,
the quality control engineer can select or input a feature or
behavior of that selected application that the quality control
engineer intends to test.

[0145] For example, in one embodiment, the quality con-
trol engineer is presented with a graphical user interface
requesting a selection between Application A, Application
B, and Application C. In response, the quality control
engineer selects Application A. Thereafter, the graphical
user interface can request input from the quality control
engineer asking which feature or behavior of Application A
the quality control engineer intends to test. In this example,
the quality control engineer may provide text input via a text
input dialog indicating that the quality control engineer
intends to test a Photo Upload feature of Application A.
[0146] With this information provided by the quality con-
trol engineer, the issue reporting application can query an
issue tracking service to obtain and/or retrieve information
related to either or both Application A or the Photo Upload
feature of Application A. For example, in some embodi-
ments, the issue reporting application may be configured to
query the issue tracking service for similar issues that have
already been submitted to the system, such as issues in
Project A (which is a software development project that
supports Application A) that reference the Photo Upload
feature.

[0147] In some embodiments, the issue reporting applica-
tion may receive multiple results from the issue tracking
service. In such examples, the issue reporting application
can leverage any suitable technique to extract similar or
overlapping features from each returned issue report. In
other cases, the issue reporting application may receive a
limited set or a small number of result from the issue
tracking service, such as a single issue report. In these
embodiments, the issue reporting application can be config-
ured to generate an issue report template with prepopulated
common information based, at least in part, on the results of
the query of the issue tracking system.

[0148] In still further examples, the issue reporting appli-
cation can be configured to select an issue reporting template
from a set of existing issue reporting templates associated
with Project A, Application A, or the Photo Upload feature.
In some examples, the quality control engineer may generate
one or more templates from which the issue reporting
application selects. In other cases, a company-wide or
team-wide database of issue reporting templates may be
accessed and a single issue report template may be selected
by the issue reporting application therefrom.

[0149] Continuing the above example, the issue reporting
application may present to the quality control engineer, after
having received input information from the quality control
engineer such as described above, a partially or entirely
prepopulated issue report, referred to herein as a prepopu-
lated issue report template or an issue report draft or a ticket.
Example information that may be included in the issue
report draft includes but may not be limited to: a project
name; an issue type; an issue summary; an issue priority; a
reference to particular components of the project; a refer-
ence to particular versions of the project or one or more of
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its outputs; an issue/ticket assignee; an issue reporter (e.g.,
the quality control engineer’s name, which may be inserted
by the issue reporting application based on a current logged-
in username accessible to the issue reporting application); an
issue report date/timestamp; and so on.

[0150] In addition to the foregoing, the issue reporting
application may advance the method 800 to operation 804 at
which, optionally, a session identifier is created and logically
linked to the issue report template discussed above. In these
embodiments, and many others, the issue reporting applica-
tion may be configured to transmit or otherwise pass the
session identifier to the application under test. In other
examples, the session identifier may not be required to be
transmitted to the application under test; the session identi-
fier may be held in local memory and may be used exclu-
sively by the issue reporting application to reference the
issue report template/draft referenced above.

[0151] Thereafter, at operation 806, the issue reporting
application may receive from the application under test, a
third application or process, or from any other suitable
source, at least one item of debugging data, which may be
tagged with the session identifier created and/or transmitted
at operation 804. As noted above, debugging data can
include, but may not be limited to: crash reports; logs;
memory utilization reports; object instantiation reports;
stack traces; network utilization reports; event timelines;
user interface interaction events/timelines; user interface
dwell times; screen recordings; screen shots; and so on. This
information can be retrieved by the issue reporting applica-
tion, but an operating system of the client device, by the
application under test, by another application or process
executed by the operating system, and so on. More gener-
ally, it may be appreciated that debugging information, such
as described herein can be aggregated and/or collected in a
number of suitable ways.

[0152] Once the issue reporting application receives
debugging data, regardless of source or format, it can parse
that data in order to continue populating the issue report
template draft referenced above. For example, the issue
reporting application can be configured to select certain file
types based on extension and append those file types as
attachments to the issue report template draft. Example file
types that may be added as extensions include: image file
types; audio file types; video file types; crash log file types;
and so on.

[0153] In other cases, the issue report template draft can be
populated with data or information derived from the debug-
ging data. For example, a timeline of user interaction events
can be translated into human-readable text and can be
appended to the description of the issue report template.
[0154] It may be appreciated that these foregoing
examples are not exhaustive; other methods of parsing
and/or extracting information from debugging data and
appending that information to an issue report may be con-
sidered or implemented.

[0155] One may appreciate that although many embodi-
ments are disclosed above, that the operations and steps
presented with respect to methods and techniques described
herein are meant as exemplary and accordingly are not
exhaustive. One may further appreciate that alternate step
order or fewer or additional operations may be required or
desired for particular embodiments.

[0156] Although the disclosure above is described in terms
of various exemplary embodiments and implementations, it
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should be understood that the various features, aspects and
functionality described in one or more of the individual
embodiments are not limited in their applicability to the
particular embodiment with which they are described, but
instead can be applied, alone or in various combinations, to
one or more of the some embodiments of the invention,
whether or not such embodiments are described and whether
or not such features are presented as being a part of a
described embodiment. Thus, the breadth and scope of the
present invention should not be limited by any of the
above-described exemplary embodiments but is instead
defined by the claims herein presented.

1. A system for reporting issues to an issue tracking

system, the system comprising:
a host server executing an issue tracking service config-
ured for use by a software development team to track
one or more issue reports detailing one or more bugs in
one or more software products; and
a mobile device remote to the host server and executing
an issue reporting application instance in communica-
tion with the issue tracking service and an instance of
an application under test, the issue reporting applica-
tion instance configured to:
generate, by the issue reporting application, a session
identifier;

pass, by the issue reporting application, the session
identifier to the instance of the application under test;

cause to be displayed, by the application under test, a
graphical user interface element with a graphical
user interface of the application under test, the
graphical user interface element comprising an indi-
cator corresponding to the session identifier; and

receive, by the issue reporting application from the
application under test, debug data generated by the
application under test while being used by a user of
the mobile device, the debug data tagged by the
application under test with the session identifier;

select, by the issue reporting application, an issue
report template from a set of issue report templates
based, at least in part, on the session identifier and
the debug data;

automatically populate at least one field of the issue
report template based, at least in part, on the received
debug data; and

transmit the populated issue report template as a new
issue record to the issue tracking service.

2. The system of claim 1, wherein:

the issue reporting application instance is communicably
coupled to the instance of the application under test.

3. The system of claim 1, wherein the instance of the

application under test comprises a graphical user interface
that presents the session identifier to the user of the instance
of the application under test.

4. The system of claim 1, wherein the debug data com-

prises at least one of:

a screen shot;

a screen recording;

a crash report; or

a log.

5. The system of claim 1, wherein the session identifier is

passed by reference to the application under test.

6. (canceled)

7. (canceled)

8. (canceled)

Sep. 30, 2021

9. The system of claim 1, wherein the mobile device is a
cellular telephone.

10. A method of automatically populating an issue report
to be submitted to an issue tracking system, the method
comprising:

generating, by a first application instance executing on a

mobile device, a session identifier;

passing, by the first application instance, the session

identifier to a second application instance executing on
the mobile device;

entering, by the second application instance, a debug

mode in response to receiving the session identifier
from the first application instance;
modifying a graphical user interface of the second appli-
cation instance to indicate the debug mode is active;

receiving, by the second application instance the debug
mode is active, at least one user input to the graphical
user interface of the second application instance;

tagging with the session identifier, by the second appli-
cation instance, debug information generated by the
second application instance during the at least one user
input;

passing, by the second application instance, the tagged

debug information to the first application instance;
exiting, by the second application instance, the debug
mode;

modifying the graphical user interface of the second

application instance to not indicate that the debug mode
is active;
selecting, by the first application instance, an issue report
template from a set of issue report templates based on
the session identifier and the tagged debug data; and

populating, by the first application instance, the selected
issue report template with the tagged debug informa-
tion.

11. The method of claim 10, wherein the first application
instance is an issue reporting application communicably
coupled to the issue tracking system.

12-20. (canceled)

21. The method of claim 11, comprising passing the
populated issue report template to the issue tracking system.

22. The method of claim 11, wherein populating the
selected issue report with the tagged debug information
comprises attaching a file extracted from the debug data to
the selected issue report.

23. The method of claim 22, wherein the file comprises
one or more of:

an audio file;

a screen recording; or

a screen shot.

24. The method of claim 10, wherein the first application
instance and the second application instance are executed on
the same electronic device.

25. A mobile device for interacting with an issue tracking
system, the mobile device executing an instance of an issue
reporting application configured to:

render a first graphical user interface by the issue report-

ing application;

receive, by the issue reporting application, input from a

user to the first graphical user interface;

generate, by the issue reporting application, a session

identifier based on the input to the first graphical user
interface;
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causing to become active, based on the input, a second
graphical user interface rendered by a second applica-
tion executed by the mobile device;
cause to be displayed a graphical user interface element
within the second graphical user interface, the graphi-
cal user interface element comprising an indicator
corresponding to the session identifier and indicating
that a debug mode of the second application is active;

receive, at the second application, debug data generated
by the second application during a user input to at least
one user interface element of the second graphical user
interface;

tag, by the second application, the debug data with the

session identifier;

receive, at the issue reporting application, tagged debug

data;

extracting, by the issue reporting application, the session

identifier from the tagged debug data;

select an issue report template based on the extracted

session identifier; and

automatically populate a field of the issue report template

based on the received debug data.

26. The mobile device of claim 25, wherein automatically
populating the field of the issue report template comprises
attaching a file extracted from the debug data.

27. The mobile device of claim 25, wherein the client
mobile device is a mobile electronic device.

28. The mobile device of claim 25, wherein the debug
data received from the second application is tagged with the
session identifier.



