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COMPUTER INFRASTRUCTURE SECURITY MANAGEMENT

BACKGROUND

{0001} Ensuring the security of a computing or information technology (IT)
infrastruciure is important for an organisagtion. There are many threats and
vuinerabilities. These may originate from internal and external sources on {echnical
and administrative levels. Typically an organisation will have suitable policies and
controls o identify and mitigate threats and vulnerabilities. For example, they may
employ computer security professionals andfor install security systems to monitor the
computing infrastructure and provide security alerts. These latier systemns are often

referred {0 as security information and event management (SIEM) systems.

{0002} Any security solution needs o be suitable for the organisation. However, all
organisgtions vary. Amongst others, organisations may vary in size; in hardware
infrastruciure; in geographical distribution; and in operational culture. To take account
of these variations, expensive and time-consuming solutions are often required. Due
consideration also needs {o be given to the ever-changing nature of security threats:
new technologies are developed, cryplographic systems are deciphered and most
infrastruciures are continually developing. For example, the explosive growth of
maobile devices presents new challenges that may not have been anticipated when

implementing legacy securily systems.

BRIEF DESCRIPTION OF THE DRAWINGS

{00031 Various fealures and advaniages of the present disclosure will be apparent
from the detailed description which follows, faken in conjunciion with the
accompanying drawings, which together illustrate, by way of example only, features
of the present disclosuwre, and whersin:

[0004] Figure 1 is a schematic block diagram of a method for analysing securily risks
relating to a compuling infrasiructure;

[0005] Figure 2 is g schematic diagram showing at least a portion of an exemplary
security model for use in identity and access management;

[0006] Figure 3 is a schematic block diagram showing at least a portion of an

exemplary security model illustraling vulnerability and patch management processes;
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[0007] Figure 4A is a schematic diagram showing an exemplary system for analysing
a computing infrastructure according {0 an example;

[0008] Figure 4B is g flow diagram showing an exemplary method for analysing a
computing infrastructure according to an example;

{0009} Figure 5 is a schematic diagram showing exemplary components that may be
used to implement at least a portion of the exemplary system of Figure 44A;

[0010] Figures GA to 8D illusirate exemplary security data that may be recorded by a
security monitoring system;

[0011] Figure 7 is an illusirative screen shot of a first interface for configuring data
sources according to an exemplary implementation;

[0012] Figure 8 is an illustrative screen shot of g second interface for configuring the
pre-procassing of data according 1o an exemplary implementation;

[0013] Figure 9 is an illustrative screen shot of a third interface displaying the resuits
of data processing according to an exemplary implementation; and

[00141 Figure 10 is a chart showing an exemplary estimated {ake-up curve.

DETAILED DESCRIPTION

[0015] Cerlain examples described herein provide a sysiem that analyses iow-level
raw data such as that produced by monitoring and/or event information systems
operating on a computing infrastructure. This raw data is processed into a form that
can be analysed, e.g. statistically andior numerically. Following analysis, more
meaningful data is derived from the original raw data that can be directly used in
security risk analysis sysiems, for example systems that use modeliing and
simuiations. The tfransformed data, and the result of any further modelling and
simuiation, may be used to inform policy decisions relating fo the maodification,
upgrade or replacement of securily systems for the compuling infrastruciure.
Modelling and simulation may include any of predictions, speculalive analysis and

scenario planning.

[00161 As used in the following description, a compuiing infrasiructure may comprise
ong or more compuling devices coupled o one or more helerogeneous networks.
The computing devices may comprise, amongst others, workstations, laptops, mobile
and tablet devices, roulers, servers, nelworked storage, sensors, networked

appliances, access points, and galeways. The nelworks may use a variety of wired or
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wireless access mechanisms including telecommunications technologies. The
networks may be arranged in local, metropolitan and/or giobal configurations with
multiple sites and specifications. They may comprise a mix of private and public

networks,

[0017] Figure 1 is a schematic block diagram of a method for analysing security risks
relating to a compuiing infrastruciure. This method may be used or adapled o
incorporate examples described later hersin. In block 100 a potential security risk is
identified. This can include a characlerisation of a problem, such as a
characterisation provided by a decision-maker in an organisation such as a Chief
Information Security Officer (CISO). For example, a problem may comprise a belief
that the number of illegal log-ins is higher than it should be. This problem may be
reported by members of a security feam, users or sysiem administrators.
Alternatively, an organisation may be considering an investment in specific solutions
fo belter manage access privileges of iis users. Associated with this investment, a
CIS0 has a rangs of choices for the nature of the resulling system configuration,
including security controls and specific solutions, and a range of preferences among
the security ouicomes. In this case, the identified security risk could be the risks
associated with various implementations of access conirols {or the lack of an

implementation).

[0018] In biock 105, a sysiem securily model is defined. This involves modeliing the
behaviour of processes relaling to the compuling infrastruciure. A mathematical
represeniation of a process based on the probabilities of discrete events ocourring in
relation o the process may be used. In this stage any of architectural, policy,
business process, and behavioural constraints, amongst others, which are inherent in
the sscurity problem are captured and formalized. For example, in a security modsi
representing possible elscironic attacks on the computing infrastructure, threat
anvironment characteristics such as potential attacker behaviour, threat vectors and
probabilities and other exdernalities that may influence an internal business procaess
or human behaviour in the organisation are ideniified and captured as events. In
other approaches, reports, rather than models may be issuad based on a review of

the computing infrastructure, typically by auditors or consultants.
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{00191 In block 110, the security model of biock 105 is used in a simulation {o
generate results 115 that can be analysed at block 120 for a deeper understanding of
a security risk or proposed implementation. In g generic case, a security model
comprises a mathematical representation that is defined by parameters and
variables. The mathematical representation may be probabilistic, e.g. a process may
be represenied using probabilities or probability distributions. For exampie, in a basic
case, if the mathemalical representation uses linear regression, Le. comprises a
lingar function of the form y=m+e, the parameters of the represeniation are the
multiplier 'm’ and the constant ¢ and the variables are v and %, the 'y variable
being the result of the function. A simulation may be performed by varying a variable
range {e.g. the range of 'K’ values) or one or more parameters. In ancther example,
user requests {0 a server may be modeiled using gueuing theory {e.g. using Poisson
processes or exponential distributions); simulations may be run fo determine the
effect on user waiting time of adding more servers. Cerlain parameters may be fixed
by the computing infrastructure and its environment and others may be variable
depending on a proposed implementation. A simulation may explore the value space
for a variable parameter. That is o say, using a security model, behaviour of the
computing infrastructure is simulated by exploring one or more search spaces in
order to provide resulis 115 which can be represeniative of mulliple output
configurations for the computing infrastructure. A simulation may comprise Monts
Carlo methods and/or may provide siatistically verifiable results. If the result of the
simuiations at block 110 does not accurately reflect the actual behaviour of the
processes then the security model may be refined, iLe. the method may return (o

block 105 as shown by the dofted line.

{00207 At block 120, the outcome of the simulation is analysed. For example, the
requiremenis of existing or proposed securily policies for the computing infrastructure
may be compared with the resulls 115, Examples of policy requiremeants may
comprise a regquirement that all new patches must be applied within 30 days, &
requirement that ali user requesis must be acknowledged within one second or less
or g reguirement that user data relaling to ex-employees must be deleted or archived
within 10 days. These requirements may be measured using securily metrics. In this
case, “patching” refers o the installation of an update o a plece of software such as
an operaling system or application. If there are oulcomes within the resulls that

match existing decisions, policies or configurations for the computing infrastruciure,
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for exampie through simulation it may be determined that three server devices are
required to meel an acknowledgement time of one second or less, then actions
based on the analysis 120 may be laken, for example three server devices may be
purchased. If there are no simulation cufcomes that maich existing policies, for
example it may be determined that an acknowledgement time of one second or less
is impossible o achieve, then the identification of the security risks or the security
model may need to be refined, as represented by the dotied lines o blocks 100 and

105, Additionally block 105 may need o be revisited as new problems arise.

[0021] Figure 2 is a schematic block diagram of at least a portion of a securily model
200 for iypical ideniity and access management provisioning and de-provisioning
processes within an organisation. ldentity and access management security modeis
may be used for events that modify a user profile, a user profile being a data record
associated with a user gccount on the computing infrastructure. Figure 2 shows two
discrete evenis that may modify a user profiler in a first join/change role event 205 a
user may join an organisation or change their role, thus needing to be added as a
user of a computing infrastructure or requiring access privileges o be upgraded,
downgraded or created; and in a second leave/role change event 255 a user may
leave an organisation or change their role, thus requiring a user profile to be archived

or deleted.

[0022] Following the first join/change role event 205, a provisioning request 210 is
gengrated for the provision of access {0 one or more applications and/or computing
devices forming part of the compuiing infrastructure. There is then a
configuration/deployment phase 215 in which the access rights are deiermined,
verified and deployed for the user. For example, a computing department within the
organisation can generate the desired security or access credentials for the user in
response to the request 210, and communicate those credentials to the user, or
someone eise in the user's hierarchy (such as a manager for example}. Once the
security model is defined a set of metrics 225 can be used o monitor various phases
of the process. For example, the time laken to process a request 210 can be
monitored, as well as whether or not the configuration and/or deployment phase 215
was successful. In particular, the following sub-processes can be meodsiled and

monitored: a loss of a provisioning request; a waiting time o approval of a request; a



WO 2013/126052 PCT/US2012/026040

loss of a deployment request; a waiting time for deployment; and misconfiguration of

a new user, e.g. unsuccessful deployment.

[0023] Similarly, following a second leave/role change event 255, if access privileges
should be downgraded or revoked, a de-provisioning request 260 can be used to fulfil
the changes. Accordingly, a configuration/depioyment phase 2865 defermines the
access rights which should be changed as a resulf of the request 260, and sxscutes
the changss by, for example, revoking a security credential for the user or
downgrading/changing a security credential so that access privileges for the user are
less privileged than they were, or only permit access o limited or different systems
than before the change was deployed. A set of melrics 270 can be used to monitor
various sub-processes or phases associaied with the request 260. For exampls, the
time taken to process the request can be monitored, as well as whether or not the

configuration and/or deployment phase 113 was successiul.

[0024] A security modsl may be used in two contexis: in a first context the security
model serves as a guide for audit measurements involving the computing
infrastruciure; in a second context the securily model serves as a framework for
simuiagtion using the measurements. For example, in the first coniext exisling
software operating on the computing infrastruciure may be adapted so thal a
measurement is made relating to each of a number of sub-processes or phases, ie.
relating to metrics 225 or 270. Using measurements for muiliple evenis, appropriate
probability distributions that model the measurements are determined for simulation.
For example, the loss of a provisioning request may be modelled as a Bernoulli
process using a binomial probability distribution. The paramsters of the binomial
probability distribution may be derived from the mefrics 225. In the second context
referred to above, a simulation of a provisioning request 210 may comprise a random
sampling of the modelled Bemoulli process. Hence, security models can be used for
at lsast one, conveving, in a scientific manner, current securily, risk and threat
circumstances by using suitable metrics calculated using the model; and two,
speculative {i.e. so-called “what-iT"} analysis and scenario planning, for exampie, by
axploring variants of processes and/or exploring different model assumptions. in the
second case, simulations convey resulis and predictions via security medtrics, the

results and predictions being dependent on inpul parameters for the security modal.
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[0025] Figure 3 is a schematic block diagram of at least a portion of a securily model
for vulnerability and paich management processes according o an exampie. A
vulnerability 300 such as a security risk — thal is to say, a weakness within the
compuling infrastructure which allows an attacker to reduce the infrastructure’s
information integrity — can be exploited or fixed. For example, an external entity 305
{to the computing infrastruciure} can use the vulnerabiiity to exploit the infrastructure
in which if is present using malware 310 for example. A signature and patch{es) for
the vulnerability 315 can be generated in response to the detection of the
vuinerability. This can be in response o knowledge of an exploit and malware, or can
be a proactive measure 1o prevent an exploit occurring. Internal processes 325 (fo an
organisation, L.e. relgting o the computing infrastructure) proceed by assessing the
vulnerability 300 in block 320 fo determine the nature and potential impact of the
vulnerability. As a result of the assessment 320, mitigations 330 or patch
management 350 or both can be deployed in a system in order o counteract the
vuinerability 300. Miligations 330 can include antivirus deployment 340, putling
workarounds 345 in place, installing a network gateway 335 to monitor and inferpose
on network connections and traffic, or some combination. Cther mitigations are
possible. Fatch management 350 can include festing of a paich 355 in order fo
determine iis effectiveness at counieracting the vuinerability, as well as determining
an effect on the computing infrasiructure, such as disruplion o services and systems
as a result of downtime for example. Following testing 355, patch deployment 360
can proceed, in which a patch or mulliple paiches are applied o systems of the
computing infrastructurs in which the vulnerabiiity was discoverad, or which could be
affected. For example, patches can be applied o servers hosting an operating
system which is used fo execule ools used in an organisation. Paiches could also

typically be deployed on individual user workstations for example.

[0026] As demonsirated by the above examples, a security model may include ong
or more mathematical representations of a set of internal and extternal processes or
components to represent aspects of the compuling infrastruciure, its environment
and a securily risk under consideration. External components may correspond {0 a
threat environment and can include the rate of discovery of vuinerabilities, a spesd o
develop exploits, a spesd to devslop paiches and signatures, attacker behaviour ete.
internal components can include specific tasks underiaken in securily operations, a

speed with which these tasks are undertaken, internal threats, human behaviour,
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human-system interactions, information and process flows, decision points, emrors
and process faliures and specific securily solutions and mechanisms and their

properties,

(00277 The exampies describad below allow parameter values for securily models o
be determined based on collected data. Figure 4A shows an exemplary system 400
for managing a computing infrastructure according to an example. The systemn 400
builds upon the modelling and measurement aclivilies described above. The system
4G0 has a first set of data sources 410. The first set of data sources comprise any
device that provides data relaling to the operation of the computing infrastructure. in
the example of Figure 4A this includes any of network components 412, compuling
systems 414, applications and/or server-provided services 416 and any device
actuated by a user 418. In the example of Figure 4A, the first set of data sources 410
feed data to an event and alert monitoring system 420. This may be a SIEM system
that fakes reai-lime event data from dala sources 410 and applies one or more rules
422 o generate one or more reaklime aleris. As an example, a first event may
comprise the packet dala throughput of a router exceeding a predetermined
threshold; a second event may comprise a count of requests o a biacklisted Internet
Protocol (1P} address exceeding a predetermined threshold; and a third event may be
a user not being logged in to a computing device. A rule 422 may be constructed fo
process the three events and output an alert indicating a possible compromise in the
integrity of an internal network. The alert may be displayed {o security personnel who

can investigate any breach of the computing infrastructure by malicious software.

{00281 The example shown in Figure 4A differs from other systems in the use of a
mapping system 430. The mapping sysiem 430 receives data across interface 424
from al least the event and alert monitoring system 420. This data may comprise
aevent and/or alert data, for example raw data that is passed through the event and
alert monitoring system 420 or derived alerts. In other examples, event and alert
monitoring systermn 420 may be omitled and the first set of data sources 410 may be
coupled direcily {o the mapping system 430. Mapping system 430 may ailso be
coupled to a second set of dala sources 415, The second set of dala sources may
include vulnerability and/or threat databases such as the Open Source Vuinerability
Database. A daia source may be any eniily capable of generaling or storing data.

The mapping system 430 gathers data from all data sources, processes this data and
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creates estimates of selected parameters for subsequent modelling. Both “pull” and
“‘push” daia collection methods may be supportad, i.e. the mapping systemn 430 may
aclively collect data from a data source ("pull”y or may receive data sent by a dats
source {"push’}. Both data collection methods result in the mapping system 430
receiving data in some manner. These estimales may aiso be used without
subsequent modelling, for example as sland-alone melrics. For example, the
mapping system 430 may use the data from the dala sources {o estimatle parameter
values for probability distributions, such as any distributions that are used to model
each of the processes in Figures 2 and 3. The term 'securily metric’ is used to refer
to a final form of one or more estimated parameler values. For example, a securily
melric ray comprise one or more of: the estimated parameter values for a probability
distribution that is deemed a 'best fit' {e.g. highest confidence level or lowest error
term); the sstimated parameter valuss for a pre-selected security model; or a metric
produced using one or more estimaled parameter vaiues, for example a metric that is
produced based on experimental simulations or further mathematical manipulation,
the experimental simulations being based on a mathematical or statistical model that

uses one or more estimated parameter values.

[00291 In the example of Figure 4A, estimated parameter values are oulput by the
mapping system 430 either for use in modelling and simulation sysiem 440 or for
display on a dashboard 448. In the former case, the modelling and simulation system
440 accesses one or more security modeis, e.g. mathemalical {e.g. statistical)
represeniations of one or more processes relating to the securily of a computing
infrastruciure. The securily models may comprise, amongst others, one or more of:
vuinerability threat management models, identity and access models, web access
models, and security operations centre models. Any other form of security model
may be used or crealed. A securily model may feature process models similarly to
the examples of Figures 2 and 3. A security modsel may be described using a
structured programming language. For example, it a security model comprises a
mathematical representation thal uses a particular probability distribution, the
mapping system 430 may be arranged o sstimate values for the parameters for the
distribution. Alternatively, certain implementations of the mapping sysiem 430 may
estimate the best-itting probability distribution for a particular set of data received via
interface 424 and/or additionally assessing the confidence levels for one or more

fitted distributions. The modelling and simulation system 440 may use the estimated
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parameter values fo run one or more simulations. Each simulation may involve
random sampling from the modelied probabiiity distributions, wherein the modelled
probability distributions use the sstimaled parameter values oulpul by the mapping
system 430. The results of any simulations may be displayed, as illustrated by charis
444 and 446 in Figure 4A. Likewise, estimaled parameter values or securily metrics
generated based on such values may be displayed on the dashboard 448. A
simuiation may use one or more of the set of estimated parameters values and may
vary other parameler valuas 50 as {o explore “what-if’ scenarios, for example those
relating o the configuration of the computing infrastructure or the implications of

making different assumptions in regard to external and internal model components.

[0030] Figure 4B is a flow diagram illustrating an exemplary method for analysing a
computing infrastructure. Al step 450, data is received from one or more data
sources. The data sources may comprise one ormore of @ security  monitoring
gystem for the computing infrastructure, a database identifying possible
vuinerabiliies and/or threats Tor the computling infrastruciure, a securily audit
database for the computing infrastructure, and one or more log files for the
computing infrastructure. A data source may also comprise a derived dala source. Al
step 455, the received dala is prepared for processing, le. is pre-processed. This
may comprise one or moreg of buffering or recording the data over a time period,
performing one or more operalions using a database processing language and
generating a derived data source based upon daia stored in two or more other data
sources. Following step 455, the data is in a state thatl is suilable for subsequent dala
processing, i.e. comprises prepared dala. At step 460, an analysis of the prepared
data is performed. The data processing may comprise statistical or numerical
processing. The resull of this slep comprises one or more estimated parameler
values, i.e. estimated values for paramelers within a mathematical representation
that forms part of a sscurity model. This step may comprise one or more or fitting the
prapared data o one or more mathematical representations, including deriving fitted
parameter values for sald one or more mathematical representalions, determining
confidence values for one or more fitted mathemaltical represeniations, comparing
one or more estimated values of the parameters with eguivalent stored values of the
parameters and determining one or more siatistical measures representative of the
prepared data. Following step 480, the step of simulation may be performed. This

may involve injecting, i.e. ouipulting, estimaled parameter values o g modelling and
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simulation system that is able to use a security model comprising the mathematical
representation associated with the paramelers. Previous parameter values may be
replaced with the newly estimated values. The step of simulation may be activated
automatically and may comprise random sampling, e.g. Monte Carlo simulations,
based on the mathemalical representation and the estimaled parameter values. Any
experimental results from a simulation step may be output, together with any
measures derived from step 460. This output may comprise a siep of charting or
generating a graphical representation, i.e. a visualisation step 470. The visualisation
step 470 may follow one or more of steps 480 and 485, for example in the former
case may culpul security metrics that result from the analysis performed in step 460.
Results from sieps 480 and/or 465 may be stored to support comparative analysis
between estimated paramsters and simulation oulcomes, over user-defined periods
of time. Trend analysis, comparisons across different compuling infrastructures
and/or organisations {"benchmarking”) and historical analysis may provide output for

the visualisalion step 470.

{00311 Figure 5 is a schematic diagram of an exemplary impiemsntation of the
mapping system 430 as shown in Figure 4. Figure & shows a number of componenis
that may be used in the exemplary implementation; however, in  other
implementations certain componenis shown in Figure 5 may be omilted, cerlain
components shown in Figure 5 may be combined and/or additional components not

shown in Figure & may be added.

(00321 A first component of the mapping sysiem is the parameter processing engine
510. The parameter processing engine 510 coordinates the collection of raw data
from dala sources. In the example of Figure 5, the parameler processing engine 518
controls a number of modular plug-in processors 562, 564, 556. Each plug-in
processor performs a defined set of pre-processing operations on data from one or
more data sources 572, 574, 576, 578. These pre-processing operations produce
pre-processead data that may be statlistically analysed to provide estimates of various
parameter values for selected models. The pre-processed data may also be referred
to as prepared or historic data, the latter term reprasenting the collsclion of the dala
over a time period in order to have encugh samples to produce siatistically
meaningful resulls. The pre-processing may comprise one or more of: collecting or

buffering an appropriale amount of data based on time periods specified in
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configuration information for a plug-in processor, for example using a data buffer or
recording data to one or more databases; performing one or more operations using a
database processing languages, for example implementing SOL (Structured Query
Language) commands; placing raw data in a standardised format that can be
compared across differing sysiem ifypes and infrasfructure configurations, for
example normalisation operations; and generating derived data, for example by
combining or performing gqueries on data stored in two or more data sources. The
pre-processing performed by a particular plug-in module may be configured for a
particular type of probability distribution or subsequent statistical processing. As
described with regard to Figure 4A, the dala sources that provide datia to the plug-in

processors may comprise evant and alert data sources or other suitable sources.

(00331 Following pre-processing, the parameter processing engine 510 performs
data analysis of the pre-processed data based on available configuration information.
The daia analysis may comprise fitling the pre-processed data to a number of
mathematical representations. The data analysis may involve, amongst others, one
or more of data iilting, statistical analysis, numerical analysis. Data fitting may
comprise curve fitling, e.g. constructing a curve or mathematical function that has the
best fit o a number of data points provided by the pre-processed data. The data
fitting may be subject to ong or more constraints. Curve fitting may involve either
interpolation, whers an exact fif to the data is required, or smoothing, in which a
“smoothing” function is construcled that approximately fils the pre-processed data.
Numerical analysis applies algorithms thal use numerical approximation. One or
more statistical libraries may be used {o perform the data analysis. For example, the
pre-processed data may be analysed o determine, amongst others: if there are any
frequency components; If the data is represented by one or more probability
distributions, such as normal or Gaussian disiributions, Bemoulli and binomial
distributions, Pareio distributions, Poisson and exponential distributions; if the data is
representsd by one or more predefined lines, curves or multi-dimensional equations
such as take-up curves; and if the pre-processed datla displays any patterns such as
clustering or discreie probabilities. If the pre-processed data doses not maich any
brary functions, e.g. if the confidence levels for each fit is below a predetermined
threshold, a bespoke or composite function may be fitted to the pre-processed data.
For example, a user or the mapping system may combine different curve equations

until a confidence level exceeds g predelermined threshold, The result of this
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analysis is a range of estimaled parameter values. A selected mathematical
represeniation may also be outpul. Confidence levels for each determination or fit
may also be provided. Estimated paramelers may be stored in an estimated
parameter database 518, such that the development and evolution of the estimated
parameters over time may be analysed. In certain implementations, if pre-processed
data cannot be fitted using smoothing algorithms, then an interpolation algorithm is
applied. A range of interpolation methods may be used, for example depending on
the daia. These interpolation methods may include interpolation using Gaussian
processes. Interpolation may be particularly important for cerfain sscurity data, as
there may not always be enough data to apply smoothing algorithms and accurate fit
data with high confidence levels. Inferpoiation may aiso be applied where data fitling

provides an srroneous resuli.

(00341 A number of componenis may be provided for the configuration of the
mapping system. The mapping sysiem of Figure 5 comprises g configuration and
management module 545. The configuration and managemesnt module 545 enables
a configuration user 502 o configure the mapping system through a configuration
interface 540, which may be a graphical user interface. The configuration and
management module 545 enables the configuration user 502 o, amongst others, set
up the mapping system for particular implementations and computing infrastruciures,
corfigure the mapping system in response {o changes in the computing infrastructure
or security anaiytic requirements, allocate particular security models {o particular data
sources and pre-procassing, assign particular plug-in processors, configure stalistical
and/or mathematical models, and configure parameler descriplions and expecied
outcomes. Configuration information is stored in a configuration database 544, which

may be a relational database.

[0035] In certain examples, the configuration and management module 545 enables
a configuration user 502 to specify a security model 1o be used. A security model
nesd not be associated with a particular modelling and simulation tool or system; it
may be a chosen mathematical representation. In certain configurations, a security
model need not be selecled; a mathematical representation may be sslected based
on the processing performed by the parametler processing engine 510. After
selecting the security modei, a list of paramelers used by the security model may be

displayed to the configuration user. The current values of each listed parameter may
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also be displayed. This may be implemented based on the parsing of a security
model data file or via interaction {e.g. funciion calls} with a modelling and simulation
systemn or tool. I a security model comprises multiple parameters, the configuration
usar is able to specify which paramesters are to be estimated or re-estimated based
on data collected from data sources. Finally, the configuration and management
module 545 enables the configuration user to configure the way parameters are {o be
processed and how eslimates are tv be provided by the system. In certain
implementations, the configuration user 502 may be distinguished from an end-user
5C4; for example, the end-user may be able o view culpuls such as experimental
resuits, securily metrics and graphs, bul may not be able to configure the mapping
systern; similarly a configuration user 502 may be gbie o configure the mapping
system but not view outpuis. In other implementations both users may have similar

permissions.

[0036] Figure 5 also shows a workilow manager 520. The workflow manager 520 co-
ordinates sysiem modules that use the resulis of the parameler processing engine
510. The workllow manager 520 may be responsive {o interactions from users, such
as configuration user 502 and operational user 504, andfor may control scheduled

acliviliss.

00371 A first system module coordinated by the workflow manager 520 is parameter
processing configuration module 511, This uses configuration information from the
configuration and managemen! module 545, for example thal supplied by a
configuration user 502 and/or configuration database 544. The parameter processing
configuration module 511 configures the parameter processing engine 510 andior
one or more of the plug-in processors 582, 564, 5658, I retrieves configuration
information that specifies how to collect data from one or more dala sources, such as
gvent and alert data sources 572, 574 and 576 and other data sources 5378, how (o
process this data, for example which plug-in modules are {o be used, and how to
estimate parameter vaiues, for example which of one or more probability distributions
to fit. Parameter processing configuration module 511 may conirol the pre-processing
configurations defined using the exemplary first and second interfaces of Figures 7
and 8.
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[0038] A second system module coordinated by the workflow manager 520 is
confidence analysis module 512, In certain examples, this module determines a
confidence lavel that is represeniative of the suitability of a particular mathematical
model. For example, the confidence level may be calculated based on an error
bhetwesn prepared data and a filted line or equation or based on a statistical deviation
or other stalistical measure. Certain smoothing aigorithms may alsc generale a
confidencs level when applied to pre-processed data. In particular implementations,
algorithms within this module graphically display estimated parameter valuss for
selected mathematical represeniations, for example via dashboard interface 530 and
display 532, and provide a classification based on calculated confidence levels. A
classification scheme with fwo or more classifications may be used. The
classifications may be based on threshold levels. For example, on classification may
be that the mathematical representation is “useable” or “unuseable”, a mathematical
representation being useable if a calculaled confidence level is above a particular
threshold, Another classification may use a colour-coded system, for example a red,
amber and green “traffic-light” colour scheme. The confidence analysis module 512
may present a user with a number of different mathematical representations and the
confidence levels for dala derived from a number of dala sources; the user may then
select g particular represeniation io define the security model and for use ih a
maodslling and simulation system 440, The confidence analysis moduie 512 may be
arranged fo record the present selection, and any previous selections, in one or more

of configuration database 544 and estimated parameter database 516.

[0038] A third system module coordinated by the workflow manager 520 is modelling
and simulation mapping module 513. This module conirols how parameter values
estimated by the paramefer processing engine 510 are mapped into exisling
maodelling and simulation systems, for example modelling and simulation sysiem 440.
This module may make use of modelling and simulation interface 550 that provides a
set of capabililies, such as function calls, application program interfaces {(APIs) or
data wrappers, to interact with existing modelling and simulation systems and tools
554, 586. For example, if a modelling and simulation system uses security models
defined in a particular structured programming language, the modelling and
simulation mapping module 513 may write estimated parameter values o
configuration files for the security modals, including placing the estimated parameters

values in a format that can be read by the struclured programming language and
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used be the modelling and simulation systems and tools. In certain implementations,
modelling and simulation inlerface 550 outputs mapped parameters o parlicular
modelliing and simulation systems. These sysltems may provide a programming
language and general framework {o represent and run executable security models.
They may also provide a framework to perform Monte Carlo simulations using the

aforementioned security models.

[0040] A fourth system module coordinated by the workflow manager 520 is
modelling and simulation simulation module 514, This module conirols interactions
between the mapping system and modelling and simulation systems. This may be
achieved using modelling and simulation interface 550. For example, the modelling
and simulation simulation module 514 may instruct a particular modeliing and
simulation system or ool 554, 556 to carry out an experimental simulation, using a
selected securily model and estimale parameler valuss from the parameter
processing engine 510, In certain implementations, the modeliing and sirmulation
simuiation module 514 uses the modelling and simulation mapping module 513 o
piace sstimated parameter values in the correct form for simulation using a selected
security model. A security model may be selected by an configuration user 502, for
example using configuration and management module 545, or may be selected
based on the suitability of security model Tollowing analysis, for example a security
mode! that best fits measured and/or pre-processed data may be selected. In certain
cases, if analysis shows that existing security models do not accurately model the
data, a new security model may be generated based on a new or revised underlying
mathematical representation. This new security model may then be used in the
instructed simulation. The resulls of experimental simulations are stored in a resulls

database 552.

[0041] A fifth system module coordinated by the workflow manager 520 is
experimental outcome module 515, This module processes experimental resuits from
simuiations performed by one of more modelling and simuiation systems or {ools.
The experimeantal outcome module 515 is arranged to retrieve experimental results
stored in resulls database 552, in ceriain cases via modelling and simuiation
interface 550. The experimental cuicome module 515 processes the experimental
resuits so that, in one case, they can be displayed to an operational user 504 using

display 532 and dashboard inlerface 530. This may involve processing the
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experimental resulls such that they can be graphical rendered, e.g. charted. It may
also involve statistical summaries of the experimental results. Graphical rendering is
performead by graphical rendering module 522. The graphical rendering module 522
is configurable and expandable based on the types of graphical resulis that might be
reguired over time. For example, a "plug-in” or modular approach similar fo that used
for the plug-in processors 582, 584, 556 may be used. The graphical rendering
module 522 and the display of experimental resulls in general, may be configured by

a configuration user 502 via the configuration and management module 545.

{00427 Dashboard interface 530 provides an interface for the display of dala o
operational users. Operational users may be, amongst others, compuler securily
professionals, members of a security operalions cenire, managers within the
organisation associated wilh the computling infrastruciure, business managers,
governance managers, decision makers, risk assessors and other persons thatl are
involved with the operalion of the organisation. The dashboard interface 530 may
provide a graphical framework, for example using a wsb-centric programming
language or user interface libraries, io enable the display of information on display
532. This graphical framework may enable the modular display of the output of the
graphical rendering module 522, It may also enable the output of a historical resulis
module 526 to be displayed. Historical resuifs module 526 enables display of
historical simulation cutcomes, for example previous experiment resuits from resuits
database. This enables current estimaled parametler values based on data sources
572 to 578 to be compared with parameter values estimated from simulations. Thess
comparisons and historical results may be graphically displayed as ouiput 536.
Comparative analysis, possibly involving historical analysis, may be performed
between a particular organisation and/or infrastructure and aggregated and/or
anonymised data for a number of organisations and/or infrastructures. For example,
this comparative analysis may be performed by a security operation cenire that
monitored a plurality of computing infrastructures for a plurality of organisations or
customers. A result navigation module 524 enables operational users 504 to interact
with displayed results, for example returning more detailed results when g user clicks
on displayed data or swilching between different graphs or chart types. In certain
implementations, a user is able o define thresholds for the display of security

meltrics.
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{00431 One advantage of examples described herein is that operational users 504
can review one or more of security melrics based on historical ‘real-world” data
measured from the computing infrastructure; security melrics based on pradictions
developed using simulations; security metrics based on historical simulation data,
e.g. previous predictions or resulls from simulations performed In the pasi, and
security metrics based on different combinations of this data. A trends module 534
may be provided that displays how values of one or more security metrics vary with
time {i.e. ime-serigs data). The trends module 534 may be configured o use security
metric values based on historical ‘real-world’ data for past values and security metric
values based on simulations that use estimated parameler values for fulure values.
For exampls, the security melric may be the percentage of computing devices in the
computing infrastructure that have been patched afler thirty days. Measuremenis
from data sources may be used {o calculate this melric for past data, for example
over the last six months. The same measurements may also be processed by the
parameter processing enging 510 to determine estimated parameter values for a
fitted take-up curve, e.g. o delermine values for parameters in an probability
distribution equation that defines a take-up curve. The estimate parameter values
then may be using in simulations that repeatedly take random samples based on the
probability  distribution  equation, for example Monte Carlo simulations. These
simuiations may then be used fo eslimale fulure values of the security metric, e.g.
each day for the next six months may be faken as an independent trial. If values for
ceriain parameters within a2 mathematical representation are varied, e.g. those
relaling to possible changes o the computing infrastructure, while other certain
parameters have their eslimated values, accurate “whatif’ scenarios can be
explored, with the predicted changes in security metric values displayed together with

security metric values based on actual collected data from the past.

[0044] Further details of some of the funclions of the mapping sysiem will now be

described, with reference to a number of examples,

[0045] Figures GA to 6D show data from four exemplary data sources. These Figures
are provided as examples of daia thal may be generated within ons particular
implementation; they are not to be seen as Hmiling on other examples or
implementations. Even though the examples show the dala in the form of database

tables, other dala forms, such as data objecls, may also be allernatively used
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depending on the implementation. The data may be generated by an event and alert
monitoring system 420. For example, a computing infrastructure for an organisation
may comprise a number of computing worksiations, a number of servers under the
cortrol of a server operaling system (such as Windows Server® by Microsoft
Corporation of Redmond, Washinglon} devices, a directory service {such as
Microsoft's Active Directory} and a compuling event manager (such as Microsoft
Event Manager). An event and alert monitoring system or plug-in processor may be
arranged {0 access these componenis of the computing infrastructure, and/or any
data files or databases created by these components, and produce pericdic reports.
These periodic reports may comprise one of the data sources illustrated in Figures 4
and 5.

[0048] Figure 6A shows data representing users that jpoined an organisation and
oblained user accounts on specific computing devices. I has three fields:
Tirnsgsiamp, Userld and Sysiemld. Each row of dafa records the date and time
{"Timestamp”) that a user with the user identifier "Userld” obtained a user account on
a computing device with the system identifier "Systemid”. The data shown in Figure

A may be measured as metrics 225 from Figure 2.

[0047] Figure 6B shows data represeniing users that lefi an organisation and/or
changed roles and as such lost access to user accounts. The data shares the thres
fields of Figure A and has an additional field - “Action” ~ that provides further
information on the change in user status. For example, the first and third users have
been respectively removed from computing devices “system021”" and “system023,
while the second user has been disabled with regard io computing device
“systemn(22”. The data shown in Figure 6B may be measured as metrics 270 from

Figurs 2.

[0048] Figure 6C shows data representing successful logins to user accounts related
o people that have left an organisation or changed role, e.g. relating fo user
accountis that have expired and that shouid have hesn deprovisioned. Each entry in
the dala represents the data and time ("Timestamp”} that an expired user {("Userid”}

logged into a particular computing device {"Systemlid”).
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{00491 Figure 6D shows data representing successfully patched computing devices,
Le. computing devices that have successfully instalied a particular software updale.
Each enfry has a “Timestamp” value indicating the date and time that a patch was
applied. The field “Palchid” indicates the particular patch and the figld “Systemid”
indicates the compuling device the palch was applied . Finally, the field
“‘PatchApprovalData” indicates the date and time that a palch was approved, for
example the time a computer securily enginesr agreed that all computing devices
within the compuiing infrastructure should have the paich applied. This last field
enables the time betweean a paich being approved and applied o be calculated. This
time may comprise the pre-processed data upon which the parameter processing

snging 510 operates in one example.

00580} The data shown in Figures 6A to 6D may be collated using data from Active
Directory, security event logs and local system logs. Additional databases may also
be used, such as human resources dala files thal indicate an emplovee change for
the data of Figure 6C. The data sources that provide the data shown in Figures 8A to
60 may be used to determine estimated parameter values for identily and access
management and vulnerability and threat management security models. These
models assess security risks derived, respectively, from the processes that handle
user accounis and the patching of computing devices. For example, using the
exemplary implementation shown in Figure §, a configuration user can configure the
mapping system so that the aforementioned exemplary data sources are mapped {o
the aforementioned security models. This may be achisved using the configuration
and managemesnt module 545, If necessary, particular parameters within each
security model may be selected or an automated module may exiract a list of
parameters used in a security model by parsing one or more struclured data files
associated with the model. In certain configurations, current parameter valuyes, for
example as defined in security model data files before estimation, may be extracted.
This previous parameter vaiues may be siored fogether with historic estimates in the
estimated parametler database 516. In the context of Figures 8A {o 8D, examples of
parameters that may be selected and/or extracied comprise: parameters defining a
take-up curve for patching systems in an organisation in a given timeframe; and
parameters indicating the number of misused accountis in a given timeframe, e.g. the
number of “hanging” accounts that have been used vel relate 0 people that left an

organisation and/or changed roles.
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{00511 A number of exemplary user interfaces will now be described so as o
Hiusirate some of the functions of the mapping sysiem. These user interfaces may
comprise, for example, one possible implementation of the configuration interface
540 o enable a user fo configure the parameter processing engine 510, plug-in
processors 562, 564 and 5586, and dala sources 572 o 578 by way of the
configuration and management module 545 and parameter processing configuration
module 511, These exemplary user interfaces are provided o facililate explanation of
certain features of cerfain examples; they are not o be seen as lmiling.
implementations may use different user inlerfaces and these may offer configuration
and display oplions that differ from those shown in these examples. Furthermore, any
applied graphical user interface may be changed or developed with successive
versions of an implementation. They may or may not be used with the previously
described examples of Figures 4A, 4B and 5. Additionally, it should be undersicod
that in other implementations a graphical user inferface may not be required; for
example, the configuration of the parameter processing enging 510 may be achieved
using a texi-based command line interface or input data streams that are

independent of components 542, 540 or 545.

[0052] Figure 7 shows a first exempiary interface 700 for configuring data sources
according to an exemplary implementation. In this implementation, there may be a
number of configurations each defined as “proiects”. Overview panel 710 provides
details of the presenily-selacied project and security model. There may be an option
to change the presently-selected project and security model. The security model may
be selected from a library of securilty modeis or through the parsing of a modelling
and simulation file. Available data sources panel 715 enables navigation belween

different data sources,

[00531 In this example, data sources may be one of two types: primary data sources
and derived data sources. Primary data sources are sources of raw data directly
provided from the compuling infrastructure or by exiernal sysiems, such as
monitoring systems, audit applications, threat management applications and external
databases. Examples of primary data source comprise: a list of palched systems in a
given time period along with the patch identifiers; and a list of people joining or

leaving an organisation in a given time period along with the user identifiers. Derived
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data sources are sources of intermediate data obtained by processing data contained
in raw data sources and/or other derived data sources. Derived data sources are
distinguished from data generated by SIEM solutions in that derived dala sources
provide data that is processed o provide relevant data sets that support data
analysis such as sialistical assessment. For example, a derived data source may
correlate a list of patched systems and their palch times with an approval date o
deploy a patch and additional information about the palch, such as daia defined by
one or more Common Vulnerabilily Scoring System (CVES) databases. The dala
shown in Figure 60 may be generated from a derived data source. Ancther derived
data source may correlate human resources datla identifying personnel that have left
an organisation with information about their user accounts and any unauthorised
usage. The data shown in Figure 6C may be generated from a derived data source.
Derived data sources may be defined using a configuration inferface, such as 540 in
Figure &, or using exiernal data management software. Derived data sources may be
defined iteratively, for example by correlating two or more primary and/or derived
data sources. The generation of a derived data source may comprise a step of the

data pre-processing described above.

[0054] Dala sources may be added using data source configuration panel 720, For
example, a primary data source may be added to the configuration using conirol 722
and a derived daia source may be added fo the configuration using control 724,
Once a data source has been added it is shown as being available in avaiiable data
sources pansl 715, Panels 725, 735 and 740 and panels 745, 750 and 755
respectively enable further configuration of a selected primary and derived dala
source. Panels 725 and 745 aliow for configuration of a sslected data source, for
example the selection of a physical or logical database, whether data should be
appended to an existing data source, whether a file header shown be read elc.
Pansls 735 and 750 allow for configuration of the sampling frequency of a data
sourcs, for example whether data is taken from the data source every 1 seconds,
rminutes, hours ete.. In the present example, the original dala source is not modified,
as the data source may be required for the successiul operation of the computing
infrastructure. Hence, data from a data source is sampled and stored in a buffer file
or table. This buffer file or table further allows for the aggregation of data over a pre-
determined time period. In cerlain implementations the data collected from both raw

and derived data sources is stored in a SQL database, with {ables automalically
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created and managed by the mapping sysiem. Specifically, in this case, the
manipulation of dala sources and the definition of “derived dala sources” are
managed by means of explicit, annolaled SQL queries. Programming scripts and/or
graphical programming approaches may alsc be used in a similar manner. For
example, visual programming that uses “query by example” may be used, wherein a
user graphically selecis suilable daia. Panels 740 and 755 enable a subset of
available fields from a data source o be selected. For a derived data source, panel
755 also allows for correlations belween different data sources to be configured. The
mapping system manages the synchronisation between raw daia sources and
derived dala sources using dependency relationships. A dala feed conirol panei 760
is also provided fo siart and stop the feeding of dala from the configured dats

SOUTCEs.

[00557 As iliustraled by the example of Figure 7, cerlain examples enable
configuration of data sources including basic data processing, filtering and cleaning
capabilities 1o generale prepared data. Ofien only part of the information required for
parameter sstimation is direcly available from data sources. Hence, cerfain
gxampies allow dala sources to be defined and combined, in a flexible and
programmable way. For example, data fislds from two or more raw data sources may
be correlated in a derived data source to provide the information reguired for
parameter sstimation. The final data set that is collected and stored for subssquent
parameter processing, foliowing the configuration of one or more daia sources, is
referred 1o as preparsd data, i.e. data collected over time that is to be used o

astimate a parameter,

{0056} Figure 8 is an illusirative screen shot of a second exemplary interface 800 for
configuring the processing of data, in particular for configuring parameters within a
selected security model. Similar configuration options may also be provided for
parameter values that are estimated independently of a selected security model, e.g.
for parameter value estimations thal are associated with stand-alone security
metrics. Following the association of data sources o a particular securily model, and
the configuration of the associated data sources, the second interface allows a user
to define which parameters in the selecied security model are 1o be estimaled and
how this iz to be achieved. This configuration step drives the subseguent parameter

gstimation process.
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{00571 First a parameter is selected. Project and model detalls are displayed in pansl
810. In certain implemeantations, a control is provided that lists all parameters for the
selected security model. This list may be provided by parsing a structured language
file that defines the security model as described above. In other implemeniations no
project may be selecied; for example, a list of stand-alone security metrics {o
estimate may be provided, these metrics relating to a particular organisation or being
common 1o mulliple organisations. Once a parameter is selectad, a user specifies its
assumed paramester type. In the example of Figure 8, a list of supported parameter
types include: frequencies 815A; Bemoulli distributions 8158, reward functions 815C;
take-up curves 815D; and generic probability distributions 815E. Panel 815 may
display an expecied parameter type based on an initial analysis of the configured
data sources. Data from one or more configured data sources to be used for the
parameter estimation is selected using panel 820, Normalisation panels 825 and 830
offer a number of normalisation options for the data. Parametler processing
configuration panel 835 allows a user to configure the processing of the data from the
data sources. For example, Figure 8 provides options for adjusting the sampling
frequency for pre-processed data when generating estimates of parameler values.
Different levels of granularity for a sampling frequency may also be sslected; for
example seconds, minutes or hours for time data. A previous assumplion for a
parameter type or distribution may be provided, or entered by a user, together with
previously assumed parameler values. For example, these previous assumptions
may be identified following a parse of a security model structured dala file.
Depending on the iype of parameter, additional contextual information might need o
be provided. For example, in case of reward functions and take-up curves, a user
specifies the number of points to be exiracted from the collected data that is required
o interpolate the disiribution. Fisld selection panel 850 allows dala fislds containing
prapared daia {0 be selecied for processing. Thess fields may compriss, for
axample, fields in an SQL database as described above. Control 840 offers the user
the opportunily to save a configuration. A control to start processing may also be

provided.

{0058 Figure 8 is an illustrative screen shot of a third exemplary interface 800 that
displays the resull of processing the prepared data. As discussed pravicusly, Figure

9 is provided to facilitate an explanation of certain fealures of certain implementations
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and should not be taken as representative of the full functionaily of components such
as dashboard interface 530. In the iHustrated example, the parameter {0 be estimated
is the interval betlween successive new user registrations. A data source for this
parameter representation may provide data similar to that shown in Figure 6A. In this
case, the parameter processing may be configured such that the iime inferval
bhetween enirles in dala from the dala source is used as the prepared data; for
example, in Figure 8A a first time interval value is 3 minutes and a second time

interval vaiue is 40 minufes.

{00591 Panei 910 in Figure 9 shows histogram 910A and empirical cumulative
distribution function 910B plois for the prepared data. The histogram may be based
on bins Tor the data set during configuration. These plois illustrate the nature of the
collected data, its distribution and potential issues, e.g. lack of data or the likelihood
of mulimodai or exolic distributions. There is also the oplion to compare the plois
with previous generated versions, for example the present parameter processing
may use collected data for the last six months and previous processing may have
used collected data that is between twelve and six months old. Other individua! curve
picts based on the prepared dala may also be generaled on demand. Stalistics
calculated from the prepared dala are also shown in panel 915, The statistics shown
in Figure 9 include the mean, variance and standard deviation of the interval period.
Panel 820 shows the previously assumed values for the data, in the shown example
the dala was assumed 1o be represented by an exponential distribution with a
lambda or rate parametler of 0.05. This enables a user o compare the current
astimate against values previously defined in a security modsl and spot potential
inconsistencies. Panels 825 and 930 respectively display frequency and Bernoutli
parameter estimates if they are relevant to the parameter processing configuration.
Pangl 935 enables a user fo view and/or change the type of mathematical
representation that is fitted o the data, for example in the present case aliowing the
fit of & Gaussian curve, a uniform curve, an exponential curve, a Bernoulli function or
a reward function. Panel 835 may display a selection of best fitling mathematical
represeniations following analysis of the data. For example, the five options shown in
Figure 9 may be five mathematical representations with the highest confidence
levels. Panel 8940 shows the finalised estimated parameter values. in the illustrated
exampie, a mathematical represenialion comprising an exponential probability

distribution is selecied {o represent the data. From filting an exponantial curve fo the
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data, lambda or the rate parametler for such a mathematical representation is
estimated {o be 0.127 {io three decimal places). Panel 945 shows probability density
functions and cumulative distribution functions ploited using the estimated parameter
values. Other mathematical representations may have one or more estimated
parameter values; for example a Gaussian distribution may be defined by mean and

variance parameters.

{00607 The exemplary implementation of Figure 8 also provides an analysis of how
the coollected data fits various predefined mathematical represeniations, such as
probability distributions or piotled curves, along with an indication of the level of
confidence. Confidence levels may be calculated using standard statistical libraries,
for example based on a fiited curve. Panel 850 shows a confidence value for the
estimated parameter together with red, amber and green (R, ‘A’, 'G’} indicators. One
of the indicators will be llluminated upon the display based on the confidence valus.
For example, thresholds for the confidence value may be associaled with each
indicator. In cerfain examplas, a number of mathematical representations may be
fitted o the prepared data and the mapping system automatically identifies the best
fitling mathematical representation, if there is one, based on the confidence value.
There is also the option for a user {o experimeni with different mathematical
representations including: exploring alternative fitling options; building their own
curve by selecting muitiple {x, v} points; and adding exira daia points. For example, a
corffiguration user may graphically draw a curve for the data, or alter a curve
suggesied by statistical or numerical analysis based on predefined funcilions if it is

deemed not suitable.

{00817 The interface of Figure 9 also provides a control 955 that siops processing,
for example after starting processing using one of controls from the configuration
stages, and a control o refresh estimate parameler values, for example based on

data that may have been collected after a last sei of processing.

[00621 As seen in Figure 9, certain examples collect data from a computing
infrastruciure, pre-process that dala according to defined configurations then altempt
to fit the data 1o a mathematical representation. Threaded processes may be used fo
handle the processing of dala and support siatistical analysis. The mathematical

representation, together with estimated parameter values derived from fitling the
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data, then form the basis for a security model that is represeniative of security
processes for a computling infrastructure. If the estimaled parameter values
themselves provide useful information they may be culput as securily metrics for a
computing architecture. For example, a security model may represent the time of day
unauthorised log-ins are most likely to occur, which may be a multimodal Gaussian
distribution. in this case, one set of parametier values comprise the peak locations for
the Gaussian distribution and these may be cutput as security metrics representing

the most likely times of unauthorised log-ins.

{0083} Following parameter estimation, certain exampies of the mapping system
gnable a user to determine how fo use estimated parameter values. In ons
implementation a user is provided with the option o use the new estimated
parameter values by injecting them into a predefined securily model used by a
modeliing and simulation system, replacing any previous assumptions of the
parameter values. For example, the mapping system may be used 1o replace
previously assumed values in the security models described with regard to Figures 1
to 3. When the user is given this oplion they may decide, for example from the resulls
Hiustrated in the interface of Figure S, not o inject the estimated parameter values.
This may be the case if the confidence values are classified as red or amber in the
“traffic light” indicators or if the results indicate that there may be issues with the form
of the collected data. If the user selacts the option o insert the estimated parameter
vaiues, the mapping system aulomaticaily seis the parameter to the chosen vaiue,
within the security model. This may be achieved by wriling parameter values into
data files used by the modelling and simulation system that define a particular
security model. Similar processes may be applied to other parameters handied by

the system.

[0064] Further defined interfaces may aiso enable a user to configure the franslation
of estimated parameter values o a format or notation suitable for use in one or more
security models. In general, the mapping systemn allows a user {o have full controf of
the overall process. The level of interaction required from a user may vary according
to the implementation: in some implementations a user may decide o configure and
supervise the entire parameter estimation process, for example in an iterative
manner; in other implementations the parameter estimation process may be

automated, with a user setling initial configuration information. Any combination of
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the two approaches may be applied. In an automated case, paramester estimation
may be regularly scheduled, for example o caloulate new parameters based on new
collected data every month, quarter or year. The mapping system may be configured
such that parameter values within a security model are only aulomatically replaced
based on a threshold comparison of the calculated confidence level. Automaled
reporis for operational users thal present securily metrics based on estimaled
parameler values may also be regularly scheduled as an oulput phase of regular

parameter processing.

{00857 Once parameter estimates are inseried or injected within a security model for
a modelling and simulation system or tool, sither the user or the mapping sysiem can
start a simulation siep. The modelling and simulation sysiem may form part of the
mapping system or may be separate. The simulation step may be based on
predefined sampling frequencies as defined in configuration information. In one
implementation, the meodelling and simulation systerm uses the underlying
mathematical represeniation to carry oul Monte Carlo trials. In this case, the
experimental oulcome of these irials may be processed and displayed to a user
based on predefined graphical templates. Specifically, the mapping system inlerfaces
with these systemns or tools {o starl the simulation aclivily, for example via g function
call or APL In the implementation of Figure 5, the mapping system wails for the
simuiation 1o finish, retrieves the simulation resulls and stores them within a local
database. The mapping system is then able, at a later time, o process the siored
experimental data and generates graphs of relevance for securily risk assessment

and managerial decision support.

{0086} Figure 10 shows an example of 8 mathematical representation in the form of
a probability disiribution of the patch fake-up curve. This represeniation may form the
basis of a securily model. In particular, Figure 10 shows two take-up curves. A first
take-up curve shows the probability of a particular computing device being patched
{i.e. that a software paich has been instalied} with g normal palch afler a particular
number of elapsed days. The number of days may relate to the time that has elapsed
following a decision 1o approve the instaliation of a patch or following a patch being
made available. The probability of a particular computing device being paiched may
also be interpreted as the proportion of compuling devices within a computing

infrastructure that are likely to be patched at a particular time period, &.g. half of the
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computing devices are likely {o be patched on a day 10 days later. Figure 10 also
shows a similar take-up curve for an off-schedule patch, L.e. a paich that does not
follow a normal release schedule by a sofiware publisher. An off-schedule patch may
relate {0 an emergency security fix. In this latter case the patch is applied more
rapidly, with the peak of the take-up curve occurring earlier. Figure 10 thus
demonsirates how one particular security model, i.e. that refaling to the modelling of
software patch management on computing devices within the infrastructure, can use
the outcome of data analysis. In one case, a curve can be used directly; for exampls,
a number of dala points on the curve may be used in a security model by the
modeliing system. in ancther case, an equation may be used, such a polynonial
sguation. In another case, statistical parameters that define the data may be used in
the security model, such as the mean or median. For example, the take-up curve of
Figure 10 may be represenied as set of data points derived from data interpolation
using Gaussian process. A user may not directly view an equation, for example in
some cases the exact mathematical representation may be delermined based on
statistical and/or numerical methods and may be hidden from a user. The equation
parameters are the parameters thal are estimated from dala collecied from a
computing architecture. For example, the data of Figure 8D could be correlated with
patch details {e.9. based on the "Patchid” field) that specify whether the paich is a
‘normal” or “off schedule” patch. The resull of the correlation is a derived data
source. A user may then configure parameter estimation such that the difference
bhetwesn the "PatchApprovalDate” field and the “Timestamp” field, for each of labelled
normal” or “off scheduls” palches, for the last three months comprises prepared dala
for use in parameler estimation. The stalistical analysis methods are then applied on
this prepared data for each of the two cases, using a Gaussian interpolation method
for example, to derive esltimated parameiler values for the curves shown in Figure 10
A security melric may then be derived from the estimated parameler values for the
curves, for example the area under each curve may be integrated fo derive the
proportion of computing devices that would be patched by a certain number of
elapsed days. Alternatively, if they are undersiood by a user, the estimaled
parameter values themselves may comprise the securily metrics. In the prasent
case, an exemplary simulation may combine the patch uplake curve with external
threat environment parameters such as vulnerability exploit arrival rate and paich
release rate by vendor {0 derive a risk exposure window across the infrastructure of

devices where paiches are applied. As the system uses collected data, such an
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analysis can be performed at any time, and may relale to any historic or fulure time
period, and different periods of time may be compared. This allows operational
managers of a computing infrasiructure to accurately understand securily riske and
the effects of various infrastruciure changes based on constantly updated objective

data.

[Q0671 In summary, the described examples relate o the management of a
computing infrastructure. In particular, but not exclusively, the examples relate to the
generation of security metrics for use in management of the computing infrastructure,
the generation of the security metrics being based on securily data derived from the

computing infrasiructure.

{00681 Certain examples solve a problem of how o improve risk assessment and
support for decisions associaled with the security of a compuling infrastructure within
organisations. To be effective, this risk assessment needs to factor in one or more of
organisation processes, people behaviours, critical systems and business solutions.
in the past, security risk assessment and decision support has been considerad
separately from the day-to-day management and control of the compuling
architecture. This has lgad to a knowledge “gap”, i.e. high-level decisions concerning
the structure and configuration of a computing infrastructure, for example whether to
use this or that system or whether {o restrict the coupling of person mobile devices to
an organisations networks, are made withoul considering an actual or predicied
behaviour of the computing infrastructure based on dala recorded from the
computing infrastructure itself. lt is also difficull to convey information regarding
security threats o stralegic personnel, for example, information based on day-to-day
computing infrastructure operations. There is aiso a lack of consistency regarding
language and measurements. For example, risk assessment activities to identify
threats and mitigate them with suitable policies and controls have been, in the past,
business-driven and made on an ad-hoc basis by oulside consultants or based on an
audit when something goes wrong. This is very expensive, complex 10 achieve and at
hest only provides an uniraceable snapshot of the operation a computing
infrastruciure. On the other hand, organisations typically invest in monitoring and
security information and event management {SIEM) solutions to collect farge amount

of information from their computing infrastructure, for compliance and governance
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purposes. However, these SIEM solutions are driven by day-to-day, low-level, i.e. via
a botlom-up approach driven by computing objectives; they are not used for high-

tevel decision making in relation to the computing infrastructure.

(00691 Certain examples address this problem by introducing a mapping system that
makes use of information collected from various data sources, inciuding SHEM
solutions and threat management systems. Following appropriate pre-processing, the
mapping sysiem analyses this information to provide estimated values for
parameters in a security model, the security model in turn being based on one or
more mathematical representations. In cerlain cases, the security model may
comprise g mathematical reprasentation or probabilily model, in other cases the
security model may be complex, i.e. model muitiple sub-process and be generated
by a modelling and simulation system. In ceriain implementations, the mapping
system also transforms the estimated parameter values for use in a securily model
that forms part of a modelling and simulation system or tool, for example overwrites
previously assumed parameter values in data files used by external modelling and
simuiation software. Any securily model with update parameters based on the
estimated parameter values may be used lo generale security melrics that can
inform decisions conceming the security of the compuling architecture, for example
in security risk assessment and decision suppori at the business and fechnical

security level.

[00701 Hence, certain examples have an advantage of providing a technical system
and method to bridge the gap exisling between higher-level risk assessment, e.g.
relating 1o system-wide properties of a computing infrastructure and specified user
behaviour, and lower-level governance and compliance, e.g. based on logging and

monitoring systems.

(00711 Cerlain examples also address the problem of accommuodating the variations
in organisations and securily threats when implementing a security solution. Certain
examples address this problem by providing obhieclive measurementis of the nature of
a compuiing infrastructure that can inform decisions and prevent ill-advised choices
and configurations. Simulations can use estimated parameter values based on actual

collected data fo ensure accuracy and relevance. This also avoids potential errors



WO 2013/126052 PCT/US2012/026040
32

that may be introduced using other approaches, for example where data is collected

manually by experts or consultanis based on interviews and the like.

{0072} There is also an advantage of supporting an ongoing assessment of security
risks and computing Infrastructure operation. For example, information can be
cortinuously collected from raw or derived data sources, aliowing parameter values
o be estimated for any time period from a current time, This can be contrasied with
approaches that require manual ad-hoc recording Tor a specified time period or SIEM
solutions that provide real-time alerts but do not record information that may be used
to determing longer-lerm historic trends and patllerns. The approach of the described
sxamples also factors in changes fo the computing infrastructure. This may not be
the case with one-off audits or reports. For example, if a number of computer
workstations are added o a computing infrastruciure this will be incorporated into the
collected data and hence info estimated parameter values. However, assumed
paramelers derived from a one-off analysis of real-iime data six months previously
may be used for the expanded system without thoughti, giving a skewed insight info

operation that can lead o business and technical problems.

[00731 Another advaniage is that sscurity metrics and/or estimated parametsr valuas
for any number of specified lime periods can be compared. For example, by
providing an indication of how securily meirics and/or estimated parameter values
change over time, users can see how the behaviour of a computing infrastructure
evolves over time. Security metlrics for different users, systems, computing
infrastruciures and organisations may also be compared using benchmarking
functionality. It aiso enables users within an organisation o identily trends of
relevance for securily risk assessment and decision support. Through the inclusion of
simulation results, lime-series data may illustrate historic and predicted securily
mefric values, allowing a complete view of trends and enabling users to identify

potential problems.

[0074] Ancther advantage is thal security metrics can be linked to the actual
collected dala, for example for auditing or reference purposes. For example, if an
operational user clicks on a displayed security metric or chart, they may have the

option {o view the estimalted parameter values, pre-processed dala and/or raw daia
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the metric is based on. The configuration information for the mapping system may

comprise a relational database that associales the various data records and metrics.

(00751 The mapping systenm also has an advantage of being suitable for provision as
a software service. Through the mapping systems modular approach it may receive
data from a remote computing infrastructure and/or inject estimated parameters
vaiues into remote securily analylic fools. For example, the mapping system may be
implemented on a server remole from an organisations computing infrastructure,
whereas SIEM solutions and/or security analytic fools may be operated by a security
operations cenifre within the organisation. in implementations where the mapping
systemn has access [0 estimated parameter data for mulliple organisations, it may be
arranged to output a score for a particular organisation in relation to other ones of the
mulliple organisations. For example, i all organisations use a common security
model then the estimated parameter values, or security metrics generated based on
said eslimated parameler values, may be comparad. Anonymised data may be used

o respect the privacy of each organisation.

{0076} The above sxampies are 1o be understood as illustralive examplies of the
invention. Further examples of the invention are envisaged and cerfain variations
have been discussed in the description above. i is 1o be understood that any feature
described in relation to any one example may be used alone, or in combination with
other features described, and may also be used in combination with one or more
features of any other of the examples, or any combination of any other of the
examples. Furthermore, equivalents and modifications not described above may also
be employed without departing from the scope of the invention, which is defined in

the accompanying claims.
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Claims

1. A systemn for analysing a computing infrastruciure, comprising:

at least one data pre-processing module {o receive security data from one or
more dala sources over a lime period and o pre-process said security data, the
security dats comprising at least data relating to the operation of the compuling
infrastruciure; and

a parameter processing engine o perform data analysis on pre-processed
data from the at least one data pre-processing module and determine, based on the
data analysis, values for one or more parameters of a securilty model, the securily
model comprising at least a mathematical represeniation of a process relating to

security of the computing infrastructure.

2. The systemn of claim 1, wherein the at least one dala pre-processing
module comprises at least one of!

a data buffer {o buffer the sscurity data over the time period;

a command processor o perfonm one or more operations using a data
processing language; and

a derived dala source generator to generale pre-processed data based upon

security data received from two or more daia sources.

3. The system of claim 1, wherein the one or more data sources
comprise one or more of:

a security monitoring system for the computing infrastructure;

a database identifying at least one of possible vulnerabilitiss, possible threats,
or a combination thereof for the computing infrastruciure;

a security audit database for the compuling infrastructure; and

one or more iog files for the computing infrastructure.

4. The system of claim 1, wherein the parameter processing engine
comprises one or more of:

a daia processor 1o fit the pre-processed data o one or more mathematical
represeniations, including deriving fitted parameter vailues for said one or more

mathematical representations;
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a confidence processor to delermine confidence values for one or more
mathematical representations fitted by the data processor;

a comparator 1o compare one or more determined values of the parameters
with equivaient stored values of the parameters; and

a data analyser o determine one or more siatistical measures representative

of the pre-processed data.

5. The system of claim 1, wherein the parameter processing engine
comprises a data procassor o determine a mathematical representation that best fits
the pre-processed data, said mathematical representation being selecled as the
mathematical representation for the process relating to the security of the computing

infrasiructurs.

6. The sysiem of claim 1, comprising:
a simulaior to perform one or more simulations using the security model and
the values of the one or more parameters so as o generale predicied security melric

valuas.

7. The system of claim 6, comprising:
a display interface to output time-series data for one or more security mefrics
based on the resulis of the simulator and the parameter processing engine, the time-

series data comprising one or more of past and fulure time values.

8. The sysiem of claim 1, comprising:
a graphical user interface to display a graphical representation of one or more
security mefrics, the one or more security metrics being generated based on the

determined values for the one or more paramelers of the security model.

a. The system of claim 1, wherein the mathematical representation
comprises at least one discrete-event process model, discrete events being modelled
using one or more probability distributions, the one or more parameters comprising

parameters within said probability distributions.

10. The system of claim 1, comprising:
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a parametler injector to write the values of the one or more parameters

determined by the parameter processing engine to a data file.

11. The system of claim 10, wherein the parameter injector replaces one

or more previous vaiues of said one or more paramelers in the data file.

12. A method of analysing a computing infrastructure, the method
comprising:

receiving security data from one or more data sources over a time period, the
security data comprising at least data relaling fo the operation of the compuling
infrastructure;

pre-processing the securily data to produce pre-processed data; and

performing data analysis of said pre-processed data to determine values for
one of more parameters of a security model, the securily model comprising at least a
mathematical representation of a process relaling to securilty of a computing

infrastructure,

13. The method of claim 12, wherein the step of pre-processing the
security data comprises al least oneg of:

buffering the security data over the time period;

performing one or more operations using a data processing language; and

generating pre-processed data based upon securily data received from two or

more data sources.

14. The mesthod of claim 12, wherein the data sources comprise one or
more of:

a security monitoring system for the compuling infrastructurs;

a daiabase identifying at least one of possible vuinerabilities, possibie threats,
or a combination thereof for the computing infrastructure

a security audit database for the computing infrastructure; and

one or more log files for the computing infrastruciure.

15. The method of claim 12, wherein performing data analysis of said pre-

processed data comprises one of more of!
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fitting the pre-processed data to one or more mathematical representations,
including deriving fitted parameter values for said one or more mathematical
representations;

determining confidence values for one or more mathematical representations
fitted to the pre-processed data;

comparing one or more delermined values of the paramelers with equivalent
stored values of the parameters; and

determining one or more sialistical measures representative of the pre-

processed data.

18. The method of claim 12, wherein the step of performing dala analysis
comprises:

determining a mathematical representation that best fils the pre-processed
data, said mathemsatical represeniation being seleclted as the mathematical

represeniation for the process relating to the security of the compuling infrastructure,

17. The mathod of claim 12, comprising:
performing one or more simulations using the security and the values of the

one or more paramelers so as to generate predicted security metric values.

18. The method of claim 17, comprising:
using the resulls of the one or more simulations and the resulls of the data
analysis o output time-series data for one or more securily metrics, the lime-series

data comprising one or more of past and future time values.

19. The method of claim 12, comprising:

generating a securily metric using the determined values for the one or more
parameters; and

comparing the security metric with one or more other security metrics

generated based on data for other computing infrastructures.

20. The method of claim 12, wherein the mathematical represeniation
comprises at least one discrete-event process model, discrete events being modelled
using one or more probability distributions, the one or more parameters comprising

parameters within the probability distributions.
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