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ABSTRACT 

A system for providing real-time risk mitigation for an autho 
rization system. The system receives authorization requests 
from multiple merchants (or their respective acquirers) and 
processes such requests. Each processed request is then for 
warded to its corresponding issuer for further authorization. 
Each processed request includes an authorization message. 
The authorization message can include a risk score, a number 
of reason codes, and a number of condition codes. The use of 
the risk score, reason codes and condition codes allows issu 
ers to make better informed decisions with respect to provid 
ing authorizations. 
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METHOD AND SYSTEM FOR PROVIDING 
RISKINFORMATION IN CONNECTION 
WITH TRANSACTION PROCESSING 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 10/863,813, filed Jun. 7, 2004, which 
claims the benefit of U.S. Provisional Patent Application No. 
60/484,547, filed Jul. 1, 2003, the entire contents of these 
applications are herein incorporated by reference for all pur 
poses. 
0002 This application also incorporates by reference for 

all purposes the entire contents of the following: 
0003 (1) U.S. Pat. No. 6,119,103, issued Sep. 12, 2000, 
entitled “Financial Risk Prediction Systems and Methods 
Therefor;” 
0004 (2) U.S. Pat. No. 6,018,723, issued Jan. 25, 2000, 
entitled “Method and Apparatus for Pattern Generation: 
0005 (3) U.S. Pat. No. 6,658,393, issued Dec. 2, 2003, 
entitled “Financial Risk Prediction Systems and Methods 
Therefor;” 
0006 (4) U.S. Pat. No. 6,598,030, issued Jul. 22, 2003, 
entitled “Method and Apparatus for Pattern Generation: 
0007 (5) U.S. Patent Application Publication No. US 
2002/0194503, published Dec. 19, 2002, entitled “Distrib 
uted Quantum Encrypted Pattern Generation and Scoring: 
and 

BACKGROUND OF THE INVENTION 

0008. The present invention generally relates to transac 
tion processing, and more specifically to a method and system 
for providing risk information associated with payment card 
or product transactions. 
0009. There are many forms of payment cards or products, 
the most commonly known of which is the credit card. Other 
forms of payment cards or products include charge cards, 
debit cards, automated teller machine (ATM) cards, loyalty 
program cards, gift cards, and other identifiers used to receive 
or redeem value. In a typical payment card transaction, when 
a customer (e.g., an individual or business accountholder) 
presents a payment card to a merchant for payment, the mer 
chant checks with the issuer (e.g., banks, credit unions, mort 
gage companies, and the like) of the payment card for autho 
rization. In most instances, the issuer will first require the 
merchant to obtain evidence for authenticating the custom 
er's identity at the time of the transaction, such as the cus 
tomer's signature or customer's entry of a personal identifi 
cation number (PIN) or password into a keypad. 
Authorization is then typically given by the issuer in the form 
of a code that indicates whether the authorization is given 
(i.e., whether the particular transaction is approved, declined, 
or referred). 
0010. There are different types of risks involved in autho 
rizing use of a payment card. One well known type of risk is 
security risk, such as fraud. Security risk relates to illegiti 
mate use of a payment card by an unauthorized person. Credit 
card fraud, for example, has continually been a persistent 
problem in the payment card industry. With the burgeoning 
growth of e-commerce and transactions conducted online, 
opportunities for payment card theft have become more 
readily available. As a result, online payment card fraud has 
also accordingly increased over the last few years. Existing 
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industry solutions provide limited timely risk information to 
the transaction authorization process. Despite many preven 
tion efforts, payment card fraud continues to account for 
annual losses in the range of hundreds of millions of dollars. 
0011. In addition to losses incurred due to payment card 
fraud, transactions lost due to false-positive declines (i.e., 
transactions that are incorrectly identified as fraudulent) also 
annually cost merchants and issuers hundreds of millions of 
dollars in Sales. 
0012. Furthermore, existing industry solutions that com 
bat payment card fraud tend to be account- and issuer-ori 
ented. In other words, individual issuers may employ differ 
ent solutions to detect fraudulent activities on their respective 
accounts and detection is at a single account level. As a result, 
payment card fraud that occurs across multiple accounts from 
multiple issuers often goes undetected. For example, it would 
be difficult for an individual issuer to determine that an usu 
ally high number of payment cards used at a particular mer 
chant have been compromised and Subject of fraud, since the 
fraud may only involve a small number of payment cards 
issued by that individual issuer. 
0013 Another type of risk that is associated with use of a 
payment card is credit risk, or the credit worthiness of the 
cardholder. While the payment card may be used by an autho 
rized person, such as, the cardholder, the cardholder may not 
always be able to fulfill his/her incurred payment obligations. 
For example, a cardholder may run up a Substantial amount of 
outstanding balance and then refuse or become unable to pay. 
Consequently, default or failure to pay also presents a signifi 
cant problem to payment card issuers. 
0014 Moreover, risks associated with use of a payment 
card affect not only the cardholder and the payment card 
issuer. Other parties involved in the payment transaction, 
Such as, the merchant and the acquirer (i.e., a financial insti 
tution that makes arrangements with merchants to accept 
credit card sales), are also affected as well. Depending on the 
business or payment arrangement, each party involved in the 
payment transaction may have to bear a portion of the loss. 
0015 Hence, it would be desirable to provide a method 
and system that is capable of providing a more robust trans 
action process in order to reduce payment card risk as well as 
improve the Success rate of transaction verification. 

BRIEF SUMMARY OF THE INVENTION 

0016. The present invention relates to real-time risk miti 
gation for a transaction processing system, such as a payment 
authorization system. In one embodiment, the system 
receives authorization requests from multiple merchants (or 
their respective acquirers) and processes such requests. Each 
processed request is then forwarded to its corresponding 
issuer for further authorization. Each processed request 
includes an authorization message. The authorization mes 
sage includes a risk score or indicator, one or more reason 
codes, and one or more condition codes. The use of the risk 
score, reason codes, and condition codes allows issuers to 
make better informed decisions with respect to providing 
authorizations. 
0017. In one embodiment, a system for processing autho 
rization requests for transactions is disclosed. The system 
includes a client device configured to issue an authorization 
request corresponding to a transaction, and an in-flight model 
component. The in-flight model component is configured to: 
receive the authorization request and generate an authoriza 
tion message, forward the authorization message to a first 
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party responsible for deciding the authorization request, cap 
ture a decision made by the first party with respect to the 
authorization request, and forward the decision to the client 
device for further action by a second party. The authorization 
message includes a risk indicator, one or more reason codes, 
and one or more condition codes. The authorization message 
is generated in real-time. In addition, all or Substantially all 
authorization requests issued by the client device are captured 
and processed by the in-flight model component in real-time. 
0018. The system further includes an offline model com 
ponent configured to receive the authorization request, trans 
actional information relating to the transaction, and informa 
tion relating to the decision made by the first party, generate 
profiling information based on the authorization request, the 
transactional information, the information relating to the 
decision and additional information, and forward at least a 
subset of the profiling information to the in-flight model 
component. The profiling information includes account pro 
files and event profiles. The in-flight model component uses 
the profiling information forwarded by the offline model 
component to generate future authorization messages. 
0019. The in-flight model component is further configured 
to use information relating to a plurality of most recent trans 
actions to generate the future authorization messages; 
wherein the information relating to the plurality of most 
recent transactions has not yet been processed by the offline 
model component. 
0020. The system also includes a linkage detection com 
ponent configured to generate the additional information 
using transaction logs, financial risk information (such as 
fraud information) and information relating to compromised 
data sets, the linkage detection component further configured 
to forward the additional information to the offline model 
component. 
0021. The first party includes at least one of an issuer, a 
transaction processor, and an acquirer. The second party 
includes a merchant. The transaction includes at least one of 
a credit card transaction, a debit card transaction, a loyalty 
program card transaction, and an ATM transaction. The client 
device includes at least one of a point-of-sale device, an ATM 
device, and a virtual terminal. 
0022. The risk indicator represents an account level risk 
associated with the transaction. At least one of the one or more 
reasons represents a factor associated with the risk indicator, 
and at least one of the one or more condition codes represents 
a horizontal risk scheme, the horizontal risk scheme involving 
a number of accounts. 
0023. In an alternative embodiment, an authorization sys 
tem is disclosed. The system includes control logic config 
ured to receive an authorization request for a corresponding 
transaction from a client device; control logic configured to 
generate an authorization message for the authorization 
request in real-time using a first set of profiling information, 
the authorization message comprising a risk score; control 
logic configured to forward the authorization message to a 
party responsible for deciding the corresponding payment 
transaction; and control logic configured to capture a decision 
made by the party with respect to the corresponding payment 
transaction and forward the decision to the client device. 
0024. The system further includes control logic config 
ured to capture and process the authorization request, the 
authorization message, information relating to the corre 
sponding transaction and information relating to the decision 
to generate a second set of profiling information; and control 
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logic configured to update the first set of profiling information 
with at least a subset of the second set of profiling informa 
tion. The second set of profiling information is generated 
offline. 
0025. The authorization message further comprises one or 
more reason codes and one or more condition codes. The risk 
score represents an account level risk associated with the 
corresponding transaction. At least one of the one or more 
reasons represents a factor associated with the risk score, and 
at least one of the one or more condition codes represents a 
horizontal risk scheme, the horizontal risk scheme involving 
a plurality of accounts. 
0026. The transaction includes at least one of a credit card 
transaction, a debit card transaction, a loyalty program card 
transaction, and an ATM transaction. The client device 
includes at least one of a point of sale device, an ATM device, 
and a virtual terminal. The party includes an issuer. 
0027. It should be understood that in alternative embodi 
ments of the present invention, the system is able to accom 
modate multiple parties including a number of merchants, 
acquirers, and issuers. 
0028. The foregoing, together with other features, 
embodiments, advantages of the present invention, will 
become more apparent when referring to the following speci 
fication, claims, and accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029 FIG. 1 is a simplified block diagram illustrating an 
exemplary embodiment of the present invention. 
0030 FIG. 2 is a simplified block diagram illustrating an 
exemplary embodiment of an in-flight model component of a 
financial transaction network Switch. 
0031 FIG. 3 is a simplified block diagram illustrating an 
exemplary embodiment of a profiling model component. 
0032 FIG. 4 is a simplified block diagram illustrating an 
exemplary embodiment of a linkage detection component. 
0033 FIG. 5 is an exemplary format of an authorization 
message generated by a system according to one exemplary 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0034. The present invention in the form of one or more 
exemplary embodiments will now be described. In one exem 
plary embodiment, a system is provided that empowers an 
authorization process by delivering real-time risk mitigation 
information based on collective intelligence to better inform 
relevant parties, such as, merchants, acquirers, and issuers, 
thereby improving authorization decisions. For example, the 
system can be used by a payment card service association, 
Such as Visa, to provide better risk mitigation services (such 
as, fraud detection) to its members. In alternative embodi 
ments, the present invention can be deployed as part of a 
system which processes transactions where risk information 
associated with the transactions is provided for evaluation 
purposes. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art will appreciate 
other ways and/or methods to deploy the present invention. 
0035. In one embodiment, the system of the present inven 
tion is able to evaluate all or substantially all of the authori 
Zation requests received from multiple merchants (or their 
respective acquirers). “Substantially all means a significant 
percentage (e.g., 90-99%). Furthermore, the evaluation is 
performed in-flight as part of the authorization process 
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thereby minimizing impact on the authorization process. The 
architecture of the system that allows it to evaluate every 
authorization request in-flight is based upon a distributed 
environment. The distributed environment utilizes a hybrid 
approach or infrastructure which combines multiple risk 
evaluation technologies across separate platforms. This 
architecture is designed to take advantage of the strengths of 
different techniques so as to maximize the accuracy and 
robustness of various risk evaluation and/or fraud detection 
models. 
0036 FIG. 1 is a simplified block diagram illustrating the 
architecture of an advanced authorization system 100 incor 
porating an embodiment of the present invention. Advanced 
authorization system 100 includes a number of client devices, 
such as point of sale (POS) device 102, Automated Teller 
Machine (ATM) device 104, virtual terminal 106, issuer 120, 
and acquirer 128. Virtual terminal 106, as used herein, is any 
computer system configured to process a customer order 
received over a network, such as the Internet. In fact, any 
device used to facilitate payment transactions by accepting 
payment card information can be a client device in advanced 
authorization system 100. 
0037 Client devices request information from a server 
computer system, Such as financial transaction network 
switch 110, which provides the relevant financial transaction 
information. For this reason, servers typically have more 
computing and storage capacity than client devices. However, 
a particular computer system may act as both a client or a 
server depending on whether the computer system is request 
ing or providing information. Additionally, although the 
invention has been described as using a client-server environ 
ment, it should be apparent that the invention may also be 
embodied in a stand-alone computer system. 
0038. Each client device is coupled to a communication 
network 108 via a plurality of communication links 122. 
Communication network 108 provides a mechanism for 
allowing the various components of advanced authorization 
system 100 to communicate and exchange information with 
each other. In one embodiment, financial transaction network 
Switch 110 is implemented as a component of a communica 
tion network 108. For example, communication network 108 
can be the VisaNet network, an existing global clearing and 
settlement system provided by Visa. In an alternative embodi 
ment, financial transaction network switch 110 can be imple 
mented external to communication network 108 and be 
coupled to client devices via communication network 108. 
0039 Communication network 108 may itself be com 
prised of many interconnected computer systems and com 
munication links. Communication links 122 may be hardwire 
links, optical links, satellite or other wireless communica 
tions links, wave propagation links, or any other mechanisms 
for communication of information. Various communication 
protocols may be used to facilitate communication between 
the various elements shown in FIG.1. These communication 
protocols may include TCP/IP, HTTP protocols, wireless 
application protocol (WAP), Vendor-specific protocols, cus 
tomized protocols, and others. In embodiments of the present 
invention, communication network 108 may be any suitable 
communication network including the Internet, a local area 
network (LAN), a wide area network (WAN), a wireless 
network, an intranet, a private network, a public network, a 
switched network, combinations thereof, and the like. 
0040. According to an embodiment of the present inven 

tion, advanced authorization system 100 is responsible for 
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facilitating authorization of a payment transaction initiated at 
a client device relating to a payment card (e.g., credit card, 
ATM card, debit card, or gift card). 
0041 Advanced authorization system 100 provides the 
issuer of the payment card with information related to the 
requested transaction, as well as real-time risk mitigation 
information based on collective intelligence. The real-time 
risk mitigation information allows an issuer to make a more 
informed decision with respect to a payment transaction, 
thereby minimizing a risk associated with the transaction. 
The issuer's authorization response to the requesting client 
device is relayed by advanced authorization system 100 via 
communication network 108. 

0042 Advanced authorization system 100 uses a hybrid 
approach for risk mitigation that incorporates multiple mod 
eling technologies and distributes them across two platforms, 
namely, an online component (including in-flight modelcom 
ponent 112) and an offline component 124 (including profil 
ing model component 114 and linkage detection component 
118). By virtue of the fact that multiple technologies are 
combined, the hybrid approach provides much greater flex 
ibility in architecture, allowing for distribution across plat 
forms and environments. To accommodate distribution, the 
hybrid infrastructure relies on utilizing standard components 
and interface technologies that provide for easy integration 
and facilitate the development and implementation of hybrid 
modeling techniques. In one implementation, the hybrid 
infrastructure utilizes standards such as XML, an open data 
exchange standard, and PMML, a modeling version of XML 
that enables the definition and sharing of predictive models 
between applications. 
0043. In one embodiment, advanced authorization system 
100 deploys hybrid technology on the online transaction 
processing platform to handle in-flight risk evaluation for all 
authorization requests received from the multiple merchants 
(and their respective acquirers). Software modules executing 
on financial transaction network switch 110 use hybrid pre 
dictive modeling to generate a risk indicator and risk reasons 
for each authorization request. The predictive modeling is 
performed based on a number of input parameters including, 
for example, information relating to the requested transac 
tion, recent transaction histories (e.g., working profiles), and 
one or more input profiles (such as account and event pro 
files). Additional details relating to predictive modeling are 
further described in U.S. Pat. Nos. 6,119,103, 6,018,723, 
6,658,393, and 6,598,030. 
0044) These input profiles are generated by and/or updated 
Software modules executing on one or more offline transac 
tion-processing platforms. The offline transaction-processing 
platforms use a combination of both neural networks and 
decision tree modeling techniques. The offline transaction 
processing platforms permit more extensive analytics to be 
performed on a larger set of historical data (Such as aggregate 
transaction histories, public records, CAMS, and other avail 
able data stores) without impacting the ability to deliver real 
time risk indicators or risk reasons. The offline transaction 
processing platforms periodically update (for example, once 
every, ten minutes, one hour, one day, one week, or one 
month, etc.) the one or more predetermined profiles used for 
real-time risk mitigation, as well as provide the condition 
codes. Offline transaction-processing platforms may be 
locally coupled to financial transaction network switch 110 or 
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may be distributed across advanced authorization system 100 
and accessed by financial transaction network switch 110 via 
communication network 108. 

0045. During a payment transaction, a merchant (or its 
acquirer) or an accountholder at a client device initiates an 
authorization request. The authorization request is issued to 
the corresponding issuer seeking information that can be used 
to act on the payment transaction. The authorization request 
includes information relating to the prospective transaction, 
Such as account number, amount of transaction, and location. 
In alternative embodiments of the present invention, the 
authorization request can additionally include merchant cat 
egory, payment card type, transaction type, IP address, email 
address, Stockkeeping unit (SKU) numbers, or price per good 
or service to be purchased. In fact, as alternative embodiment, 
any information captured at the point of sale can be included 
in an authorization request. Based on the disclosure and the 
teachings provided herein, a person of ordinary skill in the art 
will appreciate what types of information can be included in 
the authorization request. 
0046. This authorization request is transmitted to financial 
transaction network switch 110 over communication network 
108. In response to an authorization request, the financial 
transaction network Switch 110 generates an authorization 
message. In one embodiment, financial transaction network 
switch 110 uses a hybrid model approach in order to quickly 
generate the authorization message using collective informa 
tion. The collective information is in the form of one or more 
databases or data stores (such, account, working, and event 
profiles). In many practical applications of the present inven 
tion, financial transaction network Switch 110 cannot intro 
duce Substantial delays in transaction processing, which 
could inconvenience both merchants and accountholders. 
Therefore, in Some instances, financial transaction network 
switch 110 according to an embodiment of the present inven 
tion may need to process about 5,000 to 10,000, or more 
authorization requests per second. 
0047. The authorization message includes one or more 
in-flight risk indicators. In one exemplary implementation, 
the in-flight risk indicator is a numerical score (or a risk 
score); alternatively, the in-flight risk indicator may include 
other types of information, such as, text. Based on the disclo 
Sure and teachings provided herein, a person of ordinary skill 
in the art will appreciate how to implement the in-flight risk 
indicator. In addition to the risk indicator, the authorization 
message also includes a number of reason codes to provide a 
description of the model logic behind the risk indicator and/or 
a number of condition codes that are used to indicate risk 
conditions. A reason code may indicate, among other things, 
that the requested transaction is located in a high risk country, 
related to a compromised account, or fits an unusual pattern. 
A condition code states a risk condition as it relates to a 
transaction, an account, and/or an accountholder. For 
example, Some of these risk conditions relate to compromised 
accounts and/or other rare events (such as identity theft, bank 
ruptcy, and large fraud run on a compromised account). In one 
embodiment of the present invention, linkage detection com 
ponent 118 determines condition codes directly from public 
records, compromised account management system 
(CAMS), or other data sources prior to the authorization 
request, and these conditions codes are relayed as part of the 
authorization message to issuer 120 by financial transaction 
network switch 110. 
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0048 FIG. 5 is an exemplary format of the authorization 
message generated by the system 100. The authorization mes 
sage includes a risk score, one or more reason codes, and one 
or more condition codes. An authorization message can also 
include information relating to the requested transaction, 
Such as an account identifier, transaction amount, location 
identifier, and merchant identifier. Based on the disclosure 
and teachings provided herein, a person of ordinary skill in 
the art will know how to select the appropriate data fields for 
the authorization message, and include the appropriate num 
ber of reason and condition codes for a specific application. 
The authorization message is forwarded to the appropriate 
issuer. The issuer can use the information provided by the 
authorization message (along with the issuer's account infor 
mation) to determine whether to authorize the requested 
transaction. 

0049. The authorization message is next transmitted by 
financial transaction network switch 110 to the appropriate 
issuer 120 via communication network 108. The issuer 120 
then uses information provided by the authorization message 
(along with other information maintained by issuer 120, such 
as, the issuer's own account information) to determine 
whether to authorize the requested transaction. Additionally, 
issuer 120 may itself use predictive risk models to further 
analyze the requested transaction. The determination made 
by issuer 120 with respect to the authorization message is then 
transmitted to financial transaction network switch 110. 

0050 Financial transaction network switch 110 relays the 
authorization message to the corresponding merchant (or its 
acquirer) or accountholder. If the payment transaction is 
approved by issuer 120, the requested transaction can be 
consummated at the client device. On the other hand, if the 
payment transaction is denied by issuer 120, the requested 
transaction is canceled. As an embodiment of the present 
invention, system 100 can provide the merchant (or its 
acquirer) or accountholder with the basis for the denial such 
as the risk reason or condition code, or even the risk score in 
appropriate circumstances. 
0051 Transaction aggregator 116 captures and stores 
authorization messages and corresponding information relat 
ing to determinations made by issuers 120 in response to the 
authorization messages. The information from the determi 
nations made by the issuers 120 is used as feedback to allow 
the system 100 to further improve the content accuracy of 
future authorization messages. Such authorization messages 
and corresponding information can be evaluated using 
selected criteria for various analytical purposes. For example, 
authorization messages and corresponding information relat 
ing to a particular merchant may be analyzed. The analysis 
results are then provided to the acquirer having business 
arrangement with that particular merchant to allow the 
acquirer to determine whether there are problematic activities 
with that particular merchant. For instance, if authorization 
messages with risk indicators indicating high risk are regu 
larly generated for transactions originating from that particu 
lar merchant, the acquirer may be alerted to take preventive 
actions with respect to that merchant to minimize fraudulent 
activities. As it will be appreciated, the system 100 is able to 
identify possible fraudulent activities originating from a 
single merchant but occurring across multiple accounts. 
Hence, potentially problematic merchants can be identified to 
their respective acquirers. 
0052. In another situation, authorization messages and 
corresponding information relating to a particular 
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accountholder may be analyzed. The analysis results are then 
provided to a merchant doing business with that particular 
accountholder to allow the merchant to determine whether 
additional precautionary measures should be undertaken 
when conducting business with that particular accountholder. 
In some cases, even though authorization for a transaction is 
given, it might be prudent to employ additional precautionary 
measures for additional assurance. For instance, if authoriza 
tion messages with risk indicators indicating high risk are 
regularly generated for transactions originating from that par 
ticular accountholder, the merchant may be alerted to take 
additional preventive actions with respect to that 
accountholder to minimize fraudulent activities. Similarly, as 
will be appreciated, potentially problematic accountholders 
can be identified to their respective merchants. 
0053. The advanced authorization system 100 depicted in 
FIG. 1 is merely illustrative of an embodiment incorporating 
the present invention and does not limit the scope of the 
invention as recited in the claims. One of ordinary skill in the 
art would recognize other variations, modifications, and alter 
natives. For example, more than one issuer 120 may be 
coupled to communication network 108. As another example, 
a plurality of client devices may be coupled to communica 
tion network 108 via an agent system (not shown) or via Some 
other server system. 
0054 FIG. 2 is simplified block diagram illustrating an 
exemplary embodiment of an in-flight model component 112 
of the financial transaction network switch 110. In-flight 
model component 112 is designed to score every authoriza 
tion request received from client devices using, for example, 
tree- and rule-based technology. In one implementation, 
given the diversity of data processed through in-flight model 
component 112, advanced decision tree and boosting tech 
nologies are used to assure more accurate risk evaluation and 
fraud detection. 
0055 In-flight model component 112 evaluates the 
requested transaction using data provided by data stores, such 
as account profiles 202, working profiles 204, and event pro 
files and indexes 206. In one embodiment, feature generation 
model 208 generates features for keys associated with the 
authorization request and a series of values associated with 
these keys. The values may include, but are not limited to, 
probabilities associated with the keys. A key is a structure 
used to group information from a transaction profile record. 
For instance, a key can represent an account number, an 
individual transaction within the account, location, issuer, 
amount, or status fields within a transaction. Additional 
details relating to feature generation are further described in 
U.S. Patent Application Publication No. US 2002/0194503, 
published Dec. 19, 2002. 
0056. These features and values, or feature vectors, gen 
erated by feature generation model 208 are outputted to 
hybrid model 210. Hybrid model 210 calculates risk average 
ratios for each key type (for example, account number, loca 
tion, issuer, an individual transaction). The risk ratios are 
statistical measurements of relative risks of each key instance. 
The risk ratios are used as one component in determining the 
in-flight risk indicator, or risk score, along with other factors 
Such as transaction history and event-level data sources. Con 
ventional statistical techniques using the risk ratios can also 
be used to determine dominant features or clustered features 
to generate reason codes. 
0057. In one embodiment, account profiles 202 contain 
information related to individual consumer accounts, such as 
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account number, most recent transactions, time of most recent 
transaction, and lags. However, in other embodiments, 
account profile may contain any information related to an 
account that may be useful in evaluating risk associated with 
Such account, Such as current balance, credit limit, or other 
information maintained by an issuer. Account profiles 202 are 
provided by profiling model component 114, which is part of 
an offline transaction-processing platform. Profiling model 
component 114 periodically updates the account profiles 202, 
for example, once every ten minutes, one hour, one weekday, 
or one month. By providing the online transaction-processing 
platform periodically with updated information, the system 
100 is able to process the authorization requests with better 
accuracy. In one embodiment, for accounts identified as hav 
ing a high risk, profiles can be updated more frequently. 
Alternatively, account profiles 202 may only contain the 
long-term profiles of those accounts identified as the riskiest. 
0.058 Similarly, profiling model component 114 provides 
in-flight model component 112 with periodic updates to event 
profiles and indexes 206. Event profiles and indexes 206 are 
tables providing information relating to rare events and com 
promised accounts. For example, these tables may contain, 
without limitation, location, merchant, merchant category, 
Zip code, time period and exception information. Examples of 
exception information include confirmed fraud information, 
transaction dispute information, credit information, and other 
financial risk information. Event profiles and indexes 206 can 
be used to help determine the impact of rare events on 
accounts across a plurality of issuers. For example, event 
profiles and indexes 206 may identify payment cards used at 
particular merchant during a specified period of time that 
have a high risk of being compromised. 
0059. In addition, in-flight model component 112 main 
tains working profiles 204, short-term histories (to account 
for the time lag between when the risk score is issued and 
when account and event profiles 202 and 206 are updated by 
the offline transaction processing platform). In this way, in 
flight model component 112 can take into account recent 
transactions not yet processed by the offline transaction-pro 
cessing platforms. In one embodiment, working profiles 204 
may contain the previous ten minutes of transactions. Alter 
natively, working profiles 204 may only contain the previous 
ten minutes of transaction involving the riskiest accounts. 
Based on the disclosure and teachings provided herein, a 
person of ordinary skill in the art will appreciate the types of 
transactions that can be included in the working profiles 204. 
0060 FIG. 3 is a simplified block diagram illustrating an 
exemplary embodiment of a profiling model component 114. 
In one embodiment, feature generation model 302 generates 
features for keys associated with previous payment transac 
tions provided by transaction aggregator 116 and a series of 
values associated with these keys. The values may include, 
but are not limited to, probabilities associated with the keys. 
Additional details relating to feature generation are further 
described in U.S. Patent Application Publication No. US 
2002/0194503, published Dec. 19, 2002. 
0061 These features and values, or feature vectors, gen 
erated by feature generation model 302 are outputted to the 
enhanced hybrid model 304. Enhanced hybrid model 304 
calculates risk average ratios for each key type (for example, 
account number, location, issuer, an individual transaction). 
The risk ratios are statistical measurements of relative risks of 
each key instance. The risk ratios, along with other transac 
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tion information, are used as one component in determining 
the in-flight risk indicator, or risk score, as well as the reason 
codes. 

0062 Tumblers and locks generated by linkage detection 
component 118 are used by profile generation model 306. 
Tumbler and locks are the rules to create features in the 
profiling models. For example, a lock structure is used to 
control the processing of a key. Each lock performs one 
specific function, for example a given lock might just append 
data onto a key and nothing else. A lock can also perform 
hashing, or encryption on a key, as well as create new keys. A 
probability threshold may be associated with a lock. The 
probability threshold is used to restrict the lock operation in 
use of the tumbler. If the probability value of a tumbler ele 
ment does not meet the threshold of the lock, the element is 
ignored. A tumbler is an n-ary tree structure pre-configured 
with input key matches pre-encrypted and compressed. The 
n-ary tree structure is chosen for the benefit of improved 
search time performance. There is one tumbler tree for each 
lock. Periodic (e.g., every ten minutes) updates of tumblers 
and locks are provided to profile generation model 306, pro 
files and indexes 308, and event profiles and indexes 310. 
Additional details relating to locks and tumblers are further 
described in U.S. Patent Application Publication No. US 
2002/0194503, published Dec. 19, 2002. 
0063. To keep the real-time, online platform current, the 
profiling model component 114 provides periodic updates to 
the profiles on the online platform (e.g., account and event 
profiles 202 and 206). In one embodiment, account profiles 
for the riskiest set of accounts are updated periodically, for 
example, every 10 minutes, as the offline platform receives 
and incorporates recent transaction data. Information regard 
ing rare events and compromised accounts are uploaded on a 
regular, for example, daily, basis. 
0064 FIG. 4 is a simplified block diagram illustrating an 
exemplary embodiment of linkage detection component 118, 
also known as REDI, which is designed to identify rare 
events. With reference to FIG. 4, transaction aggregator 116 
periodically, for example, every ten minutes, sends a feed of 
a predetermined amount, for example, the last 10 minutes, of 
transaction data to transaction logs 402. Linkage detection 
component 118 then incorporates this transaction data, which 
includes the issuer determinations and the outgoing risk 
scores provided to these issuers, with data from other sys 
tems, such as, fraud reports 404 and compromised data sets 
406, into profile and feature updates. Fraud reports 404 rep 
resent information relating to accounts identified by public 
records (such as police reports) or issuers as having been 
stolen or subject to fraud. Compromised data sets 406 contain 
information provided by the Compromised Account Manage 
ment System (CAMS) 420. 
0065 Linkage detection component 118 includes a set of 
general purpose models based on both decision tree and neu 
ral network technology to correlate anomalous behaviors. 
These models leverage a larger and deeper set of data in terms 
of both the amount of history and the breadth of data elements 
and features than the in-flight model component 112 by incor 
porating fraud reports 404 and compromised data sets 406. 
Additionally, models used in linkage detection component 
118 also take advantage of their position in the authorization 
process by incorporating transaction data (e.g., transaction 
logs 402) that is not available at the time the authorization 
request is originally evaluated. Such as the issuer's decision 
and the outgoing risk indicator. Tumblers and locks generated 
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by linkage analysis 408 are stored in XML tumblers and locks 
414 and used by profiling model component 114. 
0.066 Web service investigatory metrics 410 provide 
access to information relating to high risk accounts in a user 
friendly format, such as via a web browser. Examples of web 
browsers include the Internet Explorer browser program pro 
vided by Microsoft Corporation, and the Netscape browser 
provided by Netscape Communications Corp., and others. In 
alternative embodiments, web service investigatory metrics 
410 may also provide filtering and Sorting of high risk 
accounts by keys or features. Computers 424 access web 
service investigatory metrics 410 via communication net 
work 422. Communication network 422 may be any suitable 
communication network including the Internet, a LAN, a 
WAN, a wireless network, an intranet, a private network, a 
public network, a switched network, combinations thereof, 
and the like. Investigators using computers 424 can conduct 
investigations on high risk accounts and further refine linkage 
analysis 408. For example, linkage analysis 408 may deter 
mine whether accounts used at a particular merchant during a 
time period were compromised. With this information, the 
investigator can contact the particular merchant to determine 
whether accounts used prior to the specified time period have 
also been compromised. 
0067. Linkage analysis 408 creates advanced authoriza 
tion risk condition code files 416. Advanced authorization 
risk condition code files 416 include condition codes for 
accounts that have been identified as problematic. For 
example, accounts identified by fraud reports 404 are associ 
ated with condition codes. One condition code may indicate 
that a payment card has been stolen, while another condition 
code could indicate a payment card is linked to a compro 
mised card. In one embodiment, condition codes remain unal 
tered by profiling model component 114 and financial trans 
action network switch 110, and thus the original condition 
codes are provided to the issuer 120. 
0068 Linkage analysis 408 also generates multi-dimen 
sional data set 412. Multi-dimensional data set 412 contains 
event profile information, known fraudulent activities infor 
mation, accounts linked directly or indirectly to fraudulent 
activities, high risk activities (such as transactions in a high 
risk country), and testing and non-loss probing data sets (such 
as single ping fraud information), as well as other informa 
tion. 
0069. While the foregoing description relates to a credit 
card payment transaction, it should be understood by a person 
of ordinary skill in the art that the present invention can be 
applied to other types of payment cards (such as debit cards, 
ATM cards, charge cards, loyalty program card, or gift cards) 
or product transactions to mitigate risks associated with pay 
ment authorizations. In fact, techniques of the present inven 
tion can be applied to any payment arrangement wherein 
there exists a need to generate a risk score or risk reasons. 
0070 Although specific embodiments of the invention 
have been described, various modifications, alterations, alter 
native constructions, and equivalents are also encompassed 
within the scope of the invention. The described invention is 
not restricted to operation within certain specific data pro 
cessing environments, but is free to operate within a plurality 
of data processing environments. Additionally, although the 
present invention has been described using a particular series 
of transactions and steps, it should be apparent to those skilled 
in the art that the scope of the present invention is not limited 
to the described series of transactions and steps. 
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0071. Further, while the present invention has been 
described using a particular combination of hardware and 
Software in the form of control logic and programming code 
and instructions, it should be recognized that other combina 
tions of hardware and software are also within the scope of the 
present invention. The present invention may be implemented 
only in hardware, or only in Software, or using combinations 
thereof. 
0072. It is understood that the examples and embodiments 
described herein are for illustrative purposes only and that 
various modifications or changes in light thereofwill be Sug 
gested to persons skilled in the art and are to be included 
within the spirit and purview of this application and scope of 
the appended claims. All publications, patents, and patent 
applications cited in this patent are hereby incorporated by 
reference for all purposes. 

1. (canceled) 
2. A method comprising: 
receiving, at a first computer, an authorization request mes 

Sage from a merchant device for a transaction between a 
merchant and a consumer, the authorization request 
message transaction data comprising at least one of a 
transaction type, a stock keeping unit number, and an IP 
address associated with the transaction, the transaction 
being a credit card transaction or debit card transaction; 

generating a risk score for the transaction using the trans 
action data; and 

sending the risk score to a second computer. 
3. The method of claim 2 wherein the first computer is in a 

financial transaction network Switch. 
4. The method of claim 2 wherein the second computer is 

an issuer computer and wherein sending the risk store to the 
second computer comprises: 

sending the authorization request message including the 
risk score to the issuer computer. 

5. The method of claim 4 wherein the method further 
comprises: 

receiving an authorization response message from the 
issuer computer; and 

forwarding the authorization response message to the mer 
chant. 

6. The method of claim 4 wherein the first computer com 
prises an in-flight model component. 

7. The method of claim 4 wherein the authorization request 
message comprises a merchant category type and a transac 
tion amount. 

8. The method of claim 4 wherein the authorization 
response message includes a reason code indicating a basis 
for the risk score and a condition code indicating conditions 
of a transaction, an account or the consumer. 

9. The method of claim 8 wherein the condition code indi 
cates that the a payment device used in the transaction has 
been stolen. 

10. The method of claim 8 wherein the reason code indi 
cates that the transaction originated from a high-risk country 
or is related to a compromised account. 
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11. The method of claim 2 wherein the transaction data 
includes one of more of price data for goods or services 
associated with the transaction, consumer device data, and 
consumer contact data. 

12. A computer comprising: 
a processor; and 
a computer readable medium coupled to the processor, the 

computer readable medium comprising code, execut 
able by the processor for implementing a method com 
prising: 
receiving, at a first computer, an authorization request 

message from a merchant device for a transaction 
between a merchant and a consumer, the authoriza 
tion request message transaction data comprising at 
least one of a transaction type, a stock keeping unit 
number, and an IP address associated with the trans 
action, the transaction being a credit card transaction 
or debit card transaction; 

generating a risk score for the transaction using the 
transaction data; and 

sending the risk score to a second computer. 
13. The computer of claim 12 wherein the first computer is 

in a financial transaction network Switch. 
14. The computer of claim 12 wherein the second computer 

is an issuer computer and wherein sending the risk store to the 
second computer comprises: 

sending the authorization request message including the 
risk score to the issuer computer. 

15. The computer of claim 14 wherein the method further 
comprises: 

receiving an authorization response message from the 
issuer computer; and 

forwarding the authorization response message to the mer 
chant. 

16. The computer of claim 14 wherein the first computer 
comprises an in-flight model component. 

17. The computer of claim 14 wherein the authorization 
request message comprises a merchant category type and a 
transaction amount. 

18. The computer of claim 14 wherein the authorization 
response message includes a reason code indicating a basis 
for the risk score and a condition code indicating conditions 
of a transaction, an account or the consumer. 

19. The computer of claim 18 wherein the condition code 
indicates that the a payment device used in the transaction has 
been stolen. 

20. The computer of claim 18 wherein the reason code 
indicates that the transaction originated from a high-risk 
country or is related to a compromised account. 

21. The computer of claim 12 wherein the transaction data 
includes one of more of price data for goods or services 
associated with the transaction, consumer device data, and 
consumer contact data. 
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