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5 COMPUTER IMPLEMENTED SYSTEM FOR COLLECTING
USAGE STATISTICS FOR IT SYSTEMS

BACKGROUND

Companies may have thousands of types of application software deployed internally for

10  use by employees and other users. Usage information of the application software is important to

a company for determining a proper path forward for the application software (e.g.,

decommissioning, rewriting, consolidating, or porting to a vendor solution). However, few

systems are designed to include basic usage information relating to said application software

(e.g., user ID, time/date of access, geographical location, etc.), and even fewer are simple enough

15  or cost efficient enough to deploy.

What is needed then is a computer implemented system and method for collecting usage

statistics of application software installed on network computers in a cost-effective, efficient and

relatively non-intrusive manner.
SUMMARY

20 In one aspect, embodiments disclosed herein relate to a network system including one or

more workstations having system software installed thereon, the system software configured to

operate one or more types of application software, a central server and database, a processing

unit, memory media coupled to the processing unit, and instructions comprising a configuration

file, wherein the configuration file generally defines settings for data exchange between the one

25  or more types of application software and the central server, and which when loaded into the

memory media and executed by the processing unit cause the central server to perform receiving

data from one or more types of application software installed on one or more of the workstations.

In other aspects, embodiments disclosed herein relate to a system for providing statistics

relating to usage on network workstations of one or more types of application software, the

30 system including a central server, a processing unit and memory media coupled to the processing

unit, and instructions comprising a configuration file, wherein the configuration file generally

defines settings for data exchange between the one or more types of application software and the

central server, and which when loaded into the memory media and executed by the processing

unit cause the central server to perform receiving data upon startup of application software

35 initiated by a user.
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In yet other aspects, embodiments disclosed herein relate to a method of gathering usage
statistics related to computer programs implemented on one or more network computers, the
method including providing instructions comprising a configuration file generally defining
settings for data exchange between specified computer programs installed on said computers and
a central server, loading said instructions into a memory media and executing said instructions
by a processing unit of the central server, and receiving, upon startup of a computer program,
data from the computer program at the central server using the processing unit and memory

media.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention is illustrated in the accompanying drawings wherein,
Figure 1 illustrates an architecture of a computer implemented system for collecting
usage statistics of application software installed on network computers in accordance with one or

more embodiments;

Figure 2 illustrates a process for gathering usage related data implemented on the
computer system of Figure 1; and
Figure 3 illustrates a block diagram illustrating exemplary hardware components for

implementing one or more embodiments of the system of Figure 1.

DETAILED DESCRIPTION

A computer implemented system for collecting usage statistics of application software
installed on network computers is disclosed herein. Embodiments include methods, systems and
software, e.g., embodied as computer-readable instructions stored on computer readable
mediums, that may be referred to as an application usage data collection system. Embodiments
of the system disclosed herein may be designed to request, collect or gather, and deliver data
relating to usage of one or more types of application software installed on one or more user
computers in a network or intranet.

One or more embodiments may provide data or information that drives application
software life cycle decisions, such as decommissioning, rationalization, and consolidation of IT
systems. For example, a technical support analyst may need to know an optimum time for a
maintenance window based on usage trends. A management team may want to know if a user

acceptance test is going as planned and if an application is being used post-production. An
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infrastructure team member may need to optimize the architecture of a system to meet bandwidth
needs based on geography (e.g., if most of the users are in a certain location, servers hosting the
application may be located there). Or an IT support team may evaluate applications for potential
movement to low cost geographies and/or managed services. Audit teams may need information
on what users use certain applications. And a team responsible for licensing needs information
to support contract negotiations and how to properly allocate costs for a license. These are a few
examples of benefits provided by one or more embodiments of the computer implemented
system disclosed herein. The computer implemented system for collecting usage statistics may
provide information including, but not limited to, how often an application is used per day, who
is using the application, where the application is being used (e.g., geographical location), what
business units are using the application, and other information.

One or more embodiments may disclose a network system including one or more
workstations having system software installed thereon, the system software configured to operate
one or more types of application software, a central server and database, a processing unit,
memory media coupled to the processing unit, and instructions. The instructions include a
configuration file that generally defines settings for data exchange between application software
and the central server and which when loaded into the memory media and executed by the
processing unit cause the central server to perform receiving data from one or more types of
application software installed on oné or more of the workstations.

As used herein, a configuration file configures initial settings, such as application ID or
group ID, for computer programs (e.g., application software). Generally, configuration files
define settings “outside” of the application, that is, without modifying any underlying code of the
application. Configuration files may be used for user applications, server processes and
operating system settings. Configuration files may also be used to define a set of commands to
run upon startup or initialization of a program. Those skilled in the art will appreciate that many
language specifications may be created specifically to describe and retain configurations. For
example, this may include all markup languages.

Figure 1 illustrates an architecture of a computer implemented system 100 for collecting
usage statistics of application software installed on network computers in accordance with one or
more embodiments. As shown, the system 100 may include a central web server 102 and central

database server 104. The central database server 104 may receive and store data received at the
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central web server 102. The central database server 104 may also provide or transmit stored data
to the central web server 102 upon request.

The system 100 may also include one or more user workstations or computers that
communicate with one or more separate servers. The user workstations may be part of any type
of telecommunications network, such as a computer network or data network, that allows
exchange of data among networked computing devices (e.g., network nodes) along data
connections. The data connections (e.g., network links) between network nodes may be
established using either cable media or wireless media. Network nodes may include hosts such
as servers and personal computers and other networking hardware.  The system 100 may
comprise a computer network that supports applications such as access to the World Wide Web,
shared use of application and storage servers, printers, and fax machines, and use of email and
instant messaging applications.

Workstations 106 having web applications installed thereon may communicate with web-
based application servers 107. For example, a web application may be any application that uses
a web browser as a client. Directory service software installed on a server 108, which stores,
organizes and provides access to information related to web applications may communicate with
the central web server 102 and central database server 104. The web based application servers
107 communicate with the central web server 102. The central web server 102 communicates
with the central database server 104.

Workstations 109 having client applications installed thereon may communicate with
separate servers 110, such as a systems management server having software installed thereon
(e.g., Microsoft System Center Configuration Manager (SCCM)). The software may be
configured for managing large groups of computers running Windows, Windows Embedded,
Mac OS X, Linux or UNIX, and others, as well as various mobile operating systems such as
Windows Phone, Symbian, iOS and Android, and others. The server 110 may communicate with
an SCCM database 111, and the SCCM database may communicate with the central web server
102.

Central server 102 may interface with one or more types of application software using
configuration files to define settings for facilitating data exchange. In one embodiment, usage
statistics related to web application software (e.g., a NET web application) may be tracked. To

do so, dynamic-link libraries (DLLs) are installed on an internet information services (IIS) server
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107, and the web application software is registered in the server 102. To “register” means to add
the application software to the central database server 104. A “web.config” file of the web
application software, which may be located on the Windows-based IIS server (e.g., in the
“application” folder), is modified to define an HTTP module of server 102, and ensure the
central server 102 is initiated (e.g., gathers usage statistics) at the same time the web application
software is initiated. A server 102 configuration file, located on the Windows-based IIS server
(in the application folder), is created, which provides an ID of the web application software used
to record the data received at the central server 102 relating to usage of the web application
software.

In other embodiments, usage statistics related to active server pages (classic ASP) web
applications may be tracked. To do so, DLLs are installed on an IIS server, and the application
is registered in the server 102. A session start event handler in the web application software
“olobal.asa” file, located on the Windows-based IIS server (e.g., in the “application” folder), is
modified to communicate with the ASP DLL and ensure that the central server 102 is initiated at
the same time the web application software is initiated. A server 102 configuration file, located
on the Windows-based IIS server (in the application folder), is set up which provides an ID of
the web application software used to record the data received at the central server 102 relating to
usage of the web application software.

Tracking usage statistics for web application software for which code may be modified
does not require DLL installation on server 107. To do so, the application is registered in the
system 100. The web application software “web.config” file, located on the Windows-based IIS
server (e.g., in the “application” folder), is modified to provide the application ID used to record
data relating to the web application software’s usage. The session start event handler in the
“global.asax” file, located on the Windows-based IIS server (in the application folder), is
modified to submit an http request to the server 102 with application specific parameter data and
ensure that the server 102 is initiated at the same time the web application software is initiated.

In still other embodiments, to track usage statistics on a classic ASP web application, the
application is registered in the server 102. The session start event handler in the application’s
“global.asa” file, located on the Windows-based IIS server (e.g., in the “application” folder), is

modified to make an http request to the system 100 asp.net page. An application ID is included
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in the http request. The system 100 ASP.net page is set up to submit an http request to the
system 100 webserver with application specific parameter data.

In yet other embodiments, usage statistics related to client-based applications may be
tracked. A software metering feature of Microsoft’s System Center Configuration Manager
(SCCM) may be used to gather data relating to usage of client-based applications. SCCM
enables scalable software deployment, compliance settings management, and comprehensive
asset management of servers, desktops, laptops, and mobile devices. To track usage statistics on
a client-based application, and because not all client-based applications are setup for software
metering by default, an application may first be registered with SCCM for software metering.
The client-based application is registered with the server 102 to associate the SCCM application
ID with the server 102 application ID. A console application on a weekly basis copies the
application usage from the SCCM tables to the Metrics Collector tables.

In other embodiments, for SharePoint applications, the application is registered in the
server 102. A web-part for the SharePoint application is set up which submits an http request to
the Metrics Collector webserver with application specific parameter data. Cookies are also set
up to simulate sessions and ensure that Metrics Collector is initiated at the start of an application.

Figure 2 illustrates a process 200 for gathering usage related data from application
software installed on user computers implemented on the computer system of Figure 1 in
accordance with one or more embodiments. A user initiates application software on a work
station (see process step 202). Depending upon whether or not the application software is web
application or client-based application (see logic box 203), usage related data may be collected
and received at the central server 102 in different manners. For web application software, the
user accesses the application website through a uniform resource locater (URL) (see process step
204). The central server 102 is initiated via a new session (see process step 206). The server
102 may receive additional data from an Active Directory 108 and store the data in the central
database 104 (see process step 208). Once data is gathered and stored, the process ends (see
process step 214).

For client-based application software, usage related data may be captured via the SCCM
(see process step 210) in the SCCM database 111. A batch process run on the central server 102
acquires SCCM data from the SCCM database (see process step 212). SCCM data acquired
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during the batch process is received at the central server 102 and stored in the central database
104. Once data is gathered and stored, the process ends (see process step 214).

With reference now to Figure 3, a block diagram illustrating exemplary hardware
components for implementing an embodiment of system 300 for collecting usage statistics for IT
systems is shown. Server 310, or other computer similarly configured, may represent central
web server 102 and central database server 104, which may be operated to perform functions
described herein, including steps of method 200 described above. Server 310 may connect with
Internet, or other network, to receive incoming data relating to usage of application software
installed on one or more user workstations.

Server 310 typically includes a memory media 312, a secondary storage device 314, and
a processor or processing unit 316. Server 310 may also include a plurality of processors or
processing units 316 and be configured as a plurality of, e.g., bladed servers, or other known
server configurations. Server 310 may also include an input device 318, a display device 320,
and an output device 322. Memory media 312 may include RAM or similar types of memory,
and it may store instructions for execution by processor 316. Secondary storage device 314 may
include a hard disk drive, floppy disk drive, CD-ROM drive, or other types of non-volatile data
storage. Processor 316 executes the instructions, which are stored in memory media 312 or
secondary storage 314, or received from the Internet or other network 326. The instructions may
comprise a configuration file which when loaded into the memory media and executed by the
processing unit cause the central server to perform the steps of method 200 described above. For
example, the configuration file defines rules for data exchange between the one or more types of
application software and the central server. The processing by processor 316 may be
implemented in software, such as software modules, for execution by computers or other
machines. These applications preferably include instructions executable to perform the methods
described above and illustrated in the Figures herein. The applications preferably provide
graphical user interfaces (GUIs) through which participants may view and interact with the
central web server 102 and central web database 104 and data communicated thereto.

Server 310 may store a database structure in secondary storage 314, for example, for
storing and maintaining information regarding the requested usage data relating to usage of

application software described herein. For example, it may maintain a relational or object-
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oriented database for storing source data tables, destination data tables and configuration tables,
and other information necessary to perform the above-described methods.

Also, as noted, processor 316 may execute one or more software applications in order to
provide the functions described in this specification, specifically to execute and perform the steps
and functions in the methods described above. Such methods and the processing may be
implemented in software, such as software modules, for execution by computers or other
machines. The GUIs may be formatted, for example, as web pages in HyperText Markup
Language (HTML), Extensible Markup Language (XML) or in any other suitable form for
presentation on a display device depending upon applications used by users to interact with the
system 300.

Input device 318 may include any device for entering information into server 310, such
as a keyboard, mouse, cursor-control device, touch-screen, microphone, digital camera, video
recorder or camcorder. The input device 318 may be used to enter information into GUIs during
performance of the methods described above. Display device 320 may include any type of
device for presenting visual information such as, for example, a computer monitor or flat-screen
display. The display device 320 may display the GUIs and/or output from central web server
102 or central web database 104. Output device 322 may include any type of device for
presenting a hard copy of information, such as a printer, and other types of output devices
include speakers or any device for providing information in audio form.

Examples of server 310 include dedicated server computers, such as bladed servers,
personal computers, laptop computers, notebook computers, palm top computers, network
computers, or any processor-controlled device capable of executing a web browser or other type
of application for interacting with the system.

Although only one server 310 is shown in detail, system 300 may use multiple servers as
necessary or desired to support the users and may also use back-up or redundant servers to
prevent network downtime in the event of a failure of a particular server. In addition, although
server 310 is depicted with various components, one skilled in the art will appreciate that the
server can contain additional or different components. In addition, although aspects of an
implementation consistent with the above are described as being stored in memory, one skilled in
the art will appreciate that these aspects can also be stored on or read from other types of

computer program products or computer-readable media, such as secondary storage devices,
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including hard disks, floppy disks, or CD-ROM; or other forms of RAM or ROM. The
computer-readable media may include instructions for controlling a computer system, server
310, to perform a particular method, such as methods described above.

The terms and descriptions used herein are set forth by way of illustration only and are
not meant as limitations. Those skilled in the art will recognize that many variations are possible
within the spirit and scope of the invention as defined in the following claims, and their

equivalents, in which all terms are to be understood in their broadest possible sense unless

otherwise indicated.
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WHAT IS CLAIMED

1. A network system comprising:

one or more workstations having system software installed thereon, the system software
configured to operate one or more types of application software;

a central server and database;

a processing unit;

memory media coupled to the processing unit; and

instructions comprising a configuration file, wherein the configuration file generally
defines settings for data exchange between the one or more types of application software and the
central server, and which when loaded into the memory media and executed by the processing
unit cause the central server to perform:

receiving data from one or more types of application software installed on one or

more of the workstations.
2. The system of claim 1, wherein the configuration file defines initial settings without
modifying code of said application software.
3. The system of claim 1, wherein the configuration file defines settings of the application
software upon startup of the application software.
4. The system of claim 1, further comprising a directory service software on a server for
managing data relating to web-based application software.
5. The system of claim 1, further comprising a systems management software on a server
for managing data relating to client-based application software.
6. The system of claim 1, wherein data relating to usage of the application software is stored
in the central database.
7. The system of claim 1, further comprising a graphical user interface coupled to the
processing unit for viewing the data received at the central server.
8. The system of claim 1, further comprising one or more peripheral devices coupled to the
processing unit for transferring the data to a physical media.
9. A system for providing statistics relating to usage on network workstations of one or
more types of application software, the system comprising:

a central server;

a processing unit and memory media coupled to the processing unit; and

10
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instructions comprising a configuration file, wherein the configuration file generally
defines settings for data exchange between the one or more types of application software and the
central server, and which when loaded into the memory media and executed by the processing
unit cause the central server to perform:

receiving data upon startup of application software initiated by a user.

10. The system of claim 9, wherein the configuration file defines initial settings without
modifying code of said application software.
11. The system of claim 9, wherein the configuration file defines settings of the application
software upon startup of the application software.
12.  The system of claim 9, further comprising a directory service software on a server for
managing data relating to web-based application software.
13. The system of claim 9, further comprising a systems management software on a server
for managing data relating to client-based application software.
14. The system of claim 9, wherein data relating to usage of the application software is stored
in a central database in communication with the central server.
15. The system of claim 9, further comprising a graphical user interface coupled to the
processing unit for viewing the data received at the central server.
16. The system of claim 9, further comprising one or more peripheral devices coupled to the
processing unit for transferring the data to a physical media.
17. A method of gathering usage statistics related to computer programs implemented on one
or more network computers, the method comprising:

providing instructions comprising a configuration file generally defining settings for data
exchange between specified computer programs installed on said computers and a central server;

loading said instructions into a memory media and executing said instructions by a
processing unit of the central server; and

receiving, upon startup of a computer program, data from the computer program at the
central server using the processing unit and memory media.
18.  The method of claim 17, further comprising defining initial settings for receiving data

from the computer program without modifying code of the computer program.

11
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19. The method of claim 17, further comprising running a set of commands upon startup of

the application software for initiating data exchange between said software and said central

SCIver.

20. The method of claim 17, further comprising storing data received at the central server

relating to said request in a central database.

12



WO 2015/077696 PCT/US2014/067098

1/3

URL
(INTRANET)
URL
(INTRANET)

=
‘@\J [ ]

| S
W [T

¥ T




WO 2015/077696 PCT/US2014/067098

2/3
202~ 200
START: USER INITIATES
AN APPLICATION
210~
DATA CAPTURED VIA
»  MICROSOFT SYSTEM CENTER
CONFIGURATION MANAGER SCCM
NO (CLIENT)
111
SCCM
DATABASE
204~
USER ACCESSES THE
APPLICATION WEBSITE
THROUGH A URL 212~ Y
’ BATCH PROCESS-
ACQUIRES SCCM DATA
206\ Y
A
INITIATION BEGINS
VIA NEW SESSION 108
208\ y
SERVER GATHERS ADDITIONAL
DATA FROM ACTIVE DIRECTORY 104
AND STORES DATA IN DATABASE
214~ 4

END: METRICS COLLECTORY)
PROCESS COMPLETE _JJ™

FIG. 2



PCT/US2014/067098

WO 2015/077696

3/3

9¢c¢

& 94
N HIAH3S
3JIA40 I91A30
AV1dSIa 1Nd1no |
0ct A/NNm.
331A3d -
LNdNI 1 AHOWIW
\-81¢ -zl
J9vHO0IS
AHVANOI3S H0SS3004d
\-plg \-9/¢
01e-’




INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 14/67098

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GOBF 17/00 (2015.01)
CPC - GO6F 17/30286

According to International Patent Classification (IPC) or to both natlonal classification and IPC

B. FIELDS SEARCHED

um doc
IPC (8) GOGF 17/00 (2015.01)
CPC - GO6F 17/30286

umentation searched (class:ﬁcatlon system followed by classification symbols)

USPC - 707/688, 705/59, 717/127, 705/52
CPC - GO6F 17/30306; GO6F 11/3447 (See Keywords Below)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
Thomsoninnovation.com; Patbase; Google Scholar; Google Patents; Gogole.com; Freepatentsonline; ProQuest Dialog
Search Terms: Track, monitor, usage, statistics, software, application, client, Workstation, computer, central, server, collect, gather,
receive, data, information, start, initiate, settings, configuration, database, store, display, inter

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Categofy* Citation of document, with indication, where appropriate,' of the relevant passages Relevant to claim No.

X WO 2000/075814 A1 (THOMAS et al.), 14 December 2000 (14.12.2000), entire document, 1, 4-9, 12-17 and 19-20

- especially Abstract; Fig. 1, 3b; page 4, In 25 to page 5, In 15; page 10, In 20 to page 11, In 25; -

Y page 12, In 5-15 2-3, 10-11 and 18

Y . US 2011/0271089 A1 (YOSHIMURA et al.), 03 November 2011 (03.11.2011), entire document, | 2-3, 10-11 and 18
especially Abstract; Para [0029]-[0032], [0055]-{0057]

A US 7,925,635 B1 (RAVULUR et al.), 12 Apn’l 2011 (12.04.2011), entire document 1-20

A US 2006/0112375 A1 (SCHNEIDER), 25 May 2006 (25.05.2006), entire document 1-20

A US 7,996,255 B1 (SHENOY et al.), 09 August 2011 (09.08.2011), entire document 1-20

[:I Further documents are listed in the continuation of Box C.

[]

* Special categories of cited documents:

“A” document defining the general state of the art which is not consxdered
to be of particular relevance

“E™ earlier application or patent but published on or after the mtematlonal

1 filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“0” document referring to an oral dlsclosure use, exhibition or other
means

wp»

document published prior to the international filing date but later than
the priority date claimed .

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the pnncxple or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

04 February 2015 (04.02.2015)

Date of mailing of the international search report

10 MAR' 2015

Name and mailing address of the ISA/US .

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - claims
	Page 12 - claims
	Page 13 - claims
	Page 14 - drawings
	Page 15 - drawings
	Page 16 - drawings
	Page 17 - wo-search-report

