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Network Configuration Management

TECHNICAL FIELD

This description relates to configuration management in networked systems.

BACKGROUND

In many existing networked systems, client nodes establish connections to
host nodes in a network. The client nodes and host nodes are then able to
communicate for a duration of time. In many situations, an Internet Service Provider
(ISP) may manage the host nodes. For example, the ISP may configure the host nodes
with groups of modems contained in modem pools, and a client node may acquire
access to the Internet by connecting to one of the modems in the pool. The client
nodes may include home or business computing systems. In these scenarios, the host
nodes may often be referred to as Points of Presence, or PoP’s. In certain scenarios,
the client nodes may be able to directly communicate with the host nodes using
broadband connections.

Often, host nodes in a network will maintain policy information. This policy
information may include access information that may be used by the client nodes to
access the host nodes. For example, the access information could include modem
dial-in numbers, Internet Protocol (IP) addresses, and the like. The host nodes then
provide the policy information to the various client nodes in the network. In certain
scenarios, the host nodes may even provide configuration information, such as
modem configuration information, to the client nodes. The client nodes may use this
initial configuration information to set up their dial-up modems, and may also use the
policy information to select a dial-in access number’ for a given host node.

If client nodes do not have access to local d{al-in access numbers, they may
often use a more generic access number to make an initial connection. For example, a
client node may use an “800” access number to access a host node using a dial-up
connection. The client node may then specify a particular area code, and the host
node may respond by providing a list of dial-in access numbers that correspond to the
specified area code. Subsequently, the client node may establish dial-up connections

using one of the provided access numbers.
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In certain situations, the client or host nodes may collect various forms of
historical or statistical information relating to their network connections. For
example, for modem-based connections, a client node or a host node may collect
information relating to the total number of calls initiated or received, the call success
rate, average session lengths, and the like. This type of information can be displayed
to an administrator on a graphical user interface (GUI) to provide a summary of

network activity, and can also be distributed to users in a report format.

SUMMARY

One implementation provides a computer-implemented method for modifying
network configuration information on a client node. In this implementation, the client
node establishes a first network connection with a host node using at least one
network configuration parameter and collects configuration history information. The
configuration history information includes at least one parameter that is related to the
first network connection. The client node also analyzes policy information that
includes a rule that is used for specifying a predetermined criterion. If one of the
parameters in the configuration history information does not satisfy the predetermined
criterion, the client node modifies one of the network configuration parameters. The
client node is then capable of establishing a second network connection with the host
node using the modified network configuration parameter.

The details of various implementations are set forth in the accompanying
drawings and the description below. Other features will be apparent from the

description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1, FIG. 2A, and FIG. 3A are block diagrams of systems that include a host
node and client nodes.

FIG. 2B is a block diagram of the host node in the system of FIG. 2A.

FIG. 2C is a block diagram of the client node in the system of FIG. 2A.

FIG. 3B is a block diagram of the host node in the system of FIG. 3A.

FIG. 3C is a block diagram of the client node in the system of FIG. 3A.

FIG. 4 is a block diagram of a computing system.
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DETAILED DESCRIPTION

FIG. 1 is a block diagram of a system 100 that includes a host node 102 that is
coupled to a first client node 108 and a second client node 108. The system 100
provides for the modification of network configuration information on the first client
node 108 and/or the second client node 108. Each client node 108 includes policy
information 110, one or more network configuration parameters 112, and
configuration history information 114. The host node 102 includes policy information
104 and network configuration parameters 106.

During operation, each client node 108 establishes a network connection, such
as a modem or Internet-based broadband connection, with the host node 102. In
establishing this connection, each client node 108 uses its network configuration
parameters 112. These parameters 112 may include modem parameters (as shown in
FIG. 2C and described below), Internet network parameters (as shown in FIG. 3C and
described below), and the like. Similarly, when opening a connection with each client
node 108, the host node 102 uses its network configuration parameters 106. These
parameters 106 may include modem parameters (as shown in FIG. 2B and described
below), Internet network parameters (as shown in FIG. 3B and described below), and
the like.

After the connection has been established, each client node 108 is able to send
data to and receive data from the host node 102. Each client node 108 also collects
configuration history information 114, which contains one or more parameters that are
related to the connection established with the host node 102. The configuration
history information 114 may also contain parameters related to previous connections
that have been established with the host node 102. The configuration history
information 114 may include modem history information (as shown in FIG. 2C and
described below), Internet history information (as shown in FIG. 3C and described
below), and the like. The policy information 110 contains one or more rules that are
used for specifying one or more predetermined criteria. The policy information 110
may include modem policy information (as shown in FIG. 2C and described below),
Internet policy information (as shown in FIG. 3C and described below), and the like.

If a parameter in the configuration history information 114 does not satisfy
one of the predetermined criteria, the client node 108 modifies its network

configuration parameters 112 when establishing subsequent connections with the host
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node 102. For example, a rule contained in the policy information 110 may be
applied to determine that a performance statistic in the configuration history
information 114 does not satisfy one of the predetermined criteria relating to
performance. In this scenario, the client node 108 would then modify its network
configuration parameters 112 in an attempt to improve the performance of
connections made with the host node 102.

In some implementations, the host node 102 includes policy information 104
and provides this information to the client node 108. The client node 108 receives
this information from the host node 102 and stores this information as its policy
information 110. The policy information 104 on the host node 102 may include
modem policy information (as shown in FIG. 2B and described below), Internet policy
information (as shown in FIG. 3B and described below), and the like.

In some implementations, the rules contained in the policy information 104
maintained on the host node 102 and the policy information 110 maintained on the
client node 108 include rules for specifying cost or performance criteria. In these
implementations, the client node 108 is able to use these rules to determine how to
modify the network configuration parameters 112. For example, if the rules specify
that the client node 108 should more strongly weight cost considerations, then the
client node 108 may modify the network configuration parameters 112 based upon
analysis of the configuration history information 114 to enable a cost-efficient mode
of communication with the host node 102. If, however, the rules specify that the
client node 108 should more strongly weight performance considerations, then the
client node 108 may modify the network configuration parameters 112 based upon
analysis of the configuration history information 114 to enable a high-performance
mode of communication with the host node 102. In certain situations, the client node
108 may enable a high-performance mode of communication at the expense of higher
cost. However, the rules attempt to strike a balance between the various cost and
performance considerations based on the requirements or specifications of the policy
information 110.

In some implementations, the policy information 110 maintained by the client
node 108 includes host access information used by the client node 108 when
modifying the network configuration parameters 112. The host access information

may include modem access numbers for the host node 102 or Internet Protocol (IP)
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address information for the host node 102. For example, if the client node 108 and
the host node 102 communicate using a modem network, the host node 102 may
update the policy information 110 of the client node 108 with an updated set of
modem access numbers for the host node 102. The client node 108 may then update
its network configuration parameters 112 to use one of the updated modem access
numbers when establishing subsequent network connections with the host node 102
based on the rules contained in the policy information 110.

In some implementations, each client node 108 sends its configuration history
information 114 to the host node 102. The host node 102 is then capable of
processing the configuration history information 114 from each client node 108 to
update its policy information 104. For example, the host node 102 may review and
process performance statistics contained in the configuration history information 114
received from each client node 108 to update the rules relating to performance in the
policy information 104.

FIG. 2A is a block diagram of one implementation of the system 100 shown in
FIG. 1. In this implementation, each client node 108 uses the host node 102 to gain
access to an Internet network 202. For example, an Internet Service Provider (ISP)
may allow each client node 108, such as client or home computers, to gain access to
the Internet network 202 by connecting to the host node 102.

Each client node 108 includes a modem 206 to communicate with the host
node 102. The host node 102 includes first, second, and third modems 204 that
comprise a modem pool. During operation, each client node 108 uses its modem 206
to connect to one of the modems 204 in the modem pool by using its network
configuration parameters 112. The modem 206 of each client node 108 uses the
network configuration parameters 112 when connecting to the host node 102. Once
these connections are established, each client node 108 has access to the Internet
network 202.

FIG. 2B is a block diagram of the host node 102 in the system of FIG. 2A. In
this implementation, the host node 102 maintains both its modem policy information
104 and its modem parameters 106A in a database. The modem parameters 106A are
part of the full set of network configuration parameters 106 maintained by the host
node 102, and are associated with a connection to a given client node 108. In one

implementation, the host node 102 provides the modem policy information 104 to
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each client node 108. The host node 102 also configures one of the modems 204 in its
modem pool using the modem parameters 106A.

As shown in the example in FIG. 2B, the modem policy information 104 may,
for example, include access phone numbers, rules for specifying cost or performance
criteria. The access phone numbers include the numbers for each modem 204 in the
modem pool on the host node 102. As discussed earlier, the rules in the modem
policy information 104 are used to specify various cost or performance criteria. In
one implementation, the host node 102 provides these rules to each client node 108.
The rules may specify that cost considerations are to be strongly weighted, that
performance considerations are to be strongly weighted, or that cost and performance
considerations are to be more evenly weighted. In one implementation, the various
cost or performance criteria are based upon analysis of performance statistics gathered
on the host node 102 from each client node 108. These rules may then be used
determine the configuration of modem parameters, such as parameters 106 on the host
node 102 or the parameters 112 on each client node 108.

As also shown in FIG. 2B, the modem parameters 106A may, for example,
include a dialer number, a data compression technique, a modulation technique, and a
connection speed. The dialer number is the phone number used by the modem 206 of
the client node 108 when connecting to the host node 102. The data compression
technique and the modulation technique specify the types of data compression and
modulation that are to be used during modem communication. For example, the data
compression technique may be MNP5, V.42bis, or any other standard or recognized
form of data compression, while the modulation technique may be V.21, V.22bis,
V.32bis, or any other standard or recognized form of modulation. The connection
speed specifies the speed of data transmission used by the modems 204 on the host
node 102. The modem parameters 106A may include any number of other standard
parameters that may be used to set and configure each modem 204 in the modem pool
of the host node 102.

FIG. 2C is a block diagram of the client node in the system of FIG. 2A. In this
implementation, the client node 108 maintains its modem policy information 110, its
modem parameters 112, and its modem history information 114 in a database. The
client node 108 is able to use the modem policy information 110 along with the

modem history information 114 to modify its modem parameters 112 when
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appropriate. The modem parameters 112 affect the settings of the modem 206 used by
the client node 108 when communicating with the host node 102.

The modem policy information 110 includes access phone numbers, rules for
specifying cost or performance criteria. The access phone numbers include the access
numbers for each modem 204 in the modem pool on the host node 102. The rules in
the modem policy information 110 are used to specify various cost or performance
criteria that are to be implemented by the client node 108. In one implementation, the
client node 108 receives these from the host node 102. The rules may specify that
cost considerations are to be strongly weighted, that performance considerations are to
be strongly weighted, or that cost and performance considerations are to be more
evenly weighted. These rules will be used to determine the configuration of the
modem parameters 112 on the client node 108.

As also shown in FIG. 2C, the modem parameters 112 may include, for
example, a dialed number, a data compression technique, a modulation technique, and
a connection speed. The dialed number is the phone number dialed by the client node
108 when connecting to the host node 102. This dialed number will correspond to the
access number of one of the modems 204 in the modem pool of the host node 102.
The data compression technique could be MNPS5, V.42bis, or any other standard or
recognized form of data compression. Similarly, the modulation technique could be
V.21, V.22bis, V.32bis, or any other standard or recognized form of modulation. The
connection speed specifies the speed of data transmission used by the modem 206
when connecting to the host node 102. The modem parameters 112 may include any
number of other standard parameters that may be used to set and configure the modem
206 on the client node 108. In one implementation, the modem 206 on the client node
108 stores a version of the modem parameters 112.

The modem history information 114 includes various history, performance,
statistical, or other forms of information relating to the use of the modem parameters
112 for connections made between the client node 108 and the host node 102. As
shown in FIG. 2C, the modem history information 114 may include, for example, the
last modem connection speed, the last dialed number, and performance statistics. The
last modem connection speed specifies the speed of the previous connection between
the modem 206 and one of the modems 204 on the host node 102. The last dialed

number specifies the previous number dialed by the modem 206 to access the host
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node 102. This number will correspond to one of the modems 204 in the modem pool
on the host node 102. The performance statistics may include various forms of
statistical information relating to the performance of connections between the modem
206 on the client node 108 and the modem pool on the host node 102. The
performance statistics may also include failure rate information relating to these
connections, such as abnormal disconnect rates, connect failure rates, retrain rates,
busy rates, and signal-to-noise rates. The modem history information 114 may
include many other forms of information in addition to the information listed in FIG.
2C. Examples of such additional information include the total number of connections
attempted and/or established with the host node 102 and the individual or average
session lengths with the host node 102.

During operation, the host node 102 may provide its updated modem policy
information 104 to each client node 108 using existing connections. The host node
102 uses its modem parameters 106A when communicating with a given client node
108 using one of its modems 204. Each client node 108 may then store this
information as its modem policy information 110. The modem policy information
110 includes a set of access numbers to the modems 204 in the modem pool on the
host node 102. When one of the client nodes 108 wants to initiate a subsequent
connection with the host node 102, it will use one of these access numbers, along with
its other modem parameters 112, to establish a connection from its modem 206 to the
modem 204 on the host node 102 that is associated with this access number. This
client node 108 will also store information related to this connection with the host
node 102 in its modem history information 114.

The client node 108 may also use its modem policy information 110, along
with its modem history information 114, to determine whether it will modify its
modem parameters 112. In doing so, the client node 108 uses the rules contained
within the modem policy information 110 that specify the cost and performance
criteria. If these rules specify that performance considerations are to be strongly
weighted, then the client node 108 may consider making modifications to its
parameters 112 to improve performance. For example, the client node 108 may
determine from its modem history information 114 that a parameter, such as a
performance statistic for a previously dialed number, does not satisfy one of the

predefined performance criteria specified by the rules of the policy information 110.
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In this scenario, the client node 108 may try increasing the connection speed in the
modem parameters 112 to achieve higher performance. Alternatively, the client node
108 may select a different access number in the modem parameters 112 if connections
made using the current access number are not yielding sufficiently high performance.

In certain situations, however, the rules of the policy 110 may specify that
cost considerations are to be more strongly weighted. For example, the client node
108 may determine from its modem history information 114 that a parameter, such as
a performance statistic, does not satisfy one of the predefined cost criteria. In this
case, the client node 108 may decide to modify its modem parameters 112 to use a
slower speed, or a more cost-efficient, connection. In this fashion, the client node 108
is capable of dynamically modifying its modem parameters 112 based on the rules
contained in the modem policy information 110 and on its collected modem history
information 114.

FIG. 3A is a block diagram of another implementation of the system 100
shown in FIG. 1. In this implementation, each client node 108 connects to the host
node 102 using the Internet network 202. For example, the host node 102 and each
client node 108 may be directly accessible to each other through the Internet network
202 using broadband connections.

Each client node 108 includes a cable modem 302 to communicate with the
host node 102. During operation, each client node 108 uses its cable modem 302 to
initiate a high-speed connection to the host node using the Internet network 202. The
cable modem 302 of each client node 108 uses the network configuration parameters
112 when connecting to the host node 102. Once these connections are established,’
each client node 108 is able to communicate with the host node 102.

FIG. 3B is a block diagram of the host node in the system of FIG. 3A. In this
implementation, the host node 102 maintains both its Internet policy information 104
and its network parameters 106A in a database. The network parameters 106A are
part of the full set of network configuration parameters 106 maintained by the host
node 102, and are associated with a connection to a given client node 108. In one
implementation, the host node 102 provides the Internet policy information 104 to
each client node 108. The host node 102 also configures its network interface to the

Internet network 202 using the network parameters 106A.
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As shown in the example in FIG. 3B, the Internet policy information 104 may
include, for example, Internet Protocol (IP) addresses and rules for specifying cost or
performance criteria. The IP addresses include the various IP addresses that may be
used by each client 108 to access the host node 102. The rules in the Internet policy
information 104 are used to specify various cost or performance criteria that are to be
implemented by the host node 102. In one implementation, the host node 102
provides these rules to each client node 108. The rules may specify that cost
considerations are to be strongly weighted, that performance considerations are to be
strongly weighted, or that cost and performance considerations are to be more evenly
weighted. In one implementation, the various cost or performance criteria are based
upon analysis of performance statistics gathered on the host node 102 from each client
node 108. These rules will be used to determine the configuration of modem
parameters, such as parameters 106 on the host node 102 or the parameters 112 on
each client node 108.

As also shown in FIG. 3B, the network parameters 106A may include, for
example, a client IP address, a data compression technique, an encryption technique,
and a connection speed. The client IP address corresponds to the IP address of the
client node 108 that is connected to the host node 102. The data compression
technique and the encryption technique specify the type of data compression and
encryption that are to be used during network communication. The data compression
technique could be any standard or recognized form of data compression. Similarly,
the encryption technique could be asymmetric, symmetric, or any other standard or
recognized form of encryption. The connection speed specifies the speed of data
transmission used to communicate with the host node 102. The network parameters
106A may include any number of other standard parameters that may be used to set
and configure the network interface to the host node 102.

FIG. 3C is a block diagram of the client node in the system of FIG. 3A. In this
implementation, the client node 108 maintains its Internet policy information 110, its
network parameters 112, and its network history information 114 in a database. The
client node 108 is able to use the Internet policy information 110 along with the
network history information 114 to modify its network parameters 112 when
appropriate. The network parameters 112 affect the interface settings used by the

client node 108 when communicating with the host node 102.
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The network policy information 110 includes host IP addresses and rules for
specifying cost or performance criteria. The host IP addresses are associated with the
host node 102. The rules in the Internet policy information 110 are used to specify
various cost or performance criteria that are to be implemented by the client node 108.
In one implementation, the client node 108 receives these from the host node 102.

As also shown in FIG. 3C, the network parameters 112 may include, for
example, a host IP address, a data compression technique, an encryption technique,
and a connection speed. The host IP address is associated with the host node 102.
The data compression technique could be any standard or recognized form of data
compression. Similarly, the encryption technique could be any standard or recognized
form of encryption. The connection speed specifies the speed of data transmission
between the client node 108 and the host node 102 using the Internet network 202.

The network history information 114 includes various history, performance,
statistical, or other forms of information relating to the use of the network parameters
112 for connections made between the client node 108 and the host node 102. As
shown in FIG. 3C, the network history information 114 may include, for example, the
last connection speed, the host IP address, and performance statistics. The last
connection speed specifies the speed of the previous connection between the client
node 108 and the host node 102. The host IP address is associated with the previous
address used by the client node 108 to connect to the host node 102. The performance
statistics may include various forms of statistical information relating to the
performance of connections between the client node 108 and the host node 102. The
performance statistics may also include failure rate information relating to these
connections, such as disconnect rates and connect failure rates. The network history
information 114 may include many other forms of information in addition to the
information listed in FIG. 3C, such as the total number of connections attempted
and/or established with the host node 102, and individual or average session lengths
with the host node 102. '

During operation, the client node 108 may use its Internet policy information
110, along with its network history information 114, to determine whether it will
modify its network parameters 112. In doing so, the client node 108 uses the rules
contained within the Internet policy information 110 that specify the cost and

performance criteria. If these rules specify that performance considerations are to be

11



10

15

20

25

30

WO 2005/114444 PCT/US2004/013598

strongly weighted, then the client node 108 may consider making modifications to its
parameters 112 to improve performance. For example, the client node 108 may try
increasing the connection speed in the network parameters 112 to achieve higher
performance. Alternatively, the client node 108 may select a different host IP address
in the network parameters 112 if connections made using the current host IP address
are not yielding high enough performance, as evidenced by the statistics maintained in
the network history information 114. If the rules, however, specify that cost
considerations are to be more strongly weighted, then the client node 108 may decide
to modify its network parameters 112 to use a slower speed, or a more cost-efficient,
connection to the host node 102. In this fashion, the client node 108 is capable of
dynamically modifying its network parameters 112 based on the rules contained in the
Internet policy information 110 and on its collected network history information 114.

FIG. 4 is a block diagram of a computing system 400 that may be part of the
client node 108. The computing system 400 includes a processor 402, a memory 404,
a storage device 406, a network adaptor 408, and an input/output device 410. The
components 402, 404, 406, 408, and 410 are interconnected using a system bus. The
processor 402 is capable of processing instructions for execution within the
computing system 400. In one implementation, the processor 402 is a single-threaded
processor. In another implementation, the processor 402 is a multi-threaded
processor. The processor 402 is capable of processing instructions stored in the
memory 404.

The memory 404 stores information within the computing system 400. In one
implementation, the memory 404 is a computer-readable medium. In certain
implementations, the memory 404 is either a volatile or a non-volatile memory unit.

The storage device 406 is capable of providing mass storage for the computing
system 400. For example, the storage device 406 may provide database storage for
the computing system 400. In one implementation, the storage device 406 is a
computer-readable medium. In various different implementations, the storage device
406 may be a floppy disk device, a hard disk device, an optical disk device, or a tape
device.

The network adaptor 408 provides an interface to external network devices.
For example, when included within the client node 108 shown in FIG. 2A, the

network adaptor 408 is a modem adaptor to interface with the modem 206. When

12



WO 2005/114444 PCT/US2004/013598

included within the client node 108 shown in FIG. 3A, the network adaptor 408
includes a cable-modem adaptor to interface with the cable modem 302.

The input/output device 410 provides input/output operations for the
computing system 400. The input/output device 410 may include, for example, a
keyboard, a pointing device, and/or a display device.

A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made. Accordingly, other

implementations are within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for modifying network configuration
information on a client node, the method comprising:

establishing a first network connection between the client node and a host
node using at least one network configuration parameter,

collecting configuration history information on the client node, the
configuration history information having at least one parameter that is related to the
first network connection;

analyzing policy information on the client node, the policy information having
a rule that is used for specifying a predetermined criterion;

if one of the parameters in the configuration history information does not
satisfy the predetermined criterion, modifying one of the network configuration
parameters; and

establishing a second network connection between the client node and the host

node using the modified network configuration parameter.

2. The computer-implemented method of claim 1, further comprising receiving

the policy information from the host node prior to analyzing the policy information.

3. The computer-implemented method of claim 1, wherein:

the first network connection comprises a first modem connection;

the at least one network 6onﬁgurati0n parameter comprises at least one
modem configuration parameter; and

the second network connection comprises a second modem connection.

4, The computer-implemented method of claim 1, further comprising:

if one of the parameters in the configuration history information does not
satisfy the predetermined criterion, modifying a plurality of the network configuration
parameters; and

establishing a second network connection between the client node and the host

node using the modified network configuration parameters.
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5. The computer-implemented method of claim 4, wherein the at least one
modem configuration parameter includes a dialed number parameter and a connection

speed parameter.

6. The computer-implemented method of claim 5, wherein the at least one
modem configuration parameter further includes a data compression technique

parameter and a modulation technique parameter.

7. The computer-implemented method of claim 1, wherein:

the first network connection comprises a first Internet connection;

the at least one network configuration parameter comprises at least one
Internet configuration parameter; and

the second network connection comprises a second Internet connection.

8. The computer-implemented method of claim 7, wherein the at least one
Internet configuration parameter includes a host Internet Protocol (IP) address

parameter and a connection speed parameter.

9. The computer-implemented method of claim 8, wherein the at least one
Internet configuration parameter further includes a data compression technique

parameter and an encryption technique parameter.

10.  The computer-implemented method of claim 1, wherein the configuration
history information includes a dialed number parameter and a connection speed

parameter.
11.  The computer-implemented method of claim 1, wherein the configuration
history information includes a host Internet Protocol (IP) address parameter and a

connection speed parameter.

12.  The computer-implemented method of claim 1, wherein the configuration

history information includes a performance statistic.
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13.  The computer-implemented method of claim 1, wherein the rule contained in

the policy information include a rule for specifying cost or performance criteria.

14.  The computer-implemented method of claim 1, wherein the policy information
further includes host access information used by the client node when modifying the

network configuration parameter.

15.  The computer-implemented method of claim 14, wherein the host access

information includes at least one modem access number.

16.  The computer-implemented method of claim 14, wherein the host access

information includes at least one Internet Protocol (IP) address.

17.  The computer-implemented method of claim 1, further comprising terminating

the first network connection.

18.  The computer-implemented method of claim 1, further comprising sending the

configuration history information to the host node.

19.  The computer-implemented method of claim 1, further comprising collecting
additional configuration history information on the client node, the additional
configuration history information containing at least one parameter that is related to

the second network connection.

20. A computer system, comprising:
a storage device to store a database;
a memory; and
a processor operable to execute instructions contained in the memory, the
processor being thereby programmed to:
establish a first network connection with a host node using at least one

network configuration parameter stored in the database;
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store configuration history informaﬁon in the database, the
configuration history information having at least one parameter that is related
to the first network connection;

analyze policy information having a rule that is used for specifying a
predetermined criterion;

if one of the parameters in the configuration history information does
not satisfy the predetermined criterion, modify one of the network
configuration parameters; and

establish a second network connection with the host node using the

modified network configuration parameter.
21.  The computer system of claim 20, further comprising an input/output device.

22.  The computer system of claim 20, further comprising a network adaptor to
interface with a network device during establishment of the first and second network

connections.
23.  The computer system of claim 22, wherein the network device is a modem.

24. The computer system of claim 22, wherein the network device is a cable

modem.

25. A computer system, comprising:

means for establishing a first network connection between a client node and a
host node using at least one network configuration parameter;

means for collecting configuration history information on the client node, the
configuration history information containing at least one parameter that is related to
the first network connection;

means for analyzing policy information on the client node, the policy
information containing a rule that is used for specifying a predetermined criterion;

if one of the parameters in the configuration history information does not
satisfy the predetermined criterion, means for modifying one of the network

configuration parameters; and
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means for establishing a second network connection between the client node

and the host node using the modified network configuration parameter.

26. A computer-readable medium having computer-executable instructions
5 contained therein for performing a method, the method comprising:
establishing a first network connection between a client node and a host node
using at least one network configuration parameter,
collecting configuration history information on the client node, the
configuration history information containing at least one parameter that is related to
10 the first network connection,
analyzing policy information on the client node, the policy information
containing a rule that is used for specifying a predetermined criterion,
if one of the parameters in the configuration history information does not
satisfy the predetermined criterion, modifying one of the network configuration
15 parameters; and
establishing a second network connection between the client node and the host

node using the modified network configuration parameter.
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