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SIGNATURE MATCHING METHODS AND APPARATUS FOR
PERFORMING NETWORK DIAGNOSTICS

Technical Field

[0001] The mnvention relates to methods and apparatus for
diagnosing conditions in data communication networks. Specific
implementations of the invention relate to internet protocol (IP)
networks. Aspects of the mmvention derive diagnostic information from

the response of a network to bursts of data packets.

Background

[0002] A typical data communication network comprises a number
of packet handling devices interconnected by data links. The packet
handling devices may comprise, for example, routers, switches, bridges,
firewalls, gateways, hubs and the like. The data links may comprise
physical media segments such as electrical cables of various types, fibre
optic cables, and the like or transmission type media such as radio links,
laser links, ultrasonic links, and the like. Various communication
protocols may be used to carry data across the data links. Data can be
carried between two points in such a network by traversing a path which

imcludes one or more data links connecting the two points.

[0003] A large network can be very complicated. The correct
functioning of such a network requires the proper tunctioning and
cooperation of a large number of different systems. The systems may not
be under common control. A network may provide less than optimal
performance in delivering data packets between two points for any of a

wide variety of reasons including complete or partial failure of a packet
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handling device, mis-configuration of hardware components, mis-
configuration of software, and the like. These factors can interact with
one another in subtle ways. Defects or mis-configurations of individual

network components can have severe effects on the performance of the

5 network.

[0004] The need for systems for facilitating the rapid identification
of network faults has spawned a large variety of network testing systems.
Some such systems track statistics regarding the behaviors or the

10  network. Some such systems use RMON, which provides a standard set
of statistics and control objects. The RMON standard for ethernet is
described in RFC 1757. RMON permits the capture of information about
network performance, including basic statistics such as such utilization
and collisions in real time. There exist various software applications

15 which use RMON to provide information about network performance.

Such applications typically run on a computer connected to a network

and receive statistics collected by one or more remote monitoring,

devices.

20 [0005] Some systems send packets, or bursts of packets, along one
or more paths through the network. Information regarding the network’s
performance can be obtained by observing characteristics of the packets,
such as measurement of numbers of lost packets or the dispersion of
bursts or "trains" of packets as they propagate through the network.

25
[0006] There also exists a number of software network analysis

tools that explicitly report network conditions as they are measured or
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discovered. Other tools compare historical network performance data to

currently measured network performance data, and report any changes

which are statistically significant.

[0007] In order to minimize the time and effort necessary to
diagnose problems, attempts have been made to standardize the way 1n
which network malfunctions are described. For example, R. Koodli and
R. Ravikanth One-Way Loss Pattern Sample Metrics IETF Draft
proposes a standard for describing patterns of packet loss. This
document suggests a consistent, generalized nomenclature for describing
the loss of any packet relative to any other (e.g. concepts of loss distance
and loss period), in order to define the distribution of packet losses in a

stream of packets over some period of time.

[0008] There 1s a need for tools which are useful 1n testing network
performance and, in cases where the performance is less than optimal,
determining why the performance is less than optimal. In general, there
exi1sts a need for network diagnostic tools which are capable of
tacilitating the 1dentification of conditions which may cause data

communication networks to exhibit certain behaviors.

Summary of Invention
[0009] Further aspects of the invention and features of specific

embodiments of the invention are described below.
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Brief Description of the Drawings

[0010] In drawings which illustrate non-limiting embodiments of
the 1nvention,
5 Figure 1 1s a schematic view of a path through a network from a
host machine to an end host;
Figure 2 1s an illustration showing the temporal distribution of a
burst of packets;
Figure 3 1s a Van Jacobson diagram showing how the distribution
10  of packets 1n time is modified by variations in the capacities of the
network components through which they pass;
Figure 4 1s a graphical representation of loss ratios for one packet
S1Ze;
Figure 5 1s a graph of a Gaussian function used in calculation of a
15 goodness-of-fit metric; and,
Figure 6 1s a flowchart showing the sequence of steps performed in

a method according to an embodiment of the invention.

Description

20 [0011] Throughout the following description, specific details are
set forth in order to provide a more thorough understanding of the
invention. However, the invention may be practiced without these
particulars. In other instances, well known elements have not been
shown or described in detail to avoid unnecessarily obscuring the

25 mvention. Accordingly, the specification and drawings are to be

regarded 1n an illustrative, rather than a restrictive, sense.
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[0012] This invention identifies likely network problems which
atfect data flowing on a path through a network from information
regarding the propagation of test packets along the path. The invention
may be implemented in software. The software obtains information about
various packet behaviors, prepares a test signature from the information
and matches the test signature against example signatures associated with
speciiic problems which may afiect the network. The software 1dentifies
problems which may be afflicting the network based upon which
example signatures match the pattern of observed packet behaviors

expressed in the test signature.

[0013] In general, the test signature 1s an organized collection of
information relating to a number of test packets which have traversed a
path 1n the network. The test signature varies depending upon the way in
which the network responds to the test packets. Certain network
behaviors can tend to cause test signature to exhibit characteristic
patterns. The information to be included in the test signature may be
chosen so that different network behaviors cause the test signature to
exhibit distinct patterns. The test signature will also vary with features of
the particular set of test packets used, such as the sizes of the test

packets, the inter-packet spacings, the number of test packets sent, and so

O11.

[0014] Figure 1 illustrates a portion of a network 10. Network 10
comprises an arrangement of network devices 14 (the network devices

may comprise, for example, routers, switches, bridges, hubs, gateways

and the like). Network devices 14 are interconnected by data links 16.
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The data links may comprise physical media segments such as electrical
cables, fibre optic cables, or the like or transmission type media such as

radio links, laser links, ultrasonic links, or the like. An analysis system

17 is connected to network 10.

[0015] Also connected to network 10 are mechanisms for sending
bursts of test packets along a path 34 and receiving the test packets after
they have traversed path 34. In the illustrated embodiment, path 34 1s a
closed loop. Packets originate at a test packet sequencer 20, travel along
path 34 to a reflection point 18, and then propagate back to test packet
sequencer 20. Path 34 does not need to be a closed loop. For example,

the mechanism for dispatching test packets may be separated from the

mechanism which receives the test packets after they have traversed path

34.

[0016] Test packet sequencer 20 records information about the
times at which packets are dispatched and at which returning packets are

recelrved.

[0017] In the 1llustrated embodiment, a test packet sequencer 20
which dispatches bursts (or "groups" or “trains”) 30 each comprising
one or more test packets 32 is connected to network 14. As shown 1n
Figure 2, each packet 32 in a burst 30 has a size S. In an Ethernet
network, S is typically in the range of about 46 bytes to about 1500
bytes. The time taken to dispatch a packet is given by S/R and depends
upon the rate R at which the packet is placed onto the network. The

packets in burst 30 are dispatched in sequence. The individual packets 32
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in burst 30 are dispatched so that there is a time Af, between the dispatch
of sequentially adjacent packets 32. In general, .$ and A#, do not need to
be constant for all packets 32 in a burst 30 although 1t can be convenient

to make § and Af, the same for all packets 32 in each burst 30.

[0018] In the 1llustrated embodiment, path 34 extends from test
packet sequencer 20 through routers 14A, 14B, and 14C to a computer
19 from where the packets are routed back through routers 14C, 14B,
and 14 A to return to test packet sequencer 20. In this example, path 34 is
a closed path. There are various ways to cause packets 32 to traverse a
closed path 34. For example, packets 32 may comprise ICMP ECHO

packets directed to end host 19 which automatically generates an ICMP
ECHO REPLY packet in response to each ICMP ECHO packet. For

another example, packets 32 could be another type of packet, such as
packets formatted according to the TCP or UDP protocol. Such packets
could be sent to end host 19 and then returned to test packet sequencer

20 by software (such as UDP echo daemon software) or hardware at end

host 19.

[0019] Path 34 could also be an open path in which the test packets
32 are dispatched at one location and are received at a different location

after traversing path 34.

[0020] As packets 32 pass along path 34 through network devices
14 and data links 16, individual packets 32 may be delayed by different
amounts. Some packets 32 may be lost in transit. Various characteristics

of the network devices 14 and data links 16 along path 34 can be
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determined by observing how the temporal separation of different
packets 32 in bursts 30 varies, observing patterns in the losses of packets

32 from bursts 30, or both.

[0021] For example, consider the situation which would occur it
router 14C has a lower bandwidth than other portions of path 34 and
computer 19 has a tendency to lose some packets. These problems along
path 34 will result in bursts 30 of packets 32 which return to test packet
sequencer 20 being dispersed relative to their initial temporal sep araﬁon,
and having some packets missing. Test packet sequencer 20 provides to

analysis system 17 test data 33 regarding the initial and return conditions

of burst 30.

[0022] Figure 3 1s a Van Jacobsen diagram which demonstrates
how the temporal distribution of packets 32 of a burst 30 can change as
the packets pass in sequence through lower capacity portions of a
network path. A low capacity segment 1s represented by a narrow portion
of the diagram. In this example, a burst of four packets 32 travels from
the high capacity segment on the left of the diagram, through the low
capacity segment in the middle of the diagram, to the high capacity
segment on the r1 ght of the diagram. Packets 32 are spread out after they
travel through the low capacity segment.

[0023] Analysis system 17 receives the test data 33. Analysis
system 17 may comprise a programmed computer. Analysis system 17
may be hosted in a common device or located at a common location with

test packet sequencer 20 or may be separate. As long as analysis system
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17 can receive test data 33, its precise location 1s a matter of

convenience.

[0024] Betore acquiring test data 33 or while an initial part of test
5 data 33 1s being collected, analysis system 17 may coordinate the taking
of preliminary tests. The preliminary tests may include an initial
connectivity test in which analysis system 17 causes test packet
sequencer 20 to send packets along the path to be tested and to detect
whether the test packets are received at the end of the path. If no packets
10  travel along the path then test data 33 cannot be acquired for the path and

analysis system 17 signals an error.

[0025] The preliminary tests may include a test which determines
an MTU for the path by dispatching packets of various sizes along the

15  path and determining what is the maximum size of packets that are
transmitted by the path. This test may be performed as part of the initial
connectivity test. The packet size for the largest packets sent by test
packet sequencer 20 while acquiring test data 33 may be equal to the
MTU determined in the preliminary tests.

20
[0026] The preliminary tests may also include detecting cases
where the initial connectivity test succeeded but substantially all
subsequent packets are lost. This can indicate that a network device on
the path has become unresponsive.

25
10027] The preliminary tests may include tests of the time taken by

packets to traverse the path. The transit time for one or more packets may
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be caused to be excessive by unusual routing problems or mis-
configuration along the path. When sufficient test data 33 has been
acquired to generate a test signature then analysis system 17 can proceed

with signature analysis.

[0028] Test data 33 comprises information regarding packets which
have traversed path 34. This information may include information about
lost packets, final inter-packet separation, and information such as hop
number, hop address, measured and reported MTU, and error flags. Test
data 33 may comprise information about the test sequence including
variables such as packet size (number of bytes in a packet), burst size
(number of packets in a burst), and initial inter-packet separation (time
between packets in a burst at transmission). Test data 33 may also
include derivatives of these variables (e.g. packet sequence can be
derived from inter-packet separation). Higher order variables may be
derived as admixtures of these variables (e.g. a distribution of packet

sizes within a distribution of inter-packet separations).

[0029] Test data 33 may comprise data from which statistics can be
obtained for both datagrams (individual packets - or, equivalently, bursts
of length 1) and bursts across a range of packet sizes. Bursts may be
treated as a whole, that is, bursts are considered lost when any of their

constituent packets are lost or out of sequence. The statistics for the

individual burst packets may be gathered separately.

[0030] In currently preferred embodiments of the invention, for

each packet size, a plurality of bursts of packets are transmitted along the
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path. Preferably the bursts include bursts having ditferent numbers ot
constituent packets. Preferably the bursts include both bursts made up ot
a single packet (datagrams) and other bursts comprising a reasonably
large number of packets. For example, the bursts may include bursts
having a number of packets ranging from 2 to 100 or more. The number
of packets to use is a trade off between choosing a small number of
packets to complete testing quickly with a small effect on network traffic
or to use a larger number of packets to improve the quality of the
resulting measurements. In some typical situations bursts ranging from 8
to 30 packets, provide a good balance with bursts having in the range of
10 to 20 packets being somewhat preferred. In prototype
implementations of the invention, bursts of 10 packets have been used to

ogood eftfect.

[0031] Also in the preferred embodiment, test packet sequencer 20
dispatches packets 32 in very closely spaced bursts so that initial
inter-packet gaps are much smaller than final inter-packet arrival times.
In such cases analysis system 17 may approximate the 1nitial inter-packet

gaps as being a small number such as zero.

[0032] Analysis system 17 constructs from test data 33 a test
signature. The test signature may comprise a set of numbers which are
derived from test data 33. In preferred embodiments, the test signature
comprises information about packet loss. Packet loss is typically the
factor that affects the performance of the network most. The test
signature may also comprise information about packet order (in the case

of bursts), and intra-burst timing. The nature of the packet loss, ordering
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and timings may be affected by the circumstances of the network at the
time of the test including bottleneck capacity, levels of cross traffic,

propagation delay to endhost, size of individual packets, and the number
of packets per burst. A signature may be implemented in terms of only

the packet loss, and with respect to the packet sizes.

[0033] In some embodiments, the test signature is expressed, at
least in part, by a number of continuous functions. The functions may
include packet loss statistics, round trip time and final inter-packet
separation. The signature may also include higher-order functions
derived from other functions (e.g. final packet sequence). In some
embodiments the test signature is expressed, at least in part by a number
of discrete functions which may include discretized continuous
functions. This involves taking only a certain number of discrete values

as representative of the continuity of possible values. Fixed ranges may

be assigned to the variables.

[0034] The test signature may combine test data 33 relating to a
number of different bursts 30 of packets 32 with the different bursts
having different numbers of packets and/or different sizes of packets. In
currently preferred embodiments of the invention signatures are based
upon test data from a number of kinds of bursts of packets, with the
different kinds of bursts including bursts of kinds which have different
packet sizes. The bursts may include bursts in which constituent packets
are small (for example, the smallest allowable packet size - which may be
46 bytes in an ethernet network, or another size smaller than three times

the smallest allowable packet size), other bursts wherein the constituent
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packets are large (for example, the maximum allowable packet size -
which may be 1500 bytes in an ethernet network, or a size in a range of
about 90% to 100% of the maximum allowable packet size), and other
bursts wherein the constituent packets have a size intermediate the large

and small sizes.

[0035] In an example embodiment of the invention the test
signature comprises a packet loss function which may comprise a ratio of
packets received to packets sent; a round trip time which may have an
upper limit (any packets received after the round trip time limit are
considered lost); and/or a final inter-packet separation (in which all
values may be required to be positive when the burst sequence is
preserved). In this case, a negative inter-packet separation indicates that

the packets 1n the burst are received out of sequence.

[0036] A signature may comprise a two-dimensional matrix
comprising acquired statistics for both datagrams and bursts of packets
tor packets of different sizes. Figure 4 graphically represents a possible
set of packet loss statistics for one packet size. In Figure 4, each bar
represents 100% of the packets sent. The bars correspond (from left to
right) to datagrams, bursts, average of burst packets, first moment of

burst packets, and individual burst packets for a burst size of 10.

[0037] Table 1 1s an example matrix which represents a possible
test signature. The "Bytes" column indicates the size of the packets in
each row. "Dgram" contains packet loss statistics (e.g. the ratio of

packets received to packets sent) for datagrams; the burst row contains
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burst loss statistics (e.g. the ratio of bursts received to bursts sent); the
"BrAvg" row contains mean packet loss statistics; the "BrMom" row
contains the first moment of packet loss in bursts and the rows labeled

"B1"-"B10" contain packet loss statistics for the first through tenth

5 packets in bursts of ten packets.

TABLE 1 - Test Signature
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O
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[0038] The packet loss ratio may range from 0, indicating all
packets lost, to 1, indicating no packets lost. The packet moment may
25 range from -1, indicating strong loss at the end of the burst, to +1,

indicating strong loss at the beginning of the burst, with 0 indicating an

evenly distributed packet loss (or no significant packet loss).
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[0039] The mean packet loss and first moment of packet loss are
representative of the mean or overall behavior of the individual burst
packets and the approximate shape of the distribution of the packets.

The mean packet loss may be defined as follows:

5 BrAvg = ;Z

where n 1s the number of packets in each burst (#=10 1n the example of:
Table 1) and /; is the loss ratio for the i* packet in the burst. The first
moment of packet loss within bursts may be defined as follows:
Zn: I %[
BrMom = = (2)
31
i=1

10 [0040] The example signatures may also be represented by matrices
similar to that of Table 1 which contain idealized values. Consider as an
example, a network that exhibits the following behavior when tested with
bursts of packets:

. All datagrams (single packet bursts) are received at the end of path

15 34 (1.e. are returned in the case where path 34 starts and ends at the

same location);
. All packets within bursts of 10 46 byte packets are returned;
. Few bursts of 46 byte packets are lost;
. Most packets within bursts of 1000 byte packets return;
20 o Some bursts of 1000 byte packets return;
. Some packets within bursts of 1500 byte packets return;
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o No bursts of 1500 byte packets return; and,
. The packets lost from bursts of 1000 and 1500 byte packets tend to

be at the ends of the bursts - the last one or two packets 1n bursts of

1000 byte packets and the last four or five packets in bursts of
1500 byte packets.

Such a behavior can be exemplified by the matrix of Table 2.

Table 2 - Example Signature

1000 1500

I
@)

Bytes
Dgram
Burst
BrstAvg
BrstMom
Burst 1
Burst 2
Burst 3
Burst 4
Burst 5
Burst 6
Bust 7
Burst 8
Burst 9
Burst 10

0
n

N

- — — — — [— | . —1
. N
I
N

[0041] Analysis system 17 compares the test signature to example

signatures in a signature library which contains signatures exemplifying
certain network conditions. The signature library may comprise a data

store wherein the example signatures are available in one or more data

structures. System 17 may perform the comparison of the test signature
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to the example signatures by computing a similarity measure or

“goodness of fit” between the test signature and the example signatures.

[0042] In order to compare the test signature data with the example
5 signatures, some allowance needs to be made for the statistical variance

in measurements. Ideally each test signature would be found to exactly

match one example signature. This match should 1deally be correctly

1dentified despite noise in the test data or the presence of other behaviors.

10 [0043] Each value 1n the test signature is compared to each value
in each of a plurality of example signatures using a goodness of fit
metric. The goodness of fit metric may, for example, be obtained by

evaluating a function such as:

_ _ 2
G(x,C,mA) = .2,\5;72' exp( (xz ﬂzm) ) 3)

15  where: C 1s an importance coefficient in the range [0,1];
x 1s a value derived from test data 33;
m 1s an 1dealized (or “median”) value in the range [0,1];
and A 1s a factor which indicates a degree of tolerance for departure frm
the 1dealized value and may be in the range [0, «]. A set of values for C
20 and A (or other weighting and/or fitting coefficients) may be associated

with each of the example signatures.

[0044] Figure 5 1s a graph of G as a function of x for a particular
choice of (C, m, A). The contribution to the fit for a particular statistic

25 depends on where it intersects the function. The maximum value of G
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occurs at the median m. G decreases with distance from m. G has the

form of a Gaussian curve.

[0045] In preferred embodiments of the invention, the example
signatures each comprise a set of idealized values and Jeach of the
idealized values is associated with parameters which specify how the
goodness of fit metric will apply to the idealized values. For example,
where the goodness of fit metric comprises a Gaussian function G, C and
A may be specified for each of the idealized values. The example
signatures may comprise a matrix of parameter triplets (C,m,A) that can
be tuned for an optimal fit to behaviors exhibited by networks with

specific problems.

[0046] The Gaussian formulation of equation (3) allows for
relatively intuitive tuning of signatures. For example, setting C' = 0.0 for
particular values allows those particular values to be ignored 1n the
computation of G. Setting A to a small or large value allows the fit to be

tightly or loosely constrained. m sets the idealized value.

[0047]} Functions such as Chi-squared functions may be used to

evaluate goodness-of fit in the alternative to G.

[0048] An overall goodness-of-fit between the test signature and an
example signature may be obtained, for example, by summing or
averaging goodness of fit values computed for each value in the matrix.

For example, an overall goodness of fit between a test signature, such as
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the test signature of Table I and an example signature may be obtained

by evaluating an expression such as:

FIT = alées a”;uesG(x, C,m,A) )
[0049] The sum of Equation (4) may be normalized for better
comparison to the goodness of fit between the test signature and other
example signatures. This may be done on the basis of a éomparison of
the goodness-of-fit of the test signature to the goodness of fit that would
be obtained for a lossless network (no packets lost) and the
goodness-of-fit that would be obtained if the test signature and example
signature were identical. For example, the goodness of fit may be

normalized by evaluating:

(FIT o Fno loss)
= 5)

Ezormalized
(F o Ezo loss )

maich

where F, ,.ai..q 15 the normalized fit, F,, ., 1S the goodness of fit that
would be obtained in a lossless network and F,,,., 1S the goodness of fit

that would be obtained 1f the test and example signatures were 1dentical.

[0050] The normalized goodness-of-fit measure may be compared
to a minimum threshold. The minimum threshold could be, for example,
0.2. If the normalized goodness of fit measure 1s greater than the
minimum threshold then the test signature may be considered to match
the example signature. Otherwise the test signature 1s not considered to
match the example signature. The normalized goodness of fit measure

may also be compared to a second, larger threshold. The second
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threshold may be, for example, 0.3. If the goodness of fit measure
exceeds the second threshold then the match between the test signature

and the example signature may be considered to be a strong match.

[0051] The test signature may be compared to example signatures
for a number of conditions that could affect the network. For example,
the example signatures may include signatures representative of the
behavior of a network experiencing conditions such as:

. small queues in a network device (packets which arrive while the
queue is full are discarded);

. high congestion or a lossy link (which can cause intermittent high
packet loss for all types and sizes of packets);

. half duplex / full duplex conflicts (a network device at one end of
a data link is in full duplex mode while the network device at the
other end of the data link 1is in half-duplex mode) - séparate |
signatures may represent cases where the upstream network device
is in full duplex mode and the downstream network device 1s 1n
half duplex mode and vice versa;

. inconsistent MTU detected (a network device or data link on the
path is using a MTU smaller than the expected MTU);

¢ long half-duplex link (a half duplex segment comprises an

excessively long transmission medium in which collisions between

packets can not be properly handled); and,

. media errors (lost packets due to noisy links or media errors which

may result in random collisions or dropouts).




CA 02467883 2004-05-20

WO 03/047170 PCT/CA02/01781

10

15

-1 -

~ The example signatures may be obtained experimentally by configuring a

test network to have a specific condition and then observing the behavior
of test packets as they pass through the test network, theoretically by
making predictions regarding how a network condition would affect
sequences of test packets, or both. A non exhaustive sampling of possible
example signatures are described below. Of course the precise form
taken by an example signature will depend upon the nature of the

sequence of test packets to be used among other factors.

[0052] Table 3, shows a possible example signature for an overlong

half-duplex link condition. This condition 1s typified by packet
collisions, especially during periods of high congestion. This condition
can occur when a half-duplex link 1s longer than a collision domain
which on current 16 Mbs links may be about 2000 m and on 100Mbs

may be about 200 m. As can be seen in Table 3, this condition tends to

result in greater losses of smaller packets.
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TABLE 3 - Example Signature - Overlong Half-duplex Link
Bytes 4 1000 1500

Dgram
Burst
BrAvg
BrMom
Burst 1
Burst 2
Burst 3
Burst 4
Burst 5
Burst 6
Burst 7
Burst 8
Burst 9
Burst 10
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[0053] Table 4, shows a possible example signature for a small
buffers condition. This condition is typified by packets being dropped

where a volume of data exceeds some established limit. As can be seen in

Table 4, this condition tends to result in greater losses of packets at the

ends of bursts, bursts of larger packets are affected more than bursts of

smaller packets.
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TABLE 4 - Example Signature - Small Buffers
Bytes 46 1000 1500
Dgram
Burst
BrAvg
BrMom
Burst 1
Burst 2
Burst 3
Burst 4
Burst 5
Burst 6
Burst 7
Burst 8
Burst 9

Burst 10

0.85

-0.25 -0.35

Pk ] puwasd | e { pd ] et | e | p—t L O | =
o0
pommd | ek | ped | peewd | peed | ek | pemed O | -
—
— N

S |@
— ||

[0054] Table 5, shows a possible example signature for a half-full
duplex conflict. This condition can occur where, as a result of a
configuration mistake or as a result of the failure of an automatic
configuration negotiation two interfaces on a given link are not using the
same duplex mode. If the upstream interface 1s using half duplex and the
downstream host is using full duplex then a half-full duplex conflict
condition exists. This condition is typified by packets at the beginning of
bursts being dropped. This is especially pronounced for larger packet

S1Zes.
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TABLE 5 - Example Signature - Half-Full Duplex Conflict

[0055] Table 6, shows a possible example signature for a full-half
duplex conflict. This condition can occur where, as a result of a
configuration mistake or as a result of the failure of an automatic
configuration negotiation two interfaces on a given link are not using the
same duplex mode. If the upstream interface is using full duplex and the
downstream host is using half duplex then a full-half duplex conflict
condition exists. This condition is typified by packets at the ends of
bursts being dropped. This is especially pronounced for larger packet

S1ZeS.
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TABLE 6 - Example Signature - Full-Half Duplex Conflict

Byes

—

5 [Bus
Bave |1 fos  Toa
Burst 1

Burst 2

10 | Burst 3

Burst 4

Burst §
Bust7 |1 |0
15

[0056] Table 7, shows a possible example signature for a lossy
20 condition. This condition occurs where congestion or a malfunctioning
packet handling device causes loss of a certain percentage of all packets.

This condition is typified by packets being dropped randomly.
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TABLE 7 - Example Signature - Lossy Condition

Bytes
Dgram
Burst

5| Bravg

BMom |0

10

15
Burst 10

[0057] Table 8, shows a possible example signature for an
inconsistent MTU condition. This condition occurs where a host or other

20  packet handling device reports or is discovered to permit a certain MTU
and subsequently uses a smaller MTU. This condition is typified by
packets which are larger than the smaller MTU being dropped.

TABLE 8 - Example Signature - Inconsistent MTU

25 Bytes 1000 1500
Dgram T N [
Burst T R
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BrAvg
BrMom
Burst 1
Burst 2
5 | Burst3
Burst 4
Burst 5
Burst 6
Burst 7
10 | Burst 8
Burst ©
Burst 10

[0058] Table 9, shows a possible example signature for a media
15  error condition. This condition may resuit where factors such as poorly
seated cards, bad connectors, electromagnetic interference, or bad media

introduce stochastic noise into a data link. The signature resembles that

20

TABLE 9 - Example Signature - Media Errors
46 1000 1500
0.8 0.7
0.5 0.25
0.8

Bytes
Dgram
Burst
25 | BrAvg
BrMom
Burst 1

0.75

S
\O
olo|o
~J ~J

o0
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Burst 2
Burst 3
Burst 4
Burst 5
Burst 6
Burst 7
Burst 8
Burst 9
Burst 10
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[0059] Analysis system 17 compares the test rsignature to a plurality
of example signatures. If any of the example signatures match the test
signature then analysis system 17 may select the best match. If any of the
example signatures match the test signature then analysis system 17
generates a message or signal which identifies for a user or other system
one or more Of the matching example signatures. The message or signal

may comprise setting flags.

[0060] When a test signature 1s found to match one or more
example signatures then analysis system 17 may consider additional
measures about the network for assistance in establishing which of the
example signatures should be identified as the best match. Consideration
of the additional measures may be performed by an expert system

component.

[0061] The additional measures may include measures such as
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. Measures derived from packet or burst loss statistics (e.g. total
bytes per burst returned);
. Measures derived from other statistics (e.g. propagation delay

10

15

20

25

relative to some critical threshold);

. Relative measures (e.g. a higher match on one signature disallows
another signature); and,

. Test conditions (e.g. disallow a certain signature if the number of

burst packets 1s set too low).

[0062] : Some of the additional measures may be based upon
information received from sources other than test packet sequencer 20.
For example, analysis system 17 may receive ICMP messages from

network devices 14. Additional measures may be based upon information

in the ICMP messages.

[0063] ICMP (Internet Control Message Protocol) 1s documented in

RFC 792. This protocol carries messages related to network operation.

ICMP messages may contain information of various sorts including

imnformation:

. identifying network errors, such as a host or entire portion of the
network being unreachable due to some type of failure;

. reporting network congestion;

. announcing packet timeouts (which occur when a packet is lost -
packets which return after a timeout period of, for example, 8

seconds, may be considered lost).
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[0064] Analysis system 17 may also receive information regarding
network topology, maximum transfer unit (M'TU) for portions of the
network and so on. Analysis system may also recetve RMON or SNMP

IMCSSA LS.

[0065] In some embodiments of the invention, at some point atter
determining that a test signature matches two or more example
signatures, analysis system 17 applies a series of rules to 1dentify one of
the example signatures which 1s the best match. The rules may be based
upon additional measures. The rules may be specific to the example
signatures which are matched. By applying the rules, analysis system 17
may eliminate one or more matching example signatures or may obtain

weighting factors which 1t applies to the fit values.

[0066] Figure 6 1s a flowchart showing a flow of a method 100 for
analyzing test data according to an embodiment of the invention. Method
100 initializes the flags used in this embodiment to indicate matches of
test signatures to example signatures in block 110. Blocks 114 through
120 provide several preliminary tests. Block 114 tests for a condition
where all packets fail to be received at the end of a path. If so then an
error 1s returned in block 116. If not then, in block 117 the times taken
for packets to traverse the path are compared to a threshold. If these
times are excessive then a flag is set in block 118 and the method

continues at block 120. Otherwise method 100 proceeds to block 120
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which determines whether the test data is sufficient to proceed. If not
then method 100 returns in block 122. If there 1s sufficient test data then,
a test signature 1s generated from the test data in block 125. In block 127
the test signature 1s compared to a plurality of example signatures. The
comparison may be made by computing a fit between the test signature
and each of the example signatures. In each case where the test signature

matches an example signature a flag 1s set.

[0067] In block 130, method 100 sets various observational flags
which correspond to observed conditions on the network. The
observational flags may include flags which can be set to mndicate
conditions such as:

. Excessive ICMP Network Unreachable messages;

. Excessive ICMP Host Unreachable messages;

. Excessive ICMP Destination Unreachable messages;
. Excessive ICMP Port Unreachable messages;

. Excessive ICMP Protocol Unreachable messages;

. Excessive ICMP Fragmentation Required messages;

. Excessive ICMP TTL Expired messages;

. Excessive ICMP Source Quench messages;

. Excessive ICMP Redirect messages;

. Excessive ICMP Router Advertisement messages;
. Excessive ICMP Parameter Problem messages;

. Excessive ICMP Security Problem messages;

. Excessive unsolicited packets;

. Excessive out-of-sequence packets;
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- Non-standard MTU detected;
. ‘Black Hole’ hop;
. ‘Grey Hole’ hop; or

. Excessive timed out packets.

[0068] In block 132 rules are applied to yield conclusions. The
conclusions may comprise, for example, an identification of one of the
example signatures which the test signature best matches. The rules may
be based upon various factors which may include one or more of:

. the degree of matching (e.g. the FIT) between the test signature

and each of the example signatures;

. the relative values of the FIT for different ones of the example
signatures;

. values of observational flags set in block 130; and,

. other additional measures.

[0069] The rules may comprise individual sets of rules associated

with each of the example signatures. The results of applying the
individual sets of rules may be used to increase or feduce the FIT value
for individual example signatures. For example, where path 34 includes a
rate limiting queue, one would expect that the total number ot bytes
passed for medium packets will be within 10% of the total number ot
bytes passed for large packets. An individual set of rules associated with
the example signature for a rate limiting queue cdndition could compare

the total number of bytes passed for large and medium-sized packets and,
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1f these values are within 10% of one another, significantly increase the

FIT associated with the rate limiting queue condition.

[0070] Adfter the application of any individual sets of rules, the rules
may proceed to make a conclusion regarding the example signature
which best matches the test signature (after taking into account any

adjustments to the FIT values made by the individual sets of rules).

[0071] In block 134, information, which may include a set of flags,
is returned. The flags may be provided as input to a user interface which
informs a user of conditions affecting the network, saved in a file, and/or,
used for further analysis or control of the network or an application

which uses the network.

[0072] Certain 1mplementations of the invention comprise computer
processors which execute software instructions which cause the
processors to pertorm a method of the invention. The invention may also
be provided in the form of a program product. The program product may
comprise any medium which carries a set of computer-readable signals
comprising instructions which, when executed by a computer processor,
cause the data processor to execute a method of the invention. The
program product may be in any of a wide variety of forms. The program
product may comprise, for example, physical media such as magnetic
data storage media including floppy diskettes, hard disk drives, optical
data storage media including CD ROMs, DVDs, electronic data storage
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media including ROMs, flash RAM, or the like or transmission-type

media such as digital or analog communication links.

[0073] Where a component (e.g. a software module, processor,
assembly, device, circuit, etc.) 1s referred to above, unless otherwise
indicated, reference to that component (including a reference to a
"means-") should be interpreted as including as equivalents of that

component any component which performs the function of the described
component (i.€., that 1s functionally equivalent), including components
which are not structurally equivalent to the disclosed structure which
performs the function in the i1llustrated exemplary embodiments of the

mvention.

[007 4j As will be appai'ent to those skilled in the art in the light of
the foregoing disclosure, many alterations and modifications are possible
in the practice of this invention.

For example:

. one or more additional measures, such as one or more of the

additional measures referred to above may be included in the test

and example signatures;
. the test and example signatures may be stored in formats other

than as 2-dimensional matrices;
Accordingly, the scope of the invention is to be construed in accordance

with the substance defined by the following claims.



10

15

20

25

30

CA 02467883 2013-01-03

_35-

THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE
PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

A method for identifying conditions affecting a computer network, the network
having a mechanism for sending packet bursts along a path in the network and
receiving said packet bursts at an end of the path, the method comprising:

providing a plurality of example signatures, each of the example
signatures corresponding to a network condition and each example signature
comprising a set of values;

acquiring test data regarding propagation of test packets along the path;

creating a test signature from the test data, said test signature being an
organized collection of information relating to the propagation of the test packets
along the path and said test signature having a plurality of values;

comparing the test signature to each of the example signatures, said
comparing comprising computing a similarity measure between the test signature
and an example signature by computing a fit between each of the values of the
test signature and a corresponding value from the set of values of the example
signature; and,

identifying at least one of the example signatures which matches the test

signature according to a match criterion.

The method of claim 1 wherein computing a fit between a value of the test

signature and the corresponding value of the example signature is performed by

evaluating a function associated with the value.

The method of claim 1 wherein computing the fit between each of the values of
the test signature and the corresponding value of the example signature

comprises determining a goodness of fit metric, G(x,m), by performing a

computation substantially mathematically equivalent to:
G(x,m)= A4 exp(— B(x - m)2 )
where x is a value in the test signature, m is the corresponding value of the

example signature and A and B are coefficients.
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The method of claim 1 wherein computing the fit between each of the values of
the test signature and the corresponding value of the example signature
comprises determining a goodness of fit metric, G(x,C,m,L), by performing a

computation substantially mathematically equivalent to:

S U VA
G(x,Cm, 2) = —exp| —8 2’")
222

A2

\
where X 1s a value in the test signature, m is the corresponding value of the

example signature, and C and A are coefficients.

The method of claim 4 wherein values for C and A are associated with each
corresponding value of the example signature and performing the computation
comprises using the values for C and A associated with the corresponding value

of the example signature with which the fit to a value of the test signature is

being computed.

The method of claim 1 wherein computing a similarity measure comprises

performing a chi-squared calculation.

The method of claim 1 comprising normalizing the similarity measures
corresponding to the example signatures before identifying at least one of the

example signatures which matches the test signature.

The method of claim 7 wherein normalizing the similarity measures is based at
least in part upon the similarity measure that would be obtained in a lossless

network.

The method of claim 8 wherein normalizing the similarity measures i1s based at

least in part upon the similarity measure that would be obtained if the test

signature and example signature were identical.
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The method of claim 9 wherein normalizing the similarity measures comprises

evaluating for each similarity measure:

F _ (F ] T o F noloss)
normalized ~ ( F F )
match % noloss

where FIT is the similarity measure, Fiommalizea 1S the normalized similarity
measure, Fno 10ss 1S the similarity measure that would be obtained it the test data
reported no loss of packets and Fch 1S the similarity measure that would be

obtained if the test signature and example signature were 1dentical.

The method of claim 7 comprising adjusting one or more of the similarity
measures based upon an individual set of rules associated with that similarity

measure before identifying at least one of the example signatures which matches

the test signature.

The method of claim 11 wherein the individual set of rules includes one or more
rules based upon factors including one or more of: a number of ICMP network
unreachable messages; a number of ICMP host unreachable messages; a number
of ICMP destination unreachable messages; a number of ICMP port unreachable
messages; a number of ICMP protocol unreachable messages; a number of
ICMP fragmentation required messages; a number of ICMP TTL expired
messages; a number of ICMP source quench messages; a number of ICMP
redirect messages; a number of ICMP router advertisement messages; a number
of ICMP parameter problem messages; a number of ICMP security problem
messages; a number of unsolicited packets; a number of out-of-sequence

packets; a non-standard MTU detected; and a number of timed out packets.

The method of claim 1 wherein the test signature comprises, packet loss statistics

for a plurality of positions within bursts of test packets of a first size.

The method of claim 13 wherein the test signature comprises, packet loss

statistics for a plurality of positions within bursts of test packets of a second size.
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The method of claim 14 wherein one of the first and second sizes 1s not more

than three times a minimum packet size for the path.

The method of claim 15 wherein the first size is not more than three times the
minimum packet size for the path and the second size is within 10% of a
maximum packet size for the path or the second size is not more than three times
the minimum packet size for the path and the first size is within 10% of the

maximum packet size for the path.

The method of claim 14 wherein one of the first and second sizes is within 10%

of a maximum packet size for the path.

The method of claim 14 wherein the test signature comprises, packet loss
statistics for a plurality of positions within bursts of test packets of a third size

wherein the third size is intermediate the first and second sizes.

The method of claim 1 wherein the test signature comprises a mean packet loss

for bursts of packets of each of a plurality of sizes.

The method of claim 19 comprising determining the mean packet loss, BrAvg
substantially as follows:
2.1

BrAvg ==
Z

where n is a number of packets in each burst, |; is the loss ratio for the i packet

in the burst and i is an index which ranges over all of the packets in the burst.

The method of claim 1 wherein the test signature comprises a first moment of

packet losses within bursts of packets of a given size.

The method of claim 1 wherein the test signature comprises a first moment of

packet losses within bursts of packets for bursts of packets of each of a plurality

of sizes.
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The method of claim 22 comprising determining the first moment of packet

losses, BrMom, substantially as follows:

Zixl,

BrMom = =

i=]

where 1 is the loss ratio for the i packet in the burst and i is an index which

ranges over all of the packets in the burst.

The method of claim 1 wherein the test data includes data regarding the

propagation of datagrams along the test path.

The method of claim 24 wherein the test signature comprises one or more packet

loss statistics for the datagrams.

The method of claim 25 wherein the test data comprises information regarding
the propagation of datagrams of a plurality of sizes along the test path and the

test signature comprises packet loss statistics for datagrams of each of the

plurality of sizes.

The method of claim 1 wherein the path is a closed path.
The method of claim 27 wherein the packets comprise ICMP ECHO packets.

The method of claim 4 wherein the test signature comprises a mean packet loss

for bursts of packets of each of a plurality of sizes.

The method of claim 29 comprising determining the mean packet loss, BrAvg

substantially as follows:

1

Brdvg = =
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where n 1s a number of packets in each burst, | is the loss ratio for the it packet

In the burst and 1 1s an index which ranges over all of the packets in the burst.

The method of claim 14 wherein the test signature comprises a first moment of

packet losses within bursts of packets of the first size.

The method of claim 14 wherein the test signature comprises a first moment of

packet losses within bursts of packets for bursts of packets of each of the first

and second sizes.

The method of claim 32 comprising determining the first moment of packet

losses, BrMom, substantially as follows:

where |; 1s the loss ratio for the it packet in the burst and 1 1s an index which

ranges over all of the packets in the burst.

The method of claim 14 wherein the plurality of example signatures comprise
example signatures corresponding to two or more of: a small queues condition; a
lossy condition; a half-full duplex conflict condition; a full-halt duplex conflict
condition; an inconsistent MTU condition; a long half-duplex link condition; and

a media errors condition.

Apparatus for identifying conditions affecting a computer network, the network
having a mechanism for sending packets in bursts along a path in the network
and receiving the packet bursts at an end of the path, the apparatus comprising:

a data store holding a plurality of example signatures, each of the
example signatures corresponding to a network condition and each example
signature comprising a set of values;

an input for receiving test data regarding propagation of test packets

along the path;
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means for creating a test signature from the test data, said test signature

being an organized collection of information relating to the propagation of the
test packets along the path and said test signature having a plurality of values;

means for comparing the test signature to each of the example signatures,
wherein said means for comparing comprises a means for calculating a simtlarity
measure, said means for calculating comprising a means for computing a fit
between each of the values of the test signature and a corresponding value from
the set of values of the example signature; and,

means for identifying at least one of the example signatures which

matches the test signature.

The apparatus of claim 35 wherein the means for identifying at least one of the
example signatures which matches the test signature comprises an expert system

and a rule base.

The apparatus of claim 36 wherein the rule base includes rules which accept as

input additional information other than the test signature.

The apparatus of claim 37 wherein the additional information comprises one or
more of: a number of ICMP network unreachable messages; a number of ICMP
host unreachable messages; a number of ICMP destination unreachable

messages; a number of ICMP port unreachable messages; a number of ICMP

protocol unreachable messages; a number of ICMP fragmentation required
messages; a number of ICMP TTL expired messages; a number of ICMP source
quench messages; a number of ICMP redirect messages; a number of ICMP
router advertisement messages; a number of ICMP parameter problem messages;
a number of ICMP security problem messages; a number of unsolicited packets;

a number of out-of-sequence packets; a non-standard MTU detected; and a

number of timed out packets.

The apparatus of claim 35 wherein the example signatures comprise example
signatures corresponding to two or more of: a small queues condition; a lossy

condition; a half-full duplex conflict condition; a full-half duplex conflict
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condition; an inconsistent MTU condition; a long half-duplex link condition; and

a media errors condition.

The apparatus of claim 35 wherein the means for comparing the test signature to

the example signatures comprises a neural network.

The apparatus of claim 35 wherein the means for creating is a test signature
creation mechanism configured to create the test signature based upon the test
data;

wherein the means for comparing is a comparison system configured to
derive a similarity measure between the test signature and each of the plurality of
example signatures; and,

wherein the means for identifying is a selection system configured to

identify at least one of the example signatures which best matches the test

signature.

The apparatus of claim 41 comprising a data processor wherein the test signature
creation mechanism, comparison system, and selection system each comprise a

set of software instructions in a program store accessible to the processor.

The apparatus of claim 41 wherein the example signatures comprise, packet loss

statistics for a plurality of positions within bursts of test packets of a first size.

The apparatus of claim 43 wherein the example signatures comprise packet loss

statistics for a plurality of positions within bursts of test packets of a second size.

The apparatus of claim 44 wherein the example signatures comprise packet loss

statistics for a plurality of positions within bursts of test packets of a third size

wherein the third size is intermediate the first and second sizes.

The apparatus of claim 45 wherein the example signatures comprise a mean

packet loss for bursts of packets of each of a plurality of sizes.
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The apparatus of claim 45 wherein the example signatures comprise a first

moment of packet losses within bursts of packets of a size.

The apparatus of claim 45 wherein the example signatures comprise a first
moment of packet losses within bursts of packets for bursts of packets of each of

a plurality of sizes.

The apparatus of claim 45 comprising a test packet sequencer connected to

dispatch a sequence of test packets along a network path.

The apparatus of claim 49 wherein the test packet sequencer is configured to

generate and to dispatch onto the path multiple bursts of ICMP ECHO packets.

The apparatus of claim 41 comprising a set weighting coefficients, fitting
coefficients, or both weighing and fitting coefficients associated with one or

more of the example signatures.

A program product comprising a computer readable medium carrying a set of
computer-readable signals comprising instructions which, when executed by a
computer processor, cause the data processor to execute a method for identifying
conditions affecting a computer network, the network having a mechanism tor
sending packet bursts along a path in the network and receiving said packet
bursts at an end of the path, the method:

providing a plurality of example signatures, each of the example
signatures corresponding to a network condition and each example signature
comprising a set of values;

acquiring test data regarding propagation of test packets along the path;

creating a test signature from the test data, said test signature being an
organized collection of information relating to the propagation of the test packets
along the path and said test signature having a plurality of values;

comparing the test signature to each of the example signatures, said
comparing comprising computing a similarity measure between the test signature

and an example signature by computing a fit between each of the values of the
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test signature and a corresponding value from the set of values of the example
signature; and,
identifying at least one of the example signatures which matches the test

signature according to a match criterion.

The method of claim 13 wherein the test signature further comprises additional

mecasurcs.

The method of claim 53 wherein the additional measures include one or more of:
measures derived from packet or burst loss statistics; measures derived from
other statistics relating to propagation of test packets along the path; relative

measures; and test conditions.

The method of claim 53 wherein the additional measures are based on ICMP
messages from network devices along the path, the ICMP messages containing

information relating to one or more of: network errors; network congestion; and

packet timeouts.

The method of claim 53 wherein the additional measures are based on
information regarding network topology including one or more of: maximum

transfer unit, RMON message; and SNMP message.

The method of claim 1 wherein the test data comprises information regarding
one or more of: connectivity, maximum transmission unit, network device

responsivity; and time for test packets to traverse the path.

The method of claim 1 wherein the test data comprises information regarding

one or more of: lost packets; final inter-packet separation; hop number, hop
address, measured MTU, reported MTU, error flag and information relating to

the packet bursts prior to sending along the path.

The method of claim 58 wherein the test data comprises information regarding

derivatives of said information.
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The method of claim | wherein the test signature comprises one oOr more
functions, the one or more functions relating to one or more of: packet loss

statistics; round trip time; and final inter-packet spacing.

The method of claim 60 wherein the test signature comprises one Or more

higher-order functions derived from said one or more functions.

The method of claim 27 wherein one or more of the test packets are formatted

using TCP protocol or UDP protocol.

The method of claim 62 wherein the one or more test packets formatted using
TCP or UDP protocol are returned from an end host (19) by software or

hardware.

The method of claim 62 wherein the test signature comprises packet loss
statistics derived from the one or more of the test packets formatted using TCP

protocol or UDP protocol.

The method of claim 1 wherein the path is an open path wherein test packets are

sent from one location and received at a difterent location.

The method of claim 65 wherein the test signature comprises packet loss

statistics.
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