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(57) Abstract: Network information storage means stores a logical network identifier which is an identifier of a logical network, and
a correspondence relation between a device connected to a forwarding node and the logical network. Address resolution means per
forms, upon receiving from the forwarding node an address resolution request for a destination communication device which is a
destination of the packet or a communication device for forwarding the packet received from a source communication device which
is a source of the packet to another device, interlayer address resolution for the destination communication device or the commun ica
tion device, and sets the logical network identifier of the logical network to which the source communication device belongs, in a re solved address which is an address obtained as a result of the address resolution.

Description
Title of Invention: COMMUNICATION CONTROL SYSTEM,
CONTROL SERVER, FORWARDING NODE, COMMU¬
NICATION CONTROL METHOD, AND COMMUNICATION
CONTROL PROGRAM
Technical Field
[0001]

The present invention relates to a communication control system, a control server, a

forwarding node, a communication control method, and a communication control
program for performing centralized control of packet communication paths.

Background Art
[0002]

A technology called OpenFlow is proposed in recent years (see Non Patent Literature
(NPL) 1). OpenFlow is a technology that treats communication as an end-to-end flow,

and performs path control and the like on a flow-by-flow basis. A network based on
OpenFlow (hereafter referred to as an OpenFlow network) includes an OpenFlow
controller (hereafter also referred to as an OFC) for performing path control and an
OpenFlow switch (hereafter also referred to as an OFS) for forwarding a packet based
on a path determined by the OpenFlow controller.
[0003]

In OpenFlow, path information is represented by a flow entry that includes: a packet

matching rule for associating a packet with a flow; and an action for designating an
operation to be performed by the OpenFlow switch in the case of receiving the flow.
The packet matching rule is expressed as a condition corresponding to field values of
various headers in the packet. Examples of such field values of various headers include
an Ethernet (registered trademark) header, an IP (Internet Protocol) header, a TCP

(Transmission Control Protocol) header, and so on.
[0004]

The condition designated as the packet matching rule may be a condition of being

exactly equal to a specific value, or a condition of satisfying an arbitrary value or a
specific condition (e.g. an IP address is included in a specific IP subnet). Meanwhile,
examples of the action include outputting from a designated port, discarding,
modifying a specific field in a header, and so on. Note that it is possible to designate a
plurality of actions in one flow entry.
[0005]

An outline (example) of a process of forwarding a packet in the OpenFlow network
is shown below.
1.

The OpenFlow switch receives the packet.

2. The OpenFlow switch searches a flow entry list (flow table) set in the OpenFlow

switch, for a flow entry including a packet matching rule that matches the received

packet.
3. In the case where the flow entry is found in the flow table, the OpenFlow switch

applies an action of the flow entry to the received packet, and ends the process.
4. In the case where the flow entry is not found in the flow table, the OpenFlow switch

sends the received packet to the OpenFlow controller.
5. The OpenFlow controller determines a path and a process for the received packet,

[0006]

and instructs the OpenFlow switch to add the flow entry.
A packet routing method that employs a VPN (Virtual Private Network) is described
in Patent Literature (PTL) 1. In the method described in PTL 1, upon receipt of a
packet including a VLAN (Virtual Local Area Network) tag that indicates where a
terminal belongs to, the received packet is transmitted to a corresponding virtual hub
based on the VLAN tag. Each virtual hub learns a relation between a source MAC
(Media Access Control) address in a user MAC header of a received packet and a
terminal-side virtual interface termination through which the packet has passed.

[0007]

A packet forwarding device for collectively handling a plurality of flows is described
in PTL 2. The packet forwarding device described in PTL 2 outputs a flow bundle
identifier common to flows identified based on header information of an input packet,
and performs predetermined arithmetic processing on the flow bundle identifier.

[0008]

A network management device is described in PTL 3. The network management
device described in PTL 3 stores link information indicating connection relations
between nodes in a physical network and information of a logical network to which the
link information belongs.
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[0009]

PTL 1: 2002-247089
PTL 2 : 2007-184988
PTL 3 : 2009-212984

Non Patent Literature
[0010]

NPL 1: "OpenFlow Switch Specification", Version 1.0.0. (Wire Protocol 0x01) [search
on September 22, 2010], Internet <URL:
http://www.openflowswitch.Org/documents/openflow-spec-vl.0.0.pdf>,

December 31,

2009

Summary of Invention

Technical Problem
[001 1]

In the case of realizing a communication network by OpenFlow, it is desirable that a
communication device (such as a server or a client) which connects to and com
municates with the OpenFlow switch is not required to have any special function. In

other words, it is desirable that the communication device which connects to the
OpenFlow switch can perform communication using a conventional TCP/IP protocol.
The communication device executes an ARP (Address Resolution Protocol)-based
process for address resolution between an IP layer and an Ethernet layer, before
sending an IP packet. To do so, the communication device sends an ARP request
packet including an IP address subjected to resolution, to a L2 (Layer 2) broadcast
address. In ARP, a target communication device assigned the IP address subjected to
resolution is required to return an ARP reply packet including a MAC address of the
target communication device, upon receiving the ARP request.
[0012]

In a typical TCP/IP network, the requesting communication device and the commu

nication device assigned the IP address subjected to resolution tend to belong to the
same L2 broadcast domain and be connected to the same Ethernet switch or adjacent
Ethernet switches. Accordingly, the destination of the ARP request packet is limited to
the L2 broadcast domain.
[0013]

In the OpenFlow network, on the other hand, communication devices having IP

addresses in the same subnet are connectable to any OpenFlow switches in the
OpenFlow network. Therefore, in order to deliver the ARP request packet to the target
communication device by broadcasting, it is necessary to send the ARP request packet
to the whole OpenFlow network. This raises a need to achieve efficient interlayer
address resolution in the OpenFlow network.
[0014]

In the case of implementing multitenancy using a network of a data center or the like,

a physical network is shared by a plurality of customers. That is, a network (hereafter
referred to as a user network) of each customer is serviced using a common physical
network. Normally, an IP address space used by each customer is independently
managed, and so there is a possibility that a plurality of customers use overlapping IP
address spaces. Hence, in the data center it is necessary to multiplex traffic of each
user network without depending on the used IP address.
[0015]

In a typical network, multiplexing is performed using a VLAN (Virtual Local Area

Network). In the method of multiplexing using the VLAN, however, the number of
networks that can be identified is limited to 4094. On the other hand, when the
OpenFlow network is applied, even if different IP address exist on a traffic, it is
possible to route each packet having each IP address as it can be recognized each flow
corresponding to each network. For example, by identifying a flow using not only an
IP address but also a MAC address, it is possible to multiplex a plurality of network
services that use overlapping address spaces.
[0016]

In the case of using the OpenFlow network, however, there is a possibility that the

number of flow entries increases. This makes it desirable to aggregate flow entries. As
mentioned earlier, a condition matching a plurality of values can be designated in a

packet matching rule of a flow entry. For example, suppose a group of communication
devices belonging to one subnet is connected to the same OpenFlow switch. In such a
case, creating a separate flow entry for each communication device causes an increase
in the number of flow entries. The number of flow entries, however, can be reduced by
aggregating the individual flow entries of the communication devices into one flow
entry for the subnet. Thus, the flow entries set in other OpenFlow switches with regard
to the group of communication devices can be aggregated.
[0017]
In the case of identifying a flow using not only an IP address but also a MAC address
in order to multiplex a plurality of network services that use overlapping address
spaces, however, it is difficult to apply the above-mentioned aggregation method.
Since a different MAC address is assigned to each communication device, the flow
entries cannot be aggregated. Accordingly, the number of flow entries set in the
OpenFlow switches cannot be reduced. It is desirable that the flow entries can be ag
gregated even in the case of multiplexing a plurality of network services that use
overlapping address spaces.
[0018]

The packet routing method described in PTL 1 is based on a premise that, in order to
direct a packet received from a terminal to a corresponding virtual hub in a router,
identification information such as a VLAN tag is included in the packet beforehand. It
is desirable that traffic of each user network can be multiplexed without a need to be

aware of such identification information on a communication device side.
[0019]

In view of the above, an exemplary object of the present invention is to provide a

communication control system, a control server, a forwarding node, a communication
control method, and a communication control program that can perform interlayer
address resolution efficiently and, in the case of multiplexing a plurality of network
services, aggregate flow entries indicating processes for packets.

Solution to Problem
[0020]

A communication control system according to the present invention is a commu
nication control system comprising: a forwarding node for holding a process rule
defining a feature of a packet and a process for the packet corresponding to the feature,
and processing the packet received from another device based on the process rule; and
a control server for controlling the process rule held in the forwarding node, wherein
the control server includes: network information storage means for storing a logical
network identifier which is an identifier of a logical network defined by setting of the
forwarding node, and a correspondence relation between a device connected to the
forwarding node and the logical network; and address resolution means for, upon
receiving from the forwarding node an address resolution request for a destination
communication device which is a destination of the packet or a communication device

for forwarding the packet received from a source communication device which is a
source of the packet to another device, performing interlayer address resolution for the
destination communication device or the communication device, and setting the logical
network identifier of the logical network to which the source communication device
belongs, in a resolved address which is an address obtained as a result of the address
resolution.
[0021]

A control server according to the present invention is a control server for controlling
a process rule that is held in a forwarding node for processing a packet received from
another device based on the process rule and that defines a feature of the packet and a
process for the packet corresponding to the feature, the control server comprising:
network information storage means for storing a logical network identifier which is an
identifier of a logical network defined by setting of the forwarding node, and a corre
spondence relation between a device connected to the forwarding node and the logical
network; and address resolution means for, upon receiving from the forwarding node
an address resolution request for a destination communication device which is a de s
tination of the packet or a communication device for forwarding the packet received
from a source communication device which is a source of the packet to another device,
performing interlayer address resolution for the destination communication device or
the communication device, and setting the logical network identifier of the logical
network to which the source communication device belongs, in a resolved address
which is an address obtained as a result of the address resolution.

[0022]

A forwarding node according to the present invention is a forwarding node for
holding a process rule defining a feature of a packet and a process for the packet corre
sponding to the feature, and processing the packet received from another device based
on the process rule, the forwarding node comprising: network information storage
means for storing a logical network identifier which is an identifier of a logical
network defined by setting of the forwarding node, and a correspondence relation
between a device connected to the forwarding node and the logical network; and
address resolution means for, upon receiving, from a source communication device
which is a source of the packet, an address resolution request for a destination commu
nication device which is a destination of the packet or a communication device for
forwarding the packet received from the source communication device to another
device, performing interlayer address resolution for the destination communication
device or the communication device, and setting the logical network identifier of the
logical network to which the source communication device belongs, in a resolved
address which is an address obtained as a result of the address resolution.

[0023]

A communication control method according to the present invention is a commu
nication control method wherein a control server including network information

storage means for storing: a logical network identifier which is an identifier of a logical
network defined by setting of a forwarding node for processing a packet received from
another device based on a process rule defining a feature of the packet and a process
for the packet corresponding to the feature; and a correspondence relation between a
device connected to the forwarding node and the logical network performs, upon
receiving from the forwarding node an address resolution request for a destination
communication device which is a destination of the packet or a communication device
for forwarding the packet received from a source communication device which is a
source of the packet to another device, interlayer address resolution for the destination
communication device or the communication device, and wherein the control server
sets the logical network identifier of the logical network to which the source commu
nication device belongs, in a resolved address which is an address obtained as a result
of the address resolution.
[0024]

A communication control program according to the present invention is a commu
nication control program applied to a computer for controlling a process rule that is
held in a forwarding node for processing a packet received from another device based
on the process rule and that defines a feature of the packet and a process for the packet
corresponding to the feature, the computer including network information storage
means for storing a logical network identifier which is an identifier of a logical
network defined by setting of the forwarding node, and a correspondence relation
between a device connected to the forwarding node and the logical network, the com
munication control program causing the computer to execute an address resolution
process of, upon receiving from the forwarding node an address resolution request for
a destination communication device which is a destination of the packet or a commu
nication device for forwarding the packet received from a source communication
device which is a source of the packet to another device, performing interlayer address
resolution for the destination communication device or the communication device, and
setting the logical network identifier of the logical network to which the source com
munication device belongs, in a resolved address which is an address obtained as a
result of the address resolution.

[0025]

Another communication control program according to the present invention is a com
munication control program applied to a computer for holding a process rule defining a
feature of a packet and a process for the packet corresponding to the feature, a logical
network identifier which is an identifier of a logical network defined by setting of the
computer, and a correspondence relation between a device connected to the computer
and the logical network, and processing the packet received from another device based
on the process rule, the communication control program causing the computer to
execute an address resolution process of, upon receiving, from a source commu-

nication device which is a source of the packet, an address resolution request for a de s
tination communication device which is a destination of the packet or a communication
device for forwarding the packet received from the source communication device to
another device, performing interlayer address resolution for the destination commu
nication device or the communication device, and setting the logical network identifier
of the logical network to which the source communication device belongs, in a
resolved address which is an address obtained as a result of the address resolution.

Advantageous Effects of Invention
[0026]

According to the present invention, interlayer address resolution can be performed
efficiently and, in the case of multiplexing a plurality of network services, flow entries
indicating processes for packets can be aggregated.

Brief Description of Drawings
[0027]

[fig.l]Fig. 1 is an explanatory diagram showing an example of a structure of a commu
nication control system according to the present invention.
[fig.2]Fig. 2 is a block diagram showing an example of a structure of a control server.
[fig.3]Fig. 3 is an explanatory diagram showing an example of network information.
[fig.4]Fig. 4 is an explanatory diagram showing an example of topology information.
[fig.5]Fig. 5 is a block diagram showing an example of a structure of a forwarding
node.
[fig. 6] Fig. 6 is a sequence diagram showing an example of an operation of a commu

nication control system in Exemplary Embodiment 1 of the present invention.
[fig.7]Fig. 7 is a sequence diagram showing an example of an operation of the control
server when creating an ARP reply.
[fig.8]Fig. 8 is a sequence diagram showing an example of an operation of the control
server when creating a flow entry.
[fig.9]Fig. 9 is an explanatory diagram showing an example of a flow table
[fig. 10] Fig. 10 is an explanatory diagram showing an example of an ARP cache entry
[fig. 1l]Fig. 11 is a block diagram showing an example of a structure of a forwarding

node in a variation of Exemplary Embodiment 1.
[fig. 12] Fig. 12 is an explanatory diagram showing an example of a flow table.

[fig.l3]Fig. 13 is a sequence diagram showing an example of an operation of a control
server when creating an ARP reply.
[fig. 14] Fig. 14 is a sequence diagram showing an example of an operation of a com

munication control system in Exemplary Embodiment 3 of the present invention.
[fig.l5]Fig. 15 is a sequence diagram showing an example of an ARP reply operation
of a forwarding node.
[fig. 16] Fig. 16 is a block diagram showing an example of a minimum structure of a

communication control system according to the present invention.
[fig.l7]Fig. 17 is a block diagram showing an example of a minimum structure of a
control server according to the present invention.
[fig.l8]Fig. 18 is a block diagram showing an example of a minimum structure of a
forwarding node according to the present invention.

Description of Embodiments
[0028]

A structure and an operation common to exemplary embodiments of the present
invention are briefly described first. Fig. 1 is an explanatory diagram showing an
example of a structure of a communication control system according to the present
invention. The communication control system illustrated in Fig. 1 includes a control
server 100, forwarding nodes 200-1 to 200-3, communication devices 300-1 to 300-4,
and a control network 400.

[0029]

The forwarding nodes 200- 1 to 200-3 each connect to and communicate with another
forwarding node and a communication device. In the example shown in Fig. 1, paths of
communication performed by the forwarding nodes 200- 1 to 200-3 are shown by solid
lines. Moreover, the forwarding nodes 200-1 to 200-3 each connect to the control
network 400, and perform control communication (control channel) with the control
server 100 via the control network 400. In the example shown in Fig. 1, paths of com
munication performed between the control server 100 and the forwarding nodes 200-1
to 200-3 are shown by dashed lines. Note that the numbers of devices and their
connection relations in Fig. 1 are merely an example, and the communication control
system according to the present invention is not limited to the structure illustrated in

[0030]

Fig. 1.
Furthermore, the forwarding nodes 200- 1 to 200-3 each receive a packet from a com
munication device or another forwarding node connected with the forwarding node,
and process the received packet based on a process rule (flow entry) included in a flow
table held in the forwarding node. In detail, the forwarding nodes 200-1 to 200-3 are
each a node that performs some kind of process on the received packet or forwards the
received packet to another device. The forwarding nodes 200- 1 to 200-3 each notify
the control server 100 of the received packet in the case where the flow entry corre
sponding to the received packet does not exist in the flow table. The forwarding nodes
200- 1 to 200-3 are each a device corresponding to an OpenFlow switch in the
OpenFlow network.

[0031]

The control server 100 receives a packet whose corresponding flow entry (process
rule) does not exist from any of the forwarding nodes 200-1 to 200-3, and computes a
path of the packet. The control server 100 is a server for controlling communication in
the communication control system by instructing the forwarding nodes 200-1 to 200-3

to add a flow entry corresponding to a received packet. In detail, the control server 100
issues an instruction to change, such as add or delete, a process rule in the forwarding
nodes 200-1 to 200-3. Hence, the control server 100 can be regarded as a device for
controlling a process rule held in a forwarding node. The control server 100 is a device
corresponding to an OpenFlow controller in the OpenFlow network.
[0032]

The communication devices 300- 1 to 300-4 are each a communication device that
uses a communication protocol requiring an interlayer address resolution protocol to be
executed between a higher layer communication protocol and a lower layer commu
nication protocol, in a process of communicating with another communication device
(communication device). In detail, the communication devices 300-1 to 300-4 each
perform address resolution between a higher layer and a lower layer, according to the
address resolution protocol. The following description takes an example where the
communication devices 300-1 to 300-4 use IP as the higher layer protocol, Ethernet as
the lower layer protocol, and ARP as the interlayer address resolution protocol.

[0033]

The control network 400 is a communication network enabling communication of
control messages between the control server 100 and the forwarding nodes 200-1 to
200-3. For example, the control network 400 is realized as a network in which an
Ethernet switch, an IP router, and the like are connected to each other.

[0034]

In the communication control system according to the present invention, a network

identifier (logical network identifier) for identifying each user network (logical
network) serviced by the forwarding nodes 200- 1 to 200-3 is utilized in a physical
network formed using the forwarding nodes 200-1 to 200-3. A user network mentioned
here is a logical network defined by setting of a forwarding node. Servicing a user
network by a forwarding node means that a process (e.g. a forwarding process or a
discarding process) for each packet used in communication in the user network is
performed by the forwarding node.
[0035]

In the communication control system according to the present invention, in the case

where any of the communication devices 300- 1 to 300-4 requests interlayer address
resolution, the following process is performed: returning a network identifier of a user
network to which the communication device belongs, to the communication device as
an address as a result of resolution (resolved address). Moreover, in the communication
control system according to the present invention, a network identifier is used for
identifying a flow.
[0036]

Exemplary embodiments of the present invention are described below, with reference
to drawings.
The following description is based on an assumption that two user networks 501 and
502 (not shown) using IP are serviced by the forwarding nodes 200-1 to 200-3. That is,
the forwarding nodes 200- 1 to 200-3 each perform a packet forwarding process and the

like, for the two user networks 501 and 502. It is also assumed that the communication
devices 300-1 and 300-2 belong to the user network 501 and the communication
devices 300-3 and 300-4 belong to the user network 502, where the user networks 501
and 502 both use an IP address space "192.168.0.0/16". Hereafter, in description
common to the forwarding nodes 200-1 to 200-3, each of the forwarding nodes 200-1
to 200-3 may be simply referred to as the forwarding node.
[0037]

Exemplary Embodiment 1.
Fig. 2 is a block diagram showing an example of a structure of the control server 100.

The control server 100 illustrated in Fig. 2 includes a control channel processing unit
101, a network information management unit 102, a topology information management

unit 103, an address resolution processing unit 104, a flow entry creating unit 105, a
network information storage unit 106, and a topology information storage unit 107.
[0038]

The control channel processing unit 101 is connected to the control network 400, and
performs control communication (control channel) with a control channel processing
unit 201 in each of the forwarding nodes 200-1 to 200-3 described later, via the control
network 400. Examples of communication by the control channel include: notifying a
packet from the forwarding node to the control server 100; sending a packet from the
control server 100 to the forwarding node; and instructing the forwarding node to add,
delete, or modify a flow entry by the control server 100.

[0039]

The network information storage unit 106 stores network information (logical
network information) about the user networks serviced by the forwarding nodes 200-1
to 200-3. In Exemplary Embodiment 1, the network information storage unit 106 stores
the network identifier for identifying each user network and correspondence relations
between ports in the forwarding nodes 200-1 to 200-3 and the user networks, as the
network information.

[0040]

The network information may be manually set in the network information storage
unit 106. Alternatively, the network information may be automatically set in the
network information storage unit 106. For instance, when a communication device
connects to a forwarding node, the network information management unit 102
described later executes IEEE 802. IX authentication. The network information
management unit 102 specifies a user network to which the connected communication
device belongs, based on information obtained at the time of authentication. The
network information management unit 102 then stores a correspondence relation
between a port of the forwarding node to which the communication device is
connected and the user network, in the network information storage unit 106. In this
way, the network information can be automatically set in the network information
storage unit 106.

[0041]

Fig. 3 is an explanatory diagram showing an example of the network information

stored in the network information storage unit 106. Fig. 3(A) shows an example of a
list indicating the network identifier of each user network. Fig. 3(B) shows an example
of a list indicating which user network a communication device connected to each port
of the forwarding nodes 200- 1 to 200-3 belongs to. For instance, the first line of the list
illustrated in Fig. 3(B) indicates that a communication device connected to a port of
any of port identifiers 10 to 19 in the forwarding node 200-1 belongs to the user
network 501.
[0042]

The network information management unit 102 manages the network information
stored in the network information storage unit 106. In detail, the network information
management unit 102 returns the network information stored in the network in
formation storage unit 106, in response to a request from another device. The network
information management unit 102 also performs addition, update, deletion, or the like
on the network information stored in the network information storage unit 106.

[0043]

The topology information storage unit 107 stores network topology information
(hereafter simply referred to as topology information). Examples of the topology in
formation stored in the topology information storage unit 107 include: connection
relations between forwarding nodes and between forwarding nodes and commu
nication devices; and a higher layer address (IP address) and a lower layer address
(MAC address) used by each communication device.

[0044]

Fig. 4 is an explanatory diagram showing an example of the topology information

stored in the topology information storage unit 107. Fig. 4(A) shows an example of a
list indicating the connection relations between the forwarding nodes and between the
forwarding nodes and the communication devices. For instance, the first line of the list
illustrated in Fig. 4(A) indicates that a port of a port identifier 1 of the communication
device 300-1 and a port of a port identifier 10 of the forwarding node 200-1 are
connected to each other.
[0045]

Fig. 4(B) shows an example of a list of the IP address and the MAC address used by

each communication device. For instance, the first line of the list illustrated in Fig.
4(B) indicates that the port of the port identifier 1 of the communication device 300-1
uses an IP address "192.168.100.1" and a MAC address "01:00:00:03:00:01".
[0046]

The topology information management unit 103 detects a network topology in the
communication control system, and manages the network topology as the topology in
formation. In detail, the topology information management unit 103 stores the detected
topology information in the topology information storage unit 107. The topology in
formation management unit 103 may use the control channel, for sending/receiving a
packet relating to topology detection to/from an arbitrary port of an arbitrary
forwarding node.

[0047]

A typical method is used as a method of detecting the topology by the topology in-

formation management unit 103. Example techniques of topology detection by the
topology information management unit 103 include LLDP (Link Layer Discovery
Protocol), cooperation with DHCP (Dynamic Host Configuration Protocol) snooping
or a DHCP server, cooperation with user authentication (e.g. IEEE 802. IX), detection
of a gratuitous ARP packet sent from a communication device, and STP (Spanning
Tree Protocol).
[0048]

The address resolution processing unit 104 receives an address resolution request
(ARP request) sent from a communication device via the control channel processing
unit 101, and creates an address resolution reply (ARP reply). Here, the address
resolution processing unit 104 creates the ARP reply that includes a network identifier
of a user network to which the communication device sending the ARP request
belongs, as a MAC address (resolved address) corresponding to an IP address for
which resolution is requested in the ARP request.

[0049]

In detail, upon receiving an address resolution request (ARP request) for a de s
tination communication device (the communication device 300-2 in this example) from
the forwarding node 200-1, the address resolution processing unit 104 performs interlayer address resolution (ARP reply) of the destination communication device. For
example, upon receiving an IP address which is a higher layer address from the
forwarding node 200-1, the address resolution processing unit 104 resolves a MAC
address which is a lower layer address.

[0050]

The address resolution processing unit 104 then sets a logical network identifier of a
logical network to which a source communication device of a packet belongs, in the
address (resolved address) obtained as a result of address resolution. For instance, the
address resolution processing unit 104 sets the logical network identifier of the logical
network to which the communication device (the communication device 300- 1 in this
example) sending the ARP request belongs, in the lower layer address (MAC address
in this example) included in the resolved address (ARP reply).

[0051]

The flow entry creating unit 105 performs path computation and creates a flow entry,
in response to a request from the control channel processing unit 101. In detail, upon
receiving a flow entry creation request from a forwarding node via the control channel
processing unit 101, the flow entry creating unit 105 first computes a path of a flow
subjected to flow entry creation. A typical method is used as a method of computing
the path by the flow entry creating unit 105.

[0052]

For example, the flow entry creating unit 105 may compute the path by a shortest
path method, or compute the path based on STP (Spanning Tree Protocol). After
computing the path, the flow entry creating unit 105 creates a flow entry to be added
for each forwarding node on the computed path. The flow entry creating unit 105 then
notifies the control channel processing unit 101 of the created flow entry. The control

channel processing unit 101 sends the notified flow entry to each forwarding node,
thereby instructing the forwarding node to add the flow entry as a process rule.
[0053]

The control channel processing unit 101, the network information management unit
102, the topology information management unit 103, the address resolution processing

unit 104, and the flow entry creating unit 105 are realized by a CPU of a computer
operating according to a program (communication control program). For example, the
program may be stored in a storage unit (not shown) in the control server 100, with the
CPU reading the program and, according to the program, operating as the control
channel processing unit 101, the network information management unit 102, the
topology information management unit 103, the address resolution processing unit 104,
and the flow entry creating unit 105. Alternatively, the control channel processing unit
101, the network information management unit 102, the topology information

management unit 103, the address resolution processing unit 104, and the flow entry
creating unit 105 may be each realized by dedicated hardware.
[0054]

Meanwhile, the network information storage unit 106 and the topology information
storage unit 107 are realized by a magnetic disk or the like.

[0055]

Fig. 5 is a block diagram showing an example of a structure of each of the

forwarding nodes 200-1 to 200-3. Each of the forwarding nodes 200-1 to 200-3

il

lustrated in Fig. 5 includes the control channel processing unit 201, a forwarding
processing unit 202, and a flow table storage unit 203.
[0056]

The control channel processing unit 201 is connected to the control network 400, and
performs control communication (control channel) with the control channel processing
unit 101 in the control server 100 via the control network 400. When notified of a
packet whose corresponding flow entry does not exist from the forwarding processing
unit 202, the control channel processing unit 201 notifies the control server 100 of the
packet using the control channel.

[0057]

Moreover, upon receiving an instruction to add, modify, or delete a flow entry from
the control server 100 via the control channel, the control channel processing unit 201
instructs the forwarding processing unit 202 to change the flow table based on the
received instruction. Upon receiving an instruction to output a packet from the control
server 100 via the control channel, the control channel processing unit 201 instructs the
forwarding processing unit 202 to output the packet based on the received instruction.

[0058]

The flow table storage unit 203 stores the flow table including a process rule (flow
entry). The process rule (flow entry) is stored in the flow table storage unit 203 by the
forwarding processing unit 202 described later.

[0059]

The forwarding processing unit 202 is connected to another device (e.g. a commu
nication device or another forwarding node), and sends/receives a packet to/from the
connected device. The forwarding processing unit 202 also manages the flow table

stored in the flow table storage unit 203.
[0060]

Upon receiving a packet from another device, the forwarding processing unit 202
searches the flow table for a flow entry corresponding to the received packet. In the

case where the flow entry corresponding to the received packet is found in the flow
table, the forwarding processing unit 202 performs a process according to an action of

the flow entry. In the case where the flow entry corresponding to the received packet is

not found in the flow table, the forwarding processing unit 202 notifies the control
channel processing unit 201 that the flow entry corresponding to the received packet
does not exist.
[0061]

The forwarding processing unit 202 includes a plurality of ports for communicating

with another device. Each of the plurality of ports is connected to a different one of
ports of other forwarding nodes or communication devices. Each of the plurality of
ports is identified by a port identifier.
[0062]

Examples of the process performed by the forwarding processing unit 202 according
to the action of the flow entry include the following processes. Note that the number of

processes performed by the forwarding processing unit 202 is not limited to one, and
may be two or more. Besides, the process designated by the action of the flow entry is
not limited to the following processes.
[0063]

- Outputting a packet from a designated port
- Changing a destination MAC address of a packet to a designated value
- Changing a source MAC address of a packet to a designated value
- Changing a destination IP address of a packet to a designated value
- Changing a source IP address of a packet to a designated value
- Changing a destination port number of a packet to a designated value
- Changing a source port number of a packet to a designated value
- Adding a VLAN tag to a packet
- Deleting a VLAN tag in a packet
- Changing a VLAN tag in a packet

[0064]

The control channel processing unit 201 and the forwarding processing unit 202 are

realized by a CPU of a computer operating according to a program. Alternatively, the
control channel processing unit 201 and the forwarding processing unit 202 may be
each realized by dedicated hardware.
[0065]

The following describes an operation of the communication control system in

Exemplary Embodiment

1.

Fig. 6 is a sequence diagram showing an example of the

operation of the communication control system in Exemplary Embodiment

1.

An

operation when a communication device connected to the communication control
system according to the present invention sends a packet is described below, with
reference to the sequence diagram shown in Fig. 6. In detail, the communication device

300-1 performs address resolution of an IP address of the communication device

300-2, and sends a packet destined to the communication device 300-2. It is assumed
here that, before the operation illustrated in Fig. 6 starts, the communication device
300- 1 knows the IP address of the communication device 300-2 but does not know a

MAC address of the communication device 300-2, a flow entry relating to commu
nication from the communication device 300-1 to the communication device 300-2 is
not set in the forwarding nodes 200-1 to 200-3, and the control server 100 has already
obtained (computed) the topology information and the network information.
[0066]

First, the communication device 300-1 sends an ARP request in which the IP address
(target protocol address) subjected to resolution is the IP address of the communication
device 300-2, to the forwarding node 200-1 (step S101). When the forwarding node
200-1 receives the ARP request, the forwarding processing unit 202 in the forwarding

node 200- 1 searches for a flow entry corresponding to the received ARP request (step
S102). In this case, however, the flow entry corresponding to the received ARP request
does not exist in the flow table. Accordingly, the control channel processing unit 201
in the forwarding node 200-1 sends the received ARP request to the control server 100
via the control channel (step S103).
[0067]

When the control server 100 receives the ARP request sent in step S103, the address
resolution processing unit 104 in the control server 100 creates an ARP reply to the
received ARP request (step SI 04). A detailed operation of the control server 100 when
creating the ARP reply will be described later.

[0068]

The control channel processing unit 101 in the control server 100 instructs the
forwarding node 200-1 to send the ARP reply created in step S I04 to the commu
nication device 300-1, via the control channel (step S105).

[0069]

Upon receiving the ARP reply sent in step S105, the forwarding processing unit 202
in the forwarding node 200- 1 sends the received ARP reply to the communication
device 300-1 (step S106). Upon receiving the ARP reply, the communication device
300- 1 creates a corresponding ARP cache entry based on the received ARP reply.

[0070]

The communication device 300- 1 sends the packet destined to the communication
device 300-2, to the forwarding node 200-1 (step S107). Here, a MAC address in a
sender hardware address field in the ARP reply is set in a destination MAC address of
the sent packet, and a MAC address of the communication device 300- 1 is set in a
source MAC address of the sent packet. In addition, the IP address of the commu
nication device 300-2 is set in a destination IP address of the sent packet, and an IP
address of the communication device 300-1 is set in a source IP address of the sent
packet. The packet sent from the communication device 300-1 is hereafter referred to
as a processing target packet.

[0071]

When the forwarding node 200-1 receives the processing target packet, the

forwarding processing unit 202 in the forwarding node 200- 1 searches the flow table
for a flow entry corresponding to the received processing target packet (step S108). In
this case, however, the flow entry corresponding to the processing target packet does
not exist in the flow table. Accordingly, the control channel processing unit 201 in the
forwarding node 200-1 sends the processing target packet to the control server 100 via
the control channel (step S109). Here, the forwarding processing unit 202 in the
forwarding node 200- 1 stores the processing target packet in a queue, for subsequent
sending.
[0072]

The flow entry creating unit 105 in the control server 100 creates a flow entry corre
sponding to the processing target packet (step S I 10). A detailed operation of the
control server 100 when creating the flow entry will be described later.

[0073]

The control channel processing unit 101 in the control server 100 instructs the
forwarding nodes 200-1 and 200-2 to add the flow entry created in step S I 10 to the
flow table, via the control channel (step Sill).

The forwarding processing unit 202 in

each of the forwarding nodes 200- 1 and 200-2 receiving the instruction adds the flow
entry to the flow table. The control channel processing unit 101 in the control server
100 also instructs the forwarding node 200-1 to process the processing target packet

stored in the queue in the forwarding node 200-1 in step S108, according to the flow
table (step S I 12).
[0074]

The forwarding processing unit 202 in the forwarding node 200-1 sends the
processing target packet to the forwarding node 200-2, according to the flow entry
added in step Sill

[0075]

(step S 113).

When the forwarding node 200-2 receives the processing target packet, the
forwarding processing unit 202 in the forwarding node 200-2 searches the flow table
for the flow entry corresponding to the received processing target packet (step S I 14).
In this case, the flow entry added in step Sill exists in the flow table, so that the
forwarding processing unit 202 in the forwarding node 200-2 can find the flow entry
corresponding to the processing target packet. Accordingly, the forwarding processing
unit 202 in the forwarding node 200-2 sends the processing target packet to the com
munication device 300-2, based on the action of the flow entry found in step SI 14
(step S I 15).

[0076]

The following describes the operation in step S104, with reference to a sequence
diagram illustrated in Fig. 7. Fig. 7 is a sequence diagram showing an example of the
operation of the control server 100 when creating the ARP reply.

[0077]

In the control server 100, the control channel processing unit 101 requests the
address resolution processing unit 104 to create the ARP reply to the ARP request
(hereafter referred to as a processing target ARP request) received from the forwarding
node via the control channel (step S121). Here, the control channel processing unit 101

notifies the address resolution processing unit 104 of the processing target ARP request
and information of the forwarding node and the port receiving the processing target
ARP request, as parameters.
[0078]

The address resolution processing unit 104 in the control server 100 obtains the
network identifier of the user network to which the communication device 300-1 which
is the communication device sending the processing target ARP request belongs, with

reference to the network information stored in the network information storage unit
106 (step S 122).

[0079]

The address resolution processing unit 104 in the control server 100 then creates the
ARP reply in which the network identifier obtained in step S 122 is included in the
MAC address as a result of resolution (resolved address), as the reply to the target
processing ARP request (step S123). For instance, the created ARP reply includes a
destination MAC address, a source MAC address, and a sender hardware address, a
sender protocol address, a target hardware address, and a target protocol address which
are information of the ARP reply, as shown below. The following shows an example of

the created ARP reply.
[0080]

- Destination MAC address: the MAC address of the communication device sending
the ARP request
- Source MAC address: the network identifier obtained in step S122
- ARP opcode: reply
- ARP sender hardware address: the network identifier obtained in step S122
- ARP sender protocol address: the target protocol address in the ARP request
- ARP target hardware address: the sender hardware address in the ARP request
- ARP target protocol address: the sender protocol address in the ARP request

[0081]

Note that, in the case where the ARP target protocol address in the processing target
ARP request is the IP address of the communication device sending the processing
target ARP request in step S123, the address resolution processing unit 104 in the
control server 100 may stop the processing for the processing target ARP request.

[0082]

The address resolution processing unit 104 in the control server 100 notifies the
control channel processing unit 101 in the control server 100 of the ARP reply created
in step SI 23 (step S124).

[0083]

The following describes the operation in step SI 10, with reference to a sequence
diagram illustrated in Fig. 8. Fig. 8 is a sequence diagram showing an example of the
operation of the control server 100 when creating the flow entry.

[0084]

In the control server 100, the control channel processing unit 101 requests the flow

entry creating unit 105 to create the flow entry corresponding to the processing target
packet received from the forwarding node via the control channel (step S131). Here,
the control channel processing unit 101 notifies the flow entry creating unit 105 of the

processing target packet and information of the forwarding node and the port receiving
the processing target packet, as parameters.
[0085]

The flow entry creating unit 105 in the control server 100 computes the path of the
processing target packet (step S132). It is assumed here that the path from the commu
nication device 300-1 to the communication device 300-2 is computed as the commu
nication device 300-1 -> the forwarding node 200-1 -> the forwarding node 200-2 ->
the communication device 300-2.

[0086]

The flow entry creating unit 105 in the control server 100 obtains the network
identifier of the user network to which the communication device sending the
processing target packet belongs, with reference to the network information stored in
the network information storage unit 106 (step S133).

[0087]

The flow entry creating unit 105 in the control server 100 obtains the MAC address
(lower address) of the destination communication device of the processing target
packet, with reference to the topology information stored in the topology information
storage unit 107 (step S134).

[0088]

The flow entry creating unit 105 in the control server 100 then creates the flow entry
to be added to each forwarding node on the path computed in step S132 (step S135).
Here, the flow entry creating unit 105 creates a separate flow entry for the last
forwarding node on the path. In detail, the flow entry creating unit 105 creates a flow
entry in which a process of changing the destination MAC address of the packet, in
which the logical network identifier is set, to the MAC address of the destination com
munication device (the communication device 300-2 in this example) is defined as an
action. As a result of adding such a flow entry to the flow table in the forwarding node,
the last forwarding node on the path can specify the communication device to which
the packet is to be sent.

[0089]

The flow entry created by the flow entry creating unit 105 includes a matching rule
and an action. The matching rule includes an input port, a destination MAC address, a
source MAC address, a destination IP address, and a source IP address as shown
below. The following shows an example of the matching rule created by the flow entry
creating unit 105.

[0090]

- Input port: the port connected to the immediately preceding forwarding node or
communication device on the path
- Destination MAC address: the network identifier obtained in step SI 33
- Source MAC address: the MAC address of the communication device sending the
processing target packet
- Destination IP address: the destination IP address of the processing target packet
- Source IP address: the source IP address of the processing target packet

[0091]

Note that, in the case of aggregating flow entries, the flow entry creating unit 105

may set any MAC address in the source MAC address in the matching rule. Likewise,
in the case of aggregating flow entries, the flow entry creating unit 105 may set, in the
destination IP address, an IP subnet to which the destination IP address of the
processing target packet belongs, and set any IP address in the source IP address.
[0092]

The flow entry creating unit 105 also sets the process such as "changing a destination
MAC address of a packet to a designated value" (this action is set only in the last
forwarding node on the path) and "outputting a packet from a designated port", as the
action.

[0093]

Here, the flow entry creating unit 105 designates the MAC address of the destination
communication device obtained in step S I 34, as the destination MAC address of the
packet. The flow entry creating unit 105 also designates the port connected to the next
forwarding node or communication device on the path, as the output port.

[0094]

In the control server 100, the flow entry creating unit 105 notifies the control channel

processing unit 101 of the flow entry created in step S135 (step S136). The flow entry
is then added to the flow table in each forwarding node. An entry including a network

identifier is created in an ARP cache in each communication device, and a packet
including the network identifier is sent from the communication device. Hence, when
receiving the packet, the forwarding processing unit 202 in each forwarding node can
perform path control of the packet corresponding to the network identifier based on the
added flow entry.
[0095]

Fig. 9 is an explanatory diagram showing an example of the flow table stored in the

forwarding node. The flow table illustrated in Fig. 9 is an example of the flow table
stored in each of the forwarding nodes 200- 1 to 200-3 after the communication device
300- 1 sends a packet to the communication device 300-2 and the communication

device 300-3 sends a packet to the communication device 300-4.
[0096]

In detail, Fig. 9(A) shows an example of the flow table stored in the forwarding node

200-1, Fig. 9(B) shows an example of the flow table stored in the forwarding node
200-2, and Fig. 9(C) shows an example of the flow table stored in the forwarding node
200-3. When any of the forwarding nodes 200-1 to 200-3 receives a packet that
matches a matching rule illustrated in Fig. 9, the forwarding processing unit 202 in the
forwarding node executes an action corresponding to the matching rule.
[0097]

Fig. 10 is an explanatory diagram showing an example of the ARP cache entry stored

in the communication device. The ARP cache entry illustrated in Fig. 10 is an example
of the ARP cache entry stored in each of the communication devices 300-1 and 300-3
after an ARP reply.
[0098]

In detail, Fig. 10(A) shows an example of the ARP cache stored in the commu

nication device 300-1, and Fig. 10(B) shows an example of the ARP cache stored in
the communication device 300-3. Upon receiving the ARP reply, each communication

device stores the combination of the IP address and the MAC address of the destination
communication device, in a memory (not shown) or the like.
[0099]

Though the operation of the communication control system in Exemplary Em
bodiment 1 is described using an example where the communication device 300-1
executes ARP processing with the IP address of the communication device 300-2
which is the destination of the packet being subjected to resolution, the target of IP
address resolution by ARP processing is not limited to the communication device
300-2 which is the destination of the packet. The target of IP address resolution may be
a communication device that forwards the packet received from the communication
device 300- 1 to another device, such as a default router set in the communication
device 300-1. ARP processing performed in this case is the same as the abovementioned processing.

[0100]

As described above, according to Exemplary Embodiment 1 of the present invention,

in response to the interlayer address resolution request from the communication device
300-1, the address resolution processing unit 104 in the control server 100 returns the
interlayer address resolution reply that includes the network identifier of the user
network to which the communication device 300-1 belongs. That is, upon receiving the
interlayer address resolution request from the forwarding node 200-1, the address
resolution processing unit 104 in the control server 100 sets the logical network
identifier of the logical network to which the communication device 300-1 belongs, in
the resolved address in response to the request. This achieves efficient interlayer
address resolution. In detail, according to Exemplary Embodiment 1, interlayer address
resolution can be performed efficiently without broadcasting.
[0101]

Moreover, the forwarding processing unit 202 in each of the forwarding nodes 200-1
to 200-3 uses a network identifier for identifying a flow in each user network. This
enables multiplexing of a plurality of user network services that use overlapping
address spaces. Since the network identifier is common to communication devices
belonging to the user network, it is also possible to aggregate flow entries.

[0102]

A variation of Exemplary Embodiment 1 is described below. Though the commu
nication control system in Exemplary Embodiment 1 is described using an example
where the control server 100 creates the ARP reply to the ARP request, the present
invention is not limited to this. The forwarding nodes 200-1 to 200-3 may create the
ARP reply to the ARP request. This can be achieved, for example, by including the
structure corresponding to the network information management unit 102, the network
information storage unit 106, and the address resolution processing unit 104 of the
control server 100, in the forwarding nodes 200-1 to 200-3.

[0103]

Fig. 11 is a block diagram showing an example of a structure of the forwarding node

in the variation of Exemplary Embodiment

1.

The forwarding node in this variation

includes the control channel processing unit 201, the forwarding processing unit 202, a
network information management unit 102a, a network information storage unit 106a,
and an address resolution processing unit 104a. The network information management
unit 102a, the network information storage unit 106a, and the address resolution
processing unit 104a are respectively the same as the network information
management unit 102, the network information storage unit 106, and the address
resolution processing unit 104 in Exemplary Embodiment 1. The network information
stored in the network information storage unit 106a in each of the forwarding nodes
200- 1 to 200-3 may be set statically or automatically. Alternatively, the network in
formation management unit 102a may store the network information notified from the
control server 100, in the network information storage unit 106a.
[0104]

In detail, when any of the forwarding nodes 200-1 to 200-3 receives an ARP request
whose corresponding flow entry does not exist from a communication device, the
received ARP request is notified to the address resolution processing unit 104a in the
forwarding node, instead of being sent to the control server 100 by the control channel
processing unit 201. An ARP reply created by the address resolution processing unit
104a is then sent to the communication device sending the ARP request. Such a
structure also enables path control using a network identifier.

[0105]

That is, upon receiving the interlayer address resolution request from the commu
nication device 300-1, the address resolution processing unit 104a in the forwarding
node 200- 1 sets the logical network identifier of the logical network to which the com
munication device 300-1 belongs, in the resolved address in response to the request.
According to such a structure, too, interlayer address resolution can be performed e f
ficiently and, in the case of multiplexing a plurality of network services, flow entries
indicating processes for packets can be aggregated.

[0106]

The control channel processing unit 201, the forwarding processing unit 202, the
network information management unit 102a, and the address resolution processing unit
104a are realized by a CPU of a computer operating according to a program
(communication control program). Alternatively, the control channel processing unit
201, the forwarding processing unit 202, the network information management unit
102a, and the address resolution processing unit 104a may be each realized by

dedicated hardware.
[0107]

Though the communication control system in Exemplary Embodiment 1 is described
using an example where the number of network identifiers of the user network to
which the communication device belongs is one, the present invention is not limited to
this. The number of network identifiers of the user network to which the commu
nication device belongs may be more than one.

[0108]

In such a case, for example, information associating a plurality of network identifiers

corresponding to one user network with a selection criterion for selecting a network
identifier is stored in the network information storage unit 106 as the network in
formation. When performing address resolution, the address resolution processing unit
104 selects the network identifier to be used as the resolved address, based on in

formation included in the address resolution request, information indicating the com
munication device sending the address resolution request, and the selection criterion
stored in the network information storage unit 106. Thus, the address resolution
processing unit 104 can obtain an appropriate network identifier.
[0109]

Moreover, the flow entry creating unit 105 may perform path computation in con
sideration of the network identifier relating to the processing target packet. In this case,
the flow entry creating unit 105 may obtain the network identifier relating to the
processing target packet using the network information in the network information
storage unit 106, in the same manner as the address resolution processing unit 104. As
an alternative, the flow entry creating unit 105 may obtain the network identifier
relating to the processing target packet, from the destination lower layer address field
in the processing target packet.

[0110]

Though the communication control system in Exemplary Embodiment 1 is described
using an example where the number of user networks to which the communication
device belongs is one, the present invention is not limited to this. The communication
device may belong to a plurality of user networks.

[0111]

In such a case, for example, information associating a plurality of user networks cor
responding to one communication device with a selection criterion for selecting a user
network is stored in the network information storage unit 106 as the network in
formation. When performing address resolution, the address resolution processing unit
104 selects the network identifier to be used as the resolved address, based on in

formation included in the address resolution request, information indicating the com
munication device sending the address resolution request, and the selection criterion
stored in the network information storage unit 106. Thus, the address resolution
processing unit 104 can obtain an appropriate network identifier.
[0112]

Exemplary Embodiment 2.
The following describes a communication control system in Exemplary Embodiment
2 of the present invention.
As described above, in the communication control system according to the present
invention, in response to an interlayer address resolution request sent from a commu
nication device, a network identifier of a user network to which the communication
device belongs is returned instead of an actual lower address indicating a commu
nication device subjected to address resolution. Moreover, in the communication
control system in Exemplary Embodiment 1, as a source MAC address of a packet

which a communication device (e.g. the communication device 300-2 in Exemplary
Embodiment 1) receives from a device in communication (e.g. the communication
device 300-1 in Exemplary Embodiment 1), an actual lower address of the device in
communication is set.
[01 13]

In recent years, there is a communication device equipped with a communication
protocol stack or security software that outputs a warning log or breaks communication
in the case of a mismatch between the lower layer address obtained by interlayer
address resolution and the source lower address in the received packet. In view of this,
Exemplary Embodiment 2 describes a communication control system as a result of
modifying Exemplary Embodiment 1 so as to allow communication with a commu
nication device equipped with such a communication protocol stack or security
software.

[0114]

The control server 100 in Exemplary Embodiment 2 has the structure and the
function of the control server 100 in Exemplary Embodiment 1, and operates in the
same way as the control server 100 in Exemplary Embodiment 1. The control server
100 in Exemplary Embodiment 2, however, differs from the control server 100 in

Exemplary Embodiment 1, in the action of the flow entry to be added to the forwarding
node connected to the destination communication device of the packet. In detail, the
flow entry creating unit 105 in the control server 100 in Exemplary Embodiment 2 also
sets an action of changing the source lower address of the packet to the network
identifier of the user network to which the source communication device of the packet
belongs, in the flow entry. The difference of the communication control system in
Exemplary Embodiment 2 from the communication control system in Exemplary Em
bodiment 1 is described below, with reference to Fig. 8. Note that steps S 131 to S 134
from when the flow entry creation request is received to when the MAC address of the
destination communication device is obtained are the same as those in Exemplary Em
bodiment 1.
[01 15]

The flow entry creating unit 105 in the control server 100 creates the flow entry
based on the request received from the control channel processing unit 101 (step
S135), and notifies the control channel processing unit 101 of the created flow entry
(step S136). Here, the flow entry creating unit 105 creates such a flow entry in which a
process of changing the source address of the packet from the address of the source
communication device (the communication device 300- 1 in this example) to the logical
network identifier of the logical network to which the communication device (the com
munication device 300-1) belongs is defined as an action. As a result of adding such a
flow entry to the flow table in the forwarding node, a mismatch between the lower
layer address obtained by interlayer address resolution and the source lower address in
the received packet can be eliminated.

[0116]

The flow entry created by the flow entry creating unit 105 includes a matching rule
and an action, as in Exemplary Embodiment 1. The matching rule includes an input
port, a destination MAC address, a source MAC address, a destination IP address, and
a source IP address as shown below. The following shows an example of a matching
rule of a flow entry created by the flow entry creating unit 105 as the flow entry to be
added to the last forwarding node on the path computed in step S I 32.

[0117]

- Input port: the port connected to the immediately preceding forwarding node or
communication device on the path
- Destination MAC address: the network identifier obtained in step S I 33
- Source MAC address: the MAC address of the communication device sending the
processing target packet
- Destination IP address: the destination IP address of the processing target packet
- Source IP address: the source IP address of the processing target packet

[0118]

As in Exemplary Embodiment 1, in the case of aggregating flow entries, the flow
entry creating unit 105 may set any MAC address in the source MAC address in the
matching rule. Likewise, in the case of aggregating flow entries, the flow entry
creating unit 105 may set, in the destination IP address, an IP subnet to which the de s
tination IP address of the processing target packet belongs, and set any IP address in
the source IP address.

[01 19]

The flow entry creating unit 105 also sets the process such as "changing a destination
MAC address of a packet to a designated value", "changing a source MAC address of a
packet to a designated value", and "outputting a packet from a designated port", as the
action.

[0120]

As in Exemplary Embodiment 1, the flow entry creating unit 105 designates the
MAC address of the destination communication device obtained in step S I 34, as the
destination MAC address of the packet. The flow entry creating unit 105 also
designates the port connected to the next communication device on the path, as the
output port. Further, the flow entry creating unit 105 in Exemplary Embodiment 2
designates the network identifier obtained in step S133, as the source MAC address of
the packet.

[0121]

Fig. 12 is an explanatory diagram showing an example of the flow table stored in the
forwarding node. The flow table illustrated in Fig. 12 is an example of the flow table
stored in each of the forwarding nodes 200- 1 to 200-3 after the communication device
300- 1 sends a packet to the communication device 300-2 and the communication
device 300-3 sends a packet to the communication device 300-4.

[0122]

In detail, Fig. 12(A) shows an example of the flow table stored in the forwarding
node 200-1, Fig. 12(B) shows an example of the flow table stored in the forwarding
node 200-2, and Fig. 12(C) shows an example of the flow table stored in the

forwarding node 200-3. The flow table stored in the forwarding node 200-1 illustrated
in Fig. 12(A) is the same as the flow table illustrated in Fig. 9(A). On the other hand,
the flow table stored in the forwarding node 200-2 illustrated in Fig. 12(B) and the
flow table stored in the forwarding node 200-3 illustrated in Fig. 12(C) differ r e
spectively from the flow tables illustrated in Figs. 9(B) and 9(C), in that an action of
changing a source MAC address of a packet is added.
[0123]

As described above, according to Exemplary Embodiment 2 of the present invention,

the same advantageous effects as in Exemplary Embodiment 1 can be attained even
with a communication device that outputs a warning log or breaks communication in
the case of a mismatch between the lower layer address obtained by interlayer address
resolution and the source lower address in the received packet.
[0124]

Exemplary Embodiment 3.
The following describes a communication control system in Exemplary Embodiment
3 of the present invention. Though an example where the control server 100 creates the
reply to the interlayer resolution request is described in Exemplary Embodiment 1 as
an example of a communication control system according to the present invention, the
present invention is not limited to this. The forwarding nodes 200-1 to 200-3 may
create the reply to the interlayer resolution request, instead of the control server 100.

[0125]

The control server 100 in Exemplary Embodiment 3, upon receiving the ARP request
from any of the forwarding nodes 200-1 to 200-3, instructs the forwarding node
sending the ARP request to add an action of a flow entry including a process of
creating an ARP reply. The forwarding nodes 200-1 to 200-3 in Exemplary E m
bodiment 3 each perform a process of creating an ARP reply as an action of a flow
entry. The difference of the communication control system in Exemplary Embodiment
3 from the communication control system in Exemplary Embodiment 1 is described
below.

[0126]

Fig. 13 is a sequence diagram showing an example of an operation of the control

server 100 when creating the ARP reply. Steps S121 to S I22 from when the control
channel processing unit 101 requests the address resolution processing unit 104 to
create the ARP reply to when the address resolution processing unit 104 obtains the
network identifier are the same as those illustrated in Fig. 7.
[0127]

The address resolution processing unit 104 in the control server 100 creates an ARP
reply in which the network identifier obtained in step S 122 is included in the MAC
address as a result of resolution (resolved address), as the reply to the target processing
ARP request (step S123). In addition, the flow entry creating unit 105 creates a flow
entry for instructing the forwarding node to create and send an ARP reply in which the
network identifier obtained in step SI 33 is included as the MAC address as a result of
resolution (resolved address) (step S123').

[0128]

The flow entry created by the flow entry creating unit 105 includes a matching rule
and an action, as in Exemplary Embodiment 1. The matching rule includes an input
port, a destination MAC address, a source MAC address, a protocol type, information
indicating an ARP request, and a target protocol address as shown below. The
following shows an example of the matching rule of the flow entry created by the flow
entry creating unit 105.

[0129]

- Input port: the port connected to the communication device sending the ARP
request
- Destination MAC address: a broadcast MAC address or any MAC address
- Source MAC address: the MAC address of the communication device sending the
ARP request
- Protocol type: ARP
- ARP opcode: request
- Target protocol address: any IP address

[0130]

The flow entry creating unit 105 also sets the process such as "creating an ARP reply
in which a designated MAC address is included in a source MAC address and a sender
hardware address field" and "outputting a packet from a designated port", as the action.

[0131]

Here, the flow entry creating unit 105 designates the network identifier obtained in
step S122, as the source MAC address and the value of the sender hardware address
field. The flow entry creating unit 105 also designates the port connected to the com
munication device sending the ARP request, as the output port.

[0132]

In the control server 100, the address resolution processing unit 104 notifies the
control channel processing unit 101 of the ARP reply created in step S123 (step SI24).
Moreover, the flow entry creating unit 105 notifies the control channel processing unit
101 of the flow entry created in step S123' (step S124').

[0133]

The following describes an operation of the communication control system in
Exemplary Embodiment 3. Fig. 14 is a sequence diagram showing an example of the
operation of the communication control system in Exemplary Embodiment 3. Steps
S101 to S I 03 from when the communication device 300-1 sends the ARP request to

when the forwarding node 200-1 sends the ARP request to the control server 100 are
the same as steps S101 to S103 in Fig. 6. In step S104, steps S121 to S124' illustrated
in Fig. 13 are performed.
[0134]

The control channel processing unit 101 in the control server 100 instructs the
forwarding node 200-1 to send the ARP reply created in step S I04 to the commu
nication device 300-1, via the control channel (step S105). The control channel
processing unit 101 in the control server 100 also instructs the forwarding node 200-1
to add the flow entry received in step S124' to the flow table (step S105').

[0135]

Upon receiving the ARP reply sent in step S105, the forwarding processing unit 202

in the forwarding node 200- 1 sends the received ARP reply to the communication

device 300-1 (step S106). The forwarding processing unit 202 in the forwarding node
200-1 also adds the flow entry received in step S124', to the flow table (step S106').

Subsequent steps S 107 to SI 15 from when the communication device 300-1 sends the
packet to when the communication device 300-2 receives the packet are the same as
steps S107 to SI 15 in Fig. 6.
[0136]

The following describes an ARP reply operation of the forwarding node when the
communication device 300- 1 performs address resolution for the IP address of the
communication device 300-2. Fig. 15 is a sequence diagram showing an example of
the ARP reply operation of the forwarding node. It is assumed here that, before the
operation illustrated in Fig. 15 starts, steps S123', S124', S105', and S106' mentioned
above have been executed at least once.

[0137]

First, the communication device 300-1 sends an ARP request in which the IP address

(target protocol address) subjected to resolution is the IP address of the communication
device 300-2, to the forwarding node 200-1 (step S301). When the forwarding node
200-1 receives the ARP request, the forwarding processing unit 202 in the forwarding

node 200- 1 searches for a flow entry corresponding to the received ARP request (step
5302) . In this case, the flow entry corresponding to the received ARP request has been
added in step S106', and so exists in the flow table.
[0138]

Accordingly, the forwarding processing unit 202 in the forwarding node 200-1
creates an ARP reply based on an action of the flow entry found in step S302 (step
5303) . For instance, the created ARP reply includes a destination MAC address, a
source MAC address, and a sender hardware address, a sender protocol address, a
target hardware address, and a target protocol address which are information of the
ARP reply, as shown below. The following shows an example of the created ARP
reply.

[0139]

- Destination MAC address: the MAC address of the communication device sending
the ARP request
- Source MAC address: the value designated in the action of the flow entry
- ARP opcode: reply
- ARP sender hardware address: the value designated in the action of the flow entry
- ARP sender protocol address: the target protocol address in the ARP request
- ARP target hardware address: the sender hardware address in the ARP request
- ARP target protocol address: the sender protocol address in the ARP request

[0140]

Here, the network identifier (i.e. the value designated in step S123') of the user

network to which the communication device sending the ARP request belongs is set in
the source MAC address and the ARP sender hardware address.
[0141]

Note that, in the case where the ARP target protocol address in the ARP request is

the IP address of the communication device sending the ARP request in step S303, the
forwarding processing unit 202 in the forwarding node 200- 1 may stop the processing
for the ARP request.
[0142]

The forwarding processing unit 202 in the forwarding node 200-1 sends the ARP
reply created in step S303 to the communication device 300-1, based on the action of
the flow entry found in step S302 (step S304).

[0143]

As described above, according to Exemplary Embodiment 3 of the present invention,
an advantageous effect of reducing the number of ARP requests and ARP replies com
municated between the control server 100 and the forwarding nodes 200-1 to 200-3
can be attained in addition to the advantageous effects of Exemplary Embodiment 1.

[0144]

Though the communication control system in Exemplary Embodiment 3 is described
using an example where the forwarding processing unit 202 in each forwarding node
adds the flow entry corresponding to the ARP request to the flow table based on the
reception of the ARP request, the present invention is not limited to this. The flow
entry corresponding to the ARP request may be added to the flow table in each
forwarding node beforehand, prior to the reception of the ARP request.

[0145]

As an example, the control server 100 performs steps S122, S123, S123', S124, and
S124' when a communication device is newly connected to a forwarding node. By
doing so, the flow entry corresponding to the ARP request can be added to the flow
table beforehand.

[0146]

The following describes a minimum structure of the present invention. Fig. 16 is a
block diagram showing an example of a minimum structure of a communication
control system according to the present invention. The communication control system
according to the present invention comprises: a forwarding node 80 (e.g. the
forwarding nodes 200-1 to 200-3) for holding a process rule (e.g. a flow entry)
defining a feature of a packet and a process for the packet corresponding to the feature,
and processing the packet received from another device based on the process rule; and
a control server 90 (e.g. the control server 100) for controlling the process rule held in
the forwarding node 80.

[0147]

The control server 90 includes: network information storage means 9 1 (e.g. the
network information storage unit 106) for storing a logical network identifier which is
an identifier of a logical network defined by setting of the forwarding node 80, and a
correspondence relation between a device connected to the forwarding node 80 and the
logical network; and address resolution means 92 (e.g. the address resolution
processing unit 104) for, upon receiving from the forwarding node 80 an address
resolution request (e.g. an ARP request) for a destination communication device (e.g.
the communication device 300-2) which is a destination of the packet or a commu
nication device (e.g. a default router) for forwarding the packet received from a source

communication device (e.g. the communication device 300-1) which is a source of the
packet to another device, performing interlayer address resolution for the destination
communication device or the communication device, and setting the logical network
identifier of the logical network to which the source communication device belongs, in
a resolved address (e.g. a MAC address included in an ARP reply) which is an address
obtained as a result of the address resolution.
[0148]

According to this structure, interlayer address resolution can be performed efficiently
and, in the case of multiplexing a plurality of network services, flow entries indicating
processes for packets can be aggregated.

[0149]

The forwarding node may include: process rule storage means (e.g. the flow table
storage unit 203) for storing the process rule; and packet processing means (e.g. the
forwarding processing unit 202) for performing path control of the packet sent from
the source communication device, based on the process rule, wherein the process rule
storage means stores the logical network identifier, as the feature of the packet in the
process rule, and wherein the packet processing means performs the path control of the
packet corresponding to the logical network identifier, based on the process rule.

[0150]

The process rule storage means may store the process rule (e.g. the flow entry

il

lustrated in Fig. 9) defining, as the process for the packet, a process of changing a des
tination address of the packet from the logical network identifier to an address of the
destination communication device which is the destination of the packet, wherein the
packet processing means changes the destination address of the received packet to the
address of the destination communication device, based on the process rule.
[0151]

The process rule storage means may store the process rule (e.g. the flow entry

il

lustrated in Fig. 12) defining, as the process for the packet, a process of changing a
source address of the packet from an address of the source communication device to
the logical network identifier of the logical network to which the source commu
nication device belongs, wherein the packet processing means changes the source
address of the received packet to the logical network identifier, based on the process
rule.
[0152]

The address resolution means 92 may, upon receiving the address resolution request,
create a process rule (e.g. the flow entry created in step S123') defining a process of
creating an interlayer address resolution reply packet based on the address resolution
request in response to the address resolution request and a process of sending the in
terlayer address resolution reply packet to the source communication device, and
instructs the forwarding node 80 to set the created process rule, the interlayer address
resolution reply packet being a packet in which the logical network identifier of the
logical network to which the source communication device belongs is set in the
resolved address.

[0153]

Fig. 17 is a block diagram showing an example of a minimum structure of a control
server according to the present invention. The control server illustrated in Fig. 17 is the

[0154]

same as the control server 90 illustrated in Fig. 16.
Fig. 18 is a block diagram showing an example of a minimum structure of a
forwarding node according to the present invention. A forwarding node 70 according
to the present invention holds a process rule (e.g. a flow entry) defining a feature of a
packet and a process for the packet corresponding to the feature, and processes the
packet received from another device based on the process rule.

[0155]

The forwarding node 70 comprises: network information storage means 7 1 (e.g. the
network information storage unit 106a) for storing a logical network identifier which is
an identifier of a logical network defined by setting of the forwarding node, and a cor
respondence relation between a device connected to the forwarding node and the
logical network; and address resolution means 72 (e.g. the address resolution
processing unit 104a) for, upon receiving, from a source communication device (e.g.
the communication device 300-1) which is a source of the packet, an address resolution
request (e.g. an ARP request) for a destination communication device (e.g. the commu
nication device 300-2) which is a destination of the packet or a communication device
(e.g. a default router) for forwarding the packet received from the source commu
nication device to another device, performing interlayer address resolution for the des
tination communication device or the communication device, and setting the logical
network identifier of the logical network to which the source communication device
belongs, in a resolved address which is an address obtained as a result of the address
resolution.

[0156]

According to these structures, too, interlayer address resolution can be performed e f
ficiently and, in the case of multiplexing a plurality of network services, flow entries
indicating processes for packets can be aggregated.

[0157]

While the present invention has been described with reference to the above
exemplary embodiments, the present invention is not limited to the above exemplary
embodiments. The exemplary embodiments may be combined or partially modified
within the scope of the technical idea of the present invention.

[0158]

This application is based upon and claims the benefit of priority from Japanese patent
application No. 201 1-000738, filed on January 5, 201 1, the disclosure of which is in
corporated herein in its entirety by reference.

Industrial Applicability
[0159]

The present invention is preferably applied to a communication control system for
performing centralized control of packet communication paths.

Reference Signs List

100 control server
101 control channel processing unit

102, 102a network information management unit
103 topology information management unit

104, 104a address resolution processing unit
105 flow entry creating unit

106, 106a network information storage unit
107 topology information storage unit

200-1 to 200-3 forwarding node
201 control channel processing unit

202 forwarding processing unit
203 flow table storage unit
300- 1 to 300-4 communication device

400 control network
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Claims
[Claim

1]

A communication control system comprising:
a forwarding node for holding a process rule defining a feature of a
packet and a process for the packet corresponding to the feature, and
processing the packet received from another device based on the
process rule; and

a control server for controlling the process rule held in the forwarding
node,

wherein the control server includes:
network information storage means for storing a logical network

identifier which is an identifier of a logical network defined by setting
of the forwarding node, and a correspondence relation between a device
connected to the forwarding node and the logical network; and
address resolution means for, upon receiving from the forwarding node
an address resolution request for a destination communication device

which is a destination of the packet or a communication device for
forwarding the packet received from a source communication device
which is a source of the packet to another device, performing interlayer
address resolution for the destination communication device or the

communication device, and setting the logical network identifier of the
logical network to which the source communication device belongs, in
a resolved address which is an address obtained as a result of the
address resolution.

[Claim 2]

The communication control system according to claim 1, wherein the

forwarding node includes:
process rule storage means for storing the process rule; and

packet processing means for performing path control of the packet sent
from the source communication device, based on the process rule,
wherein the process rule storage means stores the logical network
identifier, as the feature of the packet in the process rule, and
wherein the packet processing means performs the path control of the

packet corresponding to the logical network identifier, based on the
process rule.
[Claim 3]

The communication control system according to claim 2, wherein the

process rule storage means stores the process rule defining, as the
process for the packet, a process of changing a destination address of
the packet from the logical network identifier to an address of the des-
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tination communication device which is the destination of the packet,
and

wherein the packet processing means changes the destination address of
the received packet to the address of the destination communication

device, based on the process rule.
[Claim 4]

The communication control system according to claim 2 or 3, wherein
the process rule storage means stores the process rule defining, as the

process for the packet, a process of changing a source address of the

packet from an address of the source communication device to the
logical network identifier of the logical network to which the source
communication device belongs, and
wherein the packet processing means changes the source address of the

received packet to the logical network identifier, based on the process
rule.

[Claim 5]

The communication control system according to any one of claims 1 to
4, wherein upon receiving the address resolution request, the address

resolution means creates a process rule defining a process of creating
an interlayer address resolution reply packet based on the address

resolution request in response to the address resolution request and a
process of sending the interlayer address resolution reply packet to the
source communication device, and instructs the forwarding node to set
the created process rule, the interlayer address resolution reply packet

being a packet in which the logical network identifier of the logical
network to which the source communication device belongs is set in the
resolved address.
[Claim 6]

A control server for controlling a process rule that is held in a
forwarding node for processing a packet received from another device
based on the process rule and that defines a feature of the packet and a
process for the packet corresponding to the feature, the control server
comprising:

network information storage means for storing a logical network
identifier which is an identifier of a logical network defined by setting
of the forwarding node, and a correspondence relation between a device
connected to the forwarding node and the logical network; and
address resolution means for, upon receiving from the forwarding node
an address resolution request for a destination communication device

which is a destination of the packet or a communication device for
forwarding the packet received from a source communication device
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which is a source of the packet to another device, performing interlayer
address resolution for the destination communication device or the
communication device, and setting the logical network identifier of the
logical network to which the source communication device belongs, in
a resolved address which is an address obtained as a result of the
address resolution.
[Claim 7]

A forwarding node for holding a process rule defining a feature of a
packet and a process for the packet corresponding to the feature, and
processing the packet received from another device based on the
process rule, the forwarding node comprising:
network information storage means for storing a logical network
identifier which is an identifier of a logical network defined by setting
of the forwarding node, and a correspondence relation between a device
connected to the forwarding node and the logical network; and
address resolution means for, upon receiving, from a source commu
nication device which is a source of the packet, an address resolution
request for a destination communication device which is a destination
of the packet or a communication device for forwarding the packet
received from the source communication device to another device,
performing interlayer address resolution for the destination commu
nication device or the communication device, and setting the logical
network identifier of the logical network to which the source commu
nication device belongs, in a resolved address which is an address
obtained as a result of the address resolution.

[Claim 8]

A communication control method, wherein a control server including
network information storage means for storing: a logical network
identifier which is an identifier of a logical network defined by setting
of a forwarding node for processing a packet received from another
device based on a process rule defining a feature of the packet and a
process for the packet corresponding to the feature; and a corre
spondence relation between a device connected to the forwarding node
and the logical network performs, upon receiving from the forwarding
node an address resolution request for a destination communication
device which is a destination of the packet or a communication device
for forwarding the packet received from a source communication
device which is a source of the packet to another device, interlayer
address resolution for the destination communication device or the
communication device, and
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wherein the control server sets the logical network identifier of the
logical network to which the source communication device belongs, in
a resolved address which is an address obtained as a result of the
address resolution.
[Claim 9]

A communication control program applied to a computer for con
trolling a process rule that is held in a forwarding node for processing a
packet received from another device based on the process rule and that
defines a feature of the packet and a process for the packet corre
sponding to the feature, the computer including network information
storage means for storing a logical network identifier which is an
identifier of a logical network defined by setting of the forwarding
node, and a correspondence relation between a device connected to the
forwarding node and the logical network, the communication control
program causing the computer to execute
an address resolution process of, upon receiving from the forwarding
node an address resolution request for a destination communication
device which is a destination of the packet or a communication device
for forwarding the packet received from a source communication
device which is a source of the packet to another device, performing interlayer address resolution for the destination communication device or
the communication device, and setting the logical network identifier of
the logical network to which the source communication device belongs,
in a resolved address which is an address obtained as a result of the
address resolution.

[Claim 10]

A communication control program applied to a computer for holding a
process rule defining a feature of a packet and a process for the packet
corresponding to the feature, a logical network identifier which is an
identifier of a logical network defined by setting of the computer, and a
correspondence relation between a device connected to the computer
and the logical network, and processing the packet received from
another device based on the process rule, the communication control
program causing the computer to execute
an address resolution process of, upon receiving, from a source com
munication device which is a source of the packet, an address
resolution request for a destination communication device which is a
destination of the packet or a communication device for forwarding the
packet received from the source communication device to another
device, performing interlayer address resolution for the destination
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communication device or the communication device, and setting the
logical network identifier of the logical network to which the source
communication device belongs, in a resolved address which is an
address obtained as a result of the address resolution.
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