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power consumption in the wireless asymmetric network architecture. The
system also includes a plurality of nodes each having a wireless device
with a transmitter and a receiver (or transmitter and receiver functionality
of a transceiver) to enable bi-directional communications with the wire-
less control device of the hub in the wireless asymmetric network archi-
tecture. The wireless control device can be configured to determine a
scheduled timing of causing the transmitter to be operable to transmit and
causing the receiver to be operable to receive for each wireless device to
reduce power consumption of the wireless devices of the plurality of
nodes.



WO 2016/123239 A1 WK 00N AT AR AR

Published: —  before the expiration of the time limit for amending the
—  with international search report (Art. 21(3)) claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))




WO 2016/123239 PCT/US2016/015168

SYSTEMS AND METHODS FOR PROVIDING WIRELESS SENSOR NETWORKS
WITH AN ASYMMETRIC NETWORK ARCHITECTURE

RELATED APPLICATIONS

[0001] This application is related to Application No. 14/607,047 filed January 27, 2015,
entitled: SYSTEMS AND METHODS FOR PROVIDING WIRELESS ASYMMETRIC
NETWORK ARCHITECTURES OF WIRELESS DEVICES WITH ANTI-COLLISION
FEATURES; Application No. 14/607,048 filed January 27, 2015, entitled: SYSTEMS AND
METHODS FOR PROVIDING WIRELESS ASYMMETRIC NETWORK ARCHITECTURES
OF WIRELESS DEVICES WITH POWER MANAGEMENT FEATURES; and Application
No. 14/607,050 filed January 27, 2015, entitled: SYSTEMS AND METHODS FOR
DETERMINING LOCATIONS OF WIRELESS SENSOR NODES IN AN ASYMMETRIC
NETWORK ARCHITECTURE.

FIELD
[0002] Embodiments of the invention pertain to systems and methods for providing wireless

sensors networks with an asymmetric network architecture.

BACKGROUND

[0003] In the consumer electronics and computer industries, wireless sensor networks have
been studied for many years. In archetypal wireless sensor networks, one or more sensors are
implement in conjunction with a radio to enable wireless collection of data from one or more
sensor nodes deployed within a network. Each sensor node may include one or more sensors,
and will include a radio and a power source for powering the operation of the sensor node.
[0004] Wireless conventional sensor networks suffer from certain deficiencies that affect

their operation, efficiency, cost, and ability to be implemented in indoor environments.

SUMMARY

[0005] For one embodiment of the present invention, a system with power management
features for providing a wireless asymmetric network is disclosed herein. The system includes a
hub having a wireless control device that is configured to control communications and power
consumption in the wireless asymmetric network architecture. The system also includes a
plurality of nodes each having a wireless device with a transmitter and a receiver to enable bi-
directional communications with the wireless control device of the hub in the wireless

asymmetric network architecture. The wireless control device can be configured to determine a
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scheduled timing of causing the transmitter to be operable to transmit and causing the receiver
to be operable to receive for each wireless device to reduce power consumption of the wireless
devices of the plurality of nodes.

[0006] In another embodiment, a system for providing a wireless asymmetric network
architecture with anti-collision features includes a first hub having a wireless control device that
is configured to control communications in the wireless asymmetric network architecture and a
first plurality of nodes each having a wireless device with a transmitter and a receiver to enable
bi-directional communications with the wireless control device of the first hub in the wireless
asymmetric network architecture. The wireless control device of the first hub is configured to
detect a communication from a first node of the first plurality of nodes, determine whether at
least a portion of the communication is unintelligible to circuitry of the first hub or circuitry
coupled to the first hub, and determine whether a collision of communications transmitting at
approximately the same time from the first node and a second node has likely occurred when
the at least portion of the communication is unintelligible.

[0007] The system may also include a second hub having a wireless control device that is
configured to control communications in the wireless asymmetric network architecture and a
second plurality of nodes each having a wireless device with a transmitter and a receiver to
enable bi-directional communications with the wireless control device of the second hub in the
wireless asymmetric network architecture. The wireless control device of the second hub is
configured to determine a transmit window for a transmitter and a receive window for a receiver
of each wireless device of the second plurality of nodes and provide anti-collision features to
avoid collisions of the communications received from the wireless devices of the second
plurality of nodes.

[0008] In another embodiment, a system for providing a wireless asymmetric network
architecture includes power management features. The system includes a hub having a wireless
control device that is configured to control communications and power consumption in the
wireless asymmetric network architecture and a plurality of sensor nodes each having at least
one sensor and a wireless device with a transmitter and a receiver to enable bi-directional
communications with the wireless control device of the hub in the wireless asymmetric network
architecture. The wireless control device is configured to determine a scheduled timing of
operating each sensor node during a first time period that is close in time with respect to a
transmit window of the transmitter and during a second time period that is close in time with
respect to a receive window of the receiver for each wireless device to reduce power
consumption of the wireless devices of the plurality of sensor nodes.

[0009] In one example, each sensor node operates at a first power consumption level for the
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first and second time periods. Each sensor node may operate at a second power consumption
level when outside of the first and second time periods. For this example, the first power
consumption level has more power consumption than the second power consumption level.
[0010] In another embodiment, an apparatus (e.g., hub) for providing a wireless asymmetric
network architecture includes a memory for storing instructions, one or more processing units to
execute instructions to establish and control communications in a wireless asymmetric network
architecture, and radio frequency (RF) circuitry including multiple antennas to transmit and
receive communications in the wireless asymmetric network architecture. The RF circuitry may
include multiple antennas to transmit communications to a plurality of sensor nodes each having
a wireless device with a transmitter and a receiver to enable bi-directional communications with
the RF circuitry of the apparatus in the wireless asymmetric network architecture. The one or
more processing units are configured to execute instructions to determine location information
for the plurality of sensor nodes based on receiving communications from each sensor node.
[0011] Other features and advantages of embodiments of the present invention will be

apparent from the accompanying drawings and from the detailed description that follows below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Embodiments of the present invention are illustrated by way of example and not
limitation in the figures of the accompanying drawings, in which like references indicate similar
elements, and in which:

[0013] Figure 1 shows an archetypal mesh-type wireless sensor network.

[0014] Figure 2 shows an archetypal tree-type wireless sensor network.

[0015] Figure 3 shows the conceptual basis for frequency division multiplexing.

[0016] Figure 4 shows the conceptual basis for time division multiplexing.

[0017] Figure 5 shows the conceptual basis for code division multiplexing

[0018] Figure 6 is an asymmetric tree network architecture in accordance with one
embodiment.

[0019] Figure 7 shows a system with an asymmetric tree and mesh network architecture
having multiple hubs in accordance with one embodiment.

[0020] Figure 8A shows an exemplary embodiment of a hub implemented as an overlay 800
for an electrical power outlet in accordance with one embodiment.

[0021] Figure 8B shows an exemplary embodiment of an exploded view of a block diagram
of a hub 820 implemented as an overlay for an electrical power outlet in accordance with one
embodiment.

[0022] Figure 9A shows an exemplary embodiment of a hub implemented as a card for
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deployment in a computer system, appliance, or communication hub in accordance with one
embodiment.

[0023] Figure 9B shows an exemplary embodiment of a block diagram of a hub 964
implemented as a card for deployment in a computer system, appliance, or communication hub
in accordance with one embodiment.

[0024] Figure 9C shows an exemplary embodiment of a hub implemented within an
appliance (e.g., smart washing machine, smart refrigerator, smart thermostat, other smart
appliances, etc.) in accordance with one embodiment.

[0025] Figure 9D shows an exemplary embodiment of an exploded view of a block diagram
of a hub 984 implemented within an appliance (e.g., smart washing machine, smart refrigerator,
smart thermostat, other smart appliances, etc.) in accordance with one embodiment.

[0026] Figure 10 illustrates a flow chart for a method of providing communications for a
wireless asymmetric network architecture in accordance with one embodiment.

[0027] Figure 11 illustrates a time sequence for shifting transmit and receive
communications to avoid collisions in a wireless asymmetric network architecture in
accordance with one embodiment.

[0028] Figure 12 illustrates a method of arbitration and collision avoidance for
communications in a wireless asymmetric network architecture in accordance with one
embodiment.

[0029] Figure 13 illustrates a flow chart for a method of providing implementation of sensor
localization for a wireless asymmetric network architecture in accordance with one
embodiment.

[0030] Figure 14 illustrates use of multiple antennas on an apparatus (e.g., hub) and a
multipath environment to enable sensor localization in accordance with one embodiment.
[0031] Figure 15 illustrates use of multiple hubs each having a single antenna to achieve
localization in accordance with one embodiment.

[0032] Figure 16 illustrates a flow chart for a method of providing a wireless asymmetric
network architecture with a hub having power management features in accordance with one
embodiment.

[0033] Figure 17 illustrates a block diagram of a sensor node in accordance with one
embodiment.

[0034] Figure 18 illustrates a block diagram of a system or appliance 1800 having a hub in
accordance with one embodiment.

[0035] Figure 19 illustrates a block diagram of a vibrational energy harvesting system for

providing a supplemental energy source to a sensor node in accordance with one embodiment.
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[0036] Figure 20 illustrates a block diagram of a vibrational energy harvesting system for
charging a rechargeable battery of a sensor node in accordance with another embodiment.
[0037] Figure 21 illustrates a block diagram of a photovoltaic energy harvesting system for

charging a rechargeable battery of a sensor node in accordance with one embodiment.

DETAILED DESCRIPTION

[0038] Systems and methods for implementing power management features while
providing a wireless asymmetric network are disclosed herein. In one embodiment, a system
includes a hub having a wireless control device that is configured to control communications
and power consumption in the wireless asymmetric network architecture. The system also
includes a plurality of nodes each having a wireless device with a transmitter and a receiver to
enable bi-directional communications with the wireless control device of the hub in the wireless
asymmetric network architecture. The wireless control device can be configured to determine a
scheduled timing of causing the transmitter to be operable to transmit and causing the receiver
to be operable to receive for each wireless device to reduce power consumption of the wireless
devices of the plurality of nodes.

[0039] A wireless sensor network is described for use in an indoor environment including
homes, apartments, office and commercial buildings, and nearby exterior locations such as
parking lots, walkways, and gardens. The wireless sensor network may also be used in any type
of building, structure, enclosure, vehicle, boat, etc. having a power source. The sensor system
provides good battery life for sensor nodes while maintaining long communication distances.
Additional aspects of embodiments of the invention provide ability to achieve sensor
localization, collision avoidance, mitigation of self-discharge, and implementation of energy
harvesting.

[0040] Embodiments of the invention provide advantages in power management such as
providing a wireless sensor network for use in indoor and nearby exterior environments with
enhanced battery life. The asymmetry of available power in indoor and nearby exterior
environments is exploited to enhance battery life and communication range in wireless sensor
networks deployed in such environments.

[0041] Embodiments of the invention exploit the use of low-duty cycle networking to
reduce transmission-related energy consumption in a wireless sensor network for use in indoor
and nearby exterior environments, thus providing improved battery life.

[0042] Anti-collision features provide a means of avoiding communication collisions in a
wireless sensor network for use in indoor and nearby exterior environments without expending

excessive energy on communications associated with collision avoidance.
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[0043] Sensor localization features provide a wireless sensor network offering precise
localization of individual sensor nodes in indoor and nearby exterior environments.

[0044] Energy scavenging features provide a wireless sensor network for use in indoor and
nearby exterior environments with battery-optimized energy scavenging.

[0045] Embodiments of the invention provide a battery-operated sensor node architecture
offering robust communication and long battery life within indoor and similar environments,
along with ability to precisely determine location of the sensor node within the physical
environment of the wireless sensor network.

[0046] Conventional wireless sensor networks make use of a variety of communication and
power supply schemes. In one communication scheme, a mesh network is used, where sensor
nodes within the wireless sensor networks act as routers. In this scheme, each node can send
data originating within itself, can receive data from other nodes or devices, and can route data
received from other nodes or devices on to still other nodes or devices. In this last manner, the
sensor node behaves as a repeater, in that it passes on data not originating within itself. Figure
1 shows a schematic representation of a wireless sensor network implemented as a mesh
network. Each of the nodes 1-10 can send data originating within itself, can receive data from
other nodes or devices, and can route data received from other nodes or devices to still other
nodes or devices

[0047] In another communication scheme, the network may be implemented in a tree
structure, such that the network is organized into nodes forming a tree structure, with a root
linked to branches, branches linked to other branches and to terminals, and finally terminals on
the lowest level of hierarchy. Such a network structure is shown in figure 2. In this system,
terminal nodes 7-25 only communicate to a respective branch node (e.g., 2-6) above a terminal
node, and do not communicate directly to each other. For example, terminal nodes 11-14 only
communicate with branch node 3 and do not communicate directly to each other. Similarly,
branches nodes communicate to terminal nodes below them, and to branches nodes (e.g., branch
node 1) above them, but not directly communicate to branches nodes on the same level of
hierarchy. For example, branch node 4 communicates with branch node 1 but does not directly
communicate with branch nodes 2, 3, 5, and 6. In this manner, a tree network is implemented.
[0048] Since multiple wireless sensor networks in a typical wireless sensor network may be
located within the same physical environment, there is a risk of collisions during wireless
communication. A collision is defined as an event when two or more nodes attempt to
communicate at the same time, resulting in at least a portion of the communication being
unintelligible (e.g., garbled, distorted) to a processing circuit. Various strategies to avoid or

mitigate collisions have been disclosed. In one means of avoiding collisions, frequency division
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multiplexing may be used as illustrated in the exemplary diagram 300 of figure 3. In this
system, individual nodes may be assigned specific dedicated frequencies over which to
communicate. By allocating different frequencies such two nodes at risk of collision do not
communicate at the same frequency, thus collisions can be avoided. In this exemplary diagram
300, the available frequency spectrum is divided into frames (e.g., frames 1-4) on a vertical
frequency axis 310 and the frames are in turn divided into slots (e.g., slots 1-4). In the exemplar
diagram, there are four frames and four slots available at any point in time on a horizontal time
axis 320. By allocating slots between individual users (e.g., users 1-4), 4 separate users can
transmit at the same time without collision.

[0049] In another means of avoiding collisions, time division multiplexing may be used as
illustrating in an exemplary diagram 400 of Figure 4. In this system, individual nodes may be
assigned specific time slices during which the nodes may communicate. By allocating time
slices such that two nodes at risk of communication do not communicate during the same time
slice, collisions can be avoided. The time slices (e.g., 1-4) of frames 1-4 as shown on a time
axis 420 may be pre-defined, or may be established using a beacon or broadcast synchronization
signal. In this diagram 400, multiple users (for example, multiple sensor nodes) may share the
same frequency band of frequency axis 410 by using individually separate time slots. Since no
two users transmit during the same time slot, collisions can be avoided.

[0050] In another means of avoiding collisions, code division multiplexing may be used. In
this system, the available frequency spectrum for radio transmission is chosen to be wide
enough that multiple nodes can communicate at the same carrier frequency using different
spreading codes. This in turn allows for avoidance of collisions. This system is commonly
used in cellular communication, for example, as shown in figure 5. In this system 500, the same
general frequency spectrum is used by multiple users. However, individual users use different
and separable spreading codes, such that they can be deconvoluted from each other despite
sharing the same frequency and time space. For example, a user of a device 502 sends a
communication 512 to a user of a device 503. The communication 512 is encoded and decoded
with the purple code 510. At the same time, a user of a device 504 sends a communication 530
to a user of a device 505. The communication 530 is encoded and decoded with the green code
530.

[0051] In yet another means of avoiding collisions, spatial separation of sensor
communications may be used, such that collisions are avoided by preventing colliding
communications in the same physical space. This may be achieved by physically placing the
sensors in different locations or by controlling the shape and extent of electromagnetic radiation

associated with a particular communication event.
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[0052] Electrical power for the operation of individual sensor nodes may be obtained in
numerous ways. Power may be provided by connecting individual nodes to a battery. Power
may also be provided by connecting individual nodes to electrical means, for example, by using
a plug. Power may also be provided via energy harvesting, where energy is harvested by the
node from available external energy sources. These energy sources could include vibration,
solar power, electromagnetic radiation, heat, and other similar sources of harvestable energy.
The harvestable energy may be incidental or may be deliberately made available to the node.
The former may be the case, for example, in a wireless sensor network operating in a bright
environment, such that solar power is incidentally available, while the latter may be the case in
an environment where inductive power coupling is used to specifically transfer power to the
sensor node from an external transmitter.

[0053] In many wireless sensor network applications, it is desirable to determine the
location of the individual sensor nodes. In conventional wireless sensor networks, this has been
achieved in various ways. In a first example, distance between sensor nodes is determined by
using distance-dependent communication effects to estimate distances between two sensor
nodes communicating with each other. In a mesh network, by exploiting the various
communication paths in the mesh, positioning of each node can be estimated based on the
various estimated distances. In another example, location information is transmitted by each
sensor node, thus specifying the location of the various nodes within the sensor network. The
location may be determined using existing localization services such as the global positioning
service (GPS).

[0054] The conventional approaches discussed herein suffer from certain deficiencies that
affect their operation, efficiency, cost, and/or ability to be implemented in and around indoor
environments such as would exist in homes, apartments, office and commercial buildings, and
nearby exterior locations such as parking lots, walkways, and gardens. In particular, in such
environments, there is a substantial asymmetry in available power, such that some locations will
have access to plenty of power while others will be relatively power-starved. For example,
locations close to electrical outlets will have access to power from the outlet, and locations in
bright sunlight will have access to solar power, while locations away from the walls and in dark
locations might be relatively power starved. In these applications, the previously described
wireless sensor networks suffer from shortcomings that limit their operation, since these
approaches do not exploit this asymmetry and are rather limited in their use of communication
protocols, power availability, and overall operation. Furthermore, in indoor environments,
localization strategies are altered. For example, GPS typically does not work well indoors due

to poor satellite signal penetration. Similarly, the presence of multiple potential reflecting
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surfaces can complicate or prevent localization using iterative multi-point distance calculations.
[0055] In a typical wireless communication device, instantaneous power to transmit is
usually significantly larger than instantaneous power required to receive. The power required in
transmission is typically directly related to the desired range of communication, since the signal
strength received at the target location must be sufficiently large as to enable discernment over
the noise at that location. Range can thus be increased by increasing signal strength of the
transmitted signal; this results in an increase in the power consumed during transmission. On
the other hand, the power required to receive depends on the fraction of time during which the
receive radio is operational for receiving transmitted signals (e.g., communications).

[0056] Mesh networks can reduce the power required during transmission by using multiple
shorter hops rather than one long hop between nodes. On the other hand, in mesh networks,
since the receive radio must be on most or all of the time to enable reception and/or relaying of
signals from neighboring mesh nodes, the energy required to receive may be significantly larger
than receive energy required to receive in network architectures in which the receive radio is
only on sporadically. Therefore, systems in which only small amounts of data need to be
transmitted, mesh networks can suffer from drawbacks with respect to energy consumption and
thus with respect to battery life. Given the small amount of data required to be transmitted,
such systems can be operated at low transmit duty cycles, such that the total transmit energy can
be low despite a high transmit power requirement. In such systems, receive power becomes a
greater concern therefore. As a consequence, mesh networks can have unfavorable power
consumption requirements since the receive radios must be on for a substantial fraction of time
to support the requisite mesh communications.

[0057] Even in mesh networks that eliminate repeater functionality in battery operated
nodes, such drawbacks can still exist since the battery-operated nodes must still expend
significant power to maintain transmit and receive compatibility with the mesh network
architecture of the overall network.

[0058] Conventional tree networks suffer from drawbacks as well. In conventional tree
networks working in indoor requirements, the power required to transmit can be high. In
particular, since tree networks cannot exploit short-hop communications without having a high-
density of hubs, tree networks can have significant node energy consumption associated with
transmission due to the need to provide higher transmit powers to achieve robust
communication over the long distances between nodes and hubs.

[0059] Conventional wireless sensor networks have drawbacks when used in systems
requiring only small amounts of data transmission, such as might exist for collections of simple

sensing functions. In such systems, the low amount of data required to be transmitted may
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result in poor utilization of the network capacity, resulting in a significant waste of energy in a
network that does not duty cycle such that battery operated nodes are only in an operational
mode for a small fraction of the time.

[0060] Conventional battery operated wireless sensor nodes can suffer from poor battery life
since they can lose available battery energy due to self-discharge. This is a particular concern in
systems running under low duty cycles of operation, since battery capacity is continuously lost
due to self-discharge even when the node itself is in a low-energy sleep state.

[0061] Conventional wireless sensor networks have disadvantages in that they may be
unable to localize individual sensor nodes or may require the use of multiple reception points to
enable triangulation of sensor node locations or may require access to external localization
systems or beacons such as GPS. Particularly in indoor environments, with significant risk of
multi-path signal propagation, narrow-band sensor systems can suffer from poor or non-
functional sensor localization ability due to signal degradation and temporal dispersion
associated with multi-path events. Similarly, in indoor environments, availability of external
localization systems or beacons such as GPS may be minimal or non-existing, preventing sensor
localization. Even in networks utilizing ultra-wide-band communication, localization may be
limited by the need to use multiple reception points to achieve triangulation of sensor position.
This can result in increased overall network complexity and cost.

[0062] Conventional wireless sensor networks have additional disadvantages in that these
wireless sensor networks may expend significant energy on collision avoidance during
communication. Some conventional wireless sensor networks require implementation of
frequency division multiplexing, which requires use of precisely tuned circuits. The operation
of these circuits may expend significant energy due to power consumption associated with the
tuned RF stages. On the other hand, conventional wireless sensor network systems
implementing time division multiplexing may consume significant power due to the power
consumption of the transmit and receive radios required to manage the time slice
synchronization. In conventional systems implementing code division multiplexing, significant
power may be expended in the circuitry implementing coding functions, due to the complexity
of coding and decoding.

[0063] Wireless sensor networks including battery operated sensor nodes typically suffer
from trade-offs between sensor communication range and battery life. Longer range of sensor
network operation may be achieved by using higher power radio transmissions from the sensor
nodes or by implementing a mesh network where individual nodes act as repeaters or routers to
provide multi-hop communication over the physical range of the wireless sensor network. In

the former example, sensor node power consumption is increased due to the higher expenditure
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on transmit power. In the latter example, both transmit and receive power may be increased.
Transmit power is increased due to the increased network traffic involved in implementing the
mesh network, while receive power is increased due to the need to have the receive radio on for
large periods of time to monitor for incoming network traffic.

[0064] As a consequence of the energy costs associated with these communication
activities, battery life on battery-operated sensor nodes is often limited. In indoor environments,
it is to be noted that power for operation of sensor nodes and the wireless sensor network is
plentiful in specific locations. In one embodiment, indoor environments include indoor and
nearby exterior locations as would exist, for example, in homes, apartments, office and
commercial buildings, and nearby exterior locations such as, for example, parking lots,
walkways, and gardens. In one example, power is available at the specific locations of power
outlets within a room environment or along exterior walls. Power is also available in areas of
extensive sun exposure due to the ability to generate adequate solar power. Other examples of
locally available power would be apparent to one of ordinary skill in the art. As a result, indoor
environments offer a significant asymmetry in power availability, such that some nodes within a
wireless sensor network deployed in such an environment would have plentiful access to
external power sources, with other nodes in such an environment may be limited to the energy
stored in an attached power source (e.g., battery).

[0065] In one embodiment, an asymmetry in power availability may be exploited to provide
long range of communication in a wireless asymmetric network architecture while maintaining
long battery life for nodes that are powered by a battery source. In an exemplary embodiment, a
communication range of 20 meters between communicating nodes may be achieved while
providing a long battery life (e.g., approximately 10 years, at least ten years) in battery operated
nodes. This may be achieved by implementing an energy aware networking protocol in
accordance with embodiments of this invention. Specifically, a tree-like network architecture
may be used where long-life battery operated nodes are used on the terminal ends of the tree.
[0066] Figure 6 shows a system with an asymmetric tree network architecture in accordance
with one embodiment. The system 600 includes one hub 610 having a wireless control device
612 and three nodes 620, 630, and 640 that each include a wireless device 621, 631, and 641,
respectively. Each wireless device includes RF circuitry (e.g., a transceiver with transmitter
functionality and receiver functionality, a transmitter and a receiver) to enable bi-directional
communications including communications 622, 624, 632, 634, 642, and 644 with the wireless
control device of the hub 610 in the wireless asymmetric network architecture. For example, a
sensor node 630 transmits a communication 632 (e.g., transmit communication of sensor node

630) and receives a communication 634 (e.g., receive communication of sensor node 630) from
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hub 610. From the perspective of the hub 610, the communication 632 is a receive
communication and the communication 634 is a transmit communication for the hub. The
wireless control device is configured to determine a scheduled timing of causing the transmitter
to be operable to transmit and causing the receiver to be operable to receive for each wireless
device to reduce power consumption of the wireless devices of the nodes 620, 630, and 640.
[0067] In one embodiment, the hub 610 is powered by a mains electrical source (e.g.,
alternating-current (AC) electric power supply) and the nodes are each powered by a battery
source or another energy source (not mains electrical source) to form the wireless asymmetric
network. The scheduled timing of powering the transmitter and powering the receiver for each
wireless device of the nodes is determined based on a timing of communications between the
hub and each wireless device of the nodes.

[0068] In one example, the transmitter for each wireless device of the nodes is operable for
transmitting less than 5 percent of a time period and the receiver for each wireless device of the
first plurality of nodes is operable for receiving less than 5 percent of the time period. In
another example, the transmitter for each wireless device of the nodes is operable for
transmitting less than 1 percent of a time period and the receiver for each wireless device of the
nodes is operable for receiving less than 1 percent of the time period. The nodes are in a non-
communicative state when the transmitter and the receiver of the wireless devices are not
operable for transmitting and receiving, respectively.

[0069] The sensor nodes include one or more sensors including image sensors, moisture
sensors, temperature sensors, humidity sensors, air quality sensors, light sensors, motion
sensors, and audio sensors, etc. for different applications including home and office integrity
and security. For example, the motion sensors may sense motion in order to determine whether
a door or window has been unlocked and image sensors obtain images to determine whether an
intruder has forced entry into a home or building. In this case, an alarm or warning signal can
be sent to a device (e.g., source device, client device, mobile device, tablet device, computing
device, etc.) of a home owner or owner of the building.

[0070] In another example, moisture sensors may determine whether a home or building has
a potential leak or moisture issue. In some of these embodiments, it may sometimes be
desirable for a sensor to communicate without waiting for its allotted time slot or transmit
window. For example, such a situation may occur when an alarm sensor detects an intruder. In
this instance, the sensor may transmit immediately, and the hub will receive the information
since the hub has plenty of power and is always operable to receive. On the other hand, such a
network will still benefit from the power reduction achieved by the hub-controlled transmit and

receive windows during normal operation.
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[0071] In certain embodiments, multiple hubs may communicate with each other, multiple
nodes may communicate with multiple hubs, and hubs and nodes may be organized in more
tiers so as to implement a multi-level tree network.

[0072] Figure 7 shows a system with an asymmetric tree and mesh network architecture
having multiple hubs in accordance with one embodiment. The system 700 includes a central
hub 710 having a wireless control device 712, hub 720 having a wireless control device 721,
hub 782 having a wireless control device 783, and additional hubs including hub n having a
wireless control device n. Additional hubs which are not shown can communicate with the
central hub 710, other hubs, or can be an additional central hub. Each hub communicates bi-
directionally with other hubs and one or more sensor nodes. The hubs are also designed to
communicate bi-directionally with other devices including device 780 (e.g., client device,
mobile device, tablet device, computing device, smart appliance, smart TV, etc.).

[0073] The sensor nodes 730, 740, 750, 760, 770, 788, 792, n, and n+1 (or terminal nodes)
each include a wireless device 731, 741, 751, 761, 771, 789, 793, n, and n +1, respectively. A
sensor node is a terminal node if it only has upstream communications with a higher level hub
or node and no downstream communications with another hub or node. Each wireless device
includes RF circuitry with a transmitter and a receiver (or transceiver) to enable bi-directional
communications with hubs or other sensor nodes.

[0074] In one embodiment, the central hub 710 communicates with hubs 720, 782, hub n,
device 780, and nodes 760 and 770. These communications include communications 732, 734,
742,744,752, 754,774,772, 764, 762, 781, 784, 786, 714, and 712 in the wireless asymmetric
network architecture. The central hub having the wireless control device 711 is configured to
send communications to other hubs and to receive communications from the other hubs for
controlling and monitoring the wireless asymmetric network architecture.

[0075] The hub 720 communicates with central hub 710 and also sensors nodes 730, 740,
and 750. The communications with these sensor nodes include communications 732, 734, 742,
744,752, and 754. For example, from the perspective of the hub 720, the communication 732
is received by the hub and the communication 734 is transmitted to the sensor node. From the
perspective of the sensor node 730, the communication 732 is transmitted to the hub 720 and
the communication 734 is received from the hub.

[0076] The wireless control device 721 is configured to determine a scheduled timing of
causing the transmitter to be operable to transmit and causing the receiver to be operable to
receive for each wireless device 731, 741, 750 to reduce power consumption of the wireless
devices of the nodes 730, 740, and 750.

[0077] The wireless control device 711 of the central hub 710 is configured to determine a
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scheduled timing of causing the transmitter to be operable to transmit and causing the receiver
to be operable to receive for each wireless device to reduce power consumption of the wireless
devices of the nodes. For example, the wireless control device 711 of the central hub 710 is
configured to determine a scheduled timing of causing the transmitter to be operable to transmit
and causing the receiver to be operable to receive for each wireless device 761 and 771 to
reduce power consumption of the wireless devices of the nodes 760 and 770.

[0078] In another example, the wireless control device 711 of the central hub 710 is also
configured to determine a scheduled timing of causing the transmitter to be operable to transmit
and causing the receiver to be operable to receive for each wireless control device of the hubs
720, 782, and n to reduce power consumption of these hubs particularly if these hubs are not
powered by a mains electrical source.

[0079] In one embodiment, the central hub 710, hub 720, hub 782, and hub n are powered
by a mains electrical source and the sensors nodes are each powered by a battery source or
another energy source (not mains electrical source) to form the wireless asymmetric network.
The scheduled timing of causing the transmitter to be operable to transmit and causing the
receiver to be operable to receive for each wireless device of the nodes is determined based on a
timing of communications between a hub and associated wireless device of the nodes.

[0080] By using the architectures illustrated in figures 6 or 7, nodes requiring long battery
life minimize the energy expended on communication and higher level nodes in the tree
hierarchy are implemented using available energy sources or may alternatively use batteries
offering higher capacities or delivering shorter battery life. To facilitate achievement of long
battery life on the battery operated terminal nodes, communication between those nodes and
their upper level counterparts (hereafter referred to as lowest-level hubs) may be established
such that minimal transmit and receive traffic occurs between the lowest-level hubs and the
terminal nodes.

[0081] In one embodiment, the nodes spend most of their time (e.g., more than 90% of their
time, more than 95% of their time, approximately 98% or more than 98% of their time) in a
low-energy non-communicative state. When the node wakes up and enters a communicative
state, the nodes are operable to transmit data to the lowest-level hubs. This data may include
node identification information, sensor data, node status information, synchronization
information, localization information and other such information for the wireless sensor
network.

[0082] In a deterministic manner related to the timing of the transmission, the nodes may
also then operate so as to enable reception of data sent by the lowest-level hubs or other

communicative devices within the tree network architecture or tree and mesh network
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architecture. Since the timing of the reception is related to the timing of the transmission, the
terminal nodes do not expend excessive energy keeping their receive radios of the receivers of
the RF circuitry active in a receive mode. Additionally, transmit radios of the RF circuitry in
the lowest-level hubs, for example, are aware of when the receive radios of the terminal nodes
are active based on the timing of the transmitted signals from the terminal nodes. Note that the
lowest level hubs and other devices in the network architecture can maintain their receive radios
in an operable mode for receiving communications (e.g., receive mode) for a substantial fraction
of time since they are not energy constrained. The data sent by the hubs and received by the
terminal nodes may include instructions, configuration information, node identification
information, timing information, and other such information for the wireless sensor network.
[0083] The hubs may be physically implemented in numerous ways in accordance with
embodiments of the invention. Figure 8A shows an exemplary embodiment of a hub
implemented as an overlay 800 for an electrical power outlet in accordance with one
embodiment. The overlay 800 (e.g., faceplate) includes a hub 810 and a connection 812 (e.g.,
communication link, signal line, electrical connection, etc.) that couples the hub to the electrical
outlet 802. Alternatively (or additionally), the hub is coupled to outlet 804. The overlay 800
covers or encloses the electrical outlets 802 and 804 for safety and aesthetic purposes.

[0084] Figure 8B shows an exemplary embodiment of an exploded view of a block diagram
of a hub 820 implemented as an overlay for an electrical power outlet in accordance with one
embodiment. The hub 820 includes a power supply rectifier 830 that converts alternating
current (AC), which periodically reverses direction, to direct current (DC) which flows in only
one direction. The power supply rectifier 830 receives AC from the outlet 802 via connection
812 (e.g., communication link, signal line, electrical connection, etc.) and converts the AC into
DC for supplying power to a controller circuit 840 via a connection 832 (e.g., communication
link, signal line, electrical connection, etc.) and for supplying power to RF circuitry 850 via a
connection 834 (e.g., communication link, signal line, electrical connection, etc.). The
controller circuit 840 includes memory 842 or is coupled to memory that stores instructions
which are executed by processing logic 844 (e.g., one or more processing units) of the controller
circuit 840 for controlling operations of the hub for forming and monitoring the wireless
asymmetrical network as discussed herein. The RF circuitry 850 may include a transceiver or
separate transmitter 854 and receiver 856 functionality for sending and receiving bi-directional
communications via antenna(s) 852 with the wireless sensor nodes. The RF circuitry 850
communicates bi-directionally with the controller circuit 840 via a connection 834 (e.g.,
communication link, signal line, electrical connection, etc.). The hub 820 can be a wireless

control device 820 or the controller circuit 840, RF circuitry 850, and antenna(s) 852 in
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combination may form the wireless control device as discussed herein.

[0085] Figure 9A shows an exemplary embodiment of a hub implemented as a card for
deployment in a computer system, appliance, or communication hub in accordance with one
embodiment. The card 962 can be inserted into the system 960 (e.g., computer system,
appliance, or communication hub) as indicated by arrow 963.

[0086] Figure 9B shows an exemplary embodiment of a block diagram of a hub 964
implemented as a card for deployment in a computer system, appliance, or communication hub
in accordance with one embodiment. The hub 964 includes a power supply 966 that provides
power (e.g., DC power supply) to a controller circuit 968 via a connection 974 (e.g.,
communication link, signal line, electrical connection, etc.) and provides power to RF circuitry
970 via a connection 976 (e.g., communication link, signal line, electrical connection, etc.).
The controller circuit 968 includes memory 961 or is coupled to memory that stores instructions
which are executed by processing logic 963 (e.g., one or more processing units) of the controller
circuit 968 for controlling operations of the hub for forming and monitoring the wireless
asymmetrical network as discussed herein. The RF circuitry 970 may include a transceiver or
separate transmitter 975 and receiver 977 functionality for sending and receiving bi-directional
communications via antenna(s) 978 with the wireless sensor nodes. The RF circuitry 970
communicates bi-directionally with the controller circuit 968 via a connection 972 (e.g.,
communication link, signal line, electrical connection, etc.). The hub 964 can be a wireless
control device 964 or the controller circuit 968, RF circuitry 970, and antenna(s) 978 in
combination may form the wireless control device as discussed herein.

[0087] Figure 9C shows an exemplary embodiment of a hub implemented within an
appliance (e.g., smart washing machine, smart refrigerator, smart thermostat, other smart
appliances, etc.) in accordance with one embodiment. The appliance 980 (e.g., smart washing
machine) includes a hub 982.

[0088] Figure 9D shows an exemplary embodiment of an exploded view of a block diagram
of a hub 984 implemented within an appliance (e.g., smart washing machine, smart refrigerator,
smart thermostat, other smart appliances, etc.) in accordance with one embodiment. The hub
includes a power supply 986 that provides power (e.g., DC power supply) to a controller circuit
990 via a connection 996 (e.g., communication link, signal line, electrical connection, etc.) and
provides power to RF circuitry 992 via a connection 998 (e.g., communication link, signal line,
electrical connection, etc.). The controller circuit 990 includes memory 986 or is coupled to
memory that stores instructions which are executed by processing logic 988 (e.g., one or more
processing units) of the controller circuit 990 for controlling operations of the hub for forming

and monitoring the wireless asymmetrical network as discussed herein. The RF circuitry 992
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may include a transceiver or separate transmitter 994 and receiver 995 functionality for sending
and receiving bi-directional communications via antenna(s) 999 with the wireless sensor nodes.
The RF circuitry 992 communicates bi-directionally with the controller circuit 990 via a
connection 994 (e.g., communication link, signal line, electrical connection, etc.). The hub 984
can be a wireless control device 984 or the controller circuit 990, RF circuitry 992, and
antenna(s) 999 in combination may form the wireless control device as discussed herein.
[0089] Figure 10 illustrates a flow chart for a method of providing communications for a
wireless asymmetric network architecture in accordance with one embodiment. The operations
of method 1000 may be executed by a wireless device, a wireless control device of a hub (e.g.,
an apparatus), or system, which includes processing circuitry or processing logic. The
processing logic may include hardware (circuitry, dedicated logic, etc.), software (such as is run
on a general purpose computer system or a dedicated machine or a device), or a combination of
both. In one embodiment, a hub performs the operations of method 1000.

[0090] At operation 1002, processing logic of a hub having a wireless control device
transmits communications including instructions and configuration information to a plurality of
nodes. Other information including node identification information, timing information, and
other information may also be included in the transmitted communications. In one example, RF
circuitry of the hub transmits and receives communications. At operation 1004, the hub
receives communications from the plurality of nodes each having a wireless device with a
transmitter and a receiver (or transceiver) to enable bi-directional communications with the hub
to form a wireless asymmetric network architecture. At operation 1006, processing logic (e.g.,
one or more processing units) of the hub determines a scheduled timing of causing the
transmitter (or transmitter functionality of a transceiver) to be operable to transmit and causing
the receiver (or receiver functionality of a transceiver) to be operable to receive for each
wireless device to reduce power consumption of the wireless devices of the plurality of nodes.
[0091] In one example, the hub is powered by a mains electrical source and the plurality of
nodes are each powered by a battery source or another energy source to form the wireless
asymmetric network architecture.

[0092] In one embodiment, the scheduled timing of causing the transmitter (or transmitter
functionality of a transceiver) to be operable to transmit and causing the receiver (or receiver
functionality of a transceiver) to be operable to receive for each wireless device is determined
based on a timing of communications between the hub and each wireless device of the plurality
of nodes. In one example, the scheduled timing of causing the receiver (or receiver
functionality of a transceiver) to be operable to receive for at least one wireless device of the

nodes is determined based on a timing of a communication being transmitted from the at least
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one wireless device to the hub.

[0093] In one example, the wireless asymmetric network architecture includes a wireless
tree asymmetric network architecture. In another example, the wireless asymmetric network
architecture includes a wireless tree and mesh asymmetric network architecture.

[0094] In one embodiment, the hub may instruct one or more of the nodes to shift the timing
of a future transmit / receive communications to avoid collisions on the network. Figure 11
illustrates a time sequence for shifting transmit and receive communications to avoid collisions
of a wireless asymmetric network architecture in accordance with one embodiment. Figure 11
illustrates transmit and receive time lines for a hub and nodes 1-4 of the wireless asymmetric
network architecture. Initially, node 1 transmits a communication to the hub during a transmit
window 1110 of the transmit timeline (TX). In this embodiment, the hub listens continuously
as illustrated by the continuous receive window 1108 of the hub. The hub then calculates a
transmit window minus receive window separation of node 1 to determine a timing for a receive
window 1112 of the receive timeline (RX) of node 1. The hub sends a communication to node 1
during transmit window 1114 of the hub and the receive window 1112 of node 1 receives this
communication. In other words, a receiver of RF circuitry (or receiver functionality of a
transceiver) of wireless device of node 1 is operable to receive during receive window 1112 in
order to receive communications.

[0095] In a similar manner, the hub communicates or transacts with node 2. Node 2
transmits a communication to the hub during the transmit window 1116 of the transmit timeline
(TX) of node 2. The hub then calculates a transmit window minus receive window separation
of node 2 to determine a timing for a receive window 1120 of the receive timeline (RX) of node
2. The hub sends a communication to node 2 during a transmit window 1118 of the hub and the
receive window 1120 of node 2 receives this communication.

[0096] The hub then detects a communication from node 3 during a transmit window 1122
of node 3 and at the same time or approximately the same time also detects a communication
from node 4 during a transmit window 1124 of node 4. At this collision time 1130, the hub
detects that a collision 1131 has occurred (e.g., when the hub detects that part or all of a
transmission is unintelligible or irreversibly garbled). In other words, the communications from
node 3 and node 4 combine to form an unintelligible transmission (e.g., an irreversibly garbled
transmission) that is received by the hub at or near collision time 1130. The hub then can
calculate the next receive window for any of the nodes that transmitted with the unintelligible or
garbled transmission during the unintelligible or garbled transmit window (e.g., transmit
windows 1122 and 1124). In that next receive window (e.g., receive windows 1132 and 1134)

for nodes 3 and 4 or any further subsequent receive windows (e.g., receive windows 1145 and
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1147), the hub with transmit window 1126 can instruct the colliding nodes (e.g., nodes 3 and 4)
to shift their respective transmit and receive windows by different time delays or time periods as
illustrated in Figure 11. In this example, the time delay or shift 1150 from transmit window
1122 to transmit window 1144 of node 3 is less than the time delay or shift 1152 from transmit
window 1124 to transmit window 1146 of node 4 in order to avoid a collision based on
transmissions during transmit window 1144 and transmit window 1146.

[0097] This time delay or shift may be randomly determined using a random number
generator in each node, for example, or may be determined and instructed by the hub. The hub
may choose from available future windows and offer them as a set to the colliding nodes. These
colliding nodes may then choose one of these randomly, for example. Once this selection is
made, the collision should be avoided for future windows. On the other hand, if a collision
occurs again in the next window (for example, because two of the colliding nodes happened to
choose the same time shift), the process can be repeated until all collisions are avoided. In this
way, the hub can arbitrate the operation of the entire network without requiring significant
complexity from the nodes, thus reducing the energy required for operation of the nodes.

[0098] Figure 12 illustrates a method of arbitration and collision avoidance for
communications in a wireless asymmetric network architecture in accordance with one
embodiment. The operations of method 1200 may be executed by a wireless device, a wireless
control device of a hub (e.g., an apparatus), or system, which includes processing circuitry or
processing logic. The processing logic may include hardware (circuitry, dedicated logic, etc.),
software (such as is run on a general purpose computer system or a dedicated machine or a
device), or a combination of both. In one embodiment, a hub performs the operations of
method 1200.

[0099] At operation 1202, a receiver (e.g., RF circuitry, receiver functionality of a
transceiver) of the hub detects a communication (e.g., transmission) from at least one node of a
plurality of nodes within the wireless asymmetric network architecture. Each node includes or
is a wireless device with a transmitter and a receiver (or transmitter and receiver functionality of
a transceiver) to enable bi-directional communications with the hub to form the wireless
asymmetric network architecture. At operation 1204, processing logic of the hub determines
whether at least a portion (e.g., 25%, 50%, 75%) of the communication is unintelligible (e.g.,
garbled, distorted) to processing circuitry of the hub or processing circuitry connected to the hub
potentially based on interference from another communication or RF source.

[00100] At operation 1206, when the communication is determined to be intelligible, the
processing logic of the hub determines an identification of the node that transmitted the

communication and also determines a next or subsequent receive window(s) for the transmitting
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node. At operation 1208, a transmitter (or transmitter functionality of a transceiver) of the hub
transmits a communication to this node during the determined next or subsequent receive
window(s) if necessary or appropriate.

[00101] At operation 1210, when at least a portion of the communication is determined to be
unintelligible, the processing logic of the hub determines whether a collision of
communications transmitted at approximately the same time from different nodes has likely
occurred (e.g., approximately equal to or greater than 50 percent chance of collision occurring).
If so, then the processing logic of the hub calculates a next or subsequent receive windows for
the colliding nodes at operation 1212. During receive windows of the colliding nodes, the hub
(e.g., transmitter of the hub, transmitter functionality of a transceiver of the hub) transmits
communications to the colliding nodes with instructions for the nodes to shift a next transmit
window by differing time periods or randomly determined time periods. For example, a first
node is instructed based on a first communication from the hub to shift a next transmit window
by a first time period while a second node is instructed by a second communication from the
hub to shift a next transmit window by a second time period. In this example, the first and
second periods are sufficiently different to avoid collisions from future transmissions of the first
and second nodes.

[00102] If the processing logic of the hub determines at operation 1210 that a collision of
communications transmitted at approximately the same time from different nodes has likely not
occurred, then at operation 1216 the processing logic of the hub determines a next or
subsequent receive window for the node that transmitted a communication with at least a
portion of the communication being unintelligible to processing circuitry of the hub or
processing circuity coupled to the hub. At operation 1218, during the calculated next or
subsequent receive window of the node, the processing logic of the hub sends a communication
from the hub to the node with the communication requesting a repeat transmission of the earlier
communication from the node.

[00103] In one embodiment, an apparatus (e.g., hub, wireless control device, etc.) for
providing a wireless asymmetric network architecture includes a memory (e.g., memory 842,
memory 961, memory 986, memory 1886) for storing instructions, processing logic (e.g., one or
more processing units, processing logic 844, processing logic 963, processing logic 988,
processing logic 1888) to execute instructions to establish and control communications in the
wireless asymmetric network architecture, and radio frequency (RF) circuitry to transmit and
receive communications in the wireless asymmetric network architecture. The RF circuitry
(e.g., RF circuitry 850, RF circuitry 970, RF circuity 992, RF circuitry 1890) to transmit

communications to a plurality of nodes each having a wireless device with a transmitter and a
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receiver (or transmitter and receiver functionality of a transceiver) to enable bi-directional
communications with the RF circuitry of the hub in the wireless asymmetric network
architecture. The processing logic (e.g., one or more processing units) are configured to execute
instructions to determine a transmit window for a transmitter and a receive window for a
receiver of each wireless device (e.g., sensor nodes, terminal nodes) that transmit a
communication to the apparatus and provide anti-collision features to avoid collisions of the
communications received from the wireless devices.

[00104] In one example, the apparatus is powered by a mains electrical source and the
plurality of nodes are each powered by a battery source or another energy source (not mains
electrical source) to form the wireless asymmetric network.

[00105] In one embodiment, the processing logic (e.g., one or more processing units) of the
hub are configured to execute instructions to determine whether a collision has occurred for a
communication received from a first node and calculate next or subsequent receive windows for
the first node and a second node if a collision of communications from the first and second
nodes has occurred.

[00106] In one example, the processing logic (e.g., one or more processing units) of the hub
are configured to execute instructions to transmit a communication to each of the first and
second nodes with each communication for each node to cause a shift of a next transmit
window for each node by differing time periods or randomly determined time periods during
receive windows of the first and second nodes.

[00107] The processing logic (e.g., one or more processing units) of the hub are configured
to execute instructions to generate at least one random number and to shift at least one of a
future transmit window or a future receive window for at least one node based on the at least
one random number when the collision has occurred for communications received from the first
and second nodes. In one example, the wireless asymmetric network architecture is
implemented within a building or near the building in order to secure and monitor conditions
within or near the building.

[00108] In one embodiment, additional communication may be provided between the hubs at
the various upper levels of the tree network architecture or tree and mesh network architecture.
This communication may include transfer of data received form the terminal nodes or data to be
sent to the terminal nodes, configuration information, timing information, hub and/or node
identification information, and other such.

[00109] The communication between hubs and nodes as discussed herein may be achieved
using a variety of means, including but not limited to direct wireless communication using radio

frequencies, Powerline communication achieved by modulating signals onto the electrical
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wiring within the house, apartment, commercial building, etc., WiFi communication using such
standard WiFi communication protocols as 802.11a, 802.11b, 802.11n, 802.11ac, and other
such Wifi Communication protocols as would be apparent to one of ordinary skill in the art,
cellular communication such as GPRS, EDGE, 3G, HSPDA, LTE, and other cellular
communication protocols as would be apparent to one of ordinary skill in the art, Bluetooth
communication, communication using well-known wireless sensor network protocols such as
Zigbee, and other wire-based or wireless communication schemes as would be apparent to one
of ordinary skill in the art.

[00110] The implementation of the radio-frequency communication between the terminal
nodes and the hubs may be implemented in a variety of ways. In one embodiment, the
communication may be achieved using ultra-wide-band communication (UWB). UWB has
several advantages. For example, UWB communication offers better immunity to problems
associated with multi-path interference. In narrow-band systems, it is well-known that time-
delayed signals reflecting off surfaces added to line-of-sight signals, for example, can cause
degradation of signal strength and integrity. In UWB, on the other hand, since pulse widths are
short, degradation is generally suppressed. UWB also offers better channel utilization, which is
helpful in a wireless sensor network with multiple simultaneously communicating nodes. UWB
also offers better penetration properties, such that walls, etc. present in indoor environments do
not degrade network performance as significantly as they do for many narrow-band networks.
UWB also allows for a much simpler radio architecture, with less RF components such as
inductors, capacitors, etc. This is advantageous in low-power environments since powering of
these components typically increases overall power consumption. Thus, UWB has advantages
in terms of improved battery life for battery operated UWB radios in terminal nodes.

[00111] Furthermore, UWB allows implementation of sensor localization in a relatively
straightforward manner. Figure 13 illustrates a flow chart for a method of providing
implementation of sensor localization for a wireless asymmetric network architecture in
accordance with one embodiment. The operations of method 1300 may be executed by a
wireless device, a wireless control device of a hub (e.g., an apparatus), or system, which
includes processing circuitry or processing logic. The processing logic may include hardware
(circuitry, dedicated logic, etc.), software (such as is run on a general purpose computer system
or a dedicated machine or a device), or a combination of both. In one embodiment, a hub
performs the operations of method 1300.

[00112] At operation 1301, the hub having radio frequency (RF) circuitry and at least one
antenna transmits communications to a plurality of sensor nodes in the wireless asymmetric

network architecture. At operation 1302, the RF circuitry and at least one antenna of the hub
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receives communications from the plurality of sensor nodes each having a wireless device with
a transmitter and a receiver to enable bi-directional communications with the RF circuitry of the
hub in the wireless asymmetric network architecture. At operation 1303, the processing logic
(e.g., one or more processing units) of the hub determine location information (e.g., precise
location information) for the plurality of sensor nodes based on receiving communications from
each sensor node. The level of precision required may be chosen based on the needs of the
application for which the sensor network is deployed. For example, location precision may be
better than 1 meter (m) in any direction, such that in a typical indoor or near-indoor
environment, the approximate position of the sensors are known, and there is little or no overlap
in the certainly of position of any two or more sensors. In applications requiring greater
precision, location precision of better than 10 centimeters (cm) can be obtained, such that the
accurate position of each sensor node is known.

[00113] In one example, the hub is powered by a mains electrical source and the plurality of
sensor nodes are each powered by a battery source or another energy source (not mains
electrical source) to form the wireless asymmetric network architecture.

[00114] In one example, the one or more processing units of the hub determine location
information for the plurality of sensor nodes based on at least one of angle of arrival
information, signal strength information, and time of arrival information for the
communications received from the plurality of sensor nodes.

[00115] In another example, the one or more processing units determine location information
for the plurality of sensor nodes based on angle of arrival information for determining an angle
of arrival with a strongest signaling component and combined with information to identify a
shortest direct path in a multi-path environment, which is determined from time of arrival
information, for the communications from the plurality of sensor nodes.

[00116] In one example, the wireless asymmetric network architecture includes at least one
of a wireless tree asymmetric network architecture or a wireless tree and mesh asymmetric
network architecture.

[00117] In one embodiment, the at least one antenna of the hub transmits ultra-wide band
(UWB) communications to the plurality of sensor nodes and to receive UWB communications
from the plurality of sensor nodes.

[00118] Hubs receiving UWB transmissions from nodes, for example, can determine the
location of nodes using angle of arrival (AOA), signal strength (SS) and/or Time of Arrival
(TOA) information. AOA information can be determined using multiple antennas on the hub to
enable determination of the angle of arrival with the strongest signal component. Combined

with information to identify the most direct path, which can be determined from TOA, sensor
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location can be established. Due to the short pulses used in UWB, accuracy of TOA can be
high, particularly in environments with multiple paths. Similarly, SS information can be used to
estimate sensor distance from nodes, and, combined with AOA, can provide sensor localization.
In one example, the overall architecture for UWB-based sensor localization is shown in Figure
14.

[00119] Figure 14 illustrates use of multiple antennas on an apparatus (e.g., hub) and a
multipath environment to enable sensor localization in accordance with one embodiment. The
environment 1400 includes walls 1330, 1331, and 1332. A hub 1310 includes antennas 1311,
1312, and 1313. The sensor node 1 includes an antenna 1321 and the sensor node 2 includes an
antenna 1322. The hub 1310 if receiving transmissions 1340-1347 (e.g., UWB transmissions)
from nodes 1 and 2, for example, can determine the location of nodes 1 and 2 using angle of
arrival (AOA), signal strength (SS) and/or Time of Arrival (TOA) information. The effect of
multiple paths (e.g., based on reflections from walls or other objects such as a first path for
transmission 1346 and a second path for transmission 1347 that is reflected by wall 1332) can
be accommodated due to short UWB pulses as illustrated by the 2 peaks of the signal 1348
versus time 1349. The signal 1348 represents a combination of transmissions 1346 and 1347. A
first peak 1334 represents the transmission 1346 while a second peak 1336 represents the
transmission 1347. AOA information can be determined using multiple antennas 1311-1313 on
the hub 1310 to enable determination of the angle of arrival with the strongest signal
component. Combined with information to identify the most direct path, which can be
determined from TOA, sensor location of nodes 1 and 2 can be established. Due to the short
pulses used in UWB, accuracy of TOA can be high, particularly in environments with multiple
paths. Similarly, SS information can be used to estimate sensor distance from nodes, and,
combined with AOA, can provide sensor localization.

[00120] In one embodiment, an apparatus (e.g., hub 610, hub 710, hub 720, hub 782, hub n,
hub 820, hub 964, hub 984, hub 1310, hub 1882) for providing a wireless asymmetric network
architecture includes a memory (e.g., memory 842, memory 961, memory 986, memory 1886)
for storing instructions, processing logic (e.g., one or more processing units, processing logic
844, processing logic 963, processing logic 988, processing logic 1888) of the hub to execute
instructions to establish and control communications in a wireless asymmetric network
architecture, and radio frequency (RF) circuitry (e.g., RF circuitry 850, RF circuitry 970, RF
circuity 992, RF circuitry 1890) including multiple antennas (e.g., antenna(s) 852, antenna(s)
978, antenna(s) 999, antennas 1311, 1312, and 1313) to transmit and receive communications in
the wireless asymmetric network architecture. The RF circuitry and multiple antennas to

transmit communications to a plurality of sensor nodes (e.g., node 1, node 2) each having a
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wireless device with a transmitter and a receiver (or transmitter and receiver functionality of a
transceiver) to enable bi-directional communications with the RF circuitry of the apparatus in
the wireless asymmetric network architecture. The processing logic (e.g., one or more
processing units) are configured to execute instructions to determine location information for
the plurality of sensor nodes based on receiving communications from each sensor node.
[00121] In one embodiment, the apparatus is powered by a mains electrical source and the
plurality of sensor nodes are each powered by a battery source or another energy source (not
mains electrical source) to form the wireless asymmetric network.

[00122] In one embodiment, the processing logic (e.g., one or more processing units) are
configured to execute instructions to determine location information for the plurality of sensor
nodes based on at least one of angle of arrival information, signal strength information, and time
of arrival information for the communications from the plurality of sensor nodes.

[00123] In one embodiment, the processing logic (e.g., one or more processing units) are
configured to execute instructions to determine location information for the plurality of sensor
nodes based on angle of arrival information for determining an angle of arrival with a strongest
signaling component and combined with information to identify a shortest direct path in a
multi-path environment, which is determined from time of arrival information, for the
communications from the plurality of sensor nodes.

[00124] In one example, the wireless asymmetric network architecture includes at least one
of a wireless tree asymmetric network architecture or a wireless tree and mesh asymmetric
network architecture.

[00125] In one embodiment, the multiple antennas of the RF circuitry to transmit ultra-wide
band (UWB) communications to the plurality of sensor nodes and to receive UWB
communications from the plurality of sensor nodes.

[00126] In an alternative embodiment, multiple hubs can be used to simultaneously receive
data from sensor nodes. In this application, by triangulating from distances measured via SS or
TOA estimates, location of sensors can be established without need for AOA determination.
This example is shown in Figure 15.

[00127] Figure 15 illustrates use of multiple hubs each having a single antenna to achieve
localization of sensors in accordance with one embodiment. The environment 1350 includes
walls 1370, 1371, and 1372. A system 1354 includes a hub 1360 having an antenna 1361, a hub
1362 having an antenna 1363, and a hub 1364 having an antenna 1365. The hubs are
synchronized with each other. The sensor node 1382 includes an antenna 1383 and the sensor
node 1380 includes an antenna 1381. The sensor node 1380 transmits transmissions 1370-1372

to the hubs 1360, 1362, and 1364, respectively as illustrated in Figure 15. The sensor node
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1382 transmits transmissions 1373-1375 to the hubs 1360, 1362, and 1364, respectively as
illustrated in Figure 15. Time of arrival information at multiple hubs can be used to map
location of the nodes 1380 and 1382.

[00128] In one embodiment, a system (e.g., system 1350) for providing a wireless
asymmetric network includes a first hub (e.g., hub 1360) having processing logic (e.g., one or
more processing units) and a first antenna (e.g., antenna 1361) for transmitting and receiving
communications in the wireless asymmetric network. A second hub (e.g., hub 1362) includes
processing logic (e.g., one or more processing units) and a second antenna (e.g., antenna 1361)
for transmitting and receiving communications in the wireless asymmetric network. The system
also includes a plurality of sensor nodes (e.g., nodes 1380 and 1382) each having a wireless
device with a transmitter and a receiver (or transmitter and receiver functionality of a
transceiver) to enable bi-directional communications with the first and second hubs in the
wireless asymmetric network architecture. The processing logic (e.g., processing logic of
controller circuit 840, 968, 990) of the first and second hubs are configured to execute
instructions to determine location information for the plurality of sensor nodes based on
receiving communications from each sensor node.

[00129] In one example, the first hub is powered by a mains electrical source and the
plurality of sensor nodes are each powered by a battery source to form the wireless asymmetric
network.

[00130] In one embodiment, the first and second hubs are synchronized with each other and
share location information of the plurality of sensors nodes.

[00131] In one embodiment, the processing logic (e.g., one or more processing units) of the
first and second hubs are configured to execute instructions to determine location information
for the plurality of sensor nodes based on triangulating from distances measured via time of
arrival information that is associated with the received communications.

[00132] In another embodiment, the processing logic (e.g., one or more processing units) of
the first and second hubs are configured to execute instructions to determine location
information for the plurality of sensor nodes based on triangulating from distances measured via
strength of signal information that is associated with the received communications.

[00133] In one example, the wireless asymmetric network architecture includes a wireless
tree asymmetric network architecture. In another example, the wireless asymmetric network
architecture includes a wireless tree and mesh asymmetric network architecture.

[00134] In one embodiment, the processing logic (e.g., one or more processing units) of the
second hub are configured to execute instructions to send communications to the first hub and

to receive communications from the first hub for controlling and monitoring the wireless
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asymmetric network architecture.

[00135] In one embodiment, the first antenna of the first hub and the second antenna of the
second hub transmit ultra-wide band (UWB) communications to the plurality of sensor nodes
and to receive UWB communications from the plurality of sensor nodes.

[00136] In one embodiment, a system for providing a wireless asymmetric network
architecture includes power management features for reducing power consumption of sensor
nodes. The system (e.g., system 700) includes a first hub (e.g., hub 710, hub 820, hub 964, hub
984, hub 1882, etc.) having a wireless control device that is configured to control
communications and power consumption in the wireless asymmetric network architecture and a
first plurality of sensor nodes (e.g., sensor nodes 731, 741, 751; sensor nodes 761, 771; sensor
nodes 788, 792; sensor nodes n, n+1; etc.) each having at least one sensor and a wireless device
with a transmitter and a receiver (or transmitter and receiver functionality of a transceiver) to
enable bi-directional communications with the wireless control device of the first hub in the
wireless asymmetric network architecture. The wireless control device of the first hub is
configured to determine a scheduled timing of operating each sensor node during a first time
period that is close in time with respect to a transmit window of the transmitter (or transmitter
functionality of a transceiver) and during a second time period that is close in time with respect
to a receive window of the receiver (or receiver functionality of a transceiver) for each wireless
device to reduce power consumption of the wireless devices of the first plurality of sensor
nodes.

[00137] In one example, the first hub is powered by a mains electrical source and the first
plurality of sensor nodes are each powered by a battery source or another energy source (not
mains electrical source) to form the wireless asymmetric network architecture.

[00138] In one embodiment, the wireless control device is configured to determine a
scheduled timing of the transmit window of the transmitter (or transmitter functionality of a
transceiver) and the receive window of the receiver (or receiver functionality of a transceiver)
for each wireless device based on a timing of receiving a communication from each wireless
device of the plurality of sensor nodes.

[00139] In one embodiment, each sensor node operates at a first power consumption level for
the first and second time periods. For example, each sensor node can operate at a second power
consumption level when outside of the first and second time periods. The first power
consumption level has more power consumption than the second power consumption level in
this example.

[00140] In a more specific embodiment, each sensor node operates at a first clock speed for

the first and second time periods. Each sensor node operates at a second clock speed when
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outside of the first and second time periods. The second clock speed can be a reduced clock
speed to reduce power consumption of each sensor node in comparison to the first clock speed.
[00141] In one embodiment, at least one sensor node operates with a battery source that
includes a rechargeable battery designed for recharging. The at least one sensor node may also
include a capacitor or is coupled to a capacitor to store energy from energy harvesting that is
used to avoid deep discharge of the battery source by recharging the rechargeable battery.
[00142] In another embodiment, at least one sensor node operates with a battery source that
includes a primary cell that is not intended for recharging. The at least one sensor node includes
a capacitor or is coupled to a capacitor to store energy from energy harvesting to trickle charge
the primary cell thus increasing effective battery capacity by compensating for energy drawn
from the battery source during operation, or lost due to self-discharge of the battery source.
[00143] In one embodiment, a second hub (e.g., hub 720, hub 782, hub n, hub 820, hub 964,
hub 984, hub 1882, etc.) includes a wireless control device that is configured to control
communications and power consumption in the wireless asymmetric network architecture and a
second plurality of sensor nodes (e.g., sensor nodes 731, 741, 751; sensor nodes 761, 771;
sensor nodes 788, 792; sensor nodes n, n+1; etc.) each having at least one sensor and a wireless
device with a transmitter and a receiver (or transmitter and receiver functionality of a
transceiver) to enable bi-directional communications with the wireless control device of the
second hub in the wireless asymmetric network architecture. In one example, the wireless
control device is configured to determine a scheduled timing of operating each sensor node
during a third time period that is close in time with respect to a transmit window of the
transmitter (or transmitter functionality of a transceiver) and during a fourth time period that is
close in time with respect to a receive window of the receiver (or receiver functionality of a
transceiver) for each wireless device to reduce power consumption of the wireless devices of the
second plurality of sensor nodes.

[00144] In one example, the third time period is approximately the same time period as the
transmit window and the fourth time period is approximately the same time period as the
receive window. In another example, the third time period starts just prior to a time period of
the transmit window and completes just after the transmit window. The third time period may
be 1-10% longer than the time period of the transmit window. The fourth time period starts just
prior to a time period of the receive window and completes just after the receive window. The
fourth time period may be 1-10% longer than the time period of the receive window.

[00145] In one embodiment, the wireless asymmetric network architecture includes a
wireless tree asymmetric network architecture. In another embodiment, the wireless

asymmetric network architecture includes a wireless tree and mesh asymmetric network
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architecture.

[00146] In one embodiment for reduced power consumption based on use of a higher
frequency band, the wireless control device of the first hub includes radio frequency (RF)
circuitry that operates at a frequency band greater than 2.4 GigaHertz (GHz). The transmitter
and the receiver (or transmitter and receiver functionality of a transceiver) of each wireless
device of the first plurality of nodes also operates at a frequency band greater than 2.4 GHz in
order to minimize a third time period for causing RF circuitry of the transmitter to be operable
and a fourth time period for causing RF circuitry of the receiver to be operable for each wireless
device to reduce power consumption of the wireless devices of the first plurality of nodes.
[00147] In another embodiment, the RF circuitry of the first hub operates at a frequency band
greater than 5 GHz. The transmitter and the receiver (or transmitter and receiver functionality
of a transceiver) of each wireless device of the first plurality of nodes also operates at a
frequency band greater than 5 GHz in order minimize the third time period for causing RF
circuitry of the transmitter and the fourth time period for causing RF circuitry of the receiver for
each wireless device to reduce power consumption of the wireless devices of the first plurality
of nodes.

[00148] In one embodiment, an apparatus (e.g., hub 610, hub 720, hub 782, hub n, hub 820,
hub 964, hub 984, hub 1882, etc.) for providing a wireless asymmetric network architecture
with power management features includes a memory (e.g., memory 842, memory 961, memory
986, memory 1886) for storing instructions, processing logic (e.g., one or more processing
units, processing logic 844, processing logic 963, processing logic 988, processing logic 1888)
to execute instructions to establish and control communications in the wireless asymmetric
network architecture, and radio frequency (RF) circuitry (e.g., RF circuitry 850, RF circuitry
970, RF circuity 992, RF circuitry 1890) to transmit and receive communications in the wireless
asymmetric network architecture. The RF circuitry transmits communications to a plurality of
sensor nodes each having at least one sensor and a wireless device with a transmitter and a
receiver (or transmitter and receiver functionality of a transceiver) to enable bi-directional
communications with the RF circuitry of the apparatus in the wireless asymmetric network
architecture. The one or more processing units execute instructions to determine a scheduled
timing of operating at least one sensor node during a first time period that is close in time with
respect to a transmit window of the transmitter (or transmitter functionality of a transceiver)
and during a second time period that is close in time with respect to a receive window of the
receiver (or receiver functionality of a transceiver) for at least one wireless device to reduce
power consumption of the at least one wireless device of the first plurality of sensor nodes.

[00149] In one example, the apparatus is powered by a mains electrical source and the
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plurality of sensor nodes are each powered by a battery source or another energy source (not
mains electrical source) to form the wireless asymmetric network architecture.

[00150] In one embodiment, the processing logic (e.g., one or more processing units) execute
instructions to determine a scheduled timing of a transmit window of the transmitter and a
receive window of the receiver for the at least one wireless device based on a timing of
receiving a communication from the at least one wireless device of the plurality of sensor nodes.
[00151] In one embodiment, the at least one wireless device of at least one sensor node
operates at a first power consumption level for the first and second time periods. The at least
one sensor node operates at a second power consumption level when outside of the first and
second time periods. In this example, the first power consumption level has more power
consumption than the second power consumption level.

[00152] In a more specific embodiment, the at least one wireless device of at least one sensor
node operates at a first clock speed for the first and second time periods. The at least one
sensor node operates at a second clock speed when outside of the first and second time periods.
The second clock speed is a reduced clock speed to reduce power consumption of the at least
sensor node in comparison to the first clock speed.

[00153] In one example, the wireless asymmetric network architecture includes at least one
of a wireless tree asymmetric network architecture or a wireless tree and mesh asymmetric
network architecture.

[00154] Figure 16 illustrates a flow chart for a method of providing a wireless asymmetric
network architecture with a hub having power management features in accordance with one
embodiment. The operations of method 1600 may be executed by a wireless device, a wireless
control device of a hub (e.g., an apparatus), or system, which includes processing circuitry or
processing logic. The processing logic may include hardware (circuitry, dedicated logic, etc.),
software (such as is run on a general purpose computer system or a dedicated machine or a
device), or a combination of both. In one embodiment, a hub performs the operations of
method 1600.

[00155] At operation 1602, a method for reducing power consumption in a wireless
asymmetric network architecture includes receiving, with radio frequency (RF) circuitry of a
hub, communications from a plurality of sensor nodes each having a wireless device with a
transmitter and a receiver (or transmitter and receiver functionality of a transceiver) to enable
bi-directional communications with the hub to form the wireless asymmetric network
architecture. At operation 1604, the processing logic of the hub determines a scheduled timing
of operating at least one sensor of each sensor node during a first time period that is close in

time with respect to a transmit window of the transmitter (or transmitter functionality of a
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transceiver) and during a second time period that is close in time with respect to a receive
window of the receiver (or receiver functionality of a transceiver) for each wireless device to
reduce power consumption of the wireless devices of the plurality of sensor nodes.

[00156] In one example, the hub is powered by a mains electrical source and the plurality of
nodes are each powered by a battery source or another energy source (not mains electrical
source) to form the wireless asymmetric network architecture.

[00157] At operation 1606, the processing logic of the hub determines a scheduled timing of
the transmit window of the transmitter and the receive window of the receiver for each wireless
device based on a timing of receiving a communication from each wireless device of the
plurality of sensor nodes.

[00158] In one embodiment, each sensor node operates at a first power consumption level for
the first and second time periods. Each sensor node operates at a second power consumption
level when outside of the first and second time periods. In this example, the first power
consumption level has more power consumption than the second power consumption level.
[00159] In a more specific embodiment, each sensor node operates at a first clock speed for
the first and second time periods. Each sensor node operates at a second clock speed when
outside of the first and second time periods. In this example, the second clock speed is a
reduced clock speed to reduce power consumption of each sensor node in comparison to the
first clock speed.

[00160] In one embodiment, the wireless asymmetric network architecture includes a
wireless tree asymmetric network architecture. In another embodiment, the wireless asymmetric
network architecture includes a wireless tree and mesh asymmetric network architecture.
[00161] Embodiments of the present invention provide improvements in the overall battery
life offered by nodes of a wireless sensor network in indoor and nearby environments. In one
embodiment, this may additionally be achieved by implementing energy harvesting in the
battery operated terminal nodes, any battery operated node, or any node with an alternative
energy source with no connection to electrical mains. Energy harvesting may be achieved using
vibrational harvesting, light energy harvesting, thermal energy harvesting, wireless energy
harvesting and/or other such energy harvesting techniques. In vibrational energy harvesting,
vibrations in the environment of the sensor nodes could be used to stimulate motion of a mass
within the sensor node system. This could be used to generate electrical energy, for example,
by causing the deflection of a piezo-electric structure, or by moving a magnet relative to a coil.
The resulting electrical energy could then be stored in a capacitor, or could be used to charge a
battery within the sensor node.

[00162] Figure 19 illustrates a block diagram of a vibrational energy harvesting system for
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providing a supplemental energy source to a sensor node in accordance with one embodiment.
A vibrational energy harvester circuit 1910 may include a piezoelectric generator or an
electromagnetic proof mass system, in which vibration causes the motion of a coil relative to a
magnet and this is used to generate electrical power, which is provided to a rectifier regulator
power conditioning block 1920. This block 1920 includes one or more circuits for the
rectifying, regulating, and power conditioning functionality. This block 1920 receives the
irregular and/or alternating current generated by the harvester via a connection 1912 (e.g.,
communication link, signal line, electrical connection, etc.), rectifies and filters the irregular
and/or alternating current, and regulates it to a suitable voltage for use within the sensor node.
The output of the block 1920 is then provided to capacitive energy storage block 1930 via a
connection 1922. The capacitive energy storage block 1930 includes at least one storage
capacitor, which stores the harvested energy as a supplemental energy source for use by sensing
and communication circuitry 1960 of a sensor node. The sensing and communication circuitry
1960 includes sensing circuitry 1961 and communication circuitry 1962. A power selector
block 1940 having a selecting mechanism is then used to select harvested power from the at
least one storage capacitor when available via a connection 1932, or use power supplied from a
primary cell battery source 1950 via a connection 1952. In this manner, energy harvesting may
be used in conjunction with a non-rechargeable battery (i.e., the primary cell battery source
1950) to supplement battery-provided power for sustaining operations of the sensor node
including operations of the sensing and communication circuitry 1960.

[00163] Alternatively, in another embodiment, the system could be configured to use a
rechargeable battery; in this case, the harvester may be alternatively used to charge the battery.
Figure 20 illustrates a block diagram of a vibrational energy harvesting system for charging a
rechargeable battery of a sensor node in accordance with another embodiment. A vibrational
energy harvester circuit 2010 may include a piezoelectric generator or an electromagnetic proof
mass system, in which vibration causes the motion of a coil relative to a magnet and this is used
to generate electrical power, which is provided to a rectifier regulator power conditioning
battery charger block 2020. This block 2020 includes one or more circuits for the rectifying,
regulating, power conditioning, and battery charger functionality. This block 2020 receives the
irregular and/or alternating current generated by the harvester via a connection 2012 (e.g.,
communication link, signal line, electrical connection, etc.), rectifies and filters the irregular
and/or alternating current, and regulates it to a suitable voltage for use within the sensor node.
The output of the block 2020 is then provided to a rechargeable cell battery source 2030 via a
connection 2022. The rechargeable cell battery source 2030 provides power to the sensing and

communication 2060 of a sensor node via a connection 2032. The sensing and communication

32



WO 2016/123239 PCT/US2016/015168

circuitry 2060 includes sensing circuitry 2061 and communication circuitry 2062. In this
manner, energy harvesting may be used to charge a rechargeable battery (i.e., the rechargeable
cell battery source 2030) to supplement battery-provided power for sustaining operations of the
sensor node including operations of the sensing and communication circuitry 2060.

[00164] In light energy harvesting, photovoltaic cells could be used to produce electrical
energy from incident light, including sunlight, indoor lighting, outdoor artificial lighting, and
other such lighting sources. The resulting electrical energy could then be stored in a capacitor,
or could be used to charge a battery within a sensor node. Figure 21 illustrates a block diagram
of a photovoltaic energy harvesting system for charging a rechargeable battery of a sensor node
in accordance with one embodiment. A photovoltaic energy harvesting circuit 2110 includes a
photovoltaic generator, which may contain one or more photovoltaic cells for generating
electrical power. The photovoltaic energy harvesting circuit 2110 is coupled to a power
conditioner battery charger block 2120 via a connection 2112. The output electrical power of
the circuit 2110 is conditioned by a power conditioner of the power conditioner battery charger
block 2120 and used to charge a rechargeable battery cell 2130. The power conditioner battery
charger block 2120 is coupled to the rechargeable battery cell 2130 via a connection 2122. The
rechargeable battery cell 2130 in turn then provides power for the operation of the sensing and
communication circuitry 2140 of the sensor node via a connection 2132. The sensing and
communication circuitry 2140 includes sensing circuitry 2141 and communication circuitry
2142. In this manner, the battery life may be extended by exploiting energy harvesting. For
example, energy harvesting may be used to compensate for the self-discharge of the battery
source. In another example, energy harvesting may be used to trickle charge a cell that is
normally not designed for secondary cell usage.

[00165] In thermal energy harvesting, electrical energy could be produced by using a
thermoelectric device to convert available thermal energy into electrical energy. This could
then be stored in a capacitor, or could be used to charge a battery within the sensor node.
[00166] In wireless energy harvesting, incident radio-frequency energy could be extracted
using an antenna, rectified, and then used to charge a capacitor or battery within the sensor
node. The source of RF energy could be WiFi at 2.4Gz or SGHz, DECT at 1.8GHz or any other
RF signal available for extraction at the sensor node. In one embodiment, the RF signal could
be intentionally supplied to the terminal nodes by hubs or by RF generators placed within the
physical coverage region of the wireless sensor network.

[00167] In one embodiment, the energy from energy harvesting could be stored in a
capacitor, which could be used to supplement energy drawn from the battery during operation.

In another embodiment, the energy from the energy harvesting could be used to re-charge the
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battery. In this embodiment, the battery could be either a rechargeable battery designed
specifically for recharging, or could be a primary cell, typically not intended for recharging. In
embodiments with rechargeable batteries, energy harvesting could be used to avoid deep
discharge of the battery, thus prolonging battery life.

[00168] In embodiments with primary cells, harvested energy could be used to trickle charge
the battery, thus increasing effective battery capacity, for example, by compensating for energy
drawn from the battery during operation, or lost due to self-discharge of the battery. In one
embodiment, trickle charging of the battery could be kept at a sufficiently low level to avoid
damage to the battery. In another embodiment, pulsed charging could be used to prevent
damage to the battery.

[00169] Various batteries could be used in the wireless sensor nodes, including lithium-based
chemistries such as Lithium Ion, Lithium Polymer, Lithium Phosphate, and other such
chemistries as would be apparent to one of ordinary skill in the art. Additional chemistries that
could be used include Nickel metal hydride, standard alkaline battery chemistries, Silver Zinc
and Zinc Air battery chemistries, standard Carbon Zinc battery chemistries, lead Acid battery
chemistries, or any other chemistry as would be obvious to one of ordinary skill in the art.
[00170] The present invention also relates to an apparatus for performing the operations
described herein. This apparatus may be specially constructed for the required purposes, or it
may comprise a general purpose computer selectively activated or reconfigured by a computer
program stored in the computer. Such a computer program may be stored in a computer
readable storage medium, such as, but not limited to, any type of disk including floppy disks,
optical disks, CD-ROMs, and magnetic-optical disks, read-only memories (ROMs), random
access memories (RAMs), EPROMs, EEPROMs, magnetic or optical cards, or any type of
media suitable for storing electronic instructions.

[00171] The algorithms and displays presented herein are not inherently related to any
particular computer or other apparatus. Various general purpose systems may be used with
programs in accordance with the teachings herein, or it may prove convenient to construct a
more specialized apparatus to perform the required method operations.

[00172] Figure 17 illustrates a block diagram of a sensor node in accordance with one
embodiment. The sensor node 1700 includes a power source 1710 (e.g., energy source, battery
source, primary cell 1950, rechargeable cell 2030, rechargeable cell 2130, etc.) that provides
power (e.g., DC power supply) to a controller circuit 1720 via a connection 1774 (e.g.,
communication link, signal line, electrical connection, etc.), provides power to RF circuitry
1770 via a connection 1776 (e.g., communication link, signal line, electrical connection, etc.),

and provides power to sensing circuitry 1740 via a connection 1746 (e.g., communication link,
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signal line, electrical connection, etc.). The controller circuit 1720 includes memory 1761 or is
coupled to memory that stores instructions which are executed by processing logic 1763 (e.g.,
one or more processing units) of the controller circuit 1720 for controlling operations of the
sensor node for forming and monitoring the wireless asymmetrical network as discussed herein.
The RF circuitry 1770 (e.g., communication circuitry) may include a transceiver or separate
transmitter 1775 and receiver 1777 functionality for sending and receiving bi-directional
communications via antenna(s) 1778 with the hub(s) and optional wireless sensor nodes. The
RF circuitry 1770 communicates bi-directionally with the controller circuit 1720 via a
connection 1772 (e.g., electrical connection). The sensing circuitry 1740 includes various types
of sensing circuitry and sensor(s) including image sensor(s) and circuitry 1742, moisture
sensor(s) and circuitry 1743, temperature sensor(s) and circuitry, humidity sensor(s) and
circuitry, air quality sensor(s) and circuitry, light sensor(s) and circuitry, motion sensor(s) and
circuitry 1744, audio sensor(s) and circuitry 1745, sensor(s) and circuitry n, etc.

[00173] In one embodiment, the sensing circuitry and RF circuitry are integrated (e.g.,
sensing and communication circuitry 1960, 2060, 2140). In another embodiment, the sensing
and communication circuitry 1960, 2060, and 2140 of Figures 19, 20, and 21 are separately
located in at least one of a sensing circuitry 1740, a controller circuit 1720, and a RF circuitry
1770 of Figure 17. In one example, the sensing circuitry (e.g., 1961, 2061, 2141) is located in or
integrated with sensing circuitry 1740 and the communication circuitry 1962, 2062, and 2142 is
located in or integrated with RF circuitry 1770 or controller circuit 1720.

[00174] In one embodiment, the components of the vibrational energy harvesting system
1900 and 2000 and light energy harvesting system 2100 are integrated with the sensor node
1700. For example, the vibrational harvesting circuit 1910, rectifier regulator power
conditioner 1920, and capacitive energy storage 1930 are coupled to the power source selection
1940 which is coupled to the primary cell 1950 (e.g., power source 1710) and the sensing and
communication circuitry 1960 (e.g., sensing circuitry 1740 and RF circuitry 1770). In another
example, the vibrational harvesting circuit 1910, rectifier regulator power conditioner 1920,
capacitive energy storage 1930, power source selection 1940, and primary cell 1950 are
integrated with the power source 1710.

[00175] In another example, the vibrational harvesting circuit 2010 and rectifier regulator
power conditioner battery charger 2020 is coupled to the rechargeable 2030 cell (e.g., power
source 1710) or the vibrational harvesting circuit 2010 and rectifier regulator power conditioner
battery charger 2020 are integrated with the power source 1710.

[00176] In another example, the photovoltaic harvester circuit 2110 and power conditioner

battery charger 2120 is coupled to the rechargeable 2130 cell (e.g., power source 1710) or the
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photovoltaic harvester circuit 2110 and power conditioner battery charger 2120 are integrated
with the power source 1710.

[00177] The sensor node 1700 can be a wireless device 1700 or the controller circuit 1720,
RF circuitry 1770, sensing circuitry 1740, and antenna(s) 1778 in combination may form the
wireless device as discussed herein.

[00178] In one embodiment, a sensor node (e.g., wireless device) for a wireless asymmetric
network architecture includes at least one sensor, a memory for storing instructions, and
processing logic coupled to the memory and the at least one sensor. The processing logic to
execute instructions for processing data received from the at least one sensor and for processing
communications for the sensor node. The sensor node also includes a radio frequency (RF)
circuitry coupled to the processing logic. The RF circuitry includes transmitter and receiver
functionality (of a transmitter and receiver, respectively, or of a transceiver) to transmit
communications to a hub and to receive communications from the hub in the wireless
asymmetric network architecture. The processing logic is configured to execute instructions of
a scheduled timing to cause the transmitter functionality to be operable to transmit and to cause
the receiver functionality to be operable to receive to reduce power consumption of the sensor
node.

[00179] In one example, the sensor node is powered by a battery source or another energy
source (not electrical mains source).

[00180] In one embodiment, the instructions of the scheduled timing are received from the
hub based on a timing of a communication being transmitted from the sensor node to the hub.
In another embodiment, the scheduled timing is determined at least partially by the sensor node
or another sensor node.

[00181] In one embodiment, the transmitter functionality is operable for transmitting less
than 5 percent of a first time period and the receiver functionality is operable for receiving less
than 5 percent of the first time period. In one example, the transmitter functionality is operable
for transmitting less than 1 percent of a first time period and the receiver functionality is
operable for receiving less than 1 percent of the first time period.

[00182] In one embodiment, the RF circuitry of the sensor node operates at a frequency band
greater than 2.4 GigaHertz to minimize a time period for transmitting in a transmit mode. In
another embodiment, the RF circuitry of the sensor node operates at a frequency band greater
than 6 GigaHertz to minimize a time period for transmitting in a transmit mode.

[00183] In one embodiment, a sensor node for a wireless asymmetric network architecture
includes at least one sensor, a memory for storing instructions, processing logic coupled to the

memory and the at least one sensor. The processing logic executes instructions for processing
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data received from the at least one sensor and for processing communications for the sensor
node. The sensor node also includes radio frequency (RF) circuitry coupled to the processing
logic. The RF circuitry includes transmitter and receiver functionality (of a transmitter and a
receiver, respectively, or of a transceiver) to transmit communications to a hub and to receive
communications from the hub in the wireless asymmetric network architecture. The processing
logic is configured to execute instructions to determine a scheduled timing of operating at least
one sensor node during a first time period that is close in time with respect to a transmit window
of the transmitter functionality and during a second time period that is close in time with respect
to a receive window of the receiver functionality to reduce power consumption of the sensor
node.

[00184] In one example, the first time period is approximately the same time period as the
transmit window and the second time period is approximately the same time period as the
receive window. In another example, the first time period starts just prior to a time period of
the transmit window and completes just after the transmit window. The first time period may
be 1-10% longer than the time period of the transmit window. The second time period starts
just prior to a time period of the receive window and completes just after the receive window.
The second time period may be 1-10% longer than the time period of the receive window.
[00185] In one example, the sensor node is powered by a battery source or another energy
source (not mains electrical source).

[00186] In one embodiment, the sensor node to operate with a battery source and energy
from energy harvesting is stored either directly in the battery if it is rechargeable, or in a
capacitor coupled to the sensor node or integrated with the sensor node. The energy from
energy harvesting is used to supplement energy drawn from the battery source during operation.
[00187] In one embodiment, the sensor node operates at a first power consumption level for
the first and second time periods. The sensor node can operate at a second power consumption
level when outside of the first and second time periods. In this example, the first power
consumption level has more power consumption than the second power consumption level.
[00188] In one embodiment, a sensor node for a wireless asymmetric network architecture
includes at least one sensor, a memory for storing instructions, and processing logic coupled to
the memory and the at least one sensor. The processing logic to execute instructions for
processing data (e.g., image data, motion data, moisture data, temperature data, etc.) received
from the at least one sensor and for processing communications received or to be transmitted for
the sensor node. The sensor node also includes radio frequency (RF) circuitry coupled to the
processing logic. The RF circuitry includes transmitter and receiver functionality to transmit

communications to a hub and to receive communications from the hub in the wireless
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asymmetric network architecture. The processing logic is configured to process a
communication received from a hub that indicates a transmit window for the transmitter
functionality and a receive window for the receiver functionality of the sensor node to provide
anti-collision features to avoid collisions of communications in the wireless asymmetric
network architecture.

[00189] In one example, the sensor node is powered by a battery source or another energy
source.

[00190] In one embodiment, the processing logic is configured to execute instructions to
process the communication received from the hub that indicates a shift of a next transmit
window and next receive window for the sensor node. The processing logic can also be
configured to execute instructions to generate at least one random number and to shift at least
one of a future transmit window and/or a future receive window for the sensor node based on
the at least one random number when the hub determines that collision has occurred for
communications received from the sensor node and another node.

[00191] In one embodiment, a machine-accessible non-transitory medium (e.g., memory)
contains executable computer program instructions which when executed by a data processing
system cause the system to perform any of the methods discussed herein. While the machine-
accessible non-transitory medium is shown in an exemplary embodiment to be a single medium,
the term “machine-accessible non-transitory medium” should be taken to include a single
medium or multiple media (e.g., a centralized or distributed database, and/or associated caches
and servers) that store the one or more sets of instructions. The term “machine-accessible non-
transitory medium” shall also be taken to include any medium that is capable of storing,
encoding or carrying a set of instructions for execution by the machine and that cause the
machine to perform any one or more of the methodologies of the present invention. The term
“machine-accessible non-transitory medium” shall accordingly be taken to include, but not be
limited to, solid-state memories, optical and magnetic media, and carrier wave signals.
[00192] An apparatus (e.g., hub 610, hub 720, hub 782, hub n, hub 820, hub 964, hub 984,
hub 1882, etc.) for providing a wireless asymmetric network architecture with power
management features includes a memory (e.g., memory 842, memory 961, memory 986,
memory 1886) for storing instructions, processing logic (e.g., one or more processing units,
processing logic 844, processing logic 963, processing logic 988, processing logic 1888) to
execute instructions to establish and control communications in the wireless asymmetric
network architecture, and radio frequency (RF) circuitry (e.g., RF circuitry 850, RF circuitry
970, RF circuity 992, RF circuitry 1890)

[00193] In one embodiment, an apparatus (e.g., hub 610, hub 720, hub 782, hub n, hub 820,
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hub 964, hub 984, hub 1882, etc.) is a wireless control device or includes a wireless control
device for providing a wireless asymmetric network architecture. The apparatus includes
memory (e.g., memory 842, memory 961, memory 986, memory 1886) for storing instructions,
processing logic (e.g., one or more processing units, processing logic 844, processing logic 963,
processing logic 988, processing logic 1888) to execute instructions to establish and control
communications in the wireless asymmetric network architecture, and RF circuitry (e.g.,
transceiver, RF circuitry 850, RF circuitry 970, RF circuity 992, RF circuitry 1890) to transmit
and receive communications in the wireless asymmetric network architecture. The RF circuitry
transmits communications to a plurality of nodes each having a wireless device with a
transmitter and a receiver to enable bi-directional communications with the RF circuitry in the
wireless asymmetric network architecture. The processing logic is configured to execute
instructions to determine a scheduled timing of causing the transmitter to be operable to
transmit and causing the receiver to be operable to receive for each wireless device to reduce
power consumption of the wireless devices of the plurality of nodes.

[00194] In one example, the apparatus is powered by a mains electrical source and the
plurality of nodes are each powered by a battery source or another energy source (not mains
electrical source) to form the wireless asymmetric network.

[00195] The scheduled timing of powering the transmitter and powering the receiver for each
wireless device is determined based on a timing of communications between the transceiver of
the apparatus and each wireless device of the nodes. In one example, the scheduled timing of
causing the receiver to be operable to receive for at least one wireless device of a terminal node
of the nodes (or other nodes) is determined based on a timing of a communication being
transmitted from the at least one wireless device to the RF circuitry of the apparatus.

[00196] In another example, the apparatus is aware of when the receivers of the wireless
devices of the nodes are active (e.g., in receive mode) based on the timing of the transmitted
communications from the wireless devices of the nodes to the apparatus. For example, if a
transmitter of a wireless device transmits a communication to the apparatus, then the apparatus
will know that a receiver of this wireless device, which can be a terminal node or other node,
will be active for a certain time period after the communication is transmitted to the apparatus.
[00197] In one embodiment, the transmitter for each wireless device is operable for
transmitting less than a certain percentage (e.g., 5 percent, 1 percent) of a time period and the
receiver for each wireless device is operable for receiving less than a certain percentage (e.g., 5
percent, 1 percent) of the time period.

[00198] In one example, the wireless asymmetric network architecture includes at least one

of a wireless tree asymmetric network architecture or a wireless tree and mesh asymmetric
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network architecture.

[00199] Figure 18 illustrates a block diagram of a system 1800 having a hub in
accordance with one embodiment. The system 1800 includes or is integrated with a hub 1882
or central hub of a wireless asymmetric network architecture. The system 1800 (e.g.,
computing device, smart TV, smart appliance, communication system, etc.) may communicate
with any type of wireless device (e.g., cellular phone, wireless phone, tablet, computing device,
smart TV, smart appliance, etc.) for sending and receiving wireless communications. The
system 1800 includes a processing system 1810 that includes a controller 1820 and processing
units 1814. The processing system 1810 communicates with the hub 1882, an Input/Output
(I/0) unit 1830, radio frequency (RF) circuitry 1870, audio circuitry 1860, an optics device 1880
for capturing one or more images or video, an optional motion unit 1844 (e.g, an accelerometer,
gyroscope, etc.) for determining motion data (e.g., in three dimensions) for the system 1800, a
power management system 1840, and machine-accessible non-transitory medium 1850 via one
or more bi-directional communication links or signal lines 1898, 1818, 1815, 1816, 1817, 1813,
1819, 1811, respectively.

[00200] The hub 1882 includes a power supply 1891 that provides power (e.g., DC power
supply) to a controller circuit 1884 via a connection 1885 (e.g., communication link, signal line,
electrical connection, etc.) and provides power to RF circuitry 1890 via a connection 1887 (e.g.,
communication link, signal line, electrical connection, etc.). The controller circuit 1884
includes memory 1886 or is coupled to memory that stores instructions which are executed by
processing logic 1888 (e.g., one or more processing units) of the controller circuit 1884 for
controlling operations of the hub for forming and monitoring the wireless asymmetrical network
as discussed herein. The RF circuitry 1890 may include a transceiver or separate transmitter
(TX) 1892 and receiver (RX) 1894 functionality for sending and receiving bi-directional
communications via antenna(s) 1896 with the wireless sensor nodes or other hubs. The RF
circuitry 1890 communicates bi-directionally with the controller circuit 1884 via a connection
1889 (e.g., communication link, signal line, electrical connection, etc.). The hub 1882 can be a
wireless control device 1884 or the controller circuit 1884, RF circuitry 1890, and antenna(s)
1896 in combination may form the wireless control device as discussed herein.

[00201] RF circuitry 1870 and antenna(s) 1871 of the system or RF circuitry 1890 and
antenna(s) 1896 of the hub 1882 are used to send and receive information over a wireless link or
network to one or more other wireless devices of the hubs or sensors nodes discussed herein.
Audio circuitry 1860 is coupled to audio speaker 1862 and microphone 1064 and includes
known circuitry for processing voice signals. One or more processing units 1814 communicate

with one or more machine-accessible non-transitory mediums 1850 (e.g., computer-readable
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medium) via controller 1820. Medium 1850 can be any device or medium (e.g., storage device,
storage medium) that can store code and/or data for use by one or more processing units 1814.
Medium 1850 can include a memory hierarchy, including but not limited to cache, main
memory and secondary memory.

[00202] The medium 1850 or memory 1886 stores one or more sets of instructions (or
software) embodying any one or more of the methodologies or functions described herein. The
software may include an operating system 1852, network services software 1856 for
establishing, monitoring, and controlling wireless asymmetric network architectures,
communications module 1854, and applications 1858 (e.g., home or building security
applications, home or building integrity applications, developer applications, etc.). The software
may also reside, completely or at least partially, within the medium 1850, memory 1886,
processing logic 1888, or within the processing units 1814 during execution thereof by the
device 1800. The components shown in Figure 18 may be implemented in hardware, software,
firmware or any combination thereof, including one or more signal processing and/or
application specific integrated circuits.

[00203] Communication module 1854 enables communication with other devices. The
I/O unit 1830 communicates with different types of input/output (I/O) devices 1834 (e.g., a
display, a liquid crystal display (LCD), a plasma display, a cathode ray tube (CRT), touch
display device, or touch screen for receiving user input and displaying output, an optional
alphanumeric input device).

[00204] In the foregoing specification, the invention has been described with reference to
specific exemplary embodiments thereof. It will, however, be evident that various
modifications and changes may be made thereto without departing from the broader spirit and
scope of the invention. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.
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CLAIMS
What is claimed is:
1. A system for providing a wireless asymmetric network, comprising:

a first hub having a wireless control device that is configured to control communications
and power consumption in the wireless asymmetric network architecture; and

a first plurality of nodes each having a wireless device with a transmitter and a receiver
to enable bi-directional communications with the wireless control device of the first hub in the
wireless asymmetric network architecture, wherein the wireless control device is configured to
determine a scheduled timing of causing the transmitter to be operable to transmit and causing
the receiver to be operable to receive for each wireless device to reduce power consumption of

the wireless devices of the plurality of nodes.

2. The system of claim 1, wherein the first hub is powered by a mains electrical source and the
first plurality of nodes are each powered by a battery source to form the wireless asymmetric

network.

3. The system of claim 1, wherein the scheduled timing of causing the transmitter to be
operable to transmit and causing the receiver to be operable to receive for each wireless device
of the first plurality of nodes is determined based on a timing of communications between the

hub and each wireless device of the first plurality of nodes.

4. The system of claim 1, wherein the transmitter for each wireless device of the first plurality
of nodes is operable for transmitting less than 5 percent of a first time period and the receiver
for each wireless device of the first plurality of nodes is operable for receiving less than 5
percent of the first time period, wherein the first plurality of nodes are in a non-communicative
state when the transmitter and the receiver of the wireless devices are not operable for

transmitting and receiving, respectively.

5. The system of claim 1, further comprising:
a second hub having a wireless control device that is configured to control
communications and power consumption in the wireless asymmetric network architecture; and
a second plurality of nodes each having a wireless device with a transmitter and a
receiver to enable bi-directional communications with the wireless control device of the second
hub in the wireless asymmetric network architecture, wherein the wireless control device of the

second control device is configured to determine a scheduled timing of causing the transmitter
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to be operable to transmit and causing the receiver to be operable to receive for each wireless
device of the second plurality of nodes to reduce power consumption of the wireless devices of

the second plurality of nodes.

6. The system of claim 1, wherein the wireless asymmetric network architecture comprises a

wireless tree asymmetric network architecture.

7. The system of claim 1, wherein the wireless asymmetric network architecture comprises a

wireless tree and mesh asymmetric network architecture.

8. The system of claim 1, wherein the second hub having the wireless control device is
configured to send communications to the first hub and to receive communications from the

first hub for controlling and monitoring the wireless asymmetric network architecture.

9. The system of claim 1, wherein the scheduled timing of causing the receiver to be operable
to receive for a wireless device of a terminal node of the first plurality of nodes is determined

based on a timing of a communication being transmitted from the wireless device to the hub.

10. The system of claim 1, wherein the wireless control device of the first hub includes radio
frequency (RF) circuitry that operates at a frequency band greater than 2.4 GigaHertz (GHz),
wherein the transmitter and the receiver of each wireless device of the first plurality of nodes
also operates at a frequency band greater than 2.4 GHz in order to minimize a second time
period for causing RF circuitry of the transmitter to be operable to transmit and a third time
period for causing RF circuitry of the receiver to be operable to receive for each wireless device

to reduce power consumption of the wireless devices of the first plurality of nodes.

11. The system of claim 10, wherein the RF circuitry of the first hub operates at a frequency
band greater than 5 GHz, wherein the transmitter and the receiver of each wireless device of the
first plurality of nodes also operates at a frequency band greater than 5 GHz in order to
minimize the second time period for causing RF circuitry of the transmitter to be operable to
transmit and the third time period for causing RF circuitry of the receiver to be operable to
receive for each wireless device to reduce power consumption of the wireless devices of the

first plurality of nodes.
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12. An apparatus for providing a wireless asymmetric network architecture, comprising:

a memory for storing instructions;

one or more processing units to execute instructions to establish and control
communications in a wireless asymmetric network architecture; and

radio frequency (RF) circuitry to transmit and receive communications in the wireless
asymmetric network architecture, the RF circuitry to transmit communications to a plurality of
nodes each having a wireless device with a transmitter and a receiver to enable bi-directional
communications with the RF circuitry of the apparatus in the wireless asymmetric network
architecture, wherein the one or more processing units are configured to execute instructions to
determine a scheduled timing of causing the transmitter to be operable to transmit and causing
the receiver to be operable to receive for each wireless device to reduce power consumption of

the wireless devices of the plurality of nodes.

13. The apparatus of claim 12, wherein the apparatus is powered by a mains electrical source
and the plurality of nodes are each powered by a battery source or another energy source to form

the wireless asymmetric network.

14. The apparatus of claim 12, wherein the scheduled timing of causing the transmitter to be
operable to transmit and causing the receiver to be operable to receive for each wireless device
is determined based on a timing of communications between the transceiver of the apparatus

and each wireless device of the nodes.

15. The apparatus of claim 12, wherein the scheduled timing of causing the receiver to be
operable to receive for at least one wireless device of a terminal node of the nodes is determined
based on a timing of a communication being transmitted from the at least one wireless device to

the RF circuitry of the apparatus.

16. The apparatus of claim 12, wherein the transmitter for each wireless device is operable for
transmitting less than 5 percent of a first time period and the receiver for each wireless device is

operable for receiving less than 5 percent of the first time period.
17. The apparatus of claim 12, wherein the wireless asymmetric network architecture

comprises at least one of a wireless tree asymmetric network architecture or a wireless tree and

mesh asymmetric network architecture.
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18. The apparatus of claim 12, wherein the apparatus is aware of when the receivers of the
wireless devices of the nodes are active based on the timing of the transmitted communications

from the wireless devices of the nodes to the apparatus.

19. The apparatus of claim 12, wherein the RF circuitry of the apparatus operates at a frequency
band greater than 2.4 GigaHertz, wherein the transmitter and the receiver of each wireless
device of the first plurality of nodes also operates at a frequency band greater than 2.4
GigaHertz in order minimize a second time period for causing RF circuitry of the transmitter to
be operable to transmit and a third time period for causing RF circuitry of the receiver to be
operable to receive for each wireless device to reduce power consumption of the wireless

devices of the first plurality of nodes.

20. A method for reducing power consumption in a wireless asymmetric network architecture,
comprising:

receiving, with processing logic of a hub, communications from a plurality of sensor
nodes each having a wireless device with a transmitter and a receiver to enable bi-directional
communications with the hub to form the wireless asymmetric network architecture; and

determining, with the processing logic of the hub, a scheduled timing of causing the
transmitter to be operable to transmit and causing the receiver to be operable to receive for each
wireless device to reduce power consumption of the wireless devices of the plurality of sensor

nodes.

21. The method of claim 20, wherein the hub is powered by a mains electrical source and the
plurality of nodes are each powered by a battery source to form the wireless asymmetric

network architecture.

22. The method of claim 20, wherein the scheduled timing of causing the transmitter to be
operable to transmit and causing the receiver to be operable to receive for each wireless device
is determined based on a timing of communications between the hub and each wireless device

of the plurality of nodes.

23. The method of claim 20, wherein the wireless asymmetric network architecture comprises a

wireless tree asymmetric network architecture.
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24. The method of claim 20, wherein the wireless asymmetric network architecture comprises a

wireless tree and mesh asymmetric network architecture.

25. The method of claim 20, wherein the scheduled timing of causing the receiver to be
operable to receive for at least one wireless device of the plurality of nodes is determined based
on a timing of a communication being transmitted from the at least one wireless device to the

hub.

26. A sensor node for a wireless asymmetric network architecture, comprising:

at least one sensor;

a memory for storing instructions;

processing logic coupled to the memory and the at least one sensor, the processing logic
to execute instructions for processing data received from the at least one sensor and for
processing communications for the sensor node; and

radio frequency (RF) circuitry coupled to the processing logic, the RF circuitry includes
transmitter and receiver functionality to transmit communications to a hub and to receive
communications from the hub in the wireless asymmetric network architecture, wherein the
processing logic is configured to execute instructions of a scheduled timing to cause the
transmitter functionality to be operable to transmit and to cause the receiver functionality to be

operable to receive to reduce power consumption of the sensor node.

27. The sensor node of claim 26, wherein the sensor node is powered by a battery source or

another energy source.

28. The sensor node of claim 26, wherein the instructions of the scheduled timing are received
from the hub based on a timing of a communication being transmitted from the sensor node to

the hub.
29. The sensor node of claim 26, wherein the transmitter functionality is operable for
transmitting less than 5 percent of a first time period and the receiver functionality is operable

for receiving less than 5 percent of the first time period.

30. The sensor node of claim 26, wherein the RF circuitry of the sensor node operates at a

frequency band greater than 2.4 GigaHertz.
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31. A system for providing a wireless asymmetric network architecture, comprising:

a first hub having a wireless control device that is configured to control communications
in the wireless asymmetric network architecture; and

a first plurality of nodes each having a wireless device with a transmitter and a receiver
to enable bi-directional communications with the wireless control device of the first hub in the
wireless asymmetric network architecture, wherein the wireless control device of the first hub is
configured to detect a communication from a first node of the first plurality of nodes, determine
whether at least a portion of the communication is unintelligible to circuitry of the first hub or
circuitry coupled to the first hub, and determine whether a collision of communications
transmitting at approximately the same time from the first node and a second node has likely
occurred when the at least portion of the communication is unintelligible to circuitry of the first

hub or circuitry coupled to the first hub.

32. The system of claim 31, wherein the wireless control device of the first hub is further
configured to calculate next or subsequent receive windows for the first and second nodes when

a collision is determined to have likely occurred.

33. The system of claim 32, wherein the wireless control device of the first hub is further
configured to transmit a communication to each of the first and second nodes with instructions
for each node to shift a next transmit window by differing time periods or randomly determined

time periods during receive windows of the respective first and second nodes.

34. The system of claim 31, wherein the wireless control device of the first hub is further
configured to determine an identification of the first node, determine a next or subsequent
receive window for the first node when the communication is determined to be intelligible to
circuitry of the first hub or circuitry coupled to the first hub, and transmit a communication to

the first node during the determined next or subsequent receive window if necessary.

35. The system of claim 31, wherein the wireless control device of the first hub is further
configured to determine that a collision has likely not occurred, determine a next or subsequent
receive window for the first node, and send a communication from the first hub to the first node
with the communication requesting a repeat transmission of the communication from the first

node to the first hub.
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36. The system of claim 31, wherein the first hub is powered by a mains electrical source and
the first plurality of nodes are each powered by a battery source or another energy source to

form the wireless asymmetric network architecture.

37. The system of claim 31, wherein the wireless asymmetric network architecture comprises a

wireless tree asymmetric network architecture.

38. The system of claim 31, wherein the wireless asymmetric network architecture comprises a

wireless tree and mesh asymmetric network architecture.

39. The system of claim 31, further comprising:

a second hub having a wireless control device that is configured to control
communications in the wireless asymmetric network architecture; and

a second plurality of nodes each having a wireless device with a transmitter and a
receiver to enable bi-directional communications with the wireless control device of the second
hub in the wireless asymmetric network architecture, wherein the wireless control device of the
second hub is configured to determine a transmit window for a transmitter and a receive
window for a receiver of each wireless device of the second plurality of nodes and provide anti-
collision features to avoid collisions of the communications received from the wireless devices

of the second plurality of nodes.

40. The system of claim 31, wherein the second hub having the wireless control device is
configured to send communications to the first hub and to receive communications from the

first hub for controlling and monitoring the wireless asymmetric network architecture.

41. An apparatus for providing a wireless asymmetric network architecture, comprising:

a memory for storing instructions;

one or more processing units to execute instructions to establish and control
communications in the wireless asymmetric network architecture; and

radio frequency (RF) circuitry to transmit and receive communications in the wireless
asymmetric network architecture, the RF circuitry to transmit communications to a plurality of
nodes each having a wireless device with a transmitter and a receiver to enable bi-directional
communications with the RF circuitry in the wireless asymmetric network architecture, wherein
the one or more processing units are configured to execute instructions to determine a transmit

window for a transmitter and a receive window for a receiver of each wireless device that
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transmits a communication to the apparatus and provide anti-collision features to avoid

collisions of the communications received from the wireless devices.

42. The apparatus of claim 41, wherein the apparatus is powered by a mains electrical source
and the plurality of nodes are each powered by a battery source or another energy source to form

the wireless asymmetric network.

43. The apparatus of claim 41, wherein the one or more processing units are configured to

execute instructions to determine whether a collision has likely occurred for a communication
received from a first node and calculate next or subsequent receive windows for the first node
and a second node if a collision of communications from the first and second nodes has likely

occurred.

44. The apparatus of claim 43, wherein the one or more processing units are configured to
execute instructions to transmit a communication to each of the first and second nodes to cause
a shift of a next transmit window for each node by differing time periods or randomly

determined time periods.

45. The apparatus of claim 44, wherein the one or more processing units are configured to
execute instructions to generate at least one random number and to shift at least one of a future
transmit window or a future receive window for the first and second nodes based on the at least
one random number when the collision has occurred for communications received from the first

and second nodes.

46. The apparatus of claim 41, wherein the wireless asymmetric network architecture

comprises a wireless tree asymmetric network architecture.

47. The apparatus of claim 41, wherein the wireless asymmetric network architecture

comprises a wireless tree and mesh asymmetric network architecture.
48. The apparatus of claim 41, wherein the wireless asymmetric network architecture is

implemented within a building or near the building in order to secure and monitor conditions

within or near the building.
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49. A method for arbitration and collision avoidance for communications in a wireless
asymmetric network architecture, comprising:

detecting, with a receiver of a hub, a communication from at least one node of a plurality
of nodes within the wireless asymmetric network architecture, each node having a wireless
device with a transmitter and a receiver to enable bi-directional communications with the hub to
form the wireless asymmetric network architecture;

determining, with processing logic of the hub, whether at least a portion of the
communication is unintelligible to circuitry of the hub or circuitry coupled to the hub;

determining, with processing logic of the hub, whether a collision of communications
transmitted at approximately the same time from different nodes has likely occurred when the at
least portion of the communication is unintelligible to circuitry of the hub or circuitry coupled
to the hub; and

calculating, with the processing logic of the hub, next or subsequent receive windows

for the different nodes when a collision likely occurs.

50. The method of claim 49, further comprising:

during receive windows of the different nodes, transmitting with a transmitter of the hub
a communication to each of the different nodes with instructions for each node to shift a next
transmit window by differing time periods or randomly determined time periods when a

collision likely occurs.

51. The method of claim 49, further comprising:

determining, with the processing logic of the hub, an identification of a node that
transmitted the communication;

determining a next or subsequent receive window for the node when the communication
is determined to be intelligible to circuitry of the hub or circuitry coupled to the hub; and

transmitting with the hub a communication to the node during the determined next or

subsequent receive window if necessary.

52. The method of claim 49, further comprising:
determining, with processing logic of the hub, that a collision of communications
transmitted at approximately the same time from the different nodes has likely not occurred;
determining, with the processing logic of the hub, a next or subsequent receive window
for the node that transmitted the communication with at least a portion of the communication

being unintelligible to circuitry of the hub or circuitry coupled to the hub.
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during the determined next or subsequent receive window of the node, sending a
communication from the hub to the node with the communication requesting a repeat

transmission of the communication from the node.

53. A sensor node for a wireless asymmetric network architecture, comprising:

at least one sensor;

a memory for storing instructions;

processing logic coupled to the memory and the at least one sensor, the processing logic
to execute instructions for processing data received from the at least one sensor and for
processing communications for the sensor node; and

radio frequency (RF) circuitry coupled to the processing logic, the RF circuitry includes
transmitter and receiver functionality to transmit communications to a hub and to receive
communications from the hub in the wireless asymmetric network architecture, wherein the
processing logic is configured to process a communication received from a hub that indicates a
transmit window for the transmitter functionality and a receive window for the receiver
functionality to provide anti-collision features to avoid collisions of communications in the

wireless asymmetric network architecture.

54. The sensor node of claim 53, wherein the sensor node is powered by a battery source or

another energy source.

55. The sensor node of claim 53, wherein the processing logic is configured to execute
instructions to process the communication received from the hub that indicates a shift of a next

transmit window for the sensor node.

56. The sensor node of claim 53, wherein the processing logic is configured to execute
instructions to generate at least one random number and to shift at least one of a future transmit
window or a future receive window for the sensor node based on the at least one random
number when the hub determines that collision has occurred for communications received from

the sensor node and another node.

57. A system for providing a wireless asymmetric network architecture, comprising:
a first hub having a wireless control device that is configured to control communications
and power consumption in the wireless asymmetric network architecture; and

a first plurality of sensor nodes each having at least one sensor and a wireless device

51



WO 2016/123239 PCT/US2016/015168

with a transmitter and a receiver to enable bi-directional communications with the wireless
control device of the first hub in the wireless asymmetric network architecture, wherein the
wireless control device is configured to determine a scheduled timing of operating each sensor
node during a first time period that is close in time with respect to a transmit window of the
transmitter and during a second time period that is close in time with respect to a receive
window of the receiver for each wireless device to reduce power consumption of the wireless

devices of the first plurality of sensor nodes.

58. The system of claim 57, wherein the first hub is powered by a mains electrical source and
the first plurality of sensor nodes are each powered by a battery source to form the wireless

asymmetric network architecture.

59. The system of claim 57, wherein the wireless control device is configured to determine a
scheduled timing of the transmit window of the transmitter and the receive window of the
receiver for each wireless device based on a timing of receiving a communication from each

wireless device of the plurality of sensor nodes.

60. The system of claim 57, wherein each sensor node operates at a first clock speed for the
first and second time periods, wherein each sensor node operates at a second clock speed when
outside of the first and second time periods, wherein the second clock speed is a reduced clock

speed to reduce power consumption of each sensor node in comparison to the first clock speed.

61. The system of claim 57, wherein at least one sensor node to operate with a battery source
that includes a rechargeable battery designed for recharging, wherein the at least one sensor
node includes a capacitor or is coupled to a capacitor to store energy from energy harvesting of

a vibrational harvesting circuit that is used to avoid deep discharge of the battery source.

62. The system of claim 57, further comprising:
a second hub having a wireless control device that is configured to control
communications and power consumption in the wireless asymmetric network architecture; and
a second plurality of sensor nodes each having at least one sensor and a wireless device
with a transmitter and a receiver to enable bi-directional communications with the wireless
control device of the second hub in the wireless asymmetric network architecture, wherein the
wireless control device is configured to determine a scheduled timing of operating each sensor

node during a third time period that is close in time with respect to a transmit window of the
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transmitter and during a fourth time period that is close in time with respect to a receive
window of the receiver for each wireless device to reduce power consumption of the wireless

devices of the second plurality of sensor nodes.

63. The system of claim 57, wherein the wireless asymmetric network architecture comprises a
wireless tree asymmetric network architecture or a wireless tree and mesh asymmetric network

architecture.

64. The system of claim 57, wherein at least one sensor node to operate with a battery source
that includes a primary cell that is not intended for recharging, wherein the at least one sensor
node includes a capacitor or is coupled to a capacitor to store energy from energy harvesting of
a vibrational harvesting circuit to trickle charge the primary cell thus increasing effective battery
capacity by compensating for energy drawn from the battery source during operation, or lost due

to self-discharge of the battery source.

65. The system of claim 57, wherein the wireless control device of the first hub includes radio
frequency (RF) circuitry that operates at a frequency band greater than 2.4 GigaHertz (GHz),
wherein the transmitter and the receiver of each wireless device of the first plurality of nodes
also operates at a frequency band greater than 2.4 GHz in order to minimize a third time period
for powering RF circuitry of the transmitter and a fourth time period for powering RF circuitry
of the receiver for each wireless device to reduce power consumption of the wireless devices of

the first plurality of nodes.

66. The system of claim 65, wherein the RF circuitry of the first hub operates at a frequency
band greater than 5 GHz, wherein the transmitter and the receiver of each wireless device of the
first plurality of nodes also operates at a frequency band greater than 5 GHz in order minimize
the third time period for powering RF circuitry of the transmitter and the fourth time period for
powering RF circuitry of the receiver for each wireless device to reduce power consumption of

the wireless devices of the first plurality of nodes.

67. The system of claim 57, wherein each sensor node operates at a first power consumption

level for the first and second time periods.
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68. The system of claim 66, wherein each sensor node operates at a second power consumption
level when outside of the first and second time periods, wherein the first power consumption

level has more power consumption than the second power consumption level.

69. An apparatus for providing a wireless asymmetric network architecture, comprising:

a memory for storing instructions;

one or more processing units to execute instructions to establish and control
communications in the wireless asymmetric network architecture; and

radio frequency (RF) circuitry to transmit and receive communications in the wireless
asymmetric network architecture, the RF circuitry to transmit communications to a plurality of
sensor nodes each having at least one sensor and a wireless device with a transmitter and a
receiver to enable bi-directional communications with the RF circuitry of the apparatus in the
wireless asymmetric network architecture, wherein the one or more processing units to execute
instructions to determine a scheduled timing of operating at least one sensor node during a first
time period that is close in time with respect to a transmit window of the transmitter and during
a second time period that is close in time with respect to a receive window of the receiver for at
least one wireless device to reduce power consumption of the at least one wireless device of the

first plurality of sensor nodes.

70. The apparatus of claim 69, wherein the apparatus is powered by a mains electrical source
and the plurality of sensor nodes are each powered by a battery source or another energy source

to form the wireless asymmetric network architecture.

71. The apparatus of claim 69, wherein the one or more processing units to execute instructions
to determine a scheduled timing of a transmit window of the transmitter and a receive window
of the receiver for the at least one wireless device based on a timing of receiving a

communication from the at least one wireless device of the plurality of sensor nodes.

72. The apparatus of claim 69, wherein the at least one wireless device of at least one sensor

node operates at a first clock speed for the first and second time periods.

73. The apparatus of claim 72, wherein the at least one sensor node operates at a second clock
speed when outside of the first and second time periods, wherein the second clock speed is a
reduced clock speed to reduce power consumption of the at least sensor node in comparison to

the first clock speed.
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74. The apparatus of claim 69, wherein the wireless asymmetric network architecture
comprises at least one of a wireless tree asymmetric network architecture or a wireless tree and

mesh asymmetric network architecture.

75. The apparatus of claim 69, wherein the at least one wireless device of at least one sensor

node operates at a first power consumption level for the first and second time periods.

76. The apparatus of claim 75, wherein the at least one sensor node operates at a second power
consumption level when outside of the first and second time periods, wherein the first power

consumption level has more power consumption than the second power consumption level.

77. A method for reducing power consumption in a wireless asymmetric network architecture,
comprising:

receiving, with radio frequency (RF) circuitry of a hub, communications from a plurality
of sensor nodes each having a wireless device with a transmitter and a receiver to enable bi-
directional communications with the hub to form the wireless asymmetric network architecture;
and

determining, with processing logic of the hub, a scheduled timing of operating at least
one sensor of each sensor node during a first time period that is close in time with respect to a
transmit window of the transmitter and during a second time period that is close in time with
respect to a receive window of the receiver for each wireless device to reduce power

consumption of the wireless devices of the plurality of sensor nodes.

78. The method of claim 77, wherein the hub is powered by a mains electrical source and the
plurality of nodes are each powered by a battery source or another energy source to form the

wireless asymmetric network architecture.

79. The method of claim 77, further comprising:

determining, with processing logic of the hub, a scheduled timing of the transmit
window of the transmitter and the receive window of the receiver for each wireless device based
on a timing of receiving a communication from each wireless device of the plurality of sensor

nodes.
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80. The method of claim 77, wherein each sensor node operates at a first clock speed for the

first and second time periods.

81. The method of claim 80, wherein each sensor node operates at a second clock speed when
outside of the first and second time periods, wherein the second clock speed is a reduced clock

speed to reduce power consumption of each sensor node in comparison to the first clock speed.

82. The method of claim 77, wherein the wireless asymmetric network architecture comprises a

wireless tree asymmetric network architecture.

83. The method of claim 77, wherein the wireless asymmetric network architecture comprises a

wireless tree and mesh asymmetric network architecture.

84. The method of claim 77, wherein each sensor node operates at a first power consumption

level for the first and second time periods.

85. The method of claim 80, wherein each sensor node operates at a second power
consumption level when outside of the first and second time periods, wherein the first power

consumption level has more power consumption than the second power consumption level.

86. A sensor node for a wireless asymmetric network architecture, comprising:

at least one sensor;

a memory for storing instructions;

processing logic coupled to the memory and the at least one sensor, the processing logic
to execute instructions for processing data received from the at least one sensor and for
processing communications for the sensor node; and

radio frequency (RF) circuitry coupled to the processing logic, the RF circuitry includes
transmitter and receiver functionality to transmit communications to a hub and to receive
communications from the hub in the wireless asymmetric network architecture, wherein the
processing logic is configured to execute instructions to determine a scheduled timing of
operating at least one sensor node during a first time period that is close in time with respect to
a transmit window of the transmitter functionality and during a second time period that is close
in time with respect to a receive window of the receiver functionality to reduce power

consumption of the sensor node.
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87. The sensor node of claim 86, wherein the sensor node to operate with a battery source and
energy from energy harvesting is stored in a capacitor coupled to the sensor node or integrated
with the sensor node, wherein the energy from energy harvesting to be used to supplement

energy drawn from the battery source during operation.

88. The sensor node of claim 86, wherein the sensor node operates at a first power consumption
level for the first and second time periods, wherein the sensor node operates at a second power
consumption level when outside of the first and second time periods, wherein the first power

consumption level has more power consumption than the second power consumption level.

89. A system for providing a wireless asymmetric network, comprising:

a first hub having one or more processing units and a first antenna for transmitting and
receiving communications in the wireless asymmetric network;

a second hub having one or more processing units and a second antenna for transmitting
and receiving communications in the wireless asymmetric network; and

a plurality of sensor nodes each having a wireless device with a transmitter and a
receiver to enable bi-directional communications with the first and second hubs in the wireless
asymmetric network architecture, wherein the one or more processing units of the first and
second hubs are configured to execute instructions to determine location information for the

plurality of sensor nodes based on receiving communications from each sensor node.

90. The system of claim 89, wherein the first hub is powered by a mains electrical source and
the plurality of sensor nodes are each powered by a battery source to form the wireless

asymmetric network.

91. The system of claim 89, wherein the first and second hub are synchronized with each other

and share location information of the plurality of sensors nodes.

92. The system of claim 89, wherein the one or more processing units of the first and second
hubs are configured to execute instructions to determine location information for the plurality of
sensor nodes based on triangulating from distances measured via time of arrival information

that is associated with the received communications.

93. The system of claim 89, wherein the one or more processing units of the first and second

hubs are configured to execute instructions to determine location information for the plurality of
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sensor nodes based on triangulating from distances measured via strength of signal information

that is associated with the received communications.

94. The system of claim 89, wherein the wireless asymmetric network architecture comprises a

wireless tree asymmetric network architecture.

95. The system of claim 89, wherein the wireless asymmetric network architecture comprises a

wireless tree and mesh asymmetric network architecture.

96. The system of claim 89, wherein the one or more processing units of the second hub are
configured to execute instructions to send communications to the first hub and to receive
communications from the first hub for controlling and monitoring the wireless asymmetric

network architecture.

97. The system of claim 89, wherein the first antenna of the first hub and the second antenna of
the second hub to transmit ultra-wide band (UWB) communications to the plurality of sensor

nodes and to receive UWB communications from the plurality of sensor nodes.

98. An apparatus for providing a wireless asymmetric network architecture, comprising:

a memory for storing instructions;

one or more processing units to execute instructions to establish and control
communications in a wireless asymmetric network architecture; and

radio frequency (RF) circuitry including multiple antennas to transmit and receive
communications in the wireless asymmetric network architecture, the RF circuitry including
multiple antennas to transmit communications to a plurality of sensor nodes each having a
wireless device with a transmitter and a receiver to enable bi-directional communications with
the RF circuitry of the apparatus in the wireless asymmetric network architecture, wherein the
one or more processing units are configured to execute instructions to determine location
information for the plurality of sensor nodes based on receiving communications from each

sensor node.
99. The apparatus of claim 98, wherein the apparatus is powered by a mains electrical source

and the plurality of sensor nodes are each powered by a battery source or another energy source

to form the wireless asymmetric network.
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100. The apparatus of claim 98, wherein the one or more processing units are configured to
execute instructions to determine location information for the plurality of sensor nodes based on
at least one of angle of arrival information, signal strength information, and time of arrival

information for the communications from the plurality of sensor nodes.

101. The apparatus of claim 100, wherein the one or more processing units are configured to
execute instructions to determine location information for the plurality of sensor nodes based on
angle of arrival information for determining an angle of arrival with a strongest signaling
component and combined with information to identify a shortest direct path in a multi-path
environment, which is determined from time of arrival information, for the communications

from the plurality of sensor nodes.

102. The apparatus of claim 98, wherein the wireless asymmetric network architecture
comprises at least one of a wireless tree asymmetric network architecture or a wireless tree and

mesh asymmetric network architecture.

103. The apparatus of claim 98, wherein the multiple antennas of the RF circuitry to transmit
ultra-wide band (UWB) communications to the plurality of sensor nodes and to receive UWB

communications from the plurality of sensor nodes.

104. A method for determining location in a wireless asymmetric network architecture,
comprising:

transmitting, with radio frequency (RF) circuitry including multiple antennas of a hub,
communications to a plurality of sensor nodes in the wireless asymmetric network architecture;

receiving, with the RF circuitry including multiple antennas of the hub, communications
from the plurality of sensor nodes each having a wireless device with a transmitter and a
receiver to enable bi-directional communications with the RF circuitry of the hub in the wireless
asymmetric network architecture; and

determining, with one or more processing units of the hub, location information for the

plurality of sensor nodes based on receiving communications from each sensor node.
105. The method of claim 104, wherein the hub is powered by a mains electrical source and the

plurality of sensor nodes are each powered by a battery source or another energy source to form

the wireless asymmetric network.

59



WO 2016/123239 PCT/US2016/015168

106. The method of claim 104, further comprising:

determining, with one or more processing units of the hub, location information for the
plurality of sensor nodes based on at least one of angle of arrival information, signal strength
information, and time of arrival information for the communications received from the plurality

of sensor nodes.

107. The method of claim 106, wherein the one or more processing units are configured to
execute instructions to determine location information for the plurality of sensor nodes based on
angle of arrival information for determining an angle of arrival with a strongest signaling
component and combined with information to identify a shortest direct path in a multi-path
environment, which is determined from time of arrival information, for the communications

from the plurality of sensor nodes.

108. The method of claim 104, wherein the wireless asymmetric network architecture
comprises at least one of a wireless tree asymmetric network architecture or a wireless tree and

mesh asymmetric network architecture.
109. The method of claim 104, wherein the multiple antennas of the hub to transmit ultra-

wide band (UWB) communications to the plurality of sensor nodes and to receive UWB

communications from the plurality of sensor nodes.
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TRANSMIT WITH PROCESSING LOGIC OF A HUB HAVING A WIRELESS
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RECEIVE WITH THE HUB COMMUNICATIONS FROM THE PLURALITY
OF NODES EACH HAVING A WIRELESS DEVICEWITH A
TRANSMITTER AND A RECEIVER TO ENABLE BI-DIRECTIONAL
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ASYMMETRIC NETWORK ARCHITECTURE
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DETERMINE WiTH PROCESSING LOGIC {(E.G., ONE OR MORE
PROCESSING UNITS) OF THE HUB A SCHEDULED TIMING OF
CAUSING THE TRANSMITTER TO BE OPERABLE TO TRANSMIT
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1600
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RECEIVE, WITH RADIO FREQUENCY (RF) GIRCUITRY OF A
HUB, COMMUNICATIONS FROM A PLURALITY OF SENSCR
NODES EACH HAVING A WIRELESS DEVICE WITH A
TRANSMITTER AND A RECEIVER TO ENABLE
Bi-DIRECTIONAL COMMUNICATIONS WITH THEHUB TO
FORM THE WIRELESS ASYMMETRIC NETWORK
ARCHITECTURE
1602

v

DETERMINE WITH THE PROCESSING LOGIC OF THEHUB A
SCHEDULED TIMING OF OPERATING AT LEAST ONE SENSOR OF
FACH SENSOR NODE DURING A HRST TIME PERIOD THAT 1S
CLOSE IN TIME WITH RESPECT TO A TRANSMIT WINDOW OF
THE TRANSMITTER AND DURING A SECOND TIME PERIOD
THAT IS CLOSE IN TIME WITH RESPECT TO A RECEIVE
WINDOW OF THE RECEIVER FOR EACH WIRELESS DEVICETO
REDUCE POWER CONSUMPTION OF THE WIRELESS DEVICES
OF THE PLURALITY OF SENSOR NODES
1604

¥

DETERMINE WITH THE PROCESSING LOGIC OF THE HUB A
SCHEDULED TIMING OF THE TRANSMIT WINDOW OF THE
TRANSMITTER AND THE RECEIVE WINDOW OF THE RECEIVER
FOR EACH WIRELESS DEVICE BASED ON ATIMING OF
RECEIVING A COMMUNICATION FROM EACH WIRELESS
DEVICE OF THE PLURALITY OF SENSOR NODES
1608
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claims 1, 3, 4, 7, 12, 15, 22; and figure 1. ,69-72,74-75,77-80
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Y US 2014-0249688 A1 (NEW JERSEY INSTITUTE OF TECHNOLOGY) 04 September 2014 1-9,12-18,20-30
See paragraphs [0019], [0037]; claims 1, 2; and figure 3. ,b7-59,62-63,67
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,82-84,86
Y JP 2010-251887 A (PANASONIC CORP.) 04 November 2010 31-56
See abstract; paragraphs [0021]-[0024], [0032]-[0056], [0090],[0095];
and figures 1, 3, 5, 11.
Y US 2012-0207062 A1 (GIORGIO CORBELLINI et al.) 16 August 2012 31-56
See paragraphs [0002], [0019]; and claim 1.
Y US 2007-0150565 A1 (ARUN AYYAGARI et al.) 28 June 2007 89-109
See paragraphs [0004], [0020], [0023], [0027]; and claims 1, 5, 10.
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Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:

"A" document defining the general state of the art which is not considered
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filing date
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later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents,such combination
being obvious to a person skilled in the art
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C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

US 2013-0023278 A1 (TING-YUEH CHIN) 24 January 2013
See paragraph [0004]; and claims 1, 6, 14, 15.

89-109
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Box No. Il Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. Claims Nos.:
because they relate to subject matter not required to be searched by this Authority, namely:

2. Claims Nos.:
because they relate to patts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. |:| Claims Nos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

a wireless asymmetric network architecture.
Group II: Claims 31-56 directed to a system, an apparatus, a method and a sensor node for arbitration and collision avoidance for
communications in a wireless asymmetric network architecture.

Group III: Claims 89-109 directed to a system, an apparatus and a method for determining location in a wireless asymmettic
network architecture,

1. x As all required addtional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. |:| As all searchable claims could be searched without effort justifying an additional fees, this Authority did not invite payment
of any additional fees.

3. |:| As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4, |:| No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Remark on Protest |:| The additional search fees were accompanied by the applicant's protest and, where applicable, the
payment of a protest fee.
The additional search fees were accompanied by the applicant's protest but the applicable protest
fee was not paid within the time limit specified in the invitation.
ZJ No protest accompanied the payment of additional search fees.

Group I Claims 1-30 and 57-88 directed to a system, an apparatus, a method and a sensor node for reducing power consumption in

Form PCT/ISA/210 (continuation of first sheet (2)) (January 2015)
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