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X IR 22 e ST H I O - B AT 25 44, AR S A4 R S0

T A IE R 2 40 VRV I 0 5 B o 3 i S T 3 28 44 F SC I A8 i S
RI% EHRERZE AT T N 2%

2. UBUR B SR LT IR (1) 7325, JARRAELE T, T b E A% =R 22 e i SCBLHE T 9 e bt i
H XML SCHRZE 44 FRAIXMLAR SCRR AR , BT v i 22 5 M 55 1R B8 SR B 4 b Al A U 28
Bt ST, FLHE -

PR TG VR FH 7 7k A FR SR SCRR B R B e 2R 5 T I 22 85 Ml 5% 1V SR B 1R R 7
kL FRIEAL BOXMLAR SCRR2S 44 7%
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3. UIBURIEE R BT IR (1) 75 1 FAFAEAE T, BT B (1) 15 22 it DA 07 sUff e

FEE A [E] £ @ IE A 0y CRCAFR FE X B 0 25 00E 5 4 B 45 3% A S AR P FA%H L 38 it fr

R R 5545 2 B AN i AL 5 BT IR PR IE 15 28 , BT CECAR HEXTFR 0 25k 5 FH T4 N R

IR ZE A5 2 T X 4

4 AORUREE SR 3BT (1) 75325, FRRAEAE T, B MR 48 Y038 PRk 5 28, %) P ik 22 k. 55 1A
FHVE SR U R I3 AT 0 2, 28 BN B R Sk, A

A FH BT TG UIE 15 22 1 IR 55 2% A 61, oF Bt 2 468 L 5% 90 FH S SR 1 S0 s 54t 483247
B I AR S

5. IR ZL R AT IR 1 7510, FAFAEAE T, BT il 2248 b 55 1 A R Hh (1) S B B AT 2%
2 RS AR SO, L

A FH BT FRBEUIE 15 8 o 1 2% P it A, o BT 22 At 2% 1 FH IS SR b 1 S o B b AT 45
2 RS A AR S

6. QAR ZL R 3 AT IR (¥ 757, FLAFAEAE T, BT X ) PAIE 1) %2 43 THBE 5 38 LR 7 58
T -

WA FH AT IR FOAEIE 15 28 o B I 55 2 A AR P AL AR PR 2 B8 2 R SCAR K
P BLHTTPS , S 37 5 BT IR 4RI 22 45 52 5 X 265 (140 R[] DAIE 1) 2 43 THUBE I

T AR EE R 1~ 64F — TURTIR 14 5 325, FLRFAEAE T, Bk 38 3ot 22 4 e vV B 60 75 P

S IV i SRR BT i 25 4 ik SIS I i A8 4 ik SC R I8 R R R 2 B A8 2 I 288 2 T 5 I B4 «

o IR 22 485 M 25 1 P SR A A0 45 b ) G 6 1 2 A 0IE ST, TGS B A6 AE ST A i8R 47
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A E -

VA FH BT TR I 15 PR A 1 IR 55 2% A B AN P AL, iR AR 2 B 1 2 B UL
PIMCHTTPS , 38 3745 BT BRI 22 5 5 ) IR 268 1A A ] IR P 22 A e THBE B

14 QAR B R 8~ 13— T T iR (1) 35 B, HRHIEE T, i ik SO e 5o, i T

o TR 22 45 M 55 18 1 SR A A0 5 — b ) G A A 2 A 0IE ST, U Bk S5 AIE ST A i8R 47
A

T I PR R I 22 5 B I 28 1) i 7 XS BT AR S P R SO IR AT R




CN 106603636 A W OB P 1/8 T

—MERR ZHIREL T ERRE

BRARGUE
[0001] AT W1 e ELIR I U, JUH B S — Fh 224858 ) W 28 IR AR AL 53R B

BEREA

[0002] B35 ELIRIX BRI A S, BRAT R ST IR R BN I 22 Te il  HRAT R ST I FE 0 e 21
WAL RAT RAHR K RIS Z 52 5, — BAESAE R I 1S LA 1] K 55
MBLZER , 75 Ay A A% 3 A KR AZ 5y 15 B AN FEIE ST RAIE S 55 (1 LSRR 0L
[0003]  ARIBCZZ4H AT 5y M 28 5 A BRARIER A SAMLAL) (R AR AT R ZE Bl 55 A 2R R 45, B 2% 1l AL
R RN AL B Z2 4558 5 B Gt — A5 T4 25, 2 I 28 B A% 0 2 AR R Z 5 IR 95 R 58, BN
I B ZE RN R i KA N AL 4 o E TR I 22 A 55 T AT AR R A AL
Gy W 2% 2 A b E Ry » T B LR SRR IR % P i RIS AT IR % AN A ], S S LA 45
N BRI R PRI It e i 2 T AT A 3 v % il i, DROK N 17 R G LA F N AR IR 22 4
A2 5y 25 R BRAS » FARR T 8 RAMLRAI 3 N BRIRZE R A2 2 I 2% 1 30

[0004]  pb b, BLA HA s G ATLAG) 2 A ) 2 N R IBR 72 0T P 4% O 25 i R 498, B2 2k T
SR SEIEAR RGN TR RIT A, X AN B8 AT PR B A sy, HL kb
FITF R O Ie AT R e PR 22, DR R RE BEA WM IR N ZE R M 48 4, evkad T e
J AL o

[0005]  Zx LTk, sk — FhiEs 1 B A AL AT R G — B A G 5 BRI Z2 4 58 ) I 2% f1 o
.

RAAE

[0006] A W R Mt — A Z2 4858 5y AR UEAL T3 9% S A B FH LA DR BILA BOR P AR IR 1l AL
o S ERIRZE R AL 5y N 2% 2 [A1 BR3P A4 1 S AT ARG 8 MRS , T R B AR 1]
[0007] 7% WISt i (it — P 2= B 58 S I A AEAL T332, LA -

[0008] i i A 32 FA) ZE A b 55 R 3R 3K 5 g BTt 2 i b 551 P 3 SR G 4 9 b A 3
INEE S S

(00091 R 98 FUISL (A IE 5 126, Xof T3t A i 3 m F) B0 8 Bt AT im 8, 26 BRI A STk
LA RS P iR A2 g SO i) S 7 BOdE AT 88 44, AR S A R S

[0010] it 3 XU A1) DA I F) 22 42 368 VRVBE B R B 55 P o 1 S AN Ik &8 44 3 SCHs ) 52 ik
WKL B RIRE T T 2%

[0011] e dth, ik ARl 3R S AR SCRLAE AT FE AR 1L T8 5 XMLAR SR 28 A4 AR ATXML AR
SARREAE , PR P Z2 55 M 55 1 P SR 4 b 3R S g s, A4

[0012]  HRHFEFBL A HIJT i A4 R SR SCARZE RS L 5% 2, g ik 22 i b 55 VS SR 1
P71 2R A SOMLAR SCARZE 249K

[0013] g ik 7 i b 55 R IS SK A 3 7 4k 2 B A FSOXMLAR ST 28 A

[0014] B, I PR IE 5 P ad i AR 77 S g
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[0015]  HEHL A [ L@l A UE A1 0y CRCA R X BRI E 5 1 IR 55 2% A FA AR i FA%H , 18

Tk B A 55 A% A A RN 7 i AL B A 7 BT IR IUUEE 15 2 5 BT IR CRCAR AR KRR I 26 0E 15 FH T 42

NERIRZE 2T 5 N 45

[0016] A5 A1, BT IR MR 41 001 (1) 00E 5 g, %of B s 22 5 M 4% 8 F 17 SR 1) B0 5 g 3kt 47
AR O S, B

[0017] A FH BT I8 PR E 5 2 A 1 R 25 B X B 2 A v 45 1R FH 7 I ) R S o ot

AT N, A B R SOk

[0018] e fddth, T id 2248 M 4% 1A v R Hh 1) Sk 2 B AT 25 44, AR IS AR STk, A0

[0019] & FH T3k UUREAIE 5 2 v (40 250 2 o AL A, o i 2 4t v 5% U P 378 R P ) S o Bt

172544, 2 2 A RS

[0020] A, T 3A SO Tm) DA TIE 1 2 4 30 VAR gl ik DL R 5 s 5

[0021] i FH T3 TOBEAE 5 2w B IR 55 2 A B AN P AL, iR s 22 A B4 2 ISR

FESTHMMHTTPS , £ ST 5 T IR AR I 22 HE A8 B X 265 110 0L 1A) A IE (1) 2 4 3 VRVBE 1%

[0022] e, il dod 2 4 T VRVRE 56 B BT IR o 4R SCIURN it 3 28 4 4k ST ) BT ik

AE RSO R I% B AR ER ZE AT Ty W 48 2 1T, AL

[0023] 3% i ids Z2 55 Wb 55 1 FH I =R A B b il G A =X 10 SRR ST A, UG i 3R 478 10 SC A

AT RS

[0024]  j@ ik BT IR AR ZE B AE S X 4% 1 it 7 X0t T A J (40 S8 A1 ST ARk AT S

[0025] A BH STt A SE it — Fh 224558 By IR EAL 2R L, S -

[0026]  #% =4 BEG - FH T BRSO 7 i A 328 1R Z2 M 55 T8 P oK 4 BT ok 22 4 ol 45 1

T SR 4 R bm A 2 28 S 5

[0027] R SCIREE ¥ B 50« F T AR T R AIE 13 28, Xof BT 5 480 1 S0 v ) AU B i ek k4

TN S 2B BN 26 R S35k s LA S 0] BT i A8 e i SCH 0 S i - BUHEAT 25 44 5 2B RS A AR Sk

[0028] 3% BT « FH 38 3k e DUE ) 22 48 TRV IR0 25 BT i i 8 i S fn i i 28 44

R SCIFP) A e 3 SO 3% AR ZE A 5y X 4%

[0029] B, FridAmvBE A% 2010 A8 Ak SCELFE AT 4 R AR 0S5 XML SCRR 25 44 Bk R XML AR

SCARZHH , Fridag s BT, BAR A T

[0030]  ARHE TR 1 1 F 751k R 5 40 SCRR B8 (% 6 2R, W3 BT I 22 M 45 18 FH V5 R 1 1

P51 44 FR B Ak BROXMLAR SCAR 25 44 F5

[0031] i firids 2248 b 45 1 A SR 0 R A 7 72 2 B0 A0 XML R SCAR 25 (9 4

[0032]  #5Addth, BT ik FUSE A0 15 B S L L R 5 s o

[0033]  HREENH [E £ il AR H 0y CRCAR AR XS RN 2 IE 5 Hh 18 AR 55 2% A BH AN ity FAEH 5 d

ik BT IR 55 25 A BRI P i FA B 1 78 IR TOUIAEE 5 /2, BT IR CECARY AR X BRI IE 15 T4

NERIRZE 2T 5 N 45

[0034] A, BT i SO A e BT, BLAR T

[0035]  fi FH T3k TUSEAAE 5 2 H 4D IR 55 3 2 0, o it 2 4t v 5% U P 375 R ) A B i St

AT 0%, A B R SOk

[0036] A, BT i SO A BT, BLAR T

[0037]  iff FH B3k TR AIE 15 28 v AR 25 7 s FAEH 5 o BT ok 2 4 b 4% 9 FH 7 SR b ) S 7 B
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17254, AL A A .

[0038] it , Brad X i DA UE A 22 43 TR I E i DA T 05 U €

(00391 i I vk TUUSCAIE 5 26 v ) IR 55 i A B AN 7 s AL A, AR 91 22 4 B4 2 G SCA
FAa P CHTTPS , £ 375 Bl i HRIPK 22 B 52 53 I 4% (R XA AR FF) 2 2 T TRBE %

[0040] e fddth, BT 4 SCHA B B, i T

(00411 % ik Z2 48 Ml 55 R 3 K o B — a3k 1 23 653 2 2 00 SR I SO » TUDRE B 8 S 4k S AF
AT A 5

[0042] it iad Ffr iR AR BB 72 58552 53 I 48 1) 2 % 7 3%t I AR Ji F) S AE ST AR AT S

[0043] A B st 49 B2 Bt A 22 R 58 S IO EAL O 1k S B L, B T R e P i 3 YD 2 i
b 55 1 FHAR SR e P 8 228 b 55 8 A SR 45 D b A PR 32 48 4 S 5 AR T L AR UE 45 2
Xt BT IR AL A A S A ) BB AR SR AT I S 2B SOIN R S L RO BTk A e gl SO ) S8
bt Bt AT 28 44 5 AR AR A4 R S 3 O] DAUIE A 2 e TRV B R B 5 IR T A Sk
AN I8 25 44 1 SCIR R A2 3 4 SR 18 BARRZE R AT 5y N 4% o AR W SRR 11 17 # N BRI 22
FEAZ Sy W28 315 P o g8 —$R 11, A ARIBC AR S LA A 7 T P A A I st 49 32 it A 12 1 2
i, BRI Se LS AR IR 224058 5 M 28 O 2 3 iy 1 TP RRCR NI AT R g 1k

B (E135¢ BR

[0044] Dy " B A b Ui WY A Y S i 497 o ) 3R 7 5 5 I TR i S it 4514 3 v i 5 Aok
FEERD PRt Pl 11 i B2 20, S i 5 AL, T 2 (1 B P A SR AR S ) — B St 451, XA
QISR ) E B BN GO E RS H BIE R 57 SRR AT ER T, 34 mT DUARHf 3 42 b [ 345
fil (B I

[0045] P 1Oy A e W S Jti A5 SR (AL 1) — b 2248558 5 I b AL R Gl iy s A

[0046] P20y i W S Jti A5 SR (A 1) — b 224528 5 I b AL DT iR R s

[0047] P3Oy S W S Jti A5 S (AL 1Y) — b 224828 5 I b AL A B A s T

BiEiE

[0048] Dy v A B H KV BOAR T3 SRV RIS A T K 45 5 I 1R A B A
D HVEANIA L R, Pl 10 S5 AR A R B B A S 451 T AN A2 e S ) S it
1910 o BT A B HR DSBS S AR QISR E B B AR N G A AT 1 RIS 55 S AT $ T P3RS 1Y
Ay S e st B, A s A R W OR3P Y

[0049] A< T BH s e 451 o o AR 2 i b FEARAT RIR S L4, B RIR S AT 2 S TEH &
g, LR ML ARAT 2 4 18] 1) HLIPE ELIE A B R 5, QRAUEARAT R 54T | 85 1 XORES 355 14 A5 Y
A% S Y SI ot 91 R AR A SR ML BB U B ARAT RIS L R R AL SE S 55 5 M
55 (IR LA o

(00501 AT WY s i ) F2 A3 — b 228552y IR AR HEAL 2R 58 » W L7 » DA O B SEE it 491 48 3t
) — P ZE 4558 5 AR THEAL R 45 ) 7 i 1] o LA R B B SA L AL 101 ZE 4 28 S A AE AL AL AF
102 ERIKZEHE AL Hy 48 103 o Hor , ARIBCR SABLAA BT - Jl AN LA 125 o 1011, B LG 2%
JU 1012, i ABLFIn S 7o 1013, AR IBC AR S LA 10 LI 45 15 (%85 /7 i ) P A % W S it 491
SRR ZE R A S AR UEAL AL 102, RV AT S S AR ZE 55 52 5 Y 28 103 X %
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[0051] Ak BH S A HR 4t (1) 22 5 58 S hnttE AL AR 102, 35 Tavaid 4 R SEE, 1
TR P EAE RS, Bl WindowsLinux.Unix%§ ; PA S & 0 (8] £ 72 i, 451 iiWebsphere
Weblogic.Jboss.Tomcat%%, MAb, iHIL AL B SEOKIE N A BRI AL 101 HLAAHS . F
FIRUBR SO B AR 55 R IAET , AT 2 25 PR S8 A T B AR TR AL A 10 148 N ER B 22 i
AL 10300 7 3R o

[0052] AUk STt A5 HE 1) 22 58 28 bR tEAL A 10260 45 « S itle 1021, A N & AL
1022, 25 A2 1023 , UE P BARHR 1024, IEF5 221025, FEUE SO S b A AR 1026 , 22 4218
R 1027,

[0053] 4R SCHEHAEH1021, FHT- A4 4RI G2 LA 1O 11k 5 7 g 328 1R 22 6 b 55 H0 4k e
SR A I ZE 1 SRR

[0054] B AR INEAL1022, T30 Z2 580 SR 4R S B BB R 3 AT I, PR AIE 3R ST R
.

[0055] 2% AAMiH1023, BT X0 Z2 45 15 SR SCH I SSB 7 Bl AT 25 44, DRUEFR ST AN AT 5
UNEX bR

[0056]  TEFHE BRALHL1024, FH T8 B Z2 B0 210 22 A IEIE TS

[0057]  JEFE10254%4#% T CFCA (China Financial Certification Authority, ' [E 4k
WAUEH 0 25 K 2 AR IDE A AR X AR N UE 5, CFE T B B AR B A A = as A7 B B 1
MR 55 i o~ B 5 P i AA B, (HIE T BB E 102448

[0058]  ALAIE SO S i AT A ER 1026 , FH 5% ZE 48 A8 UE SR EAT S i AT AT

[0059] 224 iR 1027, F T SRR 2658 & N 48 2 37 XUl IR () 28 A 4%

[0060] A BHSL AR AE T 92 NARIE 2258558 By W 48 225 P om (M) 48— 12 11, AR R I
B 101 R 75 1 A B SE Tt A 2 I 1 22 5558 2 bR vE AL 2 A1 102, BRI AT SR S54RI 2 5558 &)
IR 26 103 0T 22 o FR R B S ATLA 101 IR 75 ICTEAT N ZE 48 Mk 25 FH O I A B AN SEZII , R K 4% T
BRI AR AL L0 T & BT, 1548 7 R Sas dE oA $E /1 1 R R i A7 faoe
7,

[0061] A S BH St (912 (it — P 22 5558 2y (AR AL 735, Gl 2 7, A B ST 5] 4 it
) — P 225558 G bR A T T A s s, T

[0062]  3PUR201 - BRI 7 o A3 ) 22 B0V 25 TR A 3K, 4 Z2 800 55 T P SR 36 4 b e
1% XAk o

[0063]  Horp, & P R N AR IR & B A LA I 24558 By A B P o~ 65 o A T & L %A
LA Z RS Gy B P o~ 6, B 45 i 13 SR o2 — M RR 7 s 30 AR X oo &R
Ve 0 FHZ 80N -l «

[0064]  SetRegMsgHeader (getMsgHeader ()) ;

[0065]  SetExpTransAt (TransAtr) ;

[0066]  SetPriAccountNumber (“6288888888888888”) ;

[0067]  SetSettleDt (“201501017) ;

[0068]  SetTransAmount (TransAtr) ;

[0069]  SetTransKey (“01033910 75376012151654200010300007) ;

[0070]  SetTransLogCd (“017) ;
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[0071]  SetRequestSeqNumber (“123456789”) ;

[0072]  HAcHh, B DLE k45 S e i B 102 1S3 A A5 R (1 Th RS L AT vH 4% 3 0 22 #e 4R e A
FEXML (Extensible Markup Language, AJ ¥ JEARICIE T ) RS A FRFXMLIR SCARZEAH o
RO WA 102 LS RS 218 FH 5 5 AR TR0 1R U FH 7 325 440 5 i SCRR B I 0 K &R
B 248V 55 1 5 SR 1 FH 7 1 A2 BREE AL BOXML AR SCRRZE 20K 5 SR Ja M HE s 2 48 b 45 1
TR R R FH D7 3k 44 RRons N K TR FH 7R 2 80, 0 22 I 55 1 R SR IV 7V S 80 AR
XMLAR STAR B IRE o 5 46 i 1) 28 4 i SUART -G BRI 22 B 0 F2 T P T & 5 B XML AR SCA =X, AT
AR AR IR 22 $5 58 T M 2 WS O 4 BRA HeA SC rh RO ) ZZ 81 2% 2 SCBEAT AL 3 o A5 -

[0073] <data:SetRequestSegNumber>123456789</data:SetRequestSeqNumber>

[0074]  <data:PriAccountNumber>6288888888888888</data:PriAccountNumber>

[0075]  <data:SettleDt>20150101</data:SettleDt>

[0076]  <data:TransAmount>10000</data:TransAmount>

[0077]  <data:TransKey>01033910 7537601215165420001030000</data: TransKey>
[0078]  <data:TransLogCd>01</data:TransLogCd>

[0079]  <data:ExpTransAt>10000</data:ExpTransAt>

[0080]  AZFR202 : AR T 1) 3IE 45 2, Xof A8 Hte e SO B0 U B i S AT 0 2%, A2 G 25 4
S DA SO S8 HeAle SCH ) S o Bk AT A5 44, AR RS RO

[0081]  HEfAkHh, 7F FIRH Z 4558 & bR tEAL RS, UE T FE 102547 i | CFCASSE K 4 AR B
(R AR PRI 2 IE 5 BLAE T B B AR AT B AN AR P2 s AT B B B R 55 38 A B %5 7 i A
BH IR, BRIBE ZE 5 5 i W 48 4 N HAIAIE 548 7€ Y CFCAR FEXS BRAINEIE A5, 1 UE 5 TG B
X 43 UE P56 3 B B HER A, an R 55 a8 A B AN/ Bl 7o FAH s IJSVE X 20 iiE 2R AL, an A
I5C TR IUE R0 A F=UE ) o R R PR WA Rt FE 3 B 1 AR K A

[0082] 7 g B S it 451388 1 F P54 BRAR H 1024 6H1E 5 FE 1026 HEAT &5 38 , il 1 g T B — A
{HEA% ZUI CECA B XS AR N 35 ik 5647 i B 2 ORI % A4 , $2 B H CECA R AR X FR I 25 4iE 5
(R 55 2 A B AR P o FAEH  FE 3 A R mT s O R TR 20 3R UG R IR 5548 A B AR - o
A T A4 I L 2 4l THEE % Th Re A SRR AR 45 o 49, 25 7 i FA BHAIE 5 g 200
pfx, IRk 55 & i A PHIE kg X overt, 3RBUE 5 10 H 4% U A keystore N B 25 4
BRI H A AT DL B R A =X

[0083]  [bAb, uE5E BEABIE 10240 22 55 N WX BE R IOk 5 A AR Pk F kAT X 4, b 1
WEAS A8 P VR VE IR UEAEN 3 N AN TR [ B s AN [R) SR AR 45, KRSy T IEH &
PR FE FHALR

[0084] k25, B AR N HL1022 AIE 458 FEAR H 102410 3 IR 55 2 8 4, 3 22 Mk 5%
VA P SR S8R Sk AT I, A N 2 i ST o B0 R A e, s D A S ) B
AR I S 15 IS R BE A AR DG 22 A I 465 1 I 25 s A AHEAT i 25, RIS B AR VR R
VESREAR SCH Y LS BBURAE B AT SE I BURAE B 22 A5 4

[0085]  if— P h, 25 A2 A5 1023 AIIE 545 BRARLER 1 024 b FH 2 P i A B, 0f 22 il 25 1
FAIE SR B S 7 BOdh AT 28 44, AR i AE A4 o8 R T BLBHE A 5 R 5 AL S IR AL 5
SREIRBE R A SE S BB ZE A N 48 UG , 8 P i A IR IR RS 44, SR i
HHNGTEIG A X SR B AT A B, SEB T R85 BRI AN T 5 D AT B e
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[0086] st — D, A 22 e 55 R P O SR H A3 a3k ) e A R X R AR UE ST S DR AR IE SC
AT 0 s I i BT IR RG22 #8558 B W 265 1) G 77 X (base64 4w hS 77 20) XTI b5 J i 42
UESCAF AT mt , SR SO ‘22 4 AL T o

[0087] D UR203 8 1 X ] PAIE [ 4 4 18 TR B B 0 7 0 28 R SO 3k RN 25 44 ik S A8 e
UK IE BRI ZEEE ST T N 4

[0088]  HL4&dh, A] DLIE I 22 4l THAR H 1027 SEBLA B IR ThRe . Horb , 22 408 i EE G e 78
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Abstract

The mvention discloses an error transaction standardization method and device, and
the method comprises the steps: receiving an error business call request transnmtted by
2 client. and converting the error business call request into an exchange message ata
standard format; encrypting the sensitive data in the exchange message according to a
preset cerfificate library, and generating an encrypted message domain; carmying out
the signature of keywords in the exchange message, and generating a signature
message domain; and transmitting the exchange message compnsing the encrypted
message domain and the signature message domain to a Unionpay emror transaction
network through a bidirectional authentication safety communication Imk. According
to the embodiment of the invention, a unified interface 1s provided for the Unionpay
error fransaction network for the butt joint of a client. Each Unionpay member
mechanism can achieve the butt joint with the Unionpay ermor fransaction network
through the call of the interface assembly provided in the embodiment of the
mvention, thereby improving the development efficiency and operation stability.
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