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DETECTING POTENTIAL ROOT CAUSES 
OF DATA QUALITY ISSUES USING DATA 

LINEAGE GRAPHS 

the processor to modify an asset or a process corresponding 
to the potential root cause of the data quality issue . 

BRIEF DESCRIPTION OF THE DRAWINGS 
BACKGROUND 

[ 0001 ] The present techniques relate to detecting root 
causes of data quality issues . More specifically , the tech 
niques relate to detecting root causes of data quality issues 
using data lineage graphs . 

BRIEF SUMMARY 

[ 0005 ] FIG . 1 is a block diagram of an example computing 
device that can modify data assets based on detected poten 
tial root causes of data asset quality issues . 
10006 ] FIG . 2A is a block diagram of an example data 
lineage graph of a data asset process . 
10007 ] FIG . 2B is a block diagram of an example data 
lineage graph of a data asset process with a detected data 
asset quality issue . 
[ 0008 ] . FIG . 3 is a process flow diagram of an example 
method for modifying data assets based on detected poten 
tial root causes of data asset quality issues . 
10009 ] FIG . 4 is a block diagram of an example cloud 
computing environment according to embodiments 
described herein . 
[ 0010 FIG . 5 is an example abstraction model layers 
according to embodiments described herein . 
[ 0011 ] FIG . 6 is an example tangible , non - transitory com 
puter - readable medium that can modify assets or processes 
based on detected potential root causes of data asset quality 
issues . 

DETAILED DESCRIPTION 

[ 0002 ] According to an embodiment described herein , a 
system can include processor to generate a first lineage 
graph based on a first set of monitored assets and processes 
used to produce a data asset . The processor can also further 
detect a data quality issue at the data asset . The processor 
can also generate a second lineage graph including a second 
set of monitored assets and processes that produced the data 
asset with the data quality issue . The processor can further 
compare the second lineage graph with the first lineage 
graph to detect a potential root cause of the data quality 
issue . The processor can also further modify an asset or a 
process corresponding to the potential root cause of the data 
quality issue . 
[ 0003 ] According to another embodiment described 
herein , a method can include monitoring , via a processor , a 
first set of upstream assets , processes , and a data asset 
generated based on the plurality of upstream assets and 
processes . The method can further include generating , via 
the processor , a first lineage graph based on the first set of 
monitored assets and processes . The method can also further 
include detecting , via the processor , a data quality issue at 
the data asset . The method can also include generating , via 
the processor , a second lineage graph including a second set 
of monitored assets and processes that produced the data 
asset with the data quality issue . The method can also further 
include comparing , via the processor , the second lineage 
graph with the first lineage graph to detect a potential root 
cause of the data quality issue . The method can also include 
modifying , via the processor , an asset or a process corre 
sponding to the potential root cause of the data quality issue . 
[ 0004 ] According to another embodiment described 
herein , a computer program product for modifying moni 
tored assets or processes can include computer - readable 
storage medium having program code embodied therewith . 
The computer readable storage medium is not a transitory 
signal per se . The program code executable by a processor 
to cause the processor to monitor a first set of upstream 
assets , processes , and a data asset . The program code can 
also cause the processor to generate a first lineage graph 
based on the first set of monitored assets and processes . The 
program code can also cause the processor to detect a data 
quality issue at the data asset . The program code can also 
cause the processor to generate a second lineage graph 
including a second set of monitored assets and processes that 
produced the data asset with the data quality issue . The 
program code can also cause the processor to compare the 
second lineage graph with the first lineage graph . The 
program code can also cause the processor to also further 
detect a potential root cause of the data quality issue based 
on a detected difference between the second lineage graph 
and the first lineage graph . The program code can also cause 

[ 0012 ] Many enterprises today rely on data assets to run 
their operational systems . A data asset , as used herein , refers 
to processed data that exists within a context of a larger data 
flow . For example , one or more processes may process data 
from one or more upstream assets and write the processed 
data to the data asset . An upstream asset , as used herein , 
refers to any source of data , including operational systems , 
data warehouses , and data marts , among other suitable data 
sources . A data asset , as used herein , refers to a target store 
of processed data . The processes can aggregate information 
such as , check information , cleaning information , mapping 
information between two values , and the like . For example , 
the processes can include extract , transform , and load ( ETL ) 
jobs reading from operational systems and writing to a data 
warehouse . Another example of a process is a data lifecycle 
management tool reading from a warehouse to create test 
data stored in a data asset . A further example of a process 
may be reporting cubes reading from a data mart and 
producing multi - dimensional arrays of data for enabling data 
analytics . Thus , the upstream assets and the processes con 
tribute to the data assets that they generate . In order to ensure 
that data assets meet particular quality standards , the data 
assets may be monitored using various profiling tools . When 
the data quality of a data asset deteriorates , the root causes 
of the deterioration may be found to fix the problem . In some 
examples , when the data quality of an asset deteriorates , 
profiling tools can be used to manually search for the root 
causes of data quality issues . Data quality issues can include , 
for example , malformed , missing , or truncated data , such as 
customer phone numbers , as addresses , or any other type of 
data . For example , in a previous implementation , a Chief 
Data Officer ( CDO ) may use a data quality dashboard that 
provides metrics and trends for operational assets . The CDO 
may discover that a quality of web orders has decreased 
relative to a previous month . For example , the format of zip 
codes corresponding to the web orders may no longer be 
compliant . The CDO may then ask an enterprise architect to 
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search for the root cause of this issue and fix it . For example , 
the architect may perform the following steps : find all data 
assets contributing to the web orders data , understand the 
data within each contributing asset and how it impacts the 
web orders data , and identify the contributing asset that is 
causing the data quality issue in the web orders data . 
Manually identifying assets contributing to the data quality 
issue thus may involve detailed knowledge of all data assets , 
their meaning , and the way that each data asset is used . 
Moreover , no one person or team in an organization may 
have all this knowledge , including the enterprise architect . 
An enterprise may have large numbers of assets , thus 
locating and understanding the usage of each asset may be 
time consuming . Furthermore , due to negligence or human 
error , assets may be left out and incorrect root causes may 
be identified . 
[ 0013 ] According to techniques of the present disclosure , 
data assets can be modified based on detected potential root 
causes of data asset quality issues . For example , a system 
can monitor a first set of upstream assets , processes , and data 
assets and generate a first lineage graph based on the first set 
of monitored assets and processes used to produce a data 
asset . The system can then detect a data quality issue at a 
data asset . For example , the data quality issue can be 
detected using a data quality threshold based on any suitable 
data quality metric . The system can then generate a second 
lineage graph including a second set of monitored assets and 
processes that produced the data asset with the data quality 
issue . The system can then compare the second lineage 
graph with the first lineage graph to detect a potential root 
cause of the data quality issue . For example , the potential 
root cause may be a modified upstream asset or process , a 
removed upstream asset or process , or a new upstream asset 
or process . The system can then modify an asset or a process 
corresponding to the potential root cause of the data quality 
issue . For example , the system can remove new upstream 
assets or processes , revert modified upstream assets or 
process to previous versions , or reintroduce upstream assets 
or process that may have been removed . Thus , embodiments 
of the present disclosure enable data assets to be modified 
automatically based on detected data quality issues . For 
example , changes made to upstream assets or processes can 
be reversed based on the results of the comparison . Thus , 
modifications to an upstream asset or process that result in 
data quality issues can be automatically fixed using tech 
niques described herein . Moreover , the techniques do not 
rely on the knowledge of a variety of experts to determine 
the root cause of data quality issues . In addition , the time and 
resources used to locate contributing assets can be reduced . 
Furthermore , automated determination according to tech 
niques herein can reduce errors in both assets being left out 
of consideration and incorrect causes being identified . 
[ 0014 ] In some scenarios , the techniques described herein 
may be implemented in a cloud computing environment . As 
discussed in more detail below in reference to at least FIGS . 
1 , 4 , and 5 , a computing device configured to modify assets 
or processes based on detected potential root causes of data 
asset quality issues . It is understood in advance that although 
this disclosure may include a description on cloud comput 
ing , implementation of the teachings recited herein are not 
limited to a cloud computing environment . Rather , embodi 
ments of the present invention are capable of being imple 
mented in conjunction with any other type of computing 
environment now known or later developed . 

[ 0015 ] Cloud computing is a model of service delivery for 
enabling convenient , on - demand network access to a shared 
pool of configurable computing resources ( e . g . networks , 
network bandwidth , servers , processing , memory , storage , 
applications , virtual machines , and services that can be 
rapidly provisioned and released with minimal management 
effort or interaction with a provider of the service . This cloud 
model may include at least five characteristics , at least three 
service models , and at least four deployment models . 
[ 0016 ] Characteristics are as follows : 
[ 0017 ] . On - demand self - service : a cloud consumer can 
unilaterally provision computing capabilities , such as server 
time and network storage , as needed automatically without 
requiring human interaction with the service ' s provider . 
[ 0018 ] Broad network access : capabilities are available 
over a network and accessed through standard mechanisms 
that promote use by heterogeneous thin or thick client 
platforms ( e . g . , mobile phones , laptops , and PDAs ) . 
[ 0019 ] Resource pooling : the provider ' s computing 
resources are pooled to serve multiple consumers using a 
multi - tenant model , with different physical and virtual 
resources dynamically assigned and reassigned according to 
demand . There is a sense of location independence in that 
the consumer generally has no control or knowledge over 
the exact location of the provided resources but may be able 
to specify location at a higher level of abstraction ( e . g . , 
country , state , or datacenter ) . 
[ 0020 ] Rapid elasticity : capabilities can be rapidly and 
elastically provisioned , in some cases automatically , to 
quickly scale out and rapidly released to quickly scale in . To 
the consumer , the capabilities available for provisioning 
often appear to be unlimited and can be purchased in any 
quantity at any time . 
[ 0021 ] Measured service : cloud systems automatically 
control and optimize resource use by leveraging a metering 
capability at some level of abstraction appropriate to the 
type of service ( e . g . , storage , processing , bandwidth , and 
active user accounts ) . Resource usage can be monitored , 
controlled , and reported providing transparency for both the 
provider and consumer of the utilized service . 
[ 0022 ] Service Models are as follows : 
[ 0023 ] Software as a Service ( SaaS ) : the capability pro 
vided to the consumer is to use the provider ' s applications 
running on a cloud infrastructure . The applications are 
accessible from various client devices through a thin client 
interface such as a web browser ( e . g . , web - based email ) . The 
consumer does not manage or control the underlying cloud 
infrastructure including network , servers , operating systems , 
storage , or even individual application capabilities , with the 
possible exception of limited user - specific application con 
figuration settings . 
[ 0024 ] Platform as a Service ( PaaS ) : the capability pro 
vided to the consumer is to deploy onto the cloud infra 
structure consumer - created or acquired applications created 
using programming languages and tools supported by the 
provider . The consumer does not manage or control the 
underlying cloud infrastructure including networks , servers , 
operating systems , or storage , but has control over the 
deployed applications and possibly application hosting envi 
ronment configurations . 
[ 0025 ] Infrastructure as a Service ( IaaS ) : the capability 
provided to the consumer is to provision processing , storage , 
networks , and other fundamental computing resources 
where the consumer is able to deploy and run arbitrary 
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software , which can include operating systems and applica - 
tions . The consumer does not manage or control the under - 
lying cloud infrastructure but has control over operating 
systems , storage , deployed applications , and possibly lim 
ited control of select networking components ( e . g . , host 
firewalls ) . 
[ 0026 ] Deployment Models are as follows : 
[ 0027 ] Private cloud : the cloud infrastructure is operated 
solely for an organization . It may be managed by the 
organization or a third party and may exist on - premises or 
off - premises . 
[ 0028 ] Community cloud : the cloud infrastructure is 
shared by several organizations and supports a specific 
community that has shared concerns ( e . g . , mission , security 
requirements , policy , and compliance considerations ) . It 
may be managed by the organizations or a third party and 
may exist on - premises or off - premises . 
[ 0029 ] Public cloud : the cloud infrastructure is made 
available to the general public or a large industry group and 
is owned by an organization selling cloud services . 
( 0030 ] Hybrid cloud : the cloud infrastructure is a compo 
sition of two or more clouds ( private , community , or public ) 
that remain unique entities but are bound together by stan 
dardized or proprietary technology that enables data and 
application portability ( e . g . , cloud bursting for load balanc 
ing between clouds ) . 
[ 0031 ] A cloud computing environment is service oriented 
with a focus on statelessness , low coupling , modularity , and 
semantic interoperability . At the heart of cloud computing is 
an infrastructure comprising a network of interconnected 
nodes . 
[ 0032 ] With reference now to FIG . 1 , an example com 
puting device can modify data assets based on detected 
potential root causes of data asset quality issues . The com 
puting device 100 may be for example , a server , desktop 
computer , laptop computer , tablet computer , or smartphone . 
In some examples , computing device 100 may be a cloud 
computing node . Computing device 100 may be described in 
the general context of computer system executable instruc 
tions , such as program modules , being executed by a com 
puter system . Generally , program modules may include 
routines , programs , objects , components , logic , data struc 
tures , and so on that perform particular tasks or implement 
particular abstract data types . Computing device 100 may be 
practiced in distributed cloud computing environments 
where tasks are performed by remote processing devices that 
are linked through a communications network . In a distrib 
uted cloud computing environment , program modules may 
be located in both local and remote computer system storage 
media including memory storage devices . 
[ 0033 ] The computing device 100 may include a processor 
102 that is to execute stored instructions , a memory device 
104 to provide temporary memory space for operations of 
said instructions during operation . The processor can be a 
single - core processor , multi - core processor , computing clus 
ter , or any number of other configurations . The memory 104 
can include random access memory ( RAM ) , read only 
memory , flash memory , or any other suitable memory sys 
tems . 
[ 0034 ] The processor 102 may be connected through a 
system interconnect 106 ( e . g . , PCI® , PCI - Express® , etc . ) to 
an input / output ( 1 / 0 ) device interface 108 adapted to con 
nect the computing device 100 to one or more I / O devices 
110 . The I / O devices 110 may include , for example , a 

keyboard and a pointing device , wherein the pointing device 
may include a touchpad or a touchscreen , among others . The 
I / O devices 110 may be built - in components of the comput 
ing device 100 , or may be devices that are externally 
connected to the computing device 100 . 
[ 0035 ] The processor 102 may also be linked through the 
system interconnect 106 to a display interface 112 adapted 
to connect the computing device 100 to a display device 114 . 
The display device 114 may include a display screen that is 
a built - in component of the computing device 100 . The 
display device 114 may also include a computer monitor , 
television , or projector , among others , that is externally 
connected to the computing device 100 . In addition , a 
network interface controller ( NIC ) 116 may be adapted to 
connect the computing device 100 through the system 
interconnect 106 to the network 118 . In some embodiments , 
the NIC 116 can transmit data using any suitable interface or 
protocol , such as the internet small computer system inter 
face , among others . The network 118 may be a cellular 
network , a radio network , a wide area network ( WAN ) , a 
local area network ( LAN ) , or the Internet , among others . An 
external computing device 120 may connect to the comput 
ing device 100 through the network 118 . In some examples , 
external computing device 120 may be an external web 
server 120 . In some examples , external computing device 
120 may be a cloud computing node . 
[ 0036 ] The processor 102 may also be linked through the 
system interconnect 106 to a storage device 122 that can 
include a hard drive , an optical drive , a USB flash drive , an 
array of drives , or any combinations thereof . In some 
examples , the storage device may include a monitor module 
124 , a detector module 126 , and a modifier module 128 . The 
monitor module 124 can generate a first lineage graph based 
on a first set of monitored assets and processes used to 
produce a data asset . For example , the assets may be 
upstream assets . The detector module 126 can detect a data 
quality issue at the data asset . For example , the detector 
module 126 can detect the data quality issue based on a data 
quality threshold . In some examples , the data quality thresh 
old can be based on any suitable data quality metric . The 
monitor module 124 can generate a second lineage graph 
including a second set of monitored assets and processes that 
produced the data asset with the data quality issue . The 
detector module 126 can compare the second lineage graph 
with the first lineage graph to detect a potential root cause of 
the data quality issue . In some examples , the detector 
module 126 can display the potential root cause of the data 
quality issue . For example , the potential root cause may be 
a modified asset or a modified process in the second lineage 
graph . In some examples , the potential root cause may be a 
missing asset or a missing process in the second lineage 
graph . In some examples , the potential root cause may be a 
new asset or a new process in the second lineage graph . The 
modifier module 128 can modify an asset or a process 
corresponding to the potential root cause of the data quality 
issue . For example , if the detected potential root cause is a 
modified asset or process , then the modifier module 128 can 
modify the modified asset or process back to its state in the 
first lineage graph . In some examples , if the detected poten 
tial root cause is a removed asset or process , then the 
modifier module 128 can reintroduce the removed asset or 
process . In some examples , if the detected potential root 
cause is a new asset or process , then the modifier module 
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128 can remove the new asset or process , or otherwise 
modify the new asset or process to improve data asset 
quality . 
[ 0037 ] It is to be understood that the block diagram of 
FIG . 1 is not intended to indicate that the computing device 
100 is to include all of the components shown in FIG . 1 . 
Rather , the computing device 100 can include fewer or 
additional components not illustrated in FIG . 1 ( e . g . , addi 
tional memory components , embedded controllers , modules , 
additional network interfaces , etc . ) . Furthermore , any of the 
functionalities of the monitor module 124 , the detector 
module 126 , and the modifier module 128 may be partially , 
or entirely , implemented in hardware and / or in the processor 
102 . For example , the functionality may be implemented 
with an application specific integrated circuit , logic imple 
mented in an embedded controller , or in logic implemented 
in the processor 102 , among others . In some embodiments , 
the functionalities of the monitor module 124 , detector 
module 126 , and modifier module 128 can be implemented 
with logic , wherein the logic , as referred to herein , can 
include any suitable hardware ( e . g . , a processor , among 
others ) , software ( e . g . , an application , among others ) , firm 
ware , or any suitable combination of hardware , software , 
and firmware . 
[ 0038 ] FIG . 2A is a block diagram of an example data 
lineage graph of a data asset process . The example lineage 
graph is generally referred to by the reference number 200A . 
[ 0039 ] The example lineage graph 200A of FIG . 2A 
includes a process 202 receiving a first upstream asset 204 
as indicated by an arrow 206 and a second upstream asset 
208 as indicated by an arrow 210 . The upstream assets 204 , 
208 are shown being input into a funneling stage 212 of the 
process 202 . A second stage 214 of the process 202 is shown 
receiving the funneled information as indicated by an arrow 
216 . The second stage may apply one or more rules to the 
funneled information . A data asset 218 is shown being 
generated by the process 202 as indicated by an arrow 220 . 
[ 0040 ] In the example of FIG . 2A , the process 202 is 
reading information from two upstream assets 204 , 208 and 
writing processed data to the data asset 218 . For example , 
the upstream assets 204 , 208 may be two tables or any other 
suitable source of information . The funneling stage 212 
takes information from the two upstream assets 204 , 208 and 
merges the information into one set of information . For 
example , the information may be merged into one table . In 
some examples , a column called inflow and another column 
called outflow may be formed . In some embodiments , the 
inflow column and the outflow column can correspond to 
separate upstream assets 204 . At the second stage 214 a new 
column called result may be generated and the values of the 
new column can be propagated based on the rule 
Result = sum ( inflow ) - outflow . The resulting table with three 
columns may be output as indicated by arrow 220 to the data 
asset 218 . In some embodiments , the second stage 214 can 
be the result of combining two upstream assets as one 
column . In some examples , the second stage 214 can store 
the result of combining two upstream assets in any suitable 
data structure such as a vector , a linked list , an array , and the 
like . 
[ 0041 ] It is to be understood that the block diagram of 
FIG . 2A is not intended to indicate that the example lineage 
graph 200A is to include all of the components shown in 
FIG . 2A . Rather , the lineage graph 200A can include fewer 
or additional components not illustrated in FIG . 2A ( e . g . , 

additional upstream assets , processes , stages , additional 
rules , data assets , etc . ) . Furthermore , the lineage graph 200A 
is just one example , and any suitable type of directed graph 
could be used with the present techniques . 
[ 0042 ] FIG . 2B is a block diagram of an example data 
lineage graph of a data asset process with a detected data 
asset quality issue . The example lineage graph is generally 
referred to by the reference number 200B . 
[ 0043 ] The example lineage graph 200B includes the 
upstream assets 204 , 208 and funneling stage 212 of above , 
but shows a second stage 222 that differs from the second 
stage of FIG . 2A . The second stage 222 is also shown 
generating a data asset 224 with a quality issue . 
[ 0044 ] In the example of FIG . 2B , the second stage now 
includes a rule where Result = sum ( inflow ) . Thus , the rule 
may have been edited from the original rule in the stage 214 
of FIG . 2A . The profit column of the processed data may 
now be calculated using this new rule and sent to the data 
asset 224 . In this example , the data asset 224 exhibits a data 
quality issue . Therefore , the data quality issue may be 
attributed to the change in the rule at the second stage 222 . 
The rule change in the second stage 222 may thus be referred 
to as a potential root cause of the data quality issue . In some 
examples , the second stage 222 may be reverted back to the 
second stage 214 to include the rule Result = sum ( inflow ) 
outflow as described in greater detail with respect to FIG . 3 
below . 
10045 ) It is to be understood that the block diagram of 
FIG . 2B is not intended to indicate that the example lineage 
graph 200B is to include all of the components shown in 
FIG . 2B . Rather , the lineage graph 200B can include fewer 
or additional components not illustrated in FIG . 2B ( e . g . , 
additional upstream assets , processes , stages , additional 
rules , data assets , etc . ) . Furthermore , the lineage graph 200B 
is just one example , and any suitable type of directed graph 
could be used with the present techniques . 
[ 0046 ] FIG . 3 is a process flow diagram of an example 
method for modifying data assets based on detected poten 
tial root causes of data asset quality issues . The method 300 
can be implemented with any suitable computing device , 
such as the computing device 100 of FIG . 1 . 
[ 0047 ] At block 302 , the computing device monitors 
upstream assets , processes , and a data asset . For example , a 
number of upstream assets and processes corresponding to 
one or more key data assets may be monitored . 
[ 0048 ] At block 304 , the computing device generates a 
first lineage graph based on the plurality of monitored assets 
and processes . For example , the computing device may use 
a data lineage analysis tool to generate data lineage graphs . 
For example , the first lineage graph may include a plurality 
of monitored assets and processes that do not cause any data 
quality issues in the data asset . In some examples , data 
lineage graphs can be periodically generated for key data 
assets . These data lineage graphs can then be stored for 
future use and analysis . The computing device can thus 
capture processes and upstream assets that are involved in 
data movement processes . 
[ 0049 ] At block 306 , the computing device detects a data 
quality issue at the data asset . For example , the data quality 
issue can be detected based on a data quality threshold . In 
some examples , the data quality threshold can be based on 
any suitable data quality metric . Suitable data quality met 
rics can be based on rules indicating what a column may or 
may not contain . For example , an example data quality 
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metric may determine the number of rows having data 
quality issues based on the rules that a " phone number ” . 
column may not contain null values , an “ age ” column may 
contain values between 18 - 55 , a " gender ” column may 
contain values [ M , F , NULL ] , among other possible rules . 
[ 0050 ] At block 308 , the computing device generates a 
second lineage graph including the plurality of monitored 
assets and processes that produced the data asset with the 
data quality issue . For example , the second lineage graph 
can be generated in response to detecting the data quality 
issue at the data asset . 
[ 0051 ] At block 310 , the computing device compares the 
second lineage graph with the first lineage graph to detect a 
potential root cause of the data quality issue . In some 
examples , the graphs can be traversed and their nodes 
compared until a difference is detected . For example , the 
graphs may be directed graphs . In some examples , each 
graph may contain nodes with attributes . For example , the 
attributes can be used to check for differences between the 
nodes . 
[ 0052 ] At block 312 , the computing device determines 
whether the second lineage graph has new assets or pro 
cesses in comparison with the first lineage graph . For 
example , the computing device may determine whether the 
second lineage graph has a new asset based on detected new 
nodes in a directed graph . In some examples , the computing 
device may determine whether the second lineage graph has 
a new process based on a detected new edge in a directed 
graph . If the computing device detects that the second 
lineage graph contains new assets or processes , then the 
method may proceed at block 314 . If the computing device 
does not detect any new assets or processes , then the method 
may proceed at block 316 . 
[ 0053 ] At block 314 , the computing device detects that a 
new asset or process is the potential root cause of the data 
quality issue . For example , the computing device may detect 
that the new asset or process is the potential root cause of the 
data quality issue based on the new asset or process being 
detected in the second lineage graph that exhibits data 
quality issues after the data quality issues are detected . For 
example , a new database may be contributing to the data 
asset exhibiting the data quality issue . In some examples , a 
transformation in an ETL process may have been changed . 
In some examples , a new database may have been read by 
an ETL processing . 
[ 0054 ] At block 316 , the computing device determines 
whether the second lineage graph has modified assets or 
processes in comparison with the first lineage graph . For 
example , the computing device can determine that a second 
lineage graph has a modified asset based on changed attri 
butes between detected nodes in the two graphs . For 
example , a node representing a column may have attributes 
such as name , datatype , size , etc . In some examples , one or 
more of these attributes may have different values indicating 
a modified asset . The computing device can determine that 
a second lineage graph has a modified process based on 
changed attributes between detected nodes in the graph . For 
example , one or more edges may have attributes with values 
that may have changed . If the computing device detects that 
the second lineage graph contains modified assets or pro 
cesses , then the method may proceed at block 318 . If the 
computing device does not detect any modified assets or 
processes , then the method may proceed at block 320 . 

[ 0055 ] At block 318 , the computing device detects that a 
modified asset or process is a potential root cause of the data 
quality issue . In some examples , the computing device can 
detect a modified asset or modified process is a potential root 
cause based on the modified asset or modified process being 
the detected after the data quality issue is detected . For 
example , an ETL process may have had a transformation 
logic modified . In some examples , a column may have had 
its datatype changed . 
[ 0056 ] At block 320 , the computing device determines 
whether the second lineage graph has removed assets or 
processes in comparison with the first lineage graph . If the 
computing device detects that the second lineage graph has 
removed assets or processes , then the method may proceed 
at block 322 . If the computing device does not detect any 
new assets or processes , then the method may proceed back 
to block 302 . 
[ 0057 ] At block 322 , the computing device detects that a 
removed asset or process is a root cause of the data quality 
issue . For example , a standardization process may have been 
operating previously to produce the data asset , but may not 
be operating any longer . In some examples , a column may 
have been dropped from a database . 
[ 0058 ] At block 324 , the computing device displays the 
potential root cause of the data quality issue . For example , 
computing device may display the potential root cause for a 
user to select and manually modify accordingly . 
[ 0059 ] At block 326 , the computing device modifies an 
asset or process based on the detected potential root cause of 
the data quality issue . For example , the computing device 
may remove the asset or the process in response to detecting 
that the asset or process is new in the second lineage graph . 
For example , if we remove an asset or process , the data 
quality issue may be resolved . In some examples , the 
computing device may reintroduce the asset or the process 
in response to detecting that the asset or process is removed 
in the second lineage graph . In some examples , the com 
puting device can revert the asset or the process to a previous 
state of the asset or process in the first lineage graph in 
response to detecting that the asset or process is modified in 
the second lineage graph . In some examples , the computing 
device can verify the potential root cause is an actual root 
cause by detecting that the data quality issue is not present 
after modifying the asset or the process . In some examples , 
two potential root causes may be detected to upstream data 
assets , but in reality one modification may be the actual root 
cause . Therefore , the computing device may modify the 
asset or process based on each detected potential root cause 
and detect whether each potential root cause is an actual root 
cause . For example , if the data quality issue threshold is no 
longer exceeded , then the data quality issue can be detected 
as resolved . In some examples , the modified potential root 
cause may then be determined to be an actual root cause . 
10060 ] The process flow diagram of FIG . 3 is not intended 
to indicate that the operations of the method 300 are to be 
executed in any particular order , or that all of the operations 
of the method 300 are to be included in every case . Addi 
tionally , the method 300 can include any suitable number of 
additional operations . 
[ 0061 ] Referring now to FIG . 4 , illustrative cloud com 
puting environment 400 is depicted . As shown , cloud com 
puting environment 400 comprises one or more cloud com 
puting nodes 402 with which local computing devices used 
by cloud consumers , such as , for example , personal digital 
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assistant ( PDA ) or cellular telephone 404A , desktop com 
puter 404B , laptop computer 404C , and / or automobile com 
puter system 404N may communicate . Nodes 402 may 
communicate with one another . They may be grouped ( not 
shown ) physically or virtually , in one or more networks , 
such as Private , Community , Public , or Hybrid clouds as 
described hereinabove , or a combination thereof . This 
allows cloud computing environment 400 to offer infrastruc 
ture , platforms and / or software as services for which a cloud 
consumer does not need to maintain resources on a local 
computing device . It is understood that the types of com 
puting devices 404A - N shown in FIG . 4 are intended to be 
illustrative only and that computing nodes 402 and cloud 
computing environment 400 can communicate with any type 
of computerized device over any type of network and / or 
network addressable connection ( e . g . , using a web browser ) . 
[ 0062 ] Referring now to FIG . 5 , a set of functional 
abstraction layers provided by cloud computing environ 
ment 400 ( FIG . 4 ) is shown . It should be understood in 
advance that the components , layers , and functions shown in 
FIG . 5 are intended to be illustrative only and embodiments 
of the invention are not limited thereto . As depicted , the 
following layers and corresponding functions are provided . 
[ 0063 ] Hardware and software layer 500 includes hard 
ware and software components . Examples of hardware com 
ponents include mainframes , in one example IBM® 
zSeries® systems ; RISC ( Reduced Instruction Set Com 
puter ) architecture based servers , in one example IBM 
pSeries® systems ; IBM xSeries® systems ; IBM BladeCen 
ter® systems ; storage devices ; networks and networking 
components . Examples of software components include 
network application server software , in one example IBM 
WebSphere application server software ; and database soft 
ware , in one example IBM DB2 database software ( IBM , 
zSeries , pSeries , xSeries , BladeCenter , WebSphere , and 
DB2 are trademarks of International Business Machines 
Corporation registered in many jurisdictions worldwide ) . 
[ 0064 ] Virtualization layer 502 provides an abstraction 
layer from which the following examples of virtual entities 
may be provided : virtual servers ; virtual storage ; virtual 
networks , including virtual private networks ; virtual appli 
cations and operating systems ; and virtual clients . In one 
example , management layer 504 may provide the functions 
described below . Resource provisioning provides dynamic 
procurement of computing resources and other resources 
that are utilized to perform tasks within the cloud computing 
environment . Metering and Pricing provide cost tracking as 
resources are utilized within the cloud computing environ 
ment , and billing or invoicing for consumption of these 
resources . In one example , these resources may comprise 
application software licenses . Security provides identity 
verification for cloud consumers and tasks , as well as 
protection for data and other resources . User portal provides 
access to the cloud computing environment for consumers 
and system administrators . Service level management pro 
vides cloud computing resource allocation and management 
such that required service levels are met . Service Level 
Agreement ( SLA ) planning and fulfillment provide pre 
arrangement for , and procurement of , cloud computing 
resources for which a future requirement is anticipated in 
accordance with an SLA . 
[ 0065 ] Workloads layer 506 provides examples of func 
tionality for which the cloud computing environment may be 
utilized . Examples of workloads and functions which may 

be provided from this layer include : mapping and naviga 
tion ; software development and lifecycle management ; vir 
tual classroom education delivery ; data analytics processing ; 
transaction processing ; and data quality processing . 
[ 0066 ] The present invention may be a system , a method , 
and / or a computer program product at any possible technical 
detail level of integration . The computer program product 
may include a computer readable storage medium ( or media ) 
having computer readable program instructions thereon for 
causing a processor to carry out aspects of the present 
invention . 
[ 0067 ] The computer readable storage medium can be a 
tangible device that can retain and store instructions for use 
by an instruction execution device . The computer readable 
storage medium may be , for example , but is not limited to , 
an electronic storage device , a magnetic storage device , an 
optical storage device , an electromagnetic storage device , a 
semiconductor storage device , or any suitable combination 
of the foregoing . A non - exhaustive list of more specific 
examples of the computer readable storage medium includes 
the following : a portable computer diskette , a hard disk , a 
random access memory ( RAM ) , a read - only memory 
( ROM ) , an erasable programmable read - only memory 
( EPROM or Flash memory ) , a static random access memory 
( SRAM ) , a portable compact disc read - only memory ( CD 
ROM ) , a digital versatile disk ( DVD ) , a memory stick , a 
floppy disk , a mechanically encoded device such as punch 
cards or raised structures in a groove having instructions 
recorded thereon , and any suitable combination of the fore 
going . A computer readable storage medium , as used herein , 
is not to be construed as being transitory signals per se , such 
as radio waves or other freely propagating electromagnetic 
waves , electromagnetic waves propagating through a wave 
guide or other transmission media ( e . g . , light pulses passing 
through a fiber - optic cable ) , or electrical signals transmitted 
through a wire . 
[ 0068 ) Computer readable program instructions described 
herein can be downloaded to respective computing process 
ing devices from a computer readable storage medium or to 
an external computer or external storage device via a net 
work , for example , the Internet , a local area network , a wide 
area network and / or a wireless network . The network may 
comprise copper transmission cables , optical transmission 
fibers , wireless transmission , routers , firewalls , switches , 
gateway computers and / or edge servers . A network adapter 
card or network interface in each computing / processing 
device receives computer readable program instructions 
from the network and forwards the computer readable 
program instructions for storage in a computer readable 
storage medium within the respective computing / processing 
device . 
[ 0069 ] Computer readable program instructions for carry 
ing out operations of the present invention may be assembler 
instructions , instruction - set - architecture ( ISA ) instructions , 
machine instructions , machine dependent instructions , 
microcode , firmware instructions , state - setting data , con 
figuration data for integrated circuitry , or either source code 
or object code written in any combination of one or more 
programming languages , including an object oriented pro 
gramming language such as Smalltalk , C + + , or the like , and 
procedural programming languages , such as the “ C ” pro 
gramming language or similar programming languages . The 
computer readable program instructions may execute 
entirely on the user ' s computer , partly on the user ' s com 



US 2017 / 0351728 A1 Dec . 7 , 2017 

puter , as a stand - alone software package , partly on the user ' s 
computer and partly on a remote computer or entirely on the 
remote computer or server . In the latter scenario , the remote 
computer may be connected to the user ' s computer through 
any type of network , including a local area network ( LAN ) 
or a wide area network ( WAN ) , or the connection may be 
made to an external computer ( for example , through the 
Internet using an Internet Service Provider ) . In some 
embodiments , electronic circuitry including , for example , 
programmable logic circuitry , field - programmable gate 
arrays ( FPGA ) , or programmable logic arrays ( PLA ) may 
execute the computer readable program instructions by 
utilizing state information of the computer readable program 
instructions to personalize the electronic circuitry , in order to 
perform aspects of the present invention . 
[ 0070 ] Aspects of the present invention are described 
herein with reference to flowchart illustrations and / or block 
diagrams of methods , apparatus ( systems ) , and computer 
program products according to embodiments of the inven 
tion . It will be understood that each block of the flowchart 
illustrations and / or block diagrams , and combinations of 
blocks in the flowchart illustrations and / or block diagrams , 
can be implemented by computer readable program instruc 
tions . 
[ 0071 ] These computer readable program instructions may 
be provided to a processor of a general purpose computer , 
special purpose computer , or other programmable data pro 
cessing apparatus to produce a machine , such that the 
instructions , which execute via the processor of the com 
puter or other programmable data processing apparatus , 
create means for implementing the functions / acts specified 
in the flowchart and / or block diagram block or blocks . These 
computer readable program instructions may also be stored 
in a computer readable storage medium that can direct a 
computer , a programmable data processing apparatus , and / 
or other devices to function in a particular manner , such that 
the computer readable storage medium having instructions 
stored therein comprises an article of manufacture including 
instructions which implement aspects of the function / act 
specified in the flowchart and / or block diagram block or 
blocks . 
[ 0072 ] The computer readable program instructions may 
also be loaded onto a computer , other programmable data 
processing apparatus , or other device to cause a series of 
operational steps to be performed on the computer , other 
programmable apparatus or other device to produce a com 
puter implemented process , such that the instructions which 
execute on the computer , other programmable apparatus , or 
other device implement the functions / acts specified in the 
flowchart and / or block diagram block or blocks . 
[ 0073 ] Referring now to FIG . 6 , a block diagram is 
depicted of an example tangible , non - transitory computer 
readable medium 600 that can modify assets or processes 
based on detected potential root causes of data asset quality 
issues . The tangible , non - transitory , computer - readable 
medium 600 may be accessed by a processor 602 over a 
computer interconnect 604 . Furthermore , the tangible , non 
transitory , computer - readable medium 600 may include 
code to direct the processor 602 to perform the operations of 
the method 300 of FIG . 3 above . 
[ 0074 ] The various software components discussed herein 
may be stored on the tangible , non - transitory , computer 
readable medium 600 , as indicated in FIG . 6 . For example , 
a monitor module 606 includes code to monitor a first set of 

upstream assets , processes , and a data asset . A detector 
module 608 includes code to generate a first lineage graph 
based on the first set of monitored assets and processes . The 
detector module 608 includes code to detect a data quality 
issue at the data asset . The monitor module 606 further 
includes code to generate a second lineage graph including 
a second set of monitored assets and processes that produced 
the data asset with the data quality issue . The detector 
module 608 further includes code to compare the second 
lineage graph with the first lineage graph . The detector 
module 608 also further includes code to detect a potential 
root cause of the data quality issue based on a detected 
difference between the second lineage graph and the first 
lineage graph . For example , the detector module 608 can 
include code to detect a new asset or process in the second 
lineage graph . In some examples , the detector module 608 
can include code to detect a modified asset or process in the 
second lineage graph . In some examples , the detector mod 
ule 608 can include code to detect a missing asset or process 
in the second lineage graph . In some examples , the detector 
module 608 includes code to display the detected potential 
root cause of the data quality issue . A modifier module 610 
includes code to modify an asset or a process corresponding 
to the root cause of the data quality issue . For example , the 
modifier module 610 can include code to remove a detected 
new asset or process . In some examples , the modifier 
module 610 can include code to reintroduce a detected 
removed asset or process . It is to be understood that any 
number of additional software components not shown in 
FIG . 6 may be included within the tangible , non - transitory , 
computer - readable medium 600 , depending on the particular 
application . 
[ 0075 ] The flowchart and block diagrams in the Figures 
illustrate the architecture , functionality , and operation of 
possible implementations of systems , methods , and com 
puter program products according to various embodiments 
of the present techniques . In this regard , each block in the 
flowchart or block diagrams may represent a module , seg 
ment , or portion of instructions , which comprises one or 
more executable instructions for implementing the specified 
logical function ( s ) . In some alternative implementations , the 
functions noted in the block may occur out of the order noted 
in the figures . For example , two blocks shown in succession 
may , in fact , be executed substantially concurrently , or the 
blocks may sometimes be executed in the reverse order , 
depending upon the functionality involved . It will also be 
noted that each block of the block diagrams and / or flowchart 
illustration , and combinations of blocks in the block dia 
grams and / or flowchart illustration , can be implemented by 
special purpose hardware - based systems that perform the 
specified functions or acts or carry out combinations of 
special purpose hardware and computer instructions . It is to 
be understood that any number of additional software com 
ponents not shown in FIG . 6 may be included within the 
tangible , non - transitory , computer - readable medium 600 , 
depending on the specific application . 
100761 . The descriptions of the various embodiments of the 
present techniques have been presented for purposes of 
illustration , but are not intended to be exhaustive or limited 
to the embodiments disclosed . Many modifications and 
variations will be apparent to those of ordinary skill in the 
art without departing from the scope and spirit of the 
described embodiments . The terminology used herein was 
chosen to best explain the principles of the embodiments , the 
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practical application or technical improvement over tech 
nologies found in the marketplace , or to enable others of 
ordinary skill in the art to understand the embodiments 
disclosed herein . 
What is claimed is : 
1 . A computer system , comprising : 
a hardware processor , one or more computer - readable 

storage media , and program instructions stored on one 
or more of the computer - readable storage media 
executable by the processor to cause the computer 
system to perform a method comprising : 

detecting , by the processor , a data quality issue at the data 
asset ; 

generating , by the processor , a first lineage graph for the 
dataset at which the data quality issue was detected ; 

generating , by the processor , a second lineage graph for a 
dataset at which no data quality issue was detected , 
wherein the dataset at which no data quality issue was 
detected corresponds to the dataset at which the data 
quality issue was detected ; 

comparing , by the processor , the second lineage graph 
with the first lineage graph to detect a potential root 
cause of the data quality issue ; and 

modifying , by the processor , a process in the first lineage 
graph , based on the detected potential root cause of the 
data quality issue . 

* * * * 


