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DIRECT-UPDATE SOFTWARE TRANSACTIONAL MEMORY

Technical Field

[0001] The invention relates generally to computer memory operations, and more

particularly to direct-update software transactional memory.

Background

[0002] It is common for multiple threads of a multi-thread process to share
common memory locations during concurrent execution. Consequently, two different‘
threads of a multi-threaded program may read and update the same memory location
accessible by the program. However, care must be taken to ensure that one thread does
not modify a value of the shared memory location while the other thread is in the middle
of a sequence of operations that depend on the value.

[0003] For example, suppose that a program is accessing the contents of two
different software objects, wherein each object represents an amount of money in a
different bank account. Initially, the amount of the first account is $10, stored at
memory address Al, while the amount of the second account is $200, stored at memory
address A2. A first thread of a banking program is coded to transfer $100 from A2 to Al
and a second thread is coded to calculate the total amount of funds in both accounts. The
first thread may start by adding $100 to the contents of A1, updating it to $110, and then
proceed to subtract $100 from the contents of A2, updating it to $100. However, if the
second thread executes between these two operations, then the second thread may
compute an incorrect total of $310 for both accounts, rather than the correct total of

$210.
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[0004] A software transactional memory provides a programming abstraction
through which a thread can safely perform a series of shared memory accesses, allowing
the thread to complete its transaction without interference from another thread.
Accordingly, transactiqnal memories can be employed in software to ensure that the
transaction including the exemplary addition and subtraction operations of the first
thread is “atomic” as to the memory locations Al and A2, and therefore the second
thread will compute the correct total amount in both accounts.

[0005] However, existing approaches for implementing transactional memories in
software suffer from performance problems. For example, in one existing approach,
when a thread accesses a sequence of memory locations within a transaction, the thread
maintains a separate list of the memory locations and values it wishes to read and update
(i.e., write to) during the transaction and then, at the end of the transaction, the thread
updates all of these values at the actual shared memory locations. If, during the
transaction, the thread wants to re-read or re-write to any memory location in its list, the
thread must search for the memory location’s entry in the list to access the entry, which
is a slow proposition programmatically. Accordingly, this indirect method of

implementing a transactional memory in software suffers from poor performance.

Summary

[0006] Implementations described and claimed herein address the foregoing
problems by providing a transactional memory programming interface that allows a
thread to directly and safely access one or more shared memory locations within a
transaction while maintaining control structures to manage memory accesses to those
same locations by one or more other concurrent threads. Each memory location accessed

by the thread is associated with an enlistment record, and each thread maintains a
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transaction log of its memory acéesses. Within a transaction, a read operation is
performed directly on the memory location, and a write operation is attempted directly
on the memory location, as opposed to some intermediate buffer. If the thread detects an
inconsistency between the enlistment record of a memory location and its transaction
log, the thread determines that the memory accesses within the transaction are not
reliable and the transaction should be re-tried. Furthermore, if the thread attempts to
write to a memory location within a transaction and determines that another thread has
already updated the memory location within another, uncompleted transaction, the first
thread can either wait and retry the transaction later or can attempt to resolve the
contention with the other thread. In addition, the thread may maintain an undo log of its
write memory accesses during the transaction, including the original value and the
address of the location, to allow the thread to undo these operations in the event that the
transactions is aborted.

[0007] In some implementations, articles of manufacture are provided as computer
program products. One implementation of a computer program product provides a
computer program storage medium readable by a computer system and encoding a
computer program. Another implementation of a computer program product may be
provided in a computer data signal embodied in a carrier wave by a computing system
and encoding the computer program.

[0008] Other implementations are also described and recited herein.

Brief Descriptions of the Drawings

[0009] FIG. 1 illustrates two concurrent threads accessing shared memory

locations via exemplary direct-update software transactional memory interfaces.
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[0010] FIG. 2 illustrates operations for executing a memory access via an
exemplary direct-update software transactional memory interface.

[0011] FIG. 3 illustrates exemplary operations for enlisting a read operation on a
memory location within a transaction.

[0012] FIG. 4 illustrates exemplary operations for enlisting a write operation on a
memory location within a transaction.

[0013] FIG. 5 illustrates exemplary operations for committing a transaction in a
direct-update software transactional memory interface.

[0014] FIG. 6 illustrates a system that may be useful in implementing the

described technology.

Detailed Descriptions

[0015] FIG. 1 illustrates two concurrent threads 100 and 102 accessing shared
memory locations 104 and 106 via exemplary direct-update séftware transactional
memory interfaces 108 and 110 (e.g., application programming interfaces or APIs). The
thread 100, for example, represents a computation of bank account transfers (resulting in
the report 112), and the thread 102, for example, represents a computation of a total of
the two bank accounts (resulting in the report 114). The shared memory locations 104
(A1) and 106 (A2) reside in a shared memory region 116 and store values representing
the amount of funds in two separate accounts, initially $10 and $200 respectively.

[0016] Each shared memory location can be associated with a range of memory
addresses (e.g., an array, a list, a table, a software object, etc.) within the system. An
enlistment record, such as e-rec 118 or e-rec 120, acts as a control structure for direct-
update software transactional memory accesses is associated with each memory location.

An enlistment record may be associated with a memory location in a variety of ways,
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one enlistment record for each memory location, one enlistment record for each software
object, or one enlistment record for a block of memory locations, such as a page in the
process’s virtual address space. In one implementation, an enlistment record includes
two fields: a version field and a scratch field, although the version field may also hold
transaction identifiers. In another implementation, an enlistment record includes a single
version field, although the version field may also hold transaction identifiers or
transaction log pointers. Other enlistment record structures are also contemplated.

[0017] In the illustrated example, the thread 100 includes at least two atomic
operations in a single transaction for transferring $100 from the first account,
corresponding to memory address 104, to the second account, corresponding to memory
location 106. A first operation adds 100 to the value corresponding to memory location
164 and a second operation subtracts 100 from the value corresponding to memory
location 106 to effect the transfer. The concurrent thread 102 includes an atomic
operation in a transaction for totaling the amounts in both accounts.

[0018] To ensure safe memory accesses for each transaction, the threads 100
and 102 access the shared memory locations 104 and 106 using the APIs 108 and 110. A
thread performs read operations within a transaction through an API directly on a
memory location, and at the completion of the transaction, receives a signal indicating
whether the thread can rely on the results of the transaction. Likewise, a thread performs
write operations within a transaction through the API directly on the shared memory
location, provided another thread has not already marked a write operation to that shared
memory location.

[0019] Each thread maintains a transaction log (e.g., transaction log 122 or
transaction log 124) to manage its direct-update transactioglal memory accesses. In one
implementation,'a transaction log has two component lists, one for reads and one for

5
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updates. In an alternative implementation, a transaction log has a single list, with list
entries being parameterized as “reads” or “updates”. Each transaction log also includes a
status field, which holds a value indicating ACTIVE, ABORTED, or COMMITTED.
Individual list entries include a pointer (e.g., a reference) to an enlistment record of an
associated memory address and may also include a version value. In alternative
implementation, a list entry may also include a scratch field. Another data structure,
called an undo log, holds a list of memory addresses that have been updated within the
transaction and their previous values (i.e., before the memory location was updated). In
yet another implementation, a single log is used combining the functions of the
transaction log and the update log, with list entries being parameterized as “read”,
“update” (dr “write”), or “undo” entries.

[0020] Each transaction also maintains an undo log (126 and 128), which can be
used to undo the memory write accesses of a given transaction. In one implementation,
an undo log records the original value and memory address associated with each write
access of the transaction. In this manner, if the transaction is aborted, then entries in the
undo log can be executed in reverse order to restore the shared memory locations written
to by the transaction to their pre-transaction states.

[0021] By following the protocol specified for the APIs 108 and 110, the threads
100 and 102 can safely perform sequences of memory accesses to shared memory
locations within individual transactions without the risk of undetected interference by
another thread.

[0022] FIG. 2 illustrates operations 200 for executing a sequence of memory
accesses within a transaction via an exemplary direct-update software transactional
memory interface. The operations 200 represent calls made through the API by an

individual thread accessing one or more shared memory locations. For example, a

6
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shared memory location may correspond to a software object for an individual bank
account. Each shared memory location is associated with a memory address and an
enlistment record at creation of the corresponding software object.

[0023] An initiation operation 202 initiates a new transaction for a thread. In one
implementation, the initiation operation 202 is represented within an exemplary direct-
update software transactional memory interface by a “TransactionStart()” operation,
which allocates and initializes a transaction log for the new transaction. The transaction
log is maintained in local (i.e., non-shared) memory accessible by the thread. At
initiation, the transaction log for a thréad is empty and its status is set to ACTIVE. In
one implementation, the initiation operation 202 also allocates and initializes a new undo
log associated with the transaction.

[0024] An enlistment operation 204 enlists a specified memory location for a
memory access operation, such as a read operation or a write operation. In one
implementation, the enlistment operation 204 is represented within an exemplary direct-
update software transactional memory interface by an “EnlistAddrForRead(Addr r)”
operation, wherein the address 7 represents the address of the specified memory location.
In another implementation, the enlistment operation 204 is represented within an
exemplary direct-update software transactional memory interface by an
“EnlistAddrForWrite(Addr #)” operation, wherein the address » represents the address of
the specified memory location. A more detailed description of enlistment operations is
provided below.

[0025] An access operation 206 performs a memory access to the specified
melﬁory location, such as by a read operation or a write operation. In one
implementation, the access operation 206 is represented by a direct read to the specified

memory location. In another implementation, the access operation 206 is represented

7
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within an exemplary direct-update software transactional memory interface by a
“TransactionRead(Addr »)” operation, wherein the address  represents the address of the
specified memory location and the operations reads the value directly from the specified
memory location. In yet another implementation, the access operation 206 is represented
by a direct write to the specified memory location. In this implementation, a separate
UpdateUndo(Addr ) may also be employed to update an undo log (as discussed above).
In yet another implementation, the access operation 206 is represented within an
exemplary direct-update software transactional memory interface by a

“Transaction Write(Addr r, Value v)” operation, wherein the address » represents the
address of the specified memory location, the value v represents the value to be written to
the memory location, and the operation adds an entry to an undo log

[0026] A decision operation 208 determines whether another memory access
operation remains in the transaction sequence. If so, and the transaction has not
previously accessed the specified memory location of the next memory access operation,
the processing proceeds to the enlistment operation 204. Alternatively, the processing
may bypass the enlistment operation 204 because the specified memory location has
already been enlisted within the current transaction.

[0027] Iﬁ any event, the processing steps through each memory access in the
transaction sequence until no more memory access operations remain in the transaction
sequence, at which time a commitment operation 210 attempts to commit the transaction.
In one implementation, the commitment operation 210 is represented within an
exemplary direct-update software transactional memory interface by a
“TransactionCommit()” operation. Generally, the commitment operation 210 determines
whether all of the memory read operations within the transaction were completed within

the transaction without an interfering update by another thread. Ifthe commitment

8
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operation 210 fails, the thread determines that the transaction has failed and will retry the
entire transaction, if appropriate. If the commitment operation 210 succeeds, then the
thread determines that the transaction has completed successfully and that the thread can
rely on the transaction results (e.g., the read values and the update operations). At the
completion, the commitment operation 210 “stands down” the transaction’s enlistments
so that the associated memory locations become accessible to other threads. In one
implementation, the standing-down is accomplished by iterating through the write
transaction entries in the transaction log and, for each associated enlistment record,
storing a new version number in the version ﬁeid of the enlistment record (e.g.,
incrementing the version number) of an updated memory location.

[0028] It is possible to overrun the version numbers (e.g., all of the available
numbers in the version field may have been used overtime). For example, if the version
is incremented by one with each update (e.g., 0, 1, 2, 3, etc.) and eventually exceeds a
maximum version number “N”, then a mechanism to “rollover” or otherwise handle the
overflow of the version number may be in order. In one implementation, if the number
of transactions executed overtime exceeds N, then the transactions active at that point
can be aborted. Alternatively, if the number of transactions executed overtime exceeds
N, the transactions active at that point may be partially committed, such that invalid
transactions are aborted and valid transactions remain active. In yet another
implementation, the size N may Be made so large that reasonable processes are extremely
unlikely to exceed N.

[0029] An abort operation, which may be provided within an exemplary direct-
update software transactional memory interface by a TransactionAbort() operation,
abandons the current transaction associated with the current thread and rewinds any

updates performed within the transaction prior to the abort event. In one
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implementation, the status field in current transaction log is set to ABORTED and the
entries in the undo log are executed in reverse, restoring the pre-transaction values in the
updated memory locations. Once the aborted transaction’s updates are undone, the abort
operation “stands down” the enlistments.

[0030] FIG. 3 illustrates exemplary operations 300 for enlisting a read operation
on a memory location within a transaction. Responsive to a call by a thread to an
enlistment-read operation (see discussion regarding FIG. 2) relative to a given memory
address 7, a locating operation 302 locates the enlistment record (i.e., “e-rec”) associated
with the memory address 7. In one implementation, the enlistment record is a data
structure associated wifch a memory address » (e.g., as part of a software object at the
memory address r or as referenced by that software object). |

[0031] A versioning operation 304 reads the version value associated with the
memory address from the located enlistment record. A decision operation 306
determines whether the read version value actually represents a version, an identifier
indicating the current transaction, or an identifier indicating another transaction. Ifthe
read version value represents a version, then a logging operation 308 adds the version
and a pointer (e.g., a reference) to the located enlistment record to an entry in a read
transaction list (e.g., a linked list) of the transaction log. The thread can then proceed to
read the value at the memory address directlyl.

[0032] If the read version value represents an identifier written to the enlistment
record of the memory address by the current transaction, then the transaction log has
already been updated by a write operation in the current transaction and the thread can
merely continue (as indicated by continuation operation 310) to read the value at the
memory address directly. By continuing, the thread is acknowledging that a transaction

log entry for the enlistment record has already been generated in the transaction log of
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the transaction. An identifier of a transaction may be an arbitrary, unique transaction
identifier, a pointer (e.g., a reference) back to a scratch field in the transaction log, or
some other unique identifier.

[0033] If the read version value represents an identifier written to the enlistment
record of the memory address by another transaction, then the transaction log has already
been updated by a write operation in the other transaction and the thread invokes a
resolution operation 312 and then retries the enlistment. In one implementation, an
exemplary resolution operation 312 is actually a no-op instruction, which would cause
the enlistment operation to spin-wait. Alternatively, a mutual exclusion lock could be
associated with the enlistment record to avoid spinning. In yet another alternative
implementation, each transaction log could be associated with a revocable lock. In this
implementation, the resolution operation of a later accessing transaction (T2) could
acquire the revocable lock from the earlier transaction (T1). With the revocable lock, T2
could perform a TransactionAbort() on behalf of T1, and then release the revocable lock
of T1. Thereafter, T2 could re-enlist the memory address  for its read operation, and T1
could be displaced to a recovery function that could raise an exception to indicate that T1
has been aborted and should be restarted at an appropriate point in processing.

[0034] In an alternative implementation, an EnlistAddrForRead() operation omits
the decision operation 306 of the version value that it has read and just assumes the
content of the version field in the enlistment record is a version. In this implementation,
the TransactionCommit() operations catches any conflicts in a shared memory location,
whether the conflict was caused by a version conflict or by reservation of the shared
memory location by a write access of another thread).

[0035] FIG. 4 illustrates exemplary operations 400 for enlisting a write operation

on a memory location within a transaction. Responsive to a call by a thread to an
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enlistment-write operation (see discussion regarding FIG. 2) relative to a given memory
address 7, a locating operation 402 locates the enlistment record (i.e., “e-rec”) associated
with the memory address ». In one implementation, the enlistment record is a data
structure associated the memory address  (e.g., as part of a software object at the
memory address or as referenced by the software object).

[0036] A versioning operation 404 reads the version value associated with the
memory address from the located enlistment record. A decision operation 406
determines whether the read version value actually represents a version, an identifier
indicating the current transaction, or an identifier indicating another transaction. If the
read version Value‘\represents a version, then a logging operation 408 adds the version
and a pointer (e.g., a reference) to the located enlistment record to an entry in a write
transaction list (e.g., a linked list) of the transaction log. A marking operation 410 uses
an atomic compare-and-swap operation to set a mark designating the current transaction
in the version field of the enlistment record of the memory address , thereby temporarily
reserving the memory address r (and associated memory location, range of memory
locations, object, etc.) for the current transaction. If the compare-and-swap operation
succeeds (as determined by decision operation 412), the version value saved in the write
transaction list within the transaction log is written to a scratch field of the enlistment
record, and then the thread can then proceed to update the value at the memory address
directly. Alternatively, if the compare-and-swap operation fails, the version and pointer
(e.g., a reference) to the located enlistment record are deleted from the write transaction
list within the transaction log and enlistment is attempted again in locating
operation 402.

[0037] In one implementation, the scratch field may be included in a transaction

entry, instead of an enlistment record. In this implementation, a transaction identifier in
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a version field of the enlistment record is a pointer (e.g., a reference) into the transaction
entry. In this manner, a quick compare-and-swap operations may be employed, and the
version scratch is stored in local, unshared memory, only for updated memory locations
in a transaction.

[0038] If the read version value represents an identifier written to the enlistment
record of the memory address by the current transaction, then the transaction log has
already been updated by a write operation in the current transaction and the thread can
merely continue (as indicated by continuation operation 416) to update the value at the
memory address directly. If the read version value represents an identifier written to the
enlistment record of the memory address by another transaction, then the transaction log
has already been updated by a write operation in the other transaction. As such, the
thread invokes a resolution operation 418 and then retries the enlistment. Exemplary
resolution operations have already been discussed with regard to resolution
operation 418.

[0039] FIG. 5 illustrates exemplary operations 500 for committing a transaction in

. a direct-update software transactional memory interface. A log entry operation 502 reads
the pointer (e.g., a reference) from an entry in the read transaction list of the transaction
log. Using this pointer, an enlistment record operation 504 reads the version field of the
enlistment record associated with the memory address. A decision operation 506
determines whether the value read from the version field actually represents a version, a
mark indicating the current transaction, or a mark indicating another transaction.

[0040] If the value read from the version field is actually a version, a read
operation 508 reads the version from the transaction log entry from which the pointer
(e.g., areference) was read in log entry operation 502. If the two versions match (as

determined by decision operation 510), the thread may still be able to complete

13



WO 2007/016302 PCT/US2006/029327

successfully because the memory address associated with the current log entry was not
updated by another thread during the transaction. If this is true for all log entries in the
read transaction list, all reads within the current transaction to that memory address are
valid and the transaction may be valid.

[0041] A decision operation 512 determines whether a next transaction log entry
exists in the read transaction list. If so, processing proceeds to log entry operation 502.
Otherwise, a success operation 514 signals a success from the commitment operation and
sets the status of the current transaction log to COMMITTED. A versioning
operation 520 updates the version values of all enlistment records associatéd with write
transaction list entries to indicate that a transaction completed successfully in association
with that memory location. A termination operation 522 removes all transaction log
entries from the transaction log and deletes the transaction log itself.

[0042] If the decision operation 510 determines ’Ehat the versions do not match, the
mismatch indicates that the reads to the memory location are not valid because the
memory address was updated by another thread during the current transaction. In this
case, processing proceeds to a failure operation 518, which signals a failure of the
commitment operation. Furthermore, an abort operation aborts the transaction, as
described above.

[0043] If the decision operation 506 determines that the value read from the
version field of the enlistment record actually represents an identifier indicating the
current transaction, a reading operation 516 reads a version value from a scratch field. In
one implementation, the scratch field is part of the enlistment record of the memory
address. In an alternative implementation, the scratch field is stored in an entry in the

transaction log. Processing then proceeds to the read operation 508 and the decision
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operation 510 to compare the version from the scratch field to the version in the
transaction log.

[0044] Ifthe decision operation 506 determines that the value read from the
version field of the enlistment record actually represents an identifier indicating another
transaction, the update to the memory address is precluded by an update of another
concurrent transaction. Therefore, the failure operation 518 signals a transaction failure.
Furthermore, an abort operation aborts the transaction, as described above.

[0045] The exemplary hardware and operating environment of FIG. 6 for
implementing the invention includes a general purpose computing device in the form of a
computer 20, including a processing unit 21, a system memory 22, and a system bus 23
that operatively couples various system components include the system memory to the
processing unit 21. There may be only one or there may be more than one processing
unit 21, such that the processor of computer 20 comprises a single central-processing
unit (CPU), or a plurality of processing units, commonly referred to as a parallel
processing environment. The computer 20 may be a conventional computer, a
distributed computer, or any other type of computer; the invention is not so limited.

[0046] The system bus 23 may be any of several types of bus structures including
a memory bus or memory controller, a peripheral bus, a switched fabric, point-to~point
connections, and a local bus using any of a variety of bus architectures. The system
memory may also be referred to as simply the memory, and includes read only memory
(ROM) 24 and random access memory (RAM) 25. A basic input/output system (BIOS)
26, containing the basic routines that help to transfer information between elements
within the computer 20, such as during start-up, is stored in ROM 24. The computer 20
further includes a hard disk drive 27 for reading from and writing to a hard disk, not
shown, a magnetic disk drive 28 for reading from or writing to a removable magnetic

15
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disk 29, and an optical disk drive 30 for reading from or writing to a removable optical
disk 31 such as a CD ROM or other optical media.

[0047] The hard disk drive 27, magnetic disk drive 28, and optical disk drive 30
are connected to the system bus 23 by a hard disk drive interface 32, a magnetic disk
drive interface 33, and an optical disk drive interface 34, respectively. The drives and
their associated computer-readable media provide nonvolatile storage of computer-
readable instructions, data structures, program modules and other data for the computer
20. It should be appreciated by those skilled in the art that any type of computer-
readable media which can store data that is accessible by a computer, such as magnetic
cassettes, flash memory cards, digital video disks, random access memories (RAMSs),
read only memories (ROMs), and the like, may be used in the exemplary operating
environment.

[0048] A number of program modules may be stored on the hard disk, magnetic
disk 29, optical disk 31, ROM 24, or RAM 25, including an operating system 35, one or
more application programs 36, other program modules 37, and program data 38. A user
may enter commands and information into the personal computer 20 through input
devices such as a keyboard 40 and pointing device 42. Other input devices (not shown)
may include a microphone, joystick, game pad, satellite dish, scanner, or the like. These
and other input devices are often connected to the processing unit 21 through a serial port
interface 46 that is coupled to the system bus, but may be connected by other interfaces,
such as a parallel port, game port, or a universal serial bus (USB). A monitor 47 or other
type of display device is also connected to the system bus 23 via an interface, such as a
video adapter 48. In addition to the monitor, computers typically include other

peripheral output devices (not shown), such as speakers and printers.
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[0049] The computer 20 may operate in a networked environment using logical
connections to one or more remote computers, such as remote computer 49. These
logical connections are achieved by a communication device coupled to or a part of the
computer 20; the invention is not limited to a particular type of communications device.
The remote computer 49 may be another computer, a server, a router, a network PC, a
client, a peer device or other common network node, and typically includes many or all
of the elements described above relative to the computer 20, although only a memory
storage device 50 \has been illustrated in FIG. 6. The logical connections depicted in
FIG. 6 ir}clude a local-area network (LAN) 51 and a wide-area network (WAN) 52.

Such networking environments are commonplace in office networks, enterprise-wide
computer networks, intranets and the Internet, which are all types of networks.

[0050] When used in a LAN-networking environment, the computer 20 is
connected to the local network 51 through a network interface or adapter 53, which is
one type of communications device. When used in a WAN-networking environment, the
computer 20 typically includes a modem 54, a network adapter, a type of
communications device, or any other type of communAications device for establishing
communications over the wide area network 52. The modem 54, which may be internal
or external, is connected to the system bus 23 via the serial port interface 46. Ina
networked environment, program modules depicted relative to the personal computer 20,
or portions thereof, may be stored in the remote memory storage device. It is appreciated
that the network connections shown are exemplary and other means of and
communications devices for establishing a communications link between the computers
may be used.

[0051] In an exemplary implementation, a TransactionStart() module, an
EnlistAddrForRead() module, an EnlistAddrForWrite() module, a TransactionRead()
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module, a TransactionWrite() module, a TransactionAbort() module, a Transaction
Commit() module, and other modules may be incorporated as part of the operating
system 35, application programs 36, or other program modules 37. Transaction logs,
enlistment records, and other data may be stored as program data 38.

[0052] The technology described herein is implemented as logical operations
and/or modules in one or more systems. The logical operations may be implemented (1)
as a sequence of processor-implemented steps executing in one or more computer
systems and (2) as interconnected machine or circuit modules within one or more
computer systems. Likewise, the descriptions of various component modules may be
provided in terms of operations executed or effected by the modules. The resulting
implementation is a matter of choice, dependent on the performance requirements of the
underlying system implementing the described technology. Accordingly, the logical
operations making up the embodiments of the technology described herein are referred to
variously as operations, steps, objects, or modules. Furthermore, it should be understood
that logical operations may be performed in any order, unless explicitly claimed
otherwise or a specific order is inherently necessitated by the claim language.

[0053]) The above specification, examples and data provide a complete description
of the structure and use of exemplary embodiments of the invention. Since many
embodiments of the invention can be made without departing from the spirit and scope
of the invs:ntion, the invention resides in the claims hereinafter appended. In particular,
it should be understood that the described technology may be employed independent of a

personal computer. Other embodiments are therefore contemplated.
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Claims

WHAT IS CLAIMED IS:

1. A method of managing memory access to a shared memory location within a
transaction of a first thread, the shared memory location being accessible by the first
thread and a second thread, the method comprising:

identifying an enlistment record associated with the shared memory location;

marking the enlistment record to reserve the shared memory location for the
transaction, if the enlistment record indicates no conflict with a write memory access to
the shared memory location by the second thread; and

recording a reference to the shared memory location and its contents in an undo

log.

2. The method of claim 1 further comprising:
performing within the transaction a write memory access to the shared memory

location, responsive to the marking operation.

3. The method of claim 1 wherein the marking operation comprises:
writing a transaction identifier to the enlistment record, the transaction identifier

identifying the transaction of the first thread.

4. The method of claim 1 wherein the enlistment record indicates a conflict by a
write memory access to the shared memory location by a second thread, if the enlistment

record is marked by the second thread.

5. The method of claim 1 wherein the undo log includes an ordered sequence of
shared memory location references and associated contents, and further comprising:
writing the contents to the associated shared memory locations, wherein

individual write accesses are performed in reverse order in the sequence.

6. The method of claim 1 further comprising:
recording a transaction log entry including a reference to the enlistment record,
the transaction log entry being recorded in a transaction log containing transaction log

entries of a plurality of write memory accesses within the transaction.
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7. The method of claim 1 further comprising:
if the enlistment record indicates a conflict by a write memory access to the
shared memory location by the second thread, resolving the conflict to allow a write

memory access to the shared memory location within the transaction of the first thread.

8. The method of claim 1 further comprising:
writing a new version value to the enlistment record of the shared memory

location at termination of the transaction.

9. The method of claim 1 wherein the enlistment record includes a version field
and the marking operation comprises:
recording contents of the version field in a scratch field;

writing a transaction identifier into the version field.

10. A computer-readable medium having computer-executable instructions for

performing a computer process implementing the method of claim 1.

11. A method of managing memory access to a shared memory location within a
transaction of a first thread, the shared memory location being accessible by the first
thread and a second thread, the method comprising:

identifying an enlistment record associated with the sharéd memory location;

generating a transaction log entry associated with the transaction, the transaction
log entry referencing the enlistment record associated with the shared memory location;

executing the read memory access to the shared memory location within the
transaction by the first thread; and ‘

committing the transaction to the read memory access, if the transaction log entry
and the referenced enlistment record do not indicate a conflict by a write memory access
to the shared memory location by the second thread, responsive to the executing

operation.

12. The method of claim 11 wherein the enlistment record includes a version
field, and further comprising:
reading contents of the version field of the enlistment record, prior to the

executing operation; and
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if the contents represent a transaction identifier of the first thread, acknowledging
that the transaction log entry for the enlistment record has already been generated within

the transaction.

13. The method of claim 11 wherein the enlistment record includes a version
field, and further comprising:

reading contents of the version field of the enlistment record, prior to the
executing operation; and

if the contents represent a transaction identifier of the second thread, aborting the

transaction.

14. The method of claim 11 wherein the enlistment record includes a version
field, and further comprising:

reading contents of the version field of the enlistment record, prior to the
executing operation; and

if the contents represent a version value, recording the version value in the

transaction log entry.

15. The method of claim 11 further comprising:
identifying a conflict by a write memory access to the shared memory location by
the second thread, if a version value recorded in the transaction log entry does not match

a version value recorded in the enlistment record at the time of commitment.

16. The method of claim 15 further comprising:

aborting the transaction, if a conflict is identified.

17. The method of claim 11 wherein the enlistment record includes a version
field and further comprising:

reading from a scratch field associated with the enlistment record a version value
previously stored in the version field of the enlistment record; and

identifying a conflict by a write memory access to the shared memory location by
the second thread, if a version value recorded in the transaction log entry does not match

the version value recorded in the scratch field at the time of commitment.
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18. A computer-readable medium having computer-executable instructions for

performing a computer process implementing the method of claim 11.

19. A method of managing memory access to shared memory locations within a
transaction of a first thread, the shared memory locations being accessible by the first
thread and a second thread, the method comprising:

enlisting the shared memory locations within the transaction;

maintaining a transaction log including a transaction log entry associated with the
transaction and an enlistment record for each shared memory location;

maintaining an undo log including entries of write memory accesses to the shared
memory locations, each entry including an address associated with a shared memory
location of the write memory access and prior contents of the shared memory location;

performing memory accesses directly to the shared memory locations; and

committing the transaction to the memory accesses, responsive to the performing
operation, if no conflict by a write memory access to the shared memory location by the

second thread is detected.

20. A computer-readable medium having computer-executable instructions for

performing a computer process implementing the method of claim 19.

22



PCT/US2006/029327

WO 2007/016302

1/6

8cl

vzl Bo1 opun

N\

Bo
uolnoesuel |

\INO_‘

CV PUe LY ppy

Z peaiy|

S|e}0] JUNnoddYy

»/ir

Idv

| "B

\!@Z\

\\lo:

ocL ~90i
_ 08l-9 _ \r

00 =¢v

8Ll
_ o8-8 _ \I

0l

e

Aowsy
paieys

ccl

“\

ocl

bo1 opun

— uopoesuel |

6o

dV

\

801

CV Woy 00| denqng

LV 0} 00L PPV

| pesiylL

sigjsuel] JUnoooy

KN:

\loo_\

A




PCT/US2006/029327

WO 2007/016302

2/6

00¢

uonoesuel} Jiwwon U/\l 0Lc

SOA

juonelado

$$900E Alowsw Jayjouy

80¢

Apoauip uoneoo| Alowsw Je enjen sse0y d/\l 902

)

Aressaoau i ‘uoelado ss09€ J0j UOREO| AlOWSW JSIjUT] U/\l ¥0¢

i

UOIOBSURI} MOU Sjeniu| d/\l z0¢




PCT/US2006/029327

WO 2007/016302

3/6

00¢

.

oLe

Bo| uonoesuen
cle s/ J0 1sl| peal ui plooal
Juswysius o} tjuiod 80¢
anosaYy u A

anuyuon U pue uoisisA ppy

M}ew eyl Mjew umQ UOISIBA

$9N[BA UOISIaA \AI
/ I 90€

ﬁ pi09a1 JusuSiuS WoJj uoneso| AIoWSW JO UOISISA peay U/\I v0¢

i

Il'h Uojeso| Alowa JO PI02aL JUBSLL)SIUS 98907 U/\I c0e




PCT/US2006/029327

WO 2007/016302

4/6

0o

8Ly

pio22l Juswis||ud Jo
piaL yoleuos o} uoision Ado)

1437

¢,58900NS
dems-pue-aredwos
dlwoyy

ON

Ul Jew s,uojoesuel} 10g

m pI0DaJ JUSWSIUS

u/\o;

9ly +
Boj uoigoesuen}
Ul plooal Juswisijue ~ 80v
A0Sl 10 Hoqy anuiuoy v 0] Jojuiod pue UoiSIaN dABS
ylew eyio Yiew umQ UOISIBA

Zon[eA UoISIap
90

i

pJooal JUSWISIUS WO} UOEed0| AIOWSW JO UOISISA pesy

1444

A

A uoneoso| Alowsl JO pJodal JusLujsijua 8)edo]

U/\l aov




PCT/US2006/029327

5/6

WO 2007/016302

¢csS 0cs m
[

sBoj ﬁ ‘ . m
SPI0231 JUBWISI|US
00¢s uonoesuel) pue opun paepdn 12 ul §8900NS AR _
a19[9p pue salus Bo) suoision oy} a1epdn uoljoesuel jeubis
uonoesuel) sAoway :

¢ Ajue Boj uonoesuel) peal IxaN

cls

£Uo1ew senjeA UoISIan

é ainjie4 N
9 uoljoesuel) jeubis

oLc pIsy Anue Boj uonoesuely 80S

UOJeIos Ul anjen
UOISIOA pesy peal Wolj UoISIaA pesy

oLS

yiew 1syl0 3}lew umQ UOISIBA

// $aNn[eA UCISION
+ 90§

v0s |/\ﬁ uoI1eo0| AIoWaW JO PloJal JUSLU)SI[US WO} UOISISA peay u

A

Anue Boj uonoesuel] peal wod} djuiod pesy UA

c0g




PCT/US2006/029327

WO 2007/016302

6/6

A zmo_\,__wwﬁw_mwh\ vLva mﬂ@%@ SWYHOOMd | WALSAS
" NYHO0Yd NOLLYOITddY |ONILY¥3dO
ooop % H3HLO
[ © Juy X ( { (.-
NP _IJH=I| o | I3 03 % -
JLONTY | — \
Tt Ee=F o g\ \
i/ L WITOW 2 6 \ o
MUOMLIN VY JAIM @ @ \
|~ T T T T T T - == - - ———= _
_ Joml]-"| _
_ = L wsows | ||
_ “ _
§ 1 sy || ZovE || 3ovaain | | TSN v || _
T ) SMOVLIN 14¥0d ANIYA vSI INEA mﬂ@%@ _
W3S || T¥OILdO SIQ QuvH || A
vauY 0T ! 9ILANOVIN 0 10 _
| =z = = = = — |
¢G o¥ ¥E mmﬂ € ﬂ
_ | L | | N | swvuooud “
_ 1ddv
| Z STAWILISAS | | o | OV _
_ | wasas _
| ¥3Ldvay LINN 66| ONILYYIdO _
! | o3an ONISSTOOMd |  f----—=——=—=-=-==-- !
_ 17 17 soig “
» 1
SOLINOI _ @ | Y9z (woy) | |
“ AHOWIN WLSAS “
||||||||||||||||| s T T T T~
by




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings

