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(54) Title: FORWARDING PORT ASSIGNMENT FOR DATA PACKET

(57) Abstract: In some examples, a method includes determining a hash value for a received data packet, determining whether the
determined hash value matches a hash value for an entry in a hash-to-port mapping table, determining whether a port mapping age
associated with the matched entry satisfies an age criteria, and assigning a forwarding port for the received data packet based on the

O determination of whether the port mapping age associated with the matched entry satisfies the age criteria.
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FORWARDING PORT ASSIGNMENT FOR DATA PACKET

BACKGROUND

{30017 Computer networks can be used to allow networked devices, such as personal
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computers, servers, and data storage devices to exchange data. Cornputer networks
aften include intermediary datapath devices such as network switches, gateways, and
routers, to flow traffic along selected data routing paths between networked devices.
Adata routing path can, for example, be selected by a network controller, adiministrator,
or ancther entity, and can, for exampie, be basad on network conditions, network
equipmant capabilities, or other factors.

BRIEF DESCRIPTION OF THE DRAWINGS
For a detalled description of various examples, reference will now be mads to the
accompanying drawings in which:
FIGG. 1 is a diagram of a nefwork, according to an example.
FIG. 2 is a flowchart for a3 method, according to an example.
Fi. 3 ks a flowchart for a method, according to anothar exarmple.
FIG. 4 is a flowchart for a method, according to another example,
Fia. S is a diagram of a system, according to an exampls,
FIG. 6 is a diagram of a machine-readable storage medium, according to an example.
FiG. 7 is a flowchart for & method, according to another example.

DETAILED DESCRIPTION

The following discussion is directed to various examples of the disclosure. Although one
ar more of these examples may be preferrad, the examples disclosed harein should not
be interpreted, or otherwise used, as Hmiting the scope of the disclosure, including the
claims. In addition, the foliowing description has broad application, and the discussion
of any example is meant only to be descriptive of that example, and not intended to
intimate that the scope of the disclosure, including the daims, islimited to that example.

Throughout the present disclosure, the terms "a" and "an” are intended to denote at

PCT/US2015/028399
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least one of a particular element. In addition, as used herein, the term "includes” means
includes but not limited to, tha term "including” means including but not limited to, The

term "based on” means based at least in part on.

10011

o

Network load balandng may be performed by applying a hash function on data in sach
network data packet received at a network switch or ancther type of datapath
forwarding device in a network, For example, a data packet can be balanced based on
its "S-tuple” data, which can, for example, include information indicating the data
packetl’s source and destination Internet Protocol {IP) address, transport protocol, and
Transmission Control Protocol/User Datagram Protocol (TCP/UDP) source and
destination port. The result of this hashing operation can be used to map the data
packet to a fixed set of resources, such as a number of physical ports in & Link
Aggregation Group (LAG), which can, for example, be considered 2 logical connection
consisting of more than one physical connections {and is described in further detail
below with respect to the network of FIG. 1. Given a sufficiently large number of flows,
a hash function may be able to produce 2 statistically even distribution of traffic across

physical links in the LAG.

(0012

S}

Although many networks and protocols may define their behavior as "best effort” {e.g,,
making no guaranteas about in-order delivery of packets), devices and systems can in
many situations work best when packets are delivered in the order they were
transmitted. Such in-order delivery can be ensured by maintaining flow affinity, Le.,
sending all packets belonging to a given flow via the same network path {e.g., ail packets
having the same S5-tuple all travel the same path, therefore the network device sees ali
packets that are part of the same network flow in order}. As an example, certain
networking devicas {for example security products, such as Infrusion Prevention
Systemsi may work best when flow affinity is maintained. In networks that include LAGs
to provide redundancy and increased bandwidth, security devices may work best when
flow affinity is maintained even as LAG events {e.g., individual physical finks being

added, removad, enabled, or disablad} occur.
{0013} Certain implementations of the present disclosure attempt to solve the problem of

performing network load balancing in a manner that is both highly scalable and

maintains flow affinity without tracking individual flow states, In one implementation,
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a method in accordance with the present disclosure can incude: {1} determining a hash
value for a received data packet, {2} determining wheather the determined hash valus
matches a hash value for an entry in a hash-to-port mapping table, {3} defermining
whether a port mapping age associated with the matched entry satisfies an age criteria,
and {4} assigning a forwarding port for the received data packet based on the
determination of whether the port mapping age associated with the matched entry
satisfies the age criteria. This method is described in further detail below with respect

to FiG. 2.

{00147 Certain implementations of the present disclosure can provide advantages compared to
present systems for load balancdng in networks, For example, with certain existing [oad
balancing systems, network eguipment manufacturers and their customers may be
faced with a trade-off between cost {e.g., monetary or performance) and functionality
{e.g., maintaining flow affinity}. A customer who makes a choice to prioritize low cost
at the expense of flow affinity may not be getting the full functionality of their network
security devices that rely on flow affinity to provide optimal network security analysis.
A customer who makes a choice to prioritize flow affinity at a higher cost could face
financial challenges when justifying the equipment's purchase or be reguired to accapt
fimitations on the throughput/performance capabilities of the device since it could be
ensuring flow affinity using slower software to reduce its purchase price.  Certain
implamentations  of the present disclosure can  aliow network  eguipment
manufacturers to scale a systern's capability to meet customer expectations of cost and
rasponsiveness of rebalancing. For example, a system with lower performance
raguiraments could have less memory for its hash-to-port mapping table and therefore
may be less responsive to fake advantage of additional bandwidth {in the form of
physical links} being added to LAGs. Other advantages of implemeniations presented

herein will e apparent upon review of the description and figures.,

{00157 FiG. 1 is a diagram of a simplified example network 100, In particular, FIG. 1 depicts
traffic in the form of data packets 102 between source node 104 and destination node
106. Source node 104 is in data communication with destination node 106 via muitiple
intermediate network nodes 108, 110, 112, 114, 116, and 118 which can, for example

and as described in further detail below, be in the form of network switches. The
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various nodes with network 100 are connected to each other via various wired or

wireiess data links.

10016

Pt}

Simplified example network 100 includes a LAG link 120, which is depicted as an oval
between nodes 108 and 112 {i.e., LAG nodes 108 and 112). As provided above, a LAG
fink {e.g., LAG link 120) can, for example, be considered a logical connection consisting
of more than one physical connections. For example, LAG link 120 can, for example, be
in the form of multiple physical Hinks between adjacent nodes in a network that are
combined in order {o increase throughput, provide redundancy, balance data traffic,
and/or provide other properties to achieve desired performance.  In some
implementations, LAG node 112 {or ancther network device in communication with the
LAG node and instructing the LAG node} can determing which physical sub-link of LAG

link 120 to route traffic to the adjacent downstream node {e.g., LAG node 112},

{00177 Such a determination can, for example, be based on packet metadata and port selection
logic for forwarding packet 102, In such an implementation, the port selection logic for
forwarding packet 102 within LAG node 112 can, for example, reside within LAG node
112 itself and can, for example, be in the form of a hash of a set of parameters for a
given packet, such as Meadia Access Control {MAC) address, Internet Protocol {IP)
address, Transmission Control Protoco! {TCP) port, Usar Datagram Protoce! {UDP) port,
etc. As a simple exarnple, port selection logic stored locally on LAG node 112 can instruct
a processing resource of LAG node 112 to check whether packet 102 was received via &
specific ingress port and, if so, to forward packat 102 along a spedific sub-link of LAG link
120 1o adjacent downstream LAG node 108 using a specific LAG forwarding port 122 or
124, Although only two LAG forwarding ports are illustrated for LAG node 112, it is
appreciated that LAG node 112 may have any suitable number of LAG {or other)

forwarding ports.

{0018] Othar foad balancing or data routing technigues can be used with LAG node 112, For
example, as described in further detail below with respect to FIG. 6, a machine readable
storage medium 130 of LAG node 112 can have stored thereon machine readahle
instructions to cause a computer processor or other processing resource of LAG node
112 to assign a first forwarding port 122 for an entry in a hash-to-port mapping table to

a received data packet that has a hash value matching the hash value of the entry when
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a port mapping age associated with the matched entry satisfies an age criteria
{instructions 126} as well as instructions to assign a second forwarding port selected
based on load balancing criteria to a received data packet when a port mapping age
associated with the matched entry does not satisfy the age criteria {instructions 128).
Further details regarding instructions 126 and 128 as well as medium 130 are provided
below with respect to FIG. &, Although this disclosure primarily refers to the use of 5-
tuple data and LAGs as an example, the present disclosure can be used for any network
load halancing technology where maintaining flow affinity without tracking flow state is

desired.

{00197 Source node 104 and destination node 106 can, for example, be in the form of netwaork
hosts or other suitable types of network nodes. Only a single source node 104 and a
single destination node 106 are illustrated in simplified example network 100. However,
it is appreciated that different implemantations of network 100 may include multiple
source nodes 104 and multiple destination nodes 106, One or both of source node 104
and destination node 106 can be in the forrm of suitable servers, desktop computers,
laptops, printers, etc. As but one example, source node 104 can he in the form of &
deskiop computer including a monitor for presenting information to an operator and a
kevboard and mouse for receiving input from an operator, and destination node 106
can be in the form of a standalone storage server appliance. it is appreciated that the
source and destination nodas can be in the form of endpoint nodes on network 106,
intermediate nodes betweaen endpoint nodes, or other types of network nodes. In the
simplified example network 100 depicted in FIG. 1, the varicus network nodes are in the
form of intermediary nodes and host devices, it is appreciated howeaver, that the
implernentations described herein can be used or adapted for networks including more

or fewer devices, different types of devices, and different network arrangements.

{00207 Nodes 108, 110, 112, 114, 116, and 118 can, for example, be in the form of switches or
ather muiti-port network bridges that process and forward data at the data link laver.
In some implementations, one or more of the nodes can be in the form of multilayer
switches that operate at multiple layers of the OSI mode! {e.g., the data link and
network layers). Although the term “switch” is used throughout this description, itis

appreciated that this term can refer broadly to other suitable network data forwarding
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[0022]

[0023]

devices. For example, a general purpose computer can include suitable hardware and
machine-readable instructions that allow the computer to function as a network
switch. itis appreciated that the term “switch” can include other network data path
elerments in the form of suitable routers, gateways and other devices that provide

switch-like functionality for network 100.

Nodes within network 100 can forward traffic along a datapath based on metadata
within the traffic. For example, traffic received at the node can be in the form of 3
packet. Foriilustration, the term “packet” is used herain, however, it is appreciated

vy
1

that “packet” can refer to any suitable protocol data unit {(PDUY. The packat can, for
axample, include payload data as well as metadata in the form of control data.
Control data can, for example, provide data to assist the node with reliably delivering
the payload data. For example, control data can include network addresses for source
and destination nodes, error detection codes, sequencing information, and packet size
of the packet. in contrast, payload data can include data carried on behalf of an

application for use by a source node or destination node.

Each node within network 100 can, for example, help manage the flow of data across a
network by only transmitting a recelved message to a destination device for which the
message was intended {or to an intermediary device en route to the destination
device). In some implementations, such nodes can rely on flow entries in flow fables
stored on a machine-readable medium within each switch {or otherwise accessible by
aach switch). Each flow entry in a flow table can, for example, contain information
such as: {1} match fields to match against packets {e.g., an ingress port and spacific
packet header fields}, {2} a priority vaiue for the flow entry to aliow prioritization over
other flow antries, {3} counters that are updated when packats are matched, {4)
instructions 1o modify the action set or pipeline procassing, and {5) timeouts indicating
a maximum amount of time or idle time before a flow is expired by the switch, and {6)

a cookie value which can be used to filter flow statistics, flow modification, and flow
deietion.

FIG. 2 is a flowchart for a method 132 implemented in LAG node 112 or another
forwarding device 1o assign a forwarding port for a received data packet. For example,

in some implementations, method 132 can be performed on a forwarding device, such
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as a LAG switch or other node {e.g., LAG node 112} as well as a network switch that may
not provide LAG functionality {e.g., node 116}, Method 132 illustrated in the flowchart
of FIG. 2 as well as the methods described in the other figures can, for example, be
implemented in the form of executable instructions stored on & memory resource {e.g.,
the memory resource of the system of FIG. 5), executable instructions stored on a
storage medium {e.g., on madium 130 of FIG. 6), in the form of electronic circuitry, or

another suitable form.

0024

[}

Method 132 includes a step 134 of determining a hash value for a received data packet.
For example, in some implementations, a hash value can be determined for a received
data packet by performing a hashing operation on metadata of the received data
packet. The term “hashing operation” as used herein can, for example, refer 1o a
function that can be used to map digital data of arbitrary size to digital data of fixed size.
A value returned by such a hashing operation can be called a hash value, hash code,
hash sum, etc. The use of such a hashing operation can, for example, be used to detect
duplicated records in a large file. In some implementations, a hashing operation can be
used to quickly locate a data record given its search key by mapping the search key to
an index, with the index indicating the place in the hash table whera the corresponding
record should be stored. In some implementations, the metadata on which the hashing
operation is performed can be in the form of a hash value based on Transmission
Control Protocol/internat Protocol (TCRAIP) routing information. It is appreciated that
other control data may be used. In some implementations, the hashing operation can
he performed on both metadata as well as the actual payload data of the received

packet.

0025

P

Mathod 132 Incdudes a step 136 of determining whather the determined hash valus
matchas a hash value for an entry in a hash-to-port mapping table. In soms
implementations, the hash-to-port mapping table can be stored in the form of a Ternary
Content-Addressabie Memory {TCAM). it is appreciated that the hash-to-port mapping
table can be stored in another suitable form of rmmemory on LAG node 112 or another
device. The hash-to-port mapping table can, for example, include various fields for each
entry, such as a hash value for the entry, a port mapping age entry {described in further

detail helow with respect to step 138 of method 132}, which can for example indicate
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when the entry was last used, and a forwarding port assignment for the entry {described
in further detail below with respect to step 140 of method 132}, ih some
implamentations, a strict comparison operation can be used to determing whether the
determined hash value from step 136 maiches a hash value for an entry in the hash-to-
port mapping table {le., are the values identical). In some implementations, more
advanced comparisons or criteria can be applied for determining whether the hash
value determined in step 136 “matches” a hash value for an entry in the hash-to-port

mapping table,

10026

Pt}

Method 132 includes a step 138 of determining whether a port mapping age assoclated
with the matched entry satisfias an age criteria. The age criteria can, for example, be
determined to provide flow affinity for data packets. For example, in some
implementations, the port mapping age associated with a given entry in the hash-to-
port mapping table can be a value indicating a period of time that has elapsed since 3
hash value for a received packet last matched a hash value in the hash-to-port mapping
table for the given entry. In some implementations, the age criteria can be a simple
comparison between the port mappging age and a threshold value. As an example, a
vaiue indicating the last time the hash-to-port mapping was used {e.g.,, 2015-01-01-
132:25:04) can be subtracted from a time that the packet was received {e.g., 2015-01-
01-13:27:32} and if the result is fess than an age criteria {e.g., 10 minutes), then it is

determined that the matched entry satisfies the age criteria,

{00271 It is appreciated that the determination of step 138 can be hased on more advanced
criteria than a simple comparison of values. For example, in some implernentations, the
age criteria can include multiple threshold values that can dynamically change based on
tirne, network conditions, or ather factors. The result of such a determination can be in
the form of a bit indicator, such as for exampie a first bit value of 1 indicating that the
port mapping age associated with the matched entry satisfies the age criteria and a
second bit value of  indicating that the port mapping age associated with the matched
antry does not satisfy the age criteria. Moreover, it is appreciated that the compared
values can be based on a time value or parameter other than when the packet was

received {e.g., the current system time or a predicted forwarding time}.
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{0028] Method 132 includes a step 140 of assigning a forwarding port for the received data
packet based on the determination of whather the port mapping age assodiated with
the matched entry satisfies the age criteria. For example, in situations where it is
determined that the port mapping age associated with the matched entry satisfies the
age criteria, the assigned forwarding port for the received data packet can be a
forwarding port associated with the matched entry in the hash-to-port mapping table.
In certain implementations, reliance on age criteria and using the same forwarding port
as a recently forwarded packet can be used to preserve flow affinity for the received
data packet,

{00297 In some implementations, in situations where it is determined that the port mapping
age does not satisfy the age criteria, the assigned forwarding port for the received data
packet can be selected from a plurality of forwarding ports for the forwarding device.
The salection of such a forwarding port can, for example, be based on load balancing
criteria. For example, in some implementations, node 112 can compare a load on first
port 122 of node 112 to a load on second port 124 of node 112 and select the port with
the smaller load. It is appreciated that more complicated technigues for load balancing
and port selection can be used with the various implementations of the present
disclosure. For example, because output ports may be selected less frequently than
every received packet, step 140 can include selecting an output port based on link
utilization, weighted distribution, round-robin, or any other selaction criteria/algorithm.
Furthermore step 140 can include computing a "next port” value asynchronously from
the data path, which may avoid adding latency to a flow's initial packets while

computations are performed.

0030

P}

Although the assigned forwarding port for the received data packet when the port
mapping age associated with the matched entry satisfies the age criteria may be
determinad using a different technigue than the assigned forwarding port for the
matched entry when the port mapping age associated with the matched entry does not
satisfy the age criteria, itis appreciated that the actual port selected using the respective
technigues may be the same port. For example, first port 122 for a received data packet
may be chosen based on load halancing criteria in a situation where the port mapping

age does not satisfy the age criteria, whereas first port 122 may also have heen the
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chosen port if the port mapping age did satisfy the age criteria. That is, in some
implamentations and for some specific packets and time conditions, it may be
ultimately irrelevant whether the port mapping age actuaily satisfies the age criteria
because both selection procedures result in the same forwarding port assigned to the

received data packet,

{0031} In some implementations, even where it is determined that the port mapping age
associated with the matched entry satisfias the age criteria, the assigned forwarding
port for the received data packet may be different than the forwarding port associated
with the matched entry in the hash-to-port mapping table. For example, in some
situations, the forwarding port assocciated with the matched entry may have baen
removed or is otharwise inaccessible. nsuch a situation, the assigned forwarding port
may be selected as if the port mapping age did not satisfy the age criteria, and can, for
example, be based on load balancing criteria, Muoreover, in such a situation, flow affinity
is not expected {or desired, since the in-use link has been brokan}, so fable entries
containing the newly-removed link could have their port mapping removed 1o ensure

the hash-to-port mapping would be reset to a physical link that is still active in the LAG.

{0032} In some implementations, when & hash-to-port mapping table is consulted and no
physical link has been selacted for that hash value, step 140 can include choosing from
arnong currently-available physical ports {e.g., mambers of the LAG). This selection can,
for example, be performed using a fixed configuration by the network administrator, be
hased on currant utilization of the physical links, or using some other algorithm or
process. Once the selection of a physical link is completed, the record would be created
and a "last-used” value or other related value can be updated, for example, by setiing
tha value to the current time {which could be measurad in actual time, system clock

cycles, or via some other method).

{00337 Although the flowchart of FIG. 2 and description of method 132 identifies one order of
performance, it is appreciated that this order may be rearranged into another suitable
order, may be executed concurrently or with partial concurrence, include additional or
comparable steps to achieve the same or comparable functionality, or a combination

thereof.
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{0034] FIG. 3 illustrates ancther example of method 132 in accordance with the present
disclosure. Method 132 of FIG. 3 exprassly Hlustrates a step 142 of determining a
forwarding port for the received data packet in response to defermining that & port
mapping age associated with the entry satisfies the age criteria, wherein the assigned
forwarding port is the same as a forwarding port associated with the entry in the table.
Further details regarding this step is described above with respect to step 140 of FIG. 2

but is expressly broken out as a separate step in FIG. 3.

0035

[huié}

FIG. 4 iHustrates another example of method 132 in accordance with the present
disclosure. Method 132 includes a step 144 of actually forwarding the received data
packeat through the assigned forwarding port. In some implementations, and in addition
to forwarding the received data packet, step 144 can, for exampie include a step of
decrementing 2 time-to-live {TTL} field of the packet, and, if the new value is zero,
discard the packet. itis appreciated that such an operation can be parformad at another
suitable time after receipt of the packet by the node. In some implementations, and in
addition to forwarding the received data packet, step 144 can further indude post-
processing steps related to forwarding the data packet, such as data link encapsulation

before sending the data packet out the assignad port.

0036

P}

FIG, 5 Hlustrates a diagram of a systemn 146 in accordance with the present disclosure.
it is apprediated that system 146 can, for example, be in the form of a LAG node {e.g.,
LAG node 112} or a network switch or other forwarding device of a network {e.g., a node
without LAG functionality, such as node 116} which receives and forwards 3 given data
packat. In some implementations, systemn 146 can be remote to the forwarding device
that actually receives and forwards the data packet. For example, in some
implamentations, system 146 can he in the form of a controller in wired or wireless

communication with a remote LAG node 112 or another forwarding device.

{00371 As dascribed in further detall below, system 146 includes a processing resource 148 and
a memory resource 150 that stores machine-readable instructions that when executed
by processing resource 148 are to determine whether a received data packet can use
an existing flow affinity based on a comparison of metadata for the received data packet
to metadata of an entry in a port mapping table {instructions 152}, assign a forwarding

port for a previously forwarded data packet to the received data packet to use the flow
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affinity when it is determined that the received data packet can use the existing flow
affinity {instructions 154}, and assign a forwarding port determined based on dynamic
{oad balancing criteria o the received data packet when it is determined that the
received data packet cannot use the existing flow affinity {instructions 158}, The various
aspects of system 146 including processing resource 148, memory resource 150, and

instructions 152, 154, and 156 will be described in further detail below.

0038

Pladi}

As provided above, Instructions 152 stored on memory resource 150 are, when
executed by procassing resource 148, to cause processing resource 148 to determine
whether a received data packet can use an existing flow affinity based on a comparison
of metadata for the recelved data packet to metadata of an entry in a port mapping
table. instructions 152 can incorporate one or more aspects of steps 134, 136, and 138
or another suitable aspect of other implementations described herein {and vice versal.
As but one exarnple, in some implementations, instructions 152 can cause processing
resource 148 to determing whether the received data packet can use an existing flow

affinity based on a port mapping age of an entry in a port mapping table.

(0039

w2

As provided above, instructions 154 stored on memory resource 150 are, when
exequted by processing resource 148, to cause processing resource 148 to assign a
forwarding port for a praviously forwarded data packet to the received data packet to
use the fow affinity when it is determined that the received data packet can use the
axisting flow affinity. Instructions 154 can incorporate one or more aspects of steps 140
ar ancther suitable aspect of other implementations described herein {and vice versal.
As but one example, in some implernentations, instructions 154 may not assign the
same forwarding port for a previously forwarded data packet if the port has been
removed or is otherwise available and can instead, for example, select or otherwise

determing a different port for assignment.,

10040

P}

As provided above, instructions 156 stored on memory resource 150 are, when
executed by processing resource 148, to cause processing resource 148 1o assign a
forwarding port determined hased on dynamic load balancing criteria to the received
data packet when itis determined that the received data packet cannot use the existing
flow affinity. Instructions 156 can incorporate one orf more aspects of steps 140 or

another suitable aspect of other implementations described herein {and vice versal. As
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but one example, in some implementations, instructions 156 can include selecting an

output port based on link utilization of the available ports.

{00417 Processing resource 148 of system 146 can, for example, be in the form of a central
processing unit {CPU), a semiconducior-based microprocessor, a digital signal processor
{DSP} such as a digital image processing unit, other hardware devices or processing
elements suitable to retrieve and execute instructions stored in memory resource 158,
or suitabde combinations thereof. Processing resource 148 can, for example, include
single or muitiple cores on a chip, multiple cores across multiple chips, muitiple cores
across multiple devices, or suitable combinations thereof. Processing resource 148 can
he functional to fetch, decode, and execute instructions as described herein. As an
alternative or in addition to retrieving and axecuting instructions, processing resource
148 can, for example, include at least one integrated circuit {iC), other controf logic,
other electronic circuits, or suitable combination thereof that include a number of
electronic componeants for performing the functionality of instructions stored on
memory resource 150. Processing resource 148 can, for example, be implemented
across multiple processing units and instructions may be implemented by different

grocessing units in different areas of systern 146.

{0042] Memory resource 150 of system 146 can, for exarnple, ba in the form of a non-transitory
machine-readable storage medium, such as a suitable electronic, magnetic, optical, or
other physical storage apparatus to contain or store information such as machine-
readable instructions 152, 154, and 156, Such instructions can be operative to perform
ane or more functions described hersin, such as those described herein with respect to
the method of FiGs. 2-4 or other methods described herein. Meamory resource 150 can,
for example, be housed within the same housing as processing resource 148 for system
146, such as within a computing tower case for system 146, in some implementations,
memory resocurce 150 and processing resource 148 are housed in different housings. As
used herain, the term “machine-readable storage medium” can, for example, include
Random Accass Memory (RAM], flash memory, a storage drive {e.g., a hard disk}, any
type of storage disc {e.g., a Compact Disc Read Only Memory {CD-ROM)}, any other type
of compact disc, a DVD, atc.}), and the fike, or a combination therecf. In some

implamentations, memeory resource 150 can correspond to a memory including a main
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mermory, such as a Random Access Memory {RAM], where software may reside during
runtime, and a secondary memory. The secondary memory can, for example, incude a
norvolatile memory where a copy of machine-readable instructions are stored. s
appreciated that both machine-readable instructions as well as related data can be

stored on memory mediums and that multiple mediums can be treated as a single

medium for purposes of description.

{0043 Memory resource 150 can be in communication with processing resource 148 via 3
communication link 158. Communication link 158 can be local or rerncte to a machine
{e.g., a computing device} associated with processing resource 148. Examples of a local
communication link 158 can include an electronic bus internal to a machine {e.g., a
computing device} where memory resource 150 is one of volatile, non-volatile, fixed,
and/or removable storage medium in communication with processing resource 148 via

the electronic bus.

{00447 In some implementations, one or more aspects of system 146 can be in the form of
functional modules that can, for example, be operative 1o exscute one or more
processes of instructions 152, 154, or 156 or other functions described herein relating
to other implementations of the disclosure. As used herein, the term “module” refers
to a combination of hardware {e.g., a processor such as an integrated circuit or other
circuitry} and software {e.g., machine- or procassor-executable instructions, comimands,
or code such as firmware, programming, or object code}. A combination of hardware
and software can include hardware only {i.e., a hardware element with no software
alements), software hosted at hardware {e.g., software that is stored at a mamory and
executed or interpreted at a processory, or hardware and software hosted at hardware,
{tis further appreciated that the term “moduie” is additionally intended to refer to one
or more moduies o 3 combination of modules. Each module of a systerm 146 can, for

example, include one or more machine-readable storage mediums and one or more

COMpUter processors.

(0045

(Wi}

in view of the above, it is appreciated that the various instructions of system 146
described above can correspond to separate and/or combined functional modules, For
example, instructions 152 can correspond to a “determination module” to determine

whether a received data packet can use an existing flow affinity based on a comparison
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of metadata for the received data packet to metadata of an entry in a port mapping
table, instructions 154 can correspond to an “affinity assignment modula” to assign a
forwarding port for a previously forwarded data packet to the received data packet io
use the flow affinity when it is determined that the received data packet can use the
axisting flow affinity, and instructions 156 can correspond to a “non-affinity assignment
module” to assign a forwarding port determined based on dynamic load balancing
criteria to the received data packet when it is determined that the received data packet
cannot use the existing flow affinity. It is further appreciated that a given module can
be usad for multipls related functions, As but one example, in some implemantations,
a single module can be used to both determine whether a received data packet can use
an existing flow affinity based on a comparison of metadata for the received data packet
to metadata of an entry in a port mapping table {e.g., corresponding to the process of
instructions 152} as well as to assign a forwarding port for a previcusly forwardad data
packet to the received data packet to use the flow affinity when it is determined that
the received data packet can use the existing flow affinity {corresponding to the process

of instructions 154}.

{00467 FIG. 6illustrates a machine-readable storage madium 130 including various instructions
that can be executed by a computer processor or other processing resource. In some
implementations, medium 130 can be housed within a LAG node {s.g., LAG node 112}
or on a network switch or ather forwarding device of a network {e.g., a non-LAG node,
such as node 118) which receives and forwards a given data packat. In some
implementations, mediurn 130 can be housed remotely from the forwarding device that
raceives and forwards the data packet. For example, medium 130 can be housed in a
controlier that is in wired or wireless communication with a remote LAG node 112 or

gther forwarding device.

{00477 For illustration, the description of machine-readable storage medium 130 provided
herein makes reference to various aspects of system 148 {e.g., processing resource 148}
and other implementations of the disclosure. Although one or more aspects of system
146 {as well as its corresponding instructions 152, 154, and 156} can be applied or
stherwise incorporated with medium 130, #t is appreciated that in some

implamentations, medium 130 may be stored or housed separataly from such a system,
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For example, in some implementations, medium 130 can be in the form of Random
Accass Mamory {RAM), flash memaory, a stovage drive {e.g., a hard disk}, any type of
storage disc {e.g., a Compact Disc Read Only Memory {CD-ROM), any other fype of

compact disc, a DVD, etc.), and the like, or 3 combination thereof.

{0048] Medium 130 includes machine-readable instructions 126 stored thereon o cause

[tirt

processing resource 148 to assign a first forwarding port for an entry in a hash-to-port
mapping table to a receivad data packet that has a hash value matching the hash value
of the entry when a port mapping age associated with the matched entry satisfies the
age criteria. Instructions 126 can incorporate one or more aspects of steps 140 or
instructions 154 or another suitable aspect of other implementations described harein

{and vice versa).

{0049] Medium 130 includes machine-readable instructions 128 stored thereon to cause

ol

processing resource 148 to assign a second forwarding port selected based on load
halancing criteria to a received data packet when a port mapping age associated with
the matched entry does not satisfy the age criteria. Instructions 128 can incorporate
one or more aspects of steps 140 or instructions 156 or another suitable aspect of other

implementations described harein {and vice versa).

0050

Poer}

FiG. 7 is a flowchart iHustrating a specific example method 132 according to the present
disclosure,  The description of such a spedific example mathod is provided for
illustration, howsver it is appreciated that aspects of method 132 are not intended to
be read into other implementations of the present disclosure and the order of the
various steps of method 132 are not necessarily reguired by this method or other
methods described herain. At block 160, a packet enters the system. Next, af block
162, a hash function is performed on metadata of the received packet, returning a value
“H7. At block 184, entry H of a hash-to-port mapping table T is examined {T[H]). At
block 166, an age of the packet is calculated as the difference betweaen the current time
and the time that T{H] was last used {e.g., TiH]LlastUsed). If the age of the packetisless
than an age limit or satisties some other age criteria, at block 174, the value for the last
time that TH] was used Is set to the current time. Following block 174, at block 175,
the packet is sent out an output port previously stored in the hash-to-port mapping

table corresponding to TH] {e.g., T{H]Lport]. At block 178, the packet leaves the system
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through port P. If, however, at block 166, the age of the packet is greater than an age

limit or fails to satisfy some other age criteria, at block 178 an algorithm selects a next

port and at block 168, output port P s selected. Next, at block 172, the selected portis

assigred as the port for T[H} {TiH].port). At block 174, the value for the last time that

TIHI was used is set to the current time. Foliowing block 174, at block 176, the packet

is sent out an output port stored in the hash-to-port mapping table corresponding to

T[H] te.g., TiHl.port]. At block 178, the packet leaves the system through port P.

An exarnple tireline for an implementation of method 132, which illustrates the hash-

to-port table mapping at each time is provided below. At a first time event, Hash-to-

Port BMapping Table {T} has 4 entrias and age Limit {L} is 1 minute.

H | lastUsed Port
0 | 07:05:20 3
1§ 00:00:00 0
2 107050 4
3 1 04:40:39 2

At a second time event, @ new packet enters with H = 0 and currentTime = 07:05:30.

The age of the packet is caleulated as Age = currentTime - T lastUsed = 10 saconds <

L. Because the age of the packet is less than limit L, existing port {3} is used and the

fastUsed value is updated to currentTime,

H | lastlsad Port
g | 07:05:30 3
1 00:00:00 0
2 107:05:01 4
3 | 04:40:39 2
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{00537 At a third time event, a new packet enters with H = 2 and currentTime = 07:06:31. The
age of the packet is calculated as Age = currentTime - T[2lastUsed = 1 minute, 30
seconds > L. Because the age of the packet is greater than limit L, a new port {1} is

chosen for H = 2 and the lastUsed value is updated to currentTime.

H | lastUsed Port

0 | 07:05:30 3

1 | 00:00:00 0

2 1 07:06:31 1

2 1 04:40:39 P

{30547 At a fourth time avent, a new packet enters with H = 1 and currentTime = 07:07:00.
Tl1llastUsed is 00:00:00 due to having never been used and therefore the age of the
packet is calculated as Age = curreniTime - T{1]lastUsed = 7 hours, 7 minutes » L
Bacausa the age of the packet is greater than the limit L, new port {41 is chosen for H =

1 and the lastUsed value is updated to currentTime.

H { lastUsed Port

0 {07:.05:30

L3

1 {07.07:00 4

2 {1 07:06:31 1

04:40:39 2

[08]

[0055] AL a3 fifth time event, port 2 is removed from port pool {either manusily or

autoratically). As a resulf, entries with port = 2 have their lastUsed set to zero.

H | lastUsed Port

0 | 07:05:30 3

1 {07.07:00 4
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3 | 00:00:00 2

{00567 As provided above, cartain implementations of the systerns, method, and mediums of
the prasent disclosure can be used to add a table that maps all possible hash values to
a pool of load-balanced resources, such as physical cutput ports in the case of a LAG.
By doing so, the acts of hashing a flow's 5-tuple can be separated from selecting the
specific physical Hink that will be used, and an additional layer of mapping logic can be
provided. Furthermore, certain implementations of the present disclosure provide for
the concept of aging these mappings to allow unused mappings to be recalculated in

case there is a better choice for which physical link to utiiize.

0057

i

When manufacturing devices with this type of load balancing capahility, a hardware
designer could provide more or less memory for entries in the hash-to-port mapping
table. The effect of increasing this table size would be increased responsivenass to
changes in LAG/traffic characteristics. {f a system had only 8 hash-to-port mapping table
antrigs, those entries would be expected to be hit very frequently and therefore their
age would not expire often to give an opportunity to select a new mapping. On the
other hand, if a system had 8192 hash-to-port mapping table entries, each of those
entries would not be expectad to be hit as often, therefore increasing the probability

that they would age out and select a new physical link.

(0058

[tirt

While certain implementations have been shown and described above, various changes
in form and details may be made. For example, some features that have been described
in relation to one implementation andfor process can be related to other
implementations. in other words, processes, features, components, and/or properties
described in relation to one implementation can be useful in other implementations.
Furthermore, it should be appreciated that the systems and methods described harein
can include various combinations and/or sub-combinations of the components and/or
features of the different implementations described. Thus, features described with
referance 0 one or more implementations can be combined with other

implamentations described herein,
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{00597 As used herein, “logic” is an alternative or additional processing resource to perform a
particular action and/or function, ete., described herein, which includes hardware, e.g.,
various forms of transistor logic, application specific integrated circuits {ASICs), etc., as
opposed to machine executable instructions, e.g., software firmware, etc., stored in
memory and executable by a processor. Further, as used herein, “a” or “a number of”
something can refer to one or more such things. For exampile, “a number of widgets”
can refer to one or more widgets. Also, as used herein, “a plurality of” something can

refer to more than one of such things.
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CLAIMS

What is claimed is:

1. A method comprising:

determining a hash vaiue for a received data packet;

determining whether the determined hash valug matches a hash value foranentry in a
hash-to-port mapping table;

determining whether a port mapping age associated with the matched entry satisfies
an age criteria; and

assigning a forwarding port for the recelved data packet based on the determination of

whether the port mapping age associated with the matched entry satisfies the age criteria.

2. The method of caim 1, wherein the assigned forwarding port for the received data
packet is a forwarding port associated with the matchad entry in the hash-to-port mapping

table whean the port mapping age associated with the matched entry satisfies the age criteria.

3. The method of claim 1, wherein the assigned forwarding port for the received data
packet is selacted from a plurality of forwarding ports when the port mapping age associated

with tha matched entry doas not satisfy the age criteria,

4, The method of claim 3, wherein the selection of a forwarding port from a plurality of

forwarding ports is based on load balancing criteria.

5. The method of daim 1, wherein the age criteria is determined to provide flow affinity

for data packets.
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5. The method of claim 1, wherein the port mapping age associated with a given entry in
the hash-to-port mapping table s a value indicating a period of time that has elapsed since a
hash value for a received packet last matched a hash value in the hash-to-port mapping table

for the given entry.

7. The method of claim 1, wherein the hash-to-port mapping table is stored in the form of

a Ternary Content-Addressable Memory {TCAMI.

2. The method of claim 1, further comprising:

forwarding the received data packet through the assigned forwarding port.

9, The method of claim 1, wherein determining a hash value for a received data packet

includes performing a hashing operation on metadata of the received data packet.

10, The method of daim 1, further comprising:
determining a forwarding port for the received data packet in response to determining
that a port mapping age associated with the entry satisfies the age criteria, wherein the

assignad forwarding portis the same as a forwarding port associated with the entry in the fable.

11, A non-transitory machine readable storage medium having stored thereon machine
readable instructions fo cause a computer processor to:

assign a first forwarding port for an entry in a hash-to-port mapping table to a received
data packet that has a hash value matching the hash value of the entry when a port mapping

age associated with the matched entry satisfies an age criteria; and
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assign a second forwarding port selected based on load balancing criteria to a received
data packet when a port mapping age associated with the matched antry does not satisfy the

age criteria.

12 The medium of claim 11, wherein the first forwarding port is the same port as the

second forwarding port.

13. A systern comprising:
a processing resource; and
a memory resource storing machine readable instructions to cause the processing
rasource to
determine whether a received data packet can use an existing flow affinity based
on a comparison of metadata for the received data packet to metadata of anentryin a
port mapping table;
assign a forwarding port for a praviously forwarded data packst to the received
data packet to use the flow affinity whan itis determined that the received data packet
can use the existing flow affinity; and
assign a forwarding port determined based on dynamic load balandng criteria
to the recaived data packet when it is determined that the received data packet cannot

use the existing flow affinity.

i4. The systemn of claim 13, wherein the metadata is in the form of a hash vaiue based on

Transmission Controf Protocol/internet Protocal {TCPAP) routing information.
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15, The system of claim 13, wherein the machine readable instructions are to cause the
processing resource to determine whether the received data packet can use an existing flow

affinity based on a port mapping age of an entry in a port mapping table.
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Determine a hash value for a received data packet. 134

¥
Determine whether the determined hash value malches a

hash value for an entry in a hash-to-port mapping table. 136
Determine whether a port mapping age associated with the 138

matched entry satisfies an age criteria.

:

Assign a forwarding port for the received data packet based
on the determination of whether the port mapping age 140
associated with the maiched entry satisfies the age criteria.

FG. 2
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Determine a hash value for a received data packet. 134

¥
Determine whether the determined hash value malches a

hash value for an entry in a hash-to-port mapping table. 136
Determine whether a port mapping age associated with the 138

matched entry satisfies an age criteria.

:

Determine a forwarding port for the received data packet in
response {o determining that a port mapping age
associated with the entry satisfies the age criteria, wherein 142
the assigned forwarding port is the same as a forwarding
port associated with the entry in the table.

¥

Assign a forwarding port for the received data packet based
on the determination of whether the port mapping age .~ 14{)
associated with the matched entry satisfies the age criteria.

FIG. 3
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Determine a hash value for a received data packet. 134

¥
Determine whether the determined hash value malches a

hash value for an entry in a hash-to-port mapping table. 136
Determine whether a port mapping age associated with the 138

matched entry satisfies an age criteria.

:

Assign a forwarding port for the received data packet based
on the determination of whether the port mapping age 140
associated with the matched entry satisfies the age criteria.

;

Forward the received data packet through the assigned
forwarding port.

FIG. 4

-~ 144
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146

System

Processing rescurce |~ 148

Memory resource

instructions to determine whether a received data packet
can use an existing flow affinity based on a comparison of
metadata for the received data packet o metadata of an
entry in a port mapping table.

154
Instructions fo assign a forwarding port for a previously
forwarded data packet fo the received data packet to use
the flow affinity when Itis determined that the received data
packet can use the existing flow affinily.

156
instructions fo assign a forwarding port determined based
an dynamic load balancing crileria o the received data
packet when it is determined that the received data packet
cannot use the existing flow affinity.

FIG. 5
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130

Machine readable siorage medium 126
Ingtructions to assign a first forwarding port for an entry in a
hash-to-port mapping table o a recelved data packet that
has a hash value matching the hash value of the entry
when a port mapping age associated with the malched
entry satisfies an age criteria.

128

Instructions to assign a second forwarding port selected
based on load balancing criteria to a received data packet
when a port mapping age asscciated with the matched
entry does not salisfy the age criteria.

FIG. 6
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