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METHOD FOR A PUBLIC-KEY INFRASTRUCTURE PROVIDING
COMMUNICATION INTEGRITY AND ANONYMITY WHILE
DETECTING MALICIOUS COMMUNICATION

FIELD OF THE INVENTION
[0003] The present invention relates generally to cryptography and security. In

particular, the invention relates to public key infrastructures that allow parties to
digitally sign their messages (from now on, also called signature key infrastructures)
and to detect, in a secure and anonymous system, parties responsible for repeated

malicious activity.
BACKGROUND OF THE INVENTION

[0004] Consider a large scale network where parties or participants exchange secure
communication using cryptographic keys and certificates. Three major requirements
for such secure network communication are communication integrity protection,
anonymity of honest participants and traceability of misbehaving participants.
Communication integrity protection can be achieved appending to each message a
digital signature. When a given signed message might have been produced by all or
many of the parties in the infrastructure, each party 1s virtually anonymous.
Traceability refers to the ability to find which participants produced a given malicious

signed message.

[0005] Such secure communications can occur when each pair of key and certificate
that may be used is actually shared by a large number of parties. While such key
sharing strategies may guarantee satisfactory levels of anonymity, they automatically
make 1t hard to trace or identify any party that, while using pairs of cryptographic
keys and certificates, delivers messages containing malicious activity. Hence, a major

problem with this scheme relates to the traceability requirement. This is especially
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important in the case of repeated malicious activity irom these parties, where re-
Keying the keys associated with malictous activity does not seem to help in solving
the problem, as the attacker or malicious party 1s allowed to continue malicious
activity with the newly obtained key and still remain undetected.

[0006] For example, if the attacker sends a single malicious message, then the
attacker can be fraced at best as one of the group of clients or participants that share
the attacking key. However, this group contains, on average, the total number of
participants times the total number of groups, divided by the number of members of a
group, so that the group can be very large, especially 1f the number of participants is
very large. Accordingly, this traceability strategy 1s not really effective. Even worse,
in typical attacks consisting of several malicious messages, an attacker can decide to
use the following strategy: first, it uses an arbitrary signature key to send the first
malicious message; afterwards, this message 1s detected to be malicious, so that the

arbitrary signature key 1s revoked and replaced with a fresh one. Then, the attacker

will attack again using precisely the fresh signature key because the attacker is not -

. obliged to randomly choose the verification key to obtain the next attacking message.

“The result is that the traceability does not improve and the attacker will be able to
send several attacking messages without increasing its already low traceability.
[0007] The solution in the pﬁor art to dét'ectjn.g' malicious parties in secure
communications requires eliminating the anonymity of each party in the system.
Previously studied and somewhat related models of this problem include broadcast or
multicast encryption (see, €.g., R. Canetti, J. Garay, G. Itkis, D. Micciancio, M. Naor
and B. Pinkas, Multicast Security: A Taxonomy and Efficient Authentication, in Proc.
~of Infocomm 1999, and A. Fiat and M. Naor, Broadcast Encryption, in Proc. Of
Crypto 1993, LNCS, Springer-Verlag.), group signatures (introduced in D. Chaum
and E. van Heist, Group Signatures, in Proc. of Eurocrypt 1991, LNCS, Springer-
Verlag.) and ring signatures (introduced 1n R. Rivest, A. Shamir, and Y. Tauman,
How to leak a secret, in Proc. of Astacrypt 2001, LNCS, Springer-Verlag.). Other
variations proposed and analyzed by several research groups, such as J. Garay, J.
Staddon, and A. Wool, Long-live Broadcast Encryption, in Proc. of CRYPTO 2000,
LNCS, Springer-Verlag., L. Eschenauver and V. D. Gligor, A Key-Management
Scheme For Distributed Sensor Networks, in Proc. of ACM, and S. Tengler, S.
Andrews, and R. Heft, Digital Certificate Pool, U.S. Patent Application Publication
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No. 2007/0223702, also illustrate various contexts and models, but do not etfectively

achieve anonymity and traceabihty.
[0008] Another studied area in the cryptography and software protection literature 1s

called "Traitor Tracing”, which does guarantee distribution of "valid” keys to parties
in a way that if some "traitors” help a'new unauthorized party to come up with a valid
key, then one of the "traitors” is detected. However, this key distribution strategy does
not guarantee any anonymity to the parties.

[0009] Accordingly, a method that allows the parties to achieve and maintain the

same satisfactory level of anonymity and yet allows an authority to detect which

parties are responsible for sending messages with malicious activity is needed.

BRIEF SUMMARY OF THE INVENTION

[0010] The present invention relates to signature key infrastructures and

advantageously provides a method for guaranteeing the detection of malhicious parties
in the context of secure anonymous communtcation, by appropnate re-keying
- strategies that properly randomize the set of candidate malicious parties, so that
- repeated malicious activity becomes noticeable, and yet anonymity is not sacrificed.
‘The inventive method can be used in a product manufactured for communications in
any network enabling certified messaging.
[0011] The inventive method for a signature key mfrastructure enabling detection of
malicious parties responsible for repeated malicious activities in secure and
anonymous communication among a plurality of parties comprises steps of generating
a pool of keys using a key-generation algorithm, distributing to and associating with
each party of the plurality of parties a small number of keys chosen randomly from
the pool of keys, revoking a key of the chosen keys when the key is detected as used
in a malicious activity, and creating a first set of parties associated with the revoked
key, revoking additional keys that are randomly chosen among the keys ot the pool
that are not currently revoked, and selecting new keys randomly and independently
cenerated using the key-generation algorithm, and when a party requests an updated
key, sending the updated key selected from among the new keys to the requesting
party, wherein if an other malicious activity is detected, creating a second set of the
parties associated with a malicious activity key of the other malicious activity and
identifying the parties in both the first set and the second set.
BRIEF DESCRIPTION OF THE DRAWINGS
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[0012] The mvention 1s further described 1n the detailed description that follows, by
reference to the noted drawings by way of non-limtting illustrative embodiments of

the invention, in which like reference numerals represent simlar parts throughout the

drawings. As should be understood, however, the invention is not imited to the
precise arrangements and mmstrumentalities shown. In the drawings:
[0013] Figure 1 i1s a schematic diagram of an exemplary network before execution of
the inventive scheme:

Figure 2 is a schematic diagram of an exemplary network after an execution of

the inventive scheme:; and

Figure 3 is a flow diagram of an exemplary embodiment.

DETAILED DESCRIPTION OF THE INVENTION

[0014] A signature key infrastructure, based on key pools and a probabilistic re-
keying strategy, simultaneously achieves satisfactory anonymity and traceability
propertics. Our novel probabilistic revocation and update procedure bypasses the
apparent impossibility of reconciling anonymity and traceability by using revocation.
- A rekeying strategy reduces the number of candidates, and this process can continue
~ until the number of candidates is equal to the number of malicious parties.

[0015] In support of this re-keying strategy, a novel formal model is presented for
- signature Key infrastructures, as composed of message signing, signature verification,
malicious key detection, and malicious key tracing algorithms, and of key
management protocols in the events of starting, joining, and leaving the infrastructure,

and updating a key. For these infrastructures, requirements of correctness, anonymuty
and traceability are formally defined.

[0016] Specifically, we especially target a stronger version of anonymity, called full
anonymity, where no secrets held by the trusted server are hidden to the adversary,
and a special localized signing property according to which each client should be able
to produce a signature without knowing how many participants or clients participate
in the system or which keys they possess. The full anonymity is of interest to those in
a very large network who desire to safeguard their privacy against more powertul
entities that may want to violate it for their own interests. Moreover, the localized

signing property is appropriate to networks 1in which a chient may not want to contact

or know about other clients before producing his or her own signed messages.
Because of these two special properties, one can see that other well-studied models

and solutions such as those for broadcast or multicast encryption, group signatures

A
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and ring signatures, do not solve our problem. On the other hand, in designing our
schemes, we consider anonymity among a large enough number of chients (as opposed
to among all of them) to be satisfactory, as we expect the set of clhients to be very
large in many applications.

[0017] A conventional public-key infrastructure, focused exclusively on public keys
for signature schemes 1s presented. Such infrastructures are also denoted as signature
key infrastructures and such keys as signature keys. We assume tamiliarity with the
digital signature schemes, as defined in the cryptography literature, and with the
various notions associated with public-key infrastructures, such as certiticates,
certificate revocation, certificate authority and certificate revocation list. Further, we
assume that a signature key 1s always used along with its associated certificate and
some data claiming knowledge of the associated secret key, such as a signature of a
nonce or a timestamp. Accordingly, to simplify the discussion, we will only talk about
signature keys, and will not mention the attached certificates.

[0018] In secure network communtcations, keys are generally generated using a key-
‘generation algorithm. According to the inventive re-keying strategy, whencver a key
k 1s revoked, the backbone server, also called a certificate authority or CA,
responsible for the re-Keying strategy will also choose to revoke ¢ (number-c)
-additional keys k(1),...,k{c), that are randomly chosen among the keys that are inthe
current version of the pool and that are not currently revoked, for some small integer ¢
greater than or equal to one {c>=1). Note that choosing a small ¢ 1s only relevant with
respect to performance evaluation. Furthermore, the CA selects one more than ¢ (¢+1)
(number-cl) new keys £°,k°(1),....k’(c), randomly and independently generated using
the key-generation algorithm, and designates these keys to replace the revoked keys in
the scheme structure. Later, upon receiving a party s request to update either key & or
one of the additional ¢ revoked keys k(i), the CA will update any of these keys by
using the following probabilistic modification with respect to the previous strategy.
The CA randomly and independently chooses one among the new keys
kKk’(1),....k’(c), and sends this chosen key as the new key to the parties who
requested it. This re-keying process can continue until the number of candidates 18
equal to the number of malicious parties, so that the malicious attacker 1s 1dentified.
[0019] The first property of this key-update procedure 1s that the various distributions
involved in the key management scheme remain unchanged. Most notably, this is the

case for the distribution of the keys given to any parties in the scheme and for the
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distribution of the keys in the pool. More precisely, the above strategy maintains the
following invariants: 1) at any time, the pool of keys from which the keys to be
distributed to the parties are chosen contains N Keys that are randomly and
independently chosen according to the associated key-generation algorithm; 2) every
party is given and associated with » keys uniformly and independently distributed
from the set of keys that are in the current, i.e., updated, version of the N-sized key
pool. We note that these invariants maintained by the above strategy are very
important to preserve the analysis of the vanous performance metrics associated with
the key management scheme even atter multiple revocations of keys, and thus
throughout the lifetime of the scheme.

[0020] The second property of this key-update strategy is that it helps in discovering
which party is responsible for repeatedly malicious behavior much more quickly than,
for example, interrogating all candidate parties. More tormally, assume that one
particular party uses one of 1ts anonymous keys & for some malicious activity that 18

- detected. As a conseguence, the key k£ as well as additional kKeys &(1),....&k(c)} are
revoked; in this moment, it 1s hard to detect which party generated the maliciously

- prepared message as several parties were assigned key & and thus any one of them had.
potentially acted maliciously. However, unlike before, not all parties that previously -
shared key k receive the same new key &’ upon completion of their update request, as -
each of them may receive any of the additional new keys k’(7) with some probability. -
Now, if the previously malicious party continues its malicious activity using the new
key k’, thus forcing this new key to be revoked again, the set S(k’) of parties that share
k” with the malicious party 1s largely different from the set S(k) of parties that
previously shared k with the malicious party. As a result, the malicious party can be
identified to be one of the parties 1n the intersection of the two sets S(k), S(k’).
Moreover, this intersection effect will continue indefinitely in the presence of
repeated malicious activity, until a single party is detected to be the one that had acted
maliciously. More formally, we note that due to the random re-keying assignment
procedure for key £ and for the ¢ keys £°(1),...,k (¢) additionally revoked together
with key k, the set of parties that are potential onginators of the repeated malicious
activity decreases by a multiphicative factor equal to 1/(c+1) after every round of key
updates from the server or CA. Here, a “round of key updates™ is the worst-case
assumption that the CA updates all parties that share the key £ used during the

malicious activity. Since the original set of potentially mahcious parties had large
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average size, say equal to g, the malicious party will be detected within a number of
rounds of key updates equal on average to log g / log (¢+1), where logarithms are in
base 2. This 1s significantly better than interrogating all g parties.

[0021] Figures 1 and 2 illustrate the inventive scheme implemented with vehicles as
clients. Figure 1 shows two client regions. The region on the lett has eight vehicles
or clients, whtle the region on the right has nine. Each vehicle in each region has a
key of either K(1), K(2), or K(3). Assume that one of the vehicles, called the
malicious vehicle, has key K(1) and sends a malicious message. Note that there are
s1X vehicles shown in Figure 1 having K(1) as their key. The inventive scheme 18
implemented so that key K(1) 1s revoked and some vehicles get new key K’ (1).

Fi gure 2 shows the same regions and vehicles after implementation of the inventive
scheme. Assume that the same malicious vehicle continues to send malicious

messages using K'(1). There are only three vehicles that originally had K(1) and now

have K’ (1) as their key, and the malicious vehicle is one of these three. The scheme
18 repeated to determine precisely the malicious vehicle.

[0022] Figure 3 is a flow diagram illustrating the flow of the inventive scheme.

Initiaily, 1in step S1, keys are generated using a key-generation algorithm. Next, a

-~ malicious message 1 detected in step S2. 'In step S3, the key associated with the

sender of the malicious message or attacker 1s revoked, and a first set of senders
having the key associated with the malicious message is created. In step S4, ¢
additional keys are revoked, and c+1 new keys are selected, and one new key is sent
to the sender of the malicious message. When another user of a revoked key requests
a new Key, in step S5, the key for this user 1s updated.

[0023] When another malicious message is detected (S6=YES), the attacker may be
determinable based on the senes of keys revoked and issued. In step S7, a second set
of senders associated with this additional malicious message 1s created. The
attacker(s) are identified in step S8 based on the intersection of the first and second
sets.

[0024] Otherwise (S6=INO), the process resumes at step S3, wherein the key
associated with the attacker is revoked along with additional keys, new keys are
selected, and a new Key 1s sent to the sender of the malicious message.

[0023] An exemplary communications network 18 a vehicular network. In one
commonly envisioned scenario, all vehicles allow roadside servers to collect very

frequent, signed messages, from all vehicles, containing trafiic statistics or

7



CA 02693371 2010-01-15
WO 2009/012434 PCT/US2008/070432

notifications that can be very useful for public safety. While this is done, it 1s of clear
interest both to protect the anonymity of vehicle owners providing their own tratfic
statistics and to find which vehicies sent malicious messages attempting to disrupt
traffic conditions or even traffic safety itself. Moreover, as random IP addresses and
randomly rotating MAC addresses are frequently advocated 1n such communications,
guaranteeing anonymity and traceability of such traffic data heavily depends on doing
so over the keys used within the signature Key infrastructure.

[0026] A more formal description of the inventive scheme is now presented. We
consider a server § that models a number of entities performing the role of a
certification authority, and multiple clients, denoted as C;, (), . . ., whose number,
denoted as v, may increase and decrease over time. Each client can communicate with
the server to join or leave the infrastructure, and the server can broadcast to all clients
the (current) key revocation list. Also, chients can use their signature keys for any
client-to-client and client-to-server communication. We consider a model where
updates of signature keys that have been revoked may be trequent and are requested
from each client to .5 (this fits well our motivating scenano of vehicular networks) as.
~ opposed to the model where § broadcasts updates to all clients (used, for instance, in-
the broadcast/ multicast encryption research area).

- [0027] Signature key infrastructures model. We formally define a signature key
infrastructure as a tuple of eight algorithms or subprotocols. First, we have two
algorithms that are semantically equivalent (but syntactically different) to analogous
algorithms traditionally used in the definition of digital signature schemes: a message
signing algorithm, and a signature verification algorithm. Then, we have a malicious
key detection algorithm, and a key fracing algonithm. Finally, we have four
subprotocols, each defined as an event-key management subprotocol, for event = start,
j01n, leave, and revoke. We now describe their syntax and semantics.

[0028] The message signing algorithm SIGN 1s run by each client to protect
communication integrity. On input of a secunty parameter A in unary, a public file pF,
a secret tile sF, and a message m, algorithm SIGN returns a signature sig. The
signature verification algorithm VER is run by each client to verify the integrity of the
received communication, that is, a security parameter A in unary, a message m and a
signature sig are input and algorithm VER returns 1, meaning that sig is a vahd
signature, or 0 otherwise. The use of public and/or secret files rather than specific

keys in the syntax of the message signing algorithm and the lack of specific public

8
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keys in the syntax of the signature verification algorithm are motivated by our
anonymity goals for such schemes.

100291 The malicious key detection algorithm DET is an algonthm that allows one to
detect whether a given message signed using a signature public key is malicious or
not. It 1s assumed that such an algorithm is available to the server, and that no further
definition of what 1s malicious or which methods are used for detection 1s needed as it
depends on the application at hand. Formally, on input of a message m and a signature
sig, algorithm DET returns 1, meaning that this 1s a malicious message, or ()
otherwise.

[0030] The key tracing algorithm KTR 1is an algorithm that attempts to detect whether
a given chent might have used a given malicious communication transcript along with
1ts signature public key. Formally, on input of the server’s database dtb, an index 7, a
parameter ¢, a communication transcript 7r equal to g message/signature pairs (m;,
s1g;), algorithm KTR retumns a string in {yes, no} denoting whether client (j , for
somejin (1, ..., v}, might have generated this transcript or not. Note that 1f KTR
returns no, then we are sure that client Cj did not generate such transcript; however; 1f
K'TR returns. yes, then we can at most infer that such transcript was generated by ong
of the clients Cj for which KTR(p, dtb, m, sig, j) returns yes.

[0031] For event = start, and/or event = revoke, the event-key management
subprotocol 1s run on the server to generate the server’s database dib or to update the
server and clients’ information when revoking a key, respectively. On input of the
current server s database dtb, the current key revocation list £7{, and the event type
event 1n {start, revoke}, protocol KM returns pair (outc, outg), where oulc are updated
clients’ values and outg are updated S’s values. In the case of event = start, outc = krl
and outg =(dtb, krl). In the case of event = revoke, outc = ({(pF; , sF) };m v, £77) and
outs = (dtb, kri), where krl has been updated by adding any keys revoked as a result of
this revoke operation.

[0032] For event = join, and/or event = leave, the event-key management subprotocol
1S run between the server and a client that is joining or leaving, respectively. On input
of the identity ID; of client C;, the current server’s database dtb, the current key
revocation list krl, and the event type event in {join, leave}, protocol KM returns pair
(outc, outg), where oute are updated clients’ values and outg are updated §’s values.

In the case of event = join, outc = (pk;, sE;, &rl) and outg = (dth, krl), where ditb has

been updated by adding record (Join; i; pF;, sF), and &7/ has been updated by adding
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any keys revoked as a result of this join operation. In the case of event = leave, outc =
“nothing” and outs = (dtbh, krl), where dtb has been updated by adding record (leave;
i; pF;, sF;) and krl has been updated by adding any keys revoked as a result of this
leave operation (e.g., all keys previously distributed to chient ID;).

[0033] Here, dtb denotes the database that 1s initialized at the start and later updated
by the server to pertform future operations, containing, among other things, the
identities of all clients, and their public and secret signature keys. Also, pk, sk
denote public and secret files (1.e., sets of keys) that are given to the i-th client, and &7/

denotes the key revocation list that 1s assumed to be known at any time to all clients.

[0034] A signature key infrastructure or SKI 1s denoted as a 5-tuple (KM, SIGN,
VER, DET, KTR) of probabilistic algorithms or subprotocols where KM =(KMgut,
KMioin, KMjeave, KMupdate). A Tormal descnption of SKI contiguration 1s provided
below. For simplicity, it 18 assumed that an execution of SKI can have a preliminary
phase, called the setup phase, where the server runs the KMga¢ algorithm, and
afterwards can have up to four concurrent phases: a joining phase, where a client and
the server run the KM, algorithm; a normal use phase, where clients run the SIGN
and VER algorithms and the server runs the DET and KTR algorithms; a revocation
phase, where a client and the server run the KMy ,qae algorithm; and a leaving phase,
where a client and the server run the KM, algorithm. We denote as p the list of
parameters (in unary) associated with SKI, that can be any subset among: the number
of clients v, and the security parameter A, which have been defined above, and the
number of keys per client n, which will be defined below. All algorithms and
subprotocols run in time polynomial in A.

[0035] Verification correctness requirements. A first basic requirement for a
signature key infrastructure is that, at any time, a signature computed using one of the
keys obtained during the joining phase 1s correctly venfied by the verification
algorthm. More specifically, the formal definition (provided below) of this
requirement states that the following happens with probability 1. First, the database
dtb and the key revocation list &+l are initialized using algorithm KM, on input
parameters p. Then a user with 1dentity ID; joins the group by running the protocol
KMioin with the server, the protocol having input parameters p, 1dentity 1D;, database
dtb and key revocation hist krl, and returning a new pair of public and private key files
(ply, sb) for the client and a new database dib and key revocation list 7/ for the

server. Pinally, the user computes a signature sig using algorithm SIGN with input 1*,

10
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pF;, sF; and a message m. It 1s required that for any I, krl, m, the verification
algorithm VER, with mput 1*, m, sig, returns 1 (meaning that the signature 1s correctly
verified).

[0036] Traceability correctness requirement. A second basic requirement for a
signature Key infrastructure is that, at any time, a signature computed using one of the
keys obtained during the joining phase 1s correctly linked to its signer by the key
tracing algorithm. More specifically, the formal definition (provided below) of this
requirement states that, under the same probabilistic experiment detined in the
verification correctness requirement, for any ID;, krl, m, the traceability algorithm
KTR, with input p, dtb, m, sig, i, returns 1 (meaning that the user with identity ID; 18 a
potential originator of signature sig for message m).

[0037] Formally, these two requirements can be defined as follows.

Definition 1. Ler SKI = (KM,SIGN, VER, DET,KTR) be a signature key infrastructure with
parameters E = (A ,Vv), where KM = (KMstart, KMjoin, KMleave, KMupdate). The correctness

requirements for SK1 are:

Verification correctness: for each i iﬁ { Iv} and any strings iDi,krl,m:
Prob [ (dtb,krl) € KMstart( 5 ); ((pFi,sF), (dib,kil}) € xmijoin( 5 ADi, dtb, krl);

sig € sion(17, pFisFim) : vErR(1*, m, sig)=1]=1.

Traceability correctness: for eachiin {1 v}, and aﬁy Strings IDi‘,krI, m.
Prob [ (dib,krl) € KMstart{ 5 Y; ((pFi, sFi),(dth, krl)) € KMijoin( 5 D, dtb, krl);

sig € sion(17 pFi, sFi,m) : KTR( P ,dtb, m, sig, i) = yes ] = 1.

[0038] Note that algorithms VER and SIGN are not given parameter v as input to
model the fact that clients may not be aware of the number of total clients 1n the

system, which 1s the case in our motivating scenario of vehicular networks.

[0039] The Anonymity Requirement In accordance with our anonymity

requirement, any given valid signature can be associated with the client that 1ssued it
only with small probability. Contrary to previous notions such as group signatures,
this requirement holds even if the anonymity attacker is given the same information
that the server has (i.e., the server’s database dtb). The possibility of an attacker

somehow obtaining the server’s private information 1s acknowledged, while no

assumption regarding the trustworthiness of the server 1s made.

[00406] The anonymity attack probability experiment underlying our anonymity

requirement can be informally described as follows. As 1n all anonymity

11
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requirements, the adversary’s goal is trying to figure out which client, among a subset

of clients chosen by the adversary, has used a particular public key to sign a message.
In the probabilistic experiment, this is formalized with the following steps. After the
server’s database dib is generated, the adversary can use dtb to generate a ¢-size
subset Candidates denoting a set of candidate clients, and an r-size subset Corrupted
denoting a set of corrupted clients. The values of ¢, r are not restricted, enabling, for

example, both greater generality and better capture of the most practical vehicular
network scenarios having large values for c. Then value i (denoting client I1);) 1s
randomly chosen from Candidates. Then the adversary can adaptively perform g query
requests, each query resulting in one among the following: a client joining (resulting
in an execution of protocol KM;q,); a client leaving (resulting in an execution of
protocol KMi..v.); a key being revoked (resulting in an execution of protocol KM evoke,
where the number of such executions is bounded by a parameter r); a signature being

produced by a randomly chosen client using algorithm SIGN, to model eavesdropping

activity; and a signature being produced by the client ID; using algorithm SIGN, as
modeled in the standard chosen-message attack for signature schemes. After gathering

- data resulting from all these g queries, the adversary 'oﬁtpl;ltsj and is successful if j=i

‘ (i.é.; thé adversary guessed the unknown_signer’s-identity). Wé- say that signature key '

infrastructure SKI is o -anonymous {(against a g-query, c-candidate, r-corruption

attack) if for any polynomial-time algorithm A, and all user identities, the SKI holds

that the probability, in the above probabilistic experiment, that the adversary 1s

successful is less than or equal to o + 1/c. (Note that since there are ¢ candidates, an
adversary randomly choosing a candidate is always successful with probability 1/¢.} A

formal definition can be found below.

Definition 2. Lef SKI = (KM, SIGN,VER, DET, KTR)} be a signature key infrastructure with

parameters 5 = (A, V), where KM = (KMstart,KMjoin, KMleave, KMupdate). For any a in {0,1],
C,r

in {1,...,v}, and any positive integer (], we say that SKI 1s « -anonymous (against a
g-query, c-candidate, r-corruption attack) if for any polynomial-time algorithm A,

all distinct identities |D1,...,1Dv, it holds that the probabaility that experiment

12
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oKT A

FAnonExp ™4 (b, q, ¢, r, {IDi}vi=1) returns 1 is <= o + 1/c, where FAnonExp

1s defined as follows:
FAnonExp ™™ (b, q, ¢, r, {IDil".,)

1. (dtb krl) € kmstan( p, {1Di}",)

2.ct €0

3. {Corrupted,Candidates,aux) < A( 5 , C,r,dib, krl)

4.1 €< Candidates
D. repect

¢t €« ct+ 1

(query,aux) = A{ b ,dtb krl, aux)

if query = (join, |Dv} then N |
set v €v+1, ((pFv,sFv,krl);(dtb,krl)) €Knmjoin( p ,IDv ditb,krl)

1f(:iuéry = (leave,h) then set (dtb, Kkrl) € ﬁMleave( ,B} 1D, dtb,kri) and V €--V -1
if query = {revoke, vK) and vK s In pFifor some 1 In Corrupted then
set (({pFij. st}j in [v1, Krl); (dib, krl)) € KMrevoke( }3' , dth, Kkri; vk)
if query = {sign, Mct, h) then set sigct < SIGN( 1 A pFhsFh,met)
if query = (attack, Mct) then set Siget € SIGN(1 *  pFi,sFi,met)
uniil ¢l = (
6. € A( P, dib.krl ,aux)
7. if Candidates C [v], Corrupted < [v], |Candidates| = c, [Corrupted| =1  then

ifj =i and Candidates N Corrupted = “emptyset” then return: / else return:

[0041] Note that a natural goal for a signature kKey infrastructure would be that to

satisfy o -anonymity for o negligible in both A and v. However, schemes that satisty o

negligible in both A and subpolynomial in v are also of interest, given that in
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“practical” or typical vehicular networks, v ts expected to be much larger than A (e.g.,
for a U.S. vehicular network: v > 10° >> ) = 1024).

[0042] The Traceability Requirement Our traceability requirement enables any
oiven valid signature of a malicious message to be traced to the client that 1ssued it
except with small probability. The actual tormalization has to take 1nto account the
corruption capability of the adversary, whose goal will then be to let a signature be
traced to one of the uncorrupted clients. This requirement is semantically equivalent
to the traceability requirement for previous notions, including group signatures. In
fact, a somewhat different expennment definition can be used, where the adversary
wins if a client that 1s randomly chosen among those to which the malicious
message/signature pair can be traced, is also not in the set of clients corrupted by the
adversary. An adversary can generate multiple message/signature pairs during 1ts
attack experiment, each possibly followed by a key update procedure, in case the
message produced i1s malicious. Moreover, each signature 1s possibly followed by a

- key revocation and update procedure, in.case the signature 1s associated with a
malicious message. As for the anonymj_ty requirement, for greater generality, the
adversary can choose the actual sequence of join, leéve, or éttaék cvents happening in
the signature key infrastructure lifetime. '

- [0043] In the probabilistic experiment, this 1s formalized with the following steps.
After the server’s database dfb 1s generated, the adversary can use dfb to generate an
r-size subset Corrupted denoting a set of corrupted clients. Then, as in the anonymity
experiment, the adversary can adaptively perform g query requests, each query
resulting in one among the following: a client joining (resulting in an execution of
protocol KMjqip); a chient leaving (resulting 1n an execution of protocol KMieave); 2 key
being revoked (resulting in an execution of protocol KM eyoke, Where the number of
such executions 1s bounded by a parameter r); and an attack query, where the
adversary generates a message/signature pair which, 1f detected to be malicious,
triggers a key revocation procedure, via protocol KM evoxe. After gathering data
resulting from all these g queries, the adversary outputs j and is successtul if j =i (i.e.,
the adversary guessed the unknown signer’s identity).

[0044] Signature key infrastructure SK1 is 1 - traceable (in a g-query, c-candidate, r-
corruption attack) if for any polynomial-time algonthm A and all user 1dentities, it
holds that the probability, 1n the above probabilistic experiment, that the adversary is

successful 1s less than or equal to 7. A formal definition can be tound below.

14



CA 02693371 2010-01-15
WO 2009/012434 PCT/US2008/070432

Definition 3. Let SKI = (KM, SIGN, VER, DET, KTR), be a signature key infrastructure with

parameters 5 = (A, V), where KM = {KMstart, KMjoin, KMleave, KMrevoke), For any 7 in [0, 1]

and

any ¢ 1n {0,t}, we say that SKI is 7 -traceable in a g-query, c-candidate, r-corruption
attack

if for any polynomial-time algorithm A and for all distinct identities |D1, . . . , [Dv, it holds
that

the probability that the experiment FTrEXp AREaflek ( E 0,01, {1Di}) retwrns 1 is T, where

experiment FITEXp is defined as follows:

FTI'EKP S (5 iq,C, T, {iDi}VM)
L. (dtb,krl) € kmstan( p,{IDi}".)

2. (Corrupted,aux) € A( 5 , C,r,dtb, Krl)

3.ct &0

4. repeat
ct & ct+ 1

(query, aux) = A( p , dtb, krl)

if query = (Join,|Dv) then
set vEv+1, ((pFv,sFv.krl); {dtb,krl}) € xmjoin( p ,|Dv,dtb,krl)

if query = (leave,h} then set {dtb, krl) € KMieave( 5 ADv,dib.krl) and v & v -1

if query =(revoke,vK) then
set (({{pFi, sFi)}iin v ,krl);(dtb,krl)) €Kmrevoke( 5 ,ditb,krl;vk)

if query = attack then
(met, siget) € A( D ,{sFzlzins)

if DET(Met,Sigct) = 1 then ’
(({pFi, sFi}iin v ,krl); {dib, krl})) € KMrevoke }5’ ,atb. krl;vk)

until ct = ¢
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5.fori=1,... v;

let Qi={d:d isin [cl] , VER(M4,SiQd) = DET(Md,SIQd) = 1,KTR( 5‘, dtb,md , sigd,i)
=yes |,

6. randomly choose j  in [v] among values for which |Qj | is maximized

7. if Corrupted C[v], | Corrupted| =r, and | isnot in Corrupted then return: 1 else return:

(.

[0045] Note that a natural goal for a signature key infrastructure would be to satisfy t-
traceability for T neghligible in both A and v. However, as with the anonymity
requirement, schemes for which 7 is negligible in A and subpolynomial in v are also of
nterest.

SKI1 Construction Initially, an informal description of the ideas behind our signature

- key infrastructure SKI 1s presented, tollowed by its formal description and a showing .
of 1ts correctnéss, anonymity and traceability properties.

Informal description of SKI Construction. Preliminary attempts to achieve full
anonymity quickly rule out techniques, such as those used m group signatures, that
are based on secret information held by trusted servers. Instead, in our full anonymity
experiment, such secret information can aiso be given to the adversary. Key
distnbution approaches based on shared pairs of public and secret signature keys are
considered. In particular, we note that simple Key distribution approaches appear to
satisfy either anonymuty or traceability but never both; for instance, the approach of
distributing the same key pair to all users would satisty full anonymity but not
traceability, while the approach of distributing distinct key pairs to all users would
satisfy traceability but not full anonymity.

[0046] Perhaps the simplest interesting variation is a scheme where a server generates
a pool of N certified pairs of signature public and secret keys, and distributes to each
jorming client a small and randomly chosen subset of n pairs of keys -from the pool.
Such a scheme could provide satistactory anonymity 1n our model even against an
adversary who has access to the server database. Specifically, a client randomly

choosing one of 1ts n signature Keys to sign a message would remain anonymous

among the other chents that share the same key, which 1s, on average, viN/n. This
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number may be large enough for “practical” anonymity requirements, that 1s, those
situations 1n which v is expected to be a very large number, such as the total number
of vehicles in a nation, and n, N are parameters chosen by the protocol designer.
[0047] The main problems with this scheme are with respect to the traceability
requirement. First of all, if the attacker sends a single malicious message, then the
attacker can be fraced at best as one of the (on average) viN/n clients that share the
attacking key (where, again, we notice that vN/n can be very large, thus implying that
this traceability strategy 1s not really effective). Even worse, 1 typical attacks
consisting of several malicious messages, an attacker can decide to use the following
strategy: first, it uses an arbitrary signature key vk; to send the first malicious
message; afterwards, this message is detected to be malicious, so that the related key
1s revoked and replaced with a fresh one vk;; then, the attacker will attack again using
precisely signature key vk, because the attacker is not obliged to randomly choose the
verification key to obtain the next attacking message. The result 1s that the traceability
does not improve and the attacker will be able to send several attacking message
 without increasing its already low traceability .

[0048] The inventive method presented herem combmes the above scheme with a

| prebabllistzc key revocation and update techmque that performs a small
randormzatlon of the assignment of keys to clients at each key revocation operation.
This randonuzatlon deteats any deterministic structure in the key assignment derived
from the server’s database, and plays a different but important role in both proots of
the scheme’s anonymity and traceability. The events of a chient leaving the
infrastructure or a client sending malicious messages trigger a key revocation
procedure. In the first phase of the inventive scheme, all of the client’s keys are
revoked and added to the certificate revocation list and replaced from fresh new key
pairs in the key pool. In the second phase, a probabilistic key revocation and update
procedure 18 executed by the server. Spectifically, not only 1s the key associated with
malicious messages revoked, but also a few other keys randomliy chosen from the
pool are also revoked. All revoked keys, including the revoked keys in the pool, are
then replaced by an equal number of new, randomly chosen keys. A chent updating
one of his revoked keys 1s then given a fresh key, randomly chosen among the set of
new keys. Note that this technique guarantees that the scheme’s distributions are

preserved even after multiple key revocation and update events.
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[0049] A formal description of SKI Construction. The signature key infrastructure
SKI is denoted as a 5-tuple (KM, SIGN, VER, DET, KTR) of probabilistic algorithms
or subprotocols where KM = (KM, KMigin, KMicave, KMievore). These algorithms

and subprotocols are also based on an arbitrary existentially-unforgeable digital
signature scheme (Key-Gen,S,V). In addition to the previously mentioned parameters
(a security parameter A, the number of clients v, the pool size N, and the number ot
keys per client n), there 1s a revocation parameter a. We brietly denote these
parameters as p = (A, v, a, N, n).

Algorithm KM, . This algorithm 1s tun by server §. On input of parameter p,

algorithm KMg, Operates as follows:

1. Set (vk,, sk) p KeyGen(1"), forl=1,... N.
2. Setdtb = {(vk ,sk)|L=1,... N}, krl = “nothing” and return: (dtb, krl).

Subprotocol KM,.;,. This subprotocol 1s run by server S and a client C, forzin {1, ..
., v}, that intends to join the infrastructure, and, on input of (p, 1D, dtb, krl), KM;y,
operates as follows:
1. C; sends its join request to S
| 2-'.f0rj: l,...,n,

S randomly chooses | (i, j} in [N] .

S sends (V& g5, Ski g))) to C;
3.16thi= {VkL (i,j)lj: 1, .- . ,H} ﬂﬁdSFi= { Skg_ (i,i) |]= ]., N ,n}

4. C; retumns ((pE;, sF), krl), and § adds record (join; 7; pF, sF) to dib and returns: dib.
Subprotocol KM,..v.. This subprotocol is run by server § and a client C;, foriin {1, ..
., v}, that intends to leave the infrastructure. On 1nput of (p, 1D, dtb, krl), subprotocol
KMie.ve Operates as follows:

1. C; sends its leave request to S.
2. Forj=1,...,n,

S adds key vk, 45 to krl and chooses a replacement key (v&', 5, Sk ) In dib.

3. § adds to dtb record

(leave; i; krl; {vki g} j=1: c( VKL g SK'L i) j=11)
4. 8 computes (dib, krl) p KMievorelp, dtb, krl; vk ), torj=1,...,n

5. S returns: (dth, kri).
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Subprotocol KM, ... This subprotocol is run by server S. On input of (p, dtb, krl),
subprotocol KM evoke Operates as follows:
1. If inp = (m, sig) then let sig = (s, vk).

2. If S finds in dtb a leave record (leave; i; krl; { vk gy } =15 { V&L g SE7L ap} j=1)
such that vk = vk, 43 for some j, then revocation of vk was due to a leave event and S
will send vk’ ¢ to each client asking to update vk; S adds an update record (update; i;
vk, (k' i, 8Kt i p)) to dtb

it § finds 1n dtb an attack record (attack; vk ¢, (m, sig)), such that vk 5 = vk
then revocation of vk was due to an attack event; S chooses replacement keys (vk',
Wi 5K 'L Gin) P KeyGen(ll), forer=1,...,aand will send (vk’| ¢y, Sk @j.0)), TOT

some randomly chosen t’ in [«], to each client asking to update vk; S adds an update

record (update; 7; vk; (VK| 50, K71 ,j,t))t?[a]) to dtb

3. S retums: (dth, kri).
Algorithms SIGN and VER. Algorithm SIGN is run by a client Ci, for i in [v], to

protect the integrity and to authenticate the messages sent to other chients or to the

server 5. On 1nput of parameter 1*, the current key revocation list krl, a state value st
in {C, (vk, sk)}, the files pF;, sF; and a messagé m, algorithm SIGIN operates as
tollows:

1. if st = (vk, sk) and vk @ krl then C; computes s =Si(vk, sk, m), sig = (s, vk), returns:
(sig; st) and halts;

2. it st = (vk, sk) and vk in kr{ then C; asks S to update key vk and halts;

3. if st =  then C; randomly chooses j in [#], computes s =Si(vk, i) SKu i), #11), SELS
SIg = (S, VkL (i,j))a ST = (VkL (L.j)s SkL (i,j)), returns: (Sig, SI) and halts.

Algorithm VER is run by a client C; or server § to verify the integrity and authenticity
of received messages. On input of parameter 1", the current key revocation list krl,
message m and signature sig, algorithm VER sets sig = (s, vk) and returns 0 1f vk 1n
kri, or V(vk, m, s) otherwise.

Algorithms DET and KTR. We do not formally describe algorithm DET as its

checks depend on the application, but we requare this algorithm, upon detection of a

mahcious message m, 1ts associated signature sig and verification key vk, to update

ditb with an appropriate record (attack; vk; (m, sig)).
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Algorithm KTR 18 run by § to detect whether a given commumcation transcript signed
using a signature public key 1s malicious or not. It takes as input p, g, ditb, an index i

in [v], and a communication transcript containing g message/signature pairs (#g, Sigr),

where sig; = (s, vkz), and for k=1, .. ., g, and where we assume without loss of
generality that all message/signature pairs are malicious; that 1s, DET (i, sigy) = 1
forallk=1, ..., q. Formally, algorithm KTR operates as follows:

1. use records in dtb to compute a list L; C [v] of clients to which key vk; had been

distributed and not revoked before sig; was sent
2.1 1m L;N-- -1 L, then return: yes else return: no.

1. Recall that if KTR returns no, then we are sure that client C; did not generate
these g signatures; however, 1t KITR returns yes, then we can at most infer that
these g signatures were generated by one of the clients C; for which algorithm
KTR(z, -) returns ves.

[0050] Proofs for the main construction: Correctness.
The correctness properties of SK.I are easily seen to hold: the verification correctness

- follows from the analogue correctness property of the signature scheme

(KeyGen,S1,Ve) used,; the traceability conrectness- follows from the fﬁct that the

. database dfb contains a record that any given key used by client C; to sign had

- actually been previously distributed to C; by S. . -

[0031] We now concentrate on proving the anonymity and traceability properties.

[0052] Proofs for the main construction: Anonymity against a v-candidate

attack.
We prove that SKI has satistactory anonymity against a {-query, vV-candidate and r-

corrupiion attack. To prove this property, we would like to compute (an upper bound

on) o in [0, 1] such that for any polynomial-time algorithm A, the experiment

FAnonExp **"* returns 1 with probability a+1/c.

[0033] While the outcome from queries of the types join, leave, sign in experiment

FAnonExp~*"* do not depend on the value of the index i in [v] that A is trying to
guess, this is not the case for answers to attack queries, from which the adversary A
can obtain a signature from (;, and for revoke queries, where A can request a
revocation of a key held by a corrupted client, which might (or not) change a key held
by C;. Recall that A’s goal is to maximize «; then, because of the mentioned

distinction on the events, we note that it is convenient for A to choose only revoke or
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attack queries among its ¢ queries in the experiment FAnonExp >** . Now, note that
if A never uses revoke events, then it will only collect g signatures done using the
same key randomly chosen by C; among its n | keys. In this simple attack strategy, A

obtains

o [=EX)=v |=1i(11=N)",

where Xl 1s the random variable denoting the number of clients that share the same
key used by C.. Instead, A attempts the following (best possible) attack strategy. First
of all, A can use revoke gueries for keys that were held by corrupted parties in

Corrupted. Here, A’s hope is that a consequence of revoking any one of these keys
will be the update of precisely the key vk that was used by C; in the last SIGN query

in the attack sequence. Then, when signing the next message, C; will not choose VK,
but randomly choose again a key among 1ts current n keys (possibly choosing the
replacement of key vk after the revoke event). If A cannot cause the revocation of vk
(because none of its corrupted clients was assigned VK, then A just moves on to attack
a different client Ci’ , for i’ different from i. More formally, the best query sequence

strategy for A goes as follows:

- 1. Sett = 0 and SO = |v].

2. Randomly choose 1 in St.

3. Ask for a SIGN query from client C;, and let vK be the key used to produce an
answer to this query.

4. If vk is in pFj for some | in Corrupted, then

ask for a revoke gquery on input key vk

if q queries have been asked then halt, otherwise go to 3.
else set St+1 = St \ {i}

5.5ett=1t+1.
6. If Q quenes have been asked then halt, otherwise go to 2.
Note that A’s knowledge of dtb is needed to perform this query sequence strategy.

Now, recall the defimition
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Qi={d:d isin[ct], VER(1 A ,Md,Sigd} = DET{Md,Sigd) =1,KTR( 5 , dtb,md, sigd, i) = yes},
and let s = max(i in[v}) |Qi], where the querics are generated by A using the above

strategy. For K = 1,..., S, in correspondence of the i-th SIGN query resulting in

(MK,SIgK), such that sigk = {(sk, vkk), A can use records in dtb to compute a list LK
of

candidate clients that were distributed vkk. Then, thanks to the probabilistic
revocation

strategy used, the probability that a client Cjisin L1, for a fixed | #1, also belongs to
L1, L

is at most 1/(a+1)°~" . Then, by a simple union bound, the number of clients Cj, for
in

[v]\isuch that Cjin L N... NLt, is at most (v-Dn/N(a+1)°"". We obtain that o <
N(a + '

| 1)+ /n(v -1). A non-trivial bound on S takes into account that § 1s increased by 1

whenever client Ci randomly chooses a key that is also shared with one of the r

clients in Corrupted, which happens with probability Z (rn/N){(1/n) = rm/N. Thus,

1=]

we have that $ <1/ (1 - m/N) <2, and we can conclude that e < N(a + 1) /n(v - 1).

[0054]} Proofs for the main construction: Traceability.

To prove the traceability property, we would like to compute (an upper bound on) 7
n

(0,1} such that for any polynomial-time algorithm A, the experiment
FTrExp " returns

1 with probability 7. As for the anonymity property, we note that the queries join,
leave

in experiment FITExp """ do not affect our calculation of 7 . Therefore, we can
assume

that A returns ¢ pairs (MK, sigk), where sigk = (sk, vkk), fork = 1,...,d, and each
message MK is malicious and thus triggers an execution of KMrevoke.
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Now, recall the definition Qi = {d : d is in [ct], VER(1*,md, sigd) = DET(md,
sigd)

=1, KTR{ b, dtb, md, sigd, i) = yes},

and consider the value 1 in § such that Qi is maximized. Note that A’s goal 1s to
maximize the probability that there exists | not in Corrupted such that Qj = Q.
Therefore, we can compute an upper bound on 7 as an upper bound on the probability

that there exists j not in Corrupted such that count(j) >= count(i).

Recall that, for K = 1,...,0, in correspondence of the K-th SIGN event resulting in
(MK,

sigk), there exists a list LK of candidate clients that were distributed vkK. Then, the
probability that a client Cj not in Corrupted satisfies count()) >= count(i), is the
probability that Cj also belongs to Li1 N ... N Lit, where t = counti and i1,..., it are

such that Ci s in Li1 N...N Lit . Thanks to the probabilistic update strategy used, this -

probability is at most 1/(a + 1)*. Then the claim 7 < 1/ (a + 1) follows by using
the B ' B | |

simple lower bound t > qu r.

[0055] The inventive system requires a number of malicious messages from the
malicious party to detect this party that 1s much smaller than the number of
candidates. It does not sacrifice the level of anonymity or security already guaranteed
by the scheme. This inventive system can be implemented as computer software or a
computer readable program for operating on a computer. The computer program can
be stored on computer readable medium.

[0036] While the present mvention has been descnibed in particular embodiments, 1t
should be appreciated that the present invention should not be construed as limited by

such embodiments, but rather construed according to the claims below.
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CLAIMS

1. A method for a signature key infrastructure enabling detection of one or more
parties responsible for repeated malicious activities in secure and anonymous
communication among a plurality of parties, the method comprising steps of:

generating a pool of keys using a key-generation algorithm;

distributing to and associating with each party of the plurality of parties a
small number of keys chosen randomly from the pool of keys;

revoking a key of the chosen keys when the key is detected as used in a
malicious activity, and creating a first set of parties associated with the revoked key;

revoking additional keys that are randomly chosen among the keys of the pool
that are not currently revoked, and selecting new keys randomly and independently
generated using the key-generation algorithm; and

when a party requests an updated key, sending the updated key selected from
among the new keys to the requesting party, wherein if an other malicious activity is
detected, creating a second set of the parties associated with a malicious activity key
of the other malicious activity and identifying the parties in both the first set and the

second set.

2. The method according to claim 1, wherein the step of identifying the parties

comprises making an intersection set comprising the parties in both the first set and

the second set.

3. The method according to claim 2, further comprising repeating the steps of
revoking the key, revoking additional keys, sending the updated key, creating the

second set, and making the intersection set until only one party is in the intersection

set.

4. The method according to claim 1, wherein number-c additional keys are

revoked, where number-c 1s a small integer.
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J. The method according to claim 4, wherein number-c1 new keys are

independently generated, where the number-c1 is one greater than the number-c.

6. The method according to claim 5, wherein the number-cl new key replace the

number-c keys.

7. A computer readable medium having recorded thereon statements and
instructions for execution on a computer for a signature key infrastructure enabling
detection of one or more parties responsible for repeated malicious activities in secure
and anonymous communication among a plurality of parties, comprising steps of:

generating a pool of keys using a key-generation algorithm;

distributing to and associating with each party of the plurality of parties a
small number of keys chosen randomly from the pool of keys;

revoking a key of the chosen keys when the key is detected as used in a
malicious activity, and creating a first set of parties associated with the revoked key;

revoking additional keys that are randomly chosen among the keys of the pool
that are not currently revoked, and selecting new keys randomly and independently
generated using the key-generating algorithm; and

when a party requests an updated key, sending the updated key selected from
among the new keys to the requesting party, wherein if an other malicious activity is
detected, creating a second set of the parties associated with a malicious activity key
of the other malicious activity and identifying the parties in both the first set and the

second set.

8. The computer-readable medium according to claim 7, wherein the step of

identifying the parties comprises making an intersection set comprising the parties in

both the first set and the second set.
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9. The computer-readable medium according to claim 8, further comprising
repeating the steps of revoking the key, revoking additional keys, sending the updated
key, creating the second set, and making the intersection set until only one party is in

the intersection set.

10.  The computer readable medium according to claim 7, wherein number-c

additional keys are revoked, where number-c is a small integer.

11.  'The computer-readable medium according to claim 10, wherein number-c1
new keys are independently generated, where the number-c1 is one greater than the

number-c.

12. The computer-readable medium according to claim 11, wherein the number-cl

new keys replace the number-c keys.
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