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TRACKING CHANGES IN DATABAKSE DATA

CROSS-REFERENCE TO RELATED APPLICATION

(0001 This application clairus priority to U.S. Patent Application Serial No. 16/182,112,

filed on November 6, 2018, the contents of which are incorporated herein in their entirety.

TECHNICAL VIELD

00021 The present disclosure relates systems, methods, and devices for databases and

more particularly relates to tracking changes to database data.

BACKGROUND

(00031 Dratabases are widely used for data storage and access in computing applications.
Databases may include one or more tables that include or reference data that can be read,
modified, or deleted using database operations usually referred to as DML (Data Manipulation
Language) statements. Databases can store anywhere from small to extremely large sets of data
within one or more tables. This data can be accessed by various users in an organization or
even be used to service public users, such as via a website or an application program interface
(APT). Both computing and storage resources, as well as their underlying architecture, can play
a significant role in achieving desirable database performance.

(00041 Dratabase data can be modified by various commands, including 1nsert, delete, and
update commands that modify one or more rows in a database table. It can be costly to track
such moditications and to determine delta information between a first set of database data and
a second set of database data. Systems, methods, and devices for efficient tracking of changes

made to database data are disclosed herein.
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BRIFF DESCRIPTION OF THE DRAWINGS

[0005] Non-limiting and non-exhaustive embodiments of the present disclosure are
described with reference to the following figures, wherein like reference numerals refer to like
parts throughout the various figures unless otherwise specified.

[0006] FIG. 1 1s a block diagram illustrating modifications made to table versions,
according to one embodiment;

00071 FIG. 2 15 a block diagram dlustrating a delete command performed on a micro-
partition of a database, according to one embodiment;

[0008] FIG. 3 1s a block diagram illustrating an insert command performed on a micro-
partition of a database, according to one embodiment;

0009 FIG. 4 13 a block diagram illustrating an update command performed on a micro-
partition of a database, according to one embodiment;

100107 FIG. 5 1s a block diagram illustrating a database system having a database service
manager, according to one embodiment;

[0011] FIG. 6 is a block diagram lustrating components of a database service manager,
according to one embodiment;

[0012] FIG. 7 1s a block diagram illustrating components of a change tracking manager,
according to one embodiment;

(00131 FIG. 8 is a schematic flow chart diagram illustrating a method for tracking changes
to database data, according to one embodiment;

100141 FIG. 9 is a schematic flow chart diagram illustrating a method for tracking changes
to database data, according to one embodiment; and

[0015] FIG. 10 1s a block diagram depicting an example computing device consistent with

at least one embodiment of processes and systems disclosed herein.
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BETALLED BDESCRIPTION

[0016] Systems, methods, and devices for tracking changes to database data and for
returning a delta for a database table are disclosed. Database change tracking can return a
summary of what rows have changed in a database table and how those rows have changed.
The delta for a database table indicates which rows have changed and how they have changed
between two timestamps and does not include information on all intermediate changes that
occurred between the two timestamps. Change tracking auditing indicates a complete history
of row modifications in a specified time period.

[00171 Change tracking is historically very costly and requires significant resources and
storage capacity. Database systems are traditionally built using a transaction log that embodies
all changes made in the database. The transactional log is normally used to make transactional
changes atomic and durable and may further be used in recover in an instance where the
database system crashes and information must be restored. The transactional includes all
changes that have occurred on the database and may be used to reconstruct those changes.
However, the transactional log approach requires significant system resource because items
must be stored using a scan of the log because there is no random-access storage structure to
speed up the process of reconstructing the database. Further, the transactional log itself is
physical and must be parsed and applied to a page structure to provide whole row images and
changes.

[0018] In an alternative approach known in the art, temporal information about data
changes may be stored in two transactional timestamp columns within a database table. The
transactional timestarmyp columns indicate transactional times when a row was valid. An internal
history table may be generated that stores updated data information with the timestamps from
the transactional timestamp columns. Updates and deletes copy the values of changed rows

into the internal history table and update the transactional timestamp columns to mark the valid
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transactional lifetime of rows. When the historical or changed data set is required, a current
table and the internal history table must be joined to gather the delta or historical information
between two transactional time points. The maintenance of the transactional timestamp
columns and the internal history table adds significant overhead to the database transactions.
Additionally, delta queries must join the information from two tables when requested.

[06019] Change tracking information can be stored as metadata in a database. This metadata
describes the data that is stored in database tables of customers but is not actually the stored
table data. Metadata can get very large, espectally if there are large database tables of many
customers. Current database systems have severe limitations handling large amounts of
metadata. Current database systems store metadata in mutable storage devices and services,
including matn memory, file systems, and key-value stores. These devices and services allow
the metadata to be updated data in-place. If a data record changes, it may be updated with the
new information and the old information is overwritten. This allows databases to easily
maintain mutable metadata by updating metadata in-place.

(00201 However, these mutable storage devices and services have limitations. The
limitations are at least two-fold. First, mutable storage devices such as main memory and file
system:s have a hard limit in terms of storage capacity. I the size of the metadata exceeds these
lirits, 1t 1s impossible to store more metadata there. Second, mutable storage services such as
key-value stores perform poorly when reading large volumes of metadata. Reading data is
performed using range scans, which take a long time to finish. In practice, range scans can take
many minutes or even approach an hour to complete in large scale deployments.

[00211 These limitations make it impossible to store large amounts of metadata in existing
mutable storage devices and services. Systems, methods, and devices disclosed heretn provide
for improved metadata storage and management that includes storing metadata in immutable

(non-mutable} storage such as micro-partitions. As used herein, immutable or non-mutable
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storage tncludes storage where data cannot or is not permitted to be overwritten or updated in-
place. For example, changes to data that is located in a cell or region of storage media may be
stored as a new file in a different, time-stamped, cell or region of the storage media. Mutable
storage may include storage where data is permitied to be overwritien or updated in-place. For
example, data in a given cell or region of the storage media can be overwritten when there are
changes to the data relevant to that cell or region of the storage media.

[0022] In one embodiment, metadata is stored and maintained on non-mutable storage
services n the cloud. These storage services may include, for example, Amazon 33 ®,
Microsoft Azure Blob Storage ®, and Google Cloud Storage ®. Many of these services do not
allow to update data in-place {i ¢, are non-mutable or immutable). Data files may only be added
or deleted, but never updated. In one embodiment, storing and maintaining metadata on these
services requires that, for every change in metadata, a metadata file ts added to the storage
service. These metadata files may be periodically consolidated into larger “compacted” or
consolidated metadata files in the background.

00237 In an embodiment, all data in tables is automatically divided into an immutable
storage device referred to as a micro-partition. The micro-partition may be considered a batch
unit where each micro-partition has contiguous units of storage. By way of example, each
micro-partition may contain between 50 MB and 500 MB of uncompressed data (note that the
actual size in storage may be smaller because data may be stored compressed). Groups of rows
in tables may be mapped into individual micro-partitions organized in a columnar fashion. This
size and structure allow for extremely granular pruning of very large tables, which can be
comprised of millions, or even hundreds of millions, of micro-partitions. Metadata may be
automatically gathered about all rows stored in a micro-partition, including: the range of values
for each of the columns in the micro-partition; the number of distinct values; and/or additional

properties used for both optimization and efficient query processing. In one embodiment,
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micro-partitioning may be automatically performed on all tables. For example, tables may be
transparently partitioned using the ordering that occurs when the data is inserted/loaded.
100241 A detailed description of systems and methods consistent with embodiments of the
present disclosure is provided below. While several embodiments are described, 1t should be
understood that this disclosure is not limited to any one embodiment, but instead encompasses
numerous alternatives, modifications, and equivalents. In addition, while numerous specific
details are set forth in the following description to provide a thorough understanding of the
embodiments disclosed herein, some embodiments may be practiced without some or all these
details. Moreover, for the purpose of clarity, certain technical material that is known in the
related art has not been described in detail to avoid unnecessarily obscuring the disclosure.
[0025] In an embodiment, a method for tracking changes to database data is disclosed. The
method includes determining a change to be executed on a micro-partition of a table of a
database, wherein the change may be any command and may include, for example, a delete
command, an update command, a merge command, and/or an insert command. The method
includes executing the change on the table by generating a new micro-partition that embodies
the change and may further include removing the (original) micro-partition. The method
includes updating a table history that comprises a log of changes made to the table, wherein
each change in the log of changes comprises a timestamp, and wherein updating the table
history comprises inserting the change into the log of changes. The method includes
determining a delta for the table between a first timestamp and a second timestamp based on
the table history. In an embodiment, the delta indicates what rows have changed and how those
rows have changed between the first timestamp and the second timestamp and does not include
information on intermediate changes made to those rows between the first timestamp and the

second timestamp.
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[0026] In an embodiment, the table history includes one or more change tracking columuns
stored within the micro-partition and/or the new micro-partition. The one or more change
tracking colurmns may include information indicating one or more of’ a prior micro-partition
name for a row value, a prior row identification for a row value, an action taken on a row value,
whether a row value was updated, a log of changes made to a row or row value, a lineage for a
row indicating one or more changes made to the row over a time period, a listing of transactions
that have initiated a modification to a row, and any other suitable information that may indicate
change roade to a row or micro-partition or a historical listing of changes that have been made
to a row or micro-partition in a table. In an embodiment, the table history is stored in a metadata
column that includes a micro-partition lineage storing a lineage of micro-partition names over
a time period. The metadata column may further include a row lineage storing a lineage of
ordinal numbers for a given row over a time period.

[0027] In an embodiment, a delta for a table is determined based on metadata stored in a
table history that may include one or more change tracking columus. In such an embodiment,
prior versions of a row or micro-partition may be removed from the database and the table
history provides histortcal information on changes made to the row or micro-partition. Such an
embodiment may provide change tracking information in an efficient manner that does not
require signficant storage capacity for storing historical versions of rows or micro-partitions.
[0028] In an embodiment, file metadata is stored within metadata storage. The file
metadata contains table versions and information about each table data file. The metadata
storage may include mutable storage (storage that can be overwritten or written in-place), such
as a local file system, system, memory, or the like. In one embodiment, the micro-partition
metadata consists of two data sets: table versions and file information. The table versions data
set includes a mapping of table versions to lists of added files and removed files. File

information consists of information about each micro-partition, including micro-partition path,
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micro-partition size, micro-partition key id, and summartes of all rows and columus that are
stored in the micro-partition, for example. Each modification of the table creates new micro-
partitions and new micro-partition metadata. Inserts into the table create new micro-partitions.
Deletes from the table remove micro-partitions and potentially add new micro-partitions with
the remaining rows in a table if not all rows in a micro-partition were deleted. Updates remove
micro-partitions and replace them with new micro-partitions with rows containing the updated
records.

10029] In one embodiment, metadata may be stored in metadata micro-partitions in
immutable storage. In one embodiment, a system may write metadata micro-partitions to cloud
storage for every modification of a database table. In one embodiment, a system may download
and read metadata micro-partitions to compute the scanset. The metadata micro-partitions roay
be downloaded in parallel and read as they are received to improve scan set computation. In
one embodiment, a system may periodically consolidate metadata micro-partitions in the
background. In one embodiment, performance improvements, including pre-fetching, caching,
columnar layout and the like may be included. Furthermore, security improvements, including
encryption and integrity checking, are also possible with metadata files with a columnar layout.
00307 FIG. 1illustrates a schematic block diagram of a timeline 100 of' table versions. The
example timeline 100 illustrates three table versions, namely table version 1, table version 2,
and table version 3. Table version 1 includes data in the form of three micro-partitions (MPs),
namely micro-partition 1 (MP1)}, micro-partition 2 (MP2), and micro-partition 3 (MP3}. A
change 102 is executed on table version | to generate table version 2. The change 102 includes
deleting rows in MP2 to generate a new micro-partition 4 (MP4) and deleting the original MP2.
The change 102 executed on table version 1 generates table version 2 which includes the
original MP1 and MP3 along with the newly generated MP4. As a result of the change 102,

MP2 has been removed from the table as reflected in table version 2. A change 104 is executed
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on table version 2 to generate table version 3. The change 104 includes inserting new rows
such that micro-partition 5 (MP5) is generated and MP3 is removed from the table. Table
version 3 includes the original MP1, the MP4 generated as a result of the change 102, and MP3
generated as a result of the change 104. The MP2 was removed as a result of the change 102
and the MP3 was removed from the table as a result of the change 104,

[0031] As illustrated in FIG. 1, a database table may store database data in one or more
micro-partitions, wherein the micro-partitions constifute immutable storage devices. When a
change or modification is executed on the table, the affected micro-partitions are removed, and
new micro-partitions are created that reflect the change In an embodiment, the original
unmodified micro-partition 1s not removed but is also stored with the new micro-partition. The
change may include any command that impacts one or more rows in the table, 1ncluding for
exampie, a delete command, an insert command, an update command, and/or a merge
command.

[0032] In an embodiment, a delta for the table may be determined that indicates all changes
that have been made between, for example, table version 1 and table version 3. A delta for the
embodiment Hlustrated in FIG. 1 may indicate that rows were deleted in micro-partition 2 and
rows were inserted in micro-partition 3. The delta may further indicate that micro-partition 4
was generated based on micro-partition 2 in response to a delete transaction, and that micro-
partition 5 was generated based on micro-partition 3 in response to an insert transaction.
[0033] The delta may be determined based on a table history that includes a log of changes
made to the table. Each change in the log of changes may include a timestamp indicating when
the change was made and further indicating what transaction initiated the change. The log of
changes may include historical data indicating what rows were changed, where rows were
originally stored {e.g., in what micro-partition a row was originally stored), what transactions

caused changes to certain rows, prior row identifiers for a row, prior values for a row, an
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indication of whether a row was updated, and so forth. In an implementation, log of changes is
stored as one or more change tracking columns stored within the table itself

100341 In an embodiment, the table history is updated only if a transaction i1s fully
completed. Therefore, if a transaction is initiated but 1s not fully completed, the table history
will not be updated to include that transaction. For example, if a transaction is initiated to delete
certain rows of an original micro-partition, a new micro-partition will be generated that
includes all original rows in the original micro-partition except for those that should be deleted
based on a delete command. If the transaction is not completed, i.e. if the new micro-partition
is not fully generated, then the table history will not be updated to indicate that the transaction
occurred.

[0035] In an embodiment, the table history is stored in a metadata column that includes a
micro-partition lineage storing a lineage of micro-partition names over a time period. The
metadata column may further include a row lineage storing a lineage of ordinal numbers for a
given row over a time period. Such values are NULL when a table is first created or when a
new row is generated within the table. When a new row is generated, the stored values will be
NULL, and the actual logical value may be derived from the name of the micro-partition that
the row 1s stored within and the rank of the row within that micro-partition.

[00306] In an embodiment, when a row is copied into a new micro-partition as part of a
DML query execution, and if the value for the row 1s NULL, the lineage of the row is
materialized by replacing the value with the applicable micro-partition name and the applicable
rank of the row within that micro-partition. When a row is copied into a new micro-partition
and the value of the row 1s not NULL, the name of the row is copied over into the new micro-
partition.

[0037] FIGS. 2-4 illustrate exemplary embodiments of delete, insert, and update

commands that may be executed on a database table. It should be appreciated that the table
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schemas iHustrated in FIGS. 2-4 are illustrative and include simple values to represent rows
and columns that may be included in a database table.

[0038] FIG. 2 illustrates a block diagram of an example delete command 200 and a
resulting delta 210 that may be returned after the delete command 200 15 complete. Micro-
partition 2 (MP2) as tHlustrated in FIG. 2 includes four columns. Column 1 includes entries for
numerical ids that are primarily used for identification purposes for the user data. Column 2
includes entries for row values that may include any value depending on the subiect or purpose
of the database table. The metadata name column includes table history information about
which micro-partition the data originated from or was last located within. The metadata row
column includes table history information about which row the data originated from or was
focated within.

[0039] As illustrated in FIG. 2, the delete command 200 is performed on MP2 and deletes
rows 2 and 3 from MP2 to generate the new MP4. As an example, as tllustrated in FIG. 2, MP2
includes four rows — namely rows 1, 2, 3, and 4. It should be appreciated that a micro-partition
may include any number of rows and may often include thousands of rows 1n a single micro-
partition. The values for each of the rows in MP2 are listed as valuel, value2, value3, and
valued for the four rows by way of example but 1t should be appreciated the value may include
any suitable value as pertinent to the database. In the original and unmoditied MP2, the
metadata name for each of the four rows is “NULL (MP2)” indicating the data is onginal to
that micro-partition and does not vet have any change history. Similarly, the metadata row
column for MP2 is NULL and indicates the original row number because the data is original
to MP2 and does not vet have a change tracking history.

00401 MP4 is generated based on the delete command 200 performed on MP2 that deleted
rows 2 and 3 as tllustrated in FIG. 2. MP4 now only includes rows 1 and 4 having values valuel

and valued, respectively. The metadata name for each of rows 1 and 4 is “MP2” indicating the

11
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row data originated or was last located within MP2. The metadata row for each of rows 1 and
4 is 1 and 4, respectively, indicating where the rows were iast located.

[0041] A delta 210 may be determined after the delete command 200 is performed on a
table. In an embodiment, a timestamp is attached to each transaction that occurs on the table.
If the transaction is fully completed, then the timestamp s further attached to the change
tracking history for that transaction. Attaching the timestamp to the change tracking history
enables the system to know when a table was changed by a certain fransaction and when a
certain change occurred on any of a plurality of rows in the table.

00427 The delta 210 illustrated in FIG. 2 determines a difference or a change that occurred
between MP2 and MP4. In various embodiments the delta 210 may determine a total change
that has occurred between any two timestamps, even if many transactions have occurred on the
data between those two timestamps and the data has been changed multiple times. The deita
210 provides an indication of a total change between two timestamps without providing
information on any incremental changes that occurred between a first timestamp and a second
Himestamp.

[0043] The delta 210 includes four columns, namely a column 1 and column 2 (similar to
those shown in MP2 and MP4) along with a metadata action column and a metadata is update
column. Column 1 indicates the numerical ids are 2 and 3, respectively. Column 2 indicates
that the values of rows 2 and 3 are value2 and value3, respectively. In various embodiments,
where the values of rows 2 and 3 may have changed one or more times between the first
timestamp and the second timestamp, Column! and Column 2 may indicate the original value
or the most recent value. The metadata action column indicates that rows 2 and 3 underwent a
DELETE command. The metadata is update column indicates whether the metadata was
updated. In the delta 210 illustrated in FIG. 2, the metadata is update column returns a FALSE

because the rows did not undergo an update (but were instead deleted).

12
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00441 In an embodiment, a table history 1s generating that includes all transactions that
have been initiated against the table. Such transactions may include, for example, data
manipulation language (DML) commands such as delete, insert, merge, or update commands
initiated on a micro-partition. The table history may be dynamically updated to reflect all
deleted or inserted rows on table for an interval of transaction time. The table history may
include a list of DML statements sorted by transaction time, where each transaction includes a
timestamp. In an embodiment, it is assumed that all DML statements will delete, insert, and/or
update rows at the same time.

00457 In an embodiment, a table history may be determined by retrieving a list of added
and removed mucro-partitions between two transactions. For each given micro-partition, a
lineage sequence of dependencies may be generated that indicates which rows have been
updated, how those rows were updated, and what transaction caused each update. A delta may
be determined by requesting a changeset between two timestamps in the lineage. The delta may
return a listing of all added micro-partitions and all removed micro-partitions between the two
timestamps. The listing may be consolidated by removing those micro-partitions that appear
on both the list of added micro-partitions and on the list of removed micro-partitions.

[0046] In an embodiment, the row granularity changes between added and removed micro-
partitions is determined. In such an embodiment, a full outer join is performed between a rowset
of added micro-partitions and a rowset of removed micro-partitions on a metadata partition and
metadata row number columns. When the resulting joined rowset includes NULL values for
the metadata columns in the data from the added rowset, this indicates those rows represent
DELETEs. If the values for the metadata columns in the data from the inserted rowset are
NULL, this indicates those rows represent INSERTSs. If the metadata columns originating from

the added and removed rowsets are both NULL, this indicates the rows were potentially
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updated, and comparing the original data columns will result in the information indicating
whether the rows were actually modified.

100471 Further in an embodiment, a row granularity list of changes may be determined
between any two transaction times for a given table. A side-by-side representation may be
generated that may be easily used in a merge statement by checking which part of data is
present. A table valued function may be utilized to query the table history for a given table (or
a matenialized view). Further, a SQL statement may be utilized by referring the INSERTED or
DELETED columns in a changeset to return an indication of which rows in the table have been
inserted or deleted.

[0048] FIG. 3 iHlustrates a block diagram of an example insert command 300 and a resulting
delta 310 that may be returned after the insert command 300 1s complete. FIG. 3 begins with
an exemplary micro-partition 3 (MP3) that undergoes an insert command 300 to generate
micro-partition 5 (MP5). The insert command 300 inserts rows 17 and 18 into MP3. As an
example,, MP3 includes three rows, namely rows 21, 22, and 23 having values of valueZl,
value22, and value23, respectively. The metadata name 1s NULL (MP3) for each of the three
rows because there is not yet a change tracking history for the rows that indicates where the
rows originated or were last stored. The NULL{} notation indicates that the values for the
metadata columns are NULL when rows are first inserted into the table. The NULL{) notation
can reduce overhead. When values for a row are copied into a new micro-partition, the rank of
the row 1s notated tn the NULL() notation, such that the first row is NULL(1)}, the second row
s NULL(2), the third row is NULL(3), and so forth.

00497 MPS is generated based on the insert command 300 and now includes rows 17 and
18 - we are referring 1o these rows by using the content of the first column. The values for
second column are valuel7 and valuel8, respectively, because rows 17 and 18 were inserted

into MP5 and those are the assigned values for the rows. The values for rows 21, 22, and 23
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have not changed. The metadata name information for rows 21, 22, and 23 is “MP3” because
the data originated from or was last stored in micro-partition 3. The metadata row information
forrows 21,22, and 23 1s 1, 2, and 3, respectively, because rows 21, 22 and 23 were originally
or last stored in rows 1, 2, and 3 in mucro-partition 3. The metadata name information and the
metadata row information for rows 17 and 18 s “NULL” because the rows originated in MP5
and do not yet have any change tracking history information.

[0050] The delta 310 for the insert command 300 illustrates the total change made between
a first timestamp and a second timestamp. As tllustrated in FIG. 2, the delta 310 illustrates the
change that occurred between MPS and MP3. It should be appreciated that in alternative
embodiments or implementations, a delta may indicate a total change or modification that
occurred on a table between any two timestamps without indicating incremental changes that
occurred on the table.

[0051] The delta 310 includes rows 17 and 18 having valuel7 and valuel8, respectively
because rows 17 and 18 were added to MP3 because of the insert command 300. The metadata
action is “INSERT” for rows 17 and 18 because an insert command 300 was the transaction
that caused a modification to the rows. The metadata is update information is “FALSE” for
rows 17 and 18 because the rows were not updated but were instead inserted.

[0052] FIG. 4 illustrates a block diagram of an example update command 400 and a
resulting delta 410 that may be returned after the update coromand 400 is complete. In the
exampie embodiment tlustrated in FIG. 4, micro-partition 78 (MP78) 1s updated to generate
micro-partition 91 (MP91}). The update command 400 updates rows 1 and 4 to new values.
MP78 includes rows 1, 2, 3, and 4 having values of valuel, value2, value3, and valued,
respectively. The metadata name information is “NULL (MP78) for each of the rows because

there is not vet change tracking history for the rows indicating where the rows were last stored.
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The metadata row information for each of the rows i1s NULL because there is not vet change
tracking history for the rows indicating which row the values were last stored.

F0053] MP91 includes rows 1, 2, 3, and 4. However, due to the update command 400, row
1 now has a value of VALUE11 and row 4 now has a value of VALUE44. The metadata name
information for each of rows 1, 2, 3, and 4 is “MP78” because the values originated from or
were last stored in MP78. The metadata row information for row 1 is “17 because that value
was last stored inrow 1 in MP78. Similarly, for rows 2, 3, and 4, the metadata row information
18 927,37 and “4”, respectively. When rows 1, 2, 3, and 4 were copied over to the new MP91
the ordinal position {also referred to as “rank”) of the rows was also copied over from the
original MP78.

[0054] The delta 410 indicates the change between a first timestamp and a second
timestamp. As illustrated in FIG. 4, the delta 410 indicates a total change between MP78 and
MPO1 due to the update command 400. The delta 410 indicates that rows 1 and 4 that had a
value of “valuel” and “value2”, respectively, were deleted. The delta 410 indicates that rows
1 and 4 that have a value of “VALUE11” and “VALUEA44”, respectively, were inserted. The
metadata is update information ts “TRUE” for all rows because an update command 400 was
performed on the rows. As indicated in the delta 410, when an update command s performed,
the original row 1s deleted, and a new row 1s inserted to carry out the command.

[0055] Turning to FIG. 5, a block diagram is shown illustrating a processing platforro 500
for providing database services, according to one embodiment. The processing platform 500
includes a database service manager 502 that is accessible by multiple users 504, 506, and 508.
The database service manager 502 may also be referred to herein as a resource manager or
global services. In some implementations, database service manager 502 can support any
number of users desiring access to data or services of the processing platform 500. Users 504-

508 may include, for example, end users providing data storage and retrieval queries and
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requests, system adminisirators managing the systems and methods described herein, software
applications that interact with a database, and other components/devices that interact with
database service manager 502, In a particular embodiment as illustrated herein, the users 504-
508 may initiate changes to database data and may request a delta for a database table.

[00506] The database service manager 502 may provide various services and functions that
support the operation of the systems and components within the processing platform 500,
Database service manager 502 has access to stored metadata associated with the data stored
throughout data processing platform 500, The database service manager 502 may use the
metadata for optimizing user queries. In some embodiments, metadata includes a summary of
data stored in remote data storage systems as well as data available from a local cache (e g, a
cache within one or more of the clusters of the execution platform 512). Additionally, metadata
may include information regarding how data is organized in the remote data storage systems
and the local caches. Metadata allows systems and services to determine whether a piece of
data needs to be processed without loading or accessing the actual data from a storage device.
00571 As part of the data processing platformn 500, metadata may be collected when
changes are made to the data using a data manipulation language (BML), which changes may
be made by way of any DML statement. Examples of manipulating data may include, but are
not limited to, selecting, updating, changing, merging, and inserting data into tables. As part of
the processing platform 500, micro-partitions may be created, and the metadata may be
coliected on a per file and a per column basis. This collection of metadata may be performed
during data ingestion or the collection of metadata may be performed as a separate process
after the data is ingested or loaded. In an implementation, the metadata may include a number
of distinct values; a number of null values; and a minimum value and a maximum value for
each file. In an implementation, the metadata may further include string length information and

ranges of characters in strings.
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[0058] In one embodiment, at least a portion of the metadata is stored in immutable storage
such as a micro-partition. For example, the metadata may be stored on the storage platform 514
along with table data. In one embodiment, the same or separate cloud storage resources that
are used for table data may be allocated and used for the metadata. In one embodiment, the
metadata may be stored in local immutable storage. In one embodiment, information about the
metadata in immutable storage, or information about metadata files stored in immutable
storage, is stored in mutable storage 510. The information about metadata may be referenced
for locating and accessing the metadata stored in immutable storage. In one embodiment,
systems with metadata storage may be restructured such that the metadata storage is used
instead to store information about metadata files located in immutable storage.

[0059] Database service manager 502 1s further in communication with an execution
platform 512, which provides computing resources that execute various data storage and data
retrieval operations. The execution platform 512 may include one or more compute clusters.
The execution platform 512 is in communication with one or more data storage devices 516,
518, and 520 that are part of a storage platform 514, Although three data storage devices 516,
518, and 520 are shown in FIG. §, the execution platform 512 is capable of communicating
with any number of data storage devices. In some embodiments, data storage devices 516, 518,
and 520 are cloud-based storage devices located in one or more geographic locations. For
example, data storage devices 516, 518, and 520 may be part of a public cloud infrastructure
or a private cloud infrastructure, or any other manner of distributed storage system. Data
storage devices 516, 518, and 520 may include hard disk drives (HDDs), solid state drives
(88Ds), storage clusters, or any other data storage technology. Additionally, the storage
platform 514 may include a distributed file system (such as Hadoop Distributed File Systems

(HDFS}, object storage systems, and the like.
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0060 In some embodiments, the communication links between database service manager
502 and users 504-508, mutable storage 510 for information about metadata files (i.e., metadata
file metadata), and execution platform 512 are implemented via one or more data
communication networks and may be assigned various tasks such that user requests can be
optimized. Similarly, the communication links between execution platform 512 and data
storage devices 510-520 in storage platform 514 are implemented via one or more data
communication networks. These data communication networks may utilize any
communication protocol and any type of communication medium. In some ernbodiments, the
data communication networks are a combination of two or more data communication networks
(or sub-networks}) coupled to one another. In alternative embodiments, these communication
finks are implemented using any type of communication medium and any commuunication
protocol.

[0061] The database service manager 502, mutable storage 510, execution platform 512,
and storage platform 514 are shown in FIG. 5 as individual components. However, each of
database service manager 502, routable storage 510, execution platform 512, and storage
platform 514 may be implemented as a distributed system (e.g., distributed across multiple
systems/platforms at multiple geographic locations) or may be combined into one or more
systems. Additionally, each of the database service manager 502, mutable storage 510, the
execution platform 512, and the storage platform 514 may be scaled up or down (independently
of one another) depending on changes to the requests received from users 504-508 and the
changing needs of the data processing platform 500. Thus, in the described embodiments, the
data processing platform 500 is dynamic and supports regular changes to meet the current data
processing needs.

[0062] FIG. 6 illustrates a block diagram depicting components of database service

manager 502, according to one embodiment. The database service manager 502 includes an
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access manager 002 and a key manager 604 coupled to a data storage device 606, The access
manager 602 handles authentication and authorization tasks for the systems described herein.
The key manager 604 manages storage and authentication of keys used during authentication
and authorization tasks. A request processing service 608 manages received data storage
requests and data retrieval requests. A management console service 610 supports access to
various systems and processes by administrators and other system managers.

[0063] The database service manager 502 also includes an SQL compiler 612, an SQL
optimizer 614 and an SQL executor 616. SQL compiler 612 parses SQL queries and generates
the execution code for the queries. SQL optimizer 614 determines the best method to execute
queries based on the data that needs to be processed. SQL executor 616 executes the query
code for queries received by database service manager 502, A query scheduler and coordinator
618 sends received queries to the appropriate services or systems for compilation, optimization,
and dispatch to an execution platform 612, A virtual warehouse manager 620 manages the
operation of multiple virtual warehouses.

00641 Additionally, the database service manager 502 includes a change tracking manager
628, which manages the information related to the data stored in the remote data storage devices
and in the local caches. A monitor and workload analyzer 624 oversees the processes performed
by the database service manager 502 and manages the distribution of tasks (e g, workload)
across the virtual warehouses and execution nodes in the execution platform 512, Change
tracking manager 628 and monitor and workload analyzer 624 are coupled to a data storage
device 626. In one embodiment, the configuration and metadata manager 0622 collects, stores,
and manages metadata in an immutable storage resource. In one embodiment, updates to
metadata result in new files and are not updated in place.

[0065] Metadata files, as discussed herein, may include files that contain metadata of

modifications {(e.g, each modification) to any database table in a data warchouse. A
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modification of a database table may generate one or more metadata files, often just a single
metadata file. In one embodiment, metadata files contain the following information:
information about a metadata file, including a version number; a list of all added table data
files; a list of deleted table data files; and information about each added table data file, including
file path, file size, file key id, as well as summaries of all rows and columns that are stored in
the table data file.

[00606] In one embodiment, the contents of metadata files may vary over time. If format or
content of a metadata tile changes, the version number of the ruetadata file may be incremented.
in one embodiment, the metadata store (or other mutable data storage resource) only stores
information about metadata files (which are stored in immutable storage}), not about table data
files. In practice, information about metadata files stored in in the metadata store (or other
mutable storage) is very limited and may contain data for thousands of metadata files. In one
embodiment, information for up to 30,000 metadata files may be stored in metadata store or
other mutable storage. This dramatically reduces the amount of storage needed in the metadata
store or other mutable storage.

[0067] In one embodiment, a system writes metadata files to cloud storage for every
modification of a database table {e.g., modification of table data files). In addition to adding
and deleting files, every modification to a database table in the data warehouse also generates
one or more metadata files. Typically, a modification creates a single metadata file. However,
if the modification to the table is large (e.g., an insert into a table that produces very many
files}), it may result in the creation of multiple metadata files. Further operation of the change
tracking manager 628 will be discussed further in relation to FIGS. 6-12.

[0068] The database service manager 502 also includes a change tracking manager 628,
which manages the generation of change tracking history such as one or more change tracking

columns stored in a table. The change tracking manager 628 further manages the generation of
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a delta report indicating a total change that has occurred on a database table between a first
timestamp and a second timestamp. Because multiple users/systems may access the same data
simultaneously, changes to the data may be synchronized to ensure that each user/system is
working with the current version of the data and has access to a change tracking history for the
data.

00697 Security improvements are also implemented in some embodiments. In one
embodiment, metadata files and change tracking information is encrypted using individual file
keys. Within a micro-partition, columns may be encrypted individually using AES-CTR mode
with different start counters. This allows a database system to read an individual column from
a micro-partition because it can be decrypted without needing to decrypt the whole micro-
partition at once. Encryption improves security because nobody can read the roicro-partition
without having the proper file key.

[0070] For verification that a micro-partition has not been altered, the system may store
hashes of columns tor each column within the micro-partition. Before decrypting the data, the
system compares the hash of the encrypted columun with the stored hash of the column of thus
micro-partition. If the hashes do not match, the micro-partition must have been altered. This
improves security because all altering of micro-partitions is detected by the database system.
[0071] FIG. 7 is a schematic block diagram illustrating components of a change tracking
manager 628, according to one embodiment. The change tracking manager 628 may collect,
store, and manage metadata about table data files (i.e. micro-partitions} as well as metadata
about metadata files. Such metadata includes change tracking information or a table history
including a log of changes that have occurred on a table. The change tracking manager 628
includes a table data component 702, a metadata component 704, a change tracking history
component 706, an encryption component 708, and a delta component 710, The components

702-710 are given by way of illustration only and may not all be included in all embodiments.
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in fact, some embodiments may include only one or any combination of two or more of the
components 702-710. For example, some of the components may be located cutside or separate
from the change tracking manager 628, such as within a database service manager 502 or
processing platform 500, Furthermore, the components 702-710 may comprise hardware,
computer readable instructions, or a combination of both to perform the functionality and
provide the structures discussed herein.

[0072] The table data component 702 stores table data for a database, the table data
includes information about rows and columns of one or more database tables. The table data
component 702 may store table data in micro-partitions within a storage resource. Example
storage resources include cloud storage and/or immutable storage. In one embodiment, the
storage resources for storage of table data files may be dynamically allocated to accommodate
increases or decreases in storage requirement. The table data component 702 may manage and
store table data by causing the data to be stored or updated in a remote resource, such as a cloud
storage resource or service.

(00731 The metadata component 704 stores metadata on tmmutable storage such as a
micro-partition. The metadata may include information about or describing the table data for
the database stored by the table data component 702, In one embodiment, the metadata files
may include metadata such as an indication of added or deleted table data files. The metadata
may include file information for table data files, the file information including one or more of
a file name and a storage location. In one embodiment, the metadata may be stored in files on
the same cloud storage resources as the table data. In one embodiment, metadata component
704 may cause the metadata to be stored within metadata files in a column-by-column format
in remote cloud storage.

[0074] The metadata component 704 may also collect and manage storage of metadata

within metadata files on the immutable storage. The metadata component 704 may create, in
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response 10 a change in the table data, a new metadata file in the immutable storage without
modifying previous metadata files. The new metadata file may include metadata indicating the
change 1n the table data. In one embodiment, the metadata in the new metadata file indicates
an addition or a deletion of a table data file comprising the table data. The metadata component
704 may also delete expired metadata files. Expired metadata files may include those older
than a specific age and that are not referenced in metadata information stored by the change
tracking history component 700.

[0075] The change tracking history component 706 stores and manages information about
changes made to the table data. The change tracking history may be stored in local mutable
storage and/or within the table data as a change tracking column, for example. In one
embodiment, the change tracking history may be stored and updated io-place. In one
embodiment, the change tracking history is stored within an immutable micro-partition in a
change tracking column indicating a most recent change that occurred on a row and/or a log of
changes that have occurred on the table. In an embodiment, the change tracking history
component 706 secures a timestarnp to a transaction that occurred on the table and further
secures a timestamp to each change or modification that occurs on one or more rows of the
table.

[00706] The encryption component 708 is configured to encrypt table data and metadata. In
one embodiment, the encryption component 708 encrypts the metadata column-by-column to
allow for independent decryption and reading of metadata for a specific column.

[0077] The delta component 710 generates a delta for a table between a first timestamp and
a second timestamp. The delta component 710 determines a total change or modification that
has occurred on one or more rows in a table without providing information on incremental

changes that occurred between the first timestamp and the second timestamp.
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[0078] FIG. 8 is a schematic flow chart diagram ilustrating an example method 800 for
determining a change made to a database table. The method 800 may be performed by a change
tracking manager 028, database service manager 502, processing platform 500, and/or other
service or platform.

[0079] The method 800 begins and a table data component 702 determines at 802 to be
executed on a micro-partition of a table of a database. The table data component 702 executes
at 804 the change on the table by generating a new micro-partition that reflects the change A
change tracking history component 706 updates at 806 a table history that comprises a log of
changes made to the table, wherein each change in the log of changes comprises a timestamp,
and wherein updating the table history comprises inserting the change into the log of changes.
[0080] FIG. 9 1s a schematic flow chart diagram illustrating an example method 900 for
determining a change made to a database table. The method 900 may be performed by a change
tracking manager 628, database service manager 502, processing platform 500, and/or other
service or platform.

[0081] The method 900 begins and a table data component 702 determines at 902 a change
to be executed on a micro-partition of a table of a database. The table data component 702
executes at 904 the change on the table by generating a new micro-partition that reflects the
change and by removing the micro-partition. A change tracking history component 706 updates
at 906 one or more change tracking columus in the new micro-partition, wherein the one ot
more change tracking columns indicate one or more of: a prior micro-partition associated with
a row in the new micro-partition, a prior row identification associated with a row in the new
micro-partition, or a prior transaction associated with a row in the new micro-partition. A
request processing service 608 receives at 908 a request to determine a delta for the micro-

partition and the new micro-partition between a first timestamp and a second timestamp. A

[\~
W



WO 2020/097032 PCT/US2019/059798

delta component 710 responds to the request by querying at 910 the one or more change
tracking columns to determine the delta between the first timestamp and the second timestamp.
100821 FIG. 10 1s a block diagram depicting an example computing device 1000. In some
embodiments, computing device 1000 15 used to implement one or more of the systemns and
components discussed herein. For example, computing device 1000 may include or be part of
a change tracking manager 628, a database service manager 502, a processing platform 500,
and/or any other components or systems discussed herein. As another example, the
components, systems, or platforms discussed herein may include one or more computing
devices 1000. Further, computing device 1000 may interact with any of the systems and
components described herein. Accordingly, computing device 1000 may be used to perform
various procedures and tasks, such as those discussed herein. Computing device 1000 can
function as a server, a client or any other computing entity. Computing device 1000 can be any
of a wide variety of computing devices, such as a desktop computer, a notebook computer, a
server computer, a handheld computer, a tablet, and the like.

00831 Computing device 1000 includes one or more processor(s) 1002, one or more
memory device(s} 1004, one or more interface(s) 1006, one or more mass storage device(s)
1008, and one or more Input/Output (/0) device(s) 1010, all of which are coupled to a bus
1212, Processor{s) 1002 include one or more processors or controllers that execute instructions
stored 10 memory device(s) 1004 and/or mass storage device(s) 1008. Processor(s) 1002 may
also include various types of computer-readable media, such as cache memory.

[0084] Memory device(s) 1004 include various computer-readable media, such as volatile
memory {e.g , random access memory {RAM}) and/or nonvolatile memory (e g, read-only
memory (ROM)). Memory device(s) 1004 may also include rewritable ROM, such as Flash

Memory.
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0085 Mass storage device(s) 1008 include various computer readable media, such as
magnetic tapes, magnetic disks, optical disks, solid state memory (e.g., Flash memory), and so
forth. Various drives may also be included in mass storage device(s) 1008 to enable reading
from and/or writing to the various computer readable media. Mass storage device(s) 1008
include removable media and/or non-removable media.

[0086] /O device(s) 1010 include various devices that allow data and/or other information
to be input to or retrieved from computing device 1000, Example VO device(s) 1010 include
cursor control devices, kevboards, keypads, microphones, monitors or other display devices,
speakers, printers, network interface cards, modems, lenses, CCDs or other image capture
devices, and the like.

{00871 Interface(s) 1006 include various interfaces that allow computing device 1000 to
interact with other systems, devices, or computing environments. Example interface(s) 1006
include any number of different network interfaces, such as interfaces to local area networks
{(LANSs}), wide area networks (WANs), wireless networks, and the Internet.

[0083] Bus 1212 allows processor(s) 1002, memory device(s) 1004, interface(s) 1006,
mass storage device(s) 1008, and VO device(s) 1010 to communicate with one another, as well
as other devices or components coupled to bus 1212, Bus 1212 represents one or more of
several types of bus structures, such as a system bus, PCI bus, IEEE 1394 bus, USB bus, and
s0 forth.

Examples

[0089] The following examples pertain to further embodiments.

00907 Example 1 is a method for tracking changes to database data. The method includes
determining a change 1o be executed on a micro-partition of a table of a database and executing
the change on the table by generating a new micro-partition that embodies the change. The

method includes updating a table history that comprises a log of changes made to the table,
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wherein each change in the log of changes comprises a timestamp, and wherein updating the
table history comprises inserting the change into the log of changes. The method includes
determining a delta for the table between a first timestamp and a second timestamp based on
the table history.

[0091] Bxample 2 is a method as in Example 1, wherein the change comprises deleting a
row in a tirst micro-partition and wherein executing the change comprises generating a second
micro-partition not including the row and deleting the first micro-partition.

[0092] Example 3 15 a method as in any of Examples 1-2, wherein the change comprises
adding a row to a first micro-partition and wherein executing the change comprises generating
a second micro-partition comprising the row and deleting the first micro-partition.

[0093] Example 4 15 a method as in any of Examples 1-3, wherein the change comprises
updating a row tn a first micro-partition and wheretn executing the change comprises
generating a second micro-partition comprising the update and deleting the first micro-
partition.

0094 Example S 1s a method as 10 any of Examples 1-4, wherein executing the change on
the table further comprises deleting the micro-partition.

0095 Example 0 1s a method as in any of Examples 1-5, wherein the change 1s applied to
a plurality of micro-partitions of the table such that executing the change on the table comprises
generating a plurality of new micro-partitions and deleting the plurality of micro-partitions.
[0096] Hxample 7 is a method as in any of Examples 1-6, wherein the change comprises
one or more of a delete, an insert, a merge, or an update to one or more rows of the table.
[00971 Example 8 is a method as in any of Exarmples 1-7, wherein the delta for the table
comprises an indication of rows and micro-partitions of the table that have changed between
the first timestamp and the second timestamp, wherein the first timestamp and the second

timestamp comprise any times in the table history.
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{00981 Hxample 9 is a method as in any of Examples 1-8, further comprising generating a
row tdentification for each row of a plurality of rows of the table, wherein the row identification
i3 stored in the table history in association with an applicable timestamp in the log of changes
made to the table.

[0099] Bxample 10 1s a method as in any of Examples 1-9, wherein generating the row
identification comprises: for an unmodified row, deriving a row identification based on how
data in the unmodified row is stored; or for a modified row that is modified by executing the
change oun the table, generating a row identification for the modified row in the new micro-
partition that embodies the change.

[0100] Example 11 is a method as in any of Examples 1-10, wherein determining the delta
for the table comprises comparing a first set of data associated with the first timmestamp and a
second set of data associated with the second timestamp, wherein the comparing comprises
deriving tuple granularity changes between the first set of data and the second set of data.
10101} Example 12 15 a method as in any of Examples 1-11, wherein the table history
comprises a change tracking column stored in the table and wherein the micro-partition is an
immutable storage device.

101021 Example 13 is a method as in any of Examples 1-12, wherein generating the new
micro-partition that embodies the change comprises: copying unmodified rows from the micro-
partition along with change history information stored in association with the unroditied rows;
generating new modified rows based on the change; and generating a row identification for
each of the new modified rows.

[0103] Example 14 is a method as in any of Examples 1-13, wherein the first imestamp is
assoctated with a first set of micro-partitions and the second timestamp is associated with a
second set of micro-partitions, and wherein determining the delta for the table between the first

timestamp and the second timestamp comprises: comparing a first set of rules for the first set
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of micro-partitions and a second set of rules for the second set of micro-partitions; deriving
applicable change tracking information from the table history for each of the first timestamp
and the second timestamp; and determining one or more rows that have been added, deleted,
or updated between the first set of micro-partitions and the second set of micro-partitions.
[0104] Bxample 15 1s a method as in any of Examples 1-14, wherein the log of changes in
the table history comprises: a listing of one or more transactions that initiated a modification
to the table, wherein the modification comprises one or more of: an added row, a deleted row,
or an updated row; and a timestamp for each transaction in the listing of one or more
transactions.

[0105] Example 16 1s a method as in any of Examples 1-15, wherein the log of changes in
the table history comprises a lineage for each of a plurality of rows in the table, wherein the
lineage comprises a log of modifications with a timestamp associated with each modification,
and wherein the lineage enables tracking each of the plurality of rows across a plurality of
micro-partitions in the table.

[0106] Example 17 13 a system for tracking changes to database data. The systern includes
means for determining a change to be executed on a micro-partition of a table of a database
and means for executing the change on the table by generating a new micro-partition that
embodies the change. The system includes means for updating a table history that comprises a
fog of changes made to the table, wherein each change in the log of changes comprises a
timestamp, and wherein updating the table history comprises inserting the change into the log
of changes. The system includes means for determining a delta for the table between a first
timestamp and a second timestamp based on the table history.

(01071 Hxample 18 is a system as in Example 17, wherein the change comprises deleting a
row in a first micro-partition and wherein the means for executing the change is configured to

generate a second micro-partition not including the row and deleting the first micro-partition.
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[0108] Example 19 1s a system as in any of Examples 17-18, wherein the change comprises
adding a row to a first micro-partition and wherein the means for executing the change is
configured to generate a second micro-partition comprising the row and deleting the first
micro-partition.

[0109] Example 20 15 a syster as tn any of Examples 17-19, wherein the change comprises
updating a row in a first micro-partition and wherein the means for executing the change is
configured to generate a second micro-partition comprising the update and deleting the first
roicro-partition.

[0110] Example 21 is a system as in any of Examples 17-20, wherein the means for
executing the change on the table is further configured to delete the micro-partition.

(0111} Example 22 1s a system as in any of Examples 17-21, wherein the change 1s applied
to a plurality of micro-partitions of the table such that executing the change on the table
comprises generating a plurality of new micro-partitions and deleting the plurality of micro-
partitions.

[0112] Example 23 1s a system as inany of Exaraples 17-22, wherein the change comprises
one or more of a delete, an insert, a merge, or an update to one or more rows of the table.
[0113] Example 24 1s a system as in any of Examples 17-23, wherein the delta for the table
comprises an indication of rows and micro-partitions of the table that have changed between
the tirst timestamp and the second timestamp, wherein the first timestamp and the second
timestamp comprise any times in the table history.

[0114] Example 25 is a system as in any of Examples 17-24, further comprising means for
generating a row identification for each row of a plurality of rows of the table, wherein the row
identification is stored in the table history in association with an applicable timestamp in the

log of changes made to the table.
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[0115] Example 26 is a system as in any of Examples 17-25, wherein the means for
generating the row identification is configured to: for an unmodified row, derive a row
identification based on how data in the unmodified row 1s stored; or for a modified row that is
modified by executing the change oun the table, generate a row 1dentification for the modified
row in the new micro-partition that embodies the change.

[0116] Example 27 1s a system as in any of Examples 17-26, the means for determining the
delta for the table is configured to compare a first set of data associated with the first timestamp
and a second set of data associated with the second timestamp, wherein the comparing
comprises deriving tuple granularity changes between the first set of data and the second set of
data.

[0117] Example 28 is a systern as in any of Examples 17-27, wherein the table history
comprises a change tracking column stored in the table and wherein the micro-partition is an
immutable storage device.

[0118] Example 29 is a system as in any of Examples 17-28, wherein the means for
generating the new micro-partition that erabodies the change is configured to: copy unmodified
rows from the micro-partition along with change history information stored in association with
the unmedified rows; generate new modified rows based on the change; and generate a row
identification for each of the new moditied rows.

10119] Example 30 15 a systern as in any of Examples 17-29, wherein the first timestamp
is assoctated with a first set of micro-partitions and the second timestamp is assoctated with a
second set of micro-partitions, and wherein determining the delta for the table between the first
timestamp and the second timestamp comprises: comparing a first set of rules for the first set
of micro-partitions and a second set of rules for the second set of micro-partitions; deriving

applicable change tracking information from the table history for each of the first timestamp
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and the second timestamp; and determining one or more rows that have been added, deleted,
or updated between the first set of micro-partitions and the second set of micro-partitions.
[0120] Example 31 s a system as in any of Examples 17-30, wherein the log of changes in
the table history comprises: a listing of one or more transactions that initiated a modification
to the table, wherein the modification comprises one or more of: an added row, a deleted row,
or an updated row; and a timestamp for each transaction in the listing of one or more
transactions.

10121] Example 32 is a system as in any of Examples 17-31, wherein the log of changes in
the table history comprises a lineage for each of a plurality of rows in the table, wherein the
lineage comprises a log of modifications with a timestarnp associated with each modification,
and wherein the lincage enables tracking each of the plurality of rows across a plurality of
micro-partitions in the table.

[0122] Example 33 is non-transitory computer readable storage media storing instructions
that, when executed by one or more processors, cause the one or more processors to: determine
a change to be executed on a micro-partition of a table of a database; execute the change on the
table by generating a new micro-partition that embodies the change; update a table history that
comprises a log of changes made to the table, wherein each change in the log of changes
comprises a timestamp, and wherein updating the table history comprises inserting the change
into the log of changes; and determine a delta for the table between a first tumestamp and a
second timestamp based on the table history.

[0123] Example 34 is non-transitory computer readable storage media as in claim 33,
wherein the change comprises deleting a row in a first micro-partition and wherein the
istructions cause the one or more processors to execute the change by generating a second

micro-partition not including the row and deleting the first micro-partition.
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[0124] Hxample 35 is non-transitory computer readable storage media as in any of
Examples 33-34, wherein the change comprises adding a row to a first micro-partition and
wherein the instructions cause the one or more processors to execute the change by generating
a second micro-partition comprising the row and deleting the first micro-partition.

[0125] Bxample 36 is non-transitory computer readable storage media as in any of
Examples 33-35, wherein the change comprises updating a row in a first micro-partition and
wherein the instructions cause the one or more processors to execute the change by generating
a second roicro-partition comprising the update and deleting the first micro-partition.

[0126] Example 37 is non-transitory computer readable storage media as in any of
Examples 33-36, wherein the instructions further cause the one or more processors to execute
the change on the table by deleting the micro-partition.

(01271 Hxample 38 is non-transitory computer readable storage media as in any of
Examples 33-37, wherein the change is applied to a plurality of micro-partitions of the table
such that the instructions cause the one or more processors to execute the change on the table
by generating a plurality of new micro-partitions and deleting the plurality of micro-partitions.
[0128&] Bxample 39 is non-transitory computer readable storage media as in any of
Examples 33-38, wherein the change comprises one or more of a delete, an insert, a merge, or
an update to one or more rows of the table.

[0129] Example 40 13 non-transitory computer readable storage media as in any of
Examples 33-39, wherein the delta for the table comprises an indication of rows and micro-
partitions of the table that have changed between the first timestamp and the second timestamp,
wherein the first timestamp and the second timestamp comprise any times 11 the table history.
[0130] Hxample 41 is non-transitory computer readable storage media as in any of
Examples 33-40, wherein the instructions further cause the one or more processors to generate

a row identification for each row of a plurality of rows of the table, wherein the row
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identification is stored in the table history in association with an applicable timestamp in the
log of changes made to the table.

[0131] Example 42 is non-transitory computer readable storage media as in any of
Examples 33-41, wherein the instractions cause the one or more processors to generate the row
identification by: for an unmodified row, deriving a row identification based on how data in
the unmoditied row is stored; or for a modified row that is modified by executing the change
on the table, generating a row identification for the modified row in the new micro-partition
that embodies the change.

[0132] Example 43 is non-transitory computer readable storage media as in any of
Examples 33-42, wherein the instructions cause the one or more processors to determine the
delta for the table by comparing a first set of data associated with the first timestarmp and a
second set of data associated with the second timestamp, wherein the comparing comprises
deriving tuple granularity changes between the first set of data and the second set of data.
[0133] Example 44 is non-transitory computer readable storage media as in any of
Examples 33-43, wherein the table history comprises a change tracking coluron stored in the
table and wherein the micro-partition is an ummutable storage device,

[0134] Example 45 is non-transitory computer readable storage media as in any of
Examples 33-44, wherein the instructions cause the one or more processors to generate the new
micro-pariition that embodies the change by copying unmodified rows from the micro-
partition along with change history information stored in association with the unmodified rows;
generating new modified rows based on the change; and generating a row identification for
gach of the new modified rows.

[0135] Hxample 46 is non-transitory computer readable storage media as in any of
Examples 33-45, wherein the first timestamp is associated with a first set of micro-partitions

and the second timestamp is associated with a second set of micro-partitions, and wherein the
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instructions cause the one or more processors to determine the delta for the table between the
first timestamp and the second timestamp by comparing a first set of rules for the first set of
micro-partitions and a second set of rules for the second set of micro-partitions; deriving
applicable change tracking information from the table history for each of the first timestamp
and the second timestamp; and determining one or more rows that have been added, deleted,
or updated between the first set of micro-partitions and the second set of micro-partitions.
[01306] Example 47 is non-transitory computer readable storage media as in any of
Examples 33-46, the log of changes in the table hustory comprises: a listing of one or more
transactions that initiated a modification to the table, wherein the modification comprises one
or more of: an added row, a deleted row, or an updated row; and a timestamp for each
transaction in the listing of one or more transactions.

[0137] Hxample 48 is non-transitory computer readable storage media as in any of
Examples 33-37, wherein the log of changes in the table history comprises a lineage for each
of a plurality of rows in the table, wherein the lineage comprises a log of modifications with a
tirestamp associated with each modification, and wherein the lineage enables tracking each of
the plurality of rows across a plurality of micro-partitions in the table.

[0138] Example 49 is an apparatus including means to perform a method as in any of
Examples 1-17.

[0139] Example 50 is a machine-~-readable storage including machine-readable instructions
that, when executed, implement a method or realize an apparatus of any of Examples 1-17.
[0140] The flow diagrams and block diagrams herein illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and computer
program products according to various embodiments of the present disclosure. In this regard,
each block in the flow diagrams or block diagrams may represent a module, segment, or portion

of code, which comprises one or more executable instructions for implementing the specified
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fogical function{s}. It will also be noted that each block of the block diagrams and/or flow
diagrams, and combinations of blocks in the block diagrams and/or flow diagrams, may be
implemented by special purpose hardware-based systems that perform the specified functions
or acts, or combinations of special purpose hardware and computer instructions. These
computer program instructions may also be stored in a computer-readable medium that can
direct a computer or other programmable data processing apparatus to function in a particular
manner, such that the instructions stored in the computer-readable medium produce an article
of manufacture including instruction means which implement the function/act specified in the
flow diagram and/or block diagram block or blocks.

[0141] The systems and methods described herein provide a flexible and scalable data
warehouse using new data processing platforms, methods, systems, and algonthms. In some
embodiments, the described systems and methods leverage a cloud infrastructure that supports
cloud-based storage resources, computing resources, and the like. Example cloud-based
storage resources offer significant storage capacity available on-demand at a low cost. Further,
these cloud-based storage resources may be fault-tolerant and highly scalable, which can be
costly to achieve in private data storage systems. Example cloud-based computing resources
are available on-demand and may be priced based on actual usage levels of the resources.
Typically, the cloud infrastructure 1s dynamically deploved, reconfigured, and
decommissioned in a rapid manner.

[0142] In the described systems and methods, a data storage system utilizes an SQL
(Structured Query Language)-based relational database. However, these systems and methods
are applicable to any type of database using any data storage architecture and using any
janguage to store and retrieve data within the database. The systems and methods described

herein may also provide a multi-tenant system that supports isolation of computing resources
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and data between different customers/clients and between different users within the same
customer/client.

101431 Various technigues, or certain aspects or portions thereot, may take the form of
program code {(1.e., instructions) embodied in tangible media, such as floppy diskettes, CD-
ROMs, hard drives, a non-transitory computer readable storage medium, or any other machine
readable storage medium wherein, when the program code is loaded into and executed by a
machine, such as a computer, the machine becomes an apparatus for practicing the various
techniques. In the case of program code execution on programmable computers, the computing
device may include a processor, a storage medium readable by the processor (including volatile
and non-volatile memory and/or storage elements), at least one input device, and at least one
output device. The volatile and non-volatile memory and/or storage elements may be a RAM,
an EPROM, a flash drive, an optical drive, a magnetic hard drive, or another medium for storing
electronic data. One or more programs that may implement or utilize the various techniques
described herein may use an application programming interface (AP, reusable controls, and
the like. Such programs may be implemented in a high-level procedural or an object-onented
programming language to communicate with a computer system. However, the program{s) may
be implemented in assembly or machine language, it desired. In any case, the language may be
a compiled or interpreted language, and combined with hardware implementations.

[0144] It should be understood that many of the functional units described in this
specification may be implemented as one or more components, which is a term used to more
particularly emphasize their implementation independence. For example, a component may be
implemented as a hardware circuit comprising custom very large-scale integration (VLS
circuils or gate arrays, off-the-shelf semiconductors such as logic chips, transistors, or other

discrete components. A component may also be implemented in programmable hardware
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devices such as field programmable gate arrays, programmable array logic, programmable
logic devices, or the like.

101457 Components may also be implemented in software for execution by various types
of processors. An identified component of executable code may, for instance, comprise one or
more physical or logical blocks of computer instructions, which may, for instance, be organized
as an object, a procedure, or a function. Nevertheless, the executables of an identified
component need not be physically located together but may comprise disparate instructions
stored in different locations that, when joined logically together, comprise the component and
achieve the stated purpose for the component.

[0146] Indeed, a component of executable code may be a single instruction, or many
instructions, and may even be distributed over several different code segments, among different
programs, and across several memory devices. Similarly, operational data may be identified
and illustrated herein within components and may be embeodied in any suitable form and
organized within any suitable type of data structure. The operational data may be collected as
a single data set or may be distributed over different locations including over different storage
devices, and may exist, at least partially, merely as electronic signals on a system or network.

The components may be passive or active, including agents operable to perform desired

)
functions.

{01471 Reference throughout this specification to “an example” means that a particular
feature, structure, or characteristic described 1n connection with the example is included in at
least one embodiment of the present disclosure. Thus, appearances of the phrase “in an
example” in various places throughout this specification are not necessarily all referring to the
same embodiment.

[0148] As used herein, a plurality of items, structural elements, compositional elements,

and/or materials may be presented in a common list for convenience. However, these lists
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should be construed as though each member of the list ts individually identified as a separate
and unique member. Thus, no individual member of such list should be construed as a de facto
equivalent of any other member of the same list solely based on its presentation in a common
group without indications to the contrary. In addition, various embodiments and examples of
the present disclosure may be referred to herein along with alternatives for the various
components thereof. It is understood that such embodiments, examples, and alternatives are
not to be construed as de facto equivalents of one another but are to be considered as separate
and avtonomous representations of the present disclosure.

[0149] Although the foregoing has been described in some detail for purposes of clarity, it
will be apparent that certain changes and modifications may be made without departing from
the principles thereof. It should be noted that there are many alternative ways of implementing
both the processes and apparatuses described herein. Accordingly, the present embodiments
are to be considered illustrative and not restrictive.

[0150] Those having skill in the art will appreciate that many changes may be made to the
details of the above-described embodiments without departing from the underlying principles
of the disclosure. The scope of the present disclosure should, theretore, be determined only by

the following claims.
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CLAIMS
What is claimed is:
i, A method for tracking changes to database data, the method comprising:
determining a change to be executed on a micro-partition of a table of a database;
executing the change by generating a new micro-partition that embodies the change;
and
updating a table history that comprises a log of changes made to the table, each
change in the log of changes comprising a timestamp, the updating of the table history

comprising inserting the change into the log of changes.

2. The method of claim 1, further comprising receiving a request for a delta for
the table between a first timestamp and a second timestarup, and responsively determining the

delta by querying the table history.

3. The method of either claim 1 or claim 2, wherein executing the change further

comprises removing the micro-partition from the database.

4, The method of either claim 1 or claim 2, wherein the change 15 applied to a
plurality of micro-pastitions of the table such that executing the change comprises generating
a plurality of new micro-partitions and removing the phurality of micro-partitions from the

database.

5. The method of either claim 1 or claim 2, wherein the change comprises one or

more of a delete, an insert, a merge, and an update to one or more rows of the table.
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6. The method of claim 2, wherein the delta comprises an indication of at least
one of: one or more rows and one or more micro-partitions of the table that changed between

the first timestamp and the second timestamp.

7. The method of either claim 1 or claim 2, further comprising generating a row
identification for each row of a plurality of rows of the table, wherein the row identification is
stored in the table history in association with an applicable timestamp in the log of changes

made to the table.

8. The method of claim 7, wherein generating the row identification for each row
of the plurality of rows of the table comprises:

for any unmodified row of the plurality of rows of the table, deriving the row
identification for the unrnoditied row based on a micro-partition and a row position in which
row data in the unmodified row is stored; and

for any modified row of the plurality of rows of the table that is modified by
executing the change, generating the row identification for the modified row in the new

micro-partition that embodies the change.

9. The method of claim 2, wherein determining the delta comprises comparing a
first set of data associated with the first timestamp and a second set of data associated with
the second timestamp, wherein the comparing comprises deriving tuple granularity changes

between the first set of data and the second set of data.

10. The method of either claim 1 or claim 2, wherein the table history comprises
one or more change tracking columns stored in a micro-partition, and wherein the one or
more change tracking columns comprise data indicating one or more of: an original micro-

42



WO 2020/097032 PCT/US2019/059798

partition identification for a value, an original row identification for a value, a change action

that occurred on a row, and an indication of whether a value was updated.

11 The method of either claim 1 or claim 2, wherein generating the new micro-
partition that embodies the change comprises:

copying one or more unmodified rows from the micro-partition along with change
history information stored in association with the one or more unmodified rows;

generating one or more new modified rows based on the change; and

generating a row identification for each of the one or more new modified rows.

12. The method of claim 2, wherein the first timestamp is associated with a first
set of micro-partitions and the second timestamp is associated with a second set of micro-
partitions, and wherein determining the delta comprises:

comparing a first set of rules for the first set of micro-partitions and a second set of
rules for the second set of micro-partitions;

deriving applicable change tracking information from the table history for each of the
first timestarup and the second timestamyp; and

determining one or more rows that have been one or more of added, deleted, and

updated between the first set of micro-partitions and the second set of micro-partitions.

13, The method of either claim 1 or claim 2, wherein the log of changes in the
table history comprises:

a listing of one or more transactions that inttiated a modification to the table, wherein
each such modification comprises: an added row, a deleted row, or an updated row, and

a timestamp for each transaction in the listing of one or more transactions.
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14, The method of either claim 1 or claim 2, wherein the log of changes in the
table history comprises a lineage for each of a plurality of rows in the table, wherein the
lineage comprises a log of modifications with a timestamp associated with each modification,
and wherein the lineage enables tracking each of the plurality of rows across a plurality of

micro-partitions in the table.

15 A system for tracking changes to database data, the system comprising
one of more processors; and
data storage containing instructions executable by the one or more processors 1o
perform operations comprising;
determining a change to be executed on a micro-partition of a table of
a database;
executing the change by generating a new micro-partttion that
embodies the change; and
updating a table history that comprises a log of changes made to the
table, each change in the log of changes comprising a timestamp, the updating

of the table history comprising inserting the change into the log of changes.
16. The system of claim 15, the operations further comprising receiving a request
for a delta for the table between a first timestamp and a second timestamp, and responsively

determining the delta by querying the table history.

17. The system of either claim 15 or claim 16, wherein the change comprises one

or more of a delete, an insert, a merge, and an update to one or more rows of the table.
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18  The system of claim 16, wherein the delta comprises an indication of at least
one of: one or more rows and one or more micro-partitions of the table that changed between

the first timestamp and the second timestamp.

19. The systern of either claim 15 or claim 16, the operations further coraprising
generating a row identification for each row of a plurality of rows of the table, wherein the
row identification is stored in the table history in association with an applicable timestamp in
the log of changes made to the table, and wherein generating the row identification for each
row of the plurality of rows of the table comprises:

for any unmedified row of the plurality of rows of the table, deriving the row
identification for the unmodified row based on where the data in the unmoditied row 1s
stored; and

for any modified row of the plurality of rows of the table that is modified by
executing the change, generating the row identification for the modified row in the new

micro-partition that embodies the change.

20. The system of claim 16, wherein determining the delta comprises comparing a
first set of data associated with the first timestamp and a second set of data associated with
the second timestamp, wherein the comparing comprises deriving tuple granularity changes

between the first set of data and the second set of data.

21 The system of either claim 15 or claim 16, wherein the table history comprises
one or more change tracking columns stored in a micro-partition, and wherein the one or
more change tracking columns comprise data indicating one or more of: an original micro-
partition identification for a value, an original row identification for a value, a change action
that occurred on a row, and an indication of whether a value was updated.
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22. The system of either clatm 15 or claim 16, wherein generating the new micro-
partition that embodies the change comprises:

copying one or more unmodified rows from the micro-partition along with change
history information stored in association with the one or more unmodified rows;

generating one or more new modified rows based on the change; and

generating a row identification for each of the one or more new modified rows.

23, The system of claim 16, wherein the first imestamp 15 associated with a first
set of micro-partitions and the second timestamp 1s assoctated with a second set of micro-
partitions, and wherein determining the delta comprises:

comparing a first set of rules for the first set of micro-partitions and a second set of
rules for the second set of micro-partitions;

deriving applicable change tracking information from the table history for each of the
first timestamp and the second timestamp; and

determining one or more rows that have been one or more of added, deleted, and

updated between the first set of micro-partitions and the second set of micro-partitions,

24. The system of either claim 15 or claim 16, wherein the log of changes in the
table history comprises:

a listing of one or more transactions that initiated a modification to the table, wherein
each such modification comprises: an added row, a deleted row, or an updated row; and

a timestamp for each transaction in the listing of one or more transactions.

25. The systern of either claim 15 or claim 16, wherein the log of changes in the
table history comprises a ineage for each of a plurality of rows in the table, wherein the
lineage comprises a log of modifications with a timestamp associated with each modification,
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and wherein the lineage enables tracking each of the plurality of rows across a plurality of

micro-partitions in the table.

26. Computer readable storage media containing instructions executable by a
processor for causing the processor to perform operations comprising:

determining a change to be executed on a micro-partition of a table of a database,

executing the change by generating a new micro-partition that embodies the change;
and

updating a table history that comprises a log of changes made to the table, each
change in the log of changes comprising a timestamp, the updating of the table history

comprising inserting the change into the log of changes.

27.  The computer readable storage roedia of claim 26, the operations further
comprising receiving a request for a delta for the table between a first timestamp and a

second timestamp, and responsively determining the delta by querying the table history.

28. The computer readable storage media of either claim 26 or claim 27, wherein
the change comprises one or more of a delete, an insert, a merge, and an update to one or

more rows of the table.

29, The computer readable storage media of claim 27, wherein the delta comprises
an indication of at least one of: one or more rows and one or more micro-partitions of the

table that changed between the first timestamp and the second timestamp.

30.  The computer readable storage media of either claim 26 or claim 27, the

operations further comprising generating a row identification for each row of a plurality of
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rows of the table, wherein the row identification is stored in the table history in association
with an applicable timestamp in the log of changes made to the table, and wherein generating
the row identification for each row of the plurality of rows of the table comprises:
for any unmodified row of the plurality of rows of the table, deriving the row
identification for the unmodified row based on how data in the unmodified row is stored; and
tor any modified row of the plurality of rows of the table that is modified by
executing the change, generating the row identification for the modified row in the new

micro-pariition that embodies the change.

31 The computer readable storage media of claim 27, wherein determining the
delta comprises comparing a first set of data associated with the first timestamp and a second
set of data associated with the second timnestamp, wherein the comparing comprises deriving

tuple gramalarity changes between the first set of data and the second set of data.

32. The computer readable storage media of either claim 26 or claim 27, wherein
the table history comprises one or more change tracking columns stored in a micro-partition,
and wherein the one or more change tracking columns comprise data indicating one or more
of: an original micro-partition identification for a value, an original row identification for a
value, a change action that occurred on a row, and an indication of whether a value was

updated.

33, The computer readable storage media of either claim 26 or claim 27, wherein
generating the new micro-partition that embodies the change comprises:

copying one or more unmodified rows from the micro-partition along with change
history information stored in association with the one or more unmodified rows;

generating one or more new modified rows based on the change; and
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generating a row identification for each of the one or more new modified rows.

~

34. The computer readable storage media of claim 27, wherein the first timestamp
is associated with a first set of micro-partitions and the second timestamp is associated with a
second set of roicro-partitions, and wherein determining the delta comprises:

comparing a first set of rules for the first set of micro-partitions and a second set of
rules for the second set of micro-partitions;

deriving applicable change tracking information from the table history for each of the
first timestamp and the second timestamp; and

determining one or more rows that have been one or more of added, deleted, and

updated between the first set of micro-partitions and the second set of micro-partitions,

42
(9]

The computer readable storage media of either claim 26 or claim 27, wherein
the log of changes in the table history comprises:

a listing of one or more transactions that initiated a modification to the table, wherein
each such modification comprises: an added row, a deleted row, or an updated row, and

a timestamp for each transaction in the listing of one or more transactions.

36, The computer readable storage media of either claim 26 or claim 27, wherein
the log of changes in the table history comprises a lineage for each of a plurality of rows in
the table, wherein the lineage comprises a log of modifications with a timestamp associated
with each modification, and wherein the lineage enables tracking each of the plurality of rows

across a plurality of micro~-pastitions in the table.
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MICRO-PARTITION 2 DELETING ROWS FROM TABLE 520
COLUMN 1 COLUMN 2 METADATANAME |  METADATA ROW
1 VALUE1 NULL (MP2) NULL (1)
2 VALUE? NULL (MP2) NULL (2)
3 VALUE3 NULL (MP2) NULL (3)
4 VALUE4 NULL (MP2) NULL (4)
SSp— DELETING ROWS 2 AND 3
COLUMN 1 COLUMN 2 METADATANAME |  METADATA ROW
1 VALUE1 MP2 ‘§
4 VALUE4 MP2 4
DELTA DELTA INFORMATION AFTER DELETE y 2
COLUMN 1 COLUMN 2 METADATAACTION |METADATA IS UPDATE
2 VALUE? DELETE FALSE
3 VALUE3 DELETE FALSE

FIG. 2
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MICRO-PARTITION'S INSERTING ROWS INTO TABLE p 30
COLUMN { COLUMN 2 METADATANAME | METADATAROW
21 VALUE21 NULL (MP3) NULL (1)
2 VALUE22 NULL (MP3) NULL (2
2 VALUEZ3 NULL (MP3) NULL (3
PSR INSERTING ROWS 17 AND 18
COLUMN 1 COLUMN 2 METADATANAME | METADATA ROW
21 VALUE21 WP 1
2 VALUE22 P 2
2 VALUEZ3 WP 3
17 VALUE17 NULL NULL
18 VALUE18 NULL NULL
DELTA DELTA NFORUATION AFTER 310
COLUMN { COLUMN2 | METADATAACTION |METADATAIS UPDATE
17 VALUE7 INSERT FALSE
18 VALUE18 INSERT FALSE

FIG. 3
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MICRO-PARTITION 78 UPDATING ROWS IN TABLE 40
COLUMN 1 COLUMN 2 METADATANAME | METADATAROW
1 VALUE1 NULL (MP78) NULL (1)
2 VALUEZ NULL (MP78) NULL (2)
3 VALUE3 NULL (MP78) NULL (3)
4 VALUE4 NULL (MP78) NULL (4)
UPDATING ROWS 1 AND 4
MICRO-PARTITION 91 TONEWVALUES
COLUMN 1 COLUMN 2 METADATANAME | METADATA ROW
1 VALUE11 MP78 @
2 VALUE? MPT8 2
3 VALUE3 MPT8 3
4 VALUE44 MP78 4
DELTA QELTA;NFO%@Q%S& $§§E§ UPDATING 410
COLUMN 1 COLUMN 2 METADATAACTION |METADATA IS UPDATE
1 VALUE1 DELETE TRUE
4 VALUE4 DELETE TRUE
1 VALUE11 INSERT TRUE
4 VALUE44 INSERT TRUE

FIG.

4
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