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ABSTRACT

Systems and methods for the processing of payments to retail
establishments using mobile computing devices. A user of a
mobile computer device takes a digital image of a specific bar
code at a retail establishment. A token is then derived from
the bar code and the token is transmitted by the device to a
server with whom the device and its user are registered with.
The retail establishment packages the details regarding the
proposed purchase by the user along with a token derived from
the same bar code. The retail establishment then sends the
package to the same server. The server then checks the two
tokens received and, if they match, then the server effects
payment from one of the user's payment options to the retail
establishment. Both the user and the retail establishment are

then notified of the payment.
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PAYMENT SYSTEMS AND METHODS USING MOBILE COMPUTING DEVICES

TECHNICAL FIELD

[0001]

The present invention relates to payment methods. More

specifically, the present invention relates to payment

methods for use with mobile computing devices involving

minimal user interaction.

BACKGROUND OF THE INVENTION

[0002]

[0003]

[0004]

The explosion in the

use and ubiquity of mobile

computing devices has led to the development of a

multitude of uses for these devices. Users can now not

only go online, buy books, check a plot of the stars,

and even order food using their mobile devices.

However, there still
for paying for goods

device.

Such a method should
their mobile devices

retail establishment

has not been an easy to use method

and services using the mobile

allow users to simply scan/activate
at a point of sale terminal at a

to effect payment for goods or

services purchased at that retail establishment.

Currently, some retailers allow mobile users to pay for

their purchases by having an application on the mobile

computing device that displays a specific bar code on

the mobile computing

devices screen. The bar code is

then scanned at the point of sale terminal and the

amount for the purchase is taken from mobile computing

device user's account with the retailer. This system,
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SUMMARY

[0005]

[0006]

however, is specific to retailers -- there is currently
no method by which a user can pay any retailer the

amount for goods or services purchased.

OF INVENTION

The present invention provides systems and methods for
the processing of payments to retail establishments
using mobile computing devices. A user of a mobile
computer device takes a digital image of a specific bar
code at a retail establishment. A token is then derived
from the bar code and the token is transmitted by the
device to a server with whom the device and its user are
registered with. The retail establishment packages the
details regarding the proposed purchase by the user
along with a token derived from the same bar code. The
retail establishment then sends the package to the same
server. The server then checks the two tokens received
and, if they match, then the server effects payment from
one of the user's payment options to the retail
establishment. Both the user and the retail

establishment are then notified of the payment.

In a first aspect, the present invention provides a
method for processing payments for a retail

establishment, the method comprising:

a) receiving at a server a first token from an
identified user, said user being identified by said

server;
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[0007]

b) receiving at said server a second token from said
retail establishment, said second token being received
from said retail establishment and being sent to said
server with details regarding a retail transaction at

sald retail establishment;

c) determining if said first token and said second

token match each other;

d) in the event said first token and said second token
match each other, matching said details with said

identified user in said server;

e) paying said retail establishment for said retail

transaction on behalf of said identified user.

In a second aspect, the present invention provides a
method for paying for a retail transaction at a retail
establishment for a user of a mobile computing device,

the method comprising:

a) obtaining a token at said retail establishment by

way of said mobile device;

b) transmitting said token to a server using said
mobile device, said mobile device being registered and
identified with said server and said mobile device being
associated with at least one payment method with said

server,

c) receiving from said server a confirmation that a

payment for a retail transaction has been made;

wherein
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[0007a]

[0007b]

said confirmation from said server indicates that said
server has received details regarding said retail

transaction conducted at said retail establishment.

A third aspect, this document discloses a method for
processing payments for a retail establishment, the
method comprising: a) receiving at a server a first token
from an identified user, said user being identified by
said server; b) receiving at said server a second token
from said retail establishment, said second token being
received from said retail establishment and being sent to
said server with details regarding a retail transaction
at said retail establishment; c¢) determining if said
first token and said second token match each other; d) in
the event said first token and said second token match
each other, matching said details with said identified
user in said server; e) paying said retail establishment
for said retail transaction on behalf of said identified
user; wherein, while steps a) to e) are being executed,
only said identified user is allowed to use said first

token with said second token.

In a fourth aspect, this document discloses a computer
readable media having encoded thereon computer readable
instructions which, when executed, implements a method
for processing payments for a retail establishment, the
method comprising: a)receiving, by a processor at a
server, a first token from an identified user, said user
being identified by said server, said first token being
generated based on information encoded in a specific bar

code at said retail establishment and said first token

Date Regue/Date Received 2021-03-30
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[0008] Dbeing generated by a mobile computing device operated by
said identified user; b)receiving, by said processor at
said server, a second token from said retail
establishment, said second token being received from said
retail establishment and being sent to said server with
details regarding a retail transaction at said retail
establishment, said second token being generated based on
information encoded in said specific bar code and said
second token being generated by a point-of-sale terminal
at said retail establishment; c¢)determining, by said
processor, 1if said first token and said second token
match each other; d)in the event said first token and
said second token match each other, matching said details
regarding said retail transaction with said identified
user in said server; e)causing, by said processor, for a
payment to be made to said retail establishment for said
retail transaction on behalf of said identified user;
wherein, while steps a) to e) are being executed, only
sald identified user is allowed to use said first token

with said second token.

[0008a] In another aspect, this document discloses a method for
processing payments for a retail establishment, the

method comprising:

a) receiving, by a processor at a server, a first
token from an identified user, said user being
identified by said server, said first token being
generated based on information encoded in a specific bar
code at said retail establishment and said first token
being generated by a mobile computing device operated by

said identified user;

Date Regue/Date Received 2021-03-30
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[0008Db]

b) receiving, by said processor at said server, a
second token from said retail establishment, said second
token being received from said retail establishment and
being sent to said server with details regarding a
retail transaction at said retail establishment, said
second token being generated based on information
encoded in said specific bar code and said second token
being generated by a point-of-sale terminal at said

retail establishment;

c) determining, by said processor, if said first

token and said second token match each other;

d) in the event said first token and said second
token match each other, matching, by said processor,
said details regarding said retail transaction with said

identified user in said server;

e) causing, by said processor, for a payment to be
made to said retail establishment for said retail

transaction on behalf of said identified user;

wherein, 1in the event said first token and said second
token match each other, said first token and said second
token are locked until said retail transaction is
completed, and wherein, when said first token and said
second token are locked, said first token and said second

token are unusable by other users.

In another aspect, this document discloses non-—
transitory computer-readable media having encoded thereon
computer—-readable instructions that, when executed,
implement a method for processing payments for a retail

establishment, the method comprising:

— 5b_

Date Regue/Date Received 2021-03-30
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a) receiving, by a processor at a server, a first token
from an identified user, said user being identified by
said server, said first token being generated based on
information encoded in a specific bar code at said retail
establishment and said first token being generated by a

mobile computing device operated by said identified user;

b) receiving, by said processor at said server, a second
token from said retail establishment, said second token
being received from said retail establishment and being
sent to said server with details regarding a retail
transaction at said retail establishment, said second
token being generated based on information encoded in
said specific bar code and said second token being
generated by a point-of-sale terminal at said retail

establishment;

c)determining, by said processor, i1if said first token

and said second token match each other;

d)in the event said first token and said second token
match each other, matching said details regarding said
retail transaction with said identified user in said

server;

e) causing, by said processor, for a payment to be made
to said retail establishment for said retail transaction

on behalf of said identified user;

wherein, 1in the event said first token and said second
token match each other, said first token and said second
token are locked until said retail transaction is

completed, and wherein, when said first token and said

Date Regue/Date Received 2021-03-30
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second token are locked, said first token and said second

token are unusable by other users.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]

The embodiments of the present invention will now be
described by reference to the following figures, in
which identical reference numerals in different figures

indicate identical elements and in which:

FIGURE 1 is a block diagram of a system according to one

aspect of the invention; and

FIGURE 2 is a flowchart illustrating the steps in a

method according to another aspect of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0009]

Referring to Figure 1, a system according to one
embodiment of the invention is illustrated. As can be
seen, the system 10 has a server 20. User 30 is
identified and registered with the server 10 as well as
the mobile device 40 that user 30 uses. Also
registered and identified with the server 20 is the
point of sale (POS) terminal 50 at a retail
establishment. The POS terminal 50 and the retail
establishment are identified and registered with the

server 20 so that server 20 can associate data coming

Date Regue/Date Received 2021-03-30
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[0010]

[0011]

from POS terminal 50 as coming from the specific retail

establishment.

If user 30 is at the retail establishment and wishes to
purchase goods or services from the establishment, the
sale is rung in at the POS terminal 50. The details of
the transaction (goods/services sold, guantity, etc.,
etc.) are packaged by the POS terminal 50 along with a
first token 70 (identified as Token A in Fig. 1) to the
server 20, To pay for the transaction, user 30 takes a
digital image of a 2D barcode 60 (other types of
barcodes may be used as well as cother types of
information containing indicia which may be deployed
near a P0OS). The digital image is then processed by
software on the mobile device 40 to derive a second
token 80 (listed as Token B in Fig., 1). The second
token, along with an identification of the sending
mobile device 40, is sent by the mobile device 40 to the

server 20.

Once the server 20 receives both first 70 and second 60
tokens, the server 20 then determines if the tokens
match one another. If there is a match, then the server
20 can pay for the transaction using whatever payment
options 90 user 30 has registered with the server 20.

As an example, the server 20 may charge the amount for
the transaction (taken from the details of the
transaction received from the POS terminal 50) to a
credit card, a bank account, or any other financial
instrument or institution which user 30 has registered

with the server 20. Once the payment has gone through
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[0012]

[0013]

[(0014]

(e.g. the funds have been transferred to the retail
establishment's bank account or a charge to the credit
card has been approved automatically), the server 20 can
then send messages to either or both of the POS terminal

and the user 30 by way of the mobile device 40.

In one variant of the invention, before the server 20
effects payment for the transaction, the details of the
transaction are sent to the mobile device by the server
20 for confirmation by the user 30. Once the user 30
checks the details, he/she can confirm to the server 20

that payment can be made for the transaction.

Alternatively, the user 30 may confiqure his/her account
with the server 20 so that confirmation is not required
—— any authenticated transactions (i.e. transactions
where the tokens from the mobile device and the retail
establishment match one another) are automatically
approved and payment to the retail establishment is

automatically done by the server 20.

In another variant of the invention, instead of having
the payment information (e.g. credit card number, bank
account details, etc.) stored on the server, these
details could be stored on the mobile computing device.
These details could be sent to the server along with the
token from the bar code. Once the server authenticates
the token from the user, the server can then make the
payment to the retailer using the payment information it

has received from the mobile computing device.
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[0015]

[0016]

[0017]

It should be noted that communications between the
server 20 and the mobile device 40 may be over a
wireless network and over the Internet. Communications
between the POS terminal 50 and the server 20 may also
be over the Internet or any other suitable network

connecting the two.

Regarding the tokens used in the invention, the tokens
can be derived from the information encoded in the bar
code or the token can be the information encoded in the
bar code. It should be noted that the bar code can be
fixed or it can be unique. For the fixed bar code
concept, the bar code can be displayed at a point-of-
sale terminal, printed on a physical printout for the
user to scan, or printed on a table or specific location
at the retail establishment. Once the user has scanned
the fixed bar code, the token derived from the bar code
(either derived from the information encoded in the bar
code or the encoded information itself) can be used to
match/associate the transaction with the user/account so
the bill can be paid. As noted, the fixed bar code
cannot be used by another while a user is completing
his/her transaction. For the unique bar code concept,
the point of sale terminal generates a unique bar code
that is unique to the specific transaction. This unique
bar code can be displayed on a screen facing the user
and next to the POS terminal or it can be physically

printed for the user to scan.

In one embodiment of the invention, when user 30 is

about to pay for his/her purchase, the user 30 simply
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[0018]

[0019]

[0020]

takes a digital image of a barcode at the POS terminal.
Token A is then derived from the barcode and the token A
is sent from the mobile device to the server 20. The
POS terminal then sends the details of the transaction
to be paid for to the server 20 along with Token B. If
the server determines that Tokens A and B are a match,

then payment can be effected.

In the above embodiment of the invention, the bar code
from the POS terminal does not vary. When the token
from the POS terminal is being used by the server 20, no
other user can pay for their purchase from the same POS
terminal. The token and the specific POS terminal are
therefore "locked" until the transaction is completed.
Using the same concept, the bar code used by the user at
that POS terminal is also "locked" until the transaction
is completed. Thus, no other user can use that specific

bar code until the transaction is completed.

Of course, in the embodiment noted above, each POS
terminal in the retail establishment is provided with a
different bar code so that multiple users can pay for

purchases in parallel.

In another embodiment of the invention, the bar code at
the POS terminal can be digitized by the user (using the
mobile device, of course) from a small LCD (liquid
crystal display) panel or some other customer facing
display panel. The bar code to be digitized can be one
of a number of different bar codes. The bar codes are
rotated among the different POS terminals so that no two

POS terminals are using the same bar code (for user
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[0021]

transactions) at the same time. Each retail location
can therefore have multiple bar codes (and hence
different tokens) for its use. These are rotated in
sequence or randomly and each token associated with each
bar code is rotated/randomized along with their

associated bar code.

Another variant of the invention also uses multiple bar
codes and multiple tokens for each retail location and
is most applicable to restaurants. In this variant,
each table at the retail location (e.g. a restaurant) is
assigned a non-changing (i.e. fixed) bar code. A user
at a specific table takes a digitized image of the bar
code for that table and all charges to that takle are
then associated with the token for the bar code for that
table. Once the user is ready to pay for the charges,
all the detail for the charges to the table are packaged
by the retail establishment and sent, along with the
token for the bar code for the table, to the server.

The user, having already taken a digital image of the
bar code for the table, then automatically has the
mobile device to derive the token from the bar code and
send the token to the server along with the mobile
device's identity. The server then matches the tokens
received from the mobile device and the retail
establishment. Once these are matched, the server can
then effect payment for the charges for the table
occupied by the user. The user therefore does not even
have to have a bill or to go to a POS terminal as the
server merely has to ask for the user's approval to make

the payment. Of course, if configured as such, the

- 10 -
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[0022]

server does not necessarily even need to request for

such a confirmation from the user.

A variant of the invention allows the user to remain
anonymous to the retail establishment while still being
identified to the server. In this variant, each retail
establishment is allocated a series of changing sets of
identifiers, these identifiers possibly being unigque to
the retail establishment. In one example, retail
establishment A would have the set of colors Blue,
Yellow, Green, Purple, Black, and White. Along with this
set could be a set of animals Dog, Cat, Goldfish,
Ferret, and Hamster. Between the two sets, there are 30
possible combinations (e.g. Purple Dog, Blue Goldfish,
etc.) among the sets. The user can, when he arrives at
the retail establishment, select a pairing from the
available sets of identifiers. As an example, the user
can select the color Blue and the animal Hamster as long
as these identifiers are still available at the retail
establishment. The user can then enter Blue Hamster as
his identifier for that retail establishment for that
transaction. The retail establishment will then use the
token associated with the identifier Blue Hamster for
the user's purchases for that transaction. As with the
bar code concept, the token to be used by the user would
be derived from the identifier he has selected. Of
course, once the user has selected a specific
identifier, that identifier is no longer available to
other users at that particular retail establishment (or,
if it is a retail chain, the identifier is no longer

available to other users at that particular location).

- 11 -
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[0023]

[0024]

[0025]

[0026]

Once the identifier has been selected, the user need not
identify himself to the retail estabklishment. The
server, after receiving the user's transmission with his
identifier, can métch the token from the retailer (and
the transaction details) with the token from the user's
mobile device. Using this system, the user is never
identified by the retail establishment as the user's
identity and payment information is conly known to the
server. Once payment has been effected, the retailer
merely knows that whoever had the identifier Blue

Hamster has paid his bill.

The above variant can, of course be used with varying
numbers of identifier sets from which the user may

choose his identifier. As well, the number and type of
identifiers in an identifier set may vary depending on

the implementation and preferences.

To determine which retail establishment the user is in,
the user can either positively identify the retailer by
logging in to the server and noting the retailer and the
retailer’s location. If the retailer is registered with
the server and can access the payment features of the
server, then the retailer or its POS terminal can send
the relevant token when the user wants to pay for his

purchases.

Alternatively, the user's mobile device, if equipped
with GPS functionality, can use that functionality to
determine the retail establishment where the mobile

device is currently located. Once this has been
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determined, the mobile device can automatically notify

the server of the identity of the retail establishment.

[0027] Knowledge of the retail establishment and its location
may be important as the server can thereby determine
which bar codes/tokens are available for that retail
establishment or for the retail establishment at that
location. That being said, knowledge of the location
would be more useful for the variant that uses a series
of changing sets of paired identifiers mentioned above.
The variant that uses a barcode does not require
knowledge of the location as the barcode is uniquely
tied to the transaction, POS terminal or table at the

retailer.

[0028] For clarity, it must be noted that the above scheme
allows for a reuse of tokens and/or barcodes within a
retail chain. As an example, if retail chain A has
locations Al, A2, A3, the barcode/token pair B can be
used at each location as long as the token sent to the
server 20 includes an indication as to which location
the token is coming from. The server can thus
differentiate between the same token being used by

different locations and by different users.

[0029] It should be noted that the server 20 is preferably
provisioned to have multiple incoming and outgoing
connections so that multiple retail establishments and

multiple users can simultaneously avail of its server.

[0030] It should further be noted that the term "server"

encompasses multiple servers functioning either as a

- 13 =



CA 02764558 2012-01-20

Attorney Docket No. 1048P002CACL

[0031]

[0032]

[0033]

group or as multiple individual servers providing the

functions described above.

As a further variant of the invention, the server may
preferably store the details regarding each user's
transactions in a database. The database can then be
mined for information so that targeted marketing
campaigns may be created using offers which may be of

interest and/or value to the user.

Regarding the mobile computing devices mentioned above,
any smartphone, tablet device, or data processing device
having the ability to take digital images, process a
digital image of a barcode (2d or otherwise), and
transmit data derived from the barcode may be used. The
iPhone and certain versions of the iPad from Apple
Computers are well-suited for this function along with
smartphones and other computing devices based on the
various flavors or versions of Android, WinCE, Windows
Mobile, BlackBerry 0S8, Symbian and other mobile

operating systems may also be used.

In a further variant of the invention, the services and
functions of the server may be subscription based. Users
wishing to avail of the ease of payment that the system
provides may subscribe to the service and pay a fee for
the convenience. Of course, as noted above, the user and
his or her mobile device would need to be identified to
the server. Communications from the mobile device to the
server would have to be identifiable by the server as
originating from the mobile device and would have to be

associated with the user's account. Preferably as well,

- 14 -
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[0034]

communications to and from the server, whether with the
mobile device or the retailer or a POS terminal, are

encrypted for security.

The process followed by the server according to one
aspect of the invention is illustrated in the flowchart
of Fig 2. As can be seen, the server initially is
notified of the user's presence (or the user's mobile
device being present) at a specific retail establishment
{(step 100). This can be done automatically with the
mobile device determining its location via, for example,
GPS. Or, alternatively, the user may manually enter into
the mobile device the location and/or identity of the
retail establishment. Step 110 is that of the server
receiving a token from the user's mobile device, the
token being derived from a digital image taken by the
mobile device of a bar code at the retail establishment.
Step 120 is that of the server receiving another token,
along with details of a retail transaction, from the
retail establishment. The server then compares the two
tokens received to determine if they match (steps 130-
135). A match would involve checking to ensure that not
only do the tokens match but that the location of the
user's mobile device matches the location of the retail
establishment sending the token with the transaction
details. This checking may involve sending the user's
mobile a confirmation message to confirm not only the
details of the transaction but also the location of the
mobile device. Alternatively, the user's account may be
set up so that no confirmation is required and any

"authenticated" transaction (transactions where the

- 15 -
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[0035]

[0036]

[0037]

tokens match one another and transactions that are
otherwise deemed in order) is automatically considered

approved by the user.

Once the checking is done and the tokens match, the
server can then proceed to pay for the transaction on
the user's behalf (step 140). This may involve charging
the user's credit card, transferring funds from the
user's bank account to the retall establishment's bank
account, or any other suitable mechanism to transfer
funds or credit from the user to the retailer. Of
course, this step may involve other third party entities
such as banks, credit card companies, etc. In one
variant, the server may either pay the transaction
directly through a payment gateway or send it to the
terminal for the terminal to effect the payment and send

confirmation back to the server.

Once the server has sent payment, the server can send
out a confirmatory message to either or both of the

retailer and the user (step 150).

It should be noted that while the flowchart and the
explanation above begins with the server being notified
of the user’s presence or location at the retail
establishment (step 100), this step is not necessary in
the embodiment that uses bar codes where the bar codes
are associated with specific retailers or retail
locations. For this embodiment, the server does not
need to know the location or the retail establishment as
the token from the bar code scanned by the user, along

with the token from the retailer, are all that is

- 16 -
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[0038]

[0039]

[0040]

required for the server to effect payment for the
transaction. If bar codes or identifiers are being
reused or are not specifically associated with specific
retailers or locations, then the location of the user

may need to be transmitted to the server.

The method steps of the invention may be embodied in
sets of executable machine code stored in a variety of
formats such as object code or source code. Such code 1is
described generically herein as programming code, or a
computer program for simplification. Clearly, the
executable machine code may be integrated with the code
of other programs, implemented as subroutines, by
external program calls or by other techniques as known

in the art.

The embodiments of the invention may be executed by a
computer processor or similar device programmed in the
manner of method steps, or may be executed by an
electronic system which is provided with means for
executing these steps. Similarly, an electronic memory
means such computer diskettes, CD-Roms, Random Access
Memory (RAM), Read Only Memory (ROM) or similar computer
software storage media known in the art, may be
programmed to execute such method steps. As well,
electronic signals representing these methodvsteps may

also be transmitted via a communication network.

Embodiments of the invention may be implemented in any
conventional computer programming language For example,
preferred embodiments may be implemented in a procedural

programming language (e.g."C") or an object oriented

- 17 -
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[(0041]

language (e.g."C++", “java”, or “C#”). Alternative
embodiments of the inventiocn may be implemented as pre-
programmed hardware elements, other related components,

or as a combination of hardware and software components.

Embodiments can be implemented as a computer program
product for use with a computer system. Such
implementations may include a series of computer
instructions fixed either on a tangible medium, such as
a computer readable medium (e.g., a diskette, CD-ROM,
ROM, or fixed disk) or transmittable to a computer
system, via a modem or other interface device, such as a
communications adapter connected to a network over a
medium. The medium may be either a tangible medium
(e.g., optical or electrical communications lines) or a
medium implemented with wireless techniques (e.g.,
microwave, infrared or other transmission techniques).
The series of computer instructions embodies all or part
of the functionality previously described herein. Those
skilled in the art should appreciate that such computer
instructions can be written in a number of programming
languages for use with many computer architectures or
operating systems. Furthermore, such instructions may be
stored in any memory device, such as semiconductor,
magnetic, optical or other memory devices, and may be
transmitted using any communications technology, such as
optical, infrared, microwave, or other transmission
technologies. It is expected that such a computer
program product may be distributed as a removable medium
with accompanying printed or electronic documentation

(e.g., shrink wrapped software), preloaded with a
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computer system (e.g., on system ROM or fixed disk), or
distributed from a server over the network (e.g., the
Internet or World Wide Web). Of course, socme embodiments
of the invention may be implemented as a combination of
both software (e.g., a computer program product) and
hardware. Still other embodiments of the invention may
be implemented as entirely hardware, or entirely

software (e.g., a computer program product).

A person understanding this invention may now conceive
of alternative structures and embodiments or variations
of the above all of which are intended to fall within
the scope of the invention as defined in the claims that

follow.
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What is claimed is:

1. A method for processing payments for a retail establishment,

the method comprising:

a)

b)

c)

d)

receiving, by a processor at a server, a first token
from an identified user, said user being identified by
said server, said first token being generated based on
information encoded in a specific bar code at said
retail establishment and said first token being
generated by a mobile computing device operated by

said identified user;

receiving, by said processor at said server, a second
token from said retail establishment, said second
token being received from said retail establishment
and being sent to said server with details regarding a
retail transaction at said retail establishment, said
second token being generated based on information
encoded in said specific bar code and said second
token being generated by a point-of-sale terminal at

said retail establishment;

determining, by said processor, if said first token

and said second token match each other;

in the event said first token and said second token
match each other, matching, by said processor, said
details regarding said retail transaction with said

identified user in said server;
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e) causing, by said processor, for a payment to be made
to said retail establishment for said retail

transaction on behalf of said identified user;

wherein, in the event said first token and said second
token match each other, said first token and said second
token are locked until said retail transaction is
completed, and wherein, when said first token and said
second token are locked, said first token and said second

token are unusable by other users.

2. The method according to claim 1, wherein, prior to step e),
said server requests and receives confirmation from said
identified user regarding said details of said retail

transaction.

3. The method according to claim 1, wherein said first token is
derived from a digital image taken by said identified user of
an optical machine-readable representation of data, said

representation being located at said retail establishment.

4. The method according to claim 3, wherein said digital image is

taken by said identifier using a mobile device.

5. The method according to claim 1, wherein said identified user
is associated with at least one of a plurality of identifiers
that are allocated to said retail establishment such that said
identified user is identified to said retail establishment by
way of said at least one of said plurality of identifiers to
thereby render said identified user anonymous to said retail

establishment.
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6. The method according to claim 5, wherein said identified user

selects the at least one of the plurality of identifiers.

7. The method according to claim 5, wherein, while steps a) to e)
are being executed, only said identified user is allowed to

use said at least one of the plurality of identifiers.

8. The method according to c¢laim 1, wherein said first token is
selected by said identified user from a group of available

tokens for said retail establishment.

9. The method according to claim 1, wherein said first token is
fixed for each point of sale terminal at said retail

establishment.

10. The method according to claim 1, wherein said retail

establishment is a restaurant.

11. The method according to claim 10, wherein each table at
said retail establishment is assigned a fixed first token to

be obtained by said identified user.

12. The method according to claim 1, wherein said first token
is selected by said retail establishment from a group of

available tokens.

13. DNon-transitory computer-readable media having encoded
thereon computer-readable instructions that, when executed,
implement a method for processing payments for a retail

establishment, the method comprising:
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a)

b)

c)

d)

e)

receiving, by a processor at a server, a first token
from an identified user, said user being identified by
said server, said first token being generated based on
information encoded in a specific bar code at said
retail establishment and said first token being
generated by a mobile computing device operated by

said identified user;

receiving, by said processor at said server, a second
token from said retail establishment, said second
token being received from said retail establishment
and being sent to said server with details regarding a
retail transaction at said retail establishment, said
second token being generated based on information
encoded in said specific bar code and said second
token being generated by a point-of-sale terminal at

said retail establishment;

determining, by said processor, if said first token

and said second token match each other;

in the event said first token and said second token
match each other, matching said details regarding said
retail transaction with said identified user in said

server;

causing, by said processor, for a payment to be made
to said retail establishment for said retail

transaction on behalf of said identified user;
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wherein, in the event said first token and said second
token match each other, said first token and said second
token are locked until said retail transaction is
completed, and wherein, when said first token and said
second token are locked, said first token and said second

token are unusable by other users.

14. The method according to claim 1, wherein said first token
is received from a mobile device operated by said identified

user.

15. The method according to claim 14, wherein said mobile

device is registered and identified with said server.
16. The method according to claim 15, wherein said mobile
device is associated with at least one payment method with

said server.

17. The method according to claim 14, further comprising the

step of:

f) receiving, by said mobile device, a confirmation that

payment for said retail transaction has been made.
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