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APPARATUS FOR AND METHOD OF 
TESTING A HERARCHICAL PNN BASED 

ATM NETWORK 

FIELD OF THE INVENTION 

The present invention relates generally to data commu 
nication networks and more particularly relates to an appa 
ratus for and a method of testing low level PNNI software 
in an ATM network. 

BACKGROUND OF THE INVENTION 

Currently, there is a growing trend to make ASynchronous 
Transfer Mode (ATM) networking technology the base of 
future global communications. ATM has already been 
adopted as a Standard for broadband communications by the 
International Telecommunications Union (ITU) and by the 
ATM Forum, a networking industry consortium. 

Asynchronous Transfer Mode 
ATM originated as a telecommunication concept defined 

by the Comite Consulatif International Telegraphique et 
Telephonique (CCITT), now known as the ITU, and the 
American National Standards Institute (ANSI) for carrying 
user traffic on any User to Network Interface (UNI) and to 
facilitate multimedia networking between high Speed 
devices at multi-megabit data rates. ATM is a method for 
transferring network traffic, including voice, Video and data, 
at high Speed. Using this connection oriented Switched 
networking technology centered around a Switch, a great 
number of Virtual connections can be Supported by multiple 
applications through the same physical connection. The 
Switching technology enables bandwidth to be dedicated for 
each application, Overcoming the problems that exist in a 
shared media networking technology, like Ethernet, Token 
Ring and Fiber Distributed Data Interface (FDDI). ATM 
allows different types of physical layer technology to share 
the same higher layer-the ATM layer. 
ATM uses very short, fixed length packets called cells. 

The first five bytes, called the header, of each cell contain the 
information necessary to deliver the cell to its destination. 
The cell header also provides the network with the ability to 
implement congestion control and traffic management 
mechanisms. The fixed length cells offer Smaller and more 
predictable Switching delays as cell Switching is less com 
plex than variable length packet Switching and can be 
accomplished in hardware for many cells in parallel. The 
cell format also allows for multi-protocol transmissions. 
Since ATM is protocol transparent, the various protocols can 
be transported at the same time. With ATM, phone, fax, 
Video, data and other information can be transported Simul 
taneously. 
ATM is a connection oriented transport Service. To acceSS 

the ATM network, a Station requests a virtual circuit between 
it and other end Stations, using the Signaling protocol to the 
ATM Switch. ATM provides the User Network Interface 
(UNI) which is typically used to interconnect an ATM user 
with an ATM Switch that is managed as part of the same 
network. 

The current standard solution for routing in a private ATM 
network is described in Private Network Node Interface 
(PNNI) Phase 0 and Phase 1 specifications published by 
ATM Forum. The previous Phase 0 draft specification is 
referred to as Interim Inter-Switch Signaling Protocol 
(IISP). The goal of the PNNI specifications is to provide 
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2 
customers of ATM network equipment some level of multi 
vendor interoperability. 
The Interim Local Management Interface (ILMI) for the 

PNNI protocol Specification provides an auto-port configu 
ration capability. This capability functions to minimize 
manual configuration operations for PNNI ports of Switches. 
The Phase 0 solution to auto-port configuration is based on 
hop by hop routing utilizing a best match Scheme. The 
Phase 1 PNNI based solution is based on Open Shortest Path 
First (OSPF) with the additions necessary for ATM. This 
Scheme is essentially a Source routing Scheme whereby 
each node has basic knowledge of the Structure of the entire 
network and uses this knowledge to build a complete path 
from the Source to the destination. When a connection is to 
be set up from a Source to a destination, the Source Sends out 
a SETUP message that has within it the address of the 
destination. Each ATM network node along the way reads 
the next node from the SETUP message and forwards the 
message to an appropriate next node. This continues until 
the SETUP message arrives at its destination. 

In the IISP Phase 0 specification standard, the ATM nodes 
in the network route the signaling SETUP message hop by 
hop (i.e., node by node) using a best match Scheme. ATM 
addresses are 20 bytes long but only 19 bytes can be used for 
routing purposes. According to the IISP Phase 0 standard, 
several prefixes of the ATM address for each link can be 
registered. 
When a node (i.e., an ATM Switch) needs to decide to 

which particular node to route the received SETUP message 
to, it compares the destination address with all the registered 
addresses for all of its ports. Only if an address prefix is 
found that fully matches the destination address can the 
destination address be considered for routing. After all the 
prefixes are compared, the prefix address that is the longest 
is used to determine the routing of the SETUP message. It 
is important to note that the Standard does not require the 
transfer of any routing information between two neighboring 
nodes. In addition, the Standard also does not permit the use 
of a TRANSIT NET ID parameter during the signaling 
phase, which can be used to route to a different routing 
domain. 

A disadvantage of this Scheme is that all the prefixes of all 
neighboring nodes must be registered manually on each of 
the respective ports. For example, if a port is disconnected 
from a neighbor and connected to a new neighbor, then the 
registered addresses must be manually changed in both 
nodes. This type of network can be termed an absolutely 
Static network. 

PNNI Phase 1 

AS part of the ongoing enhancement to the ATM Standard 
by work within the ATM Forum and other groups, the 
Private Network to Network Interface (PNNI) protocol 
Phase 1 has been developed for use between private ATM 
Switches and between groups of private ATM Switches. The 
PNNI specification includes two categories of protocols. 
The first protocol is defined for the distribution of topology 
information between Switches and clusters of Switches 
where the information is used to compute routing paths 
within the network. The main feature of the PNNI hierarchy 
mechanism is its ability to automatically configure itself 
within the networks in which the address structure reflects 
the topology. The PNNI topology and routing techniques are 
based on the well known link State routing technique. 

The Second protocol is effective for Signaling, i.e., the 
message flows used to establish point-to-point and point-to 
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multipoint connections across the ATM network. This pro 
tocol is based on the ATM Forum User to Network Interface 
(UNI) signaling with mechanisms added to Support Source 
routing, crankback and alternate routing of Source SETUP 
requests in the case of bad connections. 

With reference to the PNNI Phase 1 specifications, the 
PNNI hierarchy begins at the lowest level where the lowest 
level nodes are organized into peer groups. A logical node in 
the context of the lowest hierarchy level is the lowest level 
node. A logical node is typically denoted as simply a node. 
A peer group is a collection of logical nodes wherein each 
node within the group exchanges information with the other 
members of the group Such that all members maintain an 
identical view of the group. When a logical length becomes 
operational, the nodes attached to it initiate and exchange 
information via a well known Virtual Channel Connection 
(VCC) used as a PNNI Routing Control Channel (RCC). 

Hello message are Sent periodically by each node on this 
link. In this fashion the Hello protocol makes the two 
neighboring nodes known to each other. Each node 
eXchanges Hello packets with its immediate neighbors to 
determine its neighbor's local State information. The State 
information includes the identity and peer group member 
ship of the node's immediate neighbors and a status of its 
links to its neighbors. Each node then bundles its State 
information in one or more PNNI Topology State Elements 
(PTSEs) which are subsequently flooded throughout the peer 
grOup. 

PTSEs are the smallest collection of PNNI routing infor 
mation that is flooded as a unit among all logical nodes 
within a peer group. A node topology database consists of a 
collection of all PTSEs received, which represent that par 
ticular node's present view of the PNNI routing topology. In 
particular, the topology database provides all the informa 
tion required to compute a route from the given Source node 
to any destination address reachable in or through that 
routing domain. 
When neighboring nodes at either end of a logical length 

begin initializing through the exchange of HelloS, they may 
conclude that they are in the Same peer group. If it is 
concluded that they are in the same peer group, they proceed 
to Synchronize their topology databases. Database Synchro 
nization includes the exchange of information between 
neighboring nodes resulting in the two nodes having iden 
tical topology databases. A topology database includes 
detailed topology information about the peer group in which 
the logical node resides in addition to more abstract topol 
ogy information representing the remainder of the PNNI 
routing domain. 

During a topology database Synchronization, the nodes in 
question first eXchange PTSE header information, i.e., they 
advertise the presence of PTSEs in their respective topology 
databases. When a node receives PTSE header information 
that advertises a more recent PTSE version than the one that 
it has already or advertises a PTSE that it does not yet have, 
it requests the advertised PTSE and updates its topology 
database with the Subsequently received PTSE. If the newly 
initialized node connects to a peer group then the ensuing 
database Synchronization reduces to a one way topology 
database copy. A link is advertised by a PTSE transmission 
only after the database Synchronization between the respec 
tive neighboring nodes has Successfully completed. In this 
fashion, the link State parameters are distributed to all 
topology databases in the peer group. 

Flooding is the mechanism used for advertising links 
whereby PTSEs are reliably propagated node by node 

15 

25 

35 

40 

45 

50 

55 

60 

65 

4 
throughout a peer group. Flooding ensures that all nodes in 
a peer group maintain identical topology databases. A short 
description of the flooding procedure follows. PTSEs are 
encapsulated within PNNI Topology State Packets (PTSPs) 
for transmission. When a PTSP is received its component 
PTSEs are examined. Each PTSE is acknowledged by 
encapsulating information from its PTSE header within the 
acknowledgment packet that is sent back to the Sending 
neighbor. If the PTSE is new or of more recent origin then 
the node's current copy, the PTSE is installed in the topol 
ogy database and flooded to all neighboring nodes except the 
one from which the PTSE was received. A PTSE Sent to a 
neighbor is periodically retransmitted until acknowledged. 

Note that flooding is an ongoing activity wherein each 
node issues PTSPs with PTSEs that contain updated infor 
mation. The PTSEs contain the topology databases and are 
Subject to aging and get removed after a predefined duration 
if they are not refreshed by a new incoming PTSE. Only the 
node that originally originated a particular PTSE can 
re-originate that PTSE. PTSEs are reissued both periodically 
and on an event driven basis. 

AS described previously, when a node first learns about 
the existence of a neighboring peer node which resides in the 
Same peer group, it initiates the database exchange process 
in order to Synchronize its topology database with that of its 
neighbors. The database exchange process involves 
eXchanging a Sequence of database Summary packets that 
contain the identifying information of all PTSEs in a node 
topology database. The database Summary packet performs 
an exchange utilizing a lock Step mechanism whereby one 
Side Sends a database Summary packet and the other side 
responds with its own database Summary packet, thus 
acknowledging the received packet. 
When a node receives a database Summary packet from its 

neighboring peer, it first examines its topology database for 
the presence of each PTSE described within the packet. If 
the particular PTSE is not found in its topology database or 
if the neighboring peer has a more recent version of the 
PTSE then the node requests the PTSE from the particular 
neighboring peer or optionally from another neighboring 
peer whose database Summary indicates that it has the most 
recent version of the PFSE. 

A corresponding neighboring peer data Structure is main 
tained by the nodes located on either side of the link. The 
neighboring peer data Structure includes information 
required to maintain database Synchronization and flooding 
to neighboring peers. 

It is assumed that both nodes on either side of the link 
begin in the Neighboring Peer Down state. This is the initial 
State of the neighboring peer for this particular State 
machine. This State indicates that there are no active links 
through the neighboring peer. In this State, there are no 
adjacencies associated with the neighboring peer either. 
When the link reaches the point in the Hello protocol where 
both nodes are able to communicate with each other, the 
event AddPort is triggered in the corresponding neighboring 
peer State machine. Similarly when a link falls out of 
communication with both nodes the event DropPort is 
triggered in the corresponding neighboring peering State 
machine. The database exchange proceSS commences with 
the event AddPort that is thus triggered but only after the 
first link between the two neighboring peers is up. When the 
DropPort event for the last link between the neighboring 
peers occurs, the neighboring peer State machine will inter 
nally generate the DropPort last event closing all State 
information for the neighboring peers to be cleared. 
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It is while in the Negotiating State that the first Step is 
taken in creating an adjacency between two neighboring 
peer nodes. During this Step it is decided which node is the 
master, which is the Slave and it is also in this State that an 
initial Database Summary (DS) sequence number is decided 
upon. Once the negotiation has been completed, the 
Exchanging State is entered. In this State the node describes 
is topology database to the neighboring peer by Sending 
database Summary packets to it. 

After the peer processes the database Summary packets, 
the missing or updated PTSEs can then be requested. In the 
Exchanging State the database Summary packets contain 
Summaries of the topology State information contained in the 
node's database. In the case of logical group nodes, those 
portions of the topology database that where originated or 
received at the level of the logical group node or at higher 
levels are includes in the database summary. The PTSP and 
PTSE header information of each Such PTSE is listed in one 
of the node's database packets. PTSEs for which new 
instances are received after the exchanging Status has been 
entered may not be included in any database Summary 
packet Since they will be handled by normal flooding 
procedures. 

The incoming data base Summary packet on the receive 
Side is associated with a neighboring peer via the interface 
over which it was received. Each database Summary packet 
has a database Summary Sequence number that is implicitly 
acknowledged. For each PTSE listed, the node looks up the 
PTSE in its database to see whether it also has an instance 
of that particular PTSE. If it does not or if the database copy 
is leSS recent, then the node either re-originates the newer 
instance of the PTSE or flushes the PTSE from the routing 
domain after installing it in the topology database with a 
remaining lifetime Set accordingly. 

Alternatively, if the listed PTSE has expired, the PTSP 
and PTSE header contents in the PTSE Summary are 
accepted as a newer or updated PTSE with empty contents. 
If the PTSE is not found in the node's topology database, the 
particular PTSE is put on the PTSE request list So it can be 
requested from a neighboring peer via one or more PTSE 
request packets. 

If the PTSE request list from a node is empty, the database 
Synchronization is considered complete and the node moves 
to the Full state. 

However, if the PTSE request list is not empty then the 
Loading State is entered once the node's last database 
summary packet has been sent but the PTSE request list is 
not empty. At this point, the node now knows which PTSE 
needs to be requested. The PTSE request list contains a list 
of those PTSEs that need to be obtained in order to syn 
chronize that particular nodes topology database with the 
neighboring peers topology database. To request these 
PTSEs, the node sends the PTSE request packet that con 
tains one or more entries from the PTSE request list. The 
PTSE request list packets are only Sent during the EXchang 
ing State and the Loading State. The node can Send a PTSE 
request packet to a neighboring peer and optionally to any 
other neighboring peers that are also in either the EXchang 
ing State or the Loading State and whose database Summary 
indicates that they have the missing PTSEs. 

Received PTSE request packets specify a list of PTSEs 
that the neighboring peer wishes to receive. For each PTSE 
Specified in the PTSE request packet, its instance is looked 
up in the node's topology database. The requested PTSEs 
are subsequently bundled into PTSPs and transmitted to the 
neighboring peer. Once the last PTSE and the PTSE request 
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list have been received, the node moves from the Loading 
state to the Full state. Once the Full state has been reached, 
the node has received all PTSEs known to be available from 
its neighboring peer and links to the neighboring peer can 
now be advertised within PTSEs. 

IISP 

IISP is a method of routing and performing auto regis 
tration (auto configuration) in an ATM network. The method 
Simplifies the configuration and routing for ATM networks 
having a relatively large number of nodes. Networks are 
constructed in hierarchical fashion in the form of branches 
and trees and assigned network address prefixes in accor 
dance with their location in the network. Network nodes 
periodically exchange identification information permitting 
both Switches on either side of a link to be aware of who they 
are connected to. Each node registers a network address and 
an associated Significant length for each of its neighbors on 
each of its linkS. A node performs routing by comparing the 
destination address against each of its registered addresses 
for all its linkS. The routing method takes advantage of the 
network address prefix to ensure that the routing proceeds in 
the correct direction towards the destination and does not 
enter a tree or a branch that does not contain the destination. 
In addition, each node performs load balancing at each point 
in the routing process. A node can generate crankback 
messages if the routing leads to a dead end. 

In the address prefix exchange method, each node dis 
covers who its neighbors are. This is accomplished by each 
node sending out on all its NNI ports an identification 
message that comprises the address prefix assigned to it and 
its Significant length. This message is Sent out periodically 
(e.g., every second). The nodes that receive it compare the 
address prefix in the message to the Special NNI type address 
that is registered on the port the message was received on. 
If the addresses do not match or there is no NNI address 
registered, then the node makes the received address prefix 
the new registered NNI address for that port and changes its 
routing tables accordingly. If the addresses do match, the 
message is ignored. 

Sending out identification messages on a periodic basis 
enables a node to detect almost immediately if it becomes 
connected to a new neighbor. If a change is detected, the 
node's modifies its routing tables accordingly. In addition, 
Since each node address prefix is unique and is assigned in 
hierarchical fashion as described above, it is guaranteed that 
either the local address prefix (i.e., the address prefix of the 
node itself) or the remote node address prefix will be 
Smaller. 
The IISP Signaling Specification requires that one side of 

a link be designated as the USER and the other side as the 
NETWORK. In networks constructed in accordance with 
the present invention, on NNI links, if the Significant length 
of the local prefix (i.e., of the node itself) is shorter than that 
of a neighbor, then the local side is set as the NETWORK. 
This particular link attribute Setting allows the Signaling to 
automatic align after a dynamic link replacement when a 
node's neighbors are changed. 

Thus, the automatic exchange of network address prefixes 
causes the routing tables of each node to be updated and 
permits the signaling to come up. This is in contrast to IISP 
Phase 0 which requires that link attributes be set manually. 
This method is thus especially advantageous in large net 
WorkS consisting of more than two nodes. 
AS an alternative to the automatic exchange of network 

addresses, the transfer of addresses can be performed manu 
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ally at each node or can be performed in accordance with 
ILMI registration procedures. 

Note that the above described PNNI and IISP routing 
schemes are inherently different. In PNNI only full address 
matching is permitted, i.e., an address must fully match the 
address entry in the topology database. In contrast, IISP 
permits partial address matching. The IISP routing method 
is a partially Static routing Scheme. 

In addition, there are many ATM Switches currently in 
operation that support only the IISP type routing. It is 
desirable to permit the owners of many of these older ATM 
Switches to upgrade their Switches to the more modern PNNI 
type routing. Upgrades can be performed by upgrading the 
operating Software within the Switches. In order to permit 
upgraded nodes to operate in a PNNI network, the upgraded 
Switches can only support a minimal PNNI configuration. 
This means that the hierarchical features of PNNI are not 
supported. More specifically, in a minimal subset of PNNI, 
a node cannot function as a border node or as a Peer Group 
Leader (PGL). A border node is a node that has a link to 
another peer group and executes a Special finite State 
machine (FSM). The PGL is the node that represents the 
whole peer group and functions as the key component for 
building large hierarchical networkS. 
A conflict exists, however, since a major benefit of PNNI 

is its ability to permit network designers to construct large 
hierarchical networks. Using PNNI, networks can be con 
Structed that comprise peer groups having from dozens to 
over a hundred nodes. The concept is that many nodes in the 
Same peer group can be represented as one node in a higher 
level of the hierarchy. Since PNNI utilizes a link state, 
Source routing type routing Scheme wherein each node has 
a view of the entire network, it is the hierarchy that permits 
the division of the network view into Smaller chunks. In 
PNNI, Very large portions of the network comprising a large 
number of nodes may be viewed by nodes in other peer 
groups as a Single logical node. 

PNNI Hierarchy in an ATM Network 
A diagram illustrating an example hierarchical PNNI 

ATM network having a two level hierarchy is shown in FIG. 
1. The example network, generally referenced 10, comprises 
four peer groups 12 labeled A.1, A2, A.3 and A.4. Within 
each peer group 12, are located one or more nodes 16. In 
each peer group one of the nodes has been elected Peer 
Group Leader (PGL) as is labeled in FIG.1. The peer groups 
12 are connected together via one or more linkS 18 connect 
ing the border nodes 24 from each peer group on either side 
of the link. A logical peer group 14 labeled A has been 
created comprising four logical group nodes 22. One of the 
logical group nodes has been elected peer group leader as 
indicated in FIG. 1. The logical group nodes 22 are con 
nected together via logical links 20. Although only two 
levels of the PNNI hierarchy are shown, the network 10 can 
be constructed having any number of nodes and levels. 

Those skilled in the ATM network art are familiar with the 
Private Network to Network Interface (PNNI) routing 
protocol, an advanced routing protocol for use in current and 
future ATM networks. The latest PNNI specification is 
described in the ATM Forum standard “Private Network to 
Network Interface Specification Version 1.0,” March 1996 
(PNNI 1.0). This protocol is a relatively complex protocol 
both from an implementation perspective as well as from a 
testing perspective. Most realizations of the PNNI protocol 
to date implement only the mandatory portion of the Stan 
dard known as the “Minimum Function” Subset. The Mini 
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mum Function subset implements only the behavior of a 
“lowest Level Node'. Such a node can operate only in a 
Single Peer Group and has the following restrictions: 

1. Cannot function as a border node, 
2. Cannot instantiate logical nodes, 
3. Cannot be a peer group leader; 
A difficulty arises in the case where a node with a 

Minimum Function PNNI implementation must operate 
correctly with other nodes in a hierarchical environment that 
have implemented the PNNI hierarchy. Since a Minimum 
Function node cannot function in a hierarchical 
environment, it becomes very difficult to test and debug Such 
nodes to ensure their operation in environments where there 
are nodes that do implement the PNNI hierarchy. 

SUMMARY OF THE INVENTION 

The present invention is an apparatus for and method for 
enabling the debugging and testing of complex multilevel 
PNNI based ATM networks. The invention has applications 
in networks wherein one or more nodes implement only the 
Minimum Function PNNI implementation and wherein 
these nodes must operate correctly in a PNNI hierarchy 
environment. The method comprises injecting a plurality of 
PTSEs representing simulated virtual portions of an ATM 
network. Typically the PTSES represent hierarchical por 
tions of ATM networks that either could not be implemented 
or could be implemented but with great difficulty. The virtual 
portions of the networks may or may not have been able to 
be created using real physical network elements. 

The method permits dynamic debugging of various net 
work configurations and also permits testing Such things as 
the validity of call routing decisions as well as checking 
implementation functionality in very large network environ 
ments. The method does not impose any practical limitations 
or restrictions on the number of hierarchical levels, the 
number of nodes in each level or the number of peer groups. 
In fact, the PTSE injection method of the present invention 
can be used to test the behavior of a node when an overload 
occurs in its database. 

A major advantage of the method of the present invention 
is that compared to a full Simulation testing process, the 
method provides for the System under test to execute the 
complete device Software on a real physical device as 
opposed to a completely simulated network hosted by a 
computer platform. A fully simulated testing process, by 
definition, cannot accurately represent a real network Sys 
tem. 

The invention comprises first generating the injection file 
containing all the PTSEs to be simulated and then injecting 
this file into the node under test. The injection file comprises 
an ASCII file containing repeating records consisting of the 
Originating Node ID, Peer Group ID and the body of the 
PTSE 
The injection proceSS compriseS reading the ASCII file, 

parsing the contents and constructing the topology database 
by processing the binary version of the contents using 
already existing PNNI processing routines in the Switch. 

There is provided in accordance with the present 
invention, in a Private Network to Network Interface (PNNI) 
based Asynchronous Transfer Mode (ATM) network, a 
method of simulating a virtual ATM network coupled to a 
real portion consisting of a plurality of real nodes, the 
method comprising the Steps of generating a plurality of 
PNNI Topology State Elements (PTSEs) representing a 
combination of network elements that function to form the 
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virtual network and injecting the plurality of PTSEs into one 
of the real nodes designated the node under test, the node 
under test being part of a real portion of the ATM network 
which, in combination with the virtual portion, make up the 
ATM network being tested. 

The Step of generating comprises the Steps of preparing 
the plurality of PTSES representing a network configuration 
corresponding to the Virtual network to be simulated and 
creating an injection output file from the plurality of PTSEs. 

The injection output file comprises American Standard 
Code for Information Interchange (ASCII) characters and 
comprises repeating records consisting of Originating Node 
ID, Peer Group ID and PTSE body. 

The Step of generating comprises the Steps of preparing 
the plurality of PTSES representing a network configuration 
corresponding to the Virtual network to be simulated, 
wherein the following input parameters are utilized: Peer 
Group ATM prefix, number of nodes in the virtual network, 
number of links per node in the virtual network, base PNNI 
level in the virtual network and first Suffix used for con 
Structing a node's ATM address and creating an injection 
output file from the pluratity of PTSEs. 

The Step of injecting comprises the Steps of reading the 
plurality of PTSEs into the node under test, parsing the 
plurality of PTSEs and building a plurality of corresponding 
binary PTSEs therefrom, processing the plurality of binary 
PTSEs utilizing software routines within the node under test, 
inserting PTSE based data into a topology database main 
tained within the node under test and modifying local PTSE 
generation So as to generate a PTSE describing a simulated 
link from the node under test to a node in the virtual portion 
of the network. 

The method further comprises the Step of generating a 
plurality of PTSEs for each desired level of hierarchy. The 
Step of injecting comprises the Step of utilizing a local PTSE 
generation process within one of the node under test in 
combination with Special instruction operative to indicate 
the presence of a simulated virtual network to the node under 
teSt. 

There is also provided in accordance with the present 
invention, in a Private Network to Network Interface (PNNI) 
based Asynchronous Transfer Mode (ATM) network, a 
method of simulating a virtual ATM network coupled to a 
real portion consisting of a plurality of real nodes, the 
method comprising the Steps of generating a plurality of 
PNNI Topology State Elements (PTSEs) representing a 
combination of network elements that function to form the 
virtual network, injecting the plurality of PTSEs into one of 
the real nodes designated the node under test, the node under 
test being part of a real portion of the ATM network which, 
in combination with the virtual portion, make up the ATM 
network being tested and forming a peer group consisting of 
a plurality of real nodes making up the real portion and a 
plurality of logical nodes making up a virtual portion of the 
peer group, one or more real nodes in the real portion 
connected to one or more logical nodes in the virtual portion 
Via one or more virtual links, wherein at least one virtual 
node functions as a border node and at least one virtual node 
functions as peer group leader of the peer group. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is herein described, by way of example 
only, with reference to the accompanying drawings, 
wherein: 

FIG. 1 is a diagram illustrating an example hierarchical 
PNNI ATM network having a two level hierarchy; 
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FIG. 2 is a diagram illustrating the example hierarchical 

PNNI ATM network of FIG. 1 divided into a real physical 
portion and a simulated virtual portion; 

FIG. 3 is a flow diagram illustrating the PTSE injection 
method of the present invention; 

FIG. 4 is a flow diagram illustrating the PTSE node 
incorporation method in more detail; 

FIG. 5 is a diagram illustrating the record that is repeated 
in the injection output file; and 

FIG. 6 is a network diagram illustrating an example 
virtual hierarchical PNNI ATM network that is simulated 
and injected into the test node to aid in testing and debug 
ging. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Notation Used Throughout 
The following notation is used throughout this document. 

Term Definition 

ANSI American National Standards Institute 
ASCII American Standard Code Information Interchange 
ATM Asynchronous Transfer Mode 
CCITT Comite Consulatif International Telegraphique et Telephonique 
DTL Designated Transit List 
E-IISP Enhanced-Interim Inter-Switch Signaling Protocol 
FDDI Fiber Distributed Data Interface 
FSM Finite State Machine 
IISP Interim Inter-Switch Signaling Protocol 
ITU International Telecommunications Union 
LEC LAN Emulation Client 
LES LAN Emulation Server 
OSPF Open Shortest Path First 
PC Personal Computer 
PGL Peer Group Leader 
PNNI Private Network to Network Interface 
PTSE PNNI Topology State Element 
PTSP PNNI Topology State Packet 
RCC Routing Control Channel 
UNI User to Network Interface 
VCC Virtual Channel Connection 

General Description 
The present invention is an apparatus for and method for 

enabling the debugging and testing of complex multilevel 
PNNI based ATM networks. The invention has applications 
in networks wherein one or more nodes implement only the 
Minimum Function PNNI implementation and wherein 
these modes must operate correctly in a PNNI hierarchy 
environment. The method comprises injecting a plurality of 
PTSEs representing simulated virtual portions of an ATM 
network. Typically the PTSES represent hierarchical por 
tions of ATM networks that either could not be implemented 
or could be implemented but with great difficulty. The virtual 
portions of the networks may or may not have been able to 
be created using real physical network elements. 

The method permits dynamic debugging of various net 
work configurations and also permits testing Such things as 
the validity of call routing decisions as well as checking 
implementation functionality in very large network environ 
ments. The method does not impose any practical limitations 
or restrictions on the number of hierarchical levels, the 
number of nodes in each level or the number of peer groups. 
In fact, the PTSE injection method of the present invention 
can be used to test the behavior of a node when an overload 
occurs in its database. 
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A major advantage of the method of the present invention 
is that compared to a full Simulation testing process, the 
method permits the System under test to execute the com 
plete device Software on a real physical device as opposed 
to a completely simulated network hosted on a computer 
platform. A fully simulated testing process, by definition, 
cannot accurately represent a real network System. 
A diagram illustrating the example hierarchical PNNI 

ATM network of FIG. 1 divided into a real physical portion 
and a simulated virtual portion is shown in FIG. 2. The 
example ATM network 10 is identical to that of FIG.1. The 
difference, however, is that a portion 29 of the network has 
been simulated using the method of the present invention. A 
PTSE injection device 96 is connected via any suitable 
communication link 98 such as a serial link, e.g., RS-232, to 
the node under test 27. The peer group A.1 is divided into a 
real or physical portion 100 and a virtual portion 102. The 
other peer groups A.2, A3, A.4 and the higher level logical 
peer group 14 are simulated virtually as a collection of 
PTSEs that are injected into the node under test 27. 

Note that in implementing the communications link 
between the node under test and the simulated PTSE injec 
tion device, the Switches (nodes) may or may not need to be 
modified to accept data from one or more alternate Sources, 
e.g., Serial ports, parallel ports, the Internet, etc. rather than 
from more traditional links, e.g., OC-3, OC-12, DS-3, etc. 
Most commercially available Switches comprise one or 
Serial ports, e.g., RS-232 ports, on their front panels for 
console/control connections and for debugging and testing 
purposes. 

The real portion of the network makes up a part of Peer 
Group A.1 with the other part of Peer Group A.1 and the 
other peer groups A.2, A3, A4 and logical higher level 
logical peer group 14 Simulated virtually as a collection of 
PTSEs that are injected into the node under test 27. The real 
portion 100 of Peer Group A.1 comprises four physical 
nodes 27, 104,106 and 108. The node under test 27 and node 
104 are standard nodes that do not require modification for 
purposes of the invention. The only requirement is that node 
27 comprises communication means for receiving the injec 
tion output file from the simulated PTSE injection device 96. 
AS Stated previously, this is already built into most available 
ATM Switches. Nodes 106 and 108, however, must be 
modified So as to locally generate the Simulated link to the 
virtual portion 102 of the Peer Group A.1. 

The virtual portion 102 comprises four logical nodes. 
Nodes 110, 112 are connected by virtual links 120 to nodes 
108, 106, respectively. Logical node 114 is connected to 
other peer groups via logical linkS 90. 

It is important to note that Since the physical nodes 27, 
104,106, 108 cannot be peer group leaders or border nodes, 
it is mandatory that the Peer Group A.l comprise at least one 
logical node to function as a PGL and a border node to 
permit connections to other peer groups. Thus, Peer Group 
A.l comprises a physical (real) portion and a virtual portion. 

Communication links 90 connect the virtual peer groups 
to each other and to the real peer group 100. Real physical 
communication linkS 94 connect the real nodes together. 

PTSE Testing Method 
A flow diagram illustrating the PTSE injection method of 

the present invention is shown in FIG. 3. The PTSE injection 
method of debugging and testing a hierarchical PNNI soft 
ware implementation comprises two stages. The first Stage 
comprises generating the PTSES describing the network 
configuration to be simulated (step 30). During this stage, 
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the network configuration generated is written to a file 
preferably using a Standard format Such as ASCII 
The Second Stage is to incorporate the generated PTSES 

into the node under test (Step 32). In the Second stage, the 
ASCII file generated previously is input at run time into the 
node under test which then processes the injected PTSEs 
using standard PNNI software already present in the node. 
Thus, the PTSEs are processed as if they had actually been 
received from another node over a communications link. 
The first stage can be performed on a standard PC 

utilizing Standard PC file generation and coding tools Such 
as Microsoft Visual C++. Performing the second stage, 
however, requires minor additions to the PNNI software 
already running in the Switch. The additions are needed in 
order to carry out Some relatively simple functions as will 
now be described. 

PTSE Injection Process 
A flow diagram illustrating the PTSE node incorporation 

method in more detail is shown in FIG. 4. The first step in 
incorporating the PTSEs into the node under test is to read 
the ASCII file containing PTSEs generated during stage one 
above (step 40). Next, the node parses the file read and 
builds PTSEs in binary form (step 42). Note that the PTSEs 
typically are represented in binary form within the Switches. 
The PTSE generation process functions to generate the file 
preferably in human readable form, thus necessitating the 
parsing and conversion. Alternatively, a file comprising the 
simulated PTSEs can be generated in binary form without 
departing from the Spirit of the invention. 
The next step is to call the various PTSE processing 

routines present in the typical Switch for processing the now 
parsed PTSES that together simulate a portion of an ATM 
network (step 44). During the processing Stage, the PTSE 
information is inserted into the topology database Stored 
within the node (step 46). Next, the local PTSE generation 
routine is modified to cause the node to generate a PTSE 
describing the simulated link 120 (FIG. 2) connecting the 
real PNNI node to a logical node in the virtual portion of the 
network. 

PTSE Generation Process 

It is noted that generating the injection file using Standard 
ASCII characters has Several advantages, Several of which 
are described below. First, such a file permits the developer 
to view, verify, edit and change the order of PTSEs to be 
injected into the real node under test. Second, the file permits 
the ability to build PTSEs of maximum length that is 
relatively difficult using conventional test equipment. Third, 
the file permits the ability to create PTSEs having intentional 
errors for the purpose of testing the stability of the PNNI 
Software. Forth, the file permits the ability to create PTSEs 
that represent nodes in different Peer Groups at different 
levels. 
AS an example, the first Stage, i.e., generation of the 

simulated PTSEs to be injected, can be performed using 
commercially available Microsoft Visual C++ from their 
Developer Studio product. One skilled in the can easily write 
the Software to generate the simulated PTSEs. The software 
functions to generate all the PTSES required to represent all 
the peer groups having the necessary number of nodes and 
number of linkS per node in accordance with the Virtual 
network to be Simulated. The following input parameters are 
used to generate the PTSEs using the software in the 
simulated PTSE injection device 96 (FIG. 2). 

1. Peer Group ATM address prefix; 
2. Number of nodes in the simulated ATM network; 
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3. Number of links per node; 
4. Base PNNI level (needed if the simulated network will 

be used in a multilevel environment); 
5. First suffix used for constructing the ATM addresses for 

the nodes; 
In addition, all PTSEs injected into the real PNNI node 

under test, must have the following identification param 
eterS. 

1. Peer Group ID; 
Origination Node ID; 
PTSE ID; 
PTSE Sequence Number; 
PTSE type-one of the following: 
a) nodal information that describes the node type and 

its Summary information; 
b) horizontal link that describes all incoming and 

outgoing communication links with neighbors, i.e., 
the network topology; 

c) Summary address information that comprises ATM 
information advertised by each node (not 
mandatory); 

The PTSE injection output file generated comprises three 
types of records-that repeat throughout the file. A diagram 
illustrating the record types making up the injection output 
file is shown in FIG. 5. The records, generally referenced 50, 
comprise an Originating Node ID 52, Peer Group ID 54 and 
the body of the PTSE itself 56. These three record types are 
repeated throughout the injection file. 

During the first stage described above (step 30 of FIG.3), 
the generation proceSS is repeated for each level of the 
hierarchy to be Simulated, thus resulting in numerous inter 
mediate injection output files. All the intermediate injection 
files are merged into a single injection file. Connections, i.e., 
links, between levels can be configured either manually or 
generated automatically during the merge proceSS by mark 
ing the nodes, via Software, that are to have simulated 
uplinks, i.e., links from lower levels to upper levels. 

Once the injection file is complete, it is inserted or 
injected into the node under test using the method of FIG. 4. 
With reference to FIG. 4, the file is first generated then 
written to the node under test that parses the contents of the 
file. PTSEs are built in binary form, including checksums, 
and then processed using the routines normally responsible 
for processing PTSEs when received over a link from other 
nodes. The processed data is written to the nodes topology 
database. Finally, the results of the Subsequent flooding and 
routing processes as well as the Statistics are analyzed and 
Verified to ensure correct operation of the network. 

An Illustrative Example 

A network diagram illustrating an example virtual hier 
archical PNNI ATM network that is simulated and injected 
into the test node to aid in testing and debugging is shown 
in FIG. 6. The network, generally referenced 60, comprises 
a real physical network portion 68 at level 96 and a virtual 
Simulated portion 62 having multiple levels of hierarchy. 
The network 60 is a three level ATM network generated 
using the method of the present invention. 

The real portion 68 comprises a plurality of real nodes 66 
labeled Node 1 through Node 4 that are connected by real 
links 67. Node 1 is running a LAN Emulation Service (LES) 
and is connected to an edge device LAN Emulation Client 
(LEC) 82. The virtual injected portion 62 comprises 12 
Virtual nodes grouped as three virtual networkS 64 at level 
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96, level 88 and level 80 connected together by virtual 
uplinks 76. Each virtual network comprises a plurality of 
virtual nodes 72, labeled Virtual Node 1 through Virtual 
Node 12, connected together via virtual links 71. A virtual 
LEC 74 is shown connected to Virtual Node 10. In addition, 
Virtual Nodes 4, 8 and 12 are combined to form a logical 
complex node 70. These three virtual nodes are also the Peer 
Group Leaders in each of the levels 96, 88,80, respectively. 
To connect the Virtual network to the physical one, a 

special PTSE containing information about the link from 
Virtual Node 1 to real Node 3 was generated and injected 
into Node 3 (the node under test). AS all links participating 
in PNNI are bidirectional, there is required to be a link in the 
opposite direction. This link, from physical Node 3 to 
Virtual Node 1, uses the local PTSE generation process in 
physical Node 3 via a special instruction that indicates the 
presence of a simulated network. The Special instruction can 
be hard coded into the compiled code Such as via a compiler 
directive to allow the Switch to be configured properly at 
turn on time, i.e., fooling Node 3 that a PTSE was succes 
sively sent to the virtual network. 
The link 78 from Virtual Node 1 to real Node 3 is 

Simulated as one of the Simulated virtual links injected into 
Node 3. Note that although the simulated PTSE injection 
device is not shown, it is assumed that the file of generated 
PTSEs has already been injected into Node 3. The reverse 
link 80, however, cannot be injected with the other simulated 
PTSEs as this PTSE is a function of an act on the part of 
Node 3 itself. In operation, Node 3 transmits a PTSE 
advertising its link to its neighbor (i.e. Virtual Node 1 in this 
case) and in response to the reply, it opens up the link for 
traffic. Thus, the PNNI software within Node 3 must be 
modified as described above to automatically generate the 
necessary PTSEs and/or other entries in its topology data 
base to simulate the existence of link 80. 

Once one of the nodes in the real portion is injected with 
the Simulated network, the other nodes in the real network 
Soon learn about it via the normal process of flooding. 

Using the PNNI configuration shown in FIG. 6, the 
following relatively complex PNNI scenarios can be tested: 

1. the resolution of conflicting PTSEs, i.e., when a origi 
nating (virtual) node sends PTSEs with different infor 
mation but with the Same identification information, 
both in a Single peer group and in a multilevel network; 

2. crankback processing in a multilevel network 
3. building Designated Transmit Lists (DTLs) in a mul 

tilevel network, etc. 
In addition, another use for the example network 60 

shown is to Simulate the operation of two LECs connected 
to a LES. The LES running on Node 1 has a first LEC 
attached to it and a second virtual LEC 74 attached to Virtual 
Node 10. Thus, this example virtual network is useful in 
testing, among other things, the proper construction of a 
DTL from the LES to the virtual LEC 74. 
While the invention has been described with respect to a 

limited number of embodiments, it will be appreciated that 
many variations, modifications and other applications of the 
invention may be made. 
What is claimed is: 
1. In a Private Network to Network Interface (PNNI) 

based Asynchronous Transfer Mode (ATM) network, a 
method of simulating a virtual ATM network coupled to a 
real portion comprising a plurality of real nodes, Said 
method comprising the Steps of 

generating a plurality of PNNI Topology State Elements 
(PTSEs) representing a combination of network ele 
ments that function to form Said virtual network; and 
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injecting said plurality of PTSEs into one of said real 
nodes designated the node under test. 

2. The method according to claim 1, wherein Said Step of 
generating comprises the Steps of 

preparing Said plurality of PTSES representing a network 
configuration corresponding to Said virtual network to 
be simulated; and 

creating an injection output file from Said plurality of 
PTSES. 

3. The method according to claim 2, wherein Said injec 
tion output file comprises American Standard Code for 
Information Interchange (ASCII) characters. 

4. The method according to claim 2, wherein Said injec 
tion output file comprises repeating records consisting of 
Originating Node ID, Peer Group ID and PTSE body. 

5. The method according to claim 1, wherein said step of 
generating comprises the Steps of 

preparing Said plurality of PTSES representing a network 
configuration corresponding to Said virtual network to 
be simulated, wherein the following input parameters 
are utilized: Peer Group ATM prefix, number of nodes 
in Said virtual network, number of linkS per node in Said 
virtual network, base PNNI level in said virtual net 
work and first Suffix used for constructing a node's 
ATM address; and 

creating an injection output file from Said plurality of 
PTSES. 

6. The method according to claim 1, wherein Said Step of 
injecting comprises the Steps of 

reading said plurality of PTSEs into said node under test; 
parsing said plurality of PTSEs and building a plurality of 

corresponding binary PTSEs therefrom; 
processing said plurality of binary PTSEs utilizing soft 

ware routines within Said node under test; 

5 

15 

25 

16 
inserting PTSE based data into a topology database main 

tained within Said node under test, and 
modifying local PTSE generation So as to generate a 
PTSE describing a simulated link from said node under 
test to a node in Said virtual network. 

7. The method according to claim 1, further comprising 
the step of generating a plurality of PTSEs for each desired 
level of hierarchy. 

8. The method according to claim 1, wherein said step of 
injecting comprises the Step of utilizing a local PTSE 
generation process within one of Said real nodes in combi 
nation with a Special instruction operative to indicate the 
presence of a simulated virtual network to Said node under 
teSt. 

9. In a Private Network to Network Interface (PNNI) 
based Asynchronous Transfer Mode (ATM) network, a 
method of simulating a virtual ATM network coupled to a 
real portion comprising a plurality of real nodes, Said 
method comprising the Steps of 

generating a plurality of PNNI Topology State Elements 
(PTSEs) representing a combination of network ele 
ments that function to form Said virtual network; 

injecting said plurality of PTSEs into one of said real 
nodes designated the node under test; and 

forming a peer group consisting of a plurality of real 
nodes making up said real portion and a plurality of 
logical nodes making up a virtual portion of Said peer 
group, one or more real nodes in Said real portion 
connected to one or more logical nodes in Said virtual 
portion via one or more virtual links, wherein at least 
one virtual node functions as a border node and at least 
one virtual node functions as peer group leader of Said 
peer group. 


